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Reference - 1. Tentative Security Evalvation of AFSAM DL98 Brusa 267
2. The Security of the Pneumatic Authenticator (DEM 198) Brusa 616
3. Pneumatic Authenticator Brusa 167
The description of the Pneumatic Authenticator as planned can be found in the

references given above.
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The authenticator as set up now has two features which place certain limltations
on the possible variability of the device. One is the use of a constant input point
and the other is the use of 5 groupings of 3 in the reverser. For example suppose
each of the 5 groupinge of 3 in the reverser is traced to the input end-plate. Only
one of the trigraphs obtained would contain the constant input point. This means
that for each alignment only one out of § cof the trigraphic groupings in the
reverser is used. With a variable input point any one of the 5 groupings could
be used. This means that only 1/5 of the potentiality of the device is being used.

In the above references it has besn shoun that with plamned interrogations
certain types of solutions can be found. The possible solutions mentioned made

use of a constant input point and the groupings of 3 in the reverser. It was
assumed that the enemy would be able to obtain replies for challenges in which
all the paired rotors stand except cne designated pair. In one solution it was
shown how it might be possible to recover the settings of the paired rotors

By - Rg. The settings of RS and 310 could be recoversd just as easily using

the same type of planned interrogation. Ths ocutput values from 35 would be a
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monoalphabetic substitution of the input values into Byqe That is the output

from R5 has the sams pattern as the input into Ry5. The constant input point
and the groupings of 3 in the reverser can be used effectively to recover such
a pattern. In some instances it "snowballs® rather easily and in others it 1s
quite a laborous task,

Suppose we have given the following replies obtalned from consecutive

settings of Rs - (the settings of the other rotors remain constant).

R
10
KCEFKOCFBJGHOQOIC
GONOGNDLGGKIPFFD

One could assume the input positions into Rs of the 3 most frequent lstters,
one of which would be the constant input point A and the other two could be G and
F. The initial setting of Rs would be assumed. The input values for the 3 letters
would be enciphered through Rs at the proper relative settings of Rs. A partial
pattern of the output values from Es is thms obtained. The initial setting of R'.I.O
is assumed and trigraphs from the reverser are deciphered at the proper relative
settings of H.l 0 so as 0 obtain a partial pattern which agrees with the partial
output pattern from Rsu Each partial pattern suggests values for the other so
that when all correct assumptions are made the patterns build up very quickly.
Contradictions show up in most instances with incorrect assumptions. In some
instances if there are not encugh repeats in the first partial output pattemn
from 25 so a8 to eliminate some of the possible assumptions from the trigraphs
in the reverser, it requires several trials to recover the patterns by hand. With
repeats, contradictions show up quickly and eliminate some of the possible trials.

(The setting identified for R5 could only te a relative setting).

SECRET




ANLY L

There are 15 x 1 x 13 = 2730 possible combinations for the three input
w =
positions of A, G and F into Rs. Altogether there are 1 1": 5 : 3 455
different trigraphs. The 455 trigraphs can be listed according to their cyclie

interval patterns. There would be 15 trigraphs for each pattern. To illustrate -

Interval pattern 1l -1 - 13 l-2=-12 1~-6-8
A B C A B D A B H
B C D B C E B C 1
C D E cC D F ¢c D J
D E F D EG D E K
ete. etc. etc.

There are altogether 31 different interval patterns.
Instead of considering 2730 possible assumptions for the three input
posit:ions into RS for A, G and F, assume the use of one of the 31 interval pattems.
Suppose the interval pattern 2 = 2 - 11 is assumed. The three input positions
would then be A = C = D, There would be 3 ways :f’ seiscting the input position
of the constant input A and 2 for G and F. There would be 6 orders to be considered.

Altogether there would be 6 x 31 = 186 assumptions for the three input positions
instead of 2730.

Supposa there were 31 people who were assigned to recover the setting
(or relative setting) of RS and the actual setting of Rm. Bach individual
would have to assume the order of the input. positions and the settings of Rs and
Byp- There would be a total of 6 x 15 x 15 = 1350 possible assumptions for each
person. In most instances if there are two letters of which each appears § or
more times in the replies the patterns buiid up more easily and the mumber of

assumptions in most instances are reduced considerably. This solution by no means

compromises the device but might lead to other solutions which could compromise the
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Wiring of the mer;er -
If two of the trigraphs in the reverser have the same patterned interval

and the rotors are moved as 2 block against the reverser it would be possible

to produce a 3 - way lobster effect. For example suppose the two groupings
CJNand D HO are used in the reverser. The cyclic interval patterns are
7-L4~4and 4 ~7 = L respectively i.e. they have the same cyclic pattern.
This means that an encipherment of the constant input point which comes into

the reverser back through the mage by way of C J N at setting sl, 52' 8. S,, 55'
A sacond encipherment of the constant input point at setting (S,+5) »(85+5) ,(83+5) s
(8,+5)5(84+5) would go through the maze and the reverser by way of D HO. The
lobster effee‘li. could be recognized in the trigraphs ohtained from the two letter
replies and ths constant input point. If the two replies K M and C F are
obtained from the two challenges the lobster effect is detected by the fact

that C F A is five positions from MA Kas - (MNOABC);(ABCDEF);

(KLMNOA) *

The lobster effect camnot be eliminatsd completely by careful wiring of the
reverser, It is true there are § patterned intervals which have no repeats as
1-1~13,2-2-11,3~3=-9;4~4=78nd5~-5«5, But it is impossible
to wire a reverser using all five patterned intervals in the same reverser.
Consequently all reversers have to include repeats in at ledst one of the
intervals for some of the reverser trigraphs. This means that two-way lobster
effects could be produced at the proper offset for the trigraphs which have the
repeats. If the offset for two chzllenges (plus the constant input point) agrees
with the offset for two trigraphs which have repeat intervals then it would be
possible to associate the replies with the reverser trigraphs thot were used in

SECRET




St by -
ot LAY

e oa WL/UINLY 1

each encipherment, an example of 5 reverser trigraphs and the patterned intervals

are
1-AEJd -4-5=-6

. 2-BDK =-2-7-6
3-CLN -9=-2-1}
4-FI0 =3-6-=6
§«-GHM ~1=-5<9
A two way lobster would show up if trigraphs 1 and 2 are used at an offset of one
(A is offset one from B, and J one from K)}.

Statiocnary rotors interspersed among the stepping rotors could eliminate the

possible occurrence of a lobster during a day's traffic, If the stationary rotors eae.

placed only next to the reverser it is possible to increase the occurrences of the
lobster effect. This is because the combined effect of the reverser and stationary
rotors could produce two or more groupings of three with the same cyclic interval
pattern.

To avoid the carry over of the lobster effect from one day's traffic to the
next, the relative aligmment of the rotors within at least one paired set must be
offset from any of the previous day's relative aligmments.

How could the use of plammed interrogation be eliminated? Or what changes
could be made in the use of the device in order to eliminate the possible use of
planned interrogation? What could be subatituted for the use of the constant input
point and the groupings of 3 in the reveraer.

Adding rotors will not eliminate the possibility of soms of the solutions.
Some of the weaknesses of the device might be offset by
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Double encipherment

Varying the position of the input point.

Scrambled end-plate; but produce each letter of the reply one at time
and read as produced.

Eliminate the use of trigraphic reversers.




