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On 21st May 1951, I went with 8dr, G.Chiles, U .N., to the
French Combined Forces Headquarters (Ltat—NpJor Comblne des Forces
Armees) ) at 51, Boulevard de la Tour Maubolrg in Paris. We had been
instructed to report to Coloncl VEYRON LA CROIX, to witness a demonstration
of the French modification of the i-209-B Hagelin. Most of our sub-
sequent discussions were carriud out with Commendent ARNAUD at the Ministry
of War, The evidence lsads us to beliuve that he may be the head of the
French Army cryptanalytic burecuu, and that dur mecetings took place within
the walls of that organisation, The =tinobphere was very friendly through-
out, and we gained the improosion that they would have liked to tell us
more than they were allowed, It is proba=blu that Arnaud would welcome
tuchnical collaboration both on cryptogruphy end cryptanalysis.

2. . A summary of our nﬁnclusiﬁhs is glven below, "Part II of this

report contains a personal reecerd of the visit, Part III a description of

the French modification with some communts $n its practicability and

impl ications, Part IV an outline 2f on ulectrlcal keyboard modification
r_——-—"

of wh1ch we were given some dbtll]u-

3, MMter careful study ~f the Fr.ach modification t.u tlhe M209, we
reached the conclusion that it is n practicsl proposition.  They have gone
to considerable trouble to circumvent the i..ctical snags. The changing
of the alphabets is no more tedinus thun thy norm:zl change of pin- and
lug-settings, and can be compluted in about 1C minutes, The danger of

.error is probably less than.in the pin-scttings, and is counteracted by

the carrying out of a 26-letter check, They cloim that after a little
practice encypherment with a hatted wheel ig no slower than the present
system; while experiments will be needed on this, we consider that this
cstimote may prove to be fair,

4, As a result of this, it follows th.t 2 frequent change of
alphibet is quite practicable, and the Frundh in fact propose to change at
lcast every other day and possibly d.ily. This meins that the alphabet
nay be regarded as uncompromisué, anf ennsiderably altoers our previous
misgivings on security. A dutlllbd gecurity study must now be made of the
1mp11cat10ns of this modification.

5. The French will have 1800 machinecg by the ¢nd of this. year, and
will presumably introduce it throughout their army shortly afterwards. The
modification of <these machinus will tuke >bout 8 months, at a cost of

£8 per machine, It is thus comparatively quick and cheap to introduce.

6. Whatever the result of nur final sucurity evaluation, it seems likely
that the modified machine will provide an adequaite solution to the problem
of French internal military traf“ie. It also scems probable that it will
prove sufficiently securc for third-level NATO traffic, at least until some
butter machine is available. It is theroefare rocommended that it should be
giren seriocus consideration 23 ono pissible s-lution to this problem,
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PART II. RECORD OF EVENTS. f i

4t Combined Forces Headquarters, w¢ were kept waiting an hour
until Colonel Veyron La Croix returned from lunch at half past three.
During part of this time, we were cntertained by his Adjutant, Commandant
Lignac, who claimed to know nothing about cyphers. From his conversition
and the diagrams on the walls, it appcared that we were probably in the
French equivolent of the[::::j::hnd thut the section was mainly concerned
with such matters as frequency allocation., ‘Cdt. Lignac spcke English
rioderately well and had often been in London, and had had contacts with

" Tecruited certain German cryptanalysts for work in their Sigint organisation,

2, "hen the Oolonel finally arrived, he did little more than introduce
himself 2nd arrange for a car to toke us to the Ministry of “ar, where the
modifisd machine was tc be demonstratcd by Commendant ARNAUD (whose name was
fomiliar as the French representative on the NATO cypher committee).  The
Colonel did not speak English. He was enthusiastic concerning the modified
machine, of which he said that 1800 would be available by the end of 1951,

He said that the modification could also be avnlied tojanother machine called
the "iigline®; when asked about this latter machine, he said that ARNAUD

w uld be able to give us full details, 3 é

3. e then hod to wait about zd\minuteﬁgin thegcaurtyard while 2 car
wis found for us., We left Headquarters not particularly impressed by the
efficiency of the arrangements which had been maede for our recepticn.

4, . 4t the Kinistry cf War ( £31, Bculeyard Saint-Germzin), we were
conducted up to the "Section du Chiffre" on the third floor. it no time
during our visit were we asked for any proof of identity, Our way to the
Section du Chiffre was blocked by a daor marked "No entry except to
authorised personnel®., A number of factors ¢ombined to make us bslicve ;
that we were in the French Army cryptanclytic bureau:- (a) French Sigint ;
was known as "Section du Chiffre" bofore the War; (b) the bzoks in/rnaud's
library included 111 the standard cryptanalytic works ; Boudouin, Giviorgiﬂ,
Yardley, otc.; other volumes includod an 4BC Telegraph Code, Bentleys, an
Swedish and Spanish dictionarivs; (c) thure was a general air cf secrecy
and great care was taken to ensure that no doors were left open for our
inspection; (d) one piece of evidence during the visit suggested that
Germans were employed in the seetion, and the Prench Army is known to have

If this theory is correct, C4t, .rnaud, as Chef de Section, is prssumably
the successor of Colonel BERTR/WN. | %

5. The remainder of the time was spent in Arnaud‘'s office, and we were
n>t introduced tc any of his subordinatocs, Hb begen by saying that he knew
insufficient English to expound his subject, and the discussions wers carried
on entirely in French. As Cdr. Chiles dnes nét know French; I acted as
interpretor throughout. It was aprarent, however, that frnaud understond
most of what we said in English, He was obvidusly master of his subjoct,
very shrewd, with a dry wit; we left with a very favourable impression of his

"efficiency.

6. He began by asking what we were experts in, I said that we
represented the users, and had come to investigateﬁﬁhe practicability of the
modification which had beon described to us, He expressed himself dis-
apcointed, as he hnd hoped that we should be in a position to discuss the
security implications, I replied that we were not qualified to do this,
although we should probably be able to understand any such pcints which he

wished to put across, e EO 3.3(R)(2)
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7. Ho seid thaot they hod undertaken ‘the modification owing to the.
basic security weakness of the present machine,,by which three messages
with the same indicator can bc rcad "and theoretically, even two",

It seems almost certain that he in fact knows that a depth of two is
readable; he reforred to depths of two later in the conversation; and,
if he cmploys Voegcle, who was a German exvnrt on the M209, he must
certainly be aware that the Germans exploited such depths. His
reticence may be an indication that the Frefpch are currently exploiting’
this weakness, and do not therefcre wish to broadcast the possibilities,

8. He then showed us the modified mabhlne, and gave us aomple
opnortunity to experiment with it, chaonge the alphabets, etc, Possibly
owing to the fact that the modification has been patented, he refused

to  let us have a modificd wheel to take away, but allowad us to make
rough drawings. ~ He said that the alphabet should be changed according
to traffic loed (he refused to commit himself on what should be regarded
as a safe load); he thought.it should be changed every other day at
Division, and that it might be desirable to chenge it daily. Aa a

result of our investigetion, we reaqhed the conclusion that they had dono
a very nice job, and that a daily change shéuld be a perfectly practicable
proposition, A detailed description of the modification, production,
cost, etc, will be found in Par't III,

9. Arnaud emphasised that he considered the security of the modified
machine very high, Depths >f tWo or three could not be read, and even
if users employcd the wrong alphabet or made mistakes in setting it up,
he did not think that security; ‘would be jeopardised. He thought, in any
case, thot such mistakes woulu be of rare o¢currence, since a 26-letter
check is printed with the kuyllsts, if this check is carried out, cny
mistake will be immediastely obvious.

10 He was prepared t5 issue a separate wheel with the normal straight

alphabet as well as the modification, and gave three reasons for this :-
(a) 1if the U,S, iarmy refused to alcpt the modification, they would require
we talk to the Americans in the less secure machine; (b) they might not
wish to give the modlfled machine tc ccuntries whose security arrangements
were in questlon, (c) /they mipght use the machine unmodified in dangerous
areas where there was rlsk of' capture.

11, When we haéd’ fully discussed the mgdified machine, Arnaud
vclunteered that they were designing an eledtrical version to work with a
ksyboard. This would use the same prlnclpIe as the modified machine, and

‘meny of the same parts, 36 that one type could work with the other, e

expressed considerable inturest in this, particularly in view of the. speed-

which he claimed for it, and he finally produced a drawing for cur inspection,

I suspect that he had reason to regret this afterwards, as the drawing
contained two noteworthy features :- (a) The German word "Klartext™ on the
nlain-language tape suppestsg ‘that the machine was designed by a German;

(b) The appearance of numbers on some of the wheels suggests that the
cycle has been incrsased, and that it would .cert=inly not work with the
present machlne. The whccl—perlnda would &ppear t» be 29 31 ,. .. 35 ..

12, A rcconatruct1on of the drawing from memory, together with any
detnils which Arnaud gove us, will be found in Part IV. I asked Arnaud
whether he proposed to include the figure substitutinn system as for the
present mndlflcatlon (sce Part I ), and in that case whether the machine
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would print figures on the tape or only their letter equlvalents. He
replied that he was including the substitution system, but that only letterc
would be printed, I suggested that, as in any case he had 1o modify the
printer-head to print two tapes, he might consider a shlftlng printer .so that
the numbers could be »rinted direct on.to the tepe instead of substituted
afterwards, He agreed thet this would be a usaful f30111ty, and said

that he would consider the possibility.

13. I then asked Arnaud about Colonel Veyron La Croix's statement
concerning "Aigline™, He anpeared rather annoyed and said that the Colonel
must be thinking of the other French machine, the B211. This worked on

a different princinle, and was quite unsuited t¢ the modification. The
Colonel was not a cypher expert, and did not ‘know what he was talking sbout.
The following morning, he asked the Colonel what he meant, and it finally
cmerged that "Aigline™ was the Colonel's pronun¢ihtion of Hagelin; he had
merely meant that the modification could be included in Hagelin modsls other
fﬁ‘h'%he M209,"" " The subject of B211 was thus 1ntroduced accidentally, and

' agninst Arnaud's will.

14, At the end of the day, we were nsked to return the following
worning, as the Colonel would like to see us before our departurs. '
Colcnel was at a meeting when we zrr>-ed, snd was again half an hour 1=..
for the apnointment. During this time, we weré¢ able to usk more quesiirmg,
and do a time test on the changing of the alnhabets,

15. When the Colonel arrived, he. beban by stating that the modlflbd
machine was eminently suiteble for use at levels where spcsd of encyphermen™
wes not the first consideration, but,whero weight and lack of power supply
were the main factors, He therefors enviseged that it would be used only
at the third level ~ forward of Division; he thought that the electrical
modsl, when it was ready, might wal te suitable for the second level.

16. He then asked whether we kncw what Hagelin models other than M209
were available to the various NATO countries. Arnaud had previously stoted
that he believed M209 was available to 21l NATO countries except Norway

and Italy. I replied rather guardedly thot the Hagelin machine was of
course produced in o number of madels by the Swedish firm, but that we did
not ¥now how far such models might e used by other countries,

17. He then asked us whot we had decided. 'We replied that it was not
up to us to decide, but msrely to rupert back in detail what we hsad besn
shovn and told. Acccptance of their modification would depend uzon a study
of the security implications, on which we were not in a position to comernt,
and unon what other syStems were ovailable as an alternative solution. On -
the practical side, we should put it forward ag our personal opinion that
they had made a very: ‘geod job of the mndification, that frequent changing
of the alphabet in the way they arowngod secmed to be an entirely practicadle
»roposition, and +hqt for this rcason we should recommend that their mechinc
deserved serious Con31ueratlon as one »ossible solution to the problem 7
chird-level NATC communicetions., - They both exXpressed themselves very
satisfied with thls statement; J4Arncud. said that they had of course done
e full security appreciztion of the mechine thamselves,-but that natural iy
each country must make up its own mind on such a matter. He expressec

himself w1‘11ng to go to Washington to demonstrate the machine if required,
and the Colonel su-~ported this, :

.
e
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he ought to show us, whereupon Arnaud would reply .that there was nothing of
interest, . At one stage, quite a voluble argument proceeded between them
as to whether or not we should be shown these exhibits, in which - unfortu-
nately for us - Arneud prevailed. We had the impression throughout that
he regarded the Colonel as 2 thorn in his side. /

19. - We felt, however, that Arnaud would have been very willing
to -co-operate on a reciprocal basis, Both men were fairly forthcoming,
and there is 1little doubt that if we had been pr pared to enter into any
discussions on security we.-should have been give a considerable insight
intd their methods and organisationm.

20, We parted on very friendly terms; we;thanked them for the
way in which they had enswered all our questions and allowed us to go
into details on the machine; they expressed their appreciation that our
Governments had made us available for such a dlséussion; and Arnaud
stated that he was fully at dur disposal if we. wighed to follow up the
meetlng 1n any way.

'C"-'r:" . . _' '
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18, ' Several times during the morning medting, the Colonel pointed
to Arnaud's safe and suggested that he had some interesting documents which
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PART III, M209 MODIFICATION.

Twe main alterztions are involved in thé French modification -
replacement of the printer alphabst by removetble segments, and replace-
ment of the alphabet on the sctting-wheel by.removeable segments., In
adiition, a new sctting-wheel containing the nunbers in fixed numerical
order has been added outside the ncrmal wheel, which has the double purpose
of locking the alphabet scyments in position,/and providing a letter-figure
simple substitution. The space-mechanism, and consequently the letter
Z on the two alphabets, hus remqlned unaltered and the Z segments are
locked in position.

2. The modification is issued as 2, completc unit znd is easily
detachable from the machine, (Fig. 7) Refercqce should be made to the
accompanying diagram, The shaft on the normal M-209-B convertor has

been cut ebout half way between the gear wheel and the printer whezl; a
notch (g) is cut on one side of the stump, and brass bushing installed
inside the hollow. (Fig. 8). The modified unit is fitted with a projecting
lug (f), which fits exactly into the nctch; it is then locked into position
by inserting a butterfly screw (h) through the hnllow shaft of the unit, and
screwing it into the brass bush;ng.j "hen screwed up, the butterfly lies
flat with the surface of the oatar ’knob.

3. On the print-wheol, (Flg. '4) the type segments are replaced by a
narrow taut spring (e), attached ‘to each side of the fixed 2 segment. Each
type segment (Fig. 5) has a hook at the inner end, which is inserted by
holding the segment vertically cnd sliding it under the spring (Fig. 6);
the type. face is then lowarad 11to its normal position, where it is held by
the spring. To remove it, null it into th: vertical position with a palr
of pincers, and slide out the hook from under the spring.

4, On the setting—wheel (Fig. 3), the alphabet is again replaced by a
spring (d), and beds for thec letter-segments are hollowed out, The segment is
s1id horizontally into its bed { Fig. 9), where it is held lightly in position
by the spring., Very little pressure is required to slide the segment in
¢ither direction, but thé spring holds it sufficiently to prevent it from
Talling out while the remaining segments are inserted.

5. Finally, there is a removeable annulug ( Fig. 2) containing the
figures 0-¢, 0-9, 0&4 in order, with one blank segment coloured red, Inside
the rim of the annulus are three short slots, which fit over three shallow
knobs (a) on the face of the setting-whéel (Fig. 1 ), The annulus is then
rotated slightly, sb that the three knobs are hald in the slots, and a spring
on the face »f the annulus (b) falls into position behind one of the knobs to
hold the annulus in position, The ennulus is removed by raising this spring
clear of the knob, and rotating until the slots are rcleased., It will only
fit against the Sett1ng-whee1 in one position, which throws the red segment
against the flxed letter Z on the sctting-wheel.

6. In qrder that the machine should decypher, it is essential that the
alphabet on the print-wheel should be in reversed order from that on the
setting-wheel. In the machine as shown to us, the alphabet employed was
reciprocal, 'so that the machinc would have decyphered equally well with the
printer alphabet in the same order. Arnoud wad apparently unasware of this
unnecessary feature, which would be a slight weakness if used in practice,
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7. . The purpose of the numbered annulus, in addition to;holding

" the setting-wheel segments firmly in position, is to provide a meens of

encyphering digits without spelling them out. A letter such as W is
taken to indicate "numbers follow™, and the user then encyphe*s any of

the alternative letters opposite the figures on the amnnulus; in
decyphering, these are printed as letters, which nmust be ‘substituted
manually, by reference to the sstting-wheel. When encypher1ng important |
numbers, or when there is denger of corruption, numbersfwill either be
spelt cut in full, or the substituted letters repeated,

8. The machine which was demonstrated is the only one at present
availeble., 1800 machines have been contracted out'to e firm (which they
have security vetted) for modification, end these‘are expected to be ready
at the end of 1951, i.e. eight months from the time of placing the order.
The cost of modifying each machine i5 about SOOO francs (£8), The
modification is thus quick and cheap. /

9, Although Arnaud was the inventor of . the modlflcatlon it has baen
patented by the man responsible for devglopmunt I it should be adoptéd

by other countries, it is their intention that those countries should
modify” their own machines, and they would have to purchase the patent
rights, Arnaud offersd teo put us in touch with the development authority
if we should be interested, =md was obviqﬁsly enxious that the question of
the patent should not stand in the way. / ' :

10, When the 1800 machines are ready, they will be sufficient to
satisfy the needs of the French Army, ‘but not bf course of other

NATO nitions.

1. Together with ths nodlfled unit, they are supplying special boxes,
containing two drawers sach divided into 25 segments lettered A to Y.

These will be used to store the sctting and printer alphabets, and it is
intended to iesue three sets of €ach with every machine, This means that
if a segment is lost there is a replaccment 1mmed11tely available; it also
enables the user to emnloy a different set of type when setting up the

new key on the print—wheel,with consequently less trouble from inky fingers,

12. After experimenting with the alphabets for some time, we both
reached thé conclusion that changing the alphabets is comparatively quick
and simple. - It is slightly "fiddly", but no more so than resetting the
pins and lugs. It took- us 13 minutes to effect a complete chenge of
alphabet key; this was without previous practice, and without the help

of the lettered boxes, which enable the corre¢t letter to be found more
quickly. Arnaud estlmated that the chunge coulé easily be done in 10
minutes with practice, end we endorsed thie view, The conclusion is. that
this extra process tokes no longer and is no more liable to error. than the
existing changes of ‘key, and cannot be regarded as in any way an 1ntolerab1=
burden, ;

13, Arneud ' haed alsc carried out tests on the speed of encypherment
using a hatted setting-wheel. He found that an average operator was
slightly slower than usual for the first half hour after the change; but
that he scon became used to the new alphabet, and used it as quickly as the
present system. -While we did not experiment with this at length, we found
that it was unexpectedly essy to find the correct letter, and we believe

~ that his estimate is not far wrong.
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14, He had had no opportunity to carry out prolonged tests on the
print-wheel, He expressed himsclf confident that the strain on the
spring was very small, and that no trouble would-be exnerienced from
this source, . - :

15, It eppears that the greatest danger from the chanblng alphabets
is the possibility of setting them up wrong; if operators carry cut

the 26-letter check as ordered, thec mistake will ihmbdiatély be spotted;
and the danger is probably less than that of making a mlstake 1n the pin~-
settlngs. /

16,. If we accept that the modified M209 is a pnﬁcticable proposition,
it remains to assess its security. It seems likely that the French have
not gone further than to decide that depths are un:éadable. Qur previous
security doubts were based on the assumption that it would be impracticable
to change the alphabet very often, and it must therefore be assumed
compromised, If it can be changed frequently,yhowever, and the French are
prepared to change it at least every othsr day and possibly daily, it can
be assumed uncompromised, and our security view must bte very different.

17. Attacks based on cepth are defoated,/and similarly cribbing attacks,
unless the enemy has a cribbed depth of two. An investigation must be
modc, however, as to how far statistical attacks are still possible, and
what will be the effect of the additional busts which may occur if the
26-lettor check is not enforced. It scems likely that our conclusion will
be that it is not as good as we would like for dur own use, but that
() it solves the problem of French military traffic, and (b) it may be
acceptable as an 1nter1m system for thlrd—leval NATC traffic until
rsomething better is available, . / -

— —— mm—————
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IVe ELECTIICAL M.209

According to Arnaud, the French are in the
development stage or an electrically-operated
keyboard version of the 11,209, based mainly on
the same parts, and designed to work with the
present modisfied machine, This statement is
inconsistent with tne design which we were shown, i
which is reproducod from memory on the right; it
will be seen that tigures as well as letters
appear on tue wheels, which must thus apparently °
have a larger cycle than the present machine, '
This cycle would appear to be 29 31 ., .. 35 ..

J
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Lo Tae limensions of the uachine will be
6 x23 x§ wae [t will weigh about 8 Kgz.
18 pounds). Tetails of voltage, etc., are
ot 'sceeleds. It wiil be capable of hand as
iell as eclectrical operatiun. It will print
plain-language €8 vwoll as a cypher tape.
\s at present plinned, runbers will be printed
as theic letter equivilents; he will consider
the possibility of including a shifting print-
heel, He claiuwed that it will operato up
0 4=5 chtracters pur sccond,

S It is clear from the diagram that, quite ; : N 5 | N f ¥ \ 4
apart from the Jact that it would not even work Q I Y 5 R ’ T J J ‘ 0 l P
with the wimodifizd M.209, no provision has I N’ Nt

been mede fur variable alphabets. Arnaud did : — — —
not make it slear how he proposed to achieve ; - " b 61 7 YA l i
this, and it was chought better not to press . ' . A s l D F L G H l J l K X L I
him further at this stage. : : ' . ' )
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Sketch fram memory of electrical keyboard machine., (Some details doublful.)




