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CRYPTAFALYTIC SURVEY OF MODIFITD HAGRLIY DEVICE
I. INTRODUCTION .

A newly develomed cipher machine has heen examined to determine pos-
sible cryptanalytic procedures that should- be folloved in case this ma~
chine 1s employed by other countries. This machine is a modification of
the M-209 (or equivalent) that 1s now widely used, commonly called the
Hagelin, ' |
ITI. DESCRIPTION .

4s the reader is undoubtedly familiar with the present Hagelin de-
vice, it will be simplest to state the dlfferences and modifications in-
coerporated into the new'machine, ‘

A, Relatively unimpertant changes.

1. There are 30 slide bars instead of 27 (or 29),
2. The machine cannot be spun back to a previous windew setting.
3. In the earlier machine, the rulet ¥ (plain)+ O (Cipher) =
K (iick) + § (slide) has been replaced by: P+ € = (30-K)+S.
4, The sizes of the wheels have been increased from 17, 19, 21,
23, 25, 26 to 29, 31, 33, 34, 35, 57, which in each case are
relatifely prime. |

B. Important changes..

1, The wheels do not take exactly one step between encipﬁerments,
bus may take (ihdeper_me_ntly) any number from O to 5 steps,
2. Bach bar is provided with five rather than two lugs. These

lugs are raised from a fixed location rather than slid to
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'sheir proper spot as 1n t.ha present inar.hinéa Any. or all
of the 5 lugs mﬁy be tai!ed b ab activa pbsition. but

it is assumed that at least one lug will be used on every
{or nearly every)bar.

Thé irregular steppinz of the wheels is effected as
follows: Five of the bars are assigned to each wheel,
bars 1-5 to wheel i. bars 6-10 to wheel 2, etc. Opposite
the wheel to which thé bar is assigned is a hbtch instead
of what could have been a sixth lug. Of the five notches
assigned to each vheel, each of four cause the wheel to
step one if its bar s activated (slid to .the 1éft), and
the fifth causes the wheel to step one if its bar is not
activated. Thec bars are activated in the same manner as
at present® an active lug oprosite an active pez. (4
new .a.rra.ngemeht enables tho active and inactive pegs at

PL 86-36/50 USC 3605 the start of the cycle to retain their initial sta.fus,
EO 2z even though the wheels are being stepped to new positions,)
III OYCLE LENGTHS AND RUTS
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