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cmm-kn n esrrm, aauoh upmmamr sinnaram!
graphlcau.v mnnm to CGM Mark I and also to ASMM 5
(which soo) b ¢ m used~to a limited extent during World

e

wnmm tha um of ASAEJ.IM i.nadvisablo._ :
mﬁu‘k III ia the designation given to the Briﬁ.sh Type X
Do . Giphor Iaehim uhen used’ uith a special clpb.er wit, the
. niype X Mapter." COf Mark III is interccmmunicabls with
" GOM ‘Mark IM&LI: R
4 4, DESCRIPTION. - Electromechanical oipher machine (see figure _/a ).

34. CLASSIFICATION. — The machine is classified CONFIDENTIAL. Rotors p
4
are classified SECRET. D f/‘ 7 .
’ o - | L et Al TR
¥#. STATUS. - In use, Category A. (Standard 19 Pebruary 1937, SCTC . (’% . A
Meoting Ko, 146.) ,5;”“5{{?‘.;
S, oLass oF UsERs.” - I, II, III. | dlagy -

30, OPERATIGH. - Keyboard.
TY, METIOD., - Off line (non#talqt,ype). Authonzed Lov alf classifieations of f)faj,af/c, .
?)2. OUTPUT, - Prihted tape. ‘
"33, SPEED. - L5 to 50 words per mintte.

'_WR SUPPLI. = A 6. ar &. k2 powrmaw be used,
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1. Bﬁ”ﬁfﬁ”ﬁi" L? Cublc

, Digplaceuent

ce In operation: 15" 1giH 120 2.1!
carrying caset 171/3"' 3¢ 154" 3.5¢

¢. Packed for long :
term storage: lgin 2730 ig¢ 5.6

4y GH76 (upper - 12/ |
sectionj AT/ b 228~ 9.05!

e. TH-7% (lower g
section) al/gn % ag? | 1.

12, TEIGHT,
as In operation: 933 lbs.
b. Packed in carvying cuse: 133% lbs,
‘c, Facked for long term sboragst 195 1bs.
d. OH-76 (uppor section) supty: 330 1ba.
e. (H-76 (lower section) emphys fgg?glhm
13. ASSOOLATED BuUIRENT.
2. ©Cne each per ASAN L ASAL 103 rotors, set of tem per Lox; ASa~191
Clasning Kit {for operators); place fiuder ov pumdng tabls,
»s lssued as needed: ASAM 1B; 108697 Tender Kit (for muintenance
personnel }; tanden cable; Cicgt ClU-T70.
g. Jor infomation concernins the pluggaile rotor, see paragraph 19c¢.
. SFUCIATED 2O ué?wg
8. JIGURE~L, "Ceneral Inaﬁrwi;ima {for Uonverted h=l3-0. "

b  SIGEF-3, "u tonbpemmus Instrwetions Lfor Gonverter im134-C,Y

2+ One inch ;waa :‘Lf sixipped BasOAbIed with upper 4alf.,.

3. Decsuse of the nmelhod of Implanentation used for the liomenclature Flan
adopbed 6 February 1948, many eryptographic documents have not yebt been
coaverted from short titles to rew nomenclature.
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c. szmz, Miaintenance Instructions for Converter H—lak-é." Z
d. SIGDUBS-1, ‘"Operating Instructions for cmbmd Cipher uadxmeﬁ";'- |
le. SIGRAVO-1, "Supplement No. 1 to 'Operating Instmtions for |
Gambined Cipher Machines (SIGDUEN-1)!.%

9. PATENT INFGRMATICH. - Seoret Patent Application Scria.l No. 7o,m
(covering principle of using rotors in caacado formticn to pro-
duce irregular sequence of keying characters) was filed 23 March
1936 by the Chief Signal Officer on beha.lf of the Principal Crypt- 2 :

=

analyst, U, 5. Ammy (W. F. Friednan), and his &i{Aasistant - \b,,

(F. B. Rowlett), jointly. For further information, see Appendix A,

iotrodustory Historical Backgroundet Comverrevs M-1z4and H-i¢-4 anvcf ASAH 1.

/6
20. PROCUREMENT.

-~ a. Summary of Prodhrénent.
(See chart next page)
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—BP-SibRE-

16 ‘ |
| Contract contracth Cost | Completion ( |
a0 ntract™7an g y— ,
Manufacturer - Contract | Per Unit Guantity (by
« Number Date Total ASAM 1 SchedulJ Actual |Register No.
Navy Cont. Nof, 74515 | Teletype | -Jumn $201,087.63 | §1,843.66 : to 1-
Beq:79-0631g0°10 | Gorporation. 40 — ' S
Req=9~00Sigl=-43 Teletype | dJul $297,213.08 | 1,367,031 Jan 86~
Corporation] 4O A2 234
» R . ' dar
Reqg~56~005ig0-41 cTeMype Oct $144,.216,88 | $1,367.03 Apr 235-
' orporabion 40 322
DP 42-4272 13 - '
1235~Chig-42 Teletype Hov - §104,502.50 | $1,713.060 Aug 323~
W-~287-8C~ Corporation! 41 i : : 42 367
DP 12-5-77 ’ {15 , | Sep 42 |
4688-Chic~42 Teletype | 4ug $410,171.92 | $1,245.00 to 368~
Wi-287-SC-4 758 i Corporation: 42 , , Jan 607
DP L2-5-105 13 = j 3 ‘
1266-Phil-1~43~2 i Teletype | Nov |$1,371,495.23 | §1,205,80 | HMar Fab 1363»
W-21.2~SC~ — Corporation| 42 : L3 Lh 7
RD agsiz.ii > '11'1'-%%2—270’6‘ 5 - ' 31 30
ON 29218~Phil-43~24 Teletype Hay $855,799.22 {$1,205.80 | Mar Uar 1368
1 W-212/,-5C~144 260 Corporation| 43 | : 7 4y 1867
FDR 4,3-111~3538 7 1 o ) 30 30
2639-Phil~gl=2L . Teletype | Aug $484,280.03 | $1,205.80 | Jun Jun {1868~ |
w-gs_ﬂ,g—sc-&a? . Corporation] 43 | , : Lk by . 2155 '
FR 44680 : D , 3 1
PO 12851-Phil-AL2l, | Teletype % Hov  §2,060,802.96 |$1,206.60 | Dec Oct 2156-
¥36~039-5C-4083 i Corporation L3 : Ly L5 3315/

414 machines, register numbers 3356 through 3369, were manufactured and distributed in

January and February 1945, These were not included in the 3316 Converter Total.
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Eguim.ﬁ included in Contract Total. - Tﬁe difference in

cost, as givsh above under "Contract Total® and “P;ar ﬁ;zit,"

is due to the inclusion in the contract of vary.’;.ng quantities
of the following items of equipment: Rotor sets in metal con-
tainers at $65.93 eadh } tender kita at $213.34; sﬁar,e parts
kits at $39.40 each; gumming tables at $12.87 each; spare
cipher units, with index rotors mly, at $187.68 each; cord
with plugs for operating two machines in tanden, at $82.00 each.
Status as of 1 January 1949,
(1) ﬁnn;ber progured.ssesss
(2) In use by NOLABIS” . e sevrenssnnnne
(3) IN POBOIVE. e s rvioseersocrsrnonstons
(1) Destroyed®........cveevuininnnnnnn.

(5) 'Tatalnﬂp!ta;n’iltﬂnougol e

5, Record of holders maintained by AS-82.
6 Of this number, ‘have been canverted to ASAY 5 and

tﬁASﬁ&E
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HISTORY OF CONVERTER M-134~C

' VOLIME 3
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LIST OF TABS IN VOLUME 3

Photograph ~ Converter M-134~C (showing parts listed beneath
photograph

Fhotograph - Converter U340 (showing parts listed beaneath
photograph

Fhotograph - Converter Mml,;l;-c (showing standard cipher unit
{short title! SIGIVI) in place)

Fhotograph - Converter M=134~C (showing the threc rotor banks
of the standard ciphor wnit {short bitle: SIJIVI))

Photograph - Gonvertor M~134~C (é&@her unit renoved and intevior
of Centroller Switch)

Photograph - Converter M—13i4~C (shswing parts listed ba'xeath
photograpn

FPhotograph - Converter iw134~C (Partly dismantled ~ see parts
listed bensath photograph)

Photograph - Converter i-134~C (Partly dismanﬁlun ~ sge parts
listed beneath photograph)

‘Photograph ~ Converter M-134~C élindemeath View)

Photograph ~ Converter #-134~C {Printer Unit)
Figs. 10, 17, 18, 19 |

Photograph ~ Converter M-134~C (showing especially Main Shaft)
¥3 lglﬁc ll, 2'0‘ 2-}-

Photograph - Converter M-134-C (Gears and Came on Xain Shaft)

Paotograph - Converter M-134~C (Standard Cipher Equipment
{short title: SICIVI) partly dismantled)

Paobtograph -~ Converter M-134~C (Special Ciphor Unit (short titles
SIGAKUG), partly dismantlicd)

Datailed Dasempbion of Ciwcuils and Viring Disgrem SC-D-18511A
(Actual Wiring of Converier ih-134~C)

Photograph -~ Fluzgable Rotor (short title: SIGHEK)

History of Invention and Developrent of the Mark II B

Converter H-134~C Recelpt and Distritution Chart

Offieisl Documents Concerning Physical Safeguarding of Cone
vepter H~134~C

ETOUSA Hules for Guarding Converter H=-134-C

Photographs of Converter M-134-C lost in Colmar, France

Excerpts from Ufficial Letters Converning Mamtmance Training
Service Record Card (sn0vt titlet SIGGURK) for Converter M-134-C
Protograph of Gonverter ¥-13i-C.showing Hinged Cover




CHAPTER XI. DEVELOPMENT OF GOHVER'IER M1 34G
For d.tailad deacriptian and photographs, see Tabs A, B, C, D, E, F,
G, H, I, J,K,L,!,N,O, | 28
A, General
Converter M-134~C is an electromechanical, transportsble, cipher
' machine 'which has an extremely high degree of erypt.ographic security and
an adequate speed of 45 to 50 words per minute, It was the "backbons" of
Army and Navy joint and individusl cryptographie communications during
World War II, Its excellent electromechanical operation and its high
cryptographic security can be considered as a culmination of many trials,
errors, and struggles of the finest eryptographic technicians and engineers
of the Arny and Navy. The development of Converter M~13.i~C may be said
to have begun in the 1920's when the cryptanalysts of the Army and Navy
began to concentrate on méking eryptography consonant with the machine age,
All of the machines discussed in the preceding chapters, Volumes 1 and 2,
" of this history are forerunners of Converter M-—J.BA«G. The exact place
which each had in the direct line of ¢ryptographic development is explained
in Chapter I and in the separate .chaptare devoted to each“model in turn
{consult i.ndeai). In the text of this history the emphasis has been ex~
clusively on Army davelopm_ents.' Certain Navy developments are in a
separate line of development which culminated in Converter M-134~C, or
as the Navy designates the same machine, BECH lark II; these Navy develop~
ments are explained in the Havy "History .of Invention and Develégneht of
the Mark 11 ECM", Tab Q. |
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B. Invention of "Stepping Maze"
Shortly before 15 June 1935, during the interval when preliminary
models of Converter M-134 were being built (see Chapter ), Mr. Frank

B, Rowlett, principal sseistant to Mr. Frieduan, conceived the idea
which constitutes the baals of the "stepping maze® in Converter M-l%—&.?
His concept was based upon theé prineiple of sending an electrical impulse
through a rotor maze in order to generabe a long irregular sequence of
characters which could then be used for various purposes such as keying.
Mr. Rowlett and lir. Friednan then jointly developed the idea for this

key generator, ma.ldng it suitable for replacing the tape-control mechaniam
of Gonirerter ¥-134. No model incorporating their ideas was built ét thia
time,3 however, because the Chief Signal Officer was committed to the
tape-control type embodied in Converter M-134. Despite Mr, Friedman's
urgent recommendations that the new method of controlling the enciphering
rotors (Rowlett~Friedman "stepping ﬁamen ) be substituted for tape-control,
the Chief Signal Officer was reluctant to make a change after so much
word has been done in the directioen of tape-control. Therefore, Army
contracts were placed for Converter M-134 (see Chapter ) énd con=
sideration of the Rowlett-Friednan stepping maze was dropped.

1. Mr. Friedman was principal oryptanalyst of Signal intelligence Service,
U.S. Army,

2. For cryptographic explanation. of the Friedman-Rowlett atapping naze,
see Volume 1, Chapter I, pages

3., See Section s page .

]




/ -

C. Disclosure of Friedman-Rowlett
Stepping Maze to the Navy

/‘ In October 1935, Mr, Friedman and Lieutenant Wenger, assistant to

S

e

Commander MacLaran, OIC of the Code and Signal Section, Navy Department,
had a general discussion of éiphnr machings, In the course thereof.
Wenger expressed cohaidcrablq }dzi;dﬁateisfaction with the Mark I Ecnl_ and
asked Friedman whether the Signal Corps had any "good" ideas along these
lines, Friedman indicated that there were several ideas which the Signal
Corps was not exi:loiting but which he was not at ’libe'rty to disclose;
since they had been placed in the secrst category. Friedman further
indicated that if Wenger so desired, permission to disclose them to the
Ravy would bs requested, Wenger asked that this be done. Accordingly,
Friedmanlraquasted and was granted pérmissidn by his éupariors to dia~
tloge the details of the Fri’eéman-ﬁowlett. patent application to representa—
tives of the Navy ﬁepai‘tmt. Therefore, on 21 October 1935, ai a cone~
ference in Friedman's office, the details were disclosed to Commander
Haclaran and Lieutenant Wenger, who were shown the drawings that formed
the basis of the patent applicationiSerial No, 70,412.% On 31 October
1935, a second and similar discl;;;ro wag nade to Commander MacLaran,‘
Lieutenant Wenger, and the latter's assistant, Leiutenant Harper., A
third disclosure was made on 1 November 1935 to Lieutenant Wood and

Dugan, also of the Code and Signal Section, F;-iedman and Rowlebt were
told very little as to the Navy Daparhnent'é reaction to the disclosures,

1. For fupther details cancaming the Mark 1 ECM, ses 'History of inven-—

tion and Development of Mark II EQH", Tab Q.

_2. See Section , page .
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[0m errmer
D. Development by the Navy of the
Friedman-Rowlett Stepping Mage
_/Aft.er the disclosures in 1935 of the Priedman-Rowlett patent

application to the Navy (as 'cgcplained above in Section C), the prin-
ciples lay dormant in both the Army and Bavy until the winter of 1936~
1937, when the Navy was preparing initial specifications for the
ECM Mark II, At this time the Navy's Lieutenant l’i’engarl told the new
0IC, Commander Safford, of the Navy Department's Code and Sisnal
Secf;ion, about the Friedman~Howlett ides for electrical control. Lieut-
enant Wenger stated that the unused concept had interesting pessibuitieé
and produced from his safe a single sheet of cross section paper contain-
ing three elementary wiring disgrams,” showing the means by which elec-
trical control of an ECM could be achieved through a retor maze. Captain
Safford immediately x‘ecognized that such electrical control was the
answer to many unsolved problams and "therefore had to be incorporated
in the new machine” .3

The Havy then went ahead with their development of the Friedmanw.
Rowlett disclosure without informing the original inventors or any of
the personnel of the Army Sigmal Intelligence Sarvic;«.”.?’ne fact that

the development of the Friedman~Rowlett concept for electrical centrol
was pursued unbeknownst to the Army Signal Intelligence Service became

1, Assistant to the O1GC of the Code and Signal Section, Navy. Department.

2. According to Captain Safford's memory, this paper was signed by
Harper, Wenger, Wood, Friedman, and Rowlett. It has been lost
since the sumuer of 1940. See page 15 of Tab Q.

3. "His%oryqof Invention and Development of the ECM Mark 1I, page 15,
see Tab Q.
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- the basis for future misunderstandings between the two services. The

~ reasen that the Signal Intelligence Service was not informed by the

. Havy was based on the following circumstances. Tae Navy had not besn
consulted concerning the advisability of printing Mr. Friedman's tech-
" nical papers, entitled "Analysis of a Mechanico-Electrical Cryptograph,

Part I and Part II".l

These papers were printed at the Government
Printing Office toward which agency the Havy Department entertained
serious apprehensions in regard to security. Therefore, the Director

of Havy Communieations, considering it an indiscretion for theSigmal
Corps to have allowed the printing of these secret papers by GPO,

issued an order that tae Signal Corps was not to be shown the Mark I B
or any of its details; Taerefore not until shortly after January 1940,
when the first pilot model of ECH Mark 11 was delivered, was the secrecy
order revoked and the Signal Corps made cognizan£ of what had been done

with thelr ideas.

E. Disclosure to the Army of Development -
[::On 3 befuary 1940, the Director of Haval Communications, Admiral

Noyes, invited the Chief Signal Officer, General Mauborgne, iir. Friedman,
Captain Ceok,'and other Signal Corps representatives to inspect a pilot
model® of the EGI Mark I1I. On that occasion Captain Safford acknowledged

1. SoeAVoluma 1, ﬁﬁapter R

2. For development of Mark I ECM see Navy "Hlstory of Invantion and

. Development of ECH Mark II", Tab Q.

3. For details concerning building of this pilot model, see "History
of lnvention and Development of ECM Mark II", Tab Q
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to Mr. Friedman, in the presence of General Mauborgne and Admiral Noyes,

A

~ the Navy's use of the Friedman-Rowlett invention. |

Later a conference was called by Commander Safford. In attendance
werelur. Reiber and Zenner of Teletype Corporation, Mr., Friedman of the
Signal Corps, Camﬁander Safford, lLieutenant Zern of Haval Gommnnicétiona,'
a;d posaibly others. At the conference the blue printé of ECH Mark II
were cafefully examined and a geaaral‘diacussion of cryptographic features
followsd., Four experimental changes to the Friedman-Rowlett cireuit héd
been made by Commander Safford and Lisutenant Seiler. These four changes
-were discussed and the following decisions made. |

g, PIndex Maze," which replaced the plugboard in the IFriedman-
Rowlett invention ~ Retained. The "Index Mawze" accomplished the same
eryptographic result as the plugooard but was much more convenient to
the operator.

b. Crouping of end contacts in the "Stepping Maze™ and in the
UIndex Maze," which replaced the arrangements of the Friedman-
Rowlett circuit - Retained. These groupings together with the ten
eircuits through the "Index Maze" gave 49 times as many stepping
combinations as was possible with the Friedman-Rowlett invention
(5,855 against 120). ,

: "¢, Subdivision of "Stepping lage® into two parts - Unanimous
decisien to return to the original Friedman-Howlett "Stepping HMagze.®
Friedman protested the subdivision as an unnecessary complication.
Reiber and Zenner did not like it from the viewpoint of design

and construction.

d. Stepping order for the "Stepping Maze" proposed by the
Bavy was 3-1-5, tue other two wheels being dead to simplify con-
struction., The stepping order was changed to 3-4-2 upon Friedman's
recommendabtion,®

1. BSoe "History and invention Gf LGM MArk 117, page 16, Tab Q.
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With the above-listed exceptions Tthe Mark II ECH, as developed
by the Havy and Teletype using the Friedman-Rowlett Stepping Maze was
satisfactory te and accepted by the Army. Washington Navy Yard sketch .
AW 68F201, dated 2, April 1940, used as a basis for specifications of
the production model, is the earliest-dated drawing showing the "St.eppmg
laze® and associated circuits axact.ly in their presenb form,

The joint Amy-liavy SIGABA system bscame effactlye ) July 1941.
Therefore t;he two ggrvices had a comnon high sgécurity_ enciphering machine _
in effect before tae Fearl Harbor atb&xck. lv !

"Fo sxmm aﬁd SIGHEK _
o ‘Due to the fact that Converter k—-l%-—(‘o‘ or ECK Mark II was designed
with a removable cipher basket, it presented great possibilities for use
of an interchahgeable cipher basket operating of a different cryptcg-amié
principle. OSuch a cipher basket was designed in order to make possible
the coﬁverqion, at will, of Converter s’&#l%-é into an equivalent of the
Combined Cipher !ﬁaehin.e.‘ The histm-y of this special 'cipher unit (short
title: SIGAMUG) is given in the "History of the Combined Cipher Machins",
For a photograph of the spacia.i eombined cipher unit (short title: |
" SIGAMUG), see Tab H. | |

After Converter E—»l_%-(} had been' put into service, Major Leo Rosen,
Chief, Development Section, Signal Security Branch, conceived, _about 9
Mag 1942, a pluggable rotor waich could be inserted into ons of the
' pésitiana of the cipher unit for emergency use . The pluggable rotor




- (short title: SIGHEK) was distributed to all Army and Navy holders.

On May 19, 1943 Contract W 2123-SC~12,6/ was placed with L. C. Smita

and Corona Typewriter Co, for 7,060 SICHEKS at $27.00 each. The cost
of the Army SIGHEKS was $189,000.00. |

SIGHEK was distributed for emergency use but no need for it ever

~

aroge., on 2 July 1948 it was requested that action be initiated to
prlace on the agenda of the ASA Technical Commitiee a reguest to deelars
SIGHEX obsolete., For further history of the Army pluggable rotor
(short title:s SIGHEK), see “Hiator& of Rotors®", For photograph, see
Tab P, For methoed of use, see "Instructions for Using the Pluggable
Rotor®{short title; SIGLUR-~1), 1 Februéry 1945. |

G. Evaluation

"31. Electric control of the EC¥ by means of the Friedman-
Rowlett "Stepping Maze" is the essential feature that places the
Mark II ECM in a class by itself as regards security. These who
have participated in the developmant of the Mark IX ECH have
always acknowledged the contributions of the Signal Corps. tThe
"Index Maze" and grouping of end contacts add to the security
afforded by the "Stepping Haze," but would be worthless without
it. The importance of elsctric control can best be estimated by
a consideration of what the Mark II ECK would have been if Friedman
and Bowlett had not been permitted to disclose their invention to
the Navy, Although the #5tepping Maze" cppsars obvious, now that it
is in use, a0 one in the Navy thought of it in a periecd of 15 years,
and no foreirm machine employs it. Therefore, the Navy would have
econtinued the development of the older methods and the new ECM
would have used the mechanical stepping control found in CSP 903
or CSP 1700. We would have had a secure machine, superior to any-
thing in use by foreign nationg, but definitely inferior to our
present ECM., This hypothetical machine (as well as CSP 1700)
would defy attempts at solution until such time as machine -and
code wheels were captured. After thias, each day's keys would
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resist solution for a long time. "Short-cut® solutions would
be impossible, due to the erratic stepping of the code wheels,
but a trial-and-error solution would be within the range of
possibility. We could not make the flat statement, as we do
‘for tne Mark Il ECM, that solution would be ntterly impossible.
In other words, the machine would be adequste to take us through
World War II but, because we nhad stopped eshort of the ultimate
step, there would always be the desire to develop o new machine
and scrap the old one, Rowlebtt is entitled to full credit for
his digcovery of the principle of the key generator as embodied
in the "Stepping Maze," which adds so much to the excellence of
" the Mark Il ECM, and Friedman and Rowlett jointly are entitled
to full credit for their joint invention of methods of applynng :
and reducing the principle o practical form.
‘ 32. The Signal Corps' acceptance of the sark 11 EGB for
Army as well as Joint ArTgwﬁavy use reflects credit on all who

- made that decision.....®

H, Patent
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CHAPTER XII. PROCUREMENT OF CONVERTER M-134~C

A General

Converters K-134-C were procured by the Amy on nine separate
contracts at a total éost of almost six million dollars, This six
million dollars bought for the Army three thausand three hundred and
thirtyl SIGABAsvineluding their cipher baskets (SIGIVIs), completely
wired index rotors, unwired rotors for the control and alphabe£ mazes,
necessary maintenance parts, and accessory equipment. This coast total
does not include saparata rotor contracts of which there were several,
lior dees it include the cost of wiring the alphsbet and cmtroi rotors.
This wiring was done at Army Security Agency under conditions of utmost
secrscy.

All manufacﬁuring of Converter ¥-134~C and its Ravy equivalent,
ECM Mark II, was done by secret contracts with the Teletype Corporation
(1400 Wrightwood Avenue, Chicago, Illinois) which aided the Havy in
the mechanical and electrical development of the converter. .

B. Ear;z Procurement and ?esting

For their first thrae hundrad and twenty two converters, the Army
did not deal directly with the manufacturer but placed their orders
through the Navy Department, The Navy, which was ordering many of the

1.  For explanation of this figure (3330) 200 Procuremanb Chart on
opposite paze, expecially note indicated by ¥,

10
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Lo : PROCURRMENT OF CONVERTERS M-134-C ! , , ©
Lo No,. of . . : , : ; Dats of B ! N
Manu-  Con~ | - REF ID Aﬁ%g'z%%g Per Unit | Total Cost® Com~ . Serisl | Cueulative
. facturer verters. __Gontract i Contract = Cost of Contract letion : Nos. __Totals
 W-T35<C Teletyps 85  Navy Contract . 1g<han B0  $1,843.66 | 01,087.063 T 1= 1 55
: ., Corp. : _ NHos. 74515 '~ : (1st 10 2
; ‘ ‘ __REQ 79-0C81g0-40 | , | ___|machines) '
, N=135-C "8 Telotyps 159 Navy Contract 12 Jul B0 $1,367.03 | § 297,215.08%| : g3
' _ Gorp. 17973 : : | © 301-322
& ! ... i i . e
| ¥-135~C  Teletype 88 avy 11 Oct B0 . $1,367.0; . 216, ‘ S 213-300 | 322
i . corp, - i ) o ) J
" i L
W-135-C Teletyps 45 ' ov G1 | 323- 367
| #-134-C Telotype 200 | DP %: s-'ﬁ!! | 15 Azg B2 | $1,205.00| § BI0,171.92%]  Jan B3 | 368-507 507
- Corp. | ; 4688-CHI-42 ; I A
; , X | W-287-8C-4758 i o ' .
B:i?;c !ele&m ~~, W : d ] ',1; E‘ 52 : u .26?;.36 . . - mmﬁ ; 1-3-67
‘ " Corp. " | 1266-PHIL-H3-24 ! S . o g ,
: n n r ¥-2124-50~ - i ) ; .
¥-134-C Teletype . D00 | HBOR G3-111-16b2 & @ g 2 199.22 Apr W4 | 1368-1867 1867
: Corp. ; | ON agP18-PRIL-U3-2% | | o ' ;
: el ¥-2124-50-14260 | .
E-T30-C Teletyps 288 | PR B3-111-3538 T Ang &3 ,205.80 | § W§BK,280.03%| 30 Jun Wk |1868-2155, 2155
Corp. 2639-PHIL-44-2Y | i j
; o : | W=36-039-50-437 | .
| M=134~C  Teletype , 1161** PR 4B~ S 23 Nov 43 ' $1,206.60| $2,000,802.96% 1 Oct 45 | 2156-3316; 3316%**
Corp. . | PO 12851-PHIL-Ul-~2Y4 o 1 E .
. A ¥-36-039-5C-4043 5 - - , :
%Inciuding associated equipment. These figures are all approximate, Sufficient contract data is not available in this
Agency to detsrmine exactly the final cost of the contracts., This is also true of the per unit cost figures.

| "*This contract when drawn up callee for 1200 converters. -In accordance with termination at option of Government clause,

‘ the contract was terminated 15 Aug B5 with the last shipment of converters receipted for 1 Oct U5,

| ®8%3omewhere along the line 1i converters bearing register Nos. 3356-3369, which were distriduted in Jamary and Pebruary

) 1945 were marufactured. These are not included ia the total 3316 converters. Also, Contract W-36~039-30-18830, P032627-|
, BILA-45-24, dated 15 Mar 45, for 112 converters® $1,228.01 and total cost of contract $1uY4, 246,62 to de delivered by

i 31 Oct 45, was cancelled 15 Ang U5, ,
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new converters for its own use, included in its orders a sufficient

number to supply Army raquiremxita-. ‘Three Army requisitions were

placed yith ﬂafry'fqr these 322 converters and the Navy obtained them
from Te_iotype. Corporatim' on bmv contracts. The Amy requisitions and
Navy contracts vere as follows: Requisition 79—003130~A0 dated 11 June
1940 was placed for 85 converbers » which were obtained fro;n 'i‘ele'oype
Carporat:.on by Havy on Cont.ract Ho. 74515 dgted 19 June 1940 (total

cost 3201,087.63)3 Requisition 9-0CSig0-41 was placed with Navy on

12 July 1940 ‘for;:u.‘? gonverters (tatai costs $297;é13.68)1 and Reqnisi«-
tion 56~éCSig°-1+l was placed with Navy on 11 Oct. ,. 1940 for 88 converters - A
(total cost: $1m,216 88)« Both tnase requiaitions were fulfillad by

the Navy's Gont.ract Ho, 77973, dated 21 Octiber 191;0.

The first ten of the 85 machines ordered on' the first reéguiaitioh
were delivered and accepted by Signal Intelligence Service on 17 March
1941, Daliveryi was ‘then suspended for 90 days in order that these ten
machines could be ﬁeabad.‘ TAlthough this test bore much resemblance to an
ordinary*éérvioé test, Converter M-134~C was considered a modification

of Converter L{-IBA«-Az and therefors did- not have to go b-k'xrough the regular
é 4

IR

1. “For explanation see Procurement Chart on oppasit.e page. ‘

2, In fact, the new converter was called Converter ¥~134-C in ordor t.o
establish it as a modification of Converter l~134-A, thersby eliminat~
ing the long delays encountered in the established approval channels
(approval of military characteristics by SCIC, etc.). Infoxmation

taken from note written by Mr. Friedman; filed in M-134-C Procurement
(Aug 43~45); WDGAS~80.

12
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channels of service t.e_ltingl and subsequent standardization as oublincd

in AR 850-25. The test of the 10 machines resulted in a request for
very minor madiﬁ.cat.ionsz wnich were easlly madaB by the manufacturer.

Delivery was then resumsd.

1. From?ropeaed% for Handling the 10 M~134<Cs to be delivered
in February 1941: (actual delivery 17 Mar 41): The purpose of the
test is... to permit opportunity for any modification and/or im-
provement in the machine before final delivery in quantity, and
should be construed as a service test in the meaning of AR 850-25,
inasmuch ag Converter M-134«C is a modification of an existing
article of equimnb (M-134~A), ~-Filed Folder "M-134~C, Procurement
thra 1942,

2, Lletter to Mr, Reiber of Telet«ype Corporation, from Paul W. Albert,
1st Lt. 5.C. "In reports of service test on Converter M-13i-C we
have noted several failures in operation and suggested modifications
in design which are proposed as a means of remedying these defects,
We should like to have you consider the practicability of these
modifications and would appreciate your views. The critical comments
include the following: 1. Converter rotor pawl falling out of
adjustment. Suggested remedy: Addition of a second locking nut on
the pawl adjacent or use of a aplit or self-locking nut instead of
the present nut. 2, Spring pile-ups on main operating switch
falling out of adjustment. Suggested remedy: Addition of a

- atiffner “to apring pile~ups. 3+ Present five ampere fuses will
not ;_,mzit ‘operation of two machines in parallel., Suggested remedy:
Substitution of ten ampere. ‘fuses for the present five ampere fuses.
We understand that it is doubtful if any changes can be made in the

. machines to be delivered under the first contract since it is desired
that nothing delay their delivery. But we would like consideration
of 81l these changes on the second contract. At the same time we
would like to have the matter of plywood cases reconsidered.”

3. Answer to letter of footnote 1 from Relber of Teletype Corporation

- {11 June A1) announces the following very simple remedies: Item 1.
Wa have changed the design of the screw so that it is flat on the
end to increase area of contact, Item 2, More rigid inspection
should correct this item. Item 3, We vdll change to 10 ampere
fuses, Ve will change to plywood on future contracts; cases are
already made on both contracts already placed.

i3
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C. Quantity Procurement
Delivery of converters on the first coutract was begun at the rate

of 50 per month for both Army and Navy but Teletype Corporation, with a
little coercive persuasien,l almost immediately raised the delivery rate
to 100 per month. The Army, which after the firat 322 negotiated separate

contracts for its own converters, received 20 per month while the Navy

' was receiving‘se. Through the years the delivery rate was increased to

300 per month.2' {These figures constitute the combined Arny-Navy delivery

rate, the number received by the respective services being piorahad on &

3

percentage basis.)

1. From "Riat:cx‘y BF i’nvention and Develapmant of Hark 11 EGE™ written
by Capt. L.F. Safford, U.S.H., page 27: "The first contract called
for delivery at tne rate of 50 ECMs per month, beginning June 1941,
in accordance with an earlier agreement. Teletype reported inability
to better this schedule so the I,B.M. Co, was approached and tenta-
tively offered the second contract- the machine to be a Chinese copy
of the machine made by Teletype. HMr. Walter Lemmon, on behalf of
I,B.M. agreed to do this, if Teletype called our bluff. Teletype
was then given an ultimatum - expedite delivery or snare future cen-
tracts. Within 48 hours we received word that: a. A.T.&T, aad made
the Western Electric Plant at Hawthorne, lllinois, available for
manufacture of EQ¥ parts or units. b. Assembly and test would be
undertaken at the Teletype Plant at Chicago, 1llinois, on a two-shift
(and if necessary a tiree-shift) basis. c. Deliv.ry would commence
in January 1941, unless unforsgeen delay occurred, and an outpub of
100 machines per month could be .uaranteed by May 1941. d. Due te
increased labor conats for this schedule, it would be necessary to
increass the contract by 5%. These conditions were agreed to, the
second contract was placed, and the Navy felt happier., There was a
slight delay in deliveries at firast but by December 1941 Teletype was
ahead of schedule. At the date of writing (Oct 1943), the output has
been increased to 300 ECMs per month: the "war effort" of Teletype's
Production Department has been praiseworthy. Hachines have beéen pro-
rated between Navy and Army on a percentage basis except when one
service had urgent need of machines and the other agreed to relinquish
some of its quota. With no difference axcept the nameplate, it was a
simple matter to make the switch.”

2, Ipid.
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After the first
Teletype Corporation through the Havy Department, the Army bagan to

place its own contracts directly. In all, seven more contracts were

ipiaced Qver a two-year period fbr a remainder of 3008 Converters E~134-C3

-

Qn 13 Novembar 1941, Gontract W—287~sc~384h (DP 42-4272, Order
1235—0hiwh2) was placad for L5 converters at a total cost cf 310&,502.50.1
On 15 August 19h2, Guntract V287 ~8c-4T58 (DP h2~3~77, Order
aésa”chi-az) was placed for 240 converters at a total cost of §410, 171.92.
On 13 Rovember 1942, Contract szlzh»se~3395 (DP h2~$~105, Order
1266-Phil-i2-2}) was placed for 760 converters at a total cost of %l,B?l,h95.23.%
On 5 May 1943, Contract W-2123-sc-14260 (RPR 43-III-1662 and 2706, Order
29218~Phil~}3-2}) was placed fer 500 converters at a total cost of %55,799.22.l
On 7 August 1943, Contract We36-039-50-437 (RPR 43-I1I-3538, Order
2639~Phil~Ll~2L) was placed for 288 converters at a total cost .of $ABL,28O.03.l
On 23 Hovember 1943, Contract W-36-039~sc~4083 (PR 44~680, PO 12851-Phil-
L4=24) for 1161 converters at a total cost of $2,060,802,96.% |
A comparisonl of the estimated grand totals of Army and Havy expendi-~
tures and number bought is as follows: (The Anny total is somewhat dif-
ferent from the one given above because the Havy astimated; these totals;

it is nevertheless a good basis for comparing the two.)

: 1. Cost approximate.

15
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‘ Average Cosf.
6,750 Mark II ECMs with 3 sets of  $10,176;000  $1,507.55
Code Wheels per machine and ' per machine
Tender Spares _
20 ssts  Spare Parts Kits for Major $ 1,008,700  $50,435.00
_ "ECM Bepair Shops
51,250 Spare Wheel Sets (10 per $ 3,515,300 &  68.59
set in metal box) : , per set
Tools and Special Equipment $ 5,627,000 $ 1,700.00
for Repair Facilities _
NAVY TOTAL $14,782,000
3,310 U.S. Army ECMs with Spare $ 5,627,000 $ 1,700.00
Whesl Sets and Spare Parts per machine
(Bstimated cost) estimated
10,060 GRANT TOTAL ECMs (Navy-Army) $20,409,000 (Estimated)

1. 1This chart is copied from WHis t;ory of 1nvention and Development of
Mark II EGM" written by Captain L. F. Safford, U.S.N., page 28.

16
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CHAPTER XIV. CRYPTOGRAPHIC SECURITY

A, Ceneral

Converter M-134-C is the most erypt.ographiﬁally gecure means of
ancipi'zemeht used during World War II. Until the latter part of 1943,
the following was the official security evaluation of Converter M-134-C
made by Army Security Agency:

The Converter M-134~C is, to the knowledge of the cryptanalytic
technicians of SSD, the most secure electro-mechanical eryptograph
that is now in use. 1If the rules for cryptographing messages are

followed to the letter, the messages... are secure from any known

1l
eryptanalytic attack.,

. In the latterA part of 1943, Analysis Section of what is now
Methods Branch began an intensive aec\irj.ty study of Converter M-13~C.
This study resulted in revised conclusions, a summary of whalch follows:

Conditions permitting recovery of cryptographic elements are as

follows:

1. At least 10 messages in depth or flagrant misuse of the
indicator system are necessary before elements of the machine
can be reconstructed.

2, Under proper Operating conditions, eryptanalytic recovery of
daily keying elements to allow the reading of traffic is
impractical, even if all the rotors of a set, all procedures
for use, and the wiring of the machine are known. By "proper
operating conditions,” it is meant that the machine is
functioning correctly, established operating procedures are
strictly observed, and that the literal plain texts of one
or more messages are not available.

1. Statement made to Assistant Chief of Staff, G-z, 17 May 1943.




REF ID:A523210 ’ N

. 3. To establish the daily cryptographic set-up of the machine by
the exhaustive trial method, the number of assumptions which
must be made quals 20x18x16xL4x12x10xB8xbxLx2 rotor arrange-
ments, times 10 iatungs. This would require that =
rotor wiringa be known.

The detailed reports of aecuriby gtudies done by Analysis Section,
Methods Branch, security Division are available in the files of that
Section. A list of these reports follows:

Volume I |

1. Historical Survey of the VWork Done by thé Machine Analysis
Bnit 0!1 the canvarte!' &"’lBh“’c (SIG&.BA) AR R R E A E S NN 2220

2. ,TeChniQal Suwey of t}he Converter E“l}lﬂ-"Cttpst--ocoo'uvoyéod 1220

3. Report of Analys:xs of a Five Wneel Cryptograph with )
Erratic Stepping (Parts One and TWO) sueeraneacescsesasassses 1220,1

Yolume 1I

\

1. Report of Analysis of a Five Wheel Cryptcgraph with '
Erratic Stepping (Parts Three and Four)..vecasescscesencases 1220,1

. 2, Five Measages in Depth....g.un.......uun.un..uuu.. 1220.2

3. ldentification of One Hotor with B&atched Plain and
Ciphar ?axtotccﬁglootqcvo0oooua-Qcolouaﬂo.oq-otuonc?oocoo-’; 1220.3

L, Reconstruction of Rotors from Hon-Randem Indicators :
iﬂM"’l%”cqag‘cb-taouo-sdcooqgcnoctnqo"oloacrl_ﬁglalltﬁﬂwcl"t 122091"

5. Solution of Two Identical Messages Having CW5 Off........... 1220.5
6. Ten Messages in Depthesoessesvrsosesssasrseonanesssanserssscs 122006
7. Comparison of Army and Navy Indicator Systems, ¥-134~C...... 2220.6
8. Traffic Study v:mE-.‘LBA-G....._..u......v..,..;............... 2220.7

. From PHistorical and 5ryptologic Summary of 5ryptosystems , Jﬁ;
Literal (ryptomechanisms”., Filed 63&&8«»83
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1. stUdy of the ﬁavy Indicater Syatmicpintauaqo--ouwa-o 122007

2. Analysis of the Navy Modified SIGABA riven Com-
C plete DepthocltooﬁtCn'.O.Q.QQ.Q..l!t'...».ot."'l.'l.'. 1220.8

3. Analysis of the Navy Modified SIGABA given 20
. l&essa.gaa in Beptlhovccnlviw‘éoi‘tto,ttua.tocbiq'o-cootc!tcl 122009

L. Recognition of Rotors far the Modified SICABA from

5, BRecognition of Rotors for the Modified SIGABA from
7 Kessages in Depth with ARl and AR5 Fast Rotors..... 1220.11

. 6! 3tu¢yuof,ﬂaearding of Radiations of SIGJODO.. asevesne 1220.12

7, Reconstruction of a Rotor on Modified SIGABA
- from a Possible ViolabioNseeeesesssoccsesneneovenssss 1220.51

'8, Solution of Two Icientiual Yeasages Enciphered .
' : °n ﬁ"’lB&."c ha?ingAR&.Off-'.-'--'u-..---..-..a-..---.. 1220.52

9. Seclution Based on Two SIGABA Isologs with ARA and
AR5 Offsetv Between Two ERCiphemntSQ Prostsrantresonte

10, Reconstruction of ARL and AR5 Based on Two SIGABA
Isologs with Only AR, Offset Between the Two
Enciphermtabl'sitintcm LE R B BN BN AR B0 BE 2K 2R 3R SN BE IR 2 B AR IR NE BN N N I I B AN 1

B. Significant Changes in the Keyins Instructions for
Gonverter M-13,-U

}'rhe keyfmg ‘instructions for Converter H-134~C describe the polieiea
and procedures for assembling and aligning the rators; The cfi’:i'.cial War
Department keying instructions, which have been auccesaively in effect
through the years, are as follows:

- From July 1941 - June 19453 . "Keying Instructions for Converter
B-134-C", (short titles SICQZF).
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From June 1945 ~ 1 Nov. 1946: "Operating Instructions for
- Converter M=134~C" (short title: SIGQZF-2).

From 1 Nov. 1946 = - = - - 1 f"Operating Instructions for
Converter M~134-C" (short title: SIGAZP-3),

The rotors of Converter M-134~C, thé function of which is explained

in Volume 1,> Chapter 1, pages 6 through 12, are used in three rotor
banks of the cipher unit, (short titles SIGIVI) (see Tab M). The
three rotor banks of the cipher unit, SIGIVI, are the alphabet rotors
(see Tab D), the stepping control rot.érs (see Tab D), and the index
rotors (see Tab D). A general - eatpreééion of the poiiey on reassembly
and i'ealimnent of rotors is that all through the years the rotors were

reaggembled once a day and realigned before the encipherment of every

mesgage. This statement is not entirely accurate even in the early days

of use, but it is an excellent point of reference to ké.ep in mind when
reading the deviations from this general iaolicy. 4 detailed description
of the keying procedures authorized successively by SIGQZF, SIGQZF-2, and
SIGQZF~2 is given in Appendix I. The important changes in policies
concerning assembly énd alignment of alphabet, control, and index rotors
are pointed out in the paragraphs which follow,

' According to the first keying instructlons, SIGQZF (‘;Iuly 1941 ~
June 1945), the 'rabora‘ of all three rotor banks (index, control, and
cipher rotors) are reassembled daily (asee sample Table Ho. 2 from

SIGQZF, following page). The rotor alignment for the index rotors, which

‘is given in the rotor assembly table, (see sample Table No. 2 from

SIGQZF, following page), remains the same throughout the day. The rotor
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SAMPIE KEY LISTS

"Keying Instructions for Converter

. M-134-C" (short title; SIGQZF)

 WOparating Instruetions for Converter
U Mel34-C" (ghort title: SIGRZP-2) -

.. {For sample key list. from SIGQZF-3,
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SAMPIE KEY LIST FROM SIGQZP
Type used from July 19LJ, thru June 1945

TABLE NO. 2
JANUARY
DAILY Romn'AssmSm
DAY . INDEX " GONTROL | CIPHER INITIAL |

OF (FRONT) * (MIDDIE) (REAR) ALIGHMENT
NONTH GNMENT | 1 . o
1 |58 10:"“'“"‘%“45 22 3 105 619 2 7 R 8|JUDFX
2 33211755481 0 KR8 2 1 |6 35 9 718EECA
.3 1939225 47| 6 7 0 29|54 1 8 3|CEFWR

SAMPLE XEY LIST FROM SIGQZF-2 - - -
Type used from June 1945 thru 1 November 1946

TABLE'I - DAILY ROTOR ASSEMBLY AND CHECK GROUP

DAY | INDEX (FRONT) — ASSEMBLY 2630
OF |  ALIGNMENT CONTROL CIPHER - GHECK -
'1580391;851 | 6 0 4L 8 2 | GHMXPGC
1223324254 | 5 0°3 79 {1 6R8 2 4 | AKQLD
19293, 4750 | 1 5 7RO 3 |6 9 2 8 5 | MWHPI

(continued opposite page)
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TABLE II ~ DAILY ALIGNMENT

nIE
U3

]

SECRET CONFIIENTIAL RESTRICIED ]
' INITIAL INITIAL ' T INITIAL|
DAY INDEX ALIGN~ INDEX ALIGN~ INIEX ALICN-
OF ~ {FRONT) MENT ( PRONT) MENT (FRONT)  MENT
BONTH ALIGNMENT | (CONTROL || ALIGNMEHT (CoNTROL i ALIGNMENT { CONTROL
AND AND ‘ . AND
CIPHER, s CIPHER] " CIPHER.
X ]| DB CARE IN- ENTXF 0 D b0 |TXACHK JIB% B, 0] WILVD
2 DEX (FRORT) IBSGUT |11 29374358 [FBNVD [[1223314259| PNFXL
3 ALIGNMENT 45 [QIVHY (15223814958 [SEZJC ||1420394852| IQADU
SHOWN IN .
TABIE I (PAGE o M W NN
‘ Mywz) T P Ve
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alignment for the control and cipher rotors,

rotor assamhly table (see sample Table No, 2 from SIGQZF, preceding
page); remains the same throughout the day and is the alignment used to
derive the message rotor alignment each time a message is enciphered
during that day.

According to SIGQZF-2 (June 1945 - 1 Nov, 19&6), the control and -
cipher rotors are reassembled daily, according to Table Ho, 1 of the
kny liat (see sample table,, preceding pags), but the index rotors are
never reasaemblad, 181@QZF~2 does not state that the index rotors are
' never reaasembled, probably baeause & hang over of old style kay lists
might still be effective after distribution of “SIGQZF-2, However, the
new SIGQZF-2 only gives insﬁruetioﬁs for and examples of index rotor
alignments, Obvicusly realignment (without reassembly) of the index.
rotors is the nev‘poliey even though it is not expressly stated. By
the tine SICIZE-3 is published on 1 November 1945, this policy, which
actually became affective with 3IGQZF~2 in June 1945, is expressly stated:
#The index rotors are always used in a fixed order in the five rotor
positions (10=~19, 20-29, 30-39, etc.)“*_ The policy for realignment of
the x;ot,ors of all ‘three rotor banks (:l.ndéx, control, and cipher) is also
changed in SIGQZF-2. According to SIGQZF (July 1941 - Jume 1945), the
rotor alignment for the index rotors (see sample Table No, 2 frém SIGQZF,
previous page) remains the same'throughout ths day and the alignment of
the control and cipher rators.(gee sample Table No, 2 from SIGQZF),

previous page) used to derive the message rotor alignment each time a
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message is enciphered remains the same throughout thﬁ day. Aécordihg

to SIGQZF-2 (June 1945), the initial alignments for the rotors of all
three rotor banks are changed during the day according to the elassi-
fication of the message (see sample Tables 1 and 2 from SIGQZF-2,
" page ). The aligament of the index rotors is the same for all SECHET
messages on any one day (see sample Table 1 from SIGQZF, page ) but
is different f{rom the alignments for CONFIDENTIAL and RESTRICTED messages
(see sample Tsble 2 from SIGQZF-2, page ); the alignment of the index
rotors is the sams on any one day for all CONFIIENTIAL messages but is
diffaéant from the alignments for SECRET aﬁd RESTRICTED messages; etc.
The alignment of the control and cipher rotors, used to derive the |
message rotor alignment for the control and cipher rotors, is also
changed according to the classification of the message. For SECRET
messages, one alignment for the control and cipher rotors is used
throughout the day to determine the message rotor alignment (see sampie
Table 2 from sxmzy-.é, page ); for GONFIDENTIAL messages another
alignment for the c.ontml. and eipher rotors is used throughout the day
to determine the message rotor alignment (see sample Table 2 from
SIGQZF-2, page )3 for RESTRICTED messages, still another alignment is
used for the cont:ol and cipher rotyrs to determine the maséage rotor
alignment (see sample Table 2 from JIGQZP-2, page ).

Aceording to SIGQZF-3, (1 Nov. 1946) the policy for daily reassembly

of the control and eipher rotors is the same as in SIGQZF-2 (see sample
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SAMPIE KEY LIST FROM SIGQZF-3
Type used from 1 November 1946

| "INDEX (FRONT)
ALIGNMENT

U, 25 33 46 59

I R

R 1P 23 3L 4950 [ENHV G

| =

DAY » mxmzxiéo m’smcng_abmu .
OF INDEX (FRONT) CHECK - INDEX (FRONT) . CHECK
ety m%m53 ALY 17 %Im‘igrss TS DT
2 152832465 |EEBWB | 127344256 |[RSTHE
TNo_CCrpri
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table, preceding page). The policy for ‘the fixed assenbly of the
index rotors and realignment of the index rotors during the day
according to the classification of the message is also the same
(see sample Tables 1 and 2, preceding page). There is no longer any
naeeéait-y, however, for a daily rotor alignmént. of the control and
cipher rotors by which to determine the message rotor alignment. .
According to SIGQZF-3, the measage rotor‘aiigxmnt is determined in
an entirely new way, which eliminates the need for a daily rotor
alignment of the centrol and cipher rotors. |

According to SIGQZF and SICQZF-2, the message rotor alignment (the
alignment on the control and cipher rotors at the beginning of encipher-
ment of a message) is derived as follows: A group of any f.ﬁa letters,
excopt Z selected at random is used as the message keying element. It
will hereinafter be termed the internal message indicator... Suppose
the five letters selected.. are XARPG, After the control, cipher, and
index rotors are assembled and aiimed. evy the five letters selected at
random will be enciphered and the cipher resultant printed on the tape.
This cipher resultant will hereinafter be termed the external message
indicator and’is transmitted with the message. The control rotors and
the cipher rotors are then turned by hand and aligned to the intermal
message indicator (XARPG in this example) by the operator. NEVER align

1. Identified as the "internal message indicator® in SIGQZF and SICGQAZF~2.

T @L@mgé
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- the rotors to the external message indicator cha letters printed on
the tape), but always to the internal message indicator.

According to SIGRZF~3, the message mto£ aligaménb is derived as -
follows: .

‘1. Select a group of any five letters at ;-agdggg”(measage indicator).
2. Zeroige the converter. T

3. Leave the controller at "RY, and then pressing down- the "Blank
ahd "‘Rapeat"‘ qus simultaneously until the letter "0 in the
stepping control ‘and alphabet rotors ecomes to rest at the |
x-eference max'k.

b Strike the nnmeral key, 1, the number of times required to align
the 1st stepping control rotor (next to the left end plate) to

| the lst letter of the message indicator. | |

54 Align the 2nd stepping control rotor by striking the numerical .
key, 2, the 3rd by striking the numeral key, 3, ete. until all
five stepping control rotors are aligned teo the 5 letters of
the message indicator,

6, 1f any rotor is stepped past the correct 1ether or if the rotors
are not aligned in proper sequence, the entix-e process must. be
repeated from the zex;oiza position,

7. After the stepping centrol rotors have been aligned, check the
alignment of the alphabet rotors to insure that all five are
not aligned to "07, '




CHAPTER XV. PHYSICAL smwmm OF CONVERTER M~134-C*

A, General
Since Converter M-134~C was used by both the Army and Navy, any

safeguarding requirement followed by-dna and violated by the other would

have been meaningleas. Therefore, on 26 June 1942 a very important

| agreement between the two services was drawn up in order to nullify

thiaApossibility; This agreement, a copy of which follaws,2 formed the

basis of many of the specific Army regulations concerning physical safe~

guarding of Converter M-134-C,

ARMY-NAVY JOIﬁT POLICY CONCERNING DISTRIBUTION AND DISCLOSURE OF
CRYPTOGRAPHIG DESIGN OF THE ECM-M134C

It is mutually agreed that the ECM-M-134C will not be placed
ashore in foreign territory except at such places where armed
personnel of U.S5. forces are stationed in sufficient numbers to
properly safeguard the physical securlty of the machine,

The Army or Navy may’ make the machine available to the Allies
of the United States if the machine is accompanied by a Liaison
Officer and Communication Group. It will be the duty of Liaison
Officer to prevent the viewing of the machine or its operation or
assoclated equipment by ather than authorized personnel of U.S.
armed forces.

1.

2.

The "History of Converter B~134-G" is, very likely, the only history
of cryptographic equipment to contain a special chapter on physical
safemarding. Host other items of cryptographic eguipment are con-
sidered adequately protected by general rules which apply to safegaurd-
ing all cryntographic equipment, special rules being neither abundant
enough nor signifioant encugh to sponsor a whole chapter. The opposite
is true in the case of SIGABA. "Since the cryptographic principie

and design of Converter M-134~C is in the sole possession of the
United States and it is considered the best cryptographic device of its
type...", its physical protection constituted a unique problem which
was solved by means of special rules which applied to it alone.

See also Tab.3 for photostatic copy of the azreement with signatures
attached.
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"The U, S, Army and Navy mutually agree that they will
regard as secret information to be divulged only to the armed
forces of the U. 3. or to any U. S, citizen required to possess
this information in the interests of the United St.at.es, any -
details concerning the ECM-M134C including rotors, wiring dlagrams,
keys, keying instructions and operating instructions.

‘ WIf at any time either the Army or the Navy considers it
necessary %o deviate in any way from this poliey, the one shall
fully inform the other of the facts and circumstances and the
change in policy, if aeny, shall be by joint agreement.®

/s/- Frank W, Bullock /s/ Joseph X. Redman
Frank W, Bullock Captain, U. 3, H.
Colonel, Signal Corps Director of Haval Commucications

The official ?iar beparhmmt reguiations which have their basis in
the above-quoted joint Army~Navy agreement are as follows: (All the
letters here listed are included in Tab S.)

1. “Policy concerning distribution and disclosure of eryptographic
o : design of Converters M-134, M-1344, H-13407%, SPSIC 461 Codes,
: 2L, August 1942,

2. P%Policy concerning distribution and disclosure of cryptographie
: design of Converters M~134, M-13LA, H-134C", AG 413.51(1 Jul 44)
OB-5-B-i, 3 July 1944

3. “ioliey concerning distribution and disclosure of cryptographic
design of Converters M~13l4, ¥~134A, M-134C", (change letter),
AG 413.51 (26 Jul bdy) OB-S-B-U, 28 July 19144.,‘

4e "Policy concerning distribution and disclosure of cryptographic
design of Converter H-134-C", AG 413.51 (11 Oct 44) OB-S-B-M,
12 October 1944.1

5. "Policy concerning distribution and disclosure of cryptographic
‘ deaign of Converter M-134~CY, AG 413.51 (15 Jun 45) OB-S-B-N,
17 June 1545.

1. Letter, AG L13.51 (1l Oct L)) OB-S~B-H, 17 Oct Lh was rescinded
by letter AGAO-S 312.1 (15 Dec 47) CSGID, “Recission of Certain AG
letters®, 19 Dac. 1947.
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6. Paragraphs ﬁl?%gégd;ﬁdugl 34 %g ULnstructions for Con-

vorter M-134~C", (short titlet SIGBRE~1), AG 311,5 (21 Feb
45) OB=5~B, authenticated 7 May 1945; published June 1945.

(All of these publications except the last two have been superseded

by the one following it in the lisb.l) The next three sections of this
text are devotedAto‘shcning in what respects ﬁhe firét three paragrapnhs
of the 3dint Afmyu&avy agreement (see pages ) remain the same and in
what way they are elaborated and made more specific in the War Department
publications listed in the paragréph above., Thé first parﬁgraph of the
joint Army-lNavy agreeéent, which deals with the subjecﬁ, "Safeguarding
Converter I=134~C in Foreign Countries", is traced through these six
publicati;ns in Section B, The sacond paragraph of the joint Army-Ravy
agreement, winich deals wmth the subdect, "Liaison Teamv s is traced
through the six publications in Section ¢, The third paragraph, wi.ch
deals with "Revealing the Details of Converter M-134-C", is traced through
‘the six publications in Section D, The special rules on physical safe-
guarding of SIGABA which do nobt have th; Joint A:my—&av& agreement asv
their direqé;&é%}#ékara discussed in Section B, "Twenty-Four Hour Armed
Guard for SIGAEA”; Section P, "Transportation of Converter M-134-C in
Airefaft“; and Section G, "Chest 76%.

1. Letter AG L13.51 (11 Oct 4}) OB-8-D-i, 12 Oct Ll was recinded by
' Letter AGAO-3 312.1 (15 Dec 47) CSGID", Recission of Certain AG
Letters®, 19 Dec. 1947.

S
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Safeguarding Converter M-134-C in Foreign Count rieg

The first paragraph of the joint Ammy-Navy pélicy (see pages )
was first brought to the attention of Army users by the above-listed
SPSIC letter of 24 August 1942 (Tab S), This letter quotes the first
paragraph of the joint Army-Navy agreement and then adds a specific
statement of policyl concerning who, in the Army, is to make the decision .
as to what constitutes ",..sufficient numbers to properly safeguard the
physical security of the machine...."® The person so authorized by this
SPSIC lethef was "...the commanding officer of the highest echelon
Apresent....”l The next letter on the subject (Letter AG 413.51 (1 Jul 44)

OB~-5~B-M, 3 July 1944, see list in paragraph above and Tab S) expressed

3

in the same policy in almost”the same words. The rescinding AG letter of

12 October 1944 (AG 413.51 (11 Oct 4i) OB-S~B~fl, see list in paragraph

above and Tab §) expréssed the same policy iﬁ the same words with the
following addibiana "This policy also applies to operation and mainbenaﬁee h
instructions, rotors, wiring diagrams, and any similar associated nmaterial

for use with Converter M-134~C", | |

"I, Letter, SPSIC LAl Godes, Signed by order of the Chief Signal Officer,
Frank W. Bullock, Col,, 5.C., 24 Aug 1942, The first par. of thils
letter read as follows: (cf. lst par. joint Army-Navy agreement, page )
"}, It is the policy of the War Department that Converters M~134, M-134A,
3~134C will not be placed ashere in foreign territory except at such
places where armed personnel of the U,S. forces are stationed in numbers
deemed sufficient by the commanding officer of the highest echelon
present to properly safeguard the physical security of the machines...."

2. Joint Army-Navy Agreement, "Army-Navy Joint Policy Concerning Distribu~
tion and Disclosure of Cryptographic Design of the ECM-M-134CY 26 June 1942,

3. Same except that the lght seven words are changed from "insure the
physical security of the machines" to "properly safeguard the physical
security of the machinesg®.
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On 17 June'lshs, a more Bpecificlhrmy policy was published con-
cerning the placing of SICABA shore in foreign territories. The new AG
letter (Tab S), still merely a clarification of the original policy of

the Army-Navy agreement was publiéhad becavse it was anticipated that

Y

~ upen the cessation of hostilities in Burope, there would be an increase

in the number of requests for authorization to use Converter M~134~C in

neutral nations, in liberated and occupied countries, and in U. S.

' possessions and territories overseas. The new letter restates the general

policy of the joint Army-Navy agreemant'and then adds a new requirément
for iﬁsurance of "immediate and complete destruction in the,évant of
imminent éapture or subjection to physical eomproéise". The new elabora-
tion of the general joint Army-Navy poliéy for placing SIGABA aghore in
foreign térrito:y'does not; as doeé the previous AG letters (see page

for list); give the "ocommanding dfficer of the highest echelon present”
blanket authority to approve issuance but instead provides that thel
operational conditions will determine the authority for apprbving requests

for installation and use of Converter K-134,-C. The operational conditiehs

" and authority to be used with each condition are stipulated in the letter

in question (AG Letter 413.51 {15 Jun 45) OB-S~B-M, 17 June 1945) as

follows:




Operational Condition

U. 8. Army units engaged in tactical
operations in foreign territory

U, 8. Army units in liberabed and
occupied countries under control of
U, S armed forces

or
in 8. S. or Allied territories and
posgessions within the territorial -
limits of a theater or area of
opepations, departneut or defence

Cg emmande.

U S. Army units in neutral nations
or
in liberated or occupied countries

Ti .net under control of U. S. aymed

forces,

or
in Allied nations pot within the
territorial limits of a theater
or ‘area of cperations, department,
or defense command,

Authority

Commander of the highest echelon
of .U, S. Armmed forces present
during tactical operaticn.

U. S. commander of the theater,

area, departient, or defense
command concerned.

!

 WAR DEPARTMENT

-

The War Department document, PGeneral Instructions for Converter

M-134-C" (short title: SIGBRE~1), June 1945, gives, in par. 17 (Tab 8),

- 1. 4An ezample of & request for WD approval and its answer which fits this
. category is quoted below:s Message, From Allied Force Hq,, Caserta,

Italy; To: WD, Action G-2, Info ASF.

"Understand new policy govern-

ing distribution of SIGABA in foreign countries requires WD approval
issue to U.S. units in territory not under U.S. Forces. Request
approval issue to Hg. U.S. Oﬁcupabianal Forces, Austria which will be
located in Vienna. Not yet known but is anticipated to be at least
regimental ¢ombat team in addition to Hgq. personnel and service troops.
Geographical location of Hg and its position relative to troops of .
other nations not yet certain. One each signal operations battalion
will operate siznal center including code room on 24 hour basis.
Siznal section staff includes capable and experienced signal intel-
ligence service personnal. Chests CH 76 and incendiaries available
for each SIGABA. Also request confirmatidn that SIGCUM may be in-
"stalled at same location. Answert To: CG, Allied Force Hg., Caserta,
Italy. From: WARTWO “Installation SIGABA and SIGCUM in Vienns reur
FX 97796 is approved under security conditions outlined”, Messages

filed in Holder Fils 2368.
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the same policy aa.that definéd in tha above-mentioned AGlletter.
(SIGBRE is currently in effect - August 1949.) -

The 17 June 1945 AG letter and SIGBRE both state the a&ditional
;eqnirement that units requesting approval for SIGABA installation
finform the approving authorityl ag to the volume, nature, aﬁd scope
of the unit's communication requirements, the number and type of U.S,
troops stationed at the proposed installation to insure its continued
physical security, and the measures and means to be employed to effect

its immediate and complete destruction in an emergency.”

C. Liaison Teams

The second paragraph of the jJoint Army-Navy agreemenbz remained
thé same as tﬁe_original in all the Army instru&tiona‘published through
the years with the obviously necessary excepbion that the War Department
(see quotation below), rather than the "Army or Navy" (see second par.
of joint Armg-Navy agreement, page ), was substituted as the authority. -
The policy stated in the second paragraph of this joiht Army-Navy agree-
ment is found in SPSIC letter (signed by order of the CSO: Frank V.
Bullock, Coi., S.0.), 24 Aug. 1942; in AG letter 413,51 (1 Jul 44) OB-S-Be,
3 July 1944; in AG letter 413,51 (11 Oct 44) OB-S-Beif, 12 Oct. 1944 in
| AG letter 413.51 {15 Jun 45) OB-S-B-l, 17 June 1945; and in par. 15¢ of
"General Instructions for Converter M-134-C" (short title: SIGBRE-1),

dJune 19&5,.aa follows:

T,  See footnote 1, preceding page.
24 See page .
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‘The War Department may make Converter M-13/-C available

to the Allies of the United States provided that it is accom~

panied by a liaison officem and Communication Group. It will

be the duty of the liaison officér to prevent the viewing of
the converter or its operation or the viewing of associated
equipment and documenta, by anyone obher than authorized per-

-gonnel of the U. 8. armed forces. '

The policy for the formation of liaison teams proved to be very
workable. Beacause the most extensive sida~by—ai§9.§ighting with forces
of an Allied Nation was done with British troops, liaison tears for
British-U,S. Army communication at Corps and Division level, before
distribution of the Combined Cipher Machine, pfavided the most extensive

use of liaison teams with SIGABA, -The period before distribution of
. - {

 the CCM was during the ph@g§~g§”th§ war in which the ﬁsdgterranéaﬂ

Theater of Operations was particularly important. Liaison teams were

also ugsed in the later period of the war - that of the invasion of

Europe by the Allied Expeditionary Forces, but to a lesser extent, be~
cause by this time use of CCE had greatly decreased thé need.

In the Mediterranean Theater of Operations, SIGABA liaison teams
were chiefly organized and dispatched by the 84L9th Signal Intelligence
Service. Klthough this statement gounds like the itergtion of an
administrative detail, it is nét, for 84,9th 315 looms important in
supplying the cryptographic needs of their theater in much more than
a routine way. (For explanation of a plan which made for an adaptable

means of supplying cryptographic needs in the Mediterranean Theater,




see the letier quoted in footnote 1 below. This letter especially
deals with plans i‘ar use of liaison teams.) ¢

1. The large part played by 64LJth SIS in the use of liaison teams is
shown by the followlng excerpts:
Letter, "Tables of Organization and Tables of Equipment for Crypto-
graphic Teams", To: AG, WD thru channels, From T. J. Davis, Brig.
Gen, AG (for tﬁa ca), 30 Oct. 43, Folder Tables of Organization and
Eqnipment.. /

",ssThe principle has been developed that a U, S, cryptographic team
pust be attached to each British Corps and Army engaged in combined
operations. In the very near future one will be attached to the
French Expeditionary Corps and it is possible that later similar
arrangements will have to be made with ltalian forces, In addition
there are a number of special groups requiring cipher facilities and
others will certainly be formed in tae future. The following teams
are now in operation,

DESIGNATION _ LOCATION - NO, OF SIGABAs
U, 8. Cryptographic Team #1 British 8th Army 4
U. 8. Cryptographic Team #2 15th Army Group 5
U, 8, Cryptographic Team #3 British 13 Uorps 2
U, S, Cryptographic Team #k APHQ ALALE, 3
U, S, Cryptographic Team #5 AFHQ Advance CP 3
U, S, Cryptographic Team #6 British 5 Corps 2
U, 3, Cryptographic Team #7 British 10 Corps . 3
U, 3. Gryptographic Team #9 Allled Military Mission 2

. {Brindisi)
U. S. Cryptographic Team #10 "Fable" Group (Sardinia) Hanuail;yatam
: e

- ~-The organization and equipment of these teams has presented a very dif-
ficult series of problems. The grades and ratings, and approximately
60% of the authorized personnel of the Sigmal Cryptographic Detachment,
AFRQ have Leen assigned to the 849th Signal Intelligence Service; but
this detachment has no authorized tabls of equipment, nor has the Table
of Equipment of the 849%th been increased to allow for the addition of
more than 1008 to the original strength of the orgm;.zation consequently
it has been necessary!

a. To estimate as accurately as possible the personnel and equip~
ment necessary for the functioning of each team.

b. To obtain as much of the necessary equipment as possible with-
out being able to show any regularly authoritative basis of isasue.

{Continued on next page.)




(Continuation of footnote 1 from preceding page.)

In some cases easential equipment proved to be absolutely unobtainable
under these conditicns, In others, necessary equipment was lent to the
teams from the slender resources of the 849th Signal Intelligence Service,
and efforst were later made, frequently without success, to replace it,

"~ ¢» To cope with the continuous supply problems of teams in an
anomalous technical position at a considerable distance from their organ~
ization. For instance, some typss of supplies cannot be drawn by the
team in that area because it c¢an show no basis,

.3. ...Experience over the past five months indicates however that
while minor adjustments are cometimes reguired, only 3 basic types of
teams are necessary, as follows:

a. Type 1. One officer, 4 enlisted men, 2 3ICGABAs., Designed
primarily for a British Corps serving under a British Army, when the -
bulk of communications would be handled by a British cipher unit, Has

- alao been used when AFHQ Command Post was operating in several echelons.

b. Type 2. 2 officers, 15 enlisted men, 4 SIGABAs. Designed
primarily for a British or French Corps serving under a U.S. Army when
-1t must handle the bulk of communications and be capable of operating in
2 echelons, Can also be used to advantage at such Hq as the AFHQ
Advance Administrative Echelon and Allied Military Mission (the teams
now operating at these 2 hgs will certainly have to be increased).

c. Type 3. 4 officers, 25 enlisted men, &6 SIGABAs. Designed for
Army Group and British Army hgs. Must be capable of handling a con-
siderable amount of traffic in 2 or even 3 echelons.

L. It is recommended that the types of cryptographic teams described
in par. 3 above be activated from currently operating teams of the 849th
Signal Intelligence Service. Such action would not only make for more
efficient operation of existing teams but would permit more rapid
organization of subsequent teams as they are required in this theater.
Completion of this program would involve the approval of the proposed
tables of equipment (included as Incls. la, 2a, and 3a) indication of
designating nomenclature and permission to AFHQ upon application to
activate future teams as needed.

5, It is believed that the policy currently in effect of having all
eryptographic teams in this theater sections of the 849th Sigral Intel-
ligence Service attached to the hg. they serve should be continued
under the proposed new programs. The constaitly changing proportions
of the general communication picture make it imperative that all
eryptographic personnel not organically a part of permanent signal
units be subjected to the control of a central agency, so that teams
may be shifted as needs require, and perscnnel reabsorbed into the
eryptographic pool upon the completion of a given misaion,

6., Attention is invited to the fact that the proposed activation of
these teams as officially recognized units involves no immediste

(Gontinued on next page.)
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The use of liaison teams as provided by the 849th dignal Intel-
ligence Service in the Mediterranean Theater of Operations, is explained
by means of the quotation given below: '

1. A crypt team, as opposed to an organized code room which
operates in standard U. 8. Apmy Headquarters, is a specially created
independent unit to serve as a means of maintaining direct cipher
comnunication between illied fisld units, Operations in the Mediter-
renean Theater were such that direct, rapid, and secure cipher communi-
cations were necessary between Army units of various nations. The erypt
team was the obvious and workable solution to this problem.

{Continuation of footnote 1 from preceding pages.)

gshipments of personnel or suppliss from the U, S, and no shipments at

any time that would not be required in any case under the present.

rather informal program. The chief advantages of regulating the

status of the teams would be to make it possible to draw, from supplies

already available in this theabter, sufficient equipment to enable them
..+ to function at maximum efficiency and to expedite the organization and

equipment of new teams as the need arises. A

7. I1f the general plan outlined in this communication is approved,

this hq. requests authorization for the immediate activation of the

following number and type of units. a., 2 crypt teams, type 1;

b, 2 crypt teams, type 25 and ¢. 2 crypt teams, type 3. All of these

- except one Type 2 team now being organized for the French expedition-
ary Gorps are already in operation as detachments of the 8,9th 81S.

. Result of letter: Quotation from Operational History of 849th SIS,
MTO, Dec. 1943 ~ 3Sept. 45: ", ..allottment of grades and ratings amount-
ing to 29 officers and 322 EM were assigned to 849th which was thereby
given the reasponsibility of furnishing all teams for lialson with
the British as well as mesting any other demands which might arise
for temporary or irregular headquarters having no assigned crypto-
graphic personnel., 1t was also decided that the detachment could be
used as a replacement pool, transferring code clerks to {ill T0
vacancies and training new ones as required...."
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2. During its two and one half years of operation, the 849th
SIS dispatched approximately eighteen different cryptographic teams
which served under conditions varying from the luxury of presidential
conferences to the mud of the Anzio beachhead. The aigze of the teams
varied from one officer and five enlisted men to four officers and
twenty-seven enlisted men, While the problems met by the different .
teams varied with the headquarters to which each was assigried there
was one underlying problem common to all, in addition to their

. eryptographic work., This was the problem of existence as a small

detacbed, indepsndent unit. The history of Team #7 which went gshore
at Salerno with the British X Corps and later worked in the quiet of
Rome is presented as a history of a typicallﬁ. 5. Cryptographic Team
in the Mediterranean Theater of Opsrations.

The introduction of the Combined Cipher Haﬁhina for secrst communi~
cation between British and American Army units materially decreased the
need for liaisen teamg although it was still necessary to keep them at

.15 Army Group, Allied éommission, and ess.a It vas also necessary to
provide teams for other headquarters instituted on short notice.>

in the invasion of Europe ﬁy the Allied Expeditionary Forces,
which began June 6, 1944, extensive plans were made by the War Depart-
ment for the use of liaison teamQ. That the plans for such use was
much more extensive than the actusl u#e, is evidenced by a progran

instituted at Camp Crowder, Missouri,” in the fall of 1943. Several

1. For this quotation and the history of Crypt ieam 7 referred to in
the quotation, see "Operational History of 849th Signal Intelligence
Service, KT0, Dec. 1942-Sept. 1945, pp. 195-200. Kiled in Historical
Unit.

2. MOperational History of 849th Signal lntelligence Service s Op. cit,
page 131,

3., Ibid.

L. Lt. Michael Burke, who provided all the information concerning the
Camp Crowder program, said that nembers of the other teams who were
accidentally met ovorseas were found to be funetioning in other
capacities, frequently with the original team completely broken up.
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eryptographic language teams were trained at'Camp Crowder for the
gpecific purpose of malking SIGABA available to our Allies in accordance
with the established policy.  French, Italian.., Russian, I?utch, and |
Scandinavhh teams ,l each consisting of 18 men and 3 ofﬁcora were

organized, The only teams known to function for their inténded purpasez

‘were the French Teams. Those were the 7th and 5th Signal Center Detach-

ments, The 5th Signal Center Detachment or Communications team had
several assigoments. It was first attached to French Base 190 at Sete
where American supplies were received. The function of the attached team

was to send reports on supplies from the French to the American Delta Base

Section at Harseille, As its second assignment it was attached to the

First French Corps for lateral communication between it and an American
Corps. Third, it was attached to the French Third Algerian Infantry
Division. .which was p&acad under the American 6th Corps and flanked on one

aide by the 4th Américan Armored Divisien and on the other by the 36th

‘ Amarican Infantrw-biv1sien¢ The attached ¢ryptcgraphic team praviﬂed both

lateral and rear intercommunication in this set up, “The assignment of the
7th Signal Center Team was with the French 2nd Armored Division which was
the division which first entered Paris. It provided the same type of

aervice' a8 that described above.

1. A Chinese team was also trained for the Pacific area. it was
never used.

2. Lt. Michael Burke, who provided all the information concerning the
Camp Crowder program, said that members of the other teams accidentally
met overseas, were functioning in other capacities, frequently with

' the original team completely broken up.
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‘The reason that the other language teans were not utilized can only
be supposed, Probably, t.he'expacted need for scme of the teams diﬂ not
materialize. Other teams could not be used because of the security con-
siderations which developed in the particular situation involved. The
records show only two instances ofn ieqmsts for liaiéon teams other than
the British and French uses discussed above. Both of these known occur-
ences were only a few months before the war's end in March 1945, One of
thess requests was for & liaiaén team to be attached to an Italian
Division, the other was for a special lisison missicn with the Bussian

Ground Forces.‘?": Both requests were refused for security reasons.

1. Hesgage from OGS0S Mediterranean to U.S, SPSLC from Schucralt, March
1945. Filed Holder 2368 AFHQ. '"Within 10 days an Italian Division
is to enter line as part of U,3. Corps in 5th Army. Strong bid for
U,S. team with SIGABA has been received here. Request prompt
definition of policy as to issue of machine in this case.® Answer
from Corderman to Schucraft: "Since problem cited in LA 175 involves
communications for combat troops in your theater, believe decision
must rest with theater commander who is responsible for physical _

' security of SIGABA (For Schueraft from Corderman SP3IC - 8A AL 189).
Consider hagzard comparable to case of Brazilian Forces, presume that
gpecial detail will be furnished in addition to erypt team., Answer
from: CGSDS Mediterranean to USA Army Rear Echelon, Caserta, Italy,
to: Signal Security Agency, Corderman from Schucraft: On security
grounds request for ¢rypt team at Itallan gruppe (sic) under 5th Army
has been disapproved.” -

2., Message from Hq. Communications ETO, U,5, Army, Paris, France; To:

SSA (For Corderman from Bicher). "Present arrangements for provision
of eryptographic communications with Russian Ground Porces include
the employment of special liaison missions. Have you any restrictions

. wiich should be imposed on the type of coryptographic material supplied

- to these missiona? This inquiry particularly applises to SIGABA and
Combined Cipher Machine." Answer from 0CSig0 (initialed S.P. Colling,
CO].., Socm), 5 ¥arch 19165! t'Pclicy of G-2 is that SICABA and CCM not
rpt not to be sent with special liaison missions to Russian Ground
Forces, (Reurad P 478 of 22 Feb for Bicher from Corderman SPSIC US 473).
Presently approved are SIGIOT, one-time pads, or strip systems.
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The third paragraph of the joint Army—ﬂavy agreemsnt (see pags )
emphasizes by mere statement that the details of converteé M-~-134-C is
SECHET information. It also states that these details can be revealed
"only to the armed forces of the U, S. or to any U. S. citizen required
to possesa this information in the interests of the United States",
This general statement leaves much room for the requirements to be made
more specific. The Army makes them so by means of an SPSIC 1etter,l .
This letter reiterates the general policy set forth in paragraph 3 of

the Joint Army-Navy agreement and adds that the details in question can

~be revealed "ONLY to properly accredited officers of the armed forces of

the United States actually engaged in cryptographic work or specific

authorized U, S. citigens, of unquestioned loyalty whose e¢ryptographic

duties necessitate a knowledge of these details." (Underlining supplied.)

Tais statement concerning citizens of funquestioned loyalty® is, of
course, subjeect to interpretation. %The interpretation which the War
Department intends is well defined in certain AG letters called "Clearance
of Personnel for Cryptographic Duties®. Since thase letters deal with all
eryptographic personnel, with no special requirements for SIGABA operators,
the regulations set forth therein will not be discussed in detall here,

Thq gensyal statement of paliéy for determining loyalty remained the same

through the years. The .detailed regulations for accomplishing it becane

1. SPSIC letter, LB1 Codes, Subject: MPolicy concerning distribubion and
disclosurs of cnypbograpaic design of Converter M-134, M~13hA, and
B""l%"'c 1t 2!‘» A‘lgl 191&2:&
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more and more specific. The AG letters on the subject are as follows:
(Each letter was superseded by the next letter. The last one listed is
currently in effect.)
1. PMPolicy with respect to qualifications of personnel engaged
in duties connected with the prescribed cryptographic
systems", AG 311,5 (3-28-41) M-B-M, 3 April 1941.
2. "Clearance of Personnel for Oryptographic Duties", AG 31l.5
. (16 Dec. 43) OB~S-B-M, 24 Dec. 1944. :
3. "Clearance of Perscnnel for Cryptographie Duties', AG 311.5
(31 Mar. 44) OB-S-B, 5 April 1944.
4. "Clearance of Personnel for Cryptographic Duties", AG 311.5
(29 Sept. 44) OB-1-B-M, 4 Oct. 1944.
5. "Clearance of Personnel for Cryptographic Duties", AG 311.5
6. "Clearance of Poersonnel for Cryptographie Duties", AG 311.5
(26 Sept.4b)
- The second publication by the War Department of a more specific

version of paragraph 3 of the joint Army-Navy agreement (see pages ).
was in AQ 1ett.ér 513,51 (1 July 44) OB~S=B-, 3 July 1944. This letter
adds alparagraphvwhich was taken for granted only in the SPSIC letter
discﬁssed above. The aﬁdition was as followss
««sh« Under ne circumstances will United States'personnel
be granted access to these macinines unless authorized in accord-

 ance with the policy of the War Department governing clearance of
eryptographic personnal.‘

In the next AG letter 413,51 (26 July _z,,z.) 0B-S-B-l, 28 July 1944,
one addition_tc wh#t went before was made. The policy on revealing
details of Converters M-134, M~1344, M=134C was amended to read ®...divulged
OHE& to properly accredited officers or enlisted pgrsonnél of the armed
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forces of the United States,.." 4instead of "divulged ONLY to properly

accredited officers of the armed forces of the United Sﬁatea..."

The next two AG letters dealing with the subject made no changes
in this particular paragraph. These two AG 1e£ters, vhich were the
last two, can be identified as:followai: AG letter 413.5 (11 Oct. kk)
- 0B-S-B-l, subject: "Policy qu@a;n;aghg;gyfigﬁb;on and Disclosure of
Gnyptbéiaphic Design of anyepﬁér ﬁﬂi§4+G§, 12 October 1944 and AG letter
413,5 (15 Jun. 45) 0B-S-B-M, same subject, 17 June 1945.

The treatment of this subject in the document "General Instructions
for Converter M-13,4-C" (ahcrh title: SIGBRE) is as follows:

" «+el5. ACGESS TO AND SAFEGUARDING OF INFORHATION PERTAINING
TO CONVERTER M~134-C,

Only persons who are authorized in accordance
with the policy of the War Department governing clearance
of cryptographic personnel (see par. 11) will bave access
to Converter M-13;4-C, associated material, or information
pertaining thereto.

The paragraph 1l referred to cibes the current AG letter on clearance

of personnel for eryptographic duties.

E. ZIwenty-Four Hour Armed Guard for SIGABA

" The unwritten, sometimes even unspoken, law of the initiated to -
regard the cryptographic principles of SIGABA with/especial respect
makes it difficult to believe that there has not always existed a
written, official rule that_SIGABA be constantly under 24-hour armed
guérd unless it is in a permanent or samipermanént code rooq which is

itself thus protected. However, it was not until June 1945, with the

t
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publication of "General Instructions for Gonverter H=134-C" (short

title: SIGBHE-1l), that such a written War Depertment rule for

protettion by 24-hour ammed gnard was officially adopted and promulg ated.l
~ The nearest thing to a War Department rule requiring a 24~-hour armed

guard was a sbatement of policy issued on 6 Harch i9aa. This statement

of policy was in answer to a raquest by an inspection officer who presented

the problam as follows:

“It is the belief of the.undarsigned that the policy of the
War Department 1s to require units in maneuver areas to keep their
SIGABAs under constant armed guard, even if the machlpes are kept
locked in their CH 76s. If this policy is to be enforced, it will
probably be necessary to show written authority to some units..."2

The answer rpceivaﬁ was the first written official statement of policy

on the-subject. It was as follows:

..+ Vhile there is no gpecific regulation reguiring an armed guard
for SIGABA (underlining supplied) wnen lockad in a GH-76 it is toe
opinion of the Chief Signal Officer that an armed zuard should be
provided for tihis equipment at any time when there is not a secure
permanent or sami»permaneat code room available. _

T

2.

3.

Eémpara This discussion of 5 Thour amed puard Tor SIGABA With

the discusasion of rules for 2i-hour armed guard in Section of
Chapter , "The Colmar Case™, page . ‘The ETO rules brought

to attention there are not as definite a statement as that published .
in SIGERE-1. ‘ _

Letter, Subject: "Physical Security of Gryptographic Haterial in

the Field", To: Chlef Signal Ufficer, SPSIC, From: Robert S.

Taylor,]st Lt., S.0., 6 March 1944,

1st Ind., (SPSIC 14l.7, 6 Bar A4l, signed For the {SO: Frank E.

Stoner, Brig. Gen. U, 3, Army, Chief, Army Communications Service,
Russel H. Herton, Capt., S,C,, To: 30, Ath Army Director, Hg.
iseaville, La‘, From: ASF, 003igu, Washington, b, C., Y Kareh 1944.




o=~

REF ID:A523210

Puring the period bafore the publication in June 1945 of the VWar
Eépartment rule requiring 2-hour ammed gusrd, there existed a feeling
of extreﬁe‘respect for the security of the SIGABA. This feeling, in.
many cases, produced unusually secure conditions which probably often
included a 2i~hour armed guard. At the same time, the lack of an actual
rule allowed the fact that many SIGABAs were protected by individual
invemtionl rather than by an unalterable stipulation for a 2l~-hour armed
suard. _

¥hen a War ﬁ%partment rule finally appéared in "General Instructions
for Converter i-13/4-~C" (short title: SIGBRE-1), June 1945, it was
phrased as followa:2

+ o oA twenty=four hour amed guard should be provided for Con-
verter H-134~C and associated material at any time when it is

not in a secure permanent or semipermanent code rcom, even if it

is locked in a CH-76 or other type of three-combination safe.

All code rooms in whien it is installed must be under twenty~four
nour armed guard....

1. From a report by lst Lt, Robert S, 1aylor Wio was oh Lemporary
inspection duty with the Signal Section, Fourth Army Pirector
Headquarters, Leesville, La., 6 Mareh 1944:

a. On 5 March 1944 it was noted that the XVIII Corps had four
SICABAs in a one and one~half ton truck at its command post in the
Fourth Army kaneuver Area. The eryptographic officer of the Signal
Section, XIVIII Corps, told the undersigned that the chests and safes
holding the machines contained large amounts of high explosives
which would be discharged if the containers were forced, and stated
that all personnel in the vicinity were responsible for seeing that
the truck was not moved by unauthorized personnel. However, no one
person waa stationed as a muard. At night the executive officer of
the Signal Section had been sleeping in the immediate vicinity of
tae truck, and Sigznal Section personnel were on twenty-four acur duty
near-by. At all times a loaded carbine was kept in the Signal
Section tent, a few yerds from the truck. Lt., Col, Williams, S8ig.
Officer of the XVIII Corps, beliesved that the set-up was very secure,
and pointed out that there is nothing in writing requiring an armed
guard for the SIGABA.

2+ Compsre the rules discussed in Section of Chapter s "Tne Colmar
Case", pages ' . The rule above is obviously an outgrowth of a

lack in the wording of the rules in existence at tie time of the Colmar

loss,
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In Nay 1946, the Army Security Agency reenphasized the require-

ment for a twenty-four hour armed guard when it received two reqpeéts
from Headquarters, Army Air Forces for recoﬂéideration.of the policy.
In answars from the Army Security Agency and Director of Intelligence,
the requirement was not only upheld; and reiterated but a fine point
concerning vhat constituted a 2i~hour amed guard was made clearer.

This fine point concerned whether military station guards could be con~

sidered as sufficient protection. The answer from the Director of Intel-

ligence stated that amed station guard sa;e fnot sufficient protection
becauss many persons wio are not cleared to view the SIGABA are propérly
permitted to éaaa these guards®. 2

The only other official rules for maintaining constant rvard over

the SIGABA appear in the transportation instructions for overseas shipment.

1. iehter, "Policy on storage of Converter B-13,-0%, 1ot CCG, AAF, Wash,,
D,G,, Attni Chief, Security Section, Air Gammuniaabions Office; From:
- ~Qgorge A, Bicher, Col., 8.C., 9 May 1945, "...2. Thais Agency does
" not consider that cessation of hostilities justifies any relaxation
in security regulations pertaining to eryptographic materiel and
" has noted with alarm a tendengy towards such relaxation during recent
months as has been evidenced by an increase in the number of physical
and cryptographic compromises. 3. Since the eryptegraphic prineiple
and design of Converter M-134-C is in the sole possession of the
United States and it is considered to be the best cryptographic device
cf its type, it is not advisable to Jeopardize its use or storage
under unsatisfactory security conditions. - It is considered that
eliminating the necesslty for a 24~hcur amed guard, regardless of
geographical location, even if the converter were stored in a CH-76
in a locked code room, would result in such a condition, and that no
Justification exlsts for undergoing such a risk...."
2. Letter, "Policy on Storage of SIGABA", Tot CG, Army Air Forces, From:
Director of Intelligence, no date but answers letter dated 29 May 1946,

[
LS
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These rules, which were published in AG letter on 12 July 19hhl {see
Tab S) and restated in SIGERE-1 in June 1945,2 required that an armed
gaard be maintained during hranspor;ation by rail, ship, or air. Tae

“instructions conceraing transbortation by rail required that fgven

though the chests or packages containing the cryptographic material
and equipment are transported in a sealed car, it will be necessary to

maintain an armed guard at all times...."3

F. ZIransportation of Converter M-13/~C in Aireraft

On 30 March 1943, an SPSIC letter” was published which stated that
the Chief Signal Officer desired théb SIGABA rotors never be transported

by aircraft over enemy territory or over water from which the recovery

of the gowpna by the enemy would be possible. This letter stated that

although it was appreciated that transmission of secret documents by
aircraft was permitted by Army Ragulations,5 that the Signal Officers were
urgently requested "to exercise the utmost discretion before deciding

to take this action. The world-wide dislocation of communications that
would result from the compromise of the rotors of SIGABA must be considered
in almost every case to outweish the temporary advantage to be pained

by transmission by aircraft."d

T, AG Tetter, 311.5 (12 Jul 4l) OB-S-SPSIC-M, "instructions for Proper
" Packing and Handling of SIGABA and All Other Cryptographic Material
for Overgseas Shipment®, 12 July 1944. Rescinded by ACAO-S 312.1
(15 Dec 49) CSGID dated 19 Dec 1947. Policy restated in SIGBRE-1.
2. ‘"General Instructions for Converter M-134~C" (short title: SIGBRE~1)
 June 1945.
3, Same as footnote 1,
4. SPSIC letter, subject: "Proper Safeguarding of SIGABA Equipment, 30 Mar 43.
5. AR 380-5, Change No, 1, Par. 19, Feb, 20, l9h3

6. Same as foobtnote 4.
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The above-stated poliey laid down certain stringent conditions for

- transmission of SIGABA rotors by aircraft but did not say anything about
- . operation of SIGABA in an aircraft on the ground. In Hovember 1944, just

such a problem arose. ‘An aircraft was equipped with a radio sett

to
serve as an airborne comsnd post for the Chief of Air Staff, Far East
Forces. }For flights by the Chief of Air Staff, a SIGABA was kept on
board the aireraft in a locked container. At the destinntion, the air-~
craft was used on the ground as a cqmﬁand post and the SIGABA was oper~
‘ated in the aireraft.> A letter signed for the commsnder-in-chief by the
Assistant Adjustnt General of the Southwest Pacific Area, General Head-
quarters, directed the Commander, Allied fir Forces to discantinuevnsing
the SIGABA in this manner, giving the reason thab it was "unnecessary
and contrary to the policy of this headquarters whereby transportation
of SIGABA or associated a§u§pmanb may ‘not be by air ‘except in rear area
remote from enemy forces or in cases of genuine emergency.“3 Wheg tais
use of SIGABA in an aircraft came to the abtention of the Aray Security
Agency, the policies of the abéve«mantiqned SPSIC letter#'were published
in an AG letter” which added the following: '

...UNDER NO CIRCUMSTANCES WILL THE CONVERTER k~134~C BE
OPERATED IN AN AIRCRAFT....

1 . 868‘399 s

2. Letter, AG 380.01 (19 Nov 44) S, Subject: "Security of the SIGABA®,
Signed: H. W, Allen, Col., A.G.D., for the Commander-in~Chief, To:
ASF, Wash.. 25, D.C., 19 November 1944.

3., Ibid.

4. See footnote 4, previous page.

5. Latter, AG 311.5 (28 Nov. 4)4) OB-S-B-M, Subject: "Policy Concerning
Transportation of Gonverter,“ 1 December 1944.

m
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G. Chest CH-Z -

Chest CH~76 is & special safe designed for housing Converter
Me134-C. It is 4 two-section safe with an upper and lower section.
The upper section, which is mounted on and sécure& to the lower section,
contains a'sliding shelf for holding the converter. The loﬁer section
is used for storing associated material of the converter.® Then the
first AG letter on issue of SIGABA equipment® was published on 9 December
1941, a statement was included to the effect that it was "centemplated
issuing a safe, speclelly deéigned for housing the converter to tactical
units at a later date...."3 ,
The AG letter which announced the issue of such a safe (CH 76) was
L ..
published on 17 February 1945 (see Tsb ). This letberh established
the fellowing policy:
oo Bxcept in the case of nontactical units within the continental
Unites States, Converter M-13,-C and its associated material will
always be houged in Chest CH-76 unless authorized to the contrary.
Requests for such authorigzation will be forwarded through channels
to the Chief Signal Officer, Room 3C340, The Peantagon, Washington
25, D. C., Attaention: SPSIC. :
In an amendnent® published 3 April 1945 (ses Tab S), the method of

authorization for deviating from the rule of always housing a SIGABA in

1. For a complete description of CH-76, see WCeneral instructions for
Converter M-134~C (short title: SIGBRE~1), June 1945,

2. Letter, AG 311.5 (12-5=41) MC-if, Subjeat: “Issue of Cryptographic
Equipment®, 9 Dec. 1941,

3. Ibid.

L. Letter, AG 428 (14 Feb 45) OB~3-B-li, Subject: 7"Policy Concerning the
Use of Chest CH-76%, 17 February 19&5

5. letter, AC 428 (31 Mar ,5) OB-S-B.i, Subject: "Policy Concerning the
Use of Cheat CH-76", 3 April 1945. .




a Chest CH-76 was changed,

The approving authority of the old letter
{17 Feb 1945) was the Chief Signal Officer,

1

In the amandmentz it became

ingtead Mthe commander of the theater, department, or bage cuneerned“.B

'titlez

letter of 17 February 1945 as it was amended by the AG letter of

The document, "General Instructions for Converter M~134~C" (short

3 April 1945.°

SIGBRE-1), June 1945, reiterated the policy given in the AG

1.
2.
3-
he
5.

Same as footnote 4, previous page.

Same as footnote 5, previous page.
Same as footnote 4, previous page.
Same as footnote 4, previous page.
Same as footnote 5, previous page.,
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A, General

Perhaps the most exciting incident at Arlington Hall Station during

" the war occurred on February 10, 1945, at about 10:00 o'clock at night,

when the officer in charge of the Var Department Code Center called
Colonel Alléoppl at his quarters to tell him that an extremely important
megsage concerning a serions.compromise had just been received, Colohel
Allsopp went immediately to Arlington Hall Message Center to receive the
communication, after notifying Colonel Kuhn and Major Chittenden to meet
him there. Upon their arrival, the following dramatic wordé began to
appear on thekteletypetz,

Parked truck belonging to two eight infantry division contain-
ing following documents stolen in Colmar France: SIGABA, SIGIVI,
SIGTRIG, SIGYHUG, SIGAMUG, SIGLYIS-17, -18, and -19, SIGCLOE-17,
«18, =19, SIGPJKL, SIGONSN, SIGSDMG, SIGTEMP-18, ~19, SIGESG-2 and
3, SIGMAK, SIGKKK-1, CSP léOlA, SIGSPIL~2, SIGUHR~2, SIGQZF,
SIGRED~2, SIGNAN=2, SIGCQM=-2, SIGWHI-1, SIGGAN, CCBP 0125-9, 10,
and 11, CCBP 0126-9, 10, and 11, CCBP 9122~A15, CCBP 0124~1,

CCBP 0129-1 and 2, CCBP 0121-A10, ETWAS-15 {(For SPSIC Cite S0SSC’
signed Eisenhowar (War 5799E 96921)) Use of all systems listed
has been suspended in this theater and every possible action taken
to restore security, CCBP 0131 has been distributed to all
holders of SIGAMUG and is now being used by American forces to
encipher all radio transmissions.  Secure landlines and courier

" being used in most cases. Full investigation of loss being made
by Sixth Army Group. Will keep you informed of developments and
action taken. '

The fact that SIGABA itself was lost along with its rohor basket, SIGIVI,
and rotor basket, SIGAMUG, is immediately apparent from even the most

1, 5nief, becurity Division, AHS,
2+ SIGIOT message.
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that the full import of the other things which were lost is likely to

be overshadowed. -However, an analysis of the listshows that all of

. the materiall for operating Cnyptoneb'éz (the Theater-wide cryptonet

for the European Theater of Uperations, including the rotors (SIGTRIG),
was in thebloat‘truck. Further analysis shows thab a set of’robors
(CCBP 0111: SIGYHUG), distributed to all holders of the Combined Ulpher
liachine, was lost. This distribution alone involved 8500 sets of rotors.
Although the universal combined system (CCBP 0101) based on thesé rotors
waé not in the lost truck, it was affected by the loss of the rotors.
The system based on SIGYHUG rotors which wag in the lost tfuck was |
Limited Combined System SJ.A,z distributed to specific U, S. Army end
British holders. The only other specific systems were a combined strip
siand—by,B a combined authentication aystem,h and the combined field

code with subtractor tables.” Also included in the truck were all the

1. Hotors (SIGTRIG, feg. No. 276); rotor assembly tables {Editions 17, 18,
19) for System 2201 (SIGLYIS~17, -18, ~19); Alphabet strip system 2222
{including keylists: SIGCLOE-17, -18, =19 and alphabet sets: SIGPJRL
for 2222-17, SIGONSN for 2222-18, and SIGSDMF for 2222-19), Key lists
for double transposition system 2242 (SIGTEMP~18 and -19). :

2. Rotor assembly tables for system 514 (SIGESG~2, SIGESG-3) and rotors
for this system: SIGYHUG were in the truck, '

3. Strip key lists CCBP 0125-9, -10, -11; Strips: CCBP 0126-9, -~10, «ll1,

L. SIGGAN {Authentication System No. 2) and CCBP 0122-A15 (Combined

~ Authentication System, Area A only). |

5. CCBP 0121-A10 (Subtractor Tables for use with Combined Field Code,
Area A only) - .




-keying, operating, and maintenance instructions*
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involved. Last but not least, ETWAS~15, the holder list of theater
systems for ETO, and SIGMAK, the holder list of the Combined Cipher -
liachine, were in the lost truck.

 The most important quéstion-at the mpmenﬁ of loss was whether or
not this truck had fallen into enemy hands, As goon as the'léss wag

discovered, everybody concerned (from those directly responsible in the

28th Division to the high officials of Arlington Hall Station) did every-

thing'péssible to find it. Even so, it was missing over a month (from
thé night of Feb. 5=6 ﬁnhil 12 larch when part of the material was found;
the remainder was discovered on 21 March. ‘(Sae Séction C, pages

through .)) During that time it was necessary to ACT AS IF IT HAD

. FALLEN INTO ENEMY HANDS. This element divides the problem into two

distinect parts: (1) the problem of finding the truck and (2) the problem
of dealing with the consequences of having to assume complete compromise

of thic material, -

B. How it Happened

- For photostatic copies of the ETOUSA rules with which the man who lost

the truck should have been familiar, see Tab T.
For photographs of Converter M-134~-C after it was found, see Tab U.

According to the literary outline established in the above paragraphs,

. 1, "Haintenance instructions for the Gonverter M-134-C" (SLGKKK-1),

MInstructions for tae Combined Cipher Machine "(CBP 16014), and

CCBP 0l24-1, “Cryptonet 22, Basic Document® (SIGSPIC~2), "Instructions
for Using Strip Cipher Devices (SIGUHR-2), "Keying Instructions for
Converter M-134-C" (SIGQZF), *Instructions for Using Double Transposi- -
tion Cipher System" (SIGRED-2), "Cryptographic Communications, 1943"
(SICHAN-2), "Supplement No. 1 to SIGNAN-2" (SIGCOM~-2); "Supplement
No, 2 to SIGNAN-2" (SIGWHY-1).
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the next subjects which should be dealt with are (1) finding the truck

and (2) dealing with the consequences of the loss. Howsver, if we |

follow the lozic of common sqnsé, at this point, instead of the logic

of literary outline, we will find ourselves next confronted with a

desire to know how this valuable truck came to be lost in the first place,
In early February 1945 the 28th Infantry Division in France was mov-

ing its location forward very rapidly. The established procedure for

movement of a division command post is for a ske;eton staff to organize

a forward echelon, go ahead of the main echelon, and set up at the new

- location in order that preparations can be made for the arrival of the

main body of the division command post. Very shortly after the prepara-
tions were completed, the main echelon meves uﬁ to the new loecation,
Little or no time is lost in the activity of the main echelon because of
the advance preparations made by the forward echalon.

In this history we are genearned with the role that the communica-
tions group plays in sﬁcn a move, for the truck in question (the one con~-
taining the SIGABA and much other valuable and secret equipment)l was
lost during just such a move., The normal ﬁroqedure for moving forward
a cryptographic team was as follows: The mesgsage center chief with part
of the c}yptographic team and equipment would move ahead with the skeleton
forvard echelon and set up cryptographic .communications 19 the new loca-

tion., While the forward echelon was being established, the assistant

1, For iist of equipment in lost truck, see pages and .
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message center chief remained behind at the old command post location

with the rest of the team and maintained communications. Vien the new
megsage center nad been set up at the new location, the rest of the team
moved up with the main ecﬁelon and its«attaaﬁed<ﬂignal Company to the
new locgiion. Vihen the second helf of the tean arrived, it went into
reser&e in preparation for the next move at waich time it would move
ahead and leave the other half temporarily behind with the main echelon.
Usually the second half of the ¢ryptographic team moved up right along

with the main echelon and the division command post's attached Signal

' Company arranged a guarded truck park for the vehicles coming in the new

location,

With this description as a background we are now ready to consider

‘the specific conditions under which the truck in question was lost.

On 4 and 5 February l9h5, the command post of the 28th Infantry

-Division wes being transferred from Kayersburg, France to Colmar. On

L Feb., Lt. Viets, the message center chief of the 28th Division Signal

Company, proceeded to Colmar from Kayersburg with the advance section

of his eryptographic team and equipment in order to set up a message

center at Colmar. Vhen he arrived, there were no billets ready for or

‘even allotted to the Signal Company. So his men found a house on

Barbarassastrabe (see map opposite), got permission to ocecupy it, and
set up their message center.
The next day, on 5 Feb., Varrant Officer Moecdy, the assistant

message center chief, left Kayersburg for Colmar with the second half of

W;’r" mﬁ lrﬂ??‘
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the eryptographic team and a spare set of c:yptographic equipment. 1 The

‘spare equiptient rode in a 23~ton truck driven by a Private Thompson.
Attached to the truck was a trailer containing a couple of power units,

a command post tent, a broom, and othér‘péraonal equipment. The men .
belonginé to this second half of the cryptographic team rode éither in

the tfuck containing the spare equipment or in a l%-taﬁ truck which fol~
lowed. Warrant Officer Moody, the assisﬁant message center chief, rode
in the 1i-ton truck which followed.

_ When the two trucks arrived at Colmar'at approximately 4330 £he
afternoon of 5 Feb., the men did just as they were in the habit of doing
on other moves or transfers from one location to another. The normal pro-
cedure upon arrival seemed to consist of finding out by means of informal
2

questlons vhat everyone else was doing and then proceeding to do likewise,

On every other occasion (so far as is known) this procedure had afforded

. sufficient protection for the vehicle because a truck.park guard‘had

usually been established by the Signal Company before their arrival and
informal questions had resulted in their belng directed into it, On most
other nccasions it was also true that the men bringing in the second half

of the spare equipment took it into the message-center building. But this

1. For list of equipment, see pages and .

2. Question asked to WOJG Moody by Lt. Col., Peterson, Inspector General,
28th Infantry Division: Did you report to Lt. Viets, head of the sec~-
tion on your arrival? Answer: Yes sir. Question: Did you receive
instructions from him as to where you would park your wehicles or -
where you would set up your section that nicht? Answer:  Tne only
instructions about parking tne vehicle was that any street except the
CP street was 0,K. I had only received that but it was not from Lt,
Viets. Who did you hear that fron? Generally we came in late and
usually we find out from somebody and that is the ansher we got. We
saw other vehicles parked in the same area.

T s
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time the Division was moving forward so fast that two unusual things

‘happened: (1) the second half of the team arrived at the new command

post location'(iﬂ this case, Golma:) ahead of the Signal Company which

usually established the truck park and (2) the second half of the team

" did not take their newly-arrived -equipment into the message-center build-

ing as usuall because they planned to move ahead the very’hexm norning.
Specifically, the folloﬁing situation déveloped: Upon arrival at about
4230 in the afternoon of 5§ February, Warrant Officer Moody reported to .

Lt. Viets, head of the section. He received no instructions from Lt.

‘Viets,’as to where to park the vehicles, Wnen Xoody came out of the meésage'

center building he saw thé truck parked beside the curb along with any

number of vehicles already parked there. Of course, the driver, Private

Thompson, was the man who actually parked the vehicle. Private Thompson

. said that he "hollered and asked one of the sergeants where to park the

truck”., The sergeant célled back, "Pull it up a little bit further along-

‘the curb®, Althouzh Provate Thompson testified that he did not remember

who the sergeant was, fﬁrther tesﬁﬂmony in the invegtigation brought out

- the fact that the sergeant was Frank Tetarus, T3, trick chief and cnyptb-

T. Interview during investigation of COlmar Compromise between inspector

General of 28th Infantry Division (Lt. Col. Herman T, Peterson) and
Sergeant Tetarus: Q. Do you ordinarily park a truck with eryptographic
equipment in it without a guard? A. Well, most times as 1 can remerber
we have baken the ¢rypbographic machines into the building immediately
upon arriving. This time we left them out in antieipation of the jump
in the morning. . You say most times, how many times have you left
the equipment in the truck overnight? 4. Vell, at the last area we
were in ve had the cryptographic materizl in the truck for certain
hours, we were having trouble with them at the time which necessitated
them being repaired, Q. On how many occasions have you left crypto-—
graphic equipment in the truck overnight? A, I couldn't make a
definite answer on that, Sir. An appmoximate answer that is quite
definite after our run thru France, was in the last month. (Sic)

About three times, that is approximately.
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graphic technician, who also arrived with the second half of the team on

5 Feb. Sergeant Tetarus testified that when he arrived with the team,

he immediately went into the Division message center and asked the officer-
in-charge, Lt. Viets, where to put the truck. He also asked about qharters
for the men.  Sergeant Tetarus testified that Lt. Viets told him "that the
billets were No. 16 and to park the veaicle that I had near the nouse."
(Sergeant Tetarus' testimony was later corroborated by Lt. Viets. )

1. Interview during investization of Colmar Compromise between Herman A,

: Peterson, Lt, Col,, IGD, Inapect.or General, 28th Infantry Division and
Lt, Viets (Recall of Viets): "Q. From the infomation given by wit-
nesses it is alleged that instructions were given to them by you to
park the vehicle on this street next to the billet.. Is that correct?
A. That is correct.

Q. Did you realize when you instructed the venicle to be parked on that

"~ street that vehicle would be without guard?

A. No, I did not actually because I thought that some area would be
given to the Sigal Company for parking of their vehicles. I
certainly did not think that the vehicles would be left overnight,
but when it later became apparent to me that that was the procedure
and that way everyone was parked evarywhere they could, mainly along
the streets.

Q. Did you have any information at anytime that there would be a guard
provided for these vehicles? :

A. I thought a guard would be provided, I knew there would be a guard
provided if they- vere put in a central area.

Q. It is my understanding in the past that the 28th Sig. Co. had pro-
vided their own guard and their own motor pool?

A, That is correct,

Q. Then what officer of the 28th Sig. Co. wculd have ‘been responsible
for providing the guard for that parking area?

A, The motor officer, if he were here.

Q. Do you know whether he was here? -

A, HNo, he was not hers.

Q. Well then, if he were not here it was qnestlonable then whether a

" zuard would be provided?

A, That is correct.

Q. Then you were not certain whether a guard had been provided. Did

- you realize that this truck would be left on the street unguarded
with the cryptographic material in the truck?

A, No, I did not look at it that way, because as 1 said before, we had
always parked Sig. Co. vehicles together near our billets or bivouac

. area.”
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The next moming (Febf 6) Sergeant Hillmanl and Corporal Brookins®

went out about 9:00 AH, to find the truck in order %o make éoma needed
repairs, maen they arrived at the spot where the truck had been parked
the night before, the truck was gone. Sergeant Hillman immediately

reported the matter to Lt. Viets and then looked up the drivef and asked

| him if he moved the truck, Receiving a negative answef, he proceeded on

his own with Corporal Brookins to look for it. Their sole success was in

finding the trailer, containing only unclassified material, which had been

“attached to the truck. ‘They found the trailer on a dead~end road. Lt.

Viets notified the Provost larshall and the Division Signal Officer, Lt.
Col. Clarence. T. Hullett. | |

. 'C. Finding the Truck |
To find the true?, two procedures were established. ?itst, every-

body looked for it and second, while bhe searcn waa being cenducbad, the

~';rpersona considered responsibla were interviewed (see Section E, pages )

in order to unearth clues, to establish evidence for court martial, and to

. institute procedures to. prevent recurrence.

The search for the truck was very elaborate, Patrols of MP's were
established to search roads, barns; and sheds in Colmar and surrounding
villages. MP road blocks and special patrols were placed throughout the

division sector., Teams of CIC agents searched Colmar systematically,

1. Both Hillman and Brookins were on the cryptographic team, Hillman had
come in with the lost truck and Broekins had arrived the day before
with the forvard echelon.




block by block. Later this search was extended to an area with a radius

of approximately twelve miles of Colmar. All subordinate units were

directed to search their own units and submit a report. CIC established -

a network of informants throughout the Colmar sector. CIC also enlisted

the aid of French unitsl in helping with the search and examining their

own units. Since these detailed méasures

2 failed to produce results,

SHAEF was requested to conduct a complete theater search for the vehicle.3 »

1.

2o

3.

“Memo for Col. Harrison from David G. Erskine, Gol. GC., O~2 (CI) 8 Feb. |

19453..."1 then proceeded to the First French Army last night and talked
to the Chief of Staff and asked him to put out instructions that all
units in the First French Army will check each vehicle and the Division
commander concerned will presently certify that this has been done.

In addition I told them that I would like to place CIC personnel with
the French Divisions to assist in identifying the missing property as
well as to help direct the search, in conjunction with the SM and SA.
First French Army sent their cable, which I wrote, on this matter out

at 2 AM,,..tois morning..,.." Folder: Compromise & Loss Cryptomaterial-
ETO (Colmar Incident) Investigation.

All of the measures taken to recover the truck are NOT listed in this
paragraph., Rather, an attempt is made to give a general conception of
the elaborate search conducted. For a detailed listing of the steps
taken, see Tab 8, "Steps Taken Toward Recovery of Missing 28th Division
Sisnal Truck containing Classified Documents and Devices" in Folder:

Compromise & Loss Cryptomaterial - ETO (Colmar Incident) Investigation.

The following units took measures from 7 Feb, to 20 Feb., 19453 28th
Infantry Division, XXI Corps, First French Army, Seventh Army, 6th Army
Oroup, SHAEF. leasures were taken subsecuent to 20 Feb., 1945 by 6th
Army Group and SHAEF. Directives were sent out by the above units to
subordinate units instituting a complete search for the missing vehicle,
alerting Military Police and memorandums and radios were sent enlist-
ing the aid of the FBI, CIC, and G-2, SOLOC. Negative reports were
filed by all of the above units. 4s of 4 March the following units were
also engaged in conducting an extensive search of all Alsace., Securite
Militaire, Hegulatrice Routiere (French Road Control, lst French Amy),
CIC, Gendarmie - where available, Eau et Forets (Waters and Forests),
Ponts et Chaussees (Bridges and Highways), Railroads, Canal Authorities
Postal Authorities, Potassium mines, Police Speciale, (Detective Ag&néyi,
Renseignements Ceneraux {Civilian Detective Agency, Douaniers (Custom
guards%? All of the above were coordinated by Surete Nationale through-
out France, _
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Finally, on 12 March 1945, the top half of the Chest 76 containing the
SIGABA, the SIGIVI, the U, S, instructional documents, the combined key
lists, and the rotors for the local theater SIGABA syster,® were found
submerged in £he Greesen River, a mountain stream near Seiestat, France,
by a searcﬁing party from theiSecand French Corps. (Fbr'photographs

of the top half of CH 76, as the mud-covered SIGABA is‘being removed from
it, see Tab U,) bn 21 March, the other half of the Chest 76, cotaining
the remainder of the material, was found in the samﬂjspct. Presumably,
the gafes héd not been tampered with.and.the ﬁaberial wag, therefore,
uncompromised.z The only actual damage was from water and mud. However,
the necessity for assuming compromise during the period in which the safes
were lost caused unimaginable trouble {Seétion D),

l. These rotors had been replaced with reserve set within a week after
the compromise. _

2, Letter, Subject: "Report of Loss of SIGABA No. 235", To: Chief Signal
Officer, Wash., 25, D.C., Attention: Signal Security Agency, Signed

for the Chief Signal Officer: Ceorge A. Bicher, Col. 5. C., 0CSig0, - - '

Hq. BTO: ",..2. In summotion, the forward command post of the 28th
Infantry Division, while in Colmar, France, had stolen from it one

two and one~half ton truck containing a complete SIGRINO and associated
cryptographic material, An intense search was conducted to recover
this truck and SIGABA, and finally in the bed of a mountain stream
there was found the upper half of CH~76 and .a field safe containing
SIGABA u«nd scme of the eryptographic documents concerned. Later in
the same spot there was recovered the bottom half of the CH-76. A
careful study was made while opening these safes and this lead to the
uncenfirmed belief of this headquarters that this truck had been
stclen for the wvalue of the truck itslef, and that the actual thieves
had no knowledge that this truck did contain cryptographic egulpment.
Further, the candition of the contents of these safes indicates that
no unauthorized persons opened or in any way had access to the crypto-
graphic material contained therein, It is probable that the safes
containing the cryptographic material was dropped in this stream as a
method of disposal and without the purpose of niding this material.
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D.. Gonagguencea of the Asgumed Compromise
The assumed compromise of the basic worldwide combined rotors

CCBP 0111 (SIGYHUG) ‘seriously affected three important systems based upon
these rot.crs, namely, the worldwide Combined Cipher Machine system
- (CCBP 0101), the European Area Combined system {CCBP 0131), and the Special
Iimited Combined system {(514-ESG). Although the keylists for CCBP 6101 .
axid CCBP 0131 were not in the lost truck, the rotoi's on which they were
based (CCBP 011l: SIGYHUG) were. Editions 2 and 3 of System 514, in
addition to the Ol11 rotors on which they were baged, were in the lost
truck. The SIGABA material in the stolen truck was the SIGABA itself
and all of the current material for European Theater Cryptonet 22 (including
rotors:  SIGTRIG and three editions of the rotor assembly tables:
System 2201 (SIGLYIS-17, -18, =19). -

A sipnificant result of the assumed compromise of all this important
material wa».é demonstratiqn of a serious lack in the emergency plan for the

. 1 _
Combined Communications Machine. No reserve rotors were held for the CCK

1. 9,...2, The recent compromise of rotors used with the general worid-
~ ‘wide Combined Cipher Machine system made it apparent that thers was
an imperative need for all rotors of the Combined Cipher #achine to
have a reserve set of rotors on hand at all times to provide for any
emergency. Although a cambined strip cipher system has been provided.
for this purpose, it would be highly impracticable to employ a strip
aystem for any length of time in place of the Combined Cipher Machine
in view of the heavy traffic sent in Combined Cipher Machine systems
and the comparative slowness of strips. Llacking any other alternstive,
it was found neceagsary to continue using posaibly compromised rotors...."
Memorandum for Secretary, Combined Communications Board; signed H. C.
Ingles, Subject "Flan for Reserve Rotors for Combined Cipher Haoh:me
Systems", 23 Feb. 1945. :




systens and the strip standbys proved highly unaa.tiafactoryl in meeting

the emergency. The efficacy of having reserve rotors ready for diatribu-
. tion was shown by the fact that the lost SIGTRIG rotors of Cryptonet 22
were replaced within a week of SI(‘H}HRD,3 d:l,st(t;ibuted from Buropean Theater
' Headquarters. Such an easy solution for §he lost GCM rotors was not in
sight. No reserve rotors existed and even though a vigorous emergency
wiring program, waich included‘ all five combined services, was izmnediataly
instituted, it still required months to wire and distribute 8500 new rotor
 sets to replace the lost worldwide combined rotors, CCBP 0111 (SIGXHHG).
The only thing which could conceivably be called good about f;hé neceasity
for this replacement was that the emeréeney wiring program did not stop
. when replacement was effected but continued until reserve rotors also "
were provided. |

. The emergency wiring program vas set up as follows: Three new rotor
sets were to be wired-— namely, COBP 0211, CCBP 0311, and CCBP 0213. The
first and most important rotors to be wired were the new CCBP 0211 (SIGILUT)
rotors, which were to act as f.he replacement for the lost worldwide eémbined

rotors CCBP 0111 {SIGYHUG), The second rotors to be wired -- namely

1. Message from BTO to War Department: ".,,GCBP 0125 and 0129 in piace of
combined system Q101 and 0131 believed highly unsatisfactory...,”

2, Cryptonet 22 was the European Theater cryptonet.

3. Meassage from: Hq., Communications Zone, ET0, U.S, Army, Paris, France.
To: W.D, NR EX 97498, "or Signal Officer cite S0SSC signed Eigenhower
EX 97498, Book message, Make following systems effective at 0001A
13 Feb,: SIGLYIS-20 using SIGDHRD rotoras, SIGCLOE-20, SIGTEMP-20.
Use day 13 keys as first settings in these aystems all ETOUSA systems
based on SIGTRIC rotors are to be immediately converted to SIGDHRD,

. Destroy all editions of systems SIGLYIS, SIGCLOE, and SIGIEMP up to

and including edition 19, Inform all holders to retain SIGTRIG pend»

ing instructions as to disposal.
DEH ; W
UL B ‘L ;




'CCBP 0311 (SIGHRBY),l ware reserves for the new worldwide CCBP 021l rotors.

The third rotors to be wired were the new CCBP 0213 rotors, which were to
. Ty .
become reserves for the Pacific area CCM system, CCBP Ol13.

When on 21 March 1945, the worldwide basic combined rotors, CCBP

!

- 0111 (SIGYHUG) were found,? the discovery brought about a change in the

wiring program, Howeﬁer, it did not institute as great a change as

finding the rotors might seem to suggest. The Working Committee of the

Combined_Codes and Ciphor Gonmittee gave careful consideration to the

effect of the recovery of the cryptographic material lost hy the 28th
Bivisiqn.z First, all members agreed unanimously that the detemmination

of ﬁompramiae passibilitiea‘had to be left to competent authorities in ET0,
Therefore, the committee accepted the recommendation made in message E 24,223

to consider all the recoversd cambinéd material as uncompromised. Having

“arrived at this agreement, the committee then considered the effect of

the recovery on the replacement program. It was agreed that inasmuch as
all of the combined systems concerned had been removed and probably des-

troyed by most holders nothing would be gained by again disrupting the

schedule of supersession, Therefore, the arrangements as modified by

the recovery of the documents and rotors were as follows:
Worldwide rotors GCBP Olll (SIGYHUG) were to be replaced by CCBP 0211

(SICILUT) as scheduled. When CCBP 0111 rotors had been replaced cempletely,

- 1. Wavy short titie:r GCSP 281L (4.

2. OSee page . :

3. All of the information in this paragraph is a paraphrase of "Report
of Working Comnittee concerning Emergency Wiring Program®, 31 March
19453 written by Tho. R. Chittenden, Major, S.C., Chaiman.
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they were to be placed on a reserve status and retained at field issuing

““1
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offices (for U, S, Armg-theater headquarters). By using CCBP 0111 as a
reserve set of rotors, the extreme necessity for produeing CCBP 0311 (the
set to supersede CCBP 0211) was modified. However, the'need for a reserve
set for CCBP 0113, the Pacific area CCM system, was just as urgent as
before. Therefore, it was unanimously concluded that each service should
wirg CCBP 0213; i.e., the set to supersede CCBP 0113, as soon as possible;
and, that upon completion of these rotors, cach service would immediately
start production of CCBP 0311, Although CCBP 0Ollls were»éo be placed on
reserve, it was the hope of the committee that they would not have to be
called into use again, as this set had suffered from long usage, exbramély
heavy traffic, a weak indicstor system, and a bad contour pattern,
Inasmuch as the suspected compromise had oscurred within the U, S,
Army, the responsibility ﬂerkthe disruption was keenly felt by the U.S.
_ Army‘and an offer was made to assist thé other four Combined Services in
their emergency ﬁiring program. 7This offer,.extended in a memorandum from
the Chief 3imal Officer to the Secretary, Combined Communications Board,
stabed, "Tne United States Army is prepared to wire approximately 8,000
aeta of rotors, either the f{irst bhack-up set for the wnrldwdde system or
the back-up sets for such other systems as the Combined Communications
Board may decide are of more value; providing the blanks for use by the
U, 8, lavy and the British Service are furnished the U, S. Army, and the

complete plan as outlined above is approved and disseminated to the




interested services within a period of 30 days.“l This offer, which
 was accepted, was exclugive of 1535 sets of CCBP 0211 which the U, 8.
Army wired for the British Services in order that CCBP 0211 could be
placed into use by 1 May 1945 in the European theater, '

In order to meet their commihtmeﬁt to wire 8000 rotors for the
British Services and the U, S, Navy, 200 enlisted men were assigned to
the 2nd Signal Service Battalion at Arlington Hall Station for a period
of 180 days (21 Feb to 19 Aug 1945). During the first 3 weeks after
the compromise all civilian personnel_weré diverted ﬁo the wiring éf
CCBP 0211 rotors. In these 3% weeks, completion of the Army 0211 rotors
put the rotor wiring section 1200 sets behind in their normal production
schedule. By about 1 March the Army requirements for the emergency program
were_completed and the rotor wiring gection (cempaaéd of the regﬁlar wiring
personnel and the temporary detail) were ready to begin on the Army com~
mittment to wire Scob‘rotora for the other services. At the séme time the
normal production schedule (total of 8640 during this period)2 had to be
maintained, the backlog of 1200 rotors had to be wired,® and the 8000
new rotors on the emefgenqy program had to be wired by the last of August
l9h5-2 This schedule, waich was met, made a total of 17,840 rotor92 wired

~

between 21 Feb and 19 Aug,

1. Report on the Colmar Case, p. , filed in Folder, "Golmar Gasel,
WDGAS-83.

2. Hemorandum {draft;not used) for Ceneral Biasell, "Subject: Extension
of Orders", signed W. Preston Corderman, 6 March 1945.
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¥hile thg emergency wiring program was being carried eut, it was
necessary to find a way to resume"tempoéany use.of the compromised rutors\
or else to adult almost complete paralysis of combined communications.
At a M Codes and Ciphers Committee meeting held on the morning of
13 February 1945, it was decided that the almost complete paralysias could
be reduced to partial paralysis by temporarily using the lost worldwide
© COBP 011 (SIGTHUG) rotors with certain well-defined restrictions, This
‘deeision was'made‘gggggg the rotors were found. The restrictions imposed on
the use of the SIGIHUG rotors were as follows:
(1) Restrict their use to low echelen or tactical traffic,
(2) Raétriet to 100 groups {later changed to 150, see footnote
1 on following page) the amount of traffie in any one
rotor aetting, ,

(3) Inform all users that planning type traffic must be passed
in SICABA or Type X when a:t all posasible. )

(4) Inform all users that all traffic passed using SIGYHUG was
subject te being read cryptanalytically by the enemy. -

This ayeément was made at the joint Codes and Ciphers Committee meeting in
order to present to the British a coordinated plan for retaining emergency
Combined Cipher lHfachine communications ‘in the European Area.

At 2:30 on the same day (13 Feb 1945), an emergency maeﬁmng of the
Combined Codes and Ciphers Committee was held. At tais meeting it was
agreed that CCBP Olll rotors should be placed back into effect with ihe- :
restrictionst outlined in the paragraph above. Of course, the British

members could only agree to gend & "signal" containing these points and

1. Restrictions a%raed u§on at the Joint Codes and ﬁiphers Committes.
- Bee (l), (2), 3); {l} above,
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recommending their adoption to the British Joint Communications Board
in london. Such a message was drafted’ and the meeting ended at 4130,

At 5130 o'clock on the same day (13 Feb 1945) a SIGSALY conference
was held between the British and American representatives of theé Combined
Codes and Ciphers Committee in Washington and the representatives of t%;e
British Joint Communications Board in London. During this SIGSALY con~
ference; it was agreed that the CCM should be placed back in general usage
in Ei'o, SLED, and Atlantic areas with GCBP 011l rotors and using CCBP systems
0'101; 0131, 0132 and all limited Navy combined syaﬁems based on rotors Olll,
Special limited Combined system 5142 was not to be placed back into effect
until later because the British in London were not certain of the distribu~
tion of edition 4, editions 2 and 3 having been compromised in the lost truck,

Accordingly, at 7130 on the same day (13 Feb 1945), messages were
drafted’ to inform all holders of the CCM of the decision to reinstate tae
CCM and certain sysi:ams. Before the messages could be sent, however, it
Was necessary to obtain a definite statement from Col. Bicher in Paris to
the effect that CCBP 0101, 0131, and 0132 were not in the truck and had
never been issued to the 28th Division. GCeneral Stoner had directed that

1. Message to BJCB: After consulting cryptanalysts U.S. suggest follow-
ing emergency arrangements to meet urgent operational need of SHAEF.
Change of indicators after every 150 groups. Forbid use in Pacific
Area of systems based on Ol1l, Make fullest use of alternative
channels in 0101, 0131, and BX 82L were held. Urge message of long
term information and all operational planning be sent in intra
systems where possible. OSubjeet those provisions resume use in ETO
MED and Atlantic of 0101, 0131, 0132, all limited combined naval and
limited combined Army keylists. Do you agree. U.S. Army stopped
using 0131 for intra use 12 Feb.

- 2+ Used between U,3. Army and Alr Forces and British Army and RAF,

3. The messages were drafted in Commander Smith's office by Lt. Col.

K. Kuhn, Commander Smith, Commander Anderson, and Major T.R. Chittenden.
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such a statement be gotten, Therefore, while the messages were being

drafted, Colonel Kuhn arranged through the Classified Megsage Center for

a SIGSALY conference with Colonel Bicher. At 9130 that night (13 Feb 1945)

the SIGSALY conference was held with Colonel Bicher and it was definitely
determined that COBP 0101, Ol3l, and 0132 had never been issued to the .
division at the time the t:uek was éppropriated. ‘Accordingly, per agree-—
ment, the messages were sent to U,3. Army and Navy holders of the CCM.

E. PFixing the Responsibility
Immediately after the loss of the secret cryptographic materiall at

Colmar, two investigations of the responsible perscnnel were conducted,

Tae first, conducted on 6 and 7 Feb. 1945 (beginning the day after the

truck was stolen) by It, Col. Herman A, Petereanpz IGD, Inaspector General,
28th Division, was directed almost wholly towa;d attempting to gain leads |
a$ to poésiblé whereabouts of the truck. The second, conducted on 27
February 1945 by Major General F, B. Prickett, Special inspactor, was also
an attempt to esﬁqblish clues for finding the truck, but was mnre'particular~
ly directed toward establishing the cause of the loss and toward fixing

the responsibility.btlt was desired not only to court martial suspected
individﬁals but to apply remedial action against the recurrence of serious
camprom%sea The two investigations are interesting for different reasos.
The first is valuable in establishing the facts of the case since it occurred
the day after the loss at a timb when the witnesses were still so appalled

l. See pages and for list,
2, Pursuant to VOCG, 6 Feb 1945.
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by the incident that they tended to be canpletaly spent.aneoual and exact

in their descriptions. By the time the second invasaigatim occurred on
27 Feb,, the witnesses had regained their self consciousness enough to
- make mefe fregueria‘; use of the phrase "I refuse to answer on the grounds
that the answer may ‘t_aend’w incriminate me."? The second inveatigation, |
aitheugh'lacking the spontanaeity of the first, was valuable for aﬁother
reason. 1t established the facts concerning what rules on séfeguarding
‘of SIGABA had been promalgated, |
The first investigation (6 and 7 Feﬁ. 1%5) by Lt. Col. Peterson
took the form of obtaining sworn testimony from each of the persons who
had anything at all to do with the truck on the day of its loss. The
svorn testimony was given in answer to questions by Lt. Col. Peterson
as to what their own actions were in handling the truck and the equipment.
The personsint.erviewed by Lts Col., Peterson were as follows (the list
below gives é brief resume of the role played by each person involved in

1, During the first investigation, Lt. Col, PeLerson asked Warrant
Officer Moodys "Did it occur to you that the truck was missing?
‘A, "o sir. It never entered my mind to even check the truck.
Anything like a truck being misging never occurred to me at all.”

2. 7This difference in the two investigations is most forcibly brought
out by Col. Hullett's different answers to the same question. Dur-
ing the first investigation Lt. Col. Peterson asked Col, Hullett
"Were you present here in this area when this second section (second
section of cryptographic team) arrived? Answer by Col. Hullett:

"I was.” During the second investigation Major General Prickett asked
Col, Hullett: %On the nighta of 5«6 Pebruary, the Division Command
Post was in Colmar. Were you on duty with the Command Post in Colmar?®
Answar by Col, Hullett: %I refuse to answer that on the grounds that
the answer might tend to incriminate me.®
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the losing of the truck; for a detailed account of this first. investi-
gation see Folder, "Compromise and Loss Cryptomaterial - ETO (Colmr
Incident) Investigation", within the named folder see "Investigation
of the Loss of Secret Cryptographic Systems by the 28th S:Lgnal Company

Personnel, § Feb. 1945");

-1 Colonel Clarence T, Hullett, Signal Officer of the 28th Infantry
Division, 1
a. Was in the Colmar area on the night of the loss™ and
b, Was the man who had personally received supplgmntary
SIGABA safeguarding instructions from E‘IOUSA

2, 1st Lt, Robert Viets - Message Center Officer, 28th Division
Signal Company. - Told Sergeant letarus (who relayed the
information to Pvt, Thompson) to park the truck in the
spot from which it was taken,

3. Warrant Officer (JG) Edward K, Moody -~ Assiatant Hessage Center
officar, 28th Signal Company. HRanking officer who came in
with the group that brought the truck to Colmar. He reported

1,

2.

Question by Lt, Col., Peterson to Col, Hullett: Were you present here
in this area when this section (second section of cryptographic team)
arriveds Answeri I was., Q. Was any inguiry made as to where the
trucks should be parked? Answer: Major Ballentine, my assistant,

‘was with the advance echelon on this particular move and from the

official report, he made every effort to obtain a suitable parking
area through the Headquarters Commandant, Colonel Dugan, with little
success, due to crowded conditions. I am not in any way blaming
Colonel Dugan or Major Ballentine. Q. It seems, it appears that

if & suitable place could not have been located, arrangements should
have been made to guard the Signal Company vehicles that were left
on the street. Do you know whether such arrangements were made? No
Signal Company guard was established, however a military police
guard and patrol system was known to exist in the imediate vicinity
of the Command Post. .
The ETOUSA instructions were addressed directly to the Division
Signal foicer. Sea Tab T.

e
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arpival to Lt, Viets, and saw where the truck was parked
but he neither asked Viets wheri to park it or interfered
with what Thompson did with it,

L. Pvb. Mayron H, Thompaon - Truck Driver, 28th Signal Company. -

Drove lost truck and parked it in the spot from which it
wag taken ot the direction of Sgt, Tetarus,<

5. Tec 3 Frank Tetarus - Messape center trick chief, 28th Sigmal
, Company, - Told the driver (Ihompson) to park the truck in

the spot from waich it was taken.l

6. Tec 4 Keneth A. Hillman - Cryptographic work, 28th Signal Company., -
Found the truck missing on 6 Feb, when he went out to repair
it, Alse found trailar attached to truck.

7. Tec 5 Richard W, Brookins s 28th Sigal Company. ~ Found the truck
misging with Hillman on 6 Feb, when he want. out to repair it.
Also helped Hillman find trailer, o

The sécond investigation, conducted by the spécial inspector, Major

Ceneral Prickett, sought chiefly to detemine what rules concerning the
safety of SIGABA had been promulgated and how familiar each responsible
individual was with these rules. (Copies of these rules appsar in Tab T.)
To arrive at this goal, ¥ajor General Prickett interviewed 10 individuals:
six who were not interrogated during the first investigation and four 'who

were. The new persons brought in to the second investigation were mainly

1. Question by Lt, Col. Peterson to WOJG Moody: '"Wnen you 1eft the truck _

did you give any special instructions to the driver where you parked it?

-~ (81C) Answer: No, I saw it parked there on the corner in front of the
billets and it leoked as good as any I could find, so I did not tell him
anything."

2. Question by Lt, Col, Peterson to Pvt. Thompsons Were you given any
instructions on where you were to park the vehicle? A, I hollered and
asked one of the sergeants where to park the truck, He saild, "Pull it
up & little bit further along the curb." (The sergeant was later
identified as Tetarus.)

3. Ibid,
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the Division's high ranking officers who were not directly concerned

with the loss of the truck but who were investigated because of the
responsibility they bore by virtue of their positions.

The 10 persons interviewed by Major Ge{xeml Prickett were as
follows: |

1, Commanding General, 28th Infantry Division - Major General Norman
D. Cota. ‘

2, Chief of Staff, 28th Infantry Division - Colonel Jessee L, Gibney.

3. Asgistant Chief of Staff, G-2, Headquarters, 28th Infantry Division -
E It. Col, Harry 8., Messec

4o Division Sipnal Officer, 28th Infantry Division - Lt. Colonel
Clarence T. Hullett. .

5+ Assistant Division Signal Officer, 28th Infantry Division - Major
' W. E, Ballentine, ‘

— 6. Commanding Officer, 28th Signal Company. - Captain Ray C. Layman,

7. Hea‘sage Center Officer and Gryptographﬁ.c Security Officer, 28th
Signal Company - lst Lieutenant Robert E. Viets,

. . 8, Assistant Message Center Officer, 28th Signal Company, -~ Warrant
: fficer JG Edward K. Moody.

9. Message Center Trick Chief, 28th S;ignal'cémpany -~ Sergeant Frank
W. Tetarus ’ '
10,

10. Chief Clerk, 28th Signal Company - Spier D. Williams.

The pertinent statements of policy on physical safeguarding are
" contained in the following documents: |

1. Paragraphs 30b, d, and e, 43 and 4ka of AR 3805, War Depart~
ment,, 15 March 1944. See Tab T for photostatic copy,
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2. letter, Subject: '"Protection of Cryptographic Equipment
during Transit in all Phases of Operation", To: Signal
Communication and Signal Security Officers,l signed for
the Chief Signal Officer by George A. Bicher, Col., S. C.,
14 March 1944. See Tab T for photostatic copy.

el Rvveded |

===

3. letter, Subject: "Code Room Physical Security in all Phases
: of Operation", To: Signal Communication and Signal
Security Officer;? signed for the Chief Signal Officer by
George A. Bicher, Col., 8. C., 15 June 1944, Ses Tab T
for photostatic copy.

4. Letter, Subject: "Security of SIGABA", To; Signal Security
Officer, signed for the Chlef Signal Officer: George A.

Bicher, Colonel S8, C., 6 July 1944. See Tab T for phote-
static copy.

The following are the angwers walch the ten persons interviewed
during ﬁhe sscond investigation gave to the queations concerning their
familiarity with these sai‘eguarding'rules {Tab T):.

1. Ea,jer General Norman D. Dota, Commending General, 28th Infantry

Division. - Cota stated "I am familiar with AR 3805, but

evidently these instructions from ETOUSA were sent direct
to the Signal Officer 25 I am not familiar with them.®

2. Colonel Jesse L, Gibney, Chief of Staff, 28th Infantry Division. -
. Question by Prickett to Gibney: "Are you familiar with the
provisions of AR 380-5 which states that eryptomaterial will
be piven the most secure storage available? Aunswer: 1 have
read the regulation whieh you reofer to. Question: I show
you instructions issued by the Signal O:ficer, ETOUSA,
addressed to the Signal Officer of the division on the general
subject: Protection of Cryptographic Equipment. Had you
seen these instructions? Answer: I had not. Question:
You were not familiar with the provisions of these instructions
which required placing of guards armed with automatic weapons
over this eguipment 24 hours a day. Answer: I amnot.

1. ﬁovm to and including Division Headquarters in Army “Ground Forces; 3
Wing Headquarters in Army Alr Forces; Ports and Depots in Services

of Supply. -
2. Ibid.
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3. Lt. Colonel Harry 3. Messec, Assistant Chief of 3taff, G=2,

be Lt

Headquarters, 28th Infantry Division. - Question: Are
you familiar with the provisions of AR 380-5, paragraph
44, which states that cryptographic material will be

given the most secure storage available? Answer: TYes
sir, I am. 3Question: I show-gou various instructions

- 1gsued by €S0, ETOUSA, with regard to protection of

cryptographic equipment and suhsecuently call your'attén~

- tion to one paragraph which states that puards armed with

automatic weapons will be placed at the code room entrance
of the vehicle 24 hours a day., Have you seen these
instructions? Answer: To my knowledge, sir, 1 have not
seen either the letter dated 14 Mar L4 nor the letter
dated 6 July 1944. This letter dated 15 June I have scen
only since the loss of the vehicle and the eguipment., I
did not sec it before to my knowledge now. In each case
all these letteérs are addressed to the Signal Officer or
the Signal Security Officer,

Golonel Clarence T, Hullett, Division Siznal Officer, 28th

Infantry Division; - Question: I hand jou AR 380-5, WD

f entitled "Safegnarding Military Information®....Are you

familiar with the provisions of that regulation with
‘pespect to safegnarding cryplographic equipment?

- Answer: T am, Question: I hand you comumunications

issued by the Officeicf the Chief Signal Officer, ETO,
general subject: "Protection of Cryptographic Egquipment™
fere you familiar with the provisions of those communica-

cbions on Feb. 5, 1945? Answer: At the present time, I

réfuse to answer on the ground that the answer may tend to
ineriminate me. I would have to read it all through first.

5. HMajor W, E. Ballentine, Assistant Division Simal Officer, 28th

o

(o8

Infantry Division. - Question: I hand you some communica-
tions issued by the office of the Chief Signal Officer, ETO,
on the general subject of security of cryptographic equipment.
(Communications were handed to witness.) Have you seen
copies of those communications? ‘Answer: 1 have but not in
the 28th Division. Question: Do you know whether copies

of these communications were in the hunds of the Division
Signal Officer? Answer: That, 1 cannot say because so much
of the records were burned prior to my arrival at Division.
Question: Wnen did you jein the Division? Jan. 8, 1945...

Captain Ray C. Layman, Commanding Officer, 28th Signal Company. =

Question: Do you have any specific duties with reference to
safemarding cryptographic equipment? Answer: HNo sir.
Juestion: The personnel assigned to the message center are
a part of your company. Answer: Yes sir. Question: I hand

Tﬂﬂ D{‘l jm
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you seme communications (interrogator handed communica-

tions to the witness) issued by the Office of the €S0, ETO, -
on the general subject of security of cryptographic equipment.
Have you ever seen copies of those communications before? -
Answer: I don't recall ever seeing these, Sir. I believe
they did go directly to the Division message center officer.
Question: Do you have any personal knowledge on which you
base that statement. Answer: Well, sir, at the particular

. time these letters were issued I was not company commander,

- thepefore, I was in no way connected with the receipt of
‘these documents or in no way connected with the message
center. Question: W®hen did you become company commander
of the 28th Signal Company? Answer: 29 September 1944.
Question: Then you havernaver seen copies of these communi~ -
cations? "Answer: No sir.

7. First Lieutenant Robert E. Viets, Message Center Officer and Crypto-

' rraphic Security Officer, 28th Signel Company. Questiont 1
hand you AR 380-5 and ask you if you were familiar on 5 Feb
1945 with par. 4ha, Answer: Yes sir, I was familiar with
that. Question: I hand you communications issued by the
Office of the Chief Signal Officer, ETOUSA, subject: Pro-
tection of Cryptographic Equipment, Were you on 5 Feb, 1945
familiar with the contents of these communications? Answer:
To my knowledge, sir, I have not seen the letter, "Security
of SIGABA"™ dated 6 July 1944. Question: But you are familiar
with all the rest of them? Answer: With the other two, yes.

8. Warrant Officer JG Edward K. Moody, Assistant Message Genter Officer,
28th Signal Company. - Question: 1 hand you AR 380=5, WD,
and call your attentiontto par. 44a, On 5 Feb. 1945 were you
‘familiar with that particular paragraph? Answer. I believe
I was, but later I checked up on it to refresh m; my memory on it.
Question: I hand you letters from the €SO, ETOUSA, subject:
Protection of Cryptographic Equipment. On 5 Feb were you
familiar with the contents of these communications? Answer:
I was reasonably familiar with.them. I have seen them in
the Signal Office at one time or another,

9. Sergeant Frank Tetarus, Message Center Trick Chief, 28th Signal Company.
Question: Were you charged with any responsibility for storing
or safeguarding the secret material, Answer: Yes sir,
Question: Have any instructions been given you by Lt, Viets
as to the necessity for safeguarding this cryptographic
material? Answer: Well, sir, they were not formal. Ve
were required to read AR 380~5 which states the rules of
safety.

10. Tec Sergeant Spier D. Williams, Chief Clerk, 28th Signal Co. - Stated
that the documents for message center usually came through
his desk. He receipted for them, routed them to their proper
destination, but did not necessarily look at them. He did

not remamber_tqﬁ;ﬁTz% ?tifsﬁbut_lt was not likely that
he would. : Efﬁra i
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The espscially psrtinent statements of policy on physical safe-

guarding from AR 380~5 and €SO, ETOUSA letters are as follows: (For the
complete policy from AR 380~5 and the complete ETOUSA letters, see Tab T.)
Prom AR 380-5:¢ (See also Tab T.)

Par. L4. Precgutions necessary to insure cryptographic securily. -
In order to insure cryptographic gsecurity the following principlea
must. be obgerved:

& Cryptographic material will be given the most secure storage
available and will never be left unattended except when deposited in
a three-combination safe or its eguivalent.

From Letter dated 14 March lgg._é: (See also Tab ’1‘.)

+ o Gryptographic material and associated equipment is always
highly vulnerable to capture by the enemy or compromise during
transit irrespective of geographic locations. - A1l responsible per-
sonnel operating in a stabic position must be constantly alert to
protect cryptographic equipment from ecapture by the enemy and loss
through careless handli.ng. .

Section B, Kﬂb_ile, Qgrat.ion’l

{2) 1In the event of a convoy move to a new headquarters,
the code room vehicle should be located toward the front of the convoy
to insure immediate cryptographic communications for the forward
command post.

(3) Armed cryptographic personnel should occupy the
venicle immediately following the code room van or truck, :

- (4) Armed guerds will protect the immediate area surround-
ing the moblle ccde room during temporary and overnight convoy halt,

E. Echelon Operations

(2) The safest and most expeditious meana of transporta-
tion available will be employed in moving the SIGABA,

1. This paragrapn does not cover the exact situation of the Colmar case
becauge the truck was not being used as a mobile code room, However,
the type of protection desired is evident.
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From Letter dated 6 July 19441 (For the aemplate letter, see Tab T. )

+..8, The Signal Security Officer will be responsible for all
gecurity matters connected with this apparatus. He shall be
familiar with the correct method of operating the equipment as
outlined in the publisheéd instructions, and shall enforce the pro-
visions of these documents as well as those of AR 380-5.

The officers whose positions vested them with the greatest responsi-
bility for the Colmar incident were the Division Signal Officer (Colonel
Hullétb) and the Cryptographic Security Officer (Lt, Viets). Both
testified that they considered the,s} were complying with AR 380-5 by hav-
ing the equipment locked in a 3-combination safe (Tab T for AR 380-5 rule)
in spite of additional instructions issuved by the Sig'xél Officer, ETOUSA
(Tab T). Although the lost cryptographic equipmeni; was locked in a 3-
combination safe, it was left unguarded in a mobile truck parked on a
étreep of a city recmtiy captured from the enemy.

The conclusions drawn in Lt. Colonel Pateraoz;'s report of the first
investigation wefe as follows:

...V. Conclusions - .
14. That the security provided fer cryptographic material of
. the 28th Signal Company was inadequate and not in compliance with
the inten!{ of Army Regulations 380-5 and provisions of secret letter
instructions publis%md by higher headquarters.

15, That Lt, Colonel Clarence Hullett, 28th Division Signal
Officer, failed to fulfill his duties as Division Signal Officer
by allowing a condition of negligence to exist in the 28th Signal
Company which resulted in the loss of highly secret devices and
documents, That no standing operating procedure had been pre-
seribed which provided for the maximum security of this materlal
at all times. The compromise of this secret data by enemy forces
will result in grave damage to the secret communication system of

the U, S, Am.
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16, That Lt, Robert Viets as eryptographic security officer,
having full lnowledge of the importance for security of crypto-
graphic material, failed to exercise even ordinary security measures
consistent with the imown importance of the secret devices and codes.

The conclusions drawn in Major General Prickett!s report of the
second investigation were as follows:
«++IV. CONCLUSIONS.
i3. It is concluded that:

a. The security measures provided for cryptographic equip-
ment of the 28th Infantry Division were totally inadequate and did
not comrly with the provisions of 4R 380-5 and instructions issued
by the Signal Officer, ETOUSA.

b, The lack of inspections, guards for venicles, and
specific instructions for security measures reflect unfavorably on
the’ efflcienQJ of the 28th Infantry Division,

¢. Colonel Jesse L, Gibney, GSC, 0-12216, Chief of Staff, G2,
- 28th Infantry Division, failed to perform his duties as Chief of Staff,

d. Lt, Colonel Harry S5, Messec, GSC, Assistant Chief of
Staff, G~2, 28th Infantry Division, failed to perform his duties as
G-2.

e. Lt. Colonel Clarence T. Hullett, 015088, 28th Division
Signal Officer, lst lieut. Robert E, Viets, 01638724, 28th Division
Cryptographic Security Officer, WOJG Edward K. Hoody, W 2127012,
Agsistant Message Center Officer, 28th Signal Company, and T/3 Frank
S. Tetarus, 366078l4, Cryptographic Technician, 28th Signal Company,
are guilty of gross neglect of duty.

£, The practice of the Chief Signal Offlcer, ETOUSA, in
sending security instructions direct to Division Signal Officers and
Division Security Officers is unsound from a command viewpoint.

g. Proper measures were and are being taken to recover the
lost eryptographic equipsent. ,
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The record of trial en Colonel Hullett indicated that he was
sentenced to dismissal, as confirmed by €3, ET0. On 6 November 1945
'sentsnc_:e was suspended during good behavior by action of Secretary of
war.Patteracn. If offense under AWs should be committed subseguent

to 6 November Hullett would be subject to punishment for second offense
plus dismissal on original charges. Io record in this agency is avail-

able on the trial of Viets, Moody, or Tetarus.

T. Tnis information is conbained in a note by Mark Rhoads on inside
cover of Folder "Compromise and loss Cryptomaterial-BT0 (Colmar
_ Incident) Invesblgation“

Tom O ;ET%'
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CHAPTER XVII. MAINTENANCE OF CONVERTER M-13/-~C

A. General
Maintenance of large electro-mechanical convertera in the field
was a completely new problem in World War 1I, ¥ien the war began in
December 1941, the Army had only about 100t converters in contrast to
the 3030 which it would procure during the next two or more years,
Therefore, placing contracts for the needed converters, prodding Tele-
type Corporation into bettering its delivery schedule, and distributing

them to the users were the main problems that absorbed the attention of

815.2 What to do about fixing the converters when ‘they broke dovn was

a sadly neglected problem as far as advanced planning was concerned.

The first maintenance school for SIGABA was held in March 1942, which
date may not seem very belated since the U, S. had been in the war only
about four months and the main quantity 'af‘SIGABAs had not Vyet. been |
ordered. (See Chart, page .) But it was so late that the plans made
and carried out by the Var Deparwiant. s for maintenance of converters never
caught up to the need and SIGABA maintenance became a problem chiefly

gsolved by ingenious emergency expediency in the overseas theaters.

T. Information concerning the fact that SIS had received about 100
converters when the war started was remembered by Mr. Kenneth Kuhn,
Chief, Maintenance Branch, A careful examination of the procursment
figures (pages and , also Chart ) reveals that the figure
could not have been much less than 80 nor much more than 150.

2. later expanded to ASA; see Chart, page .
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B, Haintenance Trainigg
Puring 1941 and early 1942 the attitude which prevailed in BlSl

was that personnel trained in teletype maintenance could perform S3IGABA

nmaintenance by experimenting on their own with repairing SIGABAs, All

1

SIGABA maintenance was performed by the personﬁel of SIS,” who, in accord-

" ance with prevailing mood, had acquired their experience catch-as-catch
can. This attitude toward the maintenance problem is well summarized by
the following letter (from 06510, WD to the Signal Officer, 2nd Ammy)
written in July 1941:

1. The setting up of a special course of instruction on the
maintenance of Converter Type M~13/-C is believed to be impracticable
at the present time for the following reasons.

a,  Of 322 converters now on order, only 10 have thus far
been accepted despite the vital need for this device among various
tactical organizations. Upon receipt of additional converters from
the manufacturer it is intended to make them immediately available
to using organizations and, consequently, converters for use in
maintenance courses will be unavailable.

b, Because of the similarity in some respects of tine Con-
verter ¥-134~C to standard Teletype instruments, it is believed that
personnel who have been trained for Teletype maintenance can, with a
little additional experience, provide the necessary field maintenance
of converters,

c. The storage and issue of Converters M—13A~C is a respon-
sibility of the SIS of this office and it is contemplated that all
major repairs or unit replacements will be effected by the Signal
Intelligence Service. While making such repairs serviceable converters
will be exchanged for the ungerviceable converters in the hands of
the tactical organizations.

In March 1942, the first maintensnee school was organized. 'Classes
were held in the evenings in the Munitions Building, where the sist

offices were then located, :his first maintenance school for SIS personnel

1. later expanded to ASA; see Chart, pape .
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only was all that existed 1n malntenance tratm ; untii early 1953

when SISl moved to its permanent location at Arlington Hall Station.

The texts used in the first échool were the manufacturer's texts.

¥hile the first school was being conducted at the Hunitions Buildmg3

the first War Department maintenance instructions, namely, “Operating

and Maintenance Instructions for Converter ¥-134-C (short title: SIGKEK),
‘

1 Sept. 1942, were published,

lﬁ‘early 1943 the Maintenance School underwent a much-needed expan=~

_ sion. lLetters were sent out to all holders of SICABA inviting units to

sent personnel to Washington for training in SIGABA maintenance., Signal
Corps Inspectors at manufacturer's plant who had n> training, but were
inspeeting the eguipment, were brought to Arlington Hall Station and
given the maintonance course. This training of inspectors resulted in

their performing a4 much bettef job of aceepting or rejecting the manu-

" facturer's product. Under the new training program, the school expanded

to the point that it overreached the capacity of Arlington Hall and was

moved to Vint Hill Parms Station at Warrenton, Virginia in .
The maintenance school was conducted at Vint Hill from until

1 May 1949, when it was moved teo Carlyle Barracks, Pennsylvania. Direct
technical liaison is authorized between Maintemance Branch at Arlington
Hall and the Maintemance School at Vint Hill, | '
During the entire war SPSIC (later SPSIS) letters were periodically
published and distributed to all holders of SIGABA, inviting units to send

men to Washingténffor training in SIGABA maintenance. Tae length of the

training period and the prerequisites for the trainees, in general

increased as followst

1. lLater axpanded.tofASA; see Ghart, page .
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- LENGTH OF -
LETTER TRAINING PERIOD | PREREQUISITES FOR TRAINEES
1. Subject: "Trained Perscn- 30 dayal {1) Men with previous tele-
nel for Maintenance of type maintenance train-
Converter M-134-C," ing.
6 May 1943. (2) Men familiar with cireult
work and small toola.
(3) Men who have used small
tools, such as teletype~
writer repairmen.
2. Subject: Same, 3§‘daysl (1) Same as (1) above.

12 June 1943 B (2) Men familiar with cir-
cuit work and small tools,
such as telephone repair-

‘ men or installers,
(3) 8anme as (3) above.
3. Subject: Same, L5 dayst (1) Same 3s (1) above.
10 Dec. 1943 (2) Same as (2) above,
- (3) Men who have used small
tools, such as type-
writer repairmen, with a
basic knowledge of elec-
trical circuits.
4. Subject: Same, 55 daysl - Personnel selected for this
5 Feb. 1944 training must be gqualified
to perforn the duties of
teletypewriter mechanie
- (59N~239).
5. Subject: Same, 70 days* Same as above.
6 June 1944
6. Subject: Same, 8 waeksl Huch expanded statement of
15 Dec, 1944 preraquisites: See Tab V.

{Continued on following page.)

This chart indicates that the time required to complete the-maintenance

course was, in general, increased.

The reason for lengthening the

training period was partly to better the SIGABA maintenance skills
but was mainly so that the scope of the maintenance course could be

increased to include Gonverter H-325 (short title:
verter B-~209, and Converter H/X 783/U {short tihle:

SIGFOY)
SIGROD).

Con~
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IETTER TRAINING PERIOD; PREREQUISITES FOR TRAINEES
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7. Subject: Same, 9 weekst See Tab V,
26 May 1945
8. Paragraphs 28-31 of Approxi-* | See Tab V,
"General Instructions mately
for Converter M-134-CH 8 waeks
(short title: SIGBHE-1), | '
June 1945.
9. Subject: "Trained Person- | 8 weeke® See Tab V.
nel for Maintenance of
Converter M-134~C,"
2 April 1946
10, Subject: Iraining of Per- 10 week_sl See ‘fab?l.
sonnel for Maintenance of '
' - Electro-mechanical Crypto-
— graphic Equipment, 9 Sept.
1948. '
- 1. See footnote 1, previous page.
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In reading about the Sﬂgnj Jé%ﬁtenance school (see above), one is
impressod with the fact that the training of SIGABA repairmen was making

steady progress. The achool grew so large that it overreached the
capacity of Aﬂ.’mgton Hall; the length of the training period was, in
~ general, gradually inemaaed;l the prerequisites were made more stringent.
But this is only one side of ths picture, The other side is that while
" the maintenance school was expanding, the war was in progréaa and several
hundred SIGABAs were already overseas. The first invitation to using
uxﬁ.t.s. to send in men for training as repairmen was issued on 6 May 1943
at which t._ims the North African invasion was just about over.

The effectiveness of the war-time maintenance school suffered from
_ more than just the fact that it was behind schedule in the early war
yoars. For after the school began to turn cut trained repairmen in time
to go overseas with some of the new SIGABAs,? many of the men did not
arrive overseas in the capacity of cryphographid- repairmen after all.
The reason was that eryptographic repairmen did not appear on any of the
Army's Tables of Opganization and Equipment until 22 September 1944, when
fixed and mobile cryptographic equipment repalr teans’ appeared on the

1. Jee footnote 1, page .

2. The last and largest order was for 1165 SIGABA&, not placed until
23 Hov. 43 and not completed until 1 Oct. 45.

3., IL. - Hobile cryptographic equipment repair team. - Provides the re-
quired personnel, tools and gpare parts for routine maintenance in-
spect.on-and second and third echelon repair of electrical and machan-
ical cryptographic devices., This team is capable of maintaining all
mechanical and electrical cryptographic equipment aut.horized for service
of tactical organizations,
M, ~ Fixed eryptographic equipment repair team. - Frovides the resuired
personnel, tools, and gpare parts for maintenance and third echelon
repair of all types of mechanicsl and electrical eryptographic devices.
This team is intended to be used in rear areas of the theater to main-
tain cryplographic machines used in enciphering communicatinns for tae
theater headquarters and to augment the mobile urypbograpnic repair
teams in repair of damaged equipment.

Tl
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T/0 & E of the Army‘s Signal Service Urganization (T/0 & E 11-500).
Since there was no formal place for them on the T/0 & E, there was no

autheority for preventing them from being transferred to other duties

“and just such unwise and unpreventable transfers many times oc(;urred.'

Even though cryptographic repair teams.éi:ﬁéa:m on T/0 &,E' 11-500 on
22 Sept. Lk, most units still do not carry cryptographic repairmen on
their 1T/0 & Es, |

The fact that planning and iraining for x'epair of cryptographic
equipmexit was far behind the need does not imply as much lack of fore-
sight as at first it might purport, Wien the war began in December
1941, SIGABAs @m being procured at a slow and ledsurely rate. Only |
about 1003' had been received and only 327 had even béen ordered. It .
was natural that no extensive plans were mede for repair of such a few
cénvertars. That a maintenance school was begun four months :Latér is
rapid accomplishment judged from the point of view of effcri put to an

exergency task but judged by results, it was too late,

C. BReports from Overseas Theaters on SIGABA Maintenance

ASA in the Buropean, Hediterranean s and Pacific Theaters trained

nost of their own repairmen during the war. During the early months of

. the war, SICADA repair in the overseas thcaters was ¢arried on by a few.

Later the few repairzen available trained others.

1. 5@9 footnote 1, page .
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The way in which 849th Signal Intelligence Service (Mediterranean

Thester) met the problems posed by SIGABA maintenance is well swmuarized

by the following excerpt from the History of 849th Signal Intelligence

Service:

From History of 849th SIS, p. 127:

1 ee.0s It was a fortunate coincidence that one of the enlisted
men™ from the Western Task Force who was assigned to the 84,9th was
an excellent SIGABA repalrman as well as a first rate all-round
mechanic, since none of the EM originally assigned to the organiza-
tion had ever seen the machine. For several months this man spent
most of his time making on-the-spot repairs all over the theater,
since what few machines there were could never be spared long enough
to send them in to headquarters for overhauling., Betwsen trips he
managed to train two other men on the machine, after which a school
was established in which additional men of this and other organiza-
tions were trained., Some menths later S5SA expressed grave doubts
as to the practicability of attempting to train maintenance men under
"combat conditions" and suggested tihat they be requisitioned (a
process which experience shows requires an average time of approximate-
ly six months). Eventually enouzh SIGABAs reached the theater to make
it possible to dispateh new or econditioned machines to units in

... trouble and pick up the old ones for thorough overhauling. However,

by this time #0 many capable repairmen had been trained that such

IuEQTgxchanges were very seldom necessary, and the principle function of
the SIGABA repairmen continued to be that of training maintenance

men, which they are still doing (1945) at the rate of about ten a
month., _ :

The difficulties encountered because of lack of equipment and trained

repairmen in the China~Burma~India Theater is told in an excerpt from a

field report:2

1.

2.

This man was one of the first graduastes of the Waintenance SChool at
Arlington Hall Station. The excerpt quoted here shows the need for
the toaorough training which the A,H,3. school provided,

Field Heport on 31GABA, To: Chief, Signal Officer, Fromt Adam E,
Dogan, lst Lt., SC., Unit leader, S$.C. Supply Survey Theater Unit,

3 Jan. 1944. _
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+eell, SIGABA machines have been maintained by one to
three maintenance men for about 18 months in the entire CBI
Theater. Four SIGABA maintenance men arrived one month ago.
Thres maintenance men arrived without tool kitas to work on
SIGABA machines, There are not enough tools available to
equip these SIGABA maintenance men or the additional men who
have been requisitioned from the U. S. Toels have been re-
guisitioned for these men. o

A detailed report of the SICABA maintenance problens met by 849th
Signal Intelligence Service is presented in the following excerpt from

& History of Cipher Machine Maintenance Seebian:l

History of Cipher Machine H&intanan e Section (Part II} of 849th SIS.

SIGABA

«esls GENERAL, Early in l9l+3 the Gipher Machine Maintenance
Section inaugurated a school for the training of SIGABA maintenance
‘personnel in the Horth African Theater., - Hewly trained personnel
first served as the instructors for a ten day course, which has been

repsated approximately every two weeks to the present dote, During.
this period 7 officers and 193 enlisted men of both the Army and Navy
were trained. The foliowing paragraphs discuss the activities of the
SIGABA pergonnel of the CGipher UMachine ﬂamwenance Section, and tell
of the problems encountered. ,

«ee2. SICABA MAINTENANCE COURSE. The m‘ogra.m of the school is
a condensed version of the course in SIGABA maintenance, offered by
the Second Signal Service Regiment, Washington, D, G. New students
are first processed and thoroughly checked for eryptographic clearance.
The schedule of the ten day course provides three days for circuits,
taree days for mechanical adjustments and lubrication, and four days
for troubles. The explanation in document SIGKKK-) is followed in
studying circuits. The student is ghown how to follow the diagram
in all positions of tihe control sm.tches. All hit-or-miss methods
in finding troubles are discouraged, and the apt pupil readily sees
the value of a systematic use of the ohmeler in localizing the
trouble to a definite portion of the complex wiring, the awitches,
or the mechanically activated contacts. Hext the student is shown

T. 1his report was written by Theodore O, Metoalf, Capt,, §Tgnai Torps
Cipher Machine Section, £49th SIS. His complete report (an excerpt
of which is given here) is incorporated in the History of 849th SIS.
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how to diamantle the entire mauhine, which is studied in sectiona

in order to avoid confusion, He is taught to reassemble and adjust
the unit, memorizing the measurements and eritical spring tensions.
An explanation of the proper way to clean, oil, and grease the
machine is given at this time. The student is shown worn parts
which have had to be replaced because pf improper care of the unit.
Tandem operation and opseration with bakteries are explained. Every
difficulty that the instructor has experienced in fisld maintenance.

. is brought to the students attention. Following this, a machine 1is

assigned to each student, and a series of thirty-five troubles, one
at & time, are placed on the unit, After the electrical or mechan-
ical maladjustment is placed on the unit, the student is recalled into
the room and timed until he has located and repaired the trouble, A
rvecord of this kind assists the instructor to observe the student's
tecinigue, altiough particular emphasis is placed on theroaghness
rather than on speed.

«+s3. (a) ADDITIONAL ACTIVITIES OF THE swrzoxi. A5 a number of
SIGABAs and the maintenance troubles arising therefrom inecreased, the
need for g central agency for the supply of spare parts was soon
recognized. This section assumed the responsibility of filling
orders in the field, and in turn ordsrad parts for its supply from
Washington.

(b) Adequate tools and equlpment are not available in the

field for the repair of SIGABA motors. Faulty motors are forwarded

to this section for repair where they are exchanged for new or
rebuilt motors, thereby eliminating any long delsy at the operating

unit.

«ools (a) MAIN DIFFICULTIES ENCOUNTERED. Ihe siost serious
operaticnal fallures encountered in this theater are caused by faulty

power supply. Voltage changes are frequent throughout the day and
night. Voltage drop retards the make and bresk of a moving contact,
indusing sparking, and thereby causing the part to become worn and
pitted. The effegt of faulty power supply on cipher machines and
teletype units was obgerved early in the North African campaign, and
pany holders were influenced to use only power from army power units.
These holders have experienced a minimum of failures due to electriecal
break-downs. Other holders using power generated locally have had
considerable difficulty. The answer to this problem is not in the
small power units of the individual machine, gince these units will
not stand up under constant operation. The better solution has
proved to be tie provision of large power units for continual opera-
tion with sufficient output to provide for the entire needs of a
message center and code room.
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(b) Additional difficulty was once encountered in izeping
the machines clean due to the impalpable character of the dust in
North Africa, This situastion was improved materially when the CH-76
became available for issue to all holders.

(e) Nunerous complaints wers received that SIGABAs were
eausing interference with radio reception. To mest this obatacle
a apark guppressor unlt was developed and distributed to some of
the holders. A detailed description and drawing of the unit was
submitted to Washington for approval only to find that a similar
unit had been d6V180d there and had become available for distribution.

-...5. CQNGLUSIOR. It is the opinion of this section that the
SIGABA is a most practical and efficient cipher device., Simplicity
of operation, facility of maintenance, and its suitebility to field
conditlons have made it invaluable in signal communications., Small
mechanical refinements such as automatic ribbon reverses, hinged
cover~lids, and eopy holders would be welcome improvementa from
the operator's standpoint.

D. Replacement and Redesizm of Parts
Another repair problem was obtaining necessary replacement parts.

From 1942-45, procurement of replacement parts from the manufacturer was
extreéely difficult. Therefore, parts which wore out with little use
constituted a desperate problem. Excessive trouble with any of the parts
of the converters instigated work on redesign to eliminate the de:ecﬁs.
This research on perfecting design of parts, on which defective reports
had been received, became one of the chief functions of Haintenance
Branch,_Arlington.H&ll Station, during the war. Untold man hours of trial
and error and testing were Speﬁtvin order to perfect by redesign any parts
reported as giving excess trouble. In order not to delay production of

redesigned parts, Maintenance Brancn, Arlington Hall, found i} necessary
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to assign an officer™ to the manufacﬁurer’s plant from March 1943 to

January 1946 for the purpose of answering the manufécturer's technical
questions lmmediately.

During the African invagion, excessive trouble was encountered with
the cluteh-trip magnet contacts and replacement parts could not be
obtained. -Fixially, in October 1943 the clutech-trip cireuit and assembly
was completely redesigned, thereby eliminating the trouble. All con-
verters delivered by the manufacturer after 1 Jan_uary 1944 were equipped
with tais design change.? |

Buring the war many suggestions and recommendations were received
at Army Security Agency for an aut;matic ribbon reverse mechanism. It
wasg iinpossible then to pléee emphasis on such a develupmgnt. .However,
in eariy 1947, design of an autokxatic ribbon-reverse mcﬁanism was begun
and in January 1948, procurement was initiated, They were received in
July 1948 and made available for field installatlon.

Listed below are the major design c’har;gas nade by the manufacturer
on the new‘SIGABAa coming off the assembly line after field use of the

earlier machines had proved the changes desirable!

Verbal information from Mr. K, Kubn, Chief, Maintenance Branch,
May 1949, '

2. Change No. 1 to "Operating and Maintensnce Instructions for Con-
verter M-134-C* (short title: SIGHEKE~1), 15 Nov. 1943, p. 2.
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NOTE:

108778

108787

108319

100162

108684

108680

100970
100971
100972

108694
108695
108696

108681

100991

108776

REF ID:A523210
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The quantity figure in the right hand column is the number of
units built which did not inclwde the change. It is probable
that a percentage of these units were Subsequenbly mcdiind in

_the field.

Right hand main shaft bearing o 2,225
(Replaced 100271 bearing to permit easier
removal of main shaft)

Left hand main shaft bearing s
(Replaced 100577 bearing to permit._'__
bearing distortion)

Axial wick for main shaft ‘ 1,821
(Added for improved lubrication)

Approx. 500

Typewheel shaft gear hub 2,569
(Key added to prevent slippage) | ,

Typewheel shaft and hub ' _ 1,708
(Replaced 100069 shaft and hub after the '

- first 1,417 units, but hardened stesl hubs

~not in effect until after 1,708)

Typewheel shafi fristion disc | 1,417
(Replaced 100086 dise. 108680 has two large
‘flats. 100086 had amsll key,

Al

Typewneel friction cluten Approx. 100

(These parts replaced the leaf type typewneel
friction clutch parts 100088, 100089 and 76086.)

Reset lever (Replaced 100525) )
Trip lever (BReplaced 100279) ' Approx, 1,500
Non-repeat latch (Replaced 100262)
(The above parts provided increased margin
for the non-repeat mechanism)

Hold-—dwn for motor plug - Approx. 1,300
(Added to prevent bounce-out of the plug.)

Insulator ’ - Approx. 300
{Added under atepping magnets to prevent
_ shorting of terminals)

Shield for clutch magnet | 2,467
(Added to prevent damage to magnet lead wires.)
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100121

100236

108777

100212

108310

108309

100100

100117

108818

108817

Print hammer insert 1,850
(Top of insert widened to provide
better printing.)

Detent lever for rotor 1,367
(01l hole added) ‘
Receptacle 2,075
{(Added to left side of covcr for booklet

atorage. )

Clutch throwout lever ' 2,360

(This part modified aseveral times. 2360
represents the figure for units not having
the final design.)

Stainless steel stepping mag. arm pivet S 2,823

~ lagnet bracket {Replaced 100266) 370

(The origzinal pivot, 100297, was replaced in

all units after 370, but the final design of
108310 was not in units until after 2,823, In
between, several different materials were tried. -
#108311 nut and 110743 lock washer are used to
mount each 108310 pivet. The 108309 brackets
will take all types of 108310 pivot.)

Over zentering arm for ribbon feed. A Approx. 3,000
Riveted design changed to an assembly

consisting of 7108873 arm and #108874

hardened, replaceable post,

Tape chute assembly Approx, 3,000
(Reinforeinz bhands added to supplement
spot. welding.)

Tape chute assembly Heo units had this
{This design, in which the reinforecing o
bands were integral, was released just
as production of units stopped,)

Switch bracicet and swilch assembly lio units had this
(Tnis design, which replaced the

100316 bracket and 91755 switch, was

also released guat a8 production of

units stopped.
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108967

100595
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fdetaining ring for stop pins No units had this
(This ring; which replaced 100081, had
welded poasts for the ribbon guide to
provide more thread for the ribbon guide
ntg. screws, The change was released
just as unit production stopped.)

Controller switch casting and bearings flo units had this
(Because of wear of the top bearing, and . L
seigure of the lower, the 100332 top plate

was replaced with 108965 plate having an

oilite bushing, and the lower bronze bushing

- 88178 was replaced with 108966 oilite bushing.

These changes tan be made in the field if
proper facilities are available, or new style
100595 assémblies can be used to replace the
old style.)

Cluteh magnet contact assembly :

{The #108280 "let close” design replaced the
original #100270 "push close® design and
our records indicate that replacement of
all 100270 assemblies was made. Later, a
two-gpring “let close” assembly, #108712,
having riveted and hard-soldered contact
points was released, DBecause of the com- -
plexity of the sequence of these changes,
no aceurate estimate of the number of units
involved can be made, However, the replace~
ment of the original #100270 assembly by

the #108280 should provide satisfactory
operation, ' ’

E, Official War Department Maintenance Documents

i Tarough the years, two types of written official maintenance in-

structions were provided by the War ﬁepartmant} One @fpe{uaa the

detailed document for guidance of the skilled maintenance men. The

other type consisted of certain pages in the operéting or keying

instructions which instructed the operator in making minor repairs and

in care of the converter.
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The detailed mainterance manuals for tne skilled operator were

-ty

as follows:

1, "Operating and Maintenance Instructions for Converter ay13a~c“
(short title: SIGKEK), 1 Sept. 19i2.

2. "Operating and Maintenance Instructions for Converter ﬁ—lBh—C"
(short title:  SIGKKE-1), 15 Nov. 1943.

3. A0perating and Maintenance Instructions for Converter M-13,-C%
(short title: szcxxx-z), June 1945,

"Preventive maintenance" instructions for the operator appeared in
the earliest official document on the use of SIGABA, némaly "Operating
Instructions for Converter M-134-C (short title: SIGBWJ), Oct,. 1941.

This document told the operators that "only repairs of a very minéy nature
should be attempted in the fisld", It also instructed them to send all
‘damaged parts to the Chief Signal foicer for replacement and in case of\
fgerious damage, major repairs or faulty operation® to notify the Chief
Signal Officer and await instructions. According to SIGBWJ the repairs
which the operator could perform without difficulty were as follows:
replacing the printér vheel,; rewiring a Surned out rotor, changing a fuse,
replacing a burned out éapacitof or resistor, and changing the motor.
Ineluded were brief instructions on how to accomplish these minor repairs
and a page and a half of ingtructions on how to lubricate the converter.
These first instructions stated that the converter should be lubricated
once a month, From July 1941 unt il September 1942, when SIGKKK was
published, these-SIGBﬁﬁ instructions on minor repair and lubrication

were all.thét existed concerning maintenance. It is interesting that

N erepey
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although SIGBWJ prévidos detailed instruction of lubrication, NOT ONE
. WORD WAS WRITTEN CONCERNING THE OPERATOR'S CLEANING THE CONVERTER,

When detailed m&intenahce instructions in the form of SIGKKEK®
appeared in Sept, 1942, this new document superseded SIGEWJ. SIGKKK |
did not give simple preventive maintenance instructions for the oparatér
as SIGBWS had done. Therefore, from Sept. 1942 until June 1945, when
"Operating Instructions for Converter H~134~C" (short title: SIGQZF-R)
‘was published, no instruetions on preventive maintenance wefe provided
for the operator, SIGQZF-2 contained three pages of information "Main-
tenance Responsibilities of the Oparat.ovx",“ waich no£ only instructed the
operator on lubrication (as did SIGBWJ) but included a detailed description
(neglected in SIGHWJ) on how to clean the converter. |

. No definite schedule for lubrication was provided in SIGQZF-2. ‘I‘his
was in eontrést. to the prescript.i@n‘ in the superseded SIG3WJ for lubrica-
tien once a month, The new policy on 1ubric§tion schedule stated in
SIGRZF~2 was as follows: "No definite schedule of lubrication can be
provided., The fmqnqn;;y'a: lubrication periods will depend on dust,
hwnidﬁ.ty; and temperature conditions as well as volume of traffic..."
When the next edition of SIGQZF (SIGQZF-3)° was published on 1 Nov. 1946,
it contained approximatsly the same ¢leaning and lubrication instructions

1. "Operating and Maintenance instructions Lor Gonverter M=l34~ch

' (short title: BSIGKKK), 1 Sept. 1942.

2, Crypto-Operating Inatructions for Converter M~134-C" (short title:
SIGQZF-3), 1 Nov, 1946.




for the operator as did SIGQZF-2. Insbmet.iané for the operator on
minor repalr were inclu&ed in neither SIGQZF-2 or SIGQZF-3. |

In Aug. 1946, an AG letter was pnbliéhec% waich outlined the "Policy
on Maintenance of Cryptographic Equipment."‘.l (See Tab F.) This policy
prescribed that maintenance would be performed under £he "Five Echelon
System”, (Fof explanation of the "Five Echelon System, see Tadb F._).
Changes in the “F:‘n}e Echelon System™ were published in a new special
regulation which supsrseded the AG lstter ('l’ab F) on 28 March 1949. -
This new special regulation is SR 750-445-1, "Maintenance Supplies and
Equipnent" 28 Maren 1949 (see Tab G).

. P, Service Record Cards

On 2 August 1944 a letter” announcing the issuing of a new service

"+ record card (short title: SIGGOEM) was sent to all holders. The card

was designed for the purpose of keeping a more accurate record of main-
tenance work dons on Converter M-134-C, A si:ecial holder was designed
for the card, the holder to fit on the left side of the converter cover
by drilling six 078 holes (#47 driil) in the cover. When filled these

gervice-record cards were returned to the Signal Security Branch (later

expanded to Army Security Agency). ‘For photograph of the service record.

card in place, see Tab W.

T, Letter, AGAO-S-B-H 311,5 (31 July 467, Sub;ject: “WPoiicy on Mainten-
ance of Cryptographic Equipment," 5 Aug. 1946,

2. SPSIC Letter Ho. 446, Subject: Service Record Capd for Converter
M<134~C, Tot A1) holderd of Converter M~13i~C, Signed for the SO
by Frank B: Stoner; Brigadier Gengral; Chkef, AimpalofimunidbgiBpanch
Sorvice and Russel H. Herton, Eajer s 8.0 Signal Security Branch.

i !
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G. Dust Tosts

In early 1945 a series of tests were conducted to detemine whether

leaving the cover off the SIGABA increased maintenance problems by allow-

ing "dust and dirt to settls on the rotars, resulting in unnecessary

friction and wear®.} It was reported! by an AACS station (to ASA thru

channels) that leaving the cover off the SIGABA increased maintenance

problems, and it was suggested by this same station that a hinged cover

be designed to facilitate replacing the cover and thereby to encourage

operators .to keep the SIGIVI enclosed at all possible times.

- In order to determine whether a change from the detachable SIGABA

cover to a hinged type would "reduce the 'out-of-service' periods®, a

sories of dust tests were ¢onducted, In accordance with a decision

2

of the Executive Cormittee of Security Division, ASA, a letter® was sent

to seventy-nine holders of Converter ¥~134~C requesting them to "Conduct

a test substantially as followss

a. A qualified maintenance mah to thoroughly clean and
lubricate two converters as indicated in Section VI
of "Operating and Maintenance Instructions for Con-
varter ¥-134~C (short title: SIGKKK)".
(1) The first of the two converters to be operated for
30 days with the 100730 cover lid completely removed.

1.

2.
3.

Tetter to CG, Army Air Forces, Attn. Communications Security Officer,
Office of Air Communications Officer, From: Francis T. Fogaty, Major,
Air Corps, Deputy Asaistant for Chief of Staff, Intelligence, Station-
ary letterhead: Headquarters Armmy Airways Communications System, 5 Dec.
1944, Folder: Dust Tests, M-134-C, CSGAS-80

Memorandum, Action 1. To: CO, Subject: Recommendations on Hodification

of SIGABA Cover Lid into hinged-type lid., Signed Allsopp.

Letter, To: Selected Holders of Converter ¥-134-C, Signed: For the Cnief
Sipnal Officer by Ffrank E, Stoner, lajor General, U.S. Army, Chief,

Army Communications Service and Kenneth Kuhn, Lt, Col., S,C,, Signal
Security Branch, 14 Har. 1945. '
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(2) The sscond converter to be operated for tie same
period of time; operating personnel to be carefully
instructed to keep the cover lid cn the converter
at all tinmes ex&gpt waen astually settind or chang=-
ing the rotors.

© 0f the 79 stations conducting the dust test, 49 reported that it
helped to keep the cover on and 30 reported thai.it did not,
While the tests were being'conducted, Maintenance Branch of- Army
Sscurity Agency designed a hinged cover and installéd it on a Gonvefter

J~134~C, For a photdgraph of this hinged cover, see Tab . The results

of the dust tests indicated thal the resulting improvement would not

condone manufacture distribution of a hinged cover, Tharefbre, the project

was dropped.

Uyl > ! Hg Rahabi_]__itatim Prﬂ&g il

'Gufréntiy”(ﬁay 1949), all SIGABAs that are rshabilitabted contain

- ﬁ&é';&geat design of parta. - All of this rehabilitation work is done

by maintenance persomnel at Army Security Agency. However, these

rehabilitated SIGABAs will probably not be used in quantity due to the
fact that, as fast as possible, all Converters H-134-C are to ve converted
to ASAM 18's,

1. Same as footnote 3, previous page.




GHAPTEH. IVIIL. THE ZERO MACHINE

In éarly 1942, a special Waahington-hndon ¢ircuit was established
for the secret communication of President Roosevelt and Prime Minister
Churchill, The eéui;xnent which provided this communication has become
known ag the zerc machine and the circuit as POTUS-PRIME, meaning Presi-
dent of the U, S, and the Prime Minister. All POTUS-PRIME messages bore
the gpecial precedence designation xxxe which wis higher than the highest
normal precedence designation, Urgent. The arrangements made for the use
of the zerc; equipment wére quite complicated but the results were so
spoedy that the Beitish, who had no access to the equi;ment, never ceased
to be amazed at the very few moments required to report the POTU&-PRI!ES
traffic YHECEIVED", | ,

POTUS-PRIME messages were sent via Western Union trans-Atlantic
 cable by means of on-line SIGABAs. The SIGABAs of the send circuit from
Washington to london were located in Naval Communication's code rcom in
Washington and in the code room of the Haval Attache in London, The
SIGABAs of the send circuit from London to Washington were located in
tae code room of the Military Attache in London and the War Department
code room in Washington. By means of this arrangement eniy Navy code |
room personnel saw ineasages from the President to ﬁhe Prime Minister and
only Army code room personnel saw messages from the Prime Minister to
the President. Delivery to the Prime Minister and President was accom-
plished by means of special secret telephone and teletype lines from

il
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the code rooms t.e their respective offices at No, 10 Downing Street
in London and at the White House in Washington,
The messages were transmitted across the Atlantic by the on~line

SIGABAs via cable as follows: The on-line SIGABAs in the code room
were connected to a special relay baxl in the Western Union office. As
goon as a trans-Atlantic cable c¢ircuit was free, the Western Union
office would patch in the seading SIGABA. The enciphered signals from
the SIGABA went directly to a transmitter distributor in the Western
Union office, and from that point directly over the cable so that tie
signals were received almost immediately on the deciphering SIGABA across
the Atlantic as plain typed text, The maximum transmitting speed of the
cable cireuit was 250 letters per miaute. The speed’i available on the
cryptographic kayboard was 325 letters per minute, To compensate for
this difference in speed, storage transmitters were provided within the
circuit in order to store up 60 letters. It was therefore possible to .
operate the ABA keyboard for short periods at a speed greéter than the
cable speed. "Excesa" letters were stored. If howsver, the storage
capacity was exceeded, the machines lost synéhroniam,

“  In March 1943, | the Western Union trans-Atlantic cable was changed
to Variplex operation. This change meant that more than one subscriber

could send messages at the same time but the number of letters of the

same message goingz over the cable would be slowed down in ac¢ordantce with

I, This special relay box was designed by Western Union Telegraph CG.
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the number of subscribora sanding At‘that mbmséma ¥When a aircuit
of the cable was completely fru s t.he aending of & POTUS-PRIME mes-
sage was almost it;stantanaous. The delays encountered were caused by

more gsubscribers needing the cable than the capacity of the cable

could allow,

| During the first few months of use, an imperfection in the zero
equipnenb caused such serious trouble bhat it was necessary to discen—
tinue its use until an improvement aould be developed. The trouble was
caused by the fact that the maghines in Lendon and Washington were de- |
pendent upon perfect aynch‘ronism. Falese signals sometimes occurred
whaich produced false stepping of the deciphering machine, thereby,
getting the machines out of phase and giving zarbled text. Therefors,
a new unit called a "kick eliminator" was introduced in the fall of
1942 in order ia eliminate this false stepping of the deciphering machine.

The -perfacbion reached by introduction of the "kick eliminator® made

the zero equipment the most secure and rapid in the world.
During the interim in which the zero equipment could not be used,
the ?OTUSnPRIﬁE messages wers ancipherad by nomal means s namely, Con=-

. verter M-134~A, and wore tranamitted by means of normal teletype circuits.

buring this period the only diffarenca between POTUS-PRIME messages and
normal traffic was that their XXXG- precédence gave tnem preferentiszl
nandling. The introduction of the “kick.eliminator" into the xxxc

circuit made possible frésumption of using the zerv eguimment.

T@ﬂ, @{‘@ﬁﬁLTg
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AGU AWSJG

ECA ZEQER
EDE CNATB
EFI RSPHJ
BGO KGNOA
EHU BPCIV
BJY SKOJQ
IDA CXLBU

IGI MVPHD
IR0 DJBLT
KJU EDVIW
IKY UYNKE
OFA YRR

CHI ZXHILF
0JO MPIGR
OKU HZAFX
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The indieator system used for POTUS-PRIME traffic over the zero

eircuit was different from the normal SIGABA indicator system. A
table listed three-)etter combinations fellmd by five-letter grc;upa.
(See sample table on opposite page.) The operator chose two of the
three letter groups from the table, for example, IHO and EHU, The
indicator tranamitted would therefore be IHOBHU which would indicate
(ses table opposite) that the control rotor setting was DJELT and the
alphabet rotor setting was BPCIV,
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sioQzr

 s10qzr-2

5160273

Control, cipher,
and index rotors

Each machine is provided with
10 large control or cipher rotors
to be used in the coatrol and
cipher positions of the cipher
unit; and 5 emall or index rotors.

. Bech converter is provided with
5 small rotors to be used in the
index (front) position and 10
large rotors to be used in the
stepping control (middle) and
alphabet (resar) position.

Same as SIGQIF-2,

Key List

The rotor assembly changee
daily in accordance wlth Table
¥o. 2 from SIGQZF* of the system
employed. The term rotor assem-
bly is intended to cover (1) the
combinations of 5 rotors select-
od as control rotors. (2) The.
combination of § retora selected
as cipher rotore. (3) The index
rotors and (4) The permmtation
or order in which the rotors are
to be inserted in the control,
cipher, and index positions.

The Eey List. - The key list
(see sample new-gtyle key list
from SIGQ2F-2)* contains the
arrangement of the stepping con-
trol and alphadet rotors for each
day of the month and the align-
monts of the index rotors for
each of the several security
clasgifications for every day of
the month. The arrangement of

| the stepping control and alphabet

rotors remains the same through-

oat the cryptographic period for

a8ll gecurity clagsifications.

The alignment of the index rotors
differ for sach security classi-

fication.

Sane as SIOQZF-2. (See
sample key list from SIGQZF-3)*

Lt

*The gample key list tables referred %o above are found in Volume 3, Chapter XIV,
Section B, pages
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s16QZ¥

510Q2F-2

Belsction of Con-
trol and Cipher
Rotore

*The sample key list t.e.bléo ref
Section B, pages T

Figures in the columms marked
8 OBTROL® and "CIPHER' of the
rotor nssembly table {see Table
I from SIGQZP, p. __) refer to
the units digites marked on the
contrnl rotore and on the cipher
rotors. A eet of rotors bearing
the numbers 11 to 20 inclusivs,

for example, will be regarded as

being marked 1,2,3,-~~0. The tens
digite will be dleregariod when
assandling the rotors ia accord-
snce with the daily key. ¥R® in
the table indicates that the par-
ticular rotor is to bde inserted
in & reversed position. Example:
Jan 1 the rotor assembly table .
(see Table No. 2 from SIGQZF)*
may designate 3-1-0-5-6 for the
control rotore and 9-2~7-4R-8 for
the eipher rotors. BRotors marked

'3,1,0,5 and 6 {disregarding the

tens digite) will be ingerted in
the control rotor position in
that order, from left to right,
as the operator faces the machine.
The remaining 5 rotors, marked
9,2,7.48 and 8 will be inserted
in the clpher rotor positions in
that order, from left to right,
with rotor number 4 reverged.

Figures in the columns marked
COBTROL (MIDDLE) and CIPHER (REAR)
of Table I (sec Table I from SIG-
Q2F-2)* refer to the unite digits
marked cn the control and eipher
rotors. 4 gzot of rotors bearing

f the numbers 21 to 30 inclusive,

for exaupla, will be regarded as
being marked 1,2,3,...0. The tens
idigite will be disregarded when
asgexbling the rotors in accord-~
ance with the dally rotor assemdly
#R" in the table indicates that
the rotor so designated is to be
inserted in the reversed position.
Example: On the secmnd day of the
month, Table I (see Table I from
SIGQZP-2)* designates 5-0-3-7-9
for the control rotors and 1-63-8
-2-4 for the cipher rotors. Rotws
sarked 5,0,3,7, and § (disregard-
ing tens digits) will be inserted
in the control position in that
order, fron left to right as the
operator faces the converter. The
' remaining 5 rotors, marked 1,6,8,
2, and 4 will be inserted in the
cipher position in that order,
from laft to right, with rotor
mnber 6 reversed.

SRR
; l
pibiy
'y f

t L
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Figures in the column marked
ROTOR ARRARGEMENT (¥OR ALL
CLASSIPICATIONS) specifying
which stepping control and al-
phsbet rotors are to be used on
a gpecific day of the month and
the positione of these rotors
in the converter. FKumbers in the
table refor to the 2nd digit of
tke of the rotor mumber. A set .
of rotors dearing the mumbers 21
to 30, inclusive, for exsmple,
will be regarded as being marked
1,2,3...0. "R" in the table {n-
dicates that the rotor se desig-
nated is to be inserted in the
refersed position. The rotors
will be inserted in their res-
pective posltions in order from
left to right as the operator
faces the converter. Example:
On the 2rd day of the smonth, the
sample extract from a key list
designates 2-3R-9R-1-5 for the
stepping control rotors and 6-4R

. ~8~7-0 for the alphabet rotors.

(See sample table from SIGQZF-3)*
Rotors marked 2,3,9,1 and 5 (dis- -

regarding tens digits) will de
inegerted in the control rotor
position in that order, from left
to right as the operator faces

a

%n;;—yelme 3, Chapter XiV,
l (" . {
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Selection of cont
and cipher roiors
(continues.)

the converter, with nunbers 3 .
and 9 reversed. The remaining
five rotors markeé 6,%,8,7 and O,
will be insertee in the alphabet
position in that order from left
to right with rotor number 4
reversed. . '

: Iuiex Rotors

{according to QEP-2) was different
The order

Phe firet set of numbers in the

rotor ageembly table will designate] (FRORT) ALIGHMEST SECRET of Tsble

the combination ani slignment of
the iniex rotors. Example: On
Jan 1 the rotor ascembly table
{Tabdle 2) llets 58-10-h5-22-306.
(See Tedble 2, SIGQZF)* The index
rotor bearing the seguence 50 to 59
will be inseprted in the first pos-
ition on the left. The munber 58
is alipnees on the refasrence mark,
eto.

In QZ¥, the arrangement of the
index rotors was changed each day.
in QZ¥-2, only the alignument was
changed each day. The allignment

for each claseification.
of the index rotors{after new-style
keyliste becams effective) wae al~
waye 10-20-30-40-50. This order
was not stated in QZF-2 bul alwsys
appeared in the keylists.

r 26-30 check).

The get of mb.ern under INDXEX

I (esee sample table, SI0QZF-2)*
designates the daily allignment of
‘the index rotors to be used when
the rotor zesembly is checked by

' the 26-30 chsck group (see below,
In three separate
columng, each headed IKDEX (FRONT)
ALICHMZET, Table 11 {ses gample
table, SI0QZP-2) gives the daily
CONPIDENTIAL and RESTRICTED alignd
mente of the index rotors and
refere to Table I for the SECHET
aligument. Example: According
to Table i, on the 2nd day of
the mpuntk the lndex rotors should
be alignee at 12-23-32-42-54% for
(SECRET messages; at 11-29-37-U437
58 for CONFIDERTIAL meesages; and
at 12—2}-31-112-59 for RESTRICTED
nessages.

The sets of numbers under
INDEX (FRONT) ALIGHMENT designate’
the aligoment of the indax rotors
used for enciphering and decipher
ing.mesasges on a specific day ‘
of the month. In three separate
columns, sach headed INDEX
(FRONT) ALIGNMENT, the key list
gives the daily al iznment of the
index rotors for each classifica-
tion (see sample key list from
SIGQZP-3)* The alignment of the |
index rotors is determined by the
classification of the message and |
the day of the month, Example:
Aeccording to the key list men~
tioned sbove, on the first day
of the wonth the numbers of the
index rotors should be aligned
from left to right on the white
reference mark at 10 23 31 49 50
for SECRET messages; st 12 28 31
44 §3 for CONFIDENTIAL messages; |
and at 17 25 36 43 58 for RES-
TRICTED messages.

*The sample key list tables referres.
Section B, pages ‘

1m Yoinn; 3, Chapter xxv,‘
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26-30 Check

Hot included in SICQZT. The 26-30 check groups provided
_ : in Table I are used to check the

correctness of the dally rotor
egsenbly and of the stepping of the
control and cipher rotors. The
check 15 accomplished in the fol-
lowing mamner: Align the index
rotors &nd sseexble tha control
rotors in accordance with Tabls I.
| {See sample Tadle I from QZF-2)*
Throw the zeroize-operete key to
“Zerotze® and turn the controller
to “R*; then press down the “Blank®

snd *Bspeat® keys simultaneously
nntil the letter 0% on the tontrol
end cipher rotore appears at the
reference mark. Set the stroke
counter at zero end the zeroire-
operate key at “Operate® znd tarn
the controller to ¥E®. Now presse
‘down the "Repeat® and "A® keys
-gimmltaneously and hold until 30
letters are orinted.  The 26th,
27th, 28th, 29th and 30th letters
thus obtainee should agree sxactly
with the 26-30 check group for the
~day given in Table I.

The ?6-30 check groups provideg in
the key list are used to check the

ping of the stepping control and al-
phabet rotore. The 26~30 check is
performzd as follows: (1) Arrange
the stepping control and alphabet
rotore and align the index rotors in
accordsznce with the key 1ist and the

{2) Zeroize the converter. (3) Set
the stroke counter at zero. (U)
Switeh the geroi ge-operate key to
"Operzte” end thus tarn the econtroller
to 3%, (5) Press down the "Repeat®
nd "AY keys i maltaneously and held
until 30 letterg sre printed: (6)

| The 26th, 27th, 28th, 29th, and 30th

latters thus odtalued ehould sgree
exactly with the 26-30 check group
given in the key lisgt....

o3

correctnoss of the daily rotor arrenge-
ment and index alignment and the step-

security classification to be checked. !

*The sample key list tables referred to above ere fouml in Yolume 3, Chapter XIV, -

Section B, pages O T‘;
i
)
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| Initial Alignment

(According to S8IGQZF, the initial
alignment of the index rotors remains
the same throughout the day and since
the index rotors do not step, it is
neceasary to align them only onece at
the deginning of the dsy. For align-
ment of index rotors, see above:

“INDEX ROTORS.®) The control and
cipher rotors to be used on a given
day, having been selected and inserted..
mist he set to an initial alignment be-
fore enciphering or deciphering a meg-
sage. Daily inltiagl alignment keys
will be found in Table No. 2 of the
system empldyed in the column marked
SINITIAL ALIGRMENT.® The letters of
this keying element are bdrought into
alignment slong white reference marks
extending mcross the endplates and

sepsrator assembly. Control and cipher

 are glven for each day.

Eany Alignment - Tadle II. - This
table is used to align all rotors be-
fore beglnning the enciphsrment or de- |
cipherment of & message. Alignments |
corresponding to the SECRET, CONFIDEN- :
TIAL, and RESTRICTED classifications
Por method of
daily slignment of index rotors for
each claseification, see "Index Rotors*
under S8IGQZF-2 sbove. The control and |
eipher rotors to bs used on & given
day, having been eelected and inserted |
in the clipher unit must de set to an
initial horizontal alignment before |
enciphering or deciphering a meseage.
Daily initial alignments for each
classification will be found in the
columns of Table II marked INITIAL
ALIGEMENT (CORTROL AED CIPHER). fThe
letters of this keying element are |

rotors are aligned to the same key. ; :
Rxample: On Jan e initial aligmnentt reference marks of the control and

| given in Table No. 2 of the sample tadle;

ig JUDPX (gee Tadle 2 of SIGQZP)* The
control rotors are turnee by hand so.
that the letters JUDPX are aligned
horigontally on the reference mark.
The eipher rotors ars also turneé by
hand so that the lstters JUDPX are
aligned horigontally on the reference
mark. For use of daily initial align-

age pegsage keying slement below.

Control rotors and
‘eipher rotors will Ynvariably be , '
ialigned to the same key. Exemple: On é

brought into alignment on the white

cipher poslitions. [e]

the second day of the month, the i
initial alignment given in Table II,
i{see Tadle II from SIGQEF-2)* for

| SECRET messages is BSGUT; for CONFIDEN-
{PIAL messages, FBHVD; and for RESTRICTED
'messeges, PNPXL. Initiel sligmment willl
ibe determined by the classification of

che message. JYor use of dally initial

§
5
P
i

"allenent, see message keying element '

bolor.

e A

=]

‘lo dally ulitial align-

t‘

*The gamp
Section

l3 kuy ust tables referracﬁ. =i
+ pages Al

VP 5@ foind) 1n) fﬁ, Yoluze 3, Chager XIv,

'—"il I“\ ) J—'\
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Message Keying
Blement

4 group of any ‘j letters, except Z, | Sames as SIGQZP.
gelected at random, ... is used as

the message keying element. It will

be hereinafter termed the internal

messege indicator...

Suppose the 5

lettars selectad are XARPG. After

the control, cipher, and index rotors
are ascembled and aligned... the §
letters selectes at yandom will be

_engiphered and the cipher resultant

printed on the tape.

This cipher

. the external mes

~ (XAEPG in this example) by the oper-

resultant will hereinafter bde termed
indicator. The
control rotors and the clpher rotors
are then turnee by handi and mlignee
to the internal message indicator

ator. HNEVER align the rotors to the
W&w&e&&&
lettsrs printed on the but
alwaye Yo the internal gggggg in-

dicator.

The neseage rotor eligament ie v
derived and aligned on the stepping
control and alphabet rotors as fol-

lows:

a.

Select a group of any 5

letters at random (message indicators)

b.

Zeroize the converter.

c. Leave the controller at "R", and |
then pressing down the "Blank® and
"Repeat® ksgs simultaneously until

the letter

on the stepping con- (:

trol and alphabat rotors comes to

rest st the reference mark,

4. Strike the numeral key, 1, the
mnber of times required to align

the lst stepping control rotor (mext
to the left end plate) to the lai
letter of the message indicator.

e. Align the 2nd stepping control
rotor by etriking the numersl key 2,
the 3rd by striking the mumeral key 3,
until all five stepping control ‘
rotors ars slignee to the 5 letters

of the message indieator.

f. If any rotor is stepped past the
correct letter or if the rotors are
not alignee in proper ssquence, the
entire process must be repeated from
the geroize position.

g. After the stepping control rotors
have been aligned, chack the alignment .
of the alphabet rotors to insurs that '
nll five sare not aligned to "0.*
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_— stoqar sogra steqzr-3
bength of Message If the eryptographes text... If the cryptographed text... '

will exceed 100 5-letter groups,
the plain text will be divided
into 2 or mors equal parts and
each part will de treated ms
though 1% were a separate mes-

will exceed 350 5-1etter groups,
the plain text must be diviged
into 2 or more equal paris so
that no part will exceed 350
cipher-text groups. ¥or each
part a new internal megsage
indicator will be selected.

-~

Same as SIGQZP-2,
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TAB A

Converter ¥-134~C

(showing parts 1istéd beneath photograph)
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Detailed nescrip_'g fon of Ccnverter U134

. Converter M-134~C ig assembled from subunits such ag the kgyboard,
printer unit, rotor magnet and drive bar assemblies, controller, cipher
unit and motor unit, all of wiich are mounted on one base.

Controller. (See Tab D for interior of controller switeh,) The con-
troller (3) may be turned nanually to any one of five positions, thus con-
nectin; the operating circuits and regulating the spacing of the tape to
meet any of the followingz operating conditions:

a. Controller in "O" position. - Power switeh turned off,

b. Controller in “P" position - plain typing.

1) Key-lever contracts for nunersls and letters are connected
throuuh control switch pileups directly to the correspond-
g print marnets,
(2) Tape feed pawl opposite twelve-tooth ratchet for regular
spacing of tape.

c. Contreller in "R" position,

(1) Zeroizin~ rotors (zeroize-operate key in "Zercize" position).
1fape feed pawl is opposite the two-tootn ratanet, pre-
venting tac@ feeding.

(b) Ho. 1 prinﬁ suppress magnet is energised for each revalu~
tion of the main shaft to block printing when the "Blank"
key is depressed,

(2) Steppins gontrol rotors numbers one 1o five inclusive (zerciic-

operate key in “Oggrate" position.

(a ? The eontrol rotors numbers one to five inclusive may e
individuslly stepping by operating the numerasl keys 1,2,
3,4, or 5, respectively,

(b) HNo, 2 print suppress magnet 1s energized each time the

' pein chaft revolves to block printing.
d. Centroller in "E slt1on - encipaering text.

(1] The circuits of X" and key-Iever contretbs are connected
in parallel.

(2) The eircuit which was disconnected from the letter "Z" is con~
nected to the "Space,”
{(3) Cireuits from the elphabet key-lever contacts are routed through
the cipher unit from left te right,
(4) Tape feed pawl is opposite the ten-tooth ratchet o insert an
ex.ra space after each five-letter group.
0. Controller in “D" position - deciphering bext.
(1) Circuits from the alphabet ke ~iever contacts arc roubed through
the cipher unit from nimht to left.
(2) Tape feed pawl is oppcsilc the twelve-tooth ratchet for regular
spacing.
(3) Circuit from "Z" position on the left cipher distributor of
tae cipher unit is switched Yo print suppress megnst #1.

Keyboard. ~ See Tab I.

(Continued in Tab B) TRV S




1. Tape chut 5, Side {ape chute

9. Cover 1d 6 gyroke counter

. Contro\\er 7. Name plate with gister © mber
A. Tap® retaining g. Print nammer
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TAB B

Converter M-134~0

(showing parts listed beneath photozraph)
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(Continued from Tab &) ../ i
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Print Suppression. ~ Under certain conditions, such as spaces between
words, and stepping the rotors to zeroize them, it is necessary to suppress
printing. When the printling is to be suppressed, one of the two print
suppress magnets is energlzed and the corresponding stop pin is moved into
the patch of the print hammer and blocks printing. When the controllsr is
in the "D" position, the circuit from the letter "Z" position on the left
cipher distributor is transferred from the “Z% print magnet to print suppress .
magnet #1 (paragraph 11a{2)),

Hotor Unit. - The motor unit consists of the motir, motor fan, motor
pinion, mounting plate, and motor plug. Two types of motor units are
available as outlined in paragraph 8a, of "Maintenance Instructions for
Converter M-134-C" (SIGKKK~2) The correct procedure in subgstituting motors

_is outlired in paragraph 133¢ of the same manual. :

- "Blank"and "Repeat" Key Levers.

- a. Wnen the "Blank® key lever is depressed, a circuit through print
suppress magnet #1 is completed. This blocks printing but permits the main
shaft to make one revolution.

b. If the "Hepeat" and any operative key lever are held depressed
simultansously, the dluteh trip magnet lockup circuit will be held open,
and the clutch trip magnet will be energized every time the cam "A" closes its
print ("A") contact. Repeated operation will result as long as these two
key levers are held depressed. The "Repeat"” key will not operate if depressed
after any other key. ' o ‘

Hand-lever Oggratian.

a. The hand lever can be used, z2s a substitute for the motor, to furnish
energy to the main shaft, Teeth which are arranged in the hand-lever ratchet
mesh with a pinion known as the hand-lever pinion. This pinion is located
on the right end of the main shaft, The hand-lever pawl disc with its pawl
is fastened to the main shaft at the left end of the pinion in such a way
that the hand-lever pawl can engage with the teeth of the pinion, When the
pinion is engaged by the pawl, a downward stroke of the hand lever will
cause the main shaft to rotate. On the upward stroke the hand-lever pawl
rides over the pinion teeth without enzaging them.

b. A hand-lever slip ring which can be slid to left or rignt fits over
part of the hand-lever pinion. When the motor is used, this hand-lever slip
ring is positioned so that the pawl rides in a channel in its periphery, thus
dlaengaging the hand-~lever pawl from the pinion,

(Detailed description continued in Tab D.) . ... .
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9. Ribbon shift lever
10. Type wheel

11. Tape feed roller
12. Zeroize-operate key
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Converter M-13,4-C
{ showing standard eipher unit
(short title: OIGIVI) in place)




REF ID:A523210

- < (&;‘ﬂ et
: -t i
‘.i . . 4 1 |
i R
t /,,’ . k-m«,“ " >
‘ N u 3 B
. P f‘y i'i‘ :
. . L
D I TN Tt ke PRS-

Por detailed description, see Tabs A, B,
D,E, 1,J, K, L, M, O,
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13. Cipher unit hold-down thumbscrews
14. Cover screws

15. Right tape releasé
16. Left tape release



TAB D

Converter M-134-C
(showing the three rotor banks of the standard

cipher unit (short title: SIGIVI))
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For explanation of rotor stepping, see Tab E,

Zeroizing the Rotors.

a, With the controller in the "R" position and the zeroize-operate
key in the "Zeroize" position, circuits from tne stepping contact "B" are
routed through each of the ten rotor stepping contact assemblies and each
of the rotor magnets.

b. With the foregoins condition set up and the "Blank" and "Repeat®
keys held depressed, an impulse from the stepping contact "B" will be
applied to all ten rotor magnets (for each revolution of tie main shafi).
This will cause the rotors to be advanced to their zeroize positions., When
the rotors reaca their zero positions, the rotor stepping contacls are
opened by studs on the rotors, preventing any further stepping.

For deseription of cipher unit, see Tab M.

(Continued in Tab E)




17. Index rotors
18. Control rotors
19. Cipher rotors
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TAB E
Converter M~134~C
(cipher unit removed
and

 interior of Controller Switch)
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(Continued from Tah D\ “”:'kdf 77 Eifﬂzv; f

Rotor Magnet and Rbtor Drive Bhr Assemblies .

a. The rotors in the cipher and control mazes are advanced or stepped
ahead by pawls on the rotor drive bar assembly. This assembly is moved back
and forth, by the action of the channel cam, once for each revolution of
the main shaft The rotors to be advanced are selected by energizing their
- rotor magnets, Uhen a rotor magnet is energized, the rear portion of its

armature moves upward, tripping its associated rotor pawl latch. This releases
the corresponding rotor pawl so that its front end moves up to engage a

notch on the rotor. Wnile the rotor drive bar asselbly is being moves for-
ward, those rotors that are engaged by their pawls will be advanced one atep,.
ﬁnen the rotor drive bar assewbly returns to tne inoperative position, the
rotor pawls will be reset on their latches by their reset screws.

) b. The positions and wiring of the rotors in the control and index
mazes determine which of the rotors in the cipher maze are to be advanced
with the operation of a key lever. For each revolution of the main shaft,
an impulse from the stepping con.act "B" is routed through a minimum cf
one and a maximum of four of the cipher rotor magnets,

¢. Another circuit is routed from the steppina contact "B to the
number three rotor magnet of the control magze, so that it advances its
rotor once for each revolution of the main shaft. Every time the letter "0
of this third rotor is aligned with the wilte reference marks on the cipher
unit, a stud on its peripheéry closes a pair of contacts, completing a cir-
cuit to the number four rotor magnet, When the letter WO" of tuis fourth
rotor is alipned with the wihilte refcrence marks on the cipher unit, a
gimilar stud on its periphery closes a contact. When conbacts at the third
and fourth positions are closed, a circuit to the number two rotor magnet
is completed, That is to say, the third rotor is advanced once for each
revolution of the main shaft, the fourth rotor is advanced at least once
for every 25 revolutions of the main shaft, and the second rotor is advanced
at least once for every 476 revolutions of the main shaft, The first and
fifth rotors in the control maze are not advanced during plain, encipher,
or decipher operations.

Stepping lndividual Rotors in the Control Maze. ~ With the controller
in the "R" position and the zeromze~operate kny "in the “Operate™ positlon,
circuits from the upper contacts of the numeral key levers 1 to 5 are con-
nected to their respective print magnets in the regular way. However, a
circult from the stepping contact "B" is routed to print suppress magnet #2.
This blocks printing during the stepping operation. The lower contacts of
the numeral key levers 1l to 5 complate circuits from the stepping contact "B
to each of the five rotor magnets in the control maze. With each operation
of a numeral key lever (1 to 5) the corresponding rotor magnet of the control
mage will be energlzed, permitting its assoclated rotor to advance one step.
The cipher rotors also advance during this operation in an unpredictable
manner. ,

FTT e R p ‘1";“‘ TUre # ,e‘:’* 0 ’,
(Detailed deseription conginggdziﬁAfgb J) SR S
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FIG. S
20. Rotor pawl 23. Place finder outlet
21. Rotor drive bar 24. Motor plug
22. Power fuses 25. Dummy plug
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Converter M-134-C

(showing ports listed beneath photograph)
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For detailed description see Taps 4, B,
D,E,1,J, K, L, i, 0.
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6. Printer unit contacts
7. Printer it plugs wg and
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(Partly dismantled - see parts listed
baneatn photograph)
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FIG. 7

30. Grounding clip 32. Motor mounting plate
31. Power plug 33. Hand-lever ratchet
34. Hand lever
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Converter M-134-C

parts listed

(Partly dismantled - see

beneath photograpi)
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FIG. 8

35. Cover retaining stud bolt  37. Tandem cable with plug
36. Filter condenser 38. Resistors g

SEURKEIL
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TAB I
Converter M-134~C
(Underneath View)
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(Continued from TabE) — ..  :.

Keyboard. - (See also Tab A) -

a. The keyboard key levers are pivoted on a cross shaft located
on the underside of the base. A projection on each key lever (extend-
ing downward) closes a. set of contacts whenever a key lever is depressed.
These contacts close circuits to the print magnets and to the eclutch
trip magnet. The clutch trip magnet controls the starting of the main
shaft, which supplied powsr for operating the mechanism,

bs The key levers for the number keys, 1, 2, 3, 4 and 5, close an
extra pair of contacts whenever they are depressed. These additional
contacts may be used in connection with aligning the initial setting of
letters on the rotors in the contrel maze, but are not used in the present
Army operating procedure.

¢. A bar called the universal bar extends beneath all the ke, levers.

This bar permits a pair of contacts (called the universal contacts ta
cloae each time a key lever is depressed.

(Continued in Tab J)
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39. Key-lever contacts
40. Clutch trip magnet
41. Universal contacts
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Converter M-13/«-0
- {Printer Unit)
Figs. 10, 17, 18, 19
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(Continued from Tab_;)v(,;iiiﬁ-gfrﬁ

Ppinter Unit.

a. 7The printer unit (figs. 10 and 17) consists essentially
of a print magnet, an armature, a latch and stop pin for each
character; a type-wheel shaft with stop armj type wheel; print
hammers tape feeding mechamsm; and two friction clutcnes.

b. The character to be printed is determined by the selection
of a print maghet. ﬂjen the print magnet armature is attracted,

© 4t will move the stop pin latch away from the toolh on its associated

stop pin, permitting the stop pin to be pulled by its spring into
the path of the stop arm (fig. 17).
¢, The type-wneel shaft is driven by the printer drive gear

- on the main shaft, through the mediun of a friction clutch. The

type-wieel shaft is stopped in the correct position for the printing
of the selected character vaen the stop arm contacts the selected
stop pin. :

d. The print hammer follower (fiz. 18) is moved up and down
by the action of its cam and spring. The forward end of this print
hammer followsr, in turn, movea the right end of the print hammer
arm down, causing the left end to strike the paper tape against the
ribbon and type wheel, printing the character.

a, After printing of the cnaracter has taken place, the printer
reset cam will move the reget yoke and reset collar toward the rear,
resetting the stop pin in its latcied position (fig. 17).

£f. The ribben nechaniam (f£ig. l9§9 located above the type wheel,
is actuated by the ribbon shift lever which rides cn an accentric on
the type-wheel shaft at the rear of the type wheel, As the accentric
raises and lowers the ribbon shift lever, a tooth on one side of this
lover engages one of the ribbon ratehets, winding the ribbon on the
associated spoel. Uhen the ribbon is unwound from one spool, it can
be rewound by moving the ribbon shift lever manually toward that
apool.
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42. Printer unit 44. Tape feed shaft gear
43. Type-wheel shaft friction 45. Tape feed ratchet assembly
clutch assembly
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Converter M~134~C
(Showing especially Main Shaft) -
?1@8. ll, ‘30,. 21 ' "




(Continued from Tabd) '/

Main Snaft. e, A

a. 7The main shaft assembly (fig. 20) includes the driving clutch,
gear hub, counter cam, tape feed cam, print hammer cam, cam ®A," cam
fB," printer drive gear, printer reset cem, channel cam, cluteh reseb
lever reset cam, hand-lever pinion, and hand-lever slip ring.

b, The power for cperating the mechanism of the converter is
supplied b- the motor or by the hand lever, The motor pinion meshes
with the motor driven gear. This gear is mounted on the gear hub, with
the tape feed drive gear and the drive member of the driving clutch
{fig. 20). The gear hub revolves continually while the motor is running.

¢. In the normal inoperative position, the main shaft asgenbly
(except the gear hub) is held stationary, because the driven member of
the driving clutch is held out of mesh with the drive menber, by the
elutch throwout lever (fig. 20 and Z1). Vhen the cluteh trip lever
latening extension releases the clutch reset lever lower extension, the
¢clutch throwout lever will be moved away from the cammin: surface of
the cluteh driven member permitting the clutch to engage and the maln
" ghaft to revolve with the gear hub.

d. ¥When any key lever is dﬁpresaed, the follawing operations
are performed: :

(1) The universal contacts olose (Tab I, #L1). '

(2) The key~lever contacts clese, completing a circuit
throuzh one of the print magnets, and the clutch trip
magnet. (Circuits covered in Tab 0.)

(3) The clutehr trip magnet is energized, and is held
energized, through tie cloeing of itg locking contacts
and the universal conbacts, oparating the clutch trip
lever.

(4) Uhen the clutch trip lever is actuated (figs. 20 and 21),
its latching extension will be raised, permitting the
cluteh reset lever lower extension forward and move the
adjusting serew down apgainsgt tihe clubtech throwoul lever..
As the cluteh reset lever continues to move, the forward
end of the cluteh throwout lever is difted out of engage-
ment with the camming surface of the driven clutch
menber, permitting the main shaft to revolve., Near the
end of the revolution of the main shaft, the clutch reset
lever reset cam moves the clubch reset lever reset exten-
sion and returns the clutch reset lever lower extension
to its latched position, permitting the cluteh throwout
lever to move down to and in the path of the camuning
surface of the cluteh driven member, camming it out of
mesh with the drive member.

. {Cintinued on opposite page
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- (Tab K, continued)

(5) Tne nonrepeat laten is provided to prevent more than :

one operation with each depression of a key levar,
regardless of the length of time a key lever is held
depressed (fig. 21). Should the key lever be held
depressed fui a period longer than that required for
one revolution of the main shaft, the cluteh reset
lever lower extension will engage the tooth on the
nonrepeat lateh, and the elubch throwout lever will be
held againgt the camming surface of the cluteh driven
member. When tLhe key lever is released, the clutch
trip lever will assume its lnoperative position, and
its latehing extension will push the nonrepeat latch
down out of engagement with the cluteh reset lever
lower extension., This will permit the latching
extension of the clutch trip lever to enguage the lower

. extension of the clutch reset lever. The ciubeh reset

lever will be held in this position until the cluteh
trdp masnet is energlzed again by the depression of a
key lever.
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. Main shaft
. Motor pinion
. Clutch throwout lever

49. Main shaft driving clutch
50. Hand-lever pawl
51. Hand-lever slip ring
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ﬁdnverter 1340
(Gears and Cams on Main Shaft)
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Tage Feeding or Sggcing.
Tape feeding or spacing is accamplished by rotating the

tape £bed shaft clockwise the equivalent of one or more letter spaces
as required., The tape feed shaft is rotated by the tape feed drive
gear {on the main shaft gear hub) through the medium of g friction
¢lutch (Tab J, Fig. 18). The tape is fed between two knurled rollers.
The pressure roller is attached to the tape chute and is held uwp
againat the tape feed rollsr by a spring, The tape feed roller is
attached to the tape feed shaft, A gear is fastened to the rear of
each of the rollers. As the tape feed shaft is rotated, the tape
feed roller and zear will rotate clockwise and tae pressure roller and
gear will rotate counterclockwise, cauging the tape to be fed through
the rollers and tape chute. Spacin; of the tape is regulated by a
tape feed pawl and a ratchet asselbly. The tape feed pawl is mounted
on a shaft, just below the tape feed shafii. The tape feed ratciet
agsenbly is made up of taree rabtc.ets and is mounted on the tape feed
shaft.

b, The tape feed pawl 1s operated by the tape feed pawl follower
and tape feed cam, With cach operation of the main shaft, the tape
feed pawl moves away from a ratcaet tooth just lon: enough to permit
the tape feed shaft and ratchet to turn until stopped by the neut
ratchet tooth. Thus the tape will be spaced out in the proper amount.

c. The frcat to rear position of the tape feed pawl is controlled
by the position of the controller so that the tape feed pawd will
operate in conjunction with one of the three ratchets. The rear.
ratchet has twelve teeth; the middle ratchet has two teeth; and the
front ratchet has ten teeth which are spaced the same as the twelve-
tooth ratchet, with the exception that one tooth is missing after sach
group of five teeth, Bach tooth on the two-tooth ratchet 1ines up
with the first tooth of each five~tooth group on the front ratchet.

d. Wien the controller is moved to the "P" or "D" position, the
tape feed shift arm will move the tape feed shift lever so that the
tape feed pawl will be in line with the twelve-tooth ratchet. The
spacing of the tape will be rbg&lar.

e. Waen the controller is in the "E" pogition, the tape feed
pawl will Le in line with the ten-tooth ratehet and the tape will be
advanced an extra space after every five-letter group.

f. The purpose of the two-tooth ratchet is to start the spacing
of each five-letter enciphered group on the first letter. When the
controller is moved through the "R® to the "E" position for encipher-
ment, the tape feed pawl moves across a tooth on the two-tooth rateaet
to a position vhere one of the teeth is missing on the ten~tooth
ratchet, This will then be the proper position to start spacing for
a five-letter enciphered group. When the #R" position of the controller
is used, the tape feed pawl is opposite the two-tooth ratchet. The
teeth of the two-toath ratchat are long enéhgq to prevent spacing
in the "R® positian. . L




52.
. Counter cam
54.
55.
56.
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Tape feed drive gear

Tape feed cam
Print hammer cam
“B” (stepping, contact

57.
58.
59.
60.
61.

“A” (print) contact
Printer drive gear
Printer reset cam
Main shaft
Channel cam

55
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(Continued from Tab ﬂ)' B

Cigger Unit.

a. The cipher unit is designed to use five cipher, five
control, and five index rotors. The cipher and control rotors may
be used interchangeably in the cipher or control meze. The five
index rotors can be used only in the index maze.

b. The cipher and control rotors are the larger size with 26
contacts while the index rotors are smaller and have 10 contacts.
Each large rotor is made up of a steel ratchet wheel assembled between
two bakelite sides. Each index or small rotor is made up of two
bakelite sides but does not use the steel ratcihet wheel. Each large
‘rotor nas 26 connections or "buttons" molded into each of its two
sides, and each index rotor has 10 buttons. The connecting buttons
.on each side of each rotor are wired to the connecting buttons on
the other side in a predetermined manner. When positioned in the
.eipher unit, the connecting buttong on the fage of one robor are
connected to those on the adjacent rotors through the contact
plungers mounted in the cipher unit separators, The outer connecting
buttons on the end rotors are connected by the separators to the left
and right end distributors. The right and left end distributors of
the cipher maze are connected to the control switeh pileups at the
control camj the right end distributor of the control juze is wired
to contact ®BY; the left end distributors of the control and index
mazes are wired together; the right eand distributor of the index
maze 1s wired to the zercize-operate key. W¥hen the converter is set
for typing plain text, circuits from the key-lever contacts are con-
nected at the control switch plleups of the control column to the
corresponding print mapgnets, Wien the converter is set for encipher-
ing, the circuits from the key-lever contacts are routed at the
control column through the contacts and wiring of the cipher maze .
in a left-to-right direction. When the converter is set for decipher-
ing, the circuits are similar except tuat they pass through the cipher
maze in a reverse direction (right-to-left), The angular position of
one or more of the rotors in tae cipher maze are changed by advancing
them one step with each operation of a key lever. This is accomplished
by means of the rotor magnet assembly and the rotor drive bar assembly.
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62. Cipher unit 64. Index rotor
63. Rotor shaft 65. Cipher and control rotors
66. Name plate with register number
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Converter M-134~C

(Special Cipher Unit (short title: SIGAMUG),
partly dismantled)




REF ID:A523210

e T’T'/""‘ ST

]

The special cipher unit (short title: SIGAMUG) can be used in
the place of the rtgular cipher unit (short title: SIGIVI) in
crder to make Converter M-134~C the equivalent of the Combined
Cipher Machins. The stepping of the SIGAMUG rotors is controlled
by the contours cut at irregular intervals on the periphery of the

rotors. Only five rotors are used in SIGAMUG at one time. The rotors

in the Standard cipher unit (short title: SIGIVI) ARE NOT INTER-
CHANGEABLE with those used in the speecial cipher unit. HMore detailed
- information in reference to the use of SIGAMUG may be obtained from

the document "Operating Instructions for Combined Cipher Machinesg®
(short title: SIGDUEN?. ,

I it St
e e
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CAUTION

SE” CONTROLLER AT “R™ AND ADVANCE
“wE STEP WITH BLANK KEY AFTER
FACH MANUAL SET-UP OF THE
CODE WHEELS

SIGAMUC CONFIDENTIAL REG.NO. 882 |

FIG. 16

73. Speeial eipher unit (short title: 78 Contours cut in periphery of rotors
. SIGAMUG) - 76. Name plate (removed to permit view
4. Contact operating arms of contact,operating arms)
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" Detailed Description of Circuits and
. Wiring Diagram 50~D~18511A

(Actual Wiring of Converter U-134~C)
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Dalcrigtion of Gigguits.
The electrical wiring of the converter may be divided into
sevaral different circuits, The two primary circuits are the "printinz"
and "stepping" circuits. Secondary circuits consist of motor, spark
suppressor, and power distribution circuits.

b, To change from a.c. to d,c. operation or vice versa, the only
change necegsary in the installation of the proper motor (par. 133e,
‘"Maintenance Inatructions for Converter K-13/~C" (short title: SIGKKE-2)).

¢. All changes in the wiring of the power distribution circuits
necessitated by a change of power are accomplished by the internal wiring
of the motor and dummy plugs.

d. In tracing the circuits described in paragraphs below, the
actual wiring circuit, 3C-D-185114, should be used. All ¢circuits have
bean traced assuming a.e. power.

. Print ecircuit, controller in "pW posxtion. - This paragraph traces
the circuit of the letter "A"; the zeroize-operate key must be in the
"Qperate™ position. One side of power at R of terminal block - R wire to
fuse - thru fuse - R wirs to power switch - thru power switch - Y wire to ¥
on terminal block - Y wire to R-1 switch - closed contacts of Rl switch -

BR wire to common side of key-lever contacts -~ letter "A" key-lever con-
tacts - Y wire to #1 of receptacle A-Y wire to letter "A" control switch
pileup - thru closed contacts of upper and lower pileups - ¥ wire to #1 of
receptacle B-Y wire to #1 of plug C ~ thru letter MA" print magnet - #22
of plug C - W wire to operate contacts of zeroize-operate key - made con~
tacta - Y wire to contact A - thru contacts -~ G wire to contuct of clutch
trip magnet -~ O wire to clutch trip magnet ~ thru magnet - R wire to 300-
ohm resistor -~ R wire to R terminal - strapped to G thru motor plug - G
wire to G on terminal block -~ G wire to power switch - thru power switch -
BK wire to fuse - thru fuse -~ BK wire to BK on terminal block ~ other gide

of power.

Print circuit, controller in "E" Egsitxnn.

a, V¥ith the controller in the position the selected letter is
enciphered., Tals means' that the energized magnet in the printer may not
correspond to the key lever operated. Tais is caused by the printing
¢ircuit going threugh the cipher rotors from distributor B to distributor A,

b. This subparagraph traces the circuit of tihe letter "A"; the
zeroize-operate key must be in the "Operate" position., One aide of power

at R of terminal block - R wire to fuse - thru fuse - R wire to power
switch - thru power switeh - Y wire to Y on terminal block - Y wire to R-1
gwiteh - closed contacts of R-l switch -~ BR wipe to common side of key=-
lever contacts -~ letter "A" lever contacts — ¥ wire to #1 of peceptacls A -
Y wire to upper control switch pileup of letter "A" - closed contacts of
upper pileup -~ lower pileup - BR wire to distributor B - thru maze - At
this point the circuit to distributor A is determined by the wiring of the
five cipher rotors. For purposes of tracing the circuit assume it temminates

- = e e
o ; SETE

R [ i ;‘?
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BK on terminal block ~ other side of power.
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on the letter "BY of. distributcr A -~ PK wire to upper control switch
pileup of letter "B" - lower pileup ~ made gontacts - G wire to 72

of receptacle B ~ G wire to #1 of pluz D - thru print magnet of

letter "Bf - #22 of plug D - PK wire to #24 of plug C - W wire to

operate contacts of zervize-operate key - made contacts -~ Y wire to
contact A - thru contacts - G wire to contact of clutch trip magnet -
0 wire to ¢lutch trip magnet - thru magnet - R wire to 300-ohm resistor -
R wire to R terminal - strapped to G thru motor plug - G wire to G on- :
terninal block - G wire to power switgh-~thru power switch -~ BK wire to
fuse ~ thru fuse - BK wire to BK on terminal block - obher side of

power.

Print circuit, controller in °D% s.tt.i ‘ -
a. Wirh %ha controllier in the "D" pos ion, the converter will .
decipher a previously enciphered character. If the proper operating
procedure has been followed, all rotors of the ciphar maze will be
in the same position as when the character was enciphered, To

{Cireuits, cont.:!.nued)

~ decipher the character, it is only necessary to reverss the circuit :'

through the rotors of the cipher maze. _

" b. This subparagraph traces the circuit of the letter "B"; the
zeroize-operate key must be in tihe "Operate" position. One side of
power at R of terminal block - R wire to fuse ~ thru fuse - R wire to
power switch - thru power switch — Y wire to ¥ on terminal block ~ ¥
wire to B~1 switch - closed contacts of H~l switch ~ BR wire to common
side of key-lever contacts -~ letter "B" key-lever contacts - G wire
to #2 of receptacle A- G wire to upper control switch pileup of letter

 "B® . made contacta of upper pileup -~ PX wire to distributor A - thru’
wiring of five cipher rotors, terminating at "A" on distributor B (as

agsumed in paragraph above) - BR wire to lower control switch pileup
of letter "A" - glosed contacts of lower pileup -~ Y wire to #1 of
receptacie B - Y wire to #1 of plug G = thru lstter "A" print magnet -
#22 of plug C ~ W wire to operate contacts of zeroige-operate key - -
made contacts ~ ¥ wire to contact A -~ thru contacts - & wire to con~

‘tack of clutch trip nagnet -~ O wire to clutch trip magnet - thru
~magnet - R wire to 300-ohm resistor - R 'wire to R terminal - strapped
to G thru motor plug - G wire to G on términal block - G wire to power

switch - thru poyer switch - BK wire to fise - thru fuse - BK wire to

ts,L controller in "E" or npw
osit. on, zeroize-operate key in perz;te" tion. .
Wnen enciphering, deciphering, or individually stepping the
control rotors, & minimunm of one and a maximum of four of the cipher
rotors advance one step during each revolution of the main shaft.

{Continued on revﬁrse side) -




REF ID A523210

e SETT T N T s A
e S ; ! %3
v
.

IR ?
(Circuita, contlnued) 2

b, The number of cipher rotor magnets energized is controlled by
the number of ¢ircuita completed through the control.and index rotors.
Pour contact buttons in’the right distributor of the control maze are
wired together. These four- circuits, after going through the rotors of
the control msze, terminate at-contact buttons on the left ‘control dis-
tributor, As determined by the wiring of the control rotors and the
left control distributor it is possible to have 'a minimum of one and a
maximum of four clrcuits c¢ontinue on from this point, In the index
maze it is also possible to reduce the number of circuits. On the in-
comin (left) side of the maze there are nine available circuits (#1 is

? Due to the strapping of the contacts on tae out~going (right)
side of the maze, only five circuits continue. The actual paths of the
circuits would be determined by the wiring of the index rotors.

c. One side of power at R of terminal bleck - R wire to fuse - thru
fuse = R wire to power switch - thru power switch - ¥ wire to Y on terninal
block - Y wire to R-l switech - Y astrap to P switeh - internal strap and
closed contacts to BE of P switch - BK wire to "B" contacts ("B" contacts
close when the main shaft starts to revolve) - R wire to right side of
control maze - (for the purpose of tracing the circuit assume all terminate
on #3) ~ #3 on left of control maze - BR wire to #3 of index maze - thru
rotors of index maze - (for the purpvse of tracing the circuit assume it
terminates on £8 at the right side of the index maze) - R wire to operate
contacts of zeroize-operate key - 8D to 85 contact - BR wire to contact
8 of rotor magnet assembly outlet - prong 8 of plug — R wire to magnet #8
- thru magnet - common strap - R wire to prong 12 of plug - contact 12 of
outlet -~ R wire to resistor - thru 25 ohms resistance - Y wire to ¥
terminal - strapped to G thru motor plug - G wire to G on terminal block -
G wire to power switch - thru power switch - BK wire to fuse - thru fuse -
BK wire to BK on terminal block - other side of power, -

Stepping circuit. control rotor magnets, controller in ”E" oy “B“
position, zoroizo—c te key in rate” position.

a, Mapgnaet Cne side of power at R of terminal block - R wire to
fuse ~ thru fuse - R wire to power switch - thru power switch - Y wire to
Y on terminal block - Y wire to R-l switch ~ Y strap to P switch - internal

‘strap and closed contacts to BK of P switch ~ BK wire to "B" contacts {("B"

contadts ¢lose when main shaft starts to revolve) - R wire to R-2 switch -

' closed contacts of R-2 switch -~ Y wire to swinger contact spring of #3 con-

trol rotor stepping contacts -~ R wire to contact 3 of rotor magnet assembly
outlet -~ prong 3 of plug - BR wire to magnet #3 - thru magnei ~ common
strap - BK-wire-to prong 1l of plug - eentact 1l of eutlst - BK wire to
resistor - thru 25 ohms resistance - R wire to R termfnal - ohrapped b0
R and G terminals thru motor plug - G wire to G on terminal block - G
wire to power switch - thru power switch - DK wire to fuse - thru fuse -
BK wire to BK on terminal block - other side of power.

b. HMagnet #4. To energize magnet #4, the outer contact of rotor
stepping contact assembly #3 must close, The closing of tais contact
places magnet #4 in parallel with magnet #3. One side of power at R of

—
w0
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(Circuits, continued)

terminal block to swinger cont.aot spring of #3 control rotor ntapping
contacts as in g above. Thru made swinger and outer contatts of #3
control rotor atcpping contacts - G wire to R-2 switeh - closed con~
tacts of B2 switch ~ BK wire to swinger contact spring of #, control
rotor stepping contacts ~ BK wire to contact 4 of rotor magnet outlet -
prong 4 of plug - PK wire to znagnat #4 ~ thru magnet - common strap -
BK wire to prong 11 of plug - contact’ 11 of outlet,” Ga.rcuit aontinues
from this point as in a above to other side of power. ’
‘c. Magnet #2. To energize magnet #2, the outer contacts of rotor
stepping contact sssemblies #3 and #4 must be closed. The clesing of
‘these contacts places magnet #2 in parallel with 'magnets #3 and #,.
One side of power at R of terminal block to swinger contast spring of
#i control rotor stepping contacts as in a and b above. Thru made
awinger and outer contact of #4 control rotor stepping contacts ~ O
wire to R-2 switch - closed contacts of E-2 switch -~ S wire to ewinger
contact apring of #2 control rotor stepping contacts - S wire to
contact 2 of rotor magnet outlet - prong 2 of plug - G wire to #2 magnet
- thru mgnet ~ common strap - BK wire to prong 1l of plug - cantact 11
of outlet, Circult continues from this point as in a above to other
side of power, .

Stepping eircuit, all mtor ma,gnets. controller in "RY position,

zeroize-operate key in 1Zeroize" position.
a. %meh #8 used for illustration of cipher rotor cireuit, -

One side of power at A of terminal block -~ R wire to fuse - thru fuse -
R wire to power switch -~ thru power switch -~ ¥ wire to Y on terminel b
block - Y wire to R-1 switch - Y strap to P switch - intsrnal strap to
closed contacts to BK of P switch - BK wire to "B contacts ("B" contacts
close when main shaft starts to revolve) - R wire to zeroize-operate key
(ten contacts of the zeroize-operate key are strapped to route circuits
to tie ten rotor magnets) - thru #8 set of rotor stepping contacts -
R wire to #8 set of cipher rotor stepping contacts - thru cloged con-
tac'c.s - BR wire to contact 8 of rotor mignet assembly cutlet - prong

& of plug - R wire to magnet #8 ~ thru magnet -~ common strap - B wire
to prong 12 of plug - contact 12 of ocutlet ~ R wire to resistor- thru
25 ohms resistance - ¥ wire to Y terminal - strapped to G thru moter
plug ~ G wire to G on terminal block - G wire to power switch - thru
power switch - BK wire to fuse - thru fuse - BK wire to BK on terminal
block - other side of power.

"~ b. Megnet #3 used for illustration ggcmtrol rogr eiroyit. -~
One side of power to the ten strapped contacts of the zeroize-operate
key as in a above - thru #3 set of rotor stepping contacts ~ BR wire
to inner contact spring of #3 control rotor stepping contacts - thru
clogsed contacts ~ R wire to contact 3 of rotor maghet assembly outlet -
‘prong 3 of plug - BR wire to maznet #3 - thru magnet - common strap -
BK wire to prong 1l of plug - contact 11 of outlet - BK wire to

(Continued on reverse side)
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resistor - thru 25 ohme- resistance - R wire to R terminal - . strapped to R

and G terminals thru meter plug - 0 wire to G on terminal block - G wire
bo power switch - thru switeh — BK wife to fuse - thru fuse - BK wire to
8K on terminal block~ other aide of power. ;

sm .’m circuib gontrol rotor magnets, controller in "R" position,
zeroize~operate key in f0perate" position. - Magnet #3
‘control rotor c¢ircuits. One side of power at R of terminal block R
wire to fuss - thru fuse - R wire to power switch - thru power switch Y
wire to Y on terminal block Y wire to R-l switch - ¥ strap to P switeh -
internal strap and c¢losed contacts to BK of P switch - 3K wire to “B“
contacts {"B" contacts close when main shaft starts to rewlve) - R wire to
lower sontact of number 5 key lsver - common strap to lower contact. of
number 3 key lever (key -lever operated) - thru contacts - R wire to contact
3 o6f rotor magnet assembly outlet - prong 3 of plug -~ BR wire tc magnet #3 -
thru magnet -~ common strap ~ BK wire to prong 11 of plug - contget 11 of
outlet - BK wire to resistor - thru 25 ohms resistance - R wire to R ter-
minal -~ strapped to R and G terminals thru motor plug - G wire to G on

terminal block - G wire to power switch - thru power switch - BK wire to
fuse - thru fuse -~ BK wire to EK on terminal block - other side of power.

Spark suggreamr circuits.
a. JSpark suppressor circu::.t.z are used across the A" (print) oon-~

tacts and across the contacts of the conirol and cipher rotors.

b, The "A" (print) contact suppressor circuit consists of one l-micro-

farad condenser and 400 ohms of resistance in series, across the "A" contacts.
¢+ A spark protection eircult containing one 2-mocrofarad condenser

is cornected across the series circuit which includes the contacts of the

control and index rotors and the windings of the cipher rotor magnets,

Hiaeallaneous circuits.

3. Cluteh trip sasmet loekup circuit. - One side of power at R of
terminal block - R wire to fuse - thru fuse - R wire to power switch -
thru power switch - ¥ wire to ¥ on terminal block - strapped to Y on ter-
minal block — Y wire to "Repe:st® key contacts ~ thru closed contacts of
“ﬂepeat" key - PK wire to universal contacts ~ thru made universal contacts -
5 wire to #27 of receptacle A - to #27 of receptacle B — S wire to locking
contact of clutch trip magnet « thru made contacts - O wire to clutch trip
magaet - thru magnet - R wirc to 300~ohm resistor - B wire to R terminal -
strapped to G thru motor plug - G wire to G on terminal block - G wire to
vower switeh - thru power switch ~ ZK wire to fuse - thru fuse - BK wire
to BK on terminal block - other side of power.

L. Iine filter circuits. - Connected across the incomin—' power line at
the fuses are two mcrofarad condensers » one from each side of the power
line to a common sround. , .
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(Circuits, continued)

¢. Power distribution, ~ Changes in power distribution cir-
cuits when using 110-v., a.c¢. or d.c., or 24~v. emergency power:

Circuits : 110-v a.c. - 110-v d,c,
~ Print Suppress ¥agnet #2 300 ohms in series 300 ohms in serles
Print Circuit None ‘ 300 ohms in series

Stepping Magnet, Control Rotors 25 ohms in series 100 ohms in series
Stepping Maynet, Cipher Hotors 25 ohms in series 100 ohms in series

¥When operating on 24~v. emergency power supply, all the above resistors
are short circuited, In addition a 300-ohm resistor is shunted across
the winding of the cluteh trip magnet.

d. The circult changes outlined in ¢ avove are accomplished auto-
matically tarouzh the lnternal wiring of the motor and dummy plugs
when inserted in their proper location.
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TAB P
Pluggable Rotor
(short title: SIGHEK)
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70. p.

71. Engray,
atch cords
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72, Pluggable rotor (short title: SIGHEK)
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IA28 RING PLATE COVER SCREW

] -
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TAB R
Converter U-134-0

Receipt and Distribution Chart
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-che converteés ‘i3 dated March 1942.
'?manufacturerj p to this date.
"the 280 conv'rters were not available.

b

A
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* The follow1ng‘w1ll be noted:

1
R
T
i

|
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~The first VO cher executed by the Custodian, Arlington Hall Station, assuming respon51b111ty for
This voucher consolldateo all converters delivered by the
It is stated that vouchers covering individual deliveries for

1942 Febugary Total _“1 includes 47 converters of Ol thru 200 series the date of original issue
SR oﬁ which could not be imnediately determined.

' ;: L?j“r Total 3_2 includes 21 converters of 201 thru 300 series, same. as above.
‘ ‘ if‘ November Total L36  includes 22 converters of 301 thru 400 serles, same a; above.
ry Total 572 includes 14 n oL ™ 500 no
f:'a.ry:f." 629 v 28 v o1 w600 v wo oot
B w3 2 601 " 700 v S | |
"o973  n 3 L 0L " 900 "  o | "
VU209 3 " 901 " 1000 M. . |
noigsg o 3 v o1 " 1200 v o
..  4|,_1_‘292 " 1 n 1261 no1300 0 nj‘
m 1429 "R 2 1301 " 1400 | E vl
3362), .- [__55 totol of 353 ol &,
: -1 converter distributed
% 0115-—— - |
r3217 Ao aQAﬁLéw/ L 194 ) — 198 | ' ‘ ’ R

number of converters delivered
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0f£icial Documents Concerning Physical Safeguarding of Converter M-13,-C
(Sea Chapter xv)

1.

2

3.
be

6.
7.

'90

10.

Army-Navy Joint Policy Concerning Diat.ribution and Bisclosure of
Cryptographie Design of the ECM-).BA—-G.

“Policy Concerning Distribution and Disclosure of Cryptographic
Design of Converters é-134, M-134-A, M=134-CY, GPSIC 461 Codes,
2L, August 1942, .

Same title, AG 413.51 (1 Jul 44) OB-S-B-l, 3 July 1944,

Same title, (Change let.ter), AG L13.51 (26 Jul 44) OB-S-B-H,
28 July 1944.

fPolicy Concerning Distribution and Disclosure of Cryptographic
Design of Converter M-134~C," AG 41351 (11 Oct 44) OB-S-B-l,
12 October 1944.

Same title, AG 413,51 (15 Jun h5) QBr-S-oB 17 June 1945.

Paragraphs 11, 15, and 17 of "General Instructions for Converter
V-134-C" (short title:s SIGBRE-1), AG 311,5 (21 Feb lsS) 0B=3-8,
authenticated 7 ﬁay 1945; published June 1945.

fInstructions for Pmpe:t‘ Packing and Handling of SIGABA and All
Other Cryptographic laterial for Overseas Shipment®, AG 311.5
(12 Jul A4L)OB-S~SPSIC-¥, 12 July 1944.

"Proper Safegmarding of SIGABA Equipment®"; SPSIS 461 Codes, 30
Harch 1943.

"Policy Concerning Transportation of Converter E-134~C in Aircraft®,
AG 311.5 (28 Hov 44) OB~3-B-M, 1 December 1944,

"Policy Concerning the Use of Chest CH-76", AG 428 (14 Peb 45)
0B-3-B-11, 17 February 1945.

"policy Concerning the Use of Chegt CH-76%, AG 428 (31 Mar 45)
OB~S-3-M, 3 April 1945.
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Paragraphs 11, 15 and 17 of "General

Instructions for Converter M-134~C"
éahart title: SIGBRE-1), AG 311.5
21 Feb 45)0B-S~B, authenticated

7 May 1945; published June 1945

#* # % .

TOD ErRs =
1 ) 13?_” i VAL h

Classification and Safepuarding.

a. Converter M:—lBl;-C » exclusive of rotors, is classified CONFIDENTIAL.
b. The cipher unit, exclusive of rotors, is classified CONFIDENTIAL,
c. The index rotors are classified CONFIDENTIAL,

d. The eipher and control rotors, including the pluggable rotor, are
classified SECRET.

e. The combined adapter (short title: SIGAMUG), oxclusive of rotors,
is clagsified CONFIDENTIAL.

£, Converter M-134~C and associated materisl will be handled in
accordance with the provisions of AR 380-5, 15 March 1944. In~
formation pertaining to Converter 1-134-C and associated material
will be divulged on.y to those duly authorized members of the
U, S. amed forces and specifically authorized U, S, citizens
whose eryptographic duties necessitate a knowledge of such informa-
tion and who have been clecred in accordance with letter AG 311.5
(12 Mar 45) OB=I~B-M, 21 March 1945, Subject: Clearance of Per~
sonnel for Cryptographic Duties.

® * # +# ¥ %

Access to and Safeguarding of Information Pertaining to Converter M-134-C,

a, Only persons who-are suthorized in accordance with the policy
of the Var Department governing clearance of cryptographic per-
sonnel (see par. 11) will have access to Converter M-134~C,
agsociated material, or information pertaining thereto.

b, All information concerning any details of Converter .g—m-c s includ-

ing rotors, wiring diapgrams, key lists, keying instructions, main-
tenance instructions, and operating instructions, will be regarded
as classified information and will be divulged only in accordance
with paragraph 1l above.
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The War De

-Allies of the United States provided tha it is accompanied by

a liaison officer and Communication Group., It will be the duty
of the liaison officer to prevent the viewing of the converter
or its operation, or the viewing of associated ecuipment and
documents, by anyone other than authorized personnel of U. 8.
armed forces.

# , * # ' % * %

17. Safeguarding Converter M-134~C in Foreign Countries,

Qe

Converter M~134~C will not be taken into areas which are liable
to imminent capture by the enemy. Converter li~134~C and assoc-
iated material will not be placed ashore in territories outside

the continental limits of the United States except at such

places vihere armed personnel of U, S, forces are stationed in
sufficient numbers to insure the continued physical security of
the converter, and to effect its immediate and complecte destruc-
tion in event of imminent capture or subjection to physical
compromise. Provided that these minimum physical security safe-
guards have been adequately effected and are rigidly enforced, the

following operational conditions will detemine the authority for

approving requests for installation and use of Coaverter M-134-C
in such areas:

(1) In cases involving U. S, Army units engaged in tactical
operations in foreign territory, requests for authorigation
for the installation and use of the converter by such units
will be referred for approval to the commander of the nighest
echelon of Y. S. armed forces preseni during such tacbical
operations.,

(2) In cases involving U. S. Army units in liberated and occupied
countries under the control of U, S, armed forces, or in
U, 5, and Allied territories and possessions within the
territorial limits of a theater or area of operations, depart—
ment, or defense command, requests for the issuance of the
converter to such units will be forvarded through military
channels to be approved by the U, S. commander of the tneater,
area, department, or defense command concerned.

(3) In cases involving U. S. Army units in neutral nations, in

liberated or occupied countries not under the control of

U, S. ammed forces, or in Allied nations not within the
territorial limits of a theater or area of operations,
department or defense command, requests for the issuance of
the converter to such units will be submitted through military
channels to be approved by the War Department.

WO @*Frﬁﬂﬁg’
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(4) In all cases, units requesting approval for the use of the
Converter under any of the above cperating conditions will
inform the approving authority as to the volume, nature, and
scope of the unit!s communication requirements, the number
and type of U. S. troops stationed at the proposed installa-
tion to insure its continued physieal security, and the
measures and means tb be employed fo effect its immediate
and complete destruction in an emergency.

(5) In all cases in which approval has been granted by the
appropriate authority for use of the converter by U. S, Arny
units operating undar—any of the above conditions, commanders of
such units will be responsible for informing the approving
authority of any change in status of the items cited in sub-
paragraph {4) above which would remove the military necessity
for continued use of the converter or wilch would jeopardize
its physical security under such operating conditions.

Prior to overseas shipment Converter M-134-C and all essociated

- paterial should be installed in a CH~74. If a CH-76 is not
“available, Converter i-134~C and associated material will be

handled in accordance with the provisions of paragraphs 25a, 27a,

Unless authorized to the contrary (see par. 12d above), units
outside the continental United States will not transport, operate,
or otherwise handle Converter Ii-134~C unless it is installed in
Chest CH-T6.
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TAB T
ETOUSA Rules for Guarding Converter M-134~C
These are the rules which the Armmy
personnel who lost the Converter

M~134~C in Colmar, France should
have been familiar with.
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ARMY REGULATIONS RO. 380-5,
War Department, 15 March, 1944.

Par. 30. Storage of Classified Documents.,
b. Storage of registered documen ts.

(1)Registered doouments will be stored in the most secure space
available, preferadly the equivalent of a three-combinstion
safe. If a thres comdbination safe is not available, then the
documents should be kept constantly under armed guaréd. JField
lock safes will be considered the equivalent of thres-eeom-

" bination safes for the storage of registered doc for
anits serving in toe field outside of posts and mtn.

' .
d. Daily inspection.--At every headquarters en inspection will he
made each day immediately befors the close of business to insure thet -
all classiried documents and oryptographic devioces have deen properly -
put away. :

e, Secarity in field.--In tactical operations, actusl or simulated,
the oommanding offiocer of the unit concerned is responsidble that all
docaments are given the maxiamum sscurity possible under the circumstaneces.
No secret document will be taken into areas liable to imminent oapture
by the enemy. ' ‘

- Pare. 43. Cryptographic security officer.--a. At each hsadcuarters main-
talining a message center the commander will appoint a commissioned of-
ficer as cryptographic security officer, who ordinarily will be the of-
ficer in charge of the asssage center. He will be the custodian of
ocryptographic materisl and will be responsible for sll measures necessary
to ure cryptographic security and physical security thereof.

_ Par. 44. Preocsutions necessary to insure oryptographic security.--In
o§dor t.g insure oryptographic security the following principles must de
.observed: .

a. Cryptographic material will be given the most secure storage

available and will never be left unattended except when deposited in
_ three~combination safe or its egquivalent.
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HEAD JAITERS
EUROPTAL TER.TER OF OPERATIOIS
UNITED STATES ARY
OF/ICE OF THE CEIKF SIGNAL OFFICER

ETSI0~1/1tm/ibn
14 hardi 1544

SUB.ECT's Protection of Cryptogrsphic squipment buring Trensit in all phases
of Operation,

TO t BSignal Communication, anda “ignal Security Cfficers dowp to and including
Division beadquarters in amy Ground Farces; Wing Headguarters in imy
Air Jarces; Ports and Depots in Services of wupply.

It 1s intended that this putlication will provide specific information
pertaining to physical security practices involved in the Frotection of Crypto-
graphic Zquipment during Transit with particular respsct to the following phases
af operatioa: : .

4. Static Yperation
B. kobile Operation
C. 4sssult Operation
D. lending Operation
K. Echelon Operation .

Ao c -

Oryptographic material and associated equipment is alweys highly wlnerable
to cspture dy the eneay or compromise during trunsit irrespective of geogrsphic
location, All responsible porsonnel operuting in a static position sust bs cone
stantly alert to protect ciyptogrephic equipment from capture by the enemy and
loss through careless Laniling. The following security msasures should be observed
by all concerned’

¥ and Packings ‘
hi All Secret und Confidential cryptographic documents and materiml
nommally hendled by the U.S, ammy Yostal Service, (HQ kessenger Service, or Offiger

Courier Service will de securaly wrapped with an inner and outer cover. The inner
cover will contain the oclessification clearly stamped with the words, "For Signal
Security Officer”, in addition to address that appears on outer cover. The outer
cover will show no classification eand shoull be addressed to the Commanding
Jeperal, Commanding Officer, or Signal Officer and in no case will the tem
oryptographic, code, cipher or eguivalent. term uppear on the outer cover.

(2) i pumbered packags receipt attached to the outside of the inner cover
md an original amd duplicate document receipt stating ocoutents, indicating start
titles, copy mmbers and quantity of sach item ahoulc be imoluded in each package.

(3) Beavy oryptogrfephic equipmsant not norsslly trwmsparted by U.8,
Fostal or Messenger Service will be properly packsd or crated to withstand the
particular zeans of transportution. The following protective msasures will be
observed in preparing tLe SighINO for sny msesns of trmmspartation:

a. Securaly belt the SigaBu to base of wood boz. (Use 4
packing bolts end wood packing esripsle -

-l- SerXx
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be Clamp top of box tc base and ntorpmt connscting edge witk
hot tar or wax. The latter will be done ouly when the machine
will be trmusported by water.

6. FPlace box in top Lalf of Gii=76 Chest and lock combination.

4. Flace all rotors, Seorst au. Confidentiel writter material,
codes, oiphers, etc. in lower half of Ch-76 Chest snd lock
combination. (m above items will de uchd with a wuterproof
material when tramasported by water.)

e. Mark top and bottom halves of Chest with special 1dentifying
marking without indicating oontents.

f. Protect combination Chest locks with saft materisl to aot as
cushion, Thess locks become inoperative with little punisbment.

‘g 1he Incendiary Safe Destroying iosb "MI® should be installed
in lower and umr halves of C(H~76 Chest as mncatod in par
4, Ghange No, 2 (smu.

he Under no circumstence will the S4gRINO de tmmrtod ¥ithout .
£ od 4 4 s The
will ppver be left unattended while in transis.

(s) o aove ¢ Material.
« Ay oryptogrsphis material may be transferred fmom one

. hosdgquarters: to uothor within the U.K., or with a hndquu-torl out of the U.K,

Saly with the folléwing authorisation 3
a, By suthorisation of Theater Signal Cfficer.
b, By Field “rder. _ |
(5). Policy conceming iransportation of LigRINO and 81pCIM by Rogd,

Jall, Ship w=¢ Flape.

The following seourity precaations are equally spplicatle to the
trunspartation of S1gHIND and 31gCUM, snd will be vigilantly cbserved by all
responsible for tremsporting oithqr device. '

All instructions outlimed in Section A(3) above spply t0 the safe
meping of the SighIN0 and S1gOUM when tmga-tod by Y mesns.

.

‘Ipanamission by Hogd

s, Adequate care should be taken to insure that the above-sent ioned
oquipnent is earefully loaded in the vebicle md the tail gate is locked in tho

wpright position.
- e Poriodic ohecks should dbe mmde to detemins security messures
during treasit. ‘
6. Unler no oircusstances will spyons be allowed to ride in the
wvehicle as & sasual Passenger, .

CONFTERTH | coRX
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Zrenpaipsion by Ship

' "as lhe ship's strong room in ccesn ging vessels will be used to
safeguard the 31igRINOC amd 8igCui. »

be  The most secure and sccessable locetion in chennel and river .
boats will -be chosen for safegiarding this equipment. An armsd guaxd hmtonqpbr)
will be posted with mo dﬂuu £4 hours a dgy.

Ingpmigeion Ly Afroreft

. The S4gHINO end SigCUM with dotors may be tm)ornd by aircraft
provided that: - |

a. Afrcraft will not. be flown over enemy ocoupisd territory.
be Alreraft will not be flown over neutral territory.

. 0e Alrorafrt itu_noe be flown over water from whioh, in the evant
of forced landing or orash, the enemy could. capture the devices.

Note: Attention is invited to Par. 254, AR 3805 foi information and guidance N

conseming destruction of cryptographic equipmsnt in the evant a forced landing
‘is made in enemy occupied or nsutril territory.

B, Mobdile Operation ’
1) attention is inrited to letter, this hsadquarters, dated 15 June
1944, subject: Code Hoom Physical Security in all Phases of Operation, for infore

mation and gnidsnce oconserning construction, equipment, oporaﬁon and destruction
of a mobile code room in all phases of oporation. .

(2) In the event of a convoy move to e now aesadquarters, the code
room vehicle should be losated toward the fiont of the conwy to insure imme-
diate oryptographic Q-mnieations for the forward command post. -

(3) Amed eryptogrephic personnel should oocupy ihe vehicle imme=
diately following the code room van oar truck.

(¢) amod guards will protect the imediate area surrouniing the mobile
eode room during tamporary and overnight oconvoy balt.

C. :
. b ¥ those ocodes and ciphers which are authorized by proper autho-
rity to be employed in assmlt landing will be carried and used in the asssult

phase.
(8) Care should be talsn t© protect the asssult codes und cxphor- with
a waterproct -tcrhl. pricr to emberimtion.

(s) hdx oryptogrepler responsible for trasporting and uwsing the assault
oodes ani oipbers will be imstructed in the procedure for emergency destmuction,
- ed provided with the nscessary items to complete that destruction. Matches
should be carried in a waserproaf container,

(¢) The J1gABA may be dploynd on headquarter ships for cosmunication
t0 rear eclwlon areas.

[-]
lo
I~
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order that U.5. Amy oryptogriphic equipmut and asscoiated kay systems
will be adequately safeguarded from oapture by the ememy during lmding operstioms,
the following security measures governing its protection should be cbserved by all
responsible personnsl concermeds )

(1) It 1s tmportant that all oryptogrephic personns]l imvolved im a
landing operatioa be thoroughly trained in the ype and destiuction of all crypto-

gephic systems for which they are responsible during the voyage and lamding,

(2) Reference is made to section A{3) sub-parsgraphs a, b, o, 4, o, £,
€ h, for detailed iaformation im preparing the 3igRINO for transportation by water.

(S) .The combinations to both sections of the (He76 Chest should be

gEnoE-ungennoon.nSnggmsﬁ»n«oaoouawv-nE
sergeant cryptograpber. ] ; .

(¢) Those cryptogrsphers who are assigned the task of making emergexsy
destruction of the SighINO, should de informed of its sjorage location on board ship.

_ (3) Yor reasons of convenience in hamiling and security, the two sectioms
of the SighlNO will de dstached when being tramsported. .
(6) Surficient mthorized ocxryptogrsphers should accompany the S1gRINO
to protect it in all circumstances snd to tremsport it on to beach heeds Nowr (4)
men should be assigned to carry each section of the Cuest, If dock facilities -
are not availabdle for lamiing it should be planned to trmsport the SigRINO to
the beach by mssns of a "Duck™ or barge.

(7) In case of extrems damger of capture or the arder "idemion Ship®,
the S1gHINC will De destroyed asccording to instructions in Far. 6, Change No. 2
(8igXXK~1). If time does not permit this procedure, throw the losksd SigRINO's
overboard. Any oryptogrsphic material not in the CE=76 Chest will be weighted
ant throwms overbdoard,

(8) w“om»m- Govery

a. The officer directly respobsibls for landing the SigRINO on
foreign serritory during laniing opsrations must be certala

that armed personmal of the U.S. Forces are gtationed on shore
ors apnd in such d as to insure a

b It must be known that the enemy is imapable of bringing suf-
ficient force to bear to dislodge the beashhead yositions by a

Surprise ground attegk or endanger the security of the nachine,

6. A firm Deachhead or safe landing position are determimants
- vhich will mecessarily be different depending on the pecu-
liarities of a partiocular situation.

(5]
lo
i
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I Zojelon Gerations |
l) The SigABA will be trmnsported down t0 and inoluding the following

Comnend Posts in “my, Carps and Division.

a. Amy Headquarters=

be Carps Headquarters-

¢, Division Headquarters-

Houhholonw&:u-
Cooxmnd Post and

Forward Command Post.

Rear Echelon Commnd Fost md
Conxand Post..

Rear Echelon Command Post,

. (2) The safest end most expeditious meens of transportation available

will be employed in moving the SigaBA.

(3) adroraft will be used to trmsport the SigiBA to the Vivision Rear
Echelon Command Post gply under exceptioml oircumstances, or when all other
mesns of tramsportation are imadequate to mset the exigency of the situatiom,

It

Jor the Chisf Signal Officers

GHORGE a. BICHER
Colonsl, Signal OCorps

sexrx
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HEADQIARTERS
FROPME TERATIR OF OPIRATIGNS
WNITED STATES ARMY
OFFICE 07 THZ CHIEF SIGNAL OFFICER
AP0 887

Y

[ ]
15 June, 19¢e

SUBRJECT: Code Room FPhysical Security in all Phases of Operatios.

1 : Sigml, Communication, and Sigmal Security Officers, dowm t0 snd o
isolwiing Division Headquarters in imy Cround Yorces; Wing Heedquarters
ia Ammy Air Jorces; Forts snd Depots in Services of Suppdye -

This document rescinds Heedquarters, Services of Supply, FTOUSA, Dn-&tlvu
subjects "Prysisal Security® dated 19 October, 1943, "Security Practices” dated

15 July, 1943, and Directive this Lisadpuarters, dated 3 karch 1944, subject as
sbove. .

It is intended that this publication will provide specific infomation
persainin- to physical security factors andi [ructices assocciated with the Code
‘Room in sll phases of operation; particularly for Permpent apd Sai-Permnent,
Mobile and hq, Combat Cole RWoom with respect tot

A. Code soom Construction.
B. Code Boom Equipment.
C, OCode Hoom Operation.
D, Code Eoom Dest$ruction.

A, 9 ;‘m ;gmggw
e Room will be located md comstructed to provide complete wivacy

apd protection. The following items should be given strict comsideration im con-
streetion planning or in choosing & Cade Noom site unier various pimses of operations

1. t >ags~P t vode
'™ be constructed to incorporate ths Mollaving faotorss

(1) bBuilding materials (Brick, Concrets, alvanized Metal or
eqivalamt). :

(2) Safficiemt interval space to pemit freedom of movemett
of personnel smnd opsration of systeas presently mthcerized
the unit with reservetions planned for future expansion.
(Refer to paragrsph 10 of letter, this Lsadmarters, mudject
*3ecurity of Teletypewriter Privacy Euiposnt®™ dated
17 J’nm, 19¢44).

(S) One entramse by = single heavy door, losked from inside
of the MO Room.

(¢) No wimiows or skylights. If windows are present, they
should be made opaque and provided with bdars.

(5) adequate ventilation, If posaible, fresh sir 0 bde drewm
from outside the duilding ruther than from sd joinging zoom

o hallwmay.
1o —=ENTHAN—  oolRX
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{6) aAdequate lighting fasilities planmed to provide mximum
ligt for mnﬁou.

(7) Suffieient musber of pomer outlets (110 volts) tor-n-
miorized equipmsnt operation.

(8) Blast wmalls of brick or sadbags losated not lass tham thres
fest Or mors than six feet from all extermal Oode Noom walls.

- {9) A statiomary blimA wall constructed within the Cole Room
eatranse to screen systems and operating personmsl fxoa the
imdvertait view of unanthorized persons.

(10) Code Room walls should be made soumd-proof. This can
effectively be accomplished Dy Masgiag heavy cloth drapes
on the walls. The ocode roam should be tested for soumi-
proofaess under varied cirocusstenses of operation.

5. Moby 2 geg soom '
Qe e Noom eorstvcted in a van or truwk mwss, of asseseity,

be 0 plamned as t0 imScrparate special provisions to exsroise strict seeurity
practices. ibhs following security asesmires should bde embedied in the construstica
spegifications .

(1) Loocate systems to allow for minisum moveasnts of personnsl .

(2) Provide for securing heavy oryptographic e@ipmsnt to work
talles. If SigRING is employed, secure t0 truock body.

(S) One mtramce with door, to be losied fmom inside or outaide
and bolted from inside when code room is in use,

(4) do windows or openings to the exteriar of vehicle.

(5) Provide for forced draft ventilation throwgh sides or top
of vehicle. Inside lights will be dtrrund fhroug venti- '
latidg device.

(6) Insorparate sufficient facilities far proper lighting, sde-
quate slectric power, racks and shelves for protective
implements.

(?) Prepare adeqmte camouflage metting for varied comiitions
of operation.

S.  Cogpat ‘&2 Eoom ‘
R blishivg a Code soom in the Combat Area '111 doonﬂ primnrily
upon existing conditions and facilities. However, certain fandamentel seocurity
practices must be cbserved:

(1) Choose Code doom site in close proximity to Message Center.

(2) Select the most sscure location, room tuilding, etc;
consider entrsnces, exits, winiows, souwce of commsrcial
elsctric power, and fire mazards.

-2- L .~ goPX
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(3) Prepare to use a black-out wall tent in lieu of non-on.tinc
tuilding facilities.
B, Clhx OG.

Certain Code Hoom equipmnt smipplemsntal t cryptogrsphic systems and
devices mmt, for efficient opsration and security discipline, be a part of the
Code Hoam. A'h. following essential itens are considered necessary to mintain a
high hvd. of coue mom otnciemy ani security:

1. P ept and ~Permanent )

a. & thres combimtion steal safe & eQquivalent to be located in
the code room. ‘ ~ : ‘ '
be File cabinet (preferadbly steal ). an gdded ucnrity precaution

should be added by providing & aetachuble iron or steel rod to o tarough the
file handles und securely lociced to the caumt.

. ¢. Sub-machine &ns nd +4Y calibre rewilvers or pistols with
samunition. 4«ll personnel should be thoroughly imstructed in the use of these
WeapONs .. . :

d. Destructive ocjnmm including 5 gallon can of gasoline anc/or
kerosens, thermite bomds and other suitable explosives, axe, heavy anusr, iron
rods, two brasiers with wire neeting, two pairs of wire cutters (long snip nome)
. and matches. .

i. atequate reserve of paper, necessary forms enc paper tape.

f. Supply of classification stamps, colar pencils, pencil sharpensr
located in the Code Hoom, wire stapler, tape sticker and tape olips.

& 3Jecret trash basiets.

h. Sufficient d1y cell batteries to oroduce 24 Wwlt power supply.
‘2. Mobjle Cofe koom

8. & ar_lall three-conbination stzel safe ar emivalent.

bs Destructive emipment mentioned in 3ection 3, Paragraph 1.4,
above. his equipment sbould be mmde secure in racks und easily scce:sible for use.

¢. Defensive weapons mentioned in Section 5., Paragreph lc, above.
de wpecial reserve of paper und paper tape. '

e. all supplies menmtioned in vection »., Paragrwpb l.f., above,

fo An emsrgency power source for each wigaine

& Two 50 feet CD-415 moisture proof elsciric ocords.

h. #Work tables secured to body  of webicle,
1. Sufficient diy oell batteries to produce 24 wlt power supply.

-3 WTRTTENTR EOERY
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a. lower half of Chest Ci=76 chould be siequate safe space,

b, Sub-umchine guns, 45 calibre fire arms, an. other protective
weapoms deemed ngoessuly considering tue wrgency of combat conditions,.

o all destructive eqipment listed in Section 5., Paragrsph 1.d.
above.

d. sdequate Teserve supply cf reper, recessury forms ed paper tape.
& 4ll mpplies indicated in Section B., Paragruph 1l.f.

fo AR emsrgency power source far each Jigadu.

8. Your 50 feet CD-415 moisture proof electric cords,

h., <wo folding field tables.

4. Suflicient dry cell batteries to produce 24 wilt power supply.

C. CODE i OPRAnTIONS
igml or Cryptogruphic Jecurity Officer shall be responsibdle for tre

enforcemsnt < ocwrrent resulations :1d instructions pertaiuing to the security of
oryptographic personmel, cryptogrephic cocumsuts (imcluiing codes «od oiphers),
oryptographic equipment, cryptographic operations, and all other matters pertaining
t0 the security of communications operated and mairtsimed m-r the supervision of
the Sigml or Communications Officer.

1. ?y_nt snd Semi-Permanent Code Room
following security mractices councerning Code Bou prnm, roga-

lstions, instructions, and operations should dbe tharocughly understood and observed.
by all concernsd:

’ a. Authorization to ahow, issue, descride, o discuss oryptographis
systems to United States civilisns or military personnel is oovered by the provi-
sions of AR 3B0-5, 15 karch, 1944,

(1) Special attemtion in this comngotion is directed to Pare~
Zephs 11 und 14, R 380-5, 15 march, 1944, shich apply
without respsct to the ranks or grades of psrsons inmvolved,
and ahould be strictly adbered to in all eases.

(2) war Lepartaent end/ar Joimt amy/Navy cxyptographic systess,
including key list, instructions and devices, will, under mo
circunstances be shown, issued, descrided to or discussed
with civilians or militaxy psrsonnsl of

. unless prior specific suthorization is cbtained from the
War Departmsnt ioc each instmse.

b All coomissioned and enlisted oryptogrsphic psrsonmsl (inclwiing
crntq,rqhu nairtepance personnel ) w1l be investizated accarding to provisioms
of ETOUSA letter &G 311.5 kGB, dated 12 Jmuaxy, 1944, subject "Clearmce of
Persmonael for Cryptogrupbic Duties”. All permonnel will de satisfactorily cleared
by this iwvestigation, prior 0 engaging in Auties or training as oryptogrsphers or
eryptogrsphic mintensnce a®m.

AR ok Il ~dNiaal XN
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_ C. & Dotice shell de posted on the entrmnce to thi
Code Hoom. <he term "Cipher Cryptographic Uffice”, etc., should not iden~

tify, or de uod as u giide mnuta- to the Code Room.

d. a register posted inaide the Code Room showing nams, locatiom,
date, and time of arrissl and departure snd mture of Wisit of all persons, other
then normal Operators and mpervisory poraonnd, authorized to enter the codo Hoom
on otricid visits.

6. Secret trash will be turped at least once each 24 hours, (during
daylight bours if bturned in the open) in the presence of n of ficer snd the ashes
carefully sifted.

. fo Safe combinations shoulc be changed hensver personnel, who ave
bad access to classified material, leave the crgmizetion, ar in eny case, onse &
month. Under no cirocumstances -ux safe cosbimtions be wmritten eas a reminder, or
corbinstion data carried on the person. .

e »daily inspection of the Code ioom to insure that -'ocu-ity regu-
lations are deirg observed and a check to deteirmine that all docursnts and registered
material are present.

h. Personcel tharoughly scquairnted witk all systems % be in atte-
dence as long as the Code Hoom is in operation.  If, because of limited traffic, the
Code Hoam does not operate 24 hour shifts, asteps should be taiken to insure that the
Sigml SJecurity Officer or personnel desigoated by hizm may be reached for imnediste
duty at all tioes.

1. 4ll Code boom persannel to be acquainted with the provisions of
#R 380-5 anc other regulations end directives conceming securit, as well as the
instructions contsined in all publications concerning the operation of the systems.

- 3. 7The uessage Center md “ode foom operations should be arganized
%0 as to allow the gbgolute mipjmum time to pass traffic from tte taleprimter and
sadio roows to the Code Roam and vice versu. This can best be accomplished by
centrulizing these rooms and utilizing wall slots for passing messages, by intro-
.ducing & time schedule ror passing messages of stipulated mumbers of groups. Con-
sider elimimtion of unnecessary steps, faster method of recordirg, urvio:lvg time,
end wall slots for incoming emd outgoing norm). Code Room traffic.

k. In the event that clear text copy of Soorot radio of landline
traffiec E™ ocarried from one Wilding to another, sesled envelopes O specially
provided losked pouches should be used. These containers should be receipted for,
Similar protection should be affarded code text under swe cirmnmstences. The
coded version apd clsar text coples will never be filed ar transparted together,

2, hoMile
Special security precautions muet mecessar:ly be enforced in operating
@ aobile Code foom. It must be constantly borns in mind that the mobile type of
Code Hoom may be mare wlnerable to insecure practices, consequently to direct
attack, It is most important that strict discipline be enforced comceming the
following security mesasures:

s Guards armed withL sutommtic weapons to be stationed at the Codo
Room emtrance of the vehicle 24 bhows a dw.

=%- —wsTmoon, £22X

L.
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b Specisl gystm of elams t Code Hoam operators indicating
bouding, gas, parashute or gmound attack,

¢ All Code Hoom end other autharized personnel will display a
speciel Cole Room pass t0 the Guard before entering Code Room.

4. Amed msssengers will carry msssages 0 and from Code Hoom
vehicle.
o Special precautions should be taken to prevent

ighsbitants epd e eemy from kmowing the exact location of the Code Foom.

f. If opsrating in open country, special precautionary measures
siould de exercised to camouflage the vekicle to the immediate surrouniings.

8 Footpaths, wheel tracks end lead-in wires indicate activity!
Re~locate the Code lLoom vebhicls periodically whien Operating in wooded or open
cotntry. )

b. <he instructions contaimed in Section C.l. Parsgrapls a,b,c,qd,f,

€sh,4, also apply to smgbile Code Hoom operation und should de strictly complied
with by all concerned.

1,  Seoret trash should pot be gllowed to collect. 4An officer will
supervise e uraing of all secret trash at regular intervala.

J+ Dus care and protection should be given the webicle to provide
for effisient opsration in en emsrgency move.

k. I% is strongly recommendied thet the driver of the “otdle Code
Noom vebisle be an suthorized $ruipned SAgABA gaintepance gap and a reserve orypto-
srspher. This person should de availabls at immediate notice. .

3 ?ug. Hoom '
operating conditions of the Cosbat Code Eoom will ochange perio-
4dically depending om the progress of the Uampaign. EHowever, the funiamental
seeurity principles remain constent, and should be vigilantly observedt

a. Adequte amed guards to be stratecically loosted at the Code
Room eatrmee and immediate aree 24 hours a Awy.

be The instmotions contained in Section C.l. Paragraphs a,b,e,d,g,
1, and Section C.2. Paregraphs d,0,4,0,1, are peculiarly appliocable “’. e Combat
Code Reom and should de given partiocular oonsideration,

De A O :
i gt E&l £ The d.rect responsibility «f eny person charged with trans-

mission, supervision or ration of classified material to take all precautions
muu.u t:‘ ke®p miob -:pt:rm from capture by the eaneay. TIhe possidility of enemy
action by day or nigmt is always imminent, consequently, the allocation of respon-
sivility for cale room destruction should be by duty rather then by mms. altermates
should be designated in every ocase.

1. P ani Semj-Pe: 3 °

: plap for destroying oryptogrephic mmterial must be pracvicable
and simpls. The local plan of destruction must be umlerstood by all drectly
concermed, kach person involved in the destrustion Sscheme should be assigned

- ]
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specific duties as part of a tegn. It 15 impartant that a simulated exercise be
enterec 1into at regular imtervals by all Code Hoom personnel. The following
measures sboulé be considered in eny Code Room destruction plan:

8o The amount af equipment to be destroyed in ti.e of emergeacy
chould be the bzsis for, maintaining destructive itans mentioned in Section B.l.
Paragrsph d.

be Hestricted equipment will be destroyed beyoni possibility of
repair or reclamation of parts.

€. Secret and vonfidential equipment will be destroyed beyond
recognition. <uch destruction mmy be limited to thoce portiogs of a secret or
confidential device which show principles or design. Other components will be
destroyed to en extent that would prevent further use of reclagation.

de Ipa caseg, documents or devices n force ars considered
of greatest importance.

es The following precedence of destruction should be ircorporated
in any Code Room destruction plun:

(1) Recognition xey 1lists and memoraida.

(2) Cipher mechines end key lists.

{3} otrip alpbaoets and key lists. _

(4) Joict reciphering and recording tatles.

(5) Secret comrunication files .nd operation orders.
(6) Signal ecipiers.

(7) Comtact codes aund cipuners.

(8) aAuthentication systams.

(9) Call sign cipbers end ey lists.

(10) Other coces and signal publications.

f. Clessified material of higtest importance should be murked in a
clearly distinctive manner, 1.e. with red smrking in en obvious place. This should
be done locelly in pursuance of the destruction plen, and will be in eddition to
tke regular clascifying stamp or merking, TOP SZCHRET, SECKET end CONFIDENTIaL docu-
ments should be sorted and filed for easy access, and list kept of exact locetions
where such documents ere held elsewhere on the station.

g The volume of classified mmterial which would require destruction
in event of emergencies should be kept to an absolute mipimum. Thus, it is impor-
tent that all routine destiuction be completed promptly. ~ll personnel shall be
cautioned against tendency of, pemitting papers to accumulate in files.

E. bound documents or unbound sheets of paper pressed together will
not burn to be unicdentifisble or unreacduble even in & big fire. It is best to tpar
covers off book, tear or crumple pages, seperating sheets as much as possible. Soak
papers Wth keTosene or gasoline at imterv.ls ts they are placed intc brazier. FPlace
wire netting over top to prevent paper blowing away. vonstantly stir fire znd ashes.

1. It is of utmost importence thet en adequete number of persons be
designated as & team to destroy all eloctrically operated cIyptogrepbic devices.
dach marber of the tesn must be thorouskly instructed in his specific task to
insure speed apna effectiveness.
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Jo To effoctivaly destroy SigABA rotars amd index rotors, remove
from Cipher Unit (SigIVI) end completaly remove all wiring by cutting with long

sip-nose wire cutters. replace Cipher Unit end place wires and all rotars on top
of Cipher Unit. Do not replace glags cover. Flace rotors in such & mamner that
they lie flat and not on top of one an~ther. Place Incendiiary Safe Destroying "
Type "-1",,0n top of the rotors w th approximately the same length extending over

each end. (attention is directed to Change lic. 2 t¢ “igKKK-l for detailed imstructions
on installation wnd use of Incendiary Sefe Destroying tomb Typs "M-17"),

ke To effectively destroy the Convertor =209, place all keying ele-
ments in neutral positions by changing all lug settings to zerv amd moving all key
vheel pins to the left position. Hender the machine unserviceable to the enemy by
stemping with boot heel, striking with rock, hammer, axe, or by firing inmto it with
rifle ar pistol.

2, iXoblle Code Room
ihe operators of a iobile Code Koom must be comstantly alert and
prepared to destroy cryptographic meterial at a moment's notice. The following
security preceautions should be seriously considered in any destruction plen for
this type @do Roon:

a. all deatructive equipment mentionsd in Section B.l. Paragraph 4.
These items must be 90 located within the vehiqle as to be immdiately accessibdle.

b. Provision should be made to destroy gll eryptographic cmterial
inside the Cods Room. Awid use of incinerators in open spaces where personnsl
might be equsod to aemy fire.

¢. VWhere time does not pemit communicstion with the Commending
Officer, every individual concermmed must ect on his own initiative. The importance
of beginning the destruc tion scheme sufficiently early cennot be over emphs sized.
Accurate reports of aemergency destruction will be mede to higher autharity as
soon as practicable,

.-

d. The instructions comvained in Section D.l. -eragraphs b,c,d,e,f,
- 8,h,1,j,k, also apply to bobile Code Hoom procedure.

3, Combat Coie Room
a., «ll destructive equipment mentioned in Jection S.l. Paragrsph d,
pust be availsble for instamt use, oach item should be praminsntly loceted mear

the eipment or material it is intended to destroy.

b The instructions ocontained in 31} Paragrephs, Sectioa D.l. and
Paragreph b.c, Section D.2. are perticularly applicable to an efficiant destruction
schens rfor the Combet Code Room und should be complied withe.

For the Yhief Signal Officer:
& Beorge a. sicler
GiORGE 4. 2IQHER
Colonel, Signal Corps

—Long CENTIAL

1)
o
L]
]
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OFFICE OF THE CHIEP SIGNAL CFFICER
HEADWAKTERS COMMUNICATIONS ZONK
XUHOPRAN THRATER OF QPERATIONS
UNITED STATES ARMY
APO 887
6 July, 19¢4
SUBJEOT: BSecurity of SigABA.

0 t Signal Security Officer.

1. This letter rescinds Headquarters, Boruou of Supply, EIOUSA, letter,

sudb ject same as above, dated 15 July, 1943, .

2, In order to maintain adequate security of SigAB4 and its cxyptogrephic
systems now in use, it is necessary that tho following seourity regalations de
thoroughly understood and observeds

3. 8. SigABA and 84gIVI are classified as CONFIDENTIAL and must be
safeguarded according to the provisions of Paragraphs 30a and 30b of AR 380=5,
dated 15 liarch, 1544, SigABA must be screened within the room from the view of
unauthorized persons end completely covered when cleaning personnsl are present.

b The systaus und rotors for use with SigARi are classified as
SECRET registered documents., They should be kept in the most secure space
available, preferably a three-combination locked safe or its emivalent within
the code mom. Sinoce the equipment is classified and cemnot readily be moved,
msasures should de teken to provide adequate security for the room ip whioh it
is installed, in accardsnce with letter, sudject "Code Room Physical SBecurity
in all Phases of Operation”, dated 15 June, 1944.

4. Paragraph 11 of AR 3805 atates that "no person is entitled to classi-
fied military information solely by virtue of his commission or official position,
Such infarmation will be entrusted only to those who require it in the perfor-
mance of their official duties, and to ensurs temmwork and effioient instruction
of persopnel, proper planning or maintenance of egipment®. Specifically this
means that no-one except the fllowing u to see or have any kmowledge conceming

omtoyaphio material:
The Unit Signel Officer.
The Code Room Officer.
Supervisary Personnel.
Operating Personnel,
Qualified Maintenance Personnel.

Since the Commanding Gemeral or Commanding Officer 13 responsible for all the
activities of his command, according to ~rmy kegilations, he may dermnd the right
to ses cryptographic material. sacting only upon such a specific request, the
Signal Officer will allow the Communding Ganeral or Commanding Officer to view
all oryptogrephic material ip his possesaion. Such inspection will not be .
invited, nor will any information be wlunteered, The above provisions epply with
oqal force to all members of the United States armed Forces regardless of rank

or position,
=1= ' EOoFRX

13
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S. Your attention is invited to War Departaent letter AG 313.6 MCB dated

22 Jamary, 1944, and entitled "Destruction of Classified Matter in Ruergmecies
on land, Sea, and in the Air®.

6. ALl registered classified documents aspooisted with the emipmesnt shall
be bandled in accordance with the provisions of AR 360-5 dated 15 March 1944, end
changes thereto. Attemtion is specifically invited to Paragrsphs 2,4,5,6,9,11,16,
29,30,31,37,38 aend Section IV, ¢ All perxonnel required to handle registered docu-
ments will be made familiar vith the provisions of AR 3B0=-5, dated 15 March 1944.

7. The operator pdraonnol should . be properly qualified in accordance with
the provisions of Paragraph 42(e) of AR 30=5 and AGO letter dated 12 Jamuary
1944, ref, 4G 311.5 MGB, subject "Clearance of Persomnel for Cryptographic Duties®.

8. The Signal Security Officer will be responsible for all security mtters
oconnected with this epparatus. He shull be familiar with the correct method of
operating the equipment as outlined in the published instructions, and shell
entoree the provisions of these documsnts as well as those of AR IR(-5,

9. Inmiries concerming security measures shall de referrsd to the Chief
Signal Officer, Hq, ETUUGA APO 887, ATTHNTION: 8LD.

Tor the Chief Signel Officert

GEDRGE 4. BRCHER
Colonel, Signal Corps
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TAB U

Photographs of the Converter M-13;~C lost
at Colmar, France. These pictures were taken
as the mud-covered converter was being removed
from the top~half of a Chest 76 in which it
had been submerged in the Greesen River near

* Selestart, France. For details, see Chapter
o XVi, Section C.

~
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APPENDIX NO0. 1
T0 EXANIFATION OF SIGABA NO. 235

Below are listed photographs showing chest, contents,
end condition of contents as they were found by investigators from
0£fice of the Chief Signal Officer, Hq ETOUSA, APO 887, U. S. Army.

FPhoto No. 1

This photograph shows the upper half of the Chest CH=76 : ‘
No. 293 before telng opened for investigation by Office of \
the Chief Signal Officer, Hq ETOUSA, AP0 887, U. S. Army. J

1
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Photo No. 2

The view in the photograph eabove shows the upper half of the
Chest $H-76 No. 293 immediately after the door had been

opened before any attempt had been made to break the mud seala
or remove the machine.
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Photo No. 3

This photo was teken after the machine hed been partially
removed from the chest. This view gives some indication of

the condition of the machine and the chest and the amount of
mud in the chest.



T EE— - —
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Photo No. 4

A top view of the machine after it had been almost completely
removed from the chest shows the position of the power switeh
and the position and condition of the SigIVI as it was found
by the investigating personnel.
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Photo Noe. 5

The position of the machine in the chest as it was being
removed is indicated in the above photograph. The marks on
the side of the base board of the SigABA give some indication
of the amount the board had swollen during the time it was

in the water.
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Photo No. 6

The abtove photograpk shows the SiglVI as it was removed
from the machine prior to any washing or cleaning.
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Photo No. 7

The condition of the SiglVI after washing is shown in the
photograph above. Upon close inspection the rotor setting
can be seen. These are the settings that were on the rotors
when the SiglVl was removed from the SigABA.



Photo No. 8.

The method used iﬁ gaining entry into the field safte after
it could not be opened with & key is shown above.



Photo No. 9

Thé‘contents of the field safe are shown in the photograph
above. A close inspection will show the condition of the
contents of the safe as they were found by the investigators.
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TAB V
Excerpts from

Official Letters concerning Maintenance Training
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SPS1S-4B 15 December 1944

Letter Ho, 518

SUBJECT: Training Personnel for Maintenance of Converter M-134-C.

TO: All Holderé of Converter M-134~C.
# 3 ® # # * # #* # #

3. The following information is fuxnished for the guldence of units

. requesting tais oifice to train persomnel assigned to such units,

# i % % - *% % *

d. Personnel selected for this training must be fully qualified

with the subject matter taru previous experxence or sci’mols.n'r as indicated
below:

(1) Shop Work: A full knowledge of the proper care and use
of miscellaneous tools for measuring, gavging and making
mechanical adjustments, correct soldering technique as
employed in soldering splices and small connections;
and in itne srepgr“tiﬁﬁ of cord aad plug asscublies, For
reference see T 11-453.

(2) Principles of Electricity: Those basic principles of

' electricity snd magnetism which snzble the student to
fully understand the use and care of vatteries and
electrical weasuring instruments, the solution of cir-
cuits, schematic and actual wiring diagrams, as well as
the theory and practical applicaiion of AC and DC motors.
For reference see T 1-455.

" e. It is suggested that personnel qualified to hold the follow~
ing Military Occupational Specialties (103) or Upocification Serial Humbers
(SSK), if fully qualified as indicated in subparagraph 3d above, are
eliglble for such training.-

{1} Officer Fersonnel.

Ho ©0S Teletypevriter Euuipmenu Hairh aance
Assigned and Repair Ufficer. {(Officer must

have previcus experience or schocl-

. ing which qualifles him in the sanme
wanner that an enlisted man is quali-
fied to be a Teletype lechanic 3SN 239.)

— T
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YOS 0145 Radar Maintenance and Repair Officer.

MOS 0260 Telephone and Telegraph Maintenance
Officer,

HOS 4415 S3ignal Equipment ilaintenance and Re-

pair Officer.

KOS 9606 Cnyptographic Equipment Maintenence and
Repair Officer Class 1 Type Equinment.

(2) Enlisted Personnel.

SSN 078 Electrician,
38N 098 Central Office Hepairman.
v'§$ﬁ30§7m Installer-Repairman, Telephone and
L Telegrapn.
"8SN 115 Automatic Telephone System iiainte-
nance Man,
SSN 232 Switchboard Installer-Repairman, Manual,
" SSN 239 ' Teletype Lechanic. '
8SH 384 Installer, Toll Telephone and Telegraph.
S8N 648 Radic Repairman.
SSN 801 Cryptographic Repairman Class l Type
Equipment,

4. Inclosed is one ccpy of the pre-entry examination, (SSCE-2)
27 November 1944, to determine elegibility for training. As many copies

may be reproduced as are nscessary.

it is recuested tnat these examinations

be given by field units or training centers under the supervision of an
officer and that no training aids, manuals, wiring diagrams, etc,, be
available to the person beins examined. It is further requested that the
officer supervising the examination certify in writing that the examinees
took the examination without receiving any aid from such officer, other

- individuals, or the items mentioned in the preceding sentence. The completed,
ungraded pre—entry exemination will be submitted with the training request.

5. Whenever it is determined that an individual is not fully gualified
for this a331gnment en the pasis of this examination, or due to lack of pre-
vious experience or schooling, arrangements will be made by Military Train-
ing Branch, 00Sig0, for necessary pre-requlsite training upon request,
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AGAO~S-B-1 311.5 (27 Ear 46) | EM/ge ID-863 Pentagon
2 April 1946

SUBJECT: Training Personnel for the Kaintenance of Converter H-134-C

" T08 All Holders of the Converter M-134-C

% # % & % 3 #* % % %

L. The following information is furnished for the guidance of
units requesting the Army Security Agency to train personnel assigned to
sueh units.

* # % * . B i # - % ® o

d. Personnel selected for this training must be fully qualified
and capable of meeting all prerequisites for enrollment indicated below:

(1) Officers, through civilian backgrcand or military
experience, must be qualifiesd to perform duties
equivalent to that of a Teletype Mechanic (SSH 239).

(2) Enlisted men must have an AGCT score of 110 or higher
and be fully qualified as a Teletype Mechanic (3SN 239).

{3) All selected personnel should have a thorough know-
ledge of the following subjects and the ability to
nake practical application thereof:

(a) SHOP VORK: Basic knowledge of the proper case
and use of miseellaneous tools for measuring,’
gauging and making mechanical adjustment. Cor-
rect soldering technique as employed in solder-
ing splices and small connections, and in the
preparation of cord and plug assemblies. For

~ reference see T 11-453.

{b) PRINCIFLES OF SLECTRICITY: Those basic principles

of electricity and magnetism which enable the
student to understand fully the proper care and
use of batteries, electrical measuring instru-
ments, the solution of circuits, schematic and
actual wiring diagrams as well as the theory

) and practical application of AC and DC motors.
For reference see TM 1-45%5.




(¢) TELETYPE FUNDAMENTALS: A thorough understanding
of basic teletype knowledge and the practical
application thereof. For reference ses TM 11-353.

(d) TEIETYPEFRITER EQUIPMENT: Must be fully qualified
to install, inspect, maintain and repair the fol-
lowing teletypewriter sets and units of equipment.

M15 Teletypewriter Set-

M19 Teletypewriter Set

i1, Eeyboard Perforator

14, Transmitier Distributor

M1l Non-Typing Reperforator Set

KlL Keyboard Typing Reperforator Set
Teletype Printer Sets EE 97 and EE 98
Power Unit FPE 75

Power Unit PE 77

Telegraph Switching Central TC-3

(4) Kust be capable of passing (with a rating of Satisfactory
or better) a pre-entry examination to determine qualifi-
cations for enrcllment. '

(5) Nust not be color blind.

(6) Hust comply with the requirements of letter AG 311.,5
(12 Mar 45)0B~I-B~il, 21 karch 1945, subject: "Clear-
ance of Personnel for Cryptographic Duties.”

5. Inclosed is one copy of pre-entry examination, (SSCE~24), 8 March
1946, to determine eligibility for training. As many copies may be re-
produced as are necessary. It is desired that these examinations be given
by £ield units or training centers under the supervision of an officer and
that no training aids, text manuals, wiring diagrams, ete., be available
to the person being examined. It is further desired that the officer
supervising the examination certify in writing that the examinee took the
examination without receiving any aid from such officer, other individuals
or the items mentioned in the preceding sentence. The completed ungraded

pre-entry examination, with its attached certification will be submitted with
the training request.




- AGAO-3 353 9 September 1948
(2 Sept 48) OSGID M -

SUBJECT: Training of Personnel for the Haintenance of Electro-llechanical
Cryptographic Equipment

TO: Commanders-in-Chief

Far East Command
European Command

Commanding Generals
US Army, Caribbean
US Army, Pacific
US Army, Alaska
Trieste US Troops
Armies, ZI1
Military District of Washington

; Independent Commands under the Dept of the Army
Chief, Army Field Forces
Chiefs, Technical & Adminlsbratzve Services

#* ¥#* % # * * 9 ¥# * #

3. The following information is fumished for the guidance of com-
manders who may request the Army Security Agency to train personnel of
—~  thelr commands:

% " H# #* ™ #* 3 % =

b. Personnel selected for this training must{ be capable of meet-
ing the prerequisites for enrollment indicated below:

(1) Officers, through civilian background or miiitary experi-
ence, pust be qualified to perform duties equxvalent to
that of a Teletype Mechanic (SSH 239).

(2) Enlisted men must have an AGCT Score of 110 or higher
and be fully qualified as Teletype llechanic (SSN 239).

(3) All selected personnel should have a knowledge of the
following subjects and the ability to make practical
application thereof in the degree indicated:

(a) SHOP WORK: Basic knowledge of the proper care and
use of miscellaneous tools for measuring, gauging,
and in paking mechanical adjustments. Correct
soldering technique as employed in soldering
splices and small connections, and the preparation
of cord and plug assemblies, For reference see

- T™ 11"1&530
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(b) PRINCIPLES OF ELECTRICITY: Those basic principles
of electricity and magnetism which enable the stu-~
dent to understand fully the proper care and use
of batteries, electrical measuring instruments '
(Voltmeters, ammeters, ohameters), the solution of
circuits, schematic and actual wiring diagrams as
well as the theory and practical uses of AC and DC
meters. For reference see ™ 1-455.

(¢) IELETYPE FUNDAMENTALS: Familiarity with teletype
fundamentals as set forth in T 11~353.

(d) TELETYPEWRITER EQUIPMENT: Must be fully qualified
to install, inspect, maintcin and repair the follow-
ing teletypewriter sets and units of equipment:

COMMERCIAL DESIGNATION ARMY DESIGNATION

K 15 Teletypewriter Set
M 19 Teletypewriter Set

Teletypewriter TT-5/FG
Teletypewriter TT-7/FG

M 14 Transmitter Distributor - None
¥ 14 Hon~Typing Heperforator Set Teletypewriter TT-15/FG
i 14 Keyboard Typing Reperforator Set Telstypeuriter TT-16/FG
(4) iust be capable of passing with a rating of satisfactory

5)
6)

or better, a pre-entry examination to determine qualifi-
cation for enrollment.

- Hust have true color perception,

Hust be cleared in accordance with the requirements of
letter, AG 311.5 (16 Sep 46) AGAO-S-B-U, 18 September
1946, subject: "Clearance of Personnel for GryptOgraphic
Duties,“ as amended.

¢c. The following table presents a summary of course information.
The suffixes Cl, C2 indicate the type of equipment on which the specialist
is gualified to perform maintenance:

S8l OBJECTIVE
OF COURSE

(1) 801-C1

(2) 801-C2

(3) 801~-C1-C2

APPROXTIMATE
COURSE LERGTH
ASAM 2 (Converter M-228) and ASAY 3 15 weeks
(M~228(1). Teletypewriter equipment
" and special equipment used in conjune-
tion with cryptographic systems employ-
ing one time tapes.
ASAM 1 (Converter M~134~C). Included 10 weeks
are Converters M-209-{ )}, and ASAM 5
(ux 783/U.)
ASAM 2 (Converter H-228); ASAM 1 (Con~ - . 23 weeks

verter M-134—G), and ASA¥ 5 {Converter
MX 783/U,) (Combined course).
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4. Inclosed is one copy of pre-entry examination, dated 4 June 1948
which will be administered Lo applicants in order to determine eligibility
for training. As many copies msy be reproduced as are necessary. it is
desired that these examinalions be administered by field units or training
centers under the supervision of an officer and that no training aids, text
manuals, wiring disgrams, etc., be available to individuals being examined.
Officers supervising the examination will certify in writing that the exam-
inee took the examination without assistance. A4 sample certificate is
attached to the inclosed exanination. The completed ungraded pre-entry
exsmination, with its attached certificate will be submitted with the train-
ing request.
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- SPSIS-4B B 26 May 1945

Letter No. 597

SUBJECT: Training Perscnnel for the Haintenanca of Converter H=134~C

TO: All Holders of SIGABA |
% % # » # * # # % %

3. The following information is furnished fopr the guidéhca of

units requesting this office to train personnel assigned to such units.

# #* * # # # #  o# & #

d. Personnel selected for this training must be fuliy qualified
and capable of meeting all the preregquisites for enrollmﬁnt lndicated
below:

(1) Army General Classification Test Score of 110 or more,

{2) Selected personnel, through previous experience or
schooling must be qualified to perform the duties of
a Teletype Mechanic (SSN 239) or have a thorough know-
ledge of the following subjects and the ability to
make practical application thereof:

(a) SHOP WORK: Basic knowledge of the proper care
and use of miscellaneous tools for measuring,
gauging and making mechanical adjustments. Correct
soldering technique as employed in soldering
splices and small connections, and in the prerara-
tion of cord and plug assemblies, For reference
see TV 11-~453.

{b) PRINCIPLES OF ELECTRICITY: Those basis principles
of electricity and magnetism which enable the
student to understand fully the proper care and
use of batteries, electrical measuring instruments,
the solution of circuits, schematic. and actual
wiring diagrams as well as the theory and practi-
cal application of AC and DC motors. For reference
see T 1-455.

(3) Must be capable of passing a pre-entry examination to
determine qualifications for enrollment with a rating
of satisfactory or better,

(4) HMust not be color blind.




.

(5) HMust comply with the requirements of Confidential
Letter, Var Department, The Adjutant General's
Office, Vashington, D, C., dated 21 March 1945,
file No, AG 311,5 (12 HMarch 1945) OB-I-B-Ii;
Subject: Clearance of Personnel for Cryptographic
Duties. ‘

e. It is suggested that such personnel who, through previocus
experience or schooling, are gualified tc bes the holder of any one of the
following Kilitary Occupational Specialties (I0S) or Specification
Serial Humbers {SSN), would be eligible for such training providing they
are capable of passing the prescribed pre-entry examination with a rating

- of satisfactory or better,

(1) Officer Personnel,

No MOs Teletypewriter Equipment Maintenance

Assigned and Hepair Officer, (Officer must
have previocus experience or schooling
which gualifies him in the same manner
that an enlisted man is qualified to
be a Teletype Mechanic SSN 239).

10S 0145 Radar Haintenance and Repair Ufficer.

u0S 0260 Telephone and Telegraph Maintenance
Officer, !

MOS 9606 Cryptographic Equipment Maintenance

, and Hepair Officer Class 1 Type Equip-
ment,

(2) Enlisted Personnel.

SSN 078 Electrician,
38N 095 Central Office Repairman.
38N 097 installar-Repairman, Telephone and
Telegraph. .
SS8N 115 Automatic Telephone System Maintenance
' Man, :
S8 232 ‘Switchboard Installer-Repairman, Manual.
88N 239 Teletype Mechanic,
85N 384 Installer, Toll Telqphqne and Telegraph, °

SSH 648 Radio Repairman,
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SPECIAL REG_ULA’]‘IONS} . DEPARTMENT OF THE ARMY
No. 750-445-1 WasHINGTON 25, . C,, 28 /llar(*h 1949

MAINTENANCE OF SUPPLIES AND EQUIPMENT
CRYPTO-EQUIPMENT ISSUED BY ARMY SECURITY AGENCY

Paragraph
General- e 1
Maintenance sevvice - ___________________.___ e e e 2
Maintenance operations____________________ e 3
Maintenance instructionso__________________. ... 4
Responsibility __..____ S S S e i
Requisitioning _______________________ T S 6

1. General.—All organizations of the Army using any crypto-equip-
ment issued by the Army Security Agency will become familiar with
the basic principles of maintenance of such equipment.and with the
channels of maintenance support and supply as administered under
the staff supervision of the Army Secuuty Agency. Training of
maintenance personnel will be ‘carried out in wccordance with CON-
FIDENTIAL DA letter (AGAO-S 333 (2 Sep 48) CSGID-M) 9
September 1948, subject : Training of Personnel for the Maintenance
of Electro-Mechanical Cryptographic Equipment.

~'2. Maintenance service..—Maintenance service will be performed in
accordance with the system of division of maintenance functions into
the three categories of organizational, field, and base mamtenance as
described below. .

a. OTgaeratzonaZ maintenance is d1v1ded into two echelons as
follows:

(1) First echelon maintenance is that pe1f0rmed by the opera-
tor. The limits of first echelon mainténance are defined in
" the maintenance manual applicable to’ the equipment. In
genera], it includes cleaning, lubI‘ICdtIOll, and changmg of
such minor parts as tape, ribbon, fusés, etc.
(2) Second echelon mamte'n(mce is tlmt performed by specially
trained maintenance personnel assigned to the organization.
" Second échelon maintenarnce is limited to that maintenance
which the skill of the assigned maintenance man and the
facilities at his disposal permit. Vorma]ly, sécond echelon
maintenance will include all maintenance actions necessary
to keep the equipment in operatmg condltlon

*These regulations supersede WD letter (AGAO-S-B~-M 311.5 (31 Jul 46)), 5 August 1946,
subJect Pollcy on Maintenance of Cryptogrnphxc Equlpment
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b. Field maintenance consists of third echelon maintenance which
is performed as a service to subordinate organizations by specially
trained personnel from a higher headquarters or from appropriate
Army Security Agency headquarters. Third echelon maintenance
may be performed on a regularly scheduled basis and/or on a request
basis and may be considered as a supplement to or substitute for
second echelon maintenance.

¢. Base maintenance is divided into two echelons, as follows:

(1) Fourth echelon maintenance is that performed at an Army
Security Agency headquarters as a service to using organiza-
tions. Fourth echelon maintenance comprises all major re-
pairs short of a complete overhaul of the equipment. It is
characterized by a complete range of spare parts, subassem-
blies, and assemblies, highly skilled personnel, and machine
shop type tools. Oversea organizations will submit requests

~ for this service to the Chief, Ar my Security Agency, Europe,
‘ Pamﬁc, or Hawaii, whichever is applicable. ' Organizations
in the zone of interior will be serviced by the Chief, Army
Security Agency, Washington 25, D. C., Attention: CSGAS-
85. Oversea organizations outside of the European, Far
" East, and Pacific Commands may direct requests for main-
tenance service to the nearest command Army Security
Agency headquarters or to the Chief, Army Security

. Agency, Washington 25, D. C., Attention: CSGAS-85.

(2) Fifth echelon maintenance is thatv performed by the Army
Security Agency, Washington 25, D. C., and is characterized
by maintenance operations (such as a major overhaul or re-
habilitation) requiring skills, parts, supplies, and tools of
industrial caliber.

3. Maintenance operations.—Efficient maintenance dictates that
the various maintenance operations which must be performed on
crypto-equipment be allocated normally within certain organizational
levels as outlined in the system described above. However, the level at
which any given operation is performed will be influenced by the tacti-
cal situation, nature of repairs, time available, skill of maintenance
personnel, and availability of tools and parts. When maintenance op-
erations normally performed at a particular level cannot be per-
formed there because of any of these factors, maintenance service will
be requested from an organization capable of performing higher eche-
lon maintenance.

4. Maintenance instructions.—Instructions for all echelons of

maintenance for the various kinds of crypto-equipment will be found

-
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in the registered documents pertaining to maintenance which are is-
sued by the Army Security Agency to all custodians of the crypto-
equipment concerned.

5. Responsibility.—a. Commanders will hold officers or other super-
visory personnel in charge of operation of crypto-equipment responsi-
ble that instructions and procedures for preventive maintenance
operations published in maintenance manuals are strictly followed.

b. It is the responsibility of the officer in charge of the operation of
crypto-equipment to prevent the abuse of equipment under his control.
Evidence of abuse will be investigated and appropriate action taken
thereon. Some common abuses are—

(1) Improper, careless, or negligent usage or operation of crypto-
) equipinent. . .
~(2) Lack of ]ubrlcatu)n, over- lubrlcmon or use of unauthorized
. lubricants. Co
(3). Lack of mspecmons
(4)- Deferred maintenance, including lack of proper servicing
and adjustments.
(5) The attempting of repairs by unqualified personnel or by the
use of improper or inadequate tools and equipment.

6. Requisitioning.—Replacement parts for crypto-equipment may
be requisitioned from the appropriate command Army Security
Agency headquarters or direct from the Chief, Army Security Agency,
Washington 25, D. C., Attention: CSGAS-85. Spare parts lists for
equipment supplied by the Army Security Agency are published in
the maintenance manuals furnished with the equipment. Specific
instructions pertaining to the requisitioning of maintenance spare
parts are contained in CSGAS-85 letters published from time to time
on the subject of requisitioning maintenance spare parts for crypto-
equipment issued by Army Security Agency.

[AG 3115 (14 Mar 49)]
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BY ORDER OF THE SECRETARY OF THE ARMY :

OFFICIAL : ‘ OMAR N. BRADLEY ' .
EDWARD F. WITSELL Chief of Staff, United States Army t

Major General
The Adfutant General

DistriBuTioN :
Army:
GS USA (5); SSUSA (2); Adm Sv (2) ; Tech Sv (2) ; except
11 (25) ; ASA (800) ; AFF (10) ; OS Maj Comd (25) ; Base
Comd (10) ; MDW (10); A (ZI) (10); C & GSC (5) ; Dep
11 (5). L '
" Air Foree:
USAF (10)
For explanatlon of distribution formula see SR 310-90-1.

U. 8, GOVERNMENT PRINTING OFFICE :1949 O - 830775 \I

—CONFHDENTIAT—




TAB W

Service Record Card (short title:

for

Converter M-13,-C

SIGGOEM)
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67. Service record card
68. Service record frame
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TAB X
Photograph of Converter M-13.-C

showing Hinged Cover

Por explanation, see Chapter XVII, Section G,
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