e

. | % : B A'

' ' QrC\AC,
AFCIAC: 13/12 zZLs

- ' 30 September 1949

MEMORANDUM FOR MEMBERS OF AFCTAC:

SubJect: Replacement of the present Combined Cipher
Machine.
1, The attached report of the A4 Hoc Commlttee,

- appointed by AFCIAC to prepare an amended reply to the British
RDG/5/99 proposals, is forwarded for your information,

2, The Chairman, AFCIAU, has requested that your
goncurrence or comment he oammunieated to the SECRETARIAT at

the earliest practicable date.

Seoretariat AF 3XAC
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JOINT CHIEFS OF STAFP

E_"_..PIAE’Q‘W- OF _THE PRESTT COMBINED OIPHER MACHINE
bkl 1 PRO'RL'EM
1, To determine the United Stntes position towerd the United Kingdom's
vroposals in RDC §/99 (.ntﬁaehed as Appendix "A') that!:

8. There be a full and complete interchanre of cryptographic
prinaiples and policy on a reciprocal basis,

1. If the United States Chiefs of Staff canmot agree to g. sbove,
they anthorize the disclosure of the principles of the ECM (SIGABA) ao

that these may be incorporated in the new British cipher machine {BO:),

FACTS BHARIN: ON THE FROBLEM AND DISCUSSION
2. Appendix "C' (page 3)

CONCY USIONS
J. f: It is not in the best interest of the U, 8. to agree to the full

and complefe interchange of cryptogranhic princirles with the British.
. The reienae of the BCM under nresent -circumstances is not
warranted.
L. The detalls of the princivies of the BGM chould be disclosed to
the U, K. with a view to. 1tz use as.s replacement for the existing
Combined Oipher Machine., In addition the_U. S, should furnish to the

U, K, on a contiming baais such improvements to the BGM as become available,

4, It is recommended that!
f- Memorandum substantislly as in Appendix "B* be forwarded to the
British Joint Service Nisslon.

8, Coordination with AYCIAC has deen effected.

Leclassified and approved for release by NSA on 11-19-2013 pursuantto E.O . 13526)
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BRITISH JOIND SERVICES MYSSION .
OFFICES OF THE COMBINED CHIMFS OF STAFF
WASHINGTOI

BDC 5[99

BDO Bf6? - 18 May, 1949
- 6 Jm. 1949

1. The representative of the U, K, Chiefs of Staff have
been ingtructed to put forward, for conslderation by the U. S. Chiefs
of Staff, the attached memorandunm dealing vith the replacenent of
the exishing Ooxbined aypher machine, |

3. Commander Burton=ifiller of the U, K. Cypher Policy Board
48 nov in Washington and is fully suthorized to discuse this matter.
It is hoped, therefore, that a very early decicion om the abtached
proposals may be given ug.

/s/ R. D, COLERIDGE
Gaptain. R.Rg

— g sxonup - AFEENDIX #AY
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SQESECRED —

PHE JOINT COMLIUNIGAT [0S ELIGTRONICS COLLITTTEE
THY SHCURITY AUD CRYPTOGRAPHIC PANEL
REFIACEMUENT OF THI PRESENT COMBINED CIPHER IIACHINE

(Proposed reply to the Britlish Joint Service Mizsion)

The U,8, Joint Chiefg of Staff have carefully considered the
proposals made in RDC 5/99 of 13 Moy 1949 concerning the replace~
ment of the existing combined cipher machine, The U.,3, Joint
Chiefs of Staff regret that they are unab;e toc mcecept the proposal
for the full and complete interchange of crypbtographic principles
and policy on a reciprooal basia, Full recognition, however,
1s accorded the view of the UK, Chiefa of Staff regarding the
necessity for the replacement of the present CCH for high level
Combined uss. In this regard the U.,3, has developsd and has in
operation a machine (BCM) which 1s considered the best avaiy?ble
squipment and entirely satisfactory for such communications.

The BCH is relativély economicél to manufacture and may be
utilized in adeptor form with the present British basic cipher
squipment, thus providing an economical as well as expeditious
method for improving thessecuriﬁy of combined communications.

As an alternative proposal to tho release qf the LECU the U.S.

" will disclose to the Unlted Kingdow the details and oryptographic
principles of the BCH and ﬁill enter into discusslons concerning
148 adoption for Combined use and concerning the physical
gsourlty necessary for ita protection. These dilscuasions can

commence in Vaghlingbon at any time.

APPENDIX UB®
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FACTS BEARING ON THE PHORLEM AND DISCUSSIOY

1. The United K;ngaom Chiefs of Staff have decided that they must
replace their main cipher mechine (TYPEX) as soon as possible eince they do
not consider 1% will offer adequate security in the near future,

2, In view of the fact that the Royal Navy can carry only one machine
in the smaller ships the new British machine must be such that ¢ will
provide for British and for Combined British and U, S. communicationa., Thia
alsc applies in the United States Favy.

3. Although the CCM, if pronerly us=ed, is a highly securé machine, the
experts of both nations agree that the cryptoéraphie principles employed in
the machine are not as cecure as is considered desirable for hirhest level
United Stotes = United Kingdom communications,

4, The United States government adheres ‘o the general basic princinle
of national sovereignty and security that the means and methods which a
governmont employs for the protection of 1ts own communicstions cbnstitute
a private matter not te be_ahnred in toto with any other government,

Becsuse of the common interest of the U, XK. and U, S, in worlad
affairs today, the U, §= has a vital interest in the provision of a erypto-
graphic a&stem for Combined commanications of aasured necurit& for highest
level nee. On the other hand the U, S, in its own national interest must
reaerve for itself a eipher equivrment of assured seourity, to nrovide privacy
for 1ts own commanications,

5, Becanse of financlal limitations it is pnlikely that the British-
are in a posltion to reﬁlace their present main cipher machine (TYFRX).
Moremover, the United States should not, under the present circumstances,
releane the EOM if it is to adhere to the above stated policies, since the
only equipment which might be considered to assure the necessary nationel
privacy, the GSP 2900, will not be available in sufficient quantitieé to
meet U. S, mobiliQation requireﬁenta for a consideradble perlod of time,

8, The present BCM (CSP 3800) is sufficiently secure for highest level
traffie, although not as secure as the ECM, The Navy has under develorment
further modifications of the BCM which are expected to give it a securlity
comparsble to that of the ZCM without incornoratings any of the basic ECM

princirles, Design has already been completed for an sdaptor which will permit

the conversion .of the TYPEX to a BCM, —TB'P—S-EB-R-E—"— )
Appendix “CY
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7. Improvement of the security of Combined U. S, = U, K. communications
can be most expeditiocusly achieved by relemse of the BOM to the British. The
provigion of this device will permit the British to contimie the use of their
basie cipher equivment modified by a relatively cheap and easy to manufecture
sdaptor. The aame thing hold tfue inaofar as the U, S. 1s concerned since an

adaptor can be provided for the ECM-CSP 2900,



