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WAR DEPARTMENT
OFFICE OF THE CHIEF SIGNAL OFFICER

WASHINGTON December 1, 1924,

Nemorandum For; Commander Kingman,

1e The study to which you referred this morning was made at the in-
formal request of your predecessor, Commander Godwin, and Lieut. Loventhal, iu
comnection with a rather complicated cipher machine, which was being considered
for uge Iin the Naval servioe.

2 This investigation extended over a period of about six months,

but I did fot, of course, devoio all my available tims to 1t - only such as . -

oonld be spared from my more immediate duties in the office,

S« The study passed through several stages. First, a careful sur-
voy was made of the typs of oryptogram produced by the apparatus. This involv-
ed research into the mechanico-olectrical features of the machine, many of which
were novel, and resulted in producing cryptograms of considerable complexity.
Detalled investigation, however, convinged me thuat olaims for indecipherability,
even of a relative nature, put forth by those interested, were not warranted, if
all the factors comected with the use of the machine in the military or naval
service ware taken into oconsideration.

4, The next step was, of sourse, to attempt Zo establish a body of
prinoiples and a method of procedure for dryptanalytic reduction of the dispatch-
a8 vhioh wonld be producad umnder service conditions. In this I was succossiul,
in:llltllﬁ..d myself that such reduction was not only possibie but very pracsi-
CRR1LG.

6s There remalned, howevsr, the question of demonstrating the truth

- of the varfous hypotheses established. A set of ton test messages was prepared,

by the Code and Signal Jection, based upon the asgsumption that the enemy wounld
know all that thers is to be known as regards the machine and its functiond, but
would not know the wiring of the cipher whesls. The indicator word for T8
8age, in order to enable the recipian$ %o set his machine properly for deci u{hoi--
ing, was shown in glear on each message, as this would be the case in act
practioce unless the system wers furthor gomplicated by the use of a code book,

or some other subsidiary eipher systen for disguising the indicators.

8. The first of those dispatches was solved after approximately ons
wosk's intensive study of the data based on all ton messages. This length of
+1me, however, gives no reliable index of the length of time that would be re-
quired in aotual praoctice, because many other factors, such as personnel, volw
umd of data, speclal informesion from gemeral intelligence, and so on, would all
have a very definite and important influence on this question, as you are well
awars. I was all alona, as regards the analysis of the data, and had not the
slightest idea as to what any message was aboute It is my opinion that with a
large, well-trsined staff, and sources of outside intelligence that are usually
available, the proocess could be accomplished within a space of $ime short enough
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t0 make the analysis of mescages of major importance very valuable to an encmy.

%« Regardless, however, of how long it tcok to solve that first mes-
sage, the solution of the rest of them was made very much aimpler as a result of
a8 most intereating series of analytic steps developed coincideat with the solu-
tion of the firet meossage. In fact, i1 was shown {that the solution of but two
or three lines of text of one message was all that was necessarye This would be
diffioult, perhaps, depending on how much text was available, but onoe done, the
rest follows ratner easily. I do not mean to say that only two or three lines
o cipher text are necessary, but that the amlrsis of tho dzafa based on & con-
sldergble volume of text, when applied only to two or three lines of one message,
will result in the solution of those lines, and from that, the reat fotlows in

rapid order.

8« It 1s neceesary to say that the wiring of the plate in the rear
of the machine was known to me in this test, i1t having heen assumed that this
part of the eléotriocal arrangemsnts would be the same for all machines. It seem.
ed necessary, of course, to establish procedure for analysis vhen the lattor 1is :
unknown. While no actusl messages were presented for solution, on account of the
lack of time and personnel, nevertheless a set of ahout 100 massages had veen pro-
pared somd time previously, and the cipher dispatches were carefully examined in
connection with their plain text, and diagrams of the wiring of the cipher vhoels,
The data showed that given a sufficient number of messages (the traffic of NAA
for one day during active operntiena would be more than sufficlent) solution
conld be achieved within s practicable length of time. I would even go so far
now as to venture the opilnion that it mipght be done with thirty or se rescages.

9. 0f course, with an understnnding of the mechanios of the anelysis,
suggestions for the improvement of the apparatus, with a view to increasing the
degree of peoraoy, presented themselves. These, snd the methoed of solution were
comrunicated to members of your section.

10 I wish to take this opportunity to say that ¥Mr. Bogle of your
section rendered very valuable assisiance in the way of compiling special tables,
under my direction. I slso wish to add that I was very glad ¢o have had the op-
portunity to conduot this investipgation, for I had the good fortuns o develop
several new principles in analysis, the value of which will no doubt manifest 1t-
self in my owmn work at some future time. .

We ¥+ Friedmsn,
Cryptanalyst, Siganl Corps.




