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WDGASS-11 : 26 January 1946

MEMORANDUM FOR ASSISTANT CHIEF OF STAFF, G-2
SUBJECT: Release of Cryptographic Principles

DISCUSSION

1. Prior to and during the war a number of mititary and.
civilian personmel in the employment of the War Department have
developed numerous cryptographic principles and devices. With
the termination of hostilitles certain inventors have expressed
an interest im obtaining patent rights to those items developed
by them which may be or have been superseded. Simce this poinmt
was never ralsed before the war it is undoubtedly motivated by
current War Department releases of patent rights other than
ceryptographic to the imventors for their private or commercilal
exploitation., Attemtion 18 invited to Imnclosure 1 im which
application 1s made for the release of pateamt rights concerning
principles involved in the use of the Converters M-228 amd M-29%.

2. On the part of the imventors, it is felt by them that
many devices nov im use will be superseded by future developments,
and as such, no military requirements will exist for outmoded
equipment. However, umtil they are superseded, the equipment
will still be im curremt use. 3Some of this equipment may have
a potemtial use in commercial commumicatioms. This immediately
leads to a desire on the part of the inventors to exploit such
devices on & .commercial basis.

3. It 1s pointed out by the inventors that & civiliar not
in the employment of the govermment service can develop and
_patent for use by commercial companies amy number of cryptographic
- devices, and that the restrictiom of patents by the War Depart-
ment which are mot lomger of value would be umrfair to the in-
dividual employed by the govermment.

k., It 1s understood that there have been cases inmn which
reimbursement to am individual for patent rights has beem made
through an act of Congress. It 1s the responsibility, however,
of the individual to erlist the aid of a representative of

Leclassified and approved for release by NSA on 09-13-2013 pursuantto E.O . 13526)




i F? ID:A104 74

Congress to gain such monetary allowances as is deemed propor-
tiomate to the device in question. No action on the part of the
War Department is incurred other tham the fact that the matter
may be referred to it for information upon which to base a
decision by & Congressional committee.

5. Attention is invited to AR 850-50, Imnclosure 2. Para-
graph 7 thereof states:

"7. Title to patents on invemtions made by War
Department employees. -- a, In case an officer,
varrant officer, enlisted man, or civilian employee
of the War Department or of the Army is specifically
designated or employed to invemt & specific thiamg and
does so at the expense of the Government, the title
to the invention and to the patent obtainmed thereon
becomes the property of the Governmemt. If the in-
vention is made in the course of the general employ-
ment of such person on the time or at the expense
of the Govermmeat but not by direct designationm or
employment for that purpose, the Governmeat has an

. implied licemse to use the invention, but the title
thereto and the patent acquired thereon is the pro-
perty of the imventor."

6. Attention 1s imvited to Imclosure 3 which outlimes the
War Department policy om the release of scientific amnd techalcal
iaformation to the public. The policy is liberal and specific
to_the end that all developments of a classified mature im the
custody of the War Department will be released for public '
benefit with the exception to those items, the publicatiom of
which would cause exceptionally grave danger to the mation, or
endanger the natiomal security, or cause injury to the interest
or prestige of the mation or any government activity thereof,
or which would be of great advantage to & foreign mation.

7. The security of War Department communicatioas depends
upon safeguarding the means with which such communications are
cryptographed. All imformationm to date indicates that ememy §
governments have not been able to read War Department high grade

eryptographic systems,

8. The release of cryptographic devices or patemts by
the War Department would endanger the security of all systems for
the follovwing reasons:

a. It would permit inspection by foreign countries of
those patents and devices released.
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b. While the United States Army relies for communica-
tions security upon & speciflic key rather than the secrecy of
a particular plan, the principles of the more secure War
Department systems are held in secrecy becguse the recovery of
the basic principles must be accomplished as the first step
In the cryptanalysis of our traffic. Removal of this obstacle -
would be & direct benefit to ememy cryptanalysts and might
lead to the breakdown of systems which are otherwise secure.

c. A precedmat would be established which may lead to]
further demands to the extent that the entire War Department
cryptographic plan might be compromised.

d. The quality and refinement of our cryptographic
devices bear & direct relationship to our ability im the crypt-
analytic field of endeavor. Application of our basic prin-
ciples by foreign governments to their own communicatioms would
eventually result in presenting the War Department intelligence
personnel with & more serious, 1f not imsurmountable, problem
of solving forelgn cryptographic systems.

9. It is comncluded that the importamt conuiderations in
the release of cryptographic principles are the affects such
releases would have upon the security of Umlted States Govern-
.ment communications amd the comtinuance of communications in-
telligence sources. There is little evidemce available to
indicate that other nations are as far advanced im cryptographic
principles as the War Department. . Consequemntly, the release of
the knowledged gained by the United States persommel would be of
considerable bemefit to other matioms. The establishment of a
_precendent by releasimg any information of this nature may lead
to further demands which could not be met without serious com-
promise,

RECOMMENDATION

1. That the policy be established whereby mo cryptographic
principles, devices, or patents of any nature developed By the ‘
War Department be released for commercial or private enterprise
until such time as the War Departmemt has perfected arprocedure
wvhereby the device in question can be read under any and all
circumstances.

2. That the War Departmeat adopt.a policy of favorably
considering any reasomable request by Congressiomal actiom for
reimbursement of am individual for cryptographic patemts. invented
by them while im the employment of the War Department.

3 Incls - ‘W. PRESTON CORDERMAN
1. Cy 1ltr dtd 27 Sep U5 - Brigadier Genmeral, USA
2. AR 850-50 Commanding

3. Cy memo, undated, subj:
Classification, Reclassification
and Declassification of Scientific
and Technical Information




SUBJECT: Classiflcation, Reclassificatien and Declassification of
Seientific and Technical Information

1. The Prosident, By Bxecutive Grder No. 9566 dated 8 June 1945
and Exeovtive Order Mo, dated 25 August 1945 (copdes attached)
@irects the appointment of a Publication Board ecmpossd of the Directer
of War Mohdlization and Reconversion (Chairman), the rojpn“ﬂ.&-
and the Secretariss of Imterior, Agrisulture, Cemmeres, and I °
gugéggnu?gfsﬁgg?f
the pulilic interest, certain ~elentifis and techmical data now or

hereaftsr withheld mg public disssmination for the purpose of natiemal
segurity, to the end that such information may be of maximm benefit

to the puhlie,

The Searstary of War ia authorized to deaignate one liaisen

, 2
officer to partisipate 1n the meetings and discussions of the Board.
The Director, New Developments Division has been desigmated as the
liaigon officer and his office shall be responsille for the processing
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necessary to the proper functioning of the Board,

3. All departmenta and agensies have been directed to furnish,
upont request of the Board, such information whioch is essential to the
perfopmance of the dutiss under the Exsoutive Onders, It is therefore
expected that requests will be made to your office through the Hew
Develomments Diviasicn for the relesse of this soientifie information
and for the furnishing of persommsl to be members of oertain specifio
oparating committees, As libercl a palicy with respest to review and
declagsification of classified projests and material as is consistent

e
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4e 1% is oonmidered desirable that these civilian and militery
menbers of the War Departrmenmt who have been reuponaihlofortho invens
tion and development of new ideas and techniques be
prepare thelr own doouments for review, This 1s to be dome in omr
to give appropriate recognition to those persons or groups who have
made professional contributions towards the development of new ideas
and techni juesa,

5. To fully comply with the apirit of these Exscutive Orders, it
is desired that speeial emphasis be placed on the review of all projecte
and material to the end that guch aclentific and technieal information
as is conalstent with the nrovisions of the Dxecutive Orders n.:,r be
made availahle for release and publieation,

6. To thinm end 1t 15 deaired that sll clasaified mrojects and
materis) be reviewed 23 rapidly as is practicable and in the 1ight of
the policy emmemated in paresrap: 3 such review will be riztely
coordinated through the technical cammilttees or ly simflar aotion,

The Commanding Gensral, Army Service Foroes and the Commanding Cenerel,

Aly Forces are requested to sulmit a list of projeets and material
whioh should be retained in e classified status with substantiation fer
such ratention, An initial »rogress report will be submitted by
20 September 1945. It 1s expsected, however, thut it wlll be necessary
to process individual cases during the interim period whioch are
receiv:d as requests frem the Pulilisation Boaxd.

2M' Jo Eo m.‘!. )
1. Cpy Exeo Order No, 9568 Lisutenant General, GSC
atd 8 Jun 45 Agting Deputy Chief of Staff
2¢ Cpy Exec Order No, 9604,
dtd 25 Aug 45



