REF ID:A403%99

<

X
o 1 SECURITY CLASSIFICATION (Jf any)

PISPOSITION FORM CONFEDRNEEA

FILE NO SIBJECT  Open source mention of use of electronic
computers in cryptography
10 FROM PROD-0111 DATE 8 QOctober 1957 COMMEN
SEC H Levenson B578/RhLlL1

Attn: Mr. Lanham

l. In re your request for previous mentions in open source material of the use
of electronic computers in cryptography, the following items are submitted.

An article appearing in U.S. News and World Report, 22 October 1954; p. 12,
discusses former NSA employee, Joseph S. Petersen, Jr., and the agency for

which he worked. It mentions that "a major job of the agency that employed
Mr. Petersen for 13 years 1s to break foreign codes, a job in whach it uses
electronic 'brain! devices,®

Mr. John Koblers writing in Colliers, 28 October 1950, p. 48, on the sub-
ject of cryptography, states that "there 1s a possibilaty that the elec-
tronic pranciples of our grant mathematical calculators can be adapted to

cryptography.”

S/S FRANCIS A RUPP
Chiefs PROD-O411

Leclassified and approved for release by MSA on 09-25-20713 pursuantto E.O 13529

e

r X

DD " 'F__gl;llﬁo 96 REPLACES NME FORM 56 1 OCT 48 WHICH MAY BE USED

16—54801-3 X ¥ & GOVERNMENT PRINTINS



REF ID:A40399

LY » « -
- . —CONPEDENEEAT ]
H » -
; ) Open source mention of use of electronic
. - computers in cryptography
-
) PROD-02,11 8 October 1957
SEC H Levenson B578/RL141

Attn: Mr. Lanham
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- electronic ‘brain'! dev:x.cgs."
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In re your request for previous mentions in open source material of the use

~ of electronic‘ computers in cryptography, the following items are submtted.

An article appearing in U.S. News and World Report, 22 October 1954 p. 12,
discusses former NSA employee, Joseph S. Petersen, Jr., and Lhe agency for

which he workede It mentions that "a major jJob of the agency that employed
Mr. Petersen f'or 13 years is to break foreign codes, a job in which it uses

Mr. John Kobler, writing in Collierss 28 October 1950, p. 48y on the sub~-
ject of cryptography, states that "there is a possibility that the elec-
tronic principles of our glant mathematical calculators can be adapted to

eryptography. !t
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. S/3 FRANCIS A RUPP
- Chief, PROD-0OL11
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Frday, September 20, 1957

THE STARS A!

Giant Brains
Enter Secret

Coding World

By North Americar Newspaper Alliance

WASHINGTON—Giant machines
have moved 1nto the secret military
world of codes and ciphers The
electronic brains can turn a
message 1nlo gibberish as fast_as
a man can type

At the receiving end another
machine can ungarble the secret
message as fast as 1t can print,

And chances that the enemy will
be able to figure out the message
in fime to use the informalion are
slight—unless some human has
goofed

But humans are humans

An expert 1n the field says

“There can be devised a theo-
retical machine sysiem that can be
mathematically demonsirated as
unbreakable—a svstem with such
an incredible order of complexity
that there 1s never a repeat 1n it”

By a “repeal the expert means
that the same signal 1s used more
than once to stand for the same
word or letter in the message

Machines Offer Time
But the machines have not fun-

damentally changed what the ex-|

perts call the art of cryptography
(putting message mm codes or ci-
phers) or of cryptanalysis (break-
g codes and ciphers) Says one

“What the machines give us is
time and an extremely high num-
ber of variables approaching in-
finity *

The complexity of the machine
gystems means that no such sys-
tem can be broken by a potential
enemy that does not have ma-
chines Bu{ the electroniec theory
behind the units 1s common knowl-
edge and everybody who 1s any-
body now has machines

As one expert put it

“In this field the offense and
defense stay about equal Five
hundred years ago 1t was penciis
against pencils now, it s machines
against machines ”

Always Human Erropr

How are cryptographic systems
ever broken?

One method 1s to jump on a
human error

Example The Secretary of State
hands a diplomatic note to the
ambassador of the land of Poo He
sends 1t to his home government in
code rather than ‘in the clear”
The cryptanalyst has the original
text By compaiing il with the
gibberish sent by the ambassador
he can break the system

Another example The operator
of a machine system i1s ordered at
intervals to “pull a switch” that
changes the system If he forgets,
the momtoring enemy may get
some repeals That gives him mes-
sages to decipher in what the ex-
perts call “depth ' With the help
of the machines the system can
then be broken

Playing It Cool on Boardv
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NATIONAL SECURITY AGENCY
Washington 25, D.C.
TITLE+ MGiant Brains Enter Secret Coding World" Character of Case
Possible Compromise of

- . Classified Information
'3 i
HReport made at Period Covered Report Made by
Washington, D.C. Ly 9510 Oct 57 Thomas T. Lanman
Synopsis

An article entitled "Grant Brains Enter Secret Coding World!
appeared in the 20 Sep 57 European edition of the Stars and Stripes.
The Agency was informed by message from Europe by William F. Friedman.
Inquary reflected article was written by David L. BARNETT, syndicated
colurmist with the North American Newspaper Alliance, Washington, D,C.
Evaluation by PROD-03 and PROD-OLL1 reflected that the information
appearing in the article is within the public domain and would not be
classified. Special Operations Division, SEC, contemplates no further
inquiry in this matter.

Dastributions: Incls: Copy of Art. (dup)
Routang: SEC-1 20 Sep 57
0CC D/F from PROD-OLLL
dtd 8 Oct 57

Copy of deletions by
Stars and Stripes.
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"Grant Brains Enter Secret Coding World"
Stars and Stripes, Buropean Edition

An 1nquiry was conducted regarding an article entatled "Giant
Brains Enter Secret Coding World" which appeared on the 20 Sep 57
Buropean edition of the Stars and Stripess to determine who wrote
the article, the writers source (s) and/or the disclosure of classi-
fied information. A reproduced copy of the article is attached to
this report as inclosure (1).

On 7 Oct 57, a copy of the article was transmtted to Francis
A. RUPP, Chief PROD-O4L1, for an official evaluation of the informa-~
tion contained in the articles. RUPP advaised that similar information
has appeared in the public press. RUPP stated that it i1s his opinion
the information contained an the article is wathin the public domain,
and therefore would not be classified. A D/F from PROD-OL41 dated
8 Oct 57, subject: Open source mention: of use of electronic computers
in cryptography, citing publication of articles relative to the arti~-
cle appearing in the Stars and Stripes, 1s attached as inclosure (2).
Dr. Robert H. SHAW, Chief PROD-03, concurred wath RUPP on the evalua-
tion of the information contained in the newspaper article.

On 9 Oct 57, Ned AXTELL Jr., Chief CERF-1l, was interviewed.
AXTELL advased that CERF-1l received a request from the Adjutant
General (AG) on or about 18 Sep 57, for a copy of the 20 Sep 57 Euro-
pean edation of the Stars and Stripes. AXTELL stated that Wailliam
F., FRIEDMAN sent a message from Europe to H. C. BARLOW, R/D Consultant,
mentioning the Stars and Stripes article and that AG requested the
paper when the message came through AG. AXTELL stated that CREF-11
also received a request for the paper from BARLOW, AXTELL advised
they obtained a copy of the 20 Sep 57 edition from the G2, Pentagon,
and forwarded reproductions of the article to the AG and BARLOW.

AXTELL advised that Hohn NICHOLLS, 6ERF-11l, Liaison Representa-
tive to the Navy and State Departments, contacted the North American
Newspaper Alliance (NANA), Room 900, National Press Building, and was
informed that the article appearing in the Stars and Stvripes does not
appear in its entirety. The NANA provaded NICHOLLS waith that part of
the article deleted from the Stars and Straipes edition. The deletion
was three paragraphs, a line ("The 1nformation was supplied by top
Government code experts, whose names cannot be divulged"), and the

.name of the writer, Davad L. BARNETT, a syndicated columnist with NANA.
A copy of this information 1s attached to this report as inclosure (3).

« AXTELY, advised a check of the Washington area telephone book reflected
that David L. BARNETT 1s listed as residing at 306 Beachwood Road,
Alexandria, Va., telephone number SO 5-6566 and also as a correspondent
with offices in the National Press Building, telephone number ME 8-6860.

- AXTELL stated 1t 1s not known if this article has appeared in any other
publicabtion.
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On 9 Oct 57, John NICHOLLS, CERF-11l, who obtained the informa-
tions from NANA, was interviewed. NICHOLLS advised he went to
BARNETT's office to attempt to gean further information regarding
BARNETT's sources. NICHOLLS said BARNEIT was not in the office but
called while he was there. He said he talked to BARNEIT on the
telephone, representing himself as a member of a Cryptogram Club
who was interested in obtaining speakers for the club meetings, and
asked 1f BARNETT could put him in contact with the "government ex-
perts" mentioned in the article. NICHOLLS advised that BARNEIT cut

the conversation short stating that he (BARNETT) could not divulge
the names of his sources.

Special Operations Division, SEC, contemplates no further
investigation in this matter,

CLOSED
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. By Davad L. Barnett

The information was supplied by top Government code experts, whose names
cannot be devulged.

Another method in what the experts call an "exhaustion attack¥. Each element
in the original language in which the clear message was written.

The machines
¢+ can make mllions of such comparisons until the cryptogram mskes sense. By

that time, the sender has "pulled a swirtch" and the process starts all over
again.

In other cases, fake messages are used. Suppose an enemy is informing
1ts forces of the disposition of ships around some place that in code they
call "Jimmy". The cryptographers think "Jimmy" might be the code name for
Hawaii but are not sure.

So a fake message 1s put out about the dispatch
of a battleship to Hawaii.

Sure enoughy the enemy informs its forces of

the dispatch the dispatch of a battle ship to "Jimmy."

The cryprographers
. then kmew "Jimmy" 1s Hawaii.

Sometimes, the experience and intuition of cryptographers does the
. jobe As one expert put it:

"I have seen people look at a stream of numbers and says 'I bet that is

a five digit cipher run on a muluiplex.! So we try it on the Multiplex -
i

yhich 1s one type of machine - and by gosh, that's exactly what 1t 1s.%
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