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)(_ by 2y (WILLIAM F. FRIEDMAN
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This lecture, the sixth and last in this series, deals with cryptology in

the period from the end of World War I to the end of World War II (Unclassified

material only). The emphasis in this lecture is upon communications security

(COMSEC) not only because in the five preceding lectures the emphasis was placed

very largely upon commmications intelligence (COMINT) but also because although

not as spectacular as cmm,(c@’; in the final enalysisj is rea more vital

X to Natlonal Security then COMINT.

* * * e K K
ou will perhaps recall jfiat in the very first lecture in this series refer=-

i’/
r«:&?’ ence was mRde to the pdle that COMINN (or "Megic¥} played“not on 'n the events
i.o-

_‘::;-r,w preceding the d{panese sneak attack on Pdarl Harbor bu

and a}f operations Which followed that attadk: This is not the 3

s0 Ip the military, naval,

ace nor is there

lions of wordd have been published ob gutrject and\] do not propose to add to

thet volminous literature whateve® thoughts\] may have thereon.

.. You will recall that in

L&\\Dm&u'hfw—a%'ﬁMEh '
the firgt lecture I called to your attention an article which appearedAand which wvae

ot
based upon a 1etterhthe late General George C. Marshall, then Chief of Staff of the

Army, wrote to Governor Thomas E. Dewey, Republican cendidate for President in the

Nern iy o PM . M&MM&M&JK.})—W(F .4

194k election campaign., In that letter which was written on 27 Sept. 1944, General
Marshall practically begged Governor Dewey to say nothing during the campaign about

a certain plece of very vital information which General Marshall had reason to believe

- ( ondina, vy smalir
’ P2 X )
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This, the sixth and final lecture in thls series on the history of
Y-
cryptology,w:l.‘l.:l. be devoted to a presentation ofhevents and developments of
significance or importence in that history from the end of World War I to the
end of World War II.

It would be entirely too ambitious a project even to attempt to compress
within a lecture of only 50 minutes all that should or could be told in that
segment of our history of cryptology. In a nutshell, however, it can be saild that the
most significant and important events and developments during that quarter of
a century were directly concerned or connected with the advances made in the .
production of more complex mechanical, e:l.eet:i:l.cal,and electronic cryptographic
apparatus A and with the concomitant advances in the production more

:-e we orgve Jo b'll-d
sophisticated mechenicel, electrical and elecﬂc appmtus‘ﬁn—the “f‘

, A
salubbenaisdire-mossages produced by thesy increasingly complex cryptographic

A

machines. These two phases are inter-related because, to use a sbwbiof simple

siuerst omd N
analogy, cryptography and cryptanalysis represent the ﬁn faces of a single

co:'l.n,dm‘-'d:
a/
woiifd be nice 1f I could go exiské :I.ntokd.eta.il in regard to these

increasingly complex matters but securlibty comsideratioms prevent my doing so.

Mwﬂhi? As to the advances in the development and use ofmecmf&%um
soph:l:stica.ted. cryptographic apparatus I will only note at this point a comment
wvhich General Omar Bradley mekes in his gquiet but very intersting book entitled

A Boldier's Storx:\vv

\:I/ New York: Henry Holt and Co., 1951, page 4Th.

la
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Signal Corps officers like to remind us that “"although Congress
can make a general, it takes commmications to meke him a commander.”

It islmmw %o amend General Bredley's remark but this

1s how 1 wish he had worded 1t:
Signal Corps officers liké to remind us that "although Congress

can make a general, it takes rapld and secure cammnications to make
him a good commender." —_

This will in fact be the keynote of this lecture. In other words,

commmications security, or COMSEC, will be its mein theme and the ome I wish
to emphasize.

But before caming to thet pert of owr history pertfds & bit more sttention
must be devoted to events and developments of cryptanalytic significance or
importance during the period 1918 to 1946. By far the most spectacular end
interesting of these are the one which were so fully and disastrously disclosed
by the various investigations conducted by the Army and Navy very secretly
while World Wer II was still in progress,and both secretly and openly after the

close of hostilities. The Iinvestigations were intended to ascertain why our
Army and Nevy forces 1n Hawall were caught by surprise by the sneak attack on
Peexl Harbor by the Japenese on the morning of T December 1fisl ey veresalso
intended to asceriain and pin the blame on whoever was responsible for the debacle.
I don't think I should even attempt to give you my personal opinion on these

complex questions, which were studied by seven different boards within the

Services and finally by the Joint congess:l.onal Committee on the Investigation

of the Pearl Harbor Attack. I mentioned the latter investigation in my first

wnil
lecture and nov &emmmt add to what I then sald. ;. The-ecmmdtie

M\ began 1its work‘\% September

1945 with secret hea.rings)‘but on TO deys subsequent to 15 November 1945 up to and

including 31 May 1945 open hearings were conducted, in the course of which some

a -1b-
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15,000 pages of testimony were taken and a total of 183 exhibits received

P Jully 1996

incident to an examination of 43 witnesses. ﬁe Camittee put out a f£inal
aowtauna MM WMM&MQ&%
Reportof 580 pages:mwaset of 39 volumes of testimony and exhibits:

o mmmgm«.»a&m-. ‘3,

)P'ﬁ;e there  ves cne byike Majority (signed by six Demcra.tic and two
Republican manbers),and one by the Minority (signed by two Republican members).
The Minority Report was not nearly as long as that of the Majority but it

brought into focus certain troublesome points which still form the subject of
by Yo

scrimonious discussions and wr:l.t:l.ngskvho believe the attack was "engineered" by

President Rooseveltaud Mol daikares M*h-utw Wa-.&—- A 0As '

For this ancinteresting fact @8 that both the Majority and Minority
s 3ve A ¥ 34

Bepprbs contain glowing tributes to the role played by COMINT before and during
(N%MM VOQENO-ﬁ Qﬂ-wsblr s)

our participation in World War II. In my first lecture I presented a brief

extract in this regard taken from the Majority Bepor@{'but here 1s'wha.t the

Minority Report says on the aub.‘jec%‘(

UJ‘W - 6. Through the Army and Navy intelligence services extensive information

was secured respecting Japanese war plans and des:l.gn;,‘by intercepted

,99' .pp‘ and decoded Jepanese secret messages, which indicated the growing

danger of war and increasingly after November 26 the imminence of a
Japanese attack.

With extraordinary skill, zeel, and watchfulness the intelligence
services of the Army Signal Corps and Navy Office of Naval Communications
broke Japanese codes and intercepted messages between the Japanese
Government and its sples and agents and ambassadors in all parts of the
world and suppllied the high authorities in Washington reliable secret
information respecting Japenese designs, decislong, and operations at
home, in the United States, and In other countries. Although there were
delays in the translations of mny intercepts, the intelligence services
had furnished to those high authoritles a large number of Japanese messages
vhich clearly indicated the growing resolve of the Japanese Govermment
on war before December T, 1941.
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The Majority Report made five main recoammendations, of which the second

is of speciel :I.nterest:h

That there be a complete integration of Army and Navy intelligence
agencies in order to avoid the pttfalls of divided responsibility which
experience has made so ebundantly apparent; that upon effecting a unified
intelligence, officers be selected for intelligence work who possess the
background, penchant, and capacity for such work for an extended period
of time in order that they may become steeped in the ramificatiofs and
refinements of their field anxiemplpy this reservolr of knowledge in

. evaluating material received. The assignment of an officer having an
apbitude for such work should not impede his progress noxr affect his
promotions. Efficient intelligence services are just as essential in time .
of peace as in war, and this branch of our armed services must always
be accorded the important role which it deserves.

tahe,

I assume that due note of this recommendation has 'beenA'by the services
but how far it has been possible and practicable to insure that the recomendatim/
has been carried out or will be I do not know. In this connection I think 1%

mey be of interedt to cite what the distinguished commander whom I have already

.

mentioned, General Omar Bradley, has to say on this point:’

In their intelligence activities at Allied Forces Headquarters, the

British easily outstripped thelir American colleagues. The tedious years

of prewar studies the British had devoted to areas throughout the world

gave them a vast advantage which we never overcame. The American

Army's long neglect of intelligence tralning was soon reflected by the

ineptness of our initial undertakings. Fgr too many years in the preparation

of officers for command essigmments, we had overlooked the need for speclalization

in such activities as intelligence. It 1s unrealistic to assume that every

officer has the capacity and the inclination for fleld command. Many are

uniguely qualified for staff intelligence duties and indeed would prefer to

denote thelr careers to those tasks. Yet instead of groaming qualified officers
. for intelligence assignments, we rotated them through conventional duty tours,

making correspondingly little use of thelr special talemts. Misfits frequently

found themselves assigned to intelligence duties. And In some stations

G=2" became & dumping ground for officers 111 suited to line command. I

recall how scrupulously I avoided the branding that came with an intelligence

assigmment in my own career. Had 1t not been for the uniquely qualified

reservists who s0 capably filled so many of our intelligence Jobs throughout

the war, the army would have found itself badly pressed for campetent

intelligence personnel.

Have some of you pondered over the reason why an officer who reaches
the highest level of command in an army, ours &s well as in f orelgn armies, is

F called a "general officer" or'heum:lf'u It 1s because he is supposed to have

P83,

\G/ Op- Cit.,.psd%-
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’32\“"1"&"‘b “‘- "5 -Rond sycimrioan. B —Bavel.
1emedhsﬁg aju:xeverymng connected with mimpmuons.,h;‘gz%

cryptology as applied in mde-‘_

But let us leave t-n specula.tions interesting as they may be, and

'%““"L“‘H&“"“’“"K*P“*’

continue with our historyA Let us first dispose of certain comments in the

COMINT that hist uu\,yfu..b..ﬂﬂ.! i 1—9-..,\,,2..)2..0- CominT
"a‘d Tﬂatm, Jlﬂs orect,
v Pﬁfﬂa&rr - ,"«‘N"ﬁa

'MMW u.vce.,f’ o ales *'“‘:wf-u

Traatw.”
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had become known to Governor Dewey, it having been "leaked" to him by persons not
authorized to disclose it. The information dealt with the fact that the U. S. had
been resd.:l.ngh.]'apanese codes and cipher even before the attack on Pearl Harbor. The

vital point which General Marshall wanted to convey to Governor Dewey was that not

only was ths -infomt:lon which had surreptitously been given to Governor Dewey true

but more important were theahfacts)?hz.b, (1) the war was still in progress; (2) the
Japenese were still using certain of the pre-Pearl Harbor cryptosystems; and (3)
the U. 8. was still reading the secret communicatlons in these systems as well as
certain other enemy communications. Therefore, 1t was vital that Governor Dewey
not use the :i.nformstion which had come into his possession as to our read:lng Jap-~

wu. o lipy. M ,a‘um

anege sécret cmmmicat:l.ons pcr:lor to the attack on Pearl Esrbor o 1 sa:ld. hst

first lecture that I might later give further extracts from TIME's account and, &

ot aseount,
cont:lnug the extracts pﬂe@%&ﬂ-ﬁﬁh&m here

they are:

J/Glenersl Marshall had a long series of bad moments after U. S.
flyers, showing a suspicious amount of foresight, shot down Admiral
Yamaoto's plane at Bougainville in 1943. Gossip rustled through the -
Pacific and into Washington cocktall parties; General Marshall got to
the point o:t‘ asking the FBI to find an officer "who could be made an
example of." (The FBI, fearful of looking like a Gestepo, refused).

' Once a decoder was caught in Boston trying to sell the secret. .
Once, well-meaning agents of the Office of Strategic Services ransacked
the Japanese Enbassy’ in Lisbon, whereupon the Japs adopted a new code

for miljtery attaches. This code remained unbroken more than a year
later’y The worst scare of all came during the 194l presidential campaign,
when George Marshall heard that Thomas E. Dewey knew the secret and

might refer to it in speeches.

Yet for ell these fears, the Japs never discovered that the U. S.
was decoding their messages. Even after the surrender, the Army still
used Magic as a guide to occupation moves; though it had once been planed
to send a wvhole army into Korea, Magic showed that a single regiment
would be enough.

SECRET KEPT
The letter, on stationery of the Chief of Staff's Office, bore a bold

heading: TOP SECRET, FOR MR. DEWEY'S EYES ONLY. Candidate Thomas E. Dewey,
his curlosity piquei, read rapidly through the first two paragraphs:

% frarmed abouds g, Boatom sacidanls, O Rave
%%m a0 wagen alded- IRa Lmzm“-ww

-~
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WRadarlert 7 em writing you without the knowledge of any other
person except Admiral King (who concurs) because we are
approaching a grave dilemma in the political reactions of
Congress regarding Pearl Harbor.

What I have to tell you below is of such a highly
M“_Q;,a, secret nature that I feel compelled to ask you elther to
accept it on the basis of your not communicating its con-
tents to any other person and returning this letter or not E"iﬁ
reading any further and returning the letter to the bearer ™

Tom Dewey looked up from the typewritten page. As he did the word
cryptograph, a few paragraphs below, flashed into his vision like a red
traffic light. He made his decision quickly, folded the letter, handed
it back. Colonel Carter W. Clarke (in mufti), who had flown from Wash-

ington to Tulsa to catch up with Tom Dewey's campaign, went back, his
mission uncompleted. Heank, oo Mwusww Lﬁa TSN J“Jaﬂ-‘?‘oah

"YOU BAVE MY WORD." It was September 194l. The campaign train
rolled up through the Midwest, returned to Albany. A few days later
Tam Dewey recelved another visit from Colonel Clarke'V

The Colonel, again in civilian clothes handed over another letter
from General Marshall. The General had changed his mind somewhat:

"I am quite willing to have you read what comes here-
after with the understending that you are bound not to com-
mmnicate to any other person any portions on which you do
not now have or later receive factual knowledge from some
other source than myself . . . You have my word that nelither
the Secretary of War nor the President has any intimation
vhatsoever that such a letter has been addressed to you . ."

THE LOCKED FILE. This time Tom Dewey read on. As he turned the
pages, he became the first man outside the high command to know the
full story of "Magic" and what it was accomplishing in the War against
the Japs (see above). The letter closed with a plea:

"I am presenting this matter to you, for your secret
information, in the hope that you will see your way clear
to avoid the tragic results with which we are now threatened
in the present political campaign."

Ton Dewey locked the letter in his files, went back to hiselection-
eering. Though he had known before that the U. S. had cracked the Jap
code, had suspected that this information cast grave doubts on Franklin
Roosevelt's role before Pearl Harbor, he held his tongue. The War Depart-
ment's most valuable secret was kept out of the campaign.

MEETING AT A FUNERAL. Recounting this story at the Pearl Barbor hear-
ing last week, General Marshall recalled that he and Tom Dewey never dis-
cussed the matter in person until they met at Franklin Roosevelt's funersl
last April; "I asked Mr. Dewey to come with me to the War Department and
I showed him current Magic showing Japanese movements. His attitude was
friendly and gracious."

Bad Marsball ever told Franklin Roosevelt of the letters to Dewey?
Said Marshall: "The President died without knowledge of it."

SECRET LOST

The Pearl Harbor Comittee blithely tossed away one still-secret U. S.
Government weapon. George Mersball's letters to Governor Dewey (see above)
mentioned that the U. 8., with the help of the British, had decoded German
as well as Japanese messages, George Marshall begged the Committee to cut
out these references. The Committee refused.

Publication of the letters thus gave the Germans their first knowledge
that their code had been broken. It was also a breach of diplomatic confi-
dence with the British, who had let the U. S. in on the secret on the under-
standing that it would be kept.

Q;m. . ol Yt Finet LWl 1o oz, 25
%Lmsmtmbni hﬁwmzwm
.v.’:.*M o@.»w*h@'dat ~_w.h\=:3
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The Marshall-Dewey correspondence is so0 important in eryptologic history that
I feel that the vhole of it should be included even in this brief history. When

the letter was written 1t was, of course, TOP GECRET and it was only under great

o

pressure Lilw- certain menmbers of the Joint Congréss:lonal Committee eu-thelnveatbig-

&/

J3
astlon~ef-he-Atdach-on-Peari~Haxwbor that General Marshall revealed :he contents., e

7
W?m Thus,ihe-ieﬂor came into the public domain not only on the very day

that Gener?1 Marshallﬂlnd.- to place 1t in evidence ~ khe—-]uetter caused a gread-sen-

sation in the newspapers -~ but also when the 40 volumes of the Hearings of that

Committee were published by-eutheriiy-of-the—Oemmititee and put on sale by the Super-

intendent of Documents of the Govermment Printing Office. The disclosure of the
contents of the Marshall-Dewey correspondence was indeed such a sensation that
LIFE magazine printed the whole of it in its issue of 17 December,19L45, with the

following introduction:

SARSPALL-DEWEY LETTERS™
GEMERAL TOLD CANDIDATE WE HAD BROKEN JAP CODE

During the 1944 election campaign General George C. Marshall
wrote two letters to Republican Cendidate Thomas E. Dewey, telling
him that Army cryptographers had broken the Japanese "ultra" code.
This fact was first revealed 1In a story by LIFE Edlitor, John Chamber-
lain, which appeared in LIFE, Sept. 2i. Marshall's purpose, Chamber-

ﬁ,/ lain wrote, was to fo:;‘étall Dewey's revelstion of that fact in a pos-
sible attack on the Roosevelt administration's Japanese policy before
Pearl Harbor. The actual text of the letters remained secret until
last week, when General Marshall appeared before the Congressional
Camittee investigating Pearl Harbor and made the letters public.
They appear below.

When he had finished reading the first two paragraphs of the
first letter, Governor Dewey stopped because, as the Chamberlain
article reported, "the letter might possibly contain material which
had already come from other sources, and that anyway, a candidate
for President was in no position to make blind promises." General
Marshall sent the letter back again with an introduction which re-
lgeved the governor of binding conditions. This time Dewey read the
letter and after much thought and discussion decided not to make use
during the campaign of any information he previously had,

‘y So far as I am aware it has heither been ascertained nor disclosedyif known, who
gave Governor Dewey the information. But 1t 1s e fact that as a patriotic citigen,

he acceded to General Marshall's request — he made no use whatever of the vital secret
inforn-;.";:on during the campaign or after it. TIME's account specifically states that
Dewey 14 his tongue. The War Department's most valuable secret was kept out of the
campaign.” 9 -fum.r *‘\Mv b &-Ru., -—_— W.F.

W—M Y
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FIRST LETTER

-BoP-SECRET-
(FCR MR. DEWEY"S EYES ONLY)
25 September 104k

My Dear Governor:

I am writing you without the knowledge of any other person ex-
cept Admiral King (who concurs) because we are approaching e grave
dilemma in the political reactions of Congress regarding Pearl Harbor.

What I heve to tell you below is of such a highly secret nature
that I feel compelled to ask you either to accept it on the basls of
your not commmicating its contents to any other person and returning
the letter Or nbt reading any further and returning the letter to the
bearer. ,

I should have preferred to talk to you in person but I could not
devise a method ‘that would not be subject to press and radio reactlons
as td why the Chief of Staff of the Army would be seeking an interview
with you at this particular moment. Therefore, I have turned to the
method of this letter, to be delivered by band to you by Colonel Carter
Clarke who has charge of the most secret documents of the War and Navy
Departments.

In brief, the military dilemma resulting from Congressional polit-
ical battles of the political campaign is this:

The most vital evidence in the Pearl Harbor matter consists of
our intercepts of the Japanese dipiomatlic communications. Over a per-
iod of years our cryptograph people analyzed the character of the mach-
ine the Japanese are using for encoding thelr diplometic messages.
Based on this, a corresponding machine was bullt by us which deciphers
their messages.

Therefore, we possessed a wealth of informetion regarding their
moves in the Pacific which in turn wvas furnished the State Department-
rather than, as is popularly supposed, the State Department providing
us with information - but which unfortunately made no reference what-
ever to intentions toward Hawall until the last message before Dec. T,
which did not reach our hands until the following day, Dec. 8.

Now the point to the present dilemma 1s that we have gone ahead
with this business of deciphering their codes until we possess other
codes, German as well as Japanese, but our main basis of information
regarding Hitler's intentions in Europe is obtained from Baron Oshima's
measages from Berlin reporting his interviews with Hitler and other
officials to the Japenegse Govermment. These are still in the codes
involved in the Pearl Harbor evenis.

To explain further the critical nature of this set-up which
would be wiped out almost in an instant if the least suspicion wekre
aroused regarding it, the Battle of the Coral Sea was based on de-~
ciphered megsages and therefore our few ships were In the right place
at the right time. Further, we were able to concentrate on our limited
forces to meet their advances on Midway when otherwise we almost cer-
tainly would have been some 3,000 miles out of place

We had full Information of the strength of their forces in that
advance and also of the smaller force directed against the Aleutians
which finglly landed troops on Attu and Kiska.

Operations in the Pacific are largely guided by the information
we obtain of Japanese deployments. We know thelr strength in various
garrisons, the rations and other stores continuing available to them
and what is of vast Ilmportance, we check their fleet movements and
the movements of their convoys.

The heavy losses reported from time to time which they sustain
by reason of our submarine action largely results from the fact that

AW 3o e avdIa M#n&.a-&wlpmm&%mmg

Soelowr Ch. 0o),~— Wb
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we know the sailing dates and the routes of their convoys and can
notif'y our submerines to lie in wait at the proper point.

The current raids by Admirsl Halsey's carrier forces on Jap-
anese shipping in Manila Bay and elsewhere were largely based in
timing on the known movements ofb Japanese convoys, two of which were
caught, as anticipated, in his destructive attacks.

You will understand from the foregoing the utter tragic conse-~
quences if the present political debates regarding Pearl Harbor dis-
clogse to the enemy, German of Jap, any suspicion of the vital sources

,of information we now possess.

The Roberts' report on Pearl Harbor had to have withdrawn from
it all reference to this highly secret matter, therefore in portions
it necessarily appeared incomplete. The same reason which dictated
that course is even more important today because our sources have
been greatly elaborated.

As a further example of the delicacy of the situation, some of
Donovan's people (the 0S8), without telling us, instituted a secret
search of the Japanese ]!hhassy offices in Portugal. As a result
the entire military attache’ Japanegse code all ofer the world was
changed, and though this occurred over a year ago, we bave not yet
been able to break the new code and have thus lost this invaluable
information source, particulerly regarding the European situation.

A recent speech in Congress by Representative Harness would
clearly suggest to the Japanese that we have been reading thelr codes,
though Mr. Harness and the American public would probably not draw
any such conclusion.

The conduct of General Eisenhower's campaign and of all oper-
ations in the Pacific are closely related in conception and timing
to the informetion we secretly obtain through these intercepted
codes. They contribute greatly to the victory and tremendously to
the savings of American lives, both in the conduct of current opera-
tions and in locking toward the early termination of the war.

I am presenting this matter to you, for your secret informationm,
in the hope that you will see your way clear to avold the tragic re-
sults with which we are now threatened in the present politicsl cam-
paign. I might add that the recent action of Congress in requiring
Army and Navy investigations for action before certain dates has
compelled me to bring back the corps commander, General Gerow, whose
troops are fighting at Prier, to testify here while the Germans are
counterasttacking his forces there. This, however, 1s g very minor
matter compefed to the loss of our code informetion.

Please return this letter by bearer, I will hold it in my
secret flle subject to your reference should you so desire.

Faithfully yours,
G. C. Marshall

SECOND LETTER

-FOP-SECRET—
(FOR MR. DEWEY'E EYES ONLY)
27 September, 194k
Mr Dear Governor:

Colonel Clarke,my messenger to you of yesterday, Sept. 26, has
reported the result of his delivery of my letter dated Sept. 25 As
I understand him you (A) were unwilling to commit yourself to any agree-
ment regarding "not communicating its contents to any other person" in
view of the fact that you felt you already knew certain of the things

-G -
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probably already referred to in the letter, as suggested to you by
seeing the word "cryptograph," and (B) you could not feel that such

a letter as this to a Presidential candidate could have bheen addressed
to you by an officer in my position without the knowledge of the Presi-
dent.

As to (A) above I am quite willing to have you read what comes
hereafter with the understanding that you are bound not to commni-
cate to any other person any portions on which you do not now have
or later receive factual knowledge from some other source than myself.
As to (B) above you bave my word that neither the Secretary of War nor
the President has any intimation whatsoever that such a letter bas been
addressed to you or that the preparation or sending of such a communi-
cation was being considered.

I assure you that the only persons who saw or know of the existence
of either this letter of my letter to you dated Sept. 25 are Admiral
King, seven key officers responsible for security of military communi-
catlons, and my secretary who typed these letters.

I am trying my best to make plain to you that this letter is
being addressed to you solely on my initiative, Admiral King having
been consulted only after the letter was drafted, and I am persisting
in the matter because the military hazards involved are so serious
that I feel some action is necessary to protect the interests of our
armed forces.

(The second letter then repeated substantially the text of the
first letter except for the first two paragraphs).

LIFE failed to note that the last two sentences in the penultimate paragraph

of the "First letter" were omitted from that paragraph in the "Second Letter," but
) _%/
there is no explanation for the omission.” Perhaps it was simply for the sake of
brevity, but this seems improbable.
In my first lecture (z\ nef\BEATSCLACA IGREILIQ: s\ ADASN A 4. M
I called attention to the fact that the account given in the TIME article gives
credit to Army Sryptanalysts for providing the secret communications intelligence

"which enabled our Navy to win such spectacular battles as those of the Coral Sea

and Midway, and to waylay Japanese convoys," whereas the credit for the communi-

cations intelligence which enabled our Navy to win these battles was produced by

Navy cryptanalysts. One cannot blame the editors of TIME for making such a bad
Herneral

error because the source of the error can be traced directly toAlhrshall's letter

itself. Several years ago I asked by friend Colonel Chrkbwho had carried General

-Marshall's letter to Governor Dewey and who was at the time a high level officer

_‘é/ Anetanen s "é»\ser add ...” aud M&m - “91\-0)
&m;‘,"mﬂwzﬁ Ko '
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in G-2, how such an error had crept into General Marshall's letter, and was told
that the letter which had been prepared for General Marshall's signature @id not
meet with the General's whole-hearted approval and that the General himself had
modified it. Perhaps that is how the error to which I have referred crept into l'-t-
“T DheAdigtbens. One could hardly expect General Marsball to be entirely familiar with
the technical cryptanalytic details involved in what he wanted to tell Governor
Dewey, nor should one criticize him for not being able, in his very busy days and
under very heavy prelssure of events, to bear in mind or even to know about the 4if-

gerences between the enemy systems worked upon by the respective and separate Army

and Navy cryptanalytic organizations. It is of course possible, indeed it may be

1ol ics #e. cosen, off ceitaien valuaBle COMINT

K&-ueﬁ-m jmportant naval operat:l.onshcame from messages read by Army crypt-
Ke.

analysts, and thi‘;:ﬂ what confused General lhrsha.ll M}ﬂ%—%mw
ey o Yty
'l-R:. one. 1'3-.. »ro - & u M

Since 'l'.he period during which the disclosures of the Joint Cmgressioml In- R .
vestigation were made, disclosures which were disastrous so far as concerns the
important accomplisiments of the two services before and after the Pearl Harbor

,ﬂ attack in the field of commmications intelligence, and mucli{less)has been written
and 1s now in the public domain regarding those accomplishments, but fortunately
no technical detalls of significance have been disclosed. Hints here and there
are in abundance in the many books and articles that have been published by U. S.
writers since the end of World War II; but more than hints of the great part played
by COMINT in U. S. military and naval successes are to be found in books and articles
published by American officers as well as by officers of the beaten Japanese, Ger-
man, and Italian armed forces. Time does not permit clting in this lecture many

-—8-‘
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of these hints or definite statements, but the following two are of particular in-
terest because they concern the Battle of Midway, which is considered the cme which

turned the war in the Pacific from a possible Japanese victory to ome of ignominious

defeat:
L[Fq3]

If Admiral Yamamoto and his staff,were vaguely disturbed by the
persistent bad weather and by lack of information concerning the do-
ings of the enemy, they would have been truly dismayed bad they known
the actual enemy situation. Post-war American accounts make it clear
that the United States Pacific Fleet kmew of the Japanese plan to in-
vade Midway even before our forces had sortied from home waters. 2s
a result of some amazing achlevements by American intelligence, the
enemy had succeeded in breaking the principal code then in use by the
Japanese Navy. In this way the enemy was able to learn of ouE inten-
tions almost as quickly as we had determined them ourselves.

*- e *- > ol -

The distinguished American Naval historian, Professor Samuel E.
Morison, characterizes the victory of United States forces at Midway
as "a victory of intelligence.” In this Judgment the author fully
concurs, for it is beyond the slightest possibility of doubt that the
advance dlscovery of the Japanese plan to attack was the foremost
single and immediate cause of Japan's defeat. Viewed from the Jap-
anese side, this success of the enemy's intelligence translates itself
into a failure on our part - a failure to take adequate precautions
for guarding the secrecy of our plans. Had the secret of our intent
to invade Midway been concealed with the same thoroughness as the plan
to attack Pearl Harbor, the outcome of this battle might well have been
different. But 1t wvas a victory of American intelligence in a much
broader sense than just this. Equally as important as the positive
advancements of the enemy's intelligence on this occasion was the
negatively bad and ineffective functioning of Japangse 1n1-.e1115ence93/

It is the second extract above which is of special interest to us at the moment,

and, in particular, the portion which refers to "the negatively bad and ineffective
: Q b,
functioning of Japanese intelligence.” The J4{p¢Mewe author is, Aa bit too severe on

the Japanese intelligence organization. I say this because their cryptanalysts were

a%

up against much more sophisticated cryptosystems than they or were qualified to
solve. In fact, even if they had been extremely adapt in cryptanalysis it would

have been of no avail - U. S. high-level communications were protected by crypto~-

systems of very great security.

Midvay, The Battle that Doomed The J Navy's Story.by Mat
N o et Giouniya , %—m%ﬂéﬁz&w = o oy A W )
Pulecntom, hrvapelis, 1955, pp- 131 snd.232-. I\meu.q, l"\ umTw
i Mema,ag)& Xﬂ‘f’d’z
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This brings us to a phase of cryptology which is of highest importance - the
| phase vhich deals with conmunications security, or COMSEC, and I shall confine my-
owud.
self largely to itsA istorical background in thexu-r-s- Armed Forces. The background
is a very broad ocne because it should include the background of the developments of

vy () @)

each of the three components of COMSECY, }A’yptosecwity, transmission security, and
(3)
Aphya:l.cal security of cryptomaterials. But since time is limited and because I think
you would be more interested in the phases pertaining to crypbosecurity, I will omit ﬁwﬁn—
501 I Re & .
references to the hisbewy-si-the other two cmponents. even 1n limiting the data
to eryptosecurity, I will have opportunity only to give some of the highlights of
the development of the items that comprise om'Acryptanaterials s omitting comments
‘ on the history of the development and improvement of our techniques, procedures and
practices, all of which are extremely important.

I.shall begin the story with a definition which you will find in any good Eng-
1lish dictionary, a definition of the word "accident." You will get the point of
vhat may seem to you right now to be merely another of my frequent digressions from
the main theme, but if it be a digression I think you will nevertheless find it of
interest. The word “accident” in Webster's Unabridged Dictionary is defined as
follows:

1. Iiterally, a befalling.

a. An event that takes place without one's foresight or expectation;
an undesigned, sudden, and unexpected event.

b. Hence, often, an undesigned and unforeseen occurance of an afflictive
or unfortunate character; a mishap resulting in injury to a person
or damage to a thing; a casualty; as, to die by an acecident.

There are further definitions of the word but what I've given is sufficient for our

purposes. But why define the word? What bas it to do with COMSEC ?

During our participation in World War II )the President of the United States,accom-




W@WfMM&W ,943(1 ,4_)_ »Ma_a.',,a
e A TR R IR s B e R

,nau-v?. ) MML.A../
panied by many of his highest-level'\assistants, Jjourneyed several times half-way

around the world. He Ajourneyed in safety— Ro met with am“accidefj}m the other

hand, in April 1943, Admiral Isoroku Yamamoto, Commander in Chief of the Combined

%uM 15 fe
Fleet of the Japanesehlhvy started out on vhat was Just an ordinary inspection trip

Bion. )wagmt potioe, o He Adeand]

but it turned out to be a one-way trip for
(Ry-5), who toan e anchikict /) Hoa attachk ow Tharl Hanlron. Hio doad was ammounced cn

Aan official Japanese Navy comnuniqm.{ stating that the Admira.l had met a glorious end
) )
while directing operations in a naval engagement against superior enemy forces.

But we know that this was simply not true; Admiral Yamamoto "met with an acciden't@_.j /‘;
—Q i
But some bright person, it was the late Jimmy Walker, when Mayor of New York City s

Jov
who said that "accidents don't just happen = they are brought about." , Mes
A

AAdmiral Yamamoto did not die stbpAN by acciden‘:g; he died because our Navy knew the
Ve
schedule of his trip down to theAlast detail so that it was possible to set up an
ambush with high degree of pgasifle success. Here is the story3as told in an inter-

" esting mamner by Fleet Admiral William F. Halsey, U. S. N., o Rio Koo antitled

Adrinad Yoolaarfs St S0

I returned to Nounmfa in time to sit in on an operation that
wag smaller but extremely gratifying. The Navy's code experts had
hit a jack pot; they had discovered that Admiral Isoroku Yamamoto,
The Commander in Chief of the Imperial Japanese Navy, was about to
visit the Solomons. In fact, he was due to arrive at Ballale Is-
land, jJust south of Bougainville, precisely at O945 on April 18.
Yamamoto, who had conceived and proposed the Pearl Harbor attack,
had also been widely quoted as saying that he was "looking forward
to dictating peace in the White House at Washington." I believe
that this statement was subsequently proved a canard, but we accepted
its authenticity then, and it was an additional reason for his being

No. 3 on my private list of public’ enemies, closely trailing Hirohito '
and Tojo.

Eighteen P~38's of the Army's 339th Fighter Squadron, based at
Henderson Field, were assigned to make the interception over Buin,
35 miles short of Ballale. Yamamoto's plane, a Betty, accompanied
by another Betty and covered by six Zekes, hove 1n sight exactly on
schedule, and Lt. Col. Thomas G. lamphier, Jr., dove on it and shot
it down in flames. The other Betty was also shot down for good mea-

sure, plus one of the Zekes. . . . We bottled up the story, of course.
One obvious reason was that we didh't want the Japs to know that we
£

33 Admiral Halsey's Story, McGraw-H:lll New York, 1947, pp. 155-157.

= 1l~—



REF ID:A62832

had broken their code. . . . Unfortunately, somebody took the
story to Australia, whence it leaked into the papers, and no
doubt eventually into Japan . . . . But the Japs evidently did

not realize the implication any more than did the tattletale; we
continued to break their codes.

Admiral Halsey's Story contains a good many more instances of cryptologic

significance and interest to us. Other authors, both American and Japanese cite
similar instances. One Japanese author states in categor:l.c;al langmage that Japan
was defeated because of poor COMSEC on the part of the Japanese Navy and good COMINT
on the part of the American BRavy.

Bubt lest you get the impression that enemy intelligence agencies had no suc-
cess at all with secret communications of U. S. Armed Forces, let me tell you that
they did have some success and in certain instances, very significant success.

There is not time to go into this somewhat disappointing or diss:l.llus:lkging state=-

ment but I can say that as a general rule the successes were attributable not to
w JRa case
technical weaknesses in U. 8. cryptosystems but to their improper userf certain

omd
low-level ones, by unskilled,e® improperly or insufficlently trained eryptographic
clérks. I may as well tell you right now that th:ls'\has been true for a great many

years, for centuries as a matter of fact, because as long ago as the year 1605

Francis Bacon, who wrote the first treatise in English on the subject of cryptology,

This Arte of Cypheringe, bhath for Relative, an Art of Discypher-
inge; by supposition unprofitable; but, as things are, of great use.
For suppose that Cyphars were well mannaged, there bee Multitudes of
them which exclude the Di rer. But in regarde of the rawnesse
and unskillfulnesse of thé handes, through which they passe, the
greatest Matters, are many times carryed in the weakest Cypbars.

¥hen electrical and particularly radio transmission entered into the plcture
additional hagzards to communications security had to be taken into account, but

nradiua bl
many cmndera have falled to realize how much,intelligence can be gained merely

:EW; Trvoo Dookes oF The preficience and aduancemenl of _L_g_a_'f:)__ ls.phbn ,I(.os,

4 of kearni Ora \€
p.ol. JRivbooR w0 M oo Wmﬁo ) Au%mntis Saente

S E:.TZ,W [ g xﬁwﬂ
’ wmh-‘éh&, C‘arkm
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from a study of the procedures used in A‘branam:l.ssionA the direction and flow of

Jradeo W,
Apm!uucas-, the call signs of the transmitting and receiving stations, etec.,

wene,
all without solving the commmications even 1f they ‘en in eryptic form. Follow-

Teve.
ing are A-omtyh-ec extracted from a document entitled German Operational Intelli-

gence, published in April 1946 by the German Military Document Section, a Combined

British, Canadian, and U. S. Staff:

Cee. Wnﬁuﬁ&!«y oA COMMT]
1(81@9.1 :Intelligence,\wa.s a chief source of information in the
German Army. In the eastern theater, where there was offensive
warfare primarily, the signal Iintelligence service was well-organ-
ized with well-defined purposes, efficient personnel, and adequate
equipment. In the course of the campaign, 1t was reorganized to
exploit to the fullest the success already experienced, and, by
1943, there existed a complete and smoothly functioning machine
sufficient to meet all demands.™ (P
3 e >
Most of their signal mtercept success came from low echelon
traffic. Armored and artillery radio nets passing operational traffic
were followed closely and were one of the chlef sources of signal
intelligence. Artillery radio nets were given first coverage priority.
Apart from messages intercepted 1n code or in clear, signal procedure,
peculiarities of transmitting, and characteristics of Allied radio
operators provided enormous assistance in helping to evaluate signal
information. The Germans noticed that call signs were often the same
for a unit over long periods and that even frequencies remained un-
changed for weeks at a time. (? <)

Alr Force liaison net. It was assumed that an :I.ndependent net ge
all Air Force liasison {cers attached to the. various head ers
l and once one of these stations had been pickea up and ideptified, it
could be used ;o"frace all other stations over a considerable area.

Air Force ic dealing with bombing targets ;::nzbércepted by
A:lr un:lts , and was sent th;.erhgh liaison ¢ 8 to Western
r Command. From here, r a network go:lng/&own to divisions,
information would be flaghed to all Army f tion’ headquarters.
Receiving sets at all yﬂvéls ’ mltﬂing divisjon, were tuned in con-
t:ln\nlly to this broetcast frequency." (P.

q Much tactically important information was drawn from the

Jitag ¥, e of Signal Intelligence During the Wi Invasion: JQBaale

During the invasion, the G-2s in the West drew about 60 per cent
of the operationally important information from signal intelligence.
The remaining LO percent was derived from all other fields of intel-
ligence. The amount of information decreased during the months of
moblle warfare. During the retreat, although the possibilities of
obtaining information became less frequent, the amount of information
from signal intelligence remained hipgh. Most of the information was
deduced from the organization of enemy radio traffic networks, from
decoded messages, and from the radio nets of the enemy Air Force lia-
ison officers who were attached to ground troops. Baaed upon this
information the evaluation center of signal intelligence often came
to conclusions which, at first, sounded hypothetical to the opera-
tional command and were therefore doubted. In 90 percent of all these
cases the events verified the signal intelligence information so that
eventually more credence was given to its conclusions." q,,a,z;

- 13—
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A great many examples of intercepted messages of tactical content are cited
‘ in the a.ft;rement:loned document, which is replete with information of deep interest
although the document was originally issued with the lowest security classification
then in use (U. S. "Restricted"! British-Canadian "For official use only".) I wish
there were time to quote at greater length from this useful brochure.

Coming directly now to the history of the development of our cryptomaterials
themgelves, I hardly need reiterate what was pointed out in previous lectures as
to the profound effect of the advances in the science and art of electrical commm-
ications in the 20th Century. Those advances had a direct effect upon military

commmications and an indirect effect upon military cryptology. Hand-operated ciphers

Becamir and,
and, of course, codebooks became almost obsoclete A\lﬁh the need foz{pesterhspeed of

eryptographic operations Ato match as much as possible the very great increase in
the speed of commmications brought about by inventions and improvements in electrie Mu)w

ol podsn~ Haa very, poow
telegraphy. The need for cryptographic apparatus and machines, became quite obvious Suk"

A . . .

i WU Sl L
ogw.?rﬂiau- oy S :

/




REF ID:A62832

Until the advent of electronic cipher mahcines most cryptographic apparatus

Coneavbue Au&w
and devices were bullt upon or armmd.hc:lrcular rotating members * cipher
A veryradly; prrfoge

vheels, cipher disks, ete. Wﬁeﬁt—m the eerl‘.‘l.est‘picture of .
o oLan:uu

such Fsks appears in a treatise by an Italian cryptologlist nemed Alberti whose

Trattati in Cifra was written in Rome about 1470. It is the oldest trect om

cryptography the world now possesses. Here's a photo of Alberti's disk (Fig. 6),
but I wen't take the time to explain it except to say that the digits 1, 2, 3, 4
were used to encipher code groups and hthat the letters of the cipher or

v
revo]ﬁlng alphebet were 1n mixed order. In Porta's boock, first published in
1563 in Raples, there appear several cipher d:lsks;end. in the copy which wes

AR

glven me as a gift by Colonel Fabyan weymAmMimcmﬂﬂm. Here is a

plotére of cne of them (FMg. 7). In this version the device used symbols as

cipher characters. And apparently nobody thought up anything much better for a 1ong,

long time. It seans_,in fact, that not only did nocbody th:l.nk"anyl;hing new or even
some improvements on the orginal Alberti or Porta diaks‘but those vho did any
thinking at all on the subject merely "invented" or "re~invented" the same thing
again, and that happended repeatedly in successive gemerations. For instance, in
W
Lecture No. 1( of this series ypu were showvn & picture of the cipher disk "invented"
by Major Albert Myer, the first Chief Signal Officer of the U. 8. Arnw)who
obtained a patent on his :l.nvent:l.cn in 1865 Here's a plcture of the patented
disk (Fig. 8) end the explanation of 4% (Fig. 9). uhuﬁ. remember that
signalmen of the Confederate Signal Corps mechanized the old Vigen:re Sguare and
put it out in the form of a cylinder (see Figs. 13, 1k and 15 of Lecture No, IV).
The cipher disk used by the Signal Corps o:!'theU. s. Arnwdnringthedecade

1910 to 1920, that is, during the period mcludj.ng World War I, wes nothing but
16
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vhite celluloid ';aria.'bion of the original Alberti disk of the vintage of 1LUTO
s

(except that it was even simpler thganits rrogenitor, because in the latter the
cipher alphsbets produced were mixed alphabets whereas, in the Signal Corps
disk_,the cipher alphabets are simple reversed standard sequences. We all know
that it generally takes a pretty long time to get a patent through the oenplex
worleshepscf-dhe U. 8. Patent Office, but in 1924 the ancient device was
patented in 1924 by 8. H. Buntington,/ (Mg. 11). Here you can see a great
improvement over the Signel Corps version--a blank is added to both sequences B0

Onclicetipn ofword ppace
that the space between words could be enciphered. P&s, a8 you have learned, is
& fatal weakness if seen in the cipher text; in the Huntington device the spaces

between words would be enciphered but the cipher text would have space signs,

although they would not correspond to the actual spaces between words in the plain

textc% )"“'d:'ﬁl"" w..k&p&»hﬁ‘

I is :I.nterest:l.ng to note that &m’ in 1936, during days when the

German Natlonhal Soclalists were banned as an organization), the Nazis used this

variation of the old disk--it had the 10 digits on both the outer and the inner
sequences for enciphering digits (Fig. 12).

The first significant improvement on the old cipher disk was that made by

wweniad
Sir Charles Wheatstone, vho-invanited some time before 1879Aa cipher device which
T
he called aﬁé@ﬂ. He described 1t in a volume entitled ﬁhe Scientific

Pepers of Sir Charles whea.tstonf, published by the Fhysical Society of London.

Here 18 a plcture of Wheatstonds device/ which 1s in my privabbecollection (Fig.13).

7
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What Sir Charles did was to make the outer circle of letters (for the plain text)
* comprise the 26 letters of the aJ.;pha‘bet,plus one additional character to
A
represent "space.” The imner circle, for cipher equivalemnts, containgé only
cownv
the 26 letters of the alphabet and these Rovﬂ:d’be disarrenged in a mixed seguence.

M*ﬁ-ywa—

Two hands, like the howr and minute hands of a clock, wereprovided,“mdercontrol
wlew

of a differential gear mechanism, so that f the long or "minute” hbild is advanced

to make a complete circuit of the letters on the outer circle ef-ietters-cn—the

face-of-the-orypbograph the short or 'hour" hand advances one space or segment

on the inner cirecle,o:

In Fig. 13, for

ARaboa, Gp=Ac-
example, the plain text letter G is represented by the cipher letter A_,A I

Ao Jitlin Conmadiitify 15 Soa pighhs of Ao 0w AR Lamans cinel..

wﬂlberemesentednolonserbyl\ebutbyee,hmenciphermentthelonghand:ls

L= ;
b
lys 4% alvays moved in tle seme direction (clockwise, for example) and,is pla.ced %&

. thehuccess:lve letters of the pratmibdxt messege, the cipher equivalents being

3
§ 3 the long hand 1s now advanced in a clockwise dkieetion for ome revolution, Gp

.E E %recorded by hand to correspond with the letters to which the short hand poinm‘aﬁ\
~ °g each encipherment. In this wvay, identical letters of the plain text will be
represented by different and varying letters in the cipher text, depending upon
ow many revolutions of the long hand intervene between the first and subsequent

appearances of the same plain-text lerl'.ize:-J Correspondents must naturally agree

upon the mixed alphabet used in the inner circle and the Initial positions of the

two hands at the beginning of the encipherment of a messege. In decipherment,the

aea.'.,, panil Mo RownRamd. poutsto
operator moves th%l.ang hand, gewnberclockvise, seeictag the cipher lelterﬂ in the

e notzsr WPl “Mw &ded
:Lunter circle, end-nbbdag the plain-text letter’ 4o0-whiek the long hand poinks

e e.“:'-'\. 7‘{'-“-"—
gh?cl:aan andl Be /"—ﬁl“iﬁ""@@e

During World War I, same time in 1917, the British Army rescusitated

7
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Wheatstone's cryptograph and improved it both mechanically end cryptographically.
Here's a picture of the device (Pig. 11|-)’ in vhich it will be seen that there are
now novlonger the "minute" and '7(our" hands but e single band with an opening
or window that simultaneously discloses both the plain twst and hc:lpher 1e'btersk.
e S W o e P S
"TT\@ee tmer circle of sk u/;uxr.a;posea egainst,;

circle of segment ,wh:l.ch are made of a substance upon which letters may be

¢
written in pencil or in :I.n]EJInfthis improvement on the original Wheatstone device

both sequences of letters are now mixed sequences. Making the outer circle

also a mixed sequence added & considerable degree of securlity to the cipher.

When it was proposed that &bl the Allied armies use this device for field erypto-
cmmicai-;ions‘and 1ts security had been approved by British, French, and
American cryptologists (both at GHQ-AEF and at Washington) an opportunity to
agree or disagree with the assessment of these cryptologists was given me while
=wem still a';:hm\rerbank.m:. I wvas abid to show that the modifijed
Wheatstone cryptograph was still insufficlently secure for military purposes

and the devices, thousands of which had been manufactured and issued, were

withdrawn. If you are interested in the method of solution I used you will find

1t in Riverbank Publication No. 20, entitled Several Machin e Ciphers and Methods
L

s oSt 1923,
for thelr SOluti%. A better method of solution was devised by me, Same

FJears-laker.

Some.
'L!bnvyears Jater, and almost by sheer good fortine, I learned that a cipher

machine vas in the museum of a sexlain small town in Conmnecticult named
.
Hamden. I was interested and wrote to the eurTr of the museum, requesting

that he lend the device for e short period to me as principel cryptanalyst of

the War Department. Imagine my astonishment and pleasure when I unpacked the
box ,eenb-c, and found a device, beautifully made and encased in a fine mahogany
. 19




REF ID:A62832

case, with its inventor's name, Decius Wadsworth, and the date, 1817,engra.ved on

the faee.od? the machine, which wvas nothing but another version of the Wheatstone
Thow ans gomd poasenbo fefiave Rt

Cryptogreph#¥. Here's & picture of it (Fig. 15). X-belioue the model was made

by Eli Whitney. Mechanically it was similar to the British modification ,exeept

that the outer sequence hdd 33 cha'racta's, the inner 26, so that the differential

gear instead of operating on the ratio 27 to 26 was now on the ratio 33 to 26.

Coloval. who anos ABams 1€e v osﬁt.llsAA-.a

!Ihus,ADee:lus wmmm,hmm-cm Pirst Chlef of Ord'g.ne il
an-sssocisbe—of-ili-Whitney, had anticipated Sis-Chesles Wheatstone by over 60
years in this invention. He also anticipated the Britishkby & whole century

in their modification of Wheatstone's original, because in the Rddsworth d.e'v:l.ce”’ﬂmJ
there was only one hand and both alphabets could be made mixed sequences. This

1s very clearly shown in Fig. 16 as regards to the outer sequence,and I believe

the immer one could also be disarrenged but,I am now not sure as to this point.

I returned the device a good many years ago and it is now on display in the
Eli vwhitney Room of the New Haven Historical Society's Museum.
The next device I bring to your attention is¢hown in Fig. 1T, a device

invented by a French Army reservist, Camandant Bazerles, who for some 10 years
£ "““‘*""“‘%“"&r Ne

tried to get the French Army to adopt 1it. M—lﬂhwﬂﬂi:nihincllﬂed

A “ b Culid; ..w

e description of his device,which he celled his, "cryptogrezhic cyl:l.ndl‘\l‘-'ﬁuo, n

in a book published in 1901 in Paris.‘.\"y He had, however,ndescr:lbed his device

in en article entitled "Cryptogrephe & 20 rondelles--alphabets (25 lettfph rar  fn

a.lpha‘bet)," published in 1891*9/ In this device there is a central shaft on which

\27 Les chiffres secrets d.e{vo:l.le's.

16 Camptes Rendus, Marseilles, Vol. XX, pp. 160-165.
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can be mounted 20 numbered disks on the peripheries of which are differently mixed

o fe

alphabets of 25 letters each. ']hedisksaeassembledm:hbhdnﬂrinsome

o Mo Lochod w35 pmzhn. m‘ﬂ. Rafrdy Mwmm.%m AN

prearranged or key sequence, The first 20 letters of the plain text of a message
a.re!al:l.gled, as seen in Fig. 17 (VE suis INDECHIFFRABLE = "I em :I.nd.ec:l.phera.'ble") » ARe
and as clipher text one may select eny ome of the other 2h@o¢ letters,
A -&_dﬁn—v&
Hoas foy Bmd o padpans (h...ﬂ

which are recordedx Then the next se=ed 20 plain-text 1e'bters .1:3 aligned,) ete

To decipher a message, one takes the first 20 cipher letters, alisnax ﬂxan

u.ﬁ[imluv-

aon the device,(the disks having been assembled on the shaft in wc@

theprearrmgedorkeysequenm”tms the whole eyl:l.nd.e:r.}searching

m“
for a row of letters which form intelligible text. There will be cnlyonesuch

row, and the plain-text letters are recorded. Then the next 20 letters of cipher

are aligned, etc.

poows
Mass,‘.nother French cryptologist, the Marquis de Viaris, showed how

messages prepared by means of the Bazeries cylindrical cipher could be az'olved.‘{'r/

Maybe that 18 wvhy Bazeries wasn't too successful in his attempts to get the

French Army to adopt his device. But in the U. S. there were apparently none

who encounteréd either what Bazeries or de Viaris wrote on the subject. Capt. Parker

Hitt, U. S. Army, wvhom I have mentioned in a previous lecture, in 1915 invented

a device based upon the Bazeries principle but not in the form of disks mounted

upon a central shaft. Instead of disks, Hitt's device used sliding strips and here
(1), ‘_g

is a picture of his very first mod.el‘\mich he presented to me some time in 1923

or 1924 (Fig. 18). But I learned sbout his device some time in 1917 while still {i?

kS

)

at Riverbank, and solved cne challenge message put up by Mrs. m.tt, a R:l.verbank i{é’
™ e chalbauga puccesafdly (ol
guest for a day. AI dldn't use anything like what I could or m:l.sht ha.ve learned

-.l
a/ Y/ LiAct de chiffrer et de dechiffrer les dépéches secrétes, Paris, 1893, p 100.
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to-Mrs—Fricimes) because at that time I hadn't yet come across the de Viaris

book. I solved the messegely guessing the key Mrs. Hitt employed to arrange
her strip alphabets. She wasn't wise to the quirks of inexperienced cryptographic

clerks; she used RIVERBANK LABORATORIES as the kéy, Just as I suspected she

would. The device she brought with her was an improved model: +the alphabets
ad Re QallEn were
were on paper strips'\glued to strips of wood, as seen in Fig. 19.

Capt. Hitt brought his device to the attehwioncof the then Major Mauborgne,
vhan I have also mentioned in a previous lecture and vho was then on duty in the
Office of the Chief Signal Officer in Washington. There is some question as to
vhether it wvas Hitt vho Abrousht his device to Mauborgnel attention; Mauborgne
later told me that he had independently concelved the invention and.,moreovu-,
had made a model using diske instead of strips. I have that model, & present
from General Mauborgne many years later,. It is made of hzass, very heavyA on
the peripheries of -the-dislka-ef which he had engraved 'l'.he- letters of his own
specially-devised alphabets. In 1919, after my return to Riverbank from my service

ﬂm el (HRe
in the AEF, Mauborgne sent Riverbank theh st 25 etters)of a set of ame 25 o
pod% messages enciphered by his device and alphabets. He also sent the same data
to Major Yardley, in G-2. Nobody evel solved the messages, even after a good deal
of work and even after Mauborgne told us that two consecutive words in one of the
challenge messages were the words "are you." Many years later I found 1;he reascn
for our complete lack of sucecess, when I came across the plain texts of those

messages in a dusty old file :lnAthe Office of Chief Signal Officer. Here 1s a

plcture of the beginninggof the first six messages (Fig. 20). Mauborgne, when

I chided him on the unfairness of his challenge messages, told me that he had not

prepared them himself--he had an wmiexkinglif¥ajor Fowler was his neme, T still
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remenber it!) prepare them. In our struggles to solve the challenge messages we~
had assumed that they would contain the usual sorts of words found as the initial
words of militsry messages. It was the complete failure by Riverbank and G-2

n
to solve the challenge messages that induced Mauborg(e to go shead with the
development of his device. It culminated in what became known as Cipher Device,
Type M~S4. Here is a picture of it (Fig. 21). That device was standardized and

' US4y the
used for at least 10 years in the Army, Navy,ﬁtwﬂw e"“‘\”ﬂe"wg"‘f"’ﬁb

ﬁ am . A . %m"—' 0 a'r“.f‘%mwt
. In 1922, a war-time colleague, the late Capt. John M. Manly (Prof. and
Head of the Department of English at the University of Chicago) brought to my
attention a photostat of a holographic manuscript in thehéollect:l.on of Jefferson
Papers in the Iibrary of Congress. It consisted of two pages entitled "The
Wheel Cypher" and here is a picture of the second page (Fig. 22) showlng Jefferson's
basis for calculating the number of permutations afforded by the set of 36 wheels
of his device. He didn't httempb tdcmikenthedigitiplication; he didn't have
an electronic digital camputer--for the total number is astronamical in size.
Jefferson anticipated Bazeries by over a century,omd e H:t-ﬂn&vﬂtxwmm
ot a Mua_q»& &&%.
It soon became apparent to both ¥ Army and €€ Navy cryptologists that a

great increase in cryptosecurity would be obtalned if the alphabets of the M-9h

device could be made vur.l@ mstead,;bw. There began efforts in both

services to develop a practical instrument based upon this principle. I won't
take time to show all these developments but,&arthe final form of the Army
Strip Cipher Device Type,M-138-A (Fig. 23.). This form used an aluminum base
into which channels were cut to hold paper cardbosrd strips of a.lphabets“ﬁ/hich

be
could be slideceasily within the channels. It may,of interest to you to learn that
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aftethadﬁ @mmyatamtstoﬂndaﬂmwhichwouldorcouldmke

such/grooved devicesin quantity, Mrs. Friedman mbehalf of her own

puscesedod Lot JpBIREIIIY ) dunsng o€ 3 Lising 078 firmmifs mmabs Khammsfor Fan.
group in the U. 8. Coast aﬂraA Thauslsmisun . Strip-Cighen Device, Type M-138-A,wns

3o so0n 16e Marios

Awed fram 1935 to 1944 or 1942 by the Army, the Navy,,the Coast Guard,a-a.-tho- ,ct:aﬂ

Lsta.te t. It was used as a back-up system even after the Piervices |

as well as the Department of State began em;ploy.lnchipha' mechines

of high speed and security.
Thus far we have been dealing with cipher dev:l.c.es of the so-called "hand-

operated" type. None of them can really be considered as being "machines," that

is apperatus employing mechanically-driven members upon which alphabetic sequences

cen be mounted so that [ constantly-changing sertes of cipher alphabets are

produced. We come now to & typesof apparatus which can be called & machines K ovnd- one
Tactinns 440

such gs-the-ees shown in Fig. 24. It is called the KRYHA, the name of its

German inventor, who wnfortunately committed sulcide a few years ago, perhams

Hie foskmotal of i tnprosnd., mastive. Fleds do pr%pr,e,&m

because,d The Kryha has a fixed

semi-circle of letters against which is juxtaposed a rotatable circle of letters.
Both sequences of letters can be made mixed alphabets (the segments are removable
and interchangeable on each sequence). The handle at the right serves to wind a
rather powerful seiled tee%.ﬁ:p‘f‘ing vhich drives the rotating member on vwhich

the letters of the inner circle are mounted. In Fig. 25 can be seen something
of the lnner mechenism. The large wheel at the right has segments which are open
or closed, depending upon the "setting" or key. This wheel controls the

angular displacement or "stepping" of the circular rotating platform upon which

the letters of the cipher sequence are mounted. The initial jJuxtaposition of the

2k
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of the inner or movesble alphabet against the outer or fixed one as well as the
composition of these alphabete 18 governed by some key or other prearrangement.
The cipher equivalents must be recorded by hand. After eachjencipherment, -the

button you sew in the center of the panel in {the preceding)Fig. 24)is pushed dowm,

A'A’ ! N
the imner wheelhad.vanced. 1,2,3, ... w steps, depending on the key,

and the next letter is enciphered, etc. The pictures I've shown you apply to the

latest model of the Kryha; as regrads the £irst model, which came on the market

sometime In the 120'5a Germen mathematiclan produced en impressive brochure
“  ghowing how meny different permutations end combinations the machine afforded.
Here's a picture of a couple of pages of his dessertation (Fig. 26) but even
in those days professional cryptanalysts were not too.impressed by calculations
of this sort. With modern electronic computers such calculations have become
of even less significance.

Let us now proceed with some more complex and more secure machines. In
this next slide (Fig. 27) you see & machine which represents a rether marked

improvement by a Swedish cryptogrephic £irm upon the ones shown thus far. It

is mechanico-electrical machine designated as ‘r!ghographe B-211. Here for

the first 'bime you see a cryptographic machine provided with a keyboard similear

to that on an ordinary typewrlter. Depressing a key on this keyboard causes

& lamp to light under one of the letters on the :.nd?.cat:l.ng bank above the keyboard.
At the top of this machine can be seen four vheels in front of two rear wheels.
The four front wheels are the rotating elements vhich drive the two rear wheels?
the latter are clectrical commubators that serve as connection~changers to change

. the eircults between the keys of the keyboard and the lamps of the indicating
board. There isn't time to show you the. internal wrks whi.ch control the rotating

25
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elements and ciphering wheels (you will see them later) but I must show you

the next step in the improvement of such cryptographlic machines, which made it

possible to eliminate the tedlous Job of recording, Aﬂé: hand on paper,the

results of encipherment or decipherment. This was done by means of a printing

mechenism vhich was associeted with the cryptographic machine. Here is a slide
eheztric.

(Fig. 28) which showvs the assembly~-~the B~211 comnected to a Remington, typewriter,

modified to be actuated by impulses from the cryptographic machine. Of course,

it ves natural tha.'lythe next step would be to make the recording mechanism

an integral part of the cryptographic machineg. This you can see in the next slide
(Fig. 30), in which the four retating members referred to in connection with
Fig. 27 and which control the two commutators also mentioned in connection

. Qﬂ I *e‘.'ne Qll o h
w:lthkng-ﬁg are clearly seen. The slide-bar mechanism at the righgﬁontrols

the displacements of the gdnting vheel in front of Pe—sl&ée—b&-mehﬁm and

causes the proper letter to be printed upon the moving paper tape seen at the

front of the machine.

Now we come to the nextand a very lmportant development, one first

conceived by a European :I.uventor’wégwas followed soon thereafbu_,bub

W

:l.nd.epend.ently,by en American inventor. In this advance the circvults between the

keys of the keyboard and the lamps of the indicating board are varied by electrical
ﬁdﬂtﬂa menbers called ‘stators, In Burope the first of such machines put upon

the market for purchase by anyone desiring one is shown in the next slide (Fig. 31).
The machine was appropriestely nemed the ENIGMA--for solution of messages enciphered

by 1ts means was believed to be impossible, or nea.rly 80.

/w- Rie o 19U,

B “WIH..
Anththmw—m&a# -b’u-.e Tﬁ-dnlzw-
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In Fig. 1 at the left (labeled I) is seem the machine with the top cover plate
closéd. At the front is the keyboard; sbove it the indlcator board, consisting of
lamps underneath glass disks upon vhich letters have been inscribed. Above the indicator
boardandtotheleﬂareseenthepeir:pheriesoffmmt&lm’bchedwheeh, at the

%

left a switch button which can be set to "encipher", "decipher" or “neulia.l“ positions.
At the right in Fig. 1 (lsbeled II), the top cover plate bas been removed, exposing
the internal ciphering mechanism. Three rotors or comnection changers "in cascade"
can be seen attached to notchedrrings. The rotors ese-weiatable-and serve to change
the circuits between the keys of the keyboard to the lamps of the indicator board.
In such a rotor there is a circle of 26 equally-spaced contacts on the left fact® and
a similar circle of contacts on the fight face; wires passing through to rotor commect
the contacts on the two faces, two by two, and these comnections are erbitrarily made.
The rotors have engraved or painted on their peripheries the 26 letters of the
alrbabet which letters cian be seen through small windows in the cover plate, so that
the rotors can be aligned to the initial key setting. At the left of the first rotor

Lator stater
is a’etﬁa-, on the periphery of which are also 26 letters of the alphabet. 'm:lshctn-tar
also has a circle of 26 equally=spaced contacts, but/ these are only on its right face
and the contacts are connected by wires to 26 double-pole, double-throw switches
operated by and associated with the 26 keys/ of the keyboard. The connections

A\ %
mmmth%emtutsmtheﬁ.ﬂumdthe%switchesofthehyboardareﬂxad.
Bubthe,q\:m 1is rotatable and its position at any time can also be seen through a
y 37w

window, labeled 3 in Fig. 1 (I), so that the initial setting of the '\#Hu-andthe
three rotors can be seen through the four windows. The initial settings of these

four elements constitute the key ofor the starting point in ciphering operations.

I used the expression "in cascade" a mument ago, in refereing to the Botors, which

-1~
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simply means that the current initiated by depressing a key of the keyboard passes
through the stator and then through all three rotors before reaching a lamp of the
indicator board. In the ENIGMA, when the curremt exits from the th:l:dAtlnt is, the
A

last rotor at the rightJudﬁh- enters into anocther stator also having a circle of
26 contacts, but these are only its left face. This stator ia :ﬁ.xed,or non-rotatable,
and its contacts are comected,two by two,by 13 internal wires. This stator,

« .
called a reﬂector," serves to teturn the current, which exits from one of the 26

other

contactsonther:lghbfaceorthethirdrotor,backintoonebfthagcontactson

a/
the right face of that rotor, thence back 'I:hroughAcontact on the left face of that

rotor into a contact on the right face of the secondormidﬂlehmm
e
to & contact on the right face of st left-hand stator. 'Jm+:lrc|utryinth:lamchine
insures that if Al,=Ke, for example, then KfAc, in the same position of the rotors,
that 1s, the cipher process is reciprocal in nature. The circultry can bef seen in
o/
Fig. 32. It also ha.sﬁa consequence that ho letter can encipher itself that is, Ay,
for exmmle)ean never be re:n-esen'i'.ed by Aq, no matter wvhat position of the three
Cem.
rotobs and the left~hand stator happens to be. The same is true of all the other 25
letters of the alphabet. The three rotors are interchangeable, so that 3x2x] or six
permutative arrangements of these rotors 1s the maximum possible, since in this construction
the rotors cannot be inserted in an "upside-down" position. In other types of such
machines the rotors are made so that they can be imserted in either a “rightside-}ﬁ:" Le.
‘-ﬂ\l [ POV
or,\“ups:lde-dwn" position. This makes possible a maximum of 6x4x2 or 48 permtations
of the three ¥Q¥uiMlh rotors. Of course, if Shews=ame more than three rotors are

avaﬂableJﬂom vhich & selection of three can be mde,the pessibllities increase very

considerably. The stator at the left can be moved only by hand; the reflector at the

right is fixed in this model of the ENIGMA. Depressing a key of the keyboard

/——_\
causes the first rotor to advance one step, thus changing the \_—/—-’
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circuit from the left-band stator, thence through the rotors to the reflector, thence
back through the rotors to the left-hand stator thus causing a second depression
of the same key to produce a different equivalent. I won't take the time to tell
olwosst 19,000

you about how the rotors are caused to advance aothatpu—H—-thnuundietterscan
be enciphered before the window settings of stator and rotors return to thelr initial
alignment. [Thetotalmmberismt in this case 263 or 17576 but 16,900 (26x25x26)
for technical reasons which there isn't time to e:qplnd.n_.__l Power for the electrical
circuits is provided by small dry cells in the box at the upper right im Fig. 31 (II).

The original ENIGMA enjoyed a fair degree of success in sales but it was by no
means spectacular. When Hitler came into power, further sales were prohibited.

v

Suffice it to say that it becayde the basis for machines used by the Germsn Armed
Forces in World War II.

w aflowt 1910, mdo
In the U. S.*a Californis inventor named/ Hebern :l.nde*tly conceived a machine

WWWW‘“M BoXTh 2 omad covtrd o
vhich he called an "electric code“."-ihﬂrsimuar to the ENIGMA but with some important
differences: the cipber alyhabets produced by it were not reciprocal and, moreover, a
plain-text letter could represent itself in the cipher text. Hebern managed to avoid these
two weaknesses by incorporating & switch plate which could be set one way for
enciphering and deciphering another wvay. On the other hand, not as i1s the case of the

hr
ENIGMA, the electrical currents made only cne travefse through the ather than
Finserdazinds e Mtire, 0o et amd. Buake Aenoveg Hinms e austhiar sient, a io %
‘l:\v::,A in- encipherment the current went in one directlion through the rotorsand in
Hna 1Ra o palk.
decipherment in the reverse d:l.rect:l.onh Here is a slide (Fig. 33) which shows Hebern's
very first model, vhich he constructed for communications of the Ku Klux Klan. You

will note that this model has but one rotor; also, the cipher machine is comnected to

an electric typewriter so that hand recording of results was no longer necessary. One

edditional virtue of the Hebern machine was that the wirings in the rotor were variable,

& feature not incorporated in the ENIGMA rotoxrs. Bebern interested owr Navy in his

M (N IH W W - YWGINA MY W o0
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machine and built the 5-rotor model which you see in this slide (Fig. 3%4). The rotors

are interchangeable and can be inserted rightside-up" or " ide-down"; the internal

wiring could be readily changed. But this was not a printing machine. FPower was

#L-WW&(}MMWM ,.,.g.,.\.J.‘nﬂ

fm-n:l.shad'bythe small drycell seen at the upper left. Thella.vym considering
purchasing & rather, muber of Wm&.mh the Chief of the
Ravy's Code and Signal Section of the Office of Naval Commmications, asked me to

study the machine for its cryptosecurity. Navy bad but two machines, neither of which

Ao Py phedy e enlar

could'bemdea.vailable,soIinducedtheGhief/SignuOﬂicertobwacoupleo:rthen

ww»qu%l‘lzﬁ 'B“A :
rnn..na.k Therotorﬂringsmealtogether different from those of the Navy, a fact which

I discovered simply by asking Stmubel to encipheraﬁa. few letters on his mh:l.ne,us:l.ng
settings I specified. After some study I reported that in my opinion the security of the
machine was not as great as Navy thought. The result was & challenge, wvhich I accepted.
Ravy gave me ten messages put up on its machine and I was successful in solving them.
There ien't timtogombothemthodsused,bubifyoumint'erestedmcanﬂnd

them described in my brochure dntitled .

Hebern built several more models for Navy and these had mrinting mechanisms assoclated
with them, but Navy dropped negotiations with Hebern when it became obvious that he
was not competent to bulld what Navy wanted and needed. Navy then established its owm
cryptographic research and develomment unit at what is now known as the Naval Weapons
Plant in Washington. Army developed at the Signal Corps Laboratories at Fort Mammouth

a machine known as Converter M-134, and.’here'sa.slids (FMig. 35) showing what it

looked like. Arwandll?wwent separate ways in such work for a number of years but

finally, in 1938 or 1939', close collaborating brought as a result an excellent machine

vhich vas developed and produced in Iuantityfby the Feletype Corporation in Chicago.

This machine was d:l.s'-br:lb':uhed and used very successfully by all our Armed Forces from

|
1940 to the end of World: Wer II and for some years thereafter. This was a rather
1 —30-




