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Iecture No. 5

For & half century following the close of the Civil War, cryptology in
the United States enjoyed a period of hibernation from which it awcke at long
last, about 191k, not refreshed, as did Rip Van Winkle, but weaker. This is
_perhaps understandable if we take into account the fact that the United States
'r;ras able to enjoy a long era of peace, broken only briefly by the short war with
Spain, in 1898. For over three decades there was little or no need for cryptography
in the United States Government, except for the communications of the Department
of State. The military and naval services apparently felt that in time of peace
there was no need for either cryptography or cryptsnalysis, and since it looked
as though the US was going to enjoy peace for a long, an indefinitely long time,
those services did not think it necessary or desirsble even to engage in theoretical
cryptologic studies. Of course, the War Department and the Army still had those
route ciphers and cipher diaksf' described in the preceding lecture; the Navy
Department and the Navy hed cipher disks for producing simple monocalphsbetic ciphers; and
the Department of State had a code more or less specifically designed for its
comnunications. Separated from Europe by the broad Atlantic, and mindful of
General Washington's policy of non-involvement in the problems of European‘
diplomecy, America followed the traditional and easy course of 1solntionis\n\;\.l

The quarrels among the countries in Europe were none of our business and Ame?tca

stood aside for a half century, not even interested in_ those disputes.
There was, however, in this long hﬂ?ernating period in U. 8. cryptology one
episode of particular interest. It concerned a Presidential election in which 1'.hel
circumstances paralleled the election of 1960then the very small popular-vote
majority of the Democratic candidate suggested a possible upset in the electoral
college voting. The episcde to which I refer here occurred nearly a century ago,
in the presidential election of 1876, in which Democratic candidate Samuel J. Tilden
was pitted against Républicen candidate Ruthexford B. Hayes. On the basis of early
evening election returms Tilden seemed to be emaily the wimner. Indeed, Just before
going to bed on election night, 8 November 1876, Hayes conceded the election to
Tilden, and, in fact the newspapers next morning reported a Tilden victory. But
when final tellies began coming in they showed that the closeness of the popular

vote made Tilden's vicbory not so sure as his supporters had calculated, and they
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therefore began to become apprehensive sbout their candidate's victory. Their
apprehensions were valid because of ocur peculiar system of electing & president,
peculiar because it is the electoral and not the popular vote which determines who

is to be the next occupant of the White House as President. Two days after the
‘people had voted it beceme clear that Tilden ;rould have 18l electoral votea, just

one vote short of insuring victory, vhereas Hayes would have only 163, thus needing
22 more. The Tilden supporters began & frantic campaign to get that one additional
vote they needed and they didn't hesitate to try every possible ruse to cbtain it,
including bribery, a rather serious piece of business and one obviously requiring

& good deal of seerecqy, especially in communications. Of course, many telegrams

had to be exchanged between the Tilden headquarters in New York City and confidential
agents who had to be sent to certain states where one or more electoral votes could
perhaps be purchased; telegrams also had to'be exchanged among those secret agents

in the field. About 400 telegrame were exchanged and some 200 of thes:’/\ei):‘
cryptographic form. I feel sure that you will be interested to learn that because

of coomunication difficulties two almost-consummated bribery deals fell through;

8 third deal failed because the electors proved to be honest Republicans not
susceptible to monetary temptation. The existence of these telegrams ,bowever, remained
unknown to the public for months and we shall come to them later. Despite the efforts
of the Tilden supporters, the outcome of the election remsined in doubt because

four states, Florida, South Carcline, Louisiana and Oregon, esch sent two groups

of electors, an event not foreseen and provided for in the Constitution. A crisis
arose and the country seemed to be on the verge of another civil war. By an Act of
29 January 1877, Congress created & special electorel commission to investigate ané:‘\*
decide upon the matter of the disputed electoral votes in the four states. Recount;\
of vctes in certain election precincts were made, sometimes aided by soldiers of

\

the Federal Amy. The conmission voted in favor of the Hayes electors in each\ cage,

and) having obtained the needed 22 electoral votes) Hayes entered the White House.

It vas only same months afterward that the telegrams to which I have referred vere
brought to 1ight and a situation arose vhich Congress felt it had to look into.
Somehow or other, in the summer of 1878, coples of those telegrams had come into
the possession of a Republican newspaper in New York City, The Tribune. Interested
onlty in ssctlertaining the truth, the editor put two menmbers of his staff on the job
and they s“'ucceeded in solving those telegrams which were in cicher.
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Various books dealing with the political aspects of this intriguing story
are available in public libraries, but those of you who are interested only in
its cryptologic mspects will f£ind excellent material in the following three
documents:

(1) "The Cipher Dispatches", The New York Tribune, Extre No. 4k,
New York, (14 Jenumry) 1879.

(2) Hassard, John R. G., "Cryptography in Politics", The North
American Review, Vol CXXVIII, No. 268, March 1879, pp 315-325.

(3) Holden, Edward S., The Cipher Dispatches, New York, 1879.

() U. 5. House Miscellaneous Documents, Vol 5, 45th Congress, 3rd
Session, 1878-79.

The last-mentioned item, that put out by the Congressional House Committee
which had been designated to conduct the Investigation and which was named "The
select Committee on alleged frauds in the Presidential Election of 1876," is of
special interest. In the course of the investigation, the Committee solicited the
technical assistance of Profesgsor Edward S. Holden,, of the United States Naval
Coservatory in Waeshington, the author of the third item listed abmfff believe
B2 was acaptain in the Navy and had specialiged in mathematics. The Tribune hed
brought him into the picture by asking his help when solution seemed hopeless but
it turned out that Mr. John R. G. Hassard, the chief of The Tribume staff, and his
collesgue, Colonel William M. Crosvenor; also of that etaff, sclved the ciphers
independently &8 and, in fact, shortly before Prof. Holden solved them, although
it was the latter that the Congressional Committee called upon to explain matters,
as would only be natural under the circumstences.

Professor Holden's testimony, in which he set forth his solution of the nearly
200 cryptograms entered in evidence, 1s presented in the form of letter to the Comnmittee,
dated 21 February 1879. In it fhe described and explained all the crytosystems
uged, together with their keys and full details of their applicaticn. In that
letter, Prof\essar Holden makes the following statement: "By September 7, 1878,

I was in possession of a rule by vhich any key to the most difficult and ingenicus
of these [Eipherg could infallibly be found." Holden worked cut the transposition
keys dbut in this he had been anticipated by the Tribune cryptanalysts. There

were in all 10 different keys, two for messages of 10 words, two for messages of
15 words, etc., up to and including two for messages of 30 words. Here is the

complete "Pable of Keys":
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TABLE OF KEYS
10 Words 15 Words 20 Words 25 Words 30 Words
I II m v v VI VII VIIX IX X
9 L 8 3 6 12 6 18 17 4
3- 7 i 7 9 18 12 12 30 26
6 2 1 12 3 3 23 6 26 23
1 9 T 2 5 5 18 25 1 15
10 6 13 6 N i 10 1k 1n 8
5 3 5 8 13 1 3 1l 20 27
2 8 2 4 1 20 17 16 28 16
7 10 6 1 20 16 20 11 5 30
L 1 n 1n 19 2 15 21 10 24
8 5 14 15 12 19 19 5 20 9
9 9 17 13 8 15 27 5
3 s 1 10 2 "2 19 19
15 5 11 6 24 7 28 17
2 10 15 7 5 2k 24 25
10 13 18 1k 11 9 13 22
8 17 T 22 7 28
16 1 13 7 13 1
2 15 1 I 18 18
10 9 25 10 12 12
7 8 22 8 22 6
9 23 21 2
16 20 15 20
21 3 3 29
14 13 9 1h
4 19 1% T
2 3
6 1
16 13
23 10
! 8 2

ﬁg.\ '

You may be wondering why there are two transposition Reys for each length

of measage from 10 to 30 words, in multiples of 5. The two keys constituting

& pair are related to each other, that is, they bear & relationship which

Mr. He_.ssazﬂ, one of the Tribune cryptanalysts, termed "correlative”, but which

we now would call an “encipher-decipher” or a "verse-inverse" relationship.

Either sequence of a comlagive pair of sequences may be used to encipher a messege;
/
the other,}WWm cad then be usedto decipher the message. For

example, key III consists of the fo...lmr:lng series of mumbers: 8-&-1-7-13. . setc;

and the correlstive, sey IV, is 3-7-12-2-6. . «etc. A ciphey message of 15

words cen be deciphered either by (1) ‘mumbering its words consecutively and then

assenbling the words in the order 8-“!--1 ,{7-13, or by (2) writing the sequence
3-7-12-2-6-. . .above the words of the cipher message and then assembling the

numbered words according to the sequence 1-2-3-4-5, . .

in reality, not ten different transposition keys but only five.

Thus, there were,

In the case of

each pait of keys,one of them must have been the baslie sequence, the other the

inverse ~f it, or at least some derivative thexeof.
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I suspect that the basic or “verse" sequences of numbere were not drawn up

at random but were derived from words or phrases; and I think that the odd-nunbered

ones
that
word

are the "verse", because, as you will notice, it is in the odd-numbered keys

the positions of sequent digits reflect the presence of an underlying key

or phrase; this is not true in the even-numbered keys. I have not seriously

attempted to reconstruct the key words but perhaps some of you may like to try and

pjl:hqp will succeed in doing so.

In addition totransposition, this system involved the use of "arbitraries" to

represent certain wvords, the names of important persons and places, numerals, ete.

There were also & few nulls,

ey

Professor Holden addssome comments sbout this system which eare worth-quoting:

The essence of this ingenious and novel system consists in taeking spart
a sentence written in plain English (dismembering it, as it were) &nd sgain
writing sll the words in a new order, in vhich they mske no sense. The
problem of deciphering it consists in determining the order according to
vhich the vorde of the cipher should be written in order to produce the
original message.

There is one wey, and only one way, in which the general problem can be
solved, and that is to take two messages, A and B, of the same number of words,
and to number the words in each; then to arrange message A with its words in
an order which will make sense, and to arrange the words of measage B inthe
same order. There will be one order - and only one - in which the two
messages will simultaneously make sense. This is the key.

{7 Hers in a nutshell, we find the basic theory of solving transposition

ciphers by ansgramming messages of the same 1engbhj explained in a most
succinet nenner.

It appears that Profeasor Holden, clever as he undoubtedly was, did not note

the verse-inverse relation in each pair of sequences, or, if he did, he failed to

mention it in his testimony. However, Hassard in his article (reference No. 2 ebove)

specifically points this out. )

uaeﬁJ

There were enough messsges in this system to make it posaible to solveAwordn

as well as to recognize a few nulls vhich were occasionally added to complicate

e
metters. Hence ,‘\mat complicated of the cryptosystems involved 4n this bizarre

politicel episode, were solved.

Another system used by the conspirators employed a biliteral subatitution,

that 18, one in wvhich & pair of cipher letters represents a single letter. This

substitution was based upon a 10 x 10 checkerboard. Apparently neither Professor

Holden nor the Tribune cryptanalysts recognized the latter principle, nor did they

find

that the coordinates of the checkerboard employed a key phiase, nor did they

realize that the same checkerboard, with mmbrical coordinates, was used for a

numerical substitution alphabet in vwhich pairs of digits represent letters of the alphsbet
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Here are two of the messages exchanged by the conspirators, one in the letter
cipher, the other in the figure cipher. The messages are long enough for solution.
Try to solve them, reconstruct the matrix and find the key phrase from vhich the
coordinates of the matrix were derived. It should amuse you by ite appropriateness.

The message in letter cipher is as follows:

Jecksonville, Nov. 16 (1876)
Geo. R. Raney, Tallahassee:
FP YYEM N8 HY YY PTIMA SH NS YY SS IT EP AAEN SH NS SB US SH NS MM PI YY SR
PP'!EMPIEISS!ESHAINSSSPEEIY!SHNYKSSSEPIAIAMITNSSHH

-
. SP YY PI NS YY 85 IT EM EI PI MM EI SB EI YY EI S5 IT EI EP YY FE EI AA 83 IM

<«

\\‘.’1

-\

AMAMYESP RSYYIANSEOSEISSMMPPNSPINSSNPIRSIMIM YY IT BM YY SS FB
YY MU NS YY SS IT 8P YY PE EP PP MA AA YY PI IT L'Engle goes up tomorrow.
(Signed Daniel
The example in figure cipher is as follows:
Jacksonville, Nov. 17 (1876)
S. Papco and E. M. L'Engle:
84 55 84 25 93 34 & 31
317593 82 77 33 55 52
93 20 90 66 TT 65 33 84
63 31 31 93 20 8 33 66
52 48 kb 55 42 82 48 89
h2 93 31 82 66 75 31 93
(Signed) Danfel

There were several other systems involved in this episode of political
sullduggery but I am going to have to pass them by because they hardly deserve
attention in this brief history. I do, however, want to call your attention to the
very close resemblance between the word-transposition ciphers characterized by
Professor Holden as the "most Aifficult and ingeniocus” of the ciphers he solved,
and the USMEC route ciphers described in the preceeding lecture. Yet, not
only he but also the Tridbune amateur cryptenslysts solved those ciphers without
too much difficulty, even though they were technically more camplex. I think their
work on the Tilden ciphers clearly confirms my own appraisal of the weakness and
of the route ciphers used by the URBMIC in the Civil VWar.
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After this digressiop‘ into the realm of what may be called political cryptology,
let us now go on vith m;-': %dx;;;‘ologic history. I have already told you that the
Department of State used a code for cryptographic communications in the years
following the Civil Wer, but I do not know what it was like., It may even have been
en adaptation of some commerciel code. But in an article entitled "secret writing",

which appeared in Century Magszine, Vol LXXXV, November 1912, No. 1, a man named

John H. Blsweli-, apparently at that time & code clerk in the Department, referred
to & new code of the department in the following terms:

The ciphexr of the Department of State isthe most modern of all in the
gservice of the Government. It embraces the valusble features of its
predecessors and the merits of the latest inventions. Being used for every
species of diplamatic correspondence, it 1s necessarily copiocus and
unrestricted in its capabilities, but at the seame time 1t is économic in its
texms of expresbion. It is simple and speedy in its operation, but so
ingenious as to secure absolute secrecy. The construction of this cipher,
like many ingenious devices whose operations appear eimple to the eye but
are difficult to explain in writing, would actually requirve the key to be
furmished for the purpose of an intelligible description of it.

P - o~

Only féur yéars later a certain telegraph operator and code clerk of the

7

State Department proved how vulnerable the Department’s system of enciphered
code really was. His name was Herbert O. Yardley and many of you may know a bit
about him as the author of a famous or infamous book (depending upon whose side
your:on) entitled The American Black Chamber, published in Indianapolis by the

Bobbs-Merrill Co. in 1931. So far as I know it 1s the only book which cannot
legally be reprinted in the United States because & special law passed in 1934
makes it a criminal offense to do so. That is quite a story in itself but I
cannot tell it now. If you happen to own a copy of the first and only American
edition, don't let it get eway from you, because you can only cbtain ancther copy
of 1t by & more or less "under the table"” deal; but you may be sble to purchase
e British edition, or a translation in French, in Japanese, or in other languages,
for the book was sensational. But to return to that State Department cryptosystem,
vhich was considered by Haswell &g giving absolute secrecy and which was }'eadﬂy
solved by Yardley, here is wket appears on the cover page of Yardley's 21-page
typewritten analysis and solution of the system:
“THEORY AND PRACTICE OF ENCIPHERED COLE
State Department Prcblems
I, II, and IIX

NOTE: The following was written {n March

1916 and, so far as I can learn, is the

first successful attempt to solve a problem

i in enciphered code.

(5igned) H. 0. Yardley"
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Yardley was quite wrong in thinking that his was the first successful
attempt to sclve a problem in enciphgmd code, for in Europe more complicated ceses
wvere often solved and I imegine that Am:ryptanalysu could have read. amé
rhcgs Q14 yeedy State Department messages as & mpre or less routine matter. I
think I am werranted in assuming that what I bhave Just said i1s true because, in
Burope, cryptanalytic studies were going on apace during the years of American
neglect of such studies. The turning point from neglect to a yenaissance of interest
in cryptologic studies in Burope is seid by some authorities to have been about
the year 1880; but we must confine curselves for the most part to developments in
Amgerics, m_.,in order to keep this lecture within bounds of what can
be told within a pericd of an howr or s0. ‘

In our Navy it scems that simple moncalphabetic ciphers continued in use
unt:llfthe middle of the eighties, when several naval officers were des:lgnéted to
prepare a more suitable system, based upon & code particularly designed for naval
communications., The system they worked out wae embodled in & very large codebook,

18" long, 12" wide and 2" thick, which had the official title The U. S. Navy

Secret Code. There was also an accompanying buF separate cipher dbook, almost
a8 large, and designsted as The Book of Key Words. In addition to these twe

bosiess was a third large book called "Genersl Geographical Tsbles". The system

wvas placed into effect on 1 December 1887. Later I will show you & most historic
message sent in thet system of secret commmnication, which today impresses one
a8 being éxtraordir<sily ~lumsy and elow.

In our Army, in the middle eighties, & code was also prepared. It is no

pleasure to have to tell you thst its composition and format hardly shed laurels
l 2 P

upon those responsible for its reproduction, because it was mexelyﬁiﬁple and

acknovledged adaptation of a cm‘gércially available small code for use by the

general public,first published iy 1870 with the titie Telegraphic Code %o Ensure
.I ‘l |\

Secresy in the Transmission of Télegrems. It had been compiled by the Secretary

- ’i ' 3
-of the French Trans-Atlantic Telegraph Company, & man named Robert Slatex, end it
¥ \\

became known everywhere as "Slla.pjer‘s Code". As to the nature of the code, I vill

0 P/ !
quote /from Slater's own "Sho;zt/expla'nation of the mode of using this work'in a sort.

v

of preface to the 2nd Bastitmil \

il' ) HE , N

p ;. T€ 1s a mumbered 'relggnphic m::éz.onary of the English language, of which

: éach word bears a distinctive No. (from 0000L to 25000, with exasctly 100 words
per page), and the method/fof using it s by an interchange of Nos., in

. accordance with a private unders'liand:lng between correspondents that a further

1 1
P 1
. ;", .
1 A .
/’ n’ i
. \
? \
[}
3 f \
{
!
‘

/ \
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No. 18 to be added to or deducted from the nuwiber in the code, of the word
telegraphed or written, to indicate the real-word intended, thus a "Symbolic"
or "Dumy Word" is telsgraphed, the meaning of which can only be read by
those who have the key to the secret of how many should be sdded to or
deducted from the nunber in the Code, of the "Dumy Word" to £ind the word
meunt, (Punctustion as in the original)

Here wo have a sentence of 116 words. Though it is rather long and s bit
msurky I think you will gather its import. The system as thus far described is
what we now clllj:aditive or subtractive method. But in the detailed lastructions
Slater goes cne step further and suggests that instead of telegraphing the code
number resulting from sddition or subtraction of & key number, the word standing
alongside the sum {(or difference) of the mathemstical operation be sent as the
telegraphic ¢ode word.

Slater's code must heve met with popular ascclaim because by 1906 it wms $n’
its £1fth edftion. You may like to see the title page of the second edition (1679),
a copy of which 1s in ny collection. As for a copy of the very first edi:tion,
not even the Library of Congress bas one, that's how scarce it is. To get on with
the story, in 1885 the Var Depertment published an edsptation of Slater’s Code
for its use and the use of the Amy. Benisspictmctitstitl:ep:léu, the
only difference hetween it snd that of Slater's Cole befng in the spelling of the
word 'secrecy’, as you can sasily ses in the picture I show you next. It would
appeay that the "compiler" of this code, Col, Gregory, was just a b:;.t‘ deficient
in imagination, because not only did he merely borrov the dasic 1«&\ and format

of 3later's Code, but even when it came to explaining and giving e

enciphering the code groups, the Colonel used not only the identicsl
also the very sare wording and even the very same type of exumples of transformations
that are found in Slater's original. Let me show an example in Slater's code’gide

by side with the same exsmple from Gregory's: X
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You will note that Col. Gregory Just couldn't use the same text for his
examples of encipherment thet Slater used, which wag: "The Queen is the supreme
power in the Realm." Instead he used the enigmatic text: 'War is a punislment
vhereof death is the meximmm, "'#

. All the other methods and examplea of encipherment in the two codes are
practically ifdentical, Colonel Gregory gives credit in the following terms to
a civilian aﬁﬁe in his greet work: "The labor of compiling the new vocabulary
hae been perforxmed by Mr. W. G. Spottswood." What did the latte% do? Well, Mr.
Spottswood's work consisted in casting out from Slater's list such words as
ABALIENATE and ABANDONEE and replacing them with such words as ABATEMENT and
ABATIS. This sort of work must indeed have been arducus. I'm sorry to appear
to be a0 critical of end satirical about the performence of my predecessors in
the construction of codes and code pystems for Way Department and Army usage, but
I feel sure you will agree that more igsgination and ingenulty could have been
employed than were used by Colonel Gregory and Mr. Spottswood.

001'. Gregory prepared a confidential letter addressed to Lieut. General
Sheridan, "Commanding Army of the U.S.", to explain the advantages of the new
code.l But in this letter Col. Gregory quotes very largely from Holden's little
brochure and deals almost sclely with the ways in which additicnal security
may be gained by changing the additives to the code numbers in Slater's Code.
For example, for all messages sent in January add 111; for all messages sent in
Febmry/add 222, in March 333, etc. Another suggested way: Send out a simple
message in ordinary English: "Add 1437 to all cipbers until further orders."

Believle 1t or not, this was the code that the War Department and the Amy
used during the Spanish-Amerdicen War. It was apparently used with a simple
edditive, because in & copy in my callection the additive ias written on the
inside of the front cover. It i‘g T77; perhaps it was the additive for the month
of ‘July, but the mmber T77 was written in ink, so it may have been the permanent
additive for tht'a whole of the war. In pages 41-42 of The American Black Chember

the author throws an interesting sidelight on this code system:

¥ wonder whet that sentence mesns. It sounds sort of "anti-American” to me.
Puniglment to whom? To the soldiers and sallors and airmen who defend our
country? If not to them, then to wvhom? To the pecple of a whole nation fighting
for liberty? I Just don't understand the sentence. Do you?

}

10
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The cmupﬁi&tion of codes and ciphers was, by General Orders,
a Signal Corps function, but the wer /19177 revealed the unprepsred-
ness of ¢ department in the United States. How much so is
indicated by a talk I had with a high officer of the Signal Corps who
had just been appointed a military attache? to san Allied country. It
was not intended that attaches should sctually encode and decode their
own telegrams, but ss a part of an intelligence course they were
required to have s superficial Imovledge of both processes in oxder
that they might appreciste the importance of certain precautions enforced
in safeguarding owr commmications,

When the new stteche, & veteran of the ald Army, appeared, I
handed him a brochure and rapidly went over some of our methods of
secret commmications. To appreciate his attitude, the resader should
understand that the so-called additive or subtractive method for
@arvling & code telegram (used during the Spanish-American War) is
about as effective for maintaining secrecy as the simple substitution
cipher vhich as children we read in Poe's The Gold Bug.

He listened impetiently, then growled: "That's 8 lot of nonsense.
Whoever heard of going to all that trouwble? Dwring the Spanigh-American
War wve didn't do sll those things. We just added the figure 1898 to all
our figure code words, and the Spaniards never 4id find out ebout it."

Although the American Black Chasber abounds with exaggerstions and

distortions, what the suthor tells sbout the insdequacies of United States codes
- snd ciphers in the years just befommrmtﬂmtoworldqumtmenongQ
and Yardley's impatience and satiric comments in this regand,.it Mnufm to
say, are unfortunately fully werranted.

During or/ perhaps ak\:bortly after the end of the Spanish-American War, the
War Department must have pégun to realize that there were shortcomings in the code
based upon Slater's Code, the one wvhich was in cwrent uugeanduponvhicﬁlhsve
alresdy dvelt. On 16 January 1898 the publication of a new War Department Telegraphtc
Code was authorized by General Orders No. 9. The code vas to be prepared under
the direction of General A. W, Greely, then Chief Signal Officer of the Army.
The cited General Order makes it quite clesr that the War Department version of
Slater's Code was still in use, but the Western Union Telegraphic Code m;“to be
used in connection with Slater's witil the new War Department Code vas cml;igted,
vhich spparently was ready in Decesber 1899, when Slater's was withdrswn rrm;"use
vith this statement in Genersl Orders No. 203: "By direction of the Secretary o:(
Var, the Telegraphic Code to Insure Secrecy in the Transaission of Telégrams, will

on and mer January 15, 1900, only be used for correspcendence in such cases as may
be specially ordered b& the Secretary of War.” On 12 December 1899'the nev

Var Department Code vas issued. It comprised a specially-compiled 11st of taebles,
varda, phrases and sentences to vwhich code mumbers and code words 'uere essigned

ro;- specific use in War Department and Army communications. The code mubers

began with 76201 and vent to 95206; the accompanying code vords vere foreign,
outlandishly unusual real vords, and artificisl vords, beginninlg"(v:lth KOPERKIES,

/
i

1n
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KOFERKLEURS, KOPERMOLEN, ete, ete., down through the L's, M's, and ending with words
such as NAZWELGEN, NEANTHE, NEAFELGELB, etc, etc. You may wish to know why the

code nunbers didn't begin with 00000 and go %o 99999; or why the code groups began

with K and vent for thousands end thoussnds of words down to N. The answer is that this
brend new War Department Telegraphic Code was to be used,as Slater's Code wms used,

in conjunction with the Westemn Uniom Telegraphic Code, a code of 78,200 groups

beginning with numerical code groups 00000 accompanied by literal code words
beginning with BEERKAR, BEERKARREN, BEERMELDE . . . and going to KOOIJONGEN, KOOTKRUID,
KOOTSPEL.

The introduction to this code explains this pussling fact. "Through
lack of time it has been impossidble to incorporate in the WAR DEPARTMENT TELEGRAPHIC

CODE all desiredble phrages, snd in consequence the first 471 pages of the Western
Union Télegraphic Code now in use by the Ammy will continue in use as a supplementary
code. This affords the Army the telegrsphic use of 100,000 code words, of which
nuwbers 1 to 78,201, inclusive, are in the Western Union Telegraphic Code and

numbers 78201 o 100,000 are in the War Department Telegraphic Code".

It thus becones clear that for several years the new War Department Code
vas to be used in conjunction with the commercially aveilable public Western
Union Telegrephic Code. This was stated to be for the purpose of economy. For

secrecy the additive or mubtractive method was to be used. The futility of auch
an old and simple method for achieving conmmicetion security needs no cament.

telegrapthe

I vish there were time to read you the instructions in that new War Department Code

as regards the use of these ciphers for secrecy. They are practically the same as
those in the 1885 versicn of Slater’'s Code snd are unbelievably futile, but
vhat else could be expected when cryptology is relegated to a position of militery
science fax -inferior to that of teaching the use of a rifie or bayonet, subjects
vhich are taught, as 8 rule, by experts? Why was eryptology left to inexperienced
amateurs duying all those years sbout vhich I am telXing you? Was it stupidity?
No, Just a lack of appreciation of the importance of secure commmications in
military cperations. '

Bow long thies coubinaticn of two codes continued to be used I dent't know.
Some time during the years 1900 to 1915 this absurd system must have proved itself
entirely unestisfactory, for in'lgl5 another brend new War Depertment Telegraph Oode

was put out, mder direction of Brigadier General George P. Scriven, the Chief
Signal Officer of the Ammy who succeeded Greeley. The bock bears no secuirity

classification, for even as late as in 1915 there was no classification systam
for security purposes. The ingtructions recomsended certain precautions. "The
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War Department Telegrsph Code, " says peragraph 5 of the instructions, “while not
absolutely confidential, will be guarded with fie greatest care and will never be
out of the immediste possesgion or control of the officer to whom issued or of his
confidential sgent. Care will be taken to preventtheft, loss, use, or inspection
earept by thoge whose duties require them to empley the code. Special palns will
be taken to prevent the code from falling into the hands of umauthorized persons
or of the enemy."

This new code, &s the case of 1ts predecessor was, "intended to serve two
purposes: Firat, secrecy, and sgcond, economy. "When secrecy ias deasired it 1s to be
used as & cipher code, as is explained in subsequent paragraphs umder 'nlxeiphered
Code'.” But there are no subsequent parsgraphs in vhich this is explained.
Appaxently same change in this regard was decided, because I have seen, 85 &
separate pamphlet, a set of cipher tables for use with this code.

The code iteelf embodied some of the latest ideas Gf code compilation.

Tt had over 113,000code groups, and these were both figure groups and,for the

first time, S5-letter groups. The latier embodied the principle of the 2-letter
difference, but the instructions do not mentien this fact and no permutation table
was included in the code itself. The book bas a very extensive vocabulary of

words, phrases, and sentencesa. I feel sure that a great deal of thought and effort
vent into the production of this code but I must tell you two things about it. Mirst,
Imustteuwuthatwimﬁutemdecesaotintheocs:lgOtoldmemmyretum
from France in 1919 that that pmmm;wot the War Departmemt Telegraph

Code had been printed in Cleveland by & comercisl printer; and second, that when

the United States became & belligexent in World War I our Britieh Allies foumd it
desireble to notm&;: that our War Department Telegrsph Code wes not safe to use,
even with ite superencipherment tablea. The implications of this notification

&re rather obvicus and hardly require comment. The campilation of & new code in
1917 vas initisted but this time the:work was done.within and under the directicn

of the Military Intelligence Division of the Geners) Staff, and in particular

within the section devoted to cryptanslysis. This undertaking, which indubitably
ves a direct affront to the Signal Corps of the Army, met with no cbjection, it seems,
from that Corps; perhaepe it deserved the intended ingult because of its long-
standing neglect of its clear respomsibilities for cryptogrephy and cryptographic
operatione in and for the Army.

Wehsmnotedhe‘ymldequstelythewmdtmmmnt were equipped
for cryptoccmmmications in the years from 1885 to 1915. Let ug see how well
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equipped the Navy and the Navy Department were. For this purpose I have an

excellent example and one of great historical significance and interest. You will
recall uy mention of the appointment of a board of Navy officers to prepare a suitsble
cryptosysten for the Navy and I told you sbout the large basic vocabulary and

tabular contents of the codebook and its accompanying tvo large books, one for
enciphering the code groups, the other for geographical names. For the story

we go back to the time of Preaident McKinley, whose election brought Theedore Roosevelt,
e former menber of the Civil Service Commission, back to Washingtom as Assistant
Secretary of the Ravy. Teddy was an ardent advocate of military and navel preparedness.
He forthrightly and frankly favored a strong foreign policy, backed by adequate
military and nxval strength - “"gpeak softly hut carry a big ::;ck",‘mgeﬁm looking
forward, in fact, to foa;":lng W the ultinate withdrawal of the Europesn powers from
the Western Hemiephere. With vigor, he set to work to make the Navy ready. When

the Battleship Maine was blown up in Havana harbor, on 15 February 1898, Roosevelt
sharpened his efforts. During a temporary absence of his chief, Navy Secretary

John D. Long, he took it upon himgelf to initiate the preparations which he had in
vain tried to persuade the Secretary to mske, He oxrdered great quantities of coal
and ammunition, directed the assembling of the Fleet, and stirred the arsenals and
navy yards into activity. On a Saturday afternocn, ten days after the U.S. Battleship
Maine was blown up, and still in the edbsence of Secretary Long, Teddy sat down and
wrote out e cablegram to go to Coumodore George Mewey, at Hong Kong. Here it ia,

with his bold signature at the bottom:

That is the now historic message vhich alerted Dewey and whizh resulted in
ocurttaking cver, under U. 8. protection in the war vhich wes declared ten days later
on Spain, the Philippine Islands. I=dar*t=think-we-realiy-vanted-them.

~;o—u .w.ill note that the message bears on its fac@/a security classification, but
the classification, "Secret and Confidential”, was crossed out. That must have been

many years later, for those three words appear in the plain text of the deciphered
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and decoded csblegram. Here is a picture of the code cablegram with its
strange and outlandigh code words, as it was received in Hong Kong:

And now I show you the deciphered and decoded text, which I was fortunate
in being able to produce by courtesy of the Chief of the Navy Security Group, who
permitted me to consult and use the necessary code books which I found were still in
Navy Security archives. To translate a message in the code then in use three steps
are necessary. First, the cable words (the peculiar, outlandish words in line 2 -
WASSERREIP, PAUSATURA, BADANADOS, CHNMRSNSWES etc.) are sought in the cipher book,
and their accompanying cable-word numbers set down. WASSERKEIF yields 99055;
PAUSATURA yields 62399, BADANADOS, 11005; CRNEMSAL—LASSS, etc. The next step

‘ is to sppend the first digit of the second ceble-word mumber to the last digit of

the first cable-word mmber to malke the latter a six-digit number. Thus 99055 becomes
990556. The six-digit code group number, 990556, is then sought in the basic ecode book
and its meaning is found to be “Secret and Confidential.” The transfer of the

first digit, 6, of the gecond cable-word number, 62399, makes it become code-number
2399, to which must now be appended the first two digits of the third cable-word
number, 11005, thus making the second code group of the code msgsage 235;11, which
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is sought in the basic code book and yields the meaning "Order the squadron.” And

g0 on. It's painfully slow work, and I haven't told you sbout some of the difficulties
I encountered in the process, including having to refer to the third book, the,

General Geographical Tables. It took an hour to tranglate this cne relatively short

Y s
Roogevelt message. I feel sure a naval &m in World War II or in Wprld
Var I, for that matter, could never have been executed before a message of the length
of the Roosevelt one could be dgciphered and decoded by this cuzbersome system, even
if all the digits had been transmitted and received correctly. Generally speaking,
naval battles are fierce and quickly over. For instance in two minutes, on b Junme 1942,
from 10:24 to 10:26, the war with Japan was decided vhen the U.S. Pacific Fleet
under Admirals Nimitz, Fletecher and Sprusnce won the Battle of Midway, in vhich the
Japanese lost four fast carriers, together with their entire complement of planes,
and almost all their first-string aviators. When cur Navy eatered World War I &
much more practical system was put into effect, using a ¢ipher device known as
the NCB, standing for "Navy Cipher Box", to encipber S5-letter groups of a basic code.

1 Later, I'll show you & picture of this box, probably the very prototype of what
{‘i |_we now often call a "black box."
We come now to Eurcpean events of importance in this cryptologic history.

During the decades from the end of the Civil War in America to the first decade
of the 20th Century there was some progress in oryptologic science in Europe but it
was not of a atart/:\lng nature. German Army Major Kasiski's demonstration of a
straightford, mathematical method of solving the Vigen\ere cipher was published in
Berlin during the mid-period of the Civil War in America. If the book created an
impression in Eurcpe it was altogether unspectsculer; in America it remained unheard
of until after the sdvent of the 20th Century. Although Kasiski's method is explained
guite accurately in the first American text on cryptology,¥* the name Kasiski doesn't
even appear in it. Other books én cryptologic subjects appeared in Burcpe during this
period, and two of them deserve special attention. The first, by commandant Bazeries,
is a book noteble not for its general contents, which are presented in a rather dis-
organized, illogical sequence, but for its presentation of a cipber device invented
by the author, the se-called cylindrical cipher device, & picture of which I now show
you. But our own Thomse Jefferson anticipated Bazeries by a century, and here are
two slides describing Jefferson's "Wheel Cipher", copies from the original
manuscript among the Jefferson Papers in the

*Capt. Parker Hitt's Manual for the sclution of military ciphers, Fort Leavenworth,
Kansas: Army Service Schools Press, 1916.
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Library of Congress. The second book which deserves specisl attention

i8 one by another French cryptologist, the Marquis de Viaris, in vhich he
presents methods for solving cryptograms prepared by the Bazeries cipher
ceylinder, and, although unknown to him, the eiphers of Jefferson's Wheel
Cyrher.

It was in the period during vhich books of the foregoing nature were
written and published that the chanceries of Buropean Goveraments operated
soktcalled "Black Chambers”, organized for solving one another's secret
commmications. Intercept was unneceseary because the guvu'nments‘l owned
and operated the telegrsph systems and traffic could be obtained simply by
making copies of messages axriving or departing from telegraph offices or
passing in transit through them. This was true in the case of evaz\'Iy\
country in Exrope vith one very important exception: Oreat Britain. The
story, vhich is given in detall in a recently published and very fully \
documented book) is highly interesting but I must condense it to a few
sentences.

In England, from about the year 1540 onward until 184k, there vas a
"black chember"” ¥is-in constant operation. It was composed of three
collsborating organizations within the Post Office respectively celled "The
Secret Office", the Private Office"”, and "The Deciphering Branch".

In the first of these highly secret orgsnizations, letters were opened,
copies of then were made, the letters replaced, the envelopes resealed, and
if the wax seals were intact they were merely replaced. If the geals were
not replacesble, duplicates vere forged and affixed to the envelopes.
Copies of letters in cipher vere sent to the "Deciphering Branch"” for
solution and the results, if successful, were then sent to the Foreign
Office. A famous mathematician, John Wallis, took part in the letter
activities. The "Private Office” took care of similar activities but only

*El1is, Kenneth L. The Post Office in The Eighteenth Century: A Study in
Administrative History. Iondon: Oxford University Press, 1958, pp. 176. In

conjunction with this book one should by all means also read the following
extremely interesting and revelatory article by the same author: "British
comnunications and diplomecy in the eighteenth century", Bulletin of the

Institute of Historical Research, Vol. XXXI, No. 84, Nov 1958, pp. 159-167.
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in comnection with internal or domestic commmication™s. In 184k, a
scandal involving these secret offices caused Parlisment to close them
down completely, so that from 1844 until 1914 there was no black chanber
at all in Britain. As a consequence, when World War I broke Sut on the
first of August 1914 England's black chamber had to start from scratch.
But within a few months British brains and ingenuity built a cryptologic
organization known as "Room 40 0.B.", which contributed very greatly to
the Allied victory in 1918. Although the British Government has never
issued a single offielal publication on the activities and accomplishe
ments of "Room 40 0,B.", several books by private authors have pushed
a.si-da the curtain of secrecy to meke a most fascinating story too long to
tell in this lecture. But I must tell you at least something about what
was perhaps the single greatest schievement of "“Room 40 0.8.", an
achievement which jJust in the nick of time brought this country into
VWorld War I as an active belligerent on the Allied side and saved England
from complete destruction, as well as France. The operation involved the
interception and solution of a message known as the Zimmermann Telegram,
deservedly called the most important single cryptogram in all history.
On 8 Beptember 1958 I gave before an NSA audience a detailed account of
=this amazing cryptogram. I told sbout its interception and solution; I
told how the aol;:tion vas handed over to the United States; how it brought
America into the war on the British side; and how all this was done
without daisclosing to the Germans that the plain text of the Zimmermann
Telegram had been obtained by interception and soduwtion by eryptanalysis,
that is,. by science and not by tresson. My talk was given under the
auspices of the RSA Crypto-Mathematics Institute, was recorded, and is
on file so that, if you wish, you can hear it. It took two and a half
hou;q t0 deliver and at that I didn’'t quite succeed in telling the whole
story. But you may read an excellent account of this eplsode, set forth
in great detail in a book entitled The Zimmermann Telegram, by Barbara
Tuchman, published in 1958 by the Viking Press, New York. Also, you should
consult a book entitled The Eyes of the Ravy, by Admiral 64r William Jemes,
published in 1955, by Methuen & Co., London. Both books deal at length
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with The Zirmermann Telegram snd tell how astutely Sir William Reginald
Hall, Director of British Naval Intelligence in World War I, managed the
affair so as to get the maximm possible advantage from the feat
accomplished by "Room 4O 0.B7, that 18, the British Black Chember. To
sumarize, as I must, this fascinating and true tale of a very important
cryptanalytic eonquest, let me show you again the telegram as it passed
from Washington to Mexico City, for if you will remember I ghowed it to
you in the very first lecture of this series, as Fig. 1

thereof, and promised to tell you about it later. Here I show it to you
once again, and as you can emsily see, the code groups are composed of three,
four, and five-digit groups, mostly the latter. Here is the English decoded
translation of the message as transmitted by our Arbassedor Page in London
to President Wilson.
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From the day that Anbassador Page sent his cablegram to President Wilson
on 28 February 1917, quoting the English translation of the Zimmermann
Telegram in the form in wvhich it had dbeen forwarded by German Ambassador
von Bernstorff in Washington to Germen Minister von Eckhardt in Mexico
City, the entrance of the United States into the war as s belligerent on
the side of the Allies becamre a certainty. Under big black headlines the
English text appeared in our newspapers, because after assuring himself of
the authenticity of the telegram handed over by the British, and that it
had been decoded and checked by & menber of Ambassador Page's own staff,
President Wilson directed that the text of the message be released to the
Assoclated Press. Its publication the next dsy was the firat of a momentous
and sensational series of reports and accounte of the Zimmermann Telegram and
its contents.

But there were plenty of nenbers of Congress who disbelieved the story.
Here are a few of their corments. "It was too fantastic”; "it wes a British
plot, unproved”; "Wilson was being taken in", etec., ete. But vhen Zimmermann
himself foolishly acknowledged that he had indeed sent such a telegranm,
disbelief changed quickly into vehement anger. Thus,it came about that
Ameriesns in the Middle West and Far West, vho had thus fer been quite
unconcerned about & War that was going on in Europe, thousends of miles awey
and wanted no part of it, suddenly swoke when they learned that a foreign
pover wvas making a deal to turn over some rather large slices of U. 8. real
estate to a then hostile neighbor across the southern border. They were
aroused to the point where they, too, as well as millions of other Americans
in the East, were ready to fight. Surely war would now be declared on
Germanj.
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Rotwithstanding all the furor that the disclosure of the Zimmermann
Telegram created in Ameriea, President Wilson gtill hesitated., He was
still determined that Ameriea would not, must not, fight. It wes not
until more than a month later, andaftersevera_lﬁnerim ghips were sunk
without verning on 18 March, that e mov fully sroused President got Congress
to declare var on Cermany snd her allies. The date wes S April 1617,

In the War Departrent and in the Navy Department the pace set for
preparing for active war operations quickened., It is difficult to believe,
but I assure you that it was true, that there was at the poment in neither
ofthosgdepartmnta, nor in the Army or Navy, any orgenizations or technical
groups vhetever, either for intercepting enemy communications or for studying
then, let alone ao}éing such comrunications. There was, it is true since
the autumm of 1916, s very small group of self-trained cryptanalysts,
sponsored and supported by & private citizen nsmed Colonel George m;ym‘,f
vho operated the Riverbank lLaboratories at Genesva, Illinois. I served as
leader of the groun, in eddition ¢c other &uties as a gemeticist of the
Laboratories. Riverbank, through Colonel Febyan, had initisted and establiched
an unofficial or, at most, a quasi-official relationship with the suthorities
in Washington, so that it received from time to time coples of cryptographic
resgages obtained by variocus and entirely surreptitious mesns from telagraph
and cable officez in Washington and elsewhere in the U. S. At that period
in our history diplomatie relations with Nexico vere in s sad state, so that
U. 8. attention was directed scuthwvard, and not destveard across the Atlantic
Ocean. Therefore, practically all the messages sent to Riverdbank for solution
vere those of the Msxican Government. Riverbank was successful in solving all
or nearly all the Mexican cryptograms it was given, usually returning the
gsolutions to Washington very promptly. The grest mejority of them were of the
Vigenére type but using mixed sequences with relatively long kay phrases.
Riverbank was also sucecessful with certain other eryptograms with a background
of the var in Eurcpe but I cannot deal with them now becsuse there Just isn't
time. Soon after the U, 8. daclared war c¢n Germsny Col. Pabyan st Riverbank
establiszhed & school for training anéd he invited the Services to send him
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*Honorary title conferred by the Governor of Illinois for Feyan's participation
as a member of the Peace Commission that negotiated the Treaty of Portsmouth,
which followed the Russo-Japanese War in 1906.
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Arny and Navy officers to learn something about eryptology, in formal
courses estsblished for the purpose. Each course lasted about six weeks,
full time.

You may like to know vhat we novices used for training curselves for
this unusual tapk, and vhat we used later on for training the student
officers sent to us for eryptologic instruction. As regards ocur self-
instruction training material, there wasn't much available in English dbut
among the very sparse literiture there was e small bock entitled Manual
for the Solution of Military Ciphers, which had been prepared byla. 8. Army
Ceptain of Infantry named Parker Hitt and which had been printed by the Press
of the Arny Bervice Schools at Fort lLeavenworth, in 1916. Colonel Fabyan

managed to get a copy of that Manual for use to study. The Signal Corps
School was then one of the Army Service Schools and there a few lectures
vere given by two or three officers who, when Vorld ¥War I broke out in
August 1014, took an interest in the subject of military eryptogrsphy. They
foresaw that sooner or later there would dbe & need for knowledge in that
important branch of military technology. Cept. Hitt's Manual, was then, and
still i1s, a model of compactness and practicality. Let me show you the title
page of the first edition. Here it is.

It was the succinctness of Parker Hitt's Mamual that caused us much work
end perspiration in our self-training at Riverbank, and we later came to know
and admire its suthor, whose photograph I nov show you as he lcoked when he
became a Colonel in the Signal Corps.

There was one other item of training literature which we also studied
avidly. It vas a very small pamphlet entitled An Advanced Problem in Crypto-
graphy and its Solution, and it too was put out by the same Ieavenworth Press
in 191%. BHere is its title pege. You will note that its author was then
let Iieut. J. O. Mauborgne; he advanced to become a Major General and Chief
Signal Officer of the Army. The "advanced problem” dealt with in that
pamphlet wvas the Playfair Cipher, about which I shall say only that at the time
Msuborgne wrote about that particulsr cipher it was considered much more
difficult than it now is regarded.
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Returning now to vhat our self-trained eryptanalytic group vas sble
to do in a practical way in the training of others, there exist in RSA
srchives copies of the many exercises and problems prepared at Riverbank
for this purpose. They are still of much interest historieally.

In lecture II Y showed you a pleture of the last of the several
classes sent by The Adjutant General of the Afny to Riverbank for training.

- It should be noted and it gives me considerable pleasure to tell you that
this instruction was conducted at Colonel Fabyan's own expense as his
patriotic contributiorn to the U. S. var effort. I can’'t in this lecture

say mach more about this than that it involved the expenditure of many
thousands of dollars, never repaid by the government--not even by some
decoration or sirdilar sort of recognition. Upon completion of the last training
course I vas comxissioned & first liesutenant in Mlitary Intelligence, General
Staff, and ordered inmediately to proceed to American General Headguarters in
France, vhere I became a mesber of & group officielly referred to as the
Redio Intelligence Section. But it vas the Gernan Code and Cipher Solving
Section of the General Staff, = designation that wes abbreviated as G-2, A-6,
CHQ-ALF., As the expanded designation implies, the operations were conducted
in two principeal sections, ome dsvoted to working on German Army field
ciphers, the other, to working on German Army field codes. There were also
very small groups working on other material such as metecrologic messages,
direction-finding bdearings, and what we now call traffic aualysis, that is,
the study of what we call "the externals’ of enemy nessages in order to
determine enemy order of battle and other vital intelligence from the study
of D.F. bearings, the direction, ebdb and flow of enemy traffic, and other
dats sent back from our intercept and radio direction-finding operations at
or near the front line of the conmbat zone.

In connection with the last-mentioned operations you will no doubt be
interested to see vhat is probably one of the earliest, if not the very first
chart in cryptologic history, that sbows the intelligence that could be derived
from a consideration of the results of traffic enslysis. Its utility in
deriving intelligence about enemy intentions from s mere study of the ebb and
flow of enemy traffic, without being able to solve the traffic, was of
unquestionsble value. Here's that higtoric chart, which I must tell you was
drawvn up from data based solely upon the ebdb and flow of traffic in vhat we
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ealled the AINGVX cipher’ i a clever cryptosystem which ves devised by = |
German cryptogrephers and vhich was restricted in its usage to German High

Command cormmunications, principally those between and among the headquarters
of divisions snd army corps. Its restriction to such high comand messages
nade a study of its ebb and flow very important. Theoretically, that cipher
vas extremely secure. It conbined both a good substitution and an excellent
transposition prineiple in one and the same method without betng too
complicated for cipher clerks. Here is a disgram whichwill give a clear
understanding of its method of usage. (Explain slide.) If you wish further
details I suggest you consult documents avallable in the Training literature
Division of the NSA Office of Training. In this lecture there is only time

to tell you that although individual or isdlsted messages in the ADFGVX

system sppeared at fist to be sbsolutely impregnable against solution, a great
many nessages transmitted in it were read by the Allies. You may dbe a\stonished by
the foregoing statement and therefore may desire some enlightenment here and
now on this point. In brief, there were in those days three and only three
different methods of attacking that cipher. Under the first method it was
necessary to find, as the first step, two or more messages with identical
plain-text beginnings because they could dbe used to uncover the transposition,
vwhich was the second step. Once this had been done, the cryptanalyst had thep/
to de;/l with a substitution cipher in which two-letter combinations of the
letters A, D, F, G, V, and X represented single plain-text letters. The
nessages were usually of sufficient length for this purpose, which amounted to
solviqg a monoalphabetic substitution. Under the second method, two or more
negsages with identical plain-text endings eould be used to uncover the
transposition. This wvas easlier even than the case of messages with identical
beginnings. You might think that ceses of messages with identical beginnings
or endings would be rather rare, but the addiction to stereotypic phraseology
in mlitary communications is g0 prevalent in all military commmications, and
especially in German messages, that cases were almost invarisbly found, in each
day's treffic, of messages with similer beginnings or endings, and sometimes

"'fnitinlly this cipher employed only the letters A, D, F, G, and X, for a matrix
5 2 5; later, the letter wvas added, for a matrix of é x 6, for the 26.letters of
the alphabet plus the ten digits.
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both. Thie system first came into use on 1 March 19518, three weeks before
the last and greatest offengive by the Cermen Army. Its eppearsnce was
coincident with that of other new codes and ciphers. The number of messages
in the ATFGVX cipher varied from ebout 25 a day, vhen the system firet went
into use, to as many as about 150 at the end of two months, It took about a
month to figure out a method of solution, and this was firat done by a very
able cryptanalyst named Capt. Painvin of the Freneh Army's Cipher Bureau.

The ADFGVX cipher was used quite extensively on the Western Front with
daily changing keys during May and June of 1918 but then, for remsons sone-
vhat obscure, the number of nesseges d’ropped very considerably. How many
different keys were solved by the Allies during the four months fromfl March
to the end of June? Not many«-10 in all; that 1s, the keys for only 10 °
different days were solved. Yet, becsuse the traffic on lthaae days was very
heavy, about 50% of all measages ever sent in that cipber, from its inception
to its discard, were read, and a great deal of valuable intelligence was
derived from them. On one occasion solution wes 50 rapid that en important
German operatiocn dlscloped by one messags was completely frustrated.

Although the AIFGVX cipher came into use first on the Western Pront, it
later began to be amployed also on the Emstern Front, with keys that vere
first changed every two days but later every three dsys. On 2 November 1918
the key for that and the next day wes solved within a period of an howr and &
half because two messages vith identical endings were found. A 13-part, nessage
in that key gave the complete plan of the Cermen retreat from Rounania.

During the vwhole year of the 1life of the ADFGVX cipher, solution dspended
upon the three rather special cases I mentioned. No genersl solution for it
was though up by the Allies dbspite &2 great deal of study. However, members
of our own Signal Intelligence Sexrvice, in 13933, and while still students
und:érgoins instruction in cryptanalysis, devised a general solution and proved
its efficacy. Pride in their achievement was not diminished wvhen, in the
cclnn'se of writing up and describing their method, I happened to find a similar

one in & book by French Gemeral Givierge (Cowrs de Cryptographie, published

4n 1925). Givierge was by then the head of the French Black Chanber, which was

coled e
em4tie "Dsuzieme Bureau”, corresponding to our "G-2",
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The ADFGVX cipher was not the only one used by the German Avmy in
World War I, end there will be time to mention very briefly only two
others. The first of these was a polyalphabetic substitution eipher call
the "Wilhelm," which used a cipher square with disarranged alphabets and with
& set of 30 fairly lengthy keywords. Here is the cipher gquare Just why
the square contains culy 22 rows instead of 26 is probably connected with
the fact that German can get along very well with fewer than 26 letters.
Certainiy the rows within the square are not random sequences, as you oan'aee,
for the letters vithin them manifest permted arrangements in sets of five
letters. And here is s slide showing the keys used«~31 of them. The key
sequences are not composed of random lettera. I leave it to you to try to
reconstruct the rﬁ squars, if possible; you should be able to reconstruct
the real keys. The latter problem should be relatively easy.

The other German Army cipher to be mentioned is the Qouble transposition,
an exmmple of which 1s shown in this next slide. The process consists in
applying the same transposition key twice to the same matrix, once horizontally
and once vertically, as seen in this slide., Solution of the true double
transposition usually depends upon finding two or more messages of identical
length. (You will remember what I told you sbout Cspt. Holden in this
connection.) No general solution was nown to the Allles during World War I,
and mesgeges of identical length were few indeed. But it happendd that
occasionally a {ferman operstor would epply only the first transposition end
vhen this fortunate situstion oceurred solution was easy, because the key
thus recovered from the single transposition could be used to deciphex other
messages which had been correctly enciphered by the double transposition.
Agein, the Signal Intelligence Service devised a general
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solution for the double transposition cipher and during World War II were able to
prove that such ciphers could be solved without having to find two messeges of
identical length. I think the devising of & general soluticn for the true double

transposition cipher represents e real lsndmark of progress in eryptanalysis.
We come to the code systems used by the belligerents in World Wexr I. And

first, let us differentiate those used for diplomatic communications from those used
for militsry communications. What sorts d4id the German Foreign Office use? We
have noted that the British Black Chamber, "Room 40 0.B." enjoyed sstonishing
success with the code used for the tranamission of the/ }(Memann Telegram.
Excessive pride in German achievements in Seience, a wholely unjustified confidence
in their commnicstions cryptosecurity, snd s disdain for the /mphwess of enemy
cryptanalysts laid German diplomstic communications open to solution by the Allies
to the point where there came & time vhen nothing the Cerman Fereign Office was
telling its representatives abroad by telegraph, cable or radio remained mret.
from their cryptologic protagonists. For those of you'/vho would like to learn some
details, I refer you to the following monograph on the subject by my late colleague
Ceptain Charles J. Mendelschn: Studies im German Diplomatic Codes Employed During
the World War, Goverament Printing Office, 1937. Copies of it avellsble in the

Office of Training, NSA. Saye Dr. Mendelschn:

"At the time of America's entrance into the var Cerman Codes w an
unexplored field in the United States. About a year later we received from
the British s copy of & partisl reconstruction of the German Code 13
(about half of the vocabulary of 19,200 words and 800 of the possidbly 7'\600
proper names). This code and its variations ef emcipherment hed been inm use
between the Germsn Foreign Office and the German Embassy in Washington up to
the time of the rupture iu relations, and owr files contained a considersble
number of messages, some of them historicel interest, vhich were now read
with the aid of code book. "

The vocabulary of the German diplamatic codes eomprised 189 pages each having 100
words or expressions 10 the page, arranged in two columns of 50 eech, sccompanied
by numbers from 00 to 99, Rere-d OBy Of b ypioal-puge=4n-Cod¥"13640» In
each cofiumn the groups were in dlocks of 10, In the left.hand column, for instance

vere the five dblocks from 0009, 10-19, etc., to kO-49; then 50-59, 60-69, ete.,

were in blocks of 10 ia the right-hsnd column. The pages in the basic code were
numbered and from this code several codes were made by the use of conversion tables.
Thie ensbled the original signal basic code to serve as the framework for apparently
unre'htt.ed and externally distinguishable codes for several different communication
nets. What the mumber of the basic code was is unknown, but we do know that from
the code designated as Code 13040 came codes 5950, 26040, and others, derived

merel;r by mesns of tables for converting the page numbers in hhe basic code into

™ .
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different page numbers in the derived code. These conversions were systematic,
in dlocks of fours. Thue, for example, pages 15-18 in code 13040 became pages
65-68 in code 5950, etc. Then there were tables for converting line numbers from
one code into different line mmbers in snother version of the basic code, and this
ves done in blocks of 10, For example, the £ifth block (penultimste figare L) became : .
the first (penultimste figure O), and the lst, 2ud, 3rd, end Uth blocks were moved
down one place. The other five blocks (on the right-hand side of the pege) vere
rwrranged in the same manner. ‘
It 1s obvious that codes derived in such a msaner from a basic ¢code by re-
numbering pages and shifting about the contents of pages im dlocks cen by no means
be considered as being different, and entirely unrelated codes, and once a relation-
ghip between two externally different but internslly related codes was discovered
the two could be-hendléd as equivalents of one another. Also to be mentioned is .
the fact that in certain cases numbers were added to or substracted from the ccde
numbers of a message and this gave rise to whet seemed to be still difficult to

\

determine the additive or .subtractive and thus get “to-the basi¢ code numbers.

In none of tize cases or codes ment:l.oned thue far was there one that could be
considered to be a randomized, "hatted,! or true two-part code, since the same
book gerved for both encoding and decoding. However, the German Foreign Office
later on did compile and use resl t!;o-part., truly-rendomized codes of k0,000
groups numbered from 0000 to 9999. One such code had as its indicator the number
T7500. And that there were several others like it I have not doubt.

When one reviews Dr. Mendelschn's monograph one becomes cverwhelmed by the
multiplicity of the codes and variants thereof used by the German Foreign Office.
Some were basiec codes but many were derivatives, or superencipherments thereof.

It is even hard to ascertain the exact number of different codes and superencipherment
methods. Yet a great deal of the traffic in these codes was read. Considering

the rather amall number of persons on the cryptanalytic staff of G-2 in Washington
and in the British counterpart organization in London, in the British Black Chamber,
one can only be astonished by the great achievements of the efforts of these two
col‘laborating organizations that worked on German diplomatic codes quring World

“ar', I.
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80 much for Germsn diplomatic secret communications. What about Germen military
crypto~communicetions? In this ares it 1s necessary to umention s situation vhich is
somewvhat unique. When World Wer I commenced the German Army wes very poorly prepered
to meet the requirements for secure communications. It seems that up until the
Battle of the Marne in 1914 several Germsn Army radio stations wmat into the field
without any provision having been made or even foreseen for the need for speedy
snd secure crypto-communications. Numerous complaints were registered by German
comenders concerning extensive loss of time oceasioned by the far too compliceted
methods officially authorized for use and the consequent necessity for sending messages
in the clear. Not only did this reveal intelligence orrmportmge to their opponents
but vhat is equally important the practice permitted the British and the French to
become thoroughly familiar vith the (erman telegraphic procedures, metheds of
expression, terminology and style, and the knowledge gained sbout these items beceme
of great importance in cryptanalysis vhen German eryyhos;ptems improved. The
German Army learned by hard experience something about its shortcomings in this erea
of warfere and not only soon began to improve but it 4id so to tke point where ve
must credit the Germans with beZing the initiators of newv and important developments
in field military cryptography. In fact, the develomments and improvements began
not long after the Battle of the Marne and continued steadily until the end of the
war., When on 11 November 1918 the armistice ended active operations, German military
cryptography had attained a remarkebly high stete of efficiency. The astonishing
fact, however, 1s that, although very proficient in aryptographic inventions, they
vere apparently gquite deficient in the science and"ﬁ-:etiee of cryptanalysis. In
all the years since the end of World Wer I no books or articles telling of German
success with Allied radio traffic during that war have appesred; one Austrian
cryptanalyst, a man named Figl, attempted to publish a book on eryptenalysis but
it seems to have been suppressed. One could of course assume that they kept thelir
successes very well hidden but the German archives taken at the end of World War II
contain nothing significant in regerd to cryptanalysis during World War I although
& great deal of importent information in this field during World War 1I was found.

A detalled sccount of the cryptologic war between the Allled and German forces in
Horl:i War II would reguire scores of volumes, but there is one source of informstion

vhich I can highly recommend to those of you who would like to know more details of
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the crriptologic varfare between the belligerents in World War I. That source is
8 book written and published in Stockholm in 1931 by & Swedish cryptanalyst,
Yves Gylden, under the title (hifferbyraernas Insatser I Varldskriget Till lands,

& trensletion of which, with some comments of my own in the form of footnotes,
you will find on file in the Office of Training, NSA, under the title

The Contridution of the Cryptographic Bureaus in the World War, Gevermment
Printing Offiee, 1936.

In this lecture, however, ve are Principally concerned with German military
c::ypf.ogrcpw during World War I, and I have already told you scmething about the
?7pher gystems that were used., There remasins t0 be discussed the field codes. It
was the Cerman Army vhich first proved that the old idee that codebooks were
imprectical for use in the comdbat zone for tacticel coumunications was wrong. They
had two types of field codes: one which they called the SCHEIUESSELHEFT but which
ve called the "three-number code, the other wvhich they called the SATZBUCH dbut
which we called the "three-letter code". “The former was & small standardized code
with a vocabulary of exactly 1,000 frequently used words and expressions, digits,
letters and syllaebles, etc., for which the code equivalente were 3.digit numders.
A cipher was applied only to the first two digits of zhe code n\m'bere and this
cipher conaisted of 2-digit groups taken from e 10°% f)/ m:-ix fer enciphering
the mumbers from 00 to 99. ‘This table was called the CEHEIMKLAFPE or "Secret Key",
and here's e plcture of one. The last digit of & code group eemained unenciphered.
Thus, code group 479 would becoms 629. Each division compiled and issued its
own secret key table, vhich was in two perts, or sections, of course, one for
uncipherment the other for decipherment., The three-mumber code ves interided for
use in ell forms of communication within, or to and from, & 3 kilemeter frcat.line
denger zone. Although this code was completed by the end of Jenuary 1918, it vas
not distributed or put into use until the opening day of the last and greatest
German offensive, 10 March 1918. Our eode solgns séction, through good fartune
and careful attention, ascertained {h:_;;:u;e of the nev code and a fev groups
in it vere solvedtheverysmdnythecodemmmteeﬂecbbecauseaoernm
cipher operator vho was uneble to translate a messsge in the new code requested
end received repetition in ancther code which had been solved to an extent which
made it Iponsible t0 identify homologous
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code groups in both messages. The three-mmeber code proved rather easy to solve on
a dally basis because only the encipher-decipher table was changed. Much useful
intelligence was obtained from the daily solution of this key.

The solution of the SATZBUCH or three-letter code, however, proved to be a
mach more difficult problem. In the first place, it had a much larger vocabulary,
with pulls and many variants for freguently-used words, letters, syllables and
* numbers; in the second place, and vhat constituted the real stumbling block to
solution, was the fact that it was a true two-part randomized or “hatted” ecode;
and in the third place, each sector of the front used a different edition of the
code, so that traffic not only had to be identified ag to the gector to which it |
belonged but also it was not possible to combine all the messages for the purpo‘se
of building up frequencies of usege of code groups. Working with the sparse amount
of traffic within a quiet gector of the front and trying to solve a few megsages {.n
this code was really a painfully slow, very difficult and generally discouraging
experience. On my reporting for duty to Colonel Frank Moerman, who wag Chief of the
whole unit and whose photograph I show you here, I was asked wvhether I wished to be
agsigned to the cipher section or to the code section. Having had considerzble
experience with the solution of the former types of cryptosystems but none with the
latter, and being desirous of gaining such experience, I asked to be agsigned to the
code solving unit, in order to broaden my professional knowledge and practice in
cryptology. Little did I realize what a painful and frustrating period of learning
apd training I had undertaken, but my choice turned out to be a very wise and
useful ope. If any of you would like to read about my experience in this area, let

me refer you to oy monograph, written in 1918-19, entitled Field Codes Used by the

German Army during the World War, copies of which are on file in the Office of

Training, KSA. I will quote the last two paragraphs from my “estimate of the
three-letter code® {on page 65 of that monograph) and will remind you that although
they were written over 40 years ago they are still applicable:

“In the 1ight of this limited experience (of less than six months
with the 3:letter code) it is impossikle to say absolutely what the
degree of 'security offered by such a highly developed system really is.
There is no doubt but that it is very great. There is no doudbt but that,
with the proper precautions, careful supervision and control the employ-
ment of such a code by trained men offers the highest possidble seeurity
for gecret communication on the field of battle.

But no code, no matter how carefully comstructed, will be safe
without a trained, intelligent personnel. A poorly comstructed code
msy be in reality more safe when used by an expert than a very well
constructed one when used by a careless operator, or one ignoramt of
£he 'ddngers of improperly encoded messages. This poiat cannot be

/overemphagized. It is hardly mecessary to point out, therefore, that
the proper training of the persomnel vwhich igs to be put in charge of
the work of coding messages is an essential requisite to the maintenance
of secrecy of operations, and thus of success on the field of battle.®
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So much for the German Army field codes, about which a great deal more could
be said but we must hurry on to the cryptosystems of soze of the other armies in
World War I.

What sorts of cryptosystems did the French Army use? Pirst, as for ciphers,
they put much truat in transposition methods and here is an example of one type.
Perhaps you remember one of those special route ciphers I showed you in the
‘ preceding lecture, the one with the diagonmal that produced complexities that made
theuseofthatrantetoodifficultforthecipherorerstmofthem. This
French transposition cipher vas much more couplicsted by those diagonals and T
" wonder how much use was made of this cipher by the French.

As for codes, like the Germans they used a small, front-lime booklet called ,
a "Carnet Reduit®, or an "Abbreviated God.e‘bqok". Various sectars of the front had
different editions and I show you novw a picture of one of them. Then, in é&\'\ld:ltion,
there was a much more extensive code which was not omly a two-part, randomized
book, of 10,000 four-digit code groups but a superencipherment was applied to the
code messages when transmitted by radio or by “TPS*, that is, "telegraphie par\sol",
or earth telegraphy. Here is ome of the tables used for enciphering (and decipher~
ing) the code groups apd here is the example of superencipherment given in the
code in my collection:

You will notice that the enciphering process bresks up the 4-digit groups in
a rather clever manner by enciphering the first digit of the firsgt code grocup

separately; the gecond and third digits of the first group are enciphered as a
pair; then the lagt digit of the firgt group and the first digit of the second code
group are enciphered as a pair, and so on. This procedure suceeds in breaking up
the digital code groups in such a manner as to reduce very greatly the frequency
of repetition of 4-digit groups representing words, mmbers, phrases, etc., of
very common oceurrence in military messages. My appraisal of this French Army
field cryptosystem is that, theoretically at least, it certainly wes the most
gecure of all the field systems used by the belligerents.

Now how about the cryptesystems used by the British Army? First, they used
the Playfair Cipher, a system of digraphic substitution considered in those days
to be good encugh for messages in the combat zome. But today, of course, its
sec;irity is known to be so Ilow that it hardly merits confidence for serious
usage.’ The Eritish also used a field code. It contained many common military
expressions and :entgnces, grouped under various hesdings or eategor{es, and

4
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of eourse, & very small vocabulary of frequently-used words, mmbers, punctuation,
etc. It was always used with superencipherment, the mature of wvhich was not dis~
closed even to their Allies, so I am not in e position to deseribe it. We did not
even have a copy of their code--only a typewritten transcript which was furnished
us guite reluctantly. This pext slide was made by setting up in print a typical
page thereof.

What about the cryptosystems used by the Italian Army in World War I? The
general level of cryptologic work in Italy during that period was quite low, a
fact which is all the more remarkable when we consider that the birthplace of modern
cryptology was in Italy several centuries before. There appears to have been in
Italy & greater knowledge of cryptologic technigues in the 15th snd 16th Centurics
than in the 19th, parsdoxical as this may seem to us today. Perhaps thig can be
considered as one of the consequences of the need for secrecy which requires fiilng
awvay in dusty archives records of cryptanalytic successes; but it is to be con-
sidered also that this prevents those who might have a flair for eryptologic} work
from profitting from the progress of predecessors who have been successful An s@
work. We should tkxrefeye not be too astonished to learn, therefor, that
Ttaly entered World War I the Ttalian Army put its trust in a very simple m-i\ayion
of the ancient Vigenire cipher, & system called the "cifrario militaire tascabile®
or the “pocket military eipher.” It, as well as several others devised by the :\\
same Italian "expert®, were solved very easily by the Austrisn cryptamalysts duribg
the war. The Italisn Army also used codes, no doubt, but since emcipherment of \
such codes consisted in adding or subtracting a mumber from the page mmber om \\
vhich a given code group appeared, the security of such systems was quite illusory. ‘\
As late as in 1927 the same Italian “expert™ asnnounced his invention of an \\
absolutely indeciphersble cipher system which, Gylden says (page 23) ®still further
demonstrates the astonishing lack of comprebension of modern cryptanalytie 'nethods
on his part.”

What about Russian cryptology in World War I? As regards cryptographic work,
it is knmm th;:t there was, during the era of the last of the Cgaristic rulers, an
apparently well organized and effective buresu for eomstructing and compiling
diploma,.tic codes and ciphers, which had been organized by a Russian named Savinsky,
forqerly Russian Minister to Stockholm. He saw to it that all codes and cipher
in uge were improved; he introduced strict regulations for their uge; a.ud he kept
close watech over the cryptographic service. He also was hesd of a ay;‘;ta{:ga.ytie
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activity and it is known that Turkish, British, Ausirian and Swedish diplomatic
nesgages were golved. After the Bolshevik revolution of 2._9_1’6 some of the Russian
ceryptanalysts managed to escape from their homeland and I had the pleasure of
meeting and talking with one of the best of them during his service with ocne of our
Allies in World War II. EHe is no longer alive dut I vividly recall that he wore
with great pride on the index finger of his right hand & ring in which was mounted
a large ruby. When I showed interest inthisumsunlgemhei_:oldmetheringhad
been presented him as a token of recognition and thanke for his cryptanalytic -
successes while in the service of Czar Kicholas, the last of the line.

But the story is altogether different as regards eryptology in the Russian Army.
The Military Cryptographic Service was poorly organized and, besides, it had adopted
a cryptographic system vhich proved to de too complicated for the poorly trained
Russian cipher and radio operators to use when it was placed into effect toward
the end of 1914. Here iz a picture of that cipher, which was composed of two tables,
one arranged for convenience in enciphering and the other arranged to convenience in
deciphering. In the enciphering table the letters of the Russian alphabet {33 in all)
appear in the topmost row of characters, the 2-digit groups, in random order within
each of the 8 rows below the top row, are their cipher eguivalents. These rows
therefore constitute a set of 8 cipher ;lphabets, these alphabets being preceded by
' key mmbers from 1 to 8 in random order. Both the cipber equivalents and the
ind.icators were subject to change. Indicators were used to tell how many letters
were enciphered comsecutively in each alphabet, the indicator consisting of n}ne of

c\l

the digits from 1 to 9 rq&eated five times. The alphabets were then nsed in '\

key-muber sequence, enciphering the first set of letters (5, 7, ete., aceomm’g
to the indicator) by alphsbet 1, the next set by alphabet 2, and so on. After t

\
s

8th set of letters, which was enciphered by cipher alpbabet 8, return is made to
eipheralyhhbert 1, repeating the sequence in thig mamner until the entire message
had been enciphered. In enmciphering a long message the cipher operator eoculd change

)
!
\

\

|

\

repeated five times and then continuing with the next alphabet in the sequence of \

AY

\
the mmber of letters emciphered consecutively by inserting encther indieator digit

alphsbets. The cipher text was then sent in 5-digit groups. The use of the
deciphering table hardly requires explanation but this question mey be in order:
Why the aversion to the use of zero and to the use of double digits such as 11, 22,
33, etc.? This probably was thought to be helpful to the telegraph operato:is as
well as to the cipher clerks in straightening out errors in transmission and\

rec_eption. . \\
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I bave told you that this cipher system proved too difficult for the Russians
to use, and I think you can see wvhy. It was go difficult that messages had to be
repeated over and over, with great loss of time. It is well known to all historians
by this time that the Russfsns lost the Battle of Tannenberg in the autumm of 1914
largely becsuse of faulty commmications. Poor cryptography and failure to use
even the most simple ciphers properly on the field of battle, and not brilliant
strategy on the part of the enemy, was the csuse of Rusela’s defeat in that and in
subseguent dattles. The conteats of Russian coommicatione became known to the
German and Austrian High Commands within a few hours after transmission by radioc.
The disposition and movements of Russian troops, and Russian strategic plans were
nro secrets to the enemy. The detailed and absolutely reliable information obtained
by intercepting and reading the Russian commmications made it very easy for the
German and Austrian comsanders not only to take proper counter-measures to prewent
the execution of Russian plans, but also to lmchab‘ta.eksonthe'ﬂeakestwbs;bf
the Russian front. Although the Russian ciphers were really not complicated their
cipher clerks and radio operators found themselves unable to exchange messages with
aceuracy and speed. Az & matter of fact they were so inept that not only were their
cipher messages easily solved but also they made so many errcrs that the intended
recipients themselves had consideradble difficulty in decipbering the messages even
with the correet keys. msmeemstﬁisledtothemorplsinlmmge, 80 that
the German and Austrian forces did not even have to do anything but intercept the
messages and translate the Russian. To send out dispositi.m}imnding movements,
impediate and ?.ong-range plans in plain language was, of course, one cardinal error.
Another was to'encipher only words and phrases deemed the important ones, leaving
the rest in eclear. Another cardimal error, made when a cipher was superseded, was
to send a message to a unit that bhad not yet uceivedthemkeyudmha;nmthu
then repeat the identical message in the old key. I suppose the Russians c tted
every error ir the catalog of cryptographic criminology. No wonder they lost
Battle of Tannenberg, vhich one military critic said was not a battle but a masshcre,
because the Russians lost 100,000 men in the 3-day engagement, on the last day of\\
wvhich the Russian commander-in-chief committed suicide. Three weeks later anothe:l.'\
high Russisn commander followed suit and the Russian Army began to fall apert, com- )
pletely disorgenized, without leadership or plans. Russia itself began to go down \,\
in ruins when its Army, Navy and Govermment failed so completely, and this made way \\
for the October revolution, ushering in a regime that was too weak to put thinmgs
together again and to hold them together. The remmants picked up by a small band \

: \ \
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of fanaties with militery and administrative ability, with treachery, violence and
cunning, welded together what has now become a mighty sdversary of the Western
World, the USSR.

I have left to be treated lagt in this lecture the cryptosystems used by the
American Expeditionary Forces in Burope during cur participation in World War I.

When the first contingents of the AEF arrived in France in the summer of 1917,
there were avallable for secret communications within the AEP but three authorized
weans. The first vas that extensive cocde for administrative telegraphic correspondence,
the 1015 edition of the War Department Telegraph Code about which I've already told
you something. Although it was fairly well adapted for that type of communication,
it was not at all suitable for rapid and ef.!‘;icient strategic or tactical communica-
ticns in the field, nor was it safe to use without & clumsy superencipherment.. The
second cryptosystem avallable was that known as the repeating-key cipher, which
uged the Signal Corps Cipher Disk, the basic prinpciples of which were aescribe;i as
Par back as sbout the year 1500. The third system available was the Playfair Cipher,
vhich had been framkly copled from the British, vho hed used it as a £1e1d ciher -
for many years before World War I and continued to use it. In addition to these
authorized means there were from time to time current in the AEF apparently several--
how many, no one knows--unauthorized, locally-improvised "codes” of varying degrees
of security, mostly nil. I show one of these in this slide and will let you assess
its security yourself.

Seen in retrospect, when the AEF was first organized it was certalnly unprepared
for hapdling secret commmications in the field; but it is certain that it was no
mreunpz-epa.rled.inthis respect than was any of the other belligerents upon their
respective eﬂ’brlies into World War I, ss I've indicated previocusly in this lecture.
This is rarthezj lst;'ange because never before in the history of warfare had eryptology
played so mt a role as a consequence of advances in electrical commnications
technology. When measured by today's standards it must be said that not only was
the AEF on its srrival in Burope wholely unprepared as to secret communication means
ammthodsandastocmtanal;fsis, but for & limited time it seemed almost hopeless
thzbtheﬂcmﬂ.deatchupwiththe technical advances both sides had made, because
thetr British and French Allies were st first most reluctant to disclose much of
their hard-earned information about these vital matters.

Bevertheless, and despite so inmauspicious e commencement, by the time of the
Arllisf‘.:lee, in November 1918, not only had the AEF caught up with their allies but

¥
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they had surpassed them in the prepsration of scund codes, &3 may be gathered from
the faet that thelr allieg had by then decided to adopt the AEF gystem of field
codes and methods for their preparation, printing, distribution, and usage.

Just as thei invention of Morge wire telegraphy hai a remarkable effect upon
military commumications d.uring the American Civil War, as related in the preceding
lec:t.ure, g0 the invention of radio also played a very important role in field
communications during World Wer II. BNow, although it can hardly be said that all
commanders fram the very earliest dayas of the use of radio im military comsmnicstions
acutely recognized one of the most important disadvantages of radio--namely, the fact
that radio signsls may be more or less easily intercepled by the enemy--it was not
long before the conmsequences of a complete disregard of this obvious fact impressed
themselves upon most commanders, with the result that the transmission of plain
langusge became the exception rather t.hnn the rule. This gave the most momentous
stimmlus to the development and increased use of cryptology that this service had
ever experienced.

Let us review some of the asccamplishments of the Code Compilation Service
under the Signal Corps, ARF. It was organized in Jenuary 1918, end consisted of
one captain, three lieutenants and one emlisted man. Until this service vas
orgenized, that is, from the sumper of 1917 until the end of that year the AEF had
nothing for eryptecommunications except those three inadequate means, that I've
mentioned. When it bas been determined that fleld codes were needed, little time
was lost in getting on with the job that had to be dome. Since I had no part in
this effort I can say, without danger of being charged with impropriety, that the
Code Compilation Service executed the most remarkable job in the history of military
cryptography up to the time of World War IX. '

The Pirst work emtrusted to it was the compilation of a so-called "Tremch Code”,
of vhieh—lq'qo copies were printed, together with what were then called "distortion
tables®. gfneae were simple monoalphabets for enciphering the 2-letter groups of
the code. I will show you a picture of a page of this code and of one of the
"distortion tables”. The danger of capture of these codes was recognized as being
such that the books were not issued below battalions. Henee, to meet the needs of
the front:' line, a much smaller bock was prepared and printed, called the “Pront
Line Code". Distortion tables, 30 of them in all, were issued to accompany this
code of which an edition of 3,000 coples was printed. But the code was not dis-
tributed, becsuse a study of its security showed defects. The truth is that ARF
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eryptographers with personnel inexperienced in eryptanalysis were groping in the
dark, withtlittle or no help from allies. Finally, the light broke through: the
Code Compilation Service began to see the advantages of that German 3-letter
randomized 2-part eode I've told you about, the one called the Satzbuch. Here,
then, was the origin of the Trench Codes which were finally adopted and used by the
AEF, when it was decided that copying and benefitting from the experience of German
- code compilation was no dishonor. The AEF then went them one better, as you shall
now learn. The first code of the new series of the AEF field codes was kmown as
the "Potomac Code™; it was the first of the so-called "Awerican River Series,”
and it appeared on 24 June 1918, in an edition of 2,000 copies. It contained
approximately 1,700 words and phrases and, as the cfficial report so succinctly
states, "“was made up with a coding and descoding section in order to reduce the work
of the operators at the front." The designation “two-part,” "randomized,” or, least
of all, the British nomenclature "hatted™ code was still unknown--but the primeiple
was there nonetheless. Let us see what the official report goes on to say on this
point; let us listen to some scund common senses _
“The main point of difference from other Army codes lay in the
principle of reprinting these books at frequent intervals and depending

largely upon the rapidity of the reissuance for the gsecrecy of the codes.
This method did away with the double work at the front of ciphering and

deciphering {Sie!), and put the burden of work upon gemeral headquarters,

vhere it properly belonged. Under this system one issue of codes could

be distributed dowm to regiments; ancther igsue held at Aray Headgquarters;

and a third issue held at General Headquarters. As a matter of record

this Pirst book, the Potomae, was captured by the enemy on July 20, Just

one month after issuance, but within two days, it had been replaced

throughout the entire Army in the field.®”

The replacement code was the Suwanee, the next in the River Series, followed
by the Wabash, Allegheny, and the Hudson, all for the American First Army. In
October 1918 a departure in plan was msde and different codes were issued simml-
taneously to the First and Second Armies. 7This was done in order not to Jeopardize
unpecessarily the life of the codes by putting in the field at one time 5,000 and
6,000 copieg of any one issue. Thus the Champlain, the first of what came to be
called the "Lake Seriles,” for the Second Army, was issued with the Colorado of the
"River Series™ for the First Army; these were followed by the Euron and the Osage,
the Seneca and the Hiagara, in editioms of 2,500 each.

In addition to the foregoing series of codes were certaln others that shonld
benentigneﬂ,asrormle,ashortoodeofz-lettereodegrmpstobeused.by
front line troops as an ewergeney code; a short cole list for reporting casualties;
a telephone code for disgulsing the names of commanding officers and their units,
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and so on. But there wag in addition to all the faregoing one large code tt-mt mast
be menticned, a code to meet the reguirements for secure transmigsion of messages
among the higher commands in the field and between these and GHQ. This was & task
of consideradble magnitude and required several months' study of messages, confidential -
papers concerning organization, replacement, operations, and of wilitary documents of
all sorts. The code was to be knownas the AEF Staff Code. In May 1918, the mamu-
seript of this code was sent to press and the printing job was done in one month
by the printing facilities of the AEF Adjutant Gemeral. Considering that the code
contained approximately 30,000 vords and phrases, accompanied by code groups consist-
ing of 5-figure groups and 4-letter groups, the task completed represents a remarkable
achievenment by a field printing arganization and I believe that this was the laréest
and most comprehensive codebook ever compiled and printed by an arsy in the field.
Nore than 50,000 telegraphic combinations were sent in tests in arder to cast out
combinations liable to error in transaission. Oue thousani coples of this code were
printed anmd bound. With this code, as a superencipherment system, there were issued
from time to time “distortion takles.” There remains only to be said that the war
was over before this code could be given a good work-out, it I have uodmzbtm
during the few months it was in effect it served & very useful purpose. Moreover,
the excellent vocabulary was later used as a skeleton for a new War Department
Telegraph Code to replace the edition of 1915.

One more code remains to be mentioned: a "Radio Serviee Code,” the first of
its kind in the Americen Army. This was prepared in October, to be used instead of
a French code of similar nature. Finally, anticipating the possible regquirement
for codes for use by the Army of Occupation, a series of thres smsll codes, identical
in format with the war-iime trench codes of the river and lake series, was prepared,
and printed. They were pamed simply Field Codes No. 1, 2 and 3 but were never
issued becaugse there turned out to be no peed for them in the guietude in Germany
after the Army of Occupation marched into former enemy, but now very friendly
territory.

I will bring this leetwre to a close now by referring those of you vho might
wish to learn more sbout the suceesses and exploits of the cryptographic crganiza-
tion of the AEP in World War I to my monograph entitled American Army Field Codes

in the American Expeditionary Forces during the Firgt World War, Govermment Printing

Office, 1942. Copies are on file in the Office of Training. In that monograph you
will £ind many details of interest which I have had to omit im this talk, together
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with many photographg of the codes and ciphers produced and used not only by the AEF
butalsqlbymﬂliesmm&n'ingth;tconﬂm.

In lecture Fo. & two USMYC cipher messages were given and I said that thelir
mMiomwmmm at the conclusion of the next lecture. Here they are,

both being from Major Gemeral Buell to General in Chief Halleck, relating to the
relief and reinstatement of Buell.



- ~4
. REF ID:A62842

ImISVille, mc, SEIWEM 29) 1862

Maj. Gen. Halleck, General in Chief:

I have received your orders of the 2ith inmst., reguiring me to turn
over my command to Maj). Gen. G. H. Thomag. I have accordingly turned
over the command to him, and in further cbedience to your imstructions,
1 shall repair to Indianapolis and await further orders.

D. C. Buell,
MajJor~-General

louisville, Ky., Septemwber 30, 1862
General Hallecks

I received last evening your dispatch suspending my removal from
command. Out of a sense of public duiy, I shall continue to diseharge the
duties of my commend to the best of my ability until otherwise ordered.

D. C. Buell,
Major-General

%1 \



