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LECTURE 2

As I said at the close of the preceding lecture, a bit of history is
alwvays useful in introducing a subject balonging to a special and not too
well known field; therefore, I'll proceed with socme historical information
about cryptolegy, which, as you learaed before, comprises two closely
related sciences, namely, cryptography and cryptanslysis. I will repeat
and emphasize that they are tut opposite faces of the same valuable coin;
progress in one inevitably leads to progress in the other, and to bde
efficient in cryptology you must know something about each of them.

Cryptography and cryptanalysis probebly go back to the dewn of the
invention and development of the art of writing iteself. In fact, there
is reason for speculating as to vhich came first--the invention of writing
or the invention of cryptography; it's somewhat like the queation as to
which came first--the hen or the egg. It 1s possidble that some phases of
cryptography came before the art of writing had sdvanced very far.

I've mentioned the art of writing. As in the case of other seemingly
gimple questions, such as, "why is grass greent", vhen we are asked to
define writing we can't find a very simple answer, Just becguse the answer
isn't at all simple. Yet, Eressted, the femcus University of Chicago
historian and Orientalist, once said: "The invention of writing and of a
conveanient system of records on paper has had a greater influence in

uplifting the human race than any other intellectual achievement in the
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career of man.” There has been, in my humble opinion, no greater invention
in all history. The invention of writing formed the real beginning of
civilization. As language distinguishes man from other animals, so writing
distinguishes civilized man from barbarian. To put the matter btriefly,
writing exists only in a civilization and a civilization cannot exist without
writing. let me remind you that animals and insects do communicate--there's
no question about that; but writing is a thing peculiar to and found only as
& phenomenon in which man and no animal or insect engages, and let's never
forget this fact. Mankind lived and functioned for an enormous number of
centuries before writing wvas discovered and there i1s no doubt that writing
vas preceded by articulate speech for eons--but civilization began only
vhen men got the idea of and invented the art of writing. So far as concerns
Western or Occidental civilization, writing in essence ig a means of repre-
senting the sounds of what we call speech or spoken language. Other systems
of writing vere and some still are handicapped by trying to represent things
and ideas by pictures. I'm being a bit solemn about this great invention
because I want to impress upon you vhat owr studies in cryptology are really
intended to do, namely, to defeat the besic or intended purpose of that great

invention: instead of recording things and ideas for the dissemination of

knowledge, we want and atrive our utmost to prevent this aim from being

realized, except among our own brethren ani under certain special circumstances,

for the pwrpose of our mutusl security, our self-preservation. And that's

important.
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Writing is a comparatively new thing in the history of mankind., No
complete system of writing was used before about 354¢ B.C.

Ordinary writing, the sort of writing you and I use, is perhaps an
outgrowth or development of picture writing or rebus writing, which I'm
sure most of you enjoyed as children. A rebus contains features of both
ordinary and cryptographic writing; you bave to "decrypt"” the significance
of some of the symbols, combine single letters with syllables, pronounce
the word that is represented by pictures, and so on. Here's an example
which I have through the courtesy of the Bell Telephcne laboratories. Let's
see how much of it you can make out in half a minute.

From rebus writing there came in due course alphabetic writing and let
me say right now that the invention of the alphabet, which apparently
happened only once in the history of mankind, in scme Middle East Semitic
region, in or near the Palestine-Syrias area, then spread throughout the whole
of the Ewropean continent, and finally throughout most of the world, is
perhaps man's greatest, most ilmportant, and most far-reaching invention
because 1t forms the foundation of practically all our written and printed
knowledge, except that in Chinese. The great achievement of the invention
of the alphabet was certainly not the creation of the signs or symbols. It
involved two btrilliant ldeas. The first was the idea of representing merely
the sounds of gpeech by symbols, that iz, the idea of what we may call
phoneticization; the secand was the ldea of adopting a system in which,

~3-
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roughly speaking, each speech sound is denoted or represented by cae and
only one symbol. Simple as these two ideas seem to us now, the invention
was apparently made, as I've said, only once and the inventor or inventors
of the alphabet deserve 10 be ranked among the greatest benefactors of man-
kind. It made possible the recording of the memory of mankind in our
libraries, and from that single invention have come all past and present
slphabets. Some of the greatest of men's achievements we are now apt to
take for granted; we seldom give then any thought. The invention of the art
of writing and the invention of the alphabet are two such achievements and
they are worth pondering upon. Where would we be without them? Note that
emong living languages Chinese presents special problems not only for the
cryptologist but also for the Chinese themselves. No Sinologist kaows all
the 88,209 or so Chinese symbols, and it 1s also far from easy to master
merely the 9,080 or so symbols actually employed by Chinese scholars. How
far more si{mple it is to use oanly 27 to 26 symbols! Being s monoayllabic
language, it seems almost hopeless to try to write Chinese by the soart of
mechanien used in an alphabetic polysyllabic language; attempts along these
lines have been unsuccessful and the difficulties in memorizing a great many
Chinese characters accounts for the fact that even now only about 1#% of

the Chinese people can read or write to any significant degree. The spread

of knowledge in Ching is thereby much hampered.

oy
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Probably the earliest reliable information on the use of cryptography
in connection with an alphabetic language dates from about 93¢ B.C., Flutarch
mentioning that from the time of Lycurgus there was in use among the
Lacedemonians, or ancient Greeks, 2 device called the acytale. This device,
which I'll explain in a moment, sms definitely kaown to have been used in
the time of Lysander, which would place it adout 4¢g¢ B.C. This is about the
time that Aeneas Tacticus wrote his large treatise on the defense of fortie.
fication, in vhich there is a chapter devoted specifically to cryptography.
In addition to mentioning ways of physically concealing messages, a peculiar
sort of cipher disk is described. Also a method of replacing words aud letters
by dots is mentioned.

We £ind instances of ciphers in the Bidble. In Jeremimh Chapter 25,
Verse 26 cccurs this expression: "And the King of Sheshakh shall drink
after them." Also, again in Jeremish 51:k1: "How is Sheshakh taken!"

Well, for perhaps meny years that name "Sheshakh" remained a mystery, because
no such place was known to geographers or historians. But then it was dis-
covered that if you write the twenty-two letters of the Hebrew alphabet in
two rows, eleven in one row and éleven in the other, like this, you set up a
substitution alphabet vhereby you can replace letters by those standing
opposite them. For exemple, "Shin", is represented by “Beth" or vice verss,
go that "Sheshakh" translates “"Babel", which is the old name of "Babyloa."
Hebrew then did not have and still doesn't have vowels; they must be supplied.

-5-
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This is an example of what is called ATHBASH writing, that is, where Aleph,
the first letter is replaced by Teth, the last letter; Beth, the second letter,
by Shin, the next-to-the-last, etc., By sliding the second row of letters one
letter each time there are eleven different cipher alphabets mvailable for
use. The old Talmudists went in fir cryptography to a considerable extent.
Incidentally, in mentioning the Bible, I will add that Daniel, who, after
Joseph in Genesis, was an early interpreter of dresms and therefore one of
the first psychcanalysts, was also the first cryptanalyst. I say that he was
an early paychoanalyst, because you will remember that he interpreted
Nebuchadnezzar's dreams. In the Bible'’s own words, “Nebuchadnezzar dreamed
dreams, wherewith his spirit was troubled, and sleep brake from him." But,
unfortunately, when he woke up he Jjust couldn't remember those troublesome
dreams. One morning he called for his wise men, megiclans, astrologers, and
Cheldesan sorcerers and asked them to interpret the dream he'd had during the
preceding night. "Well, now, tell us the dream and we'll try to interpret
it", they said. To which King Nebuchadnezzar exclaimed, "The thing is gone
from me. I don't remember it. But it's part of your Job to find that out,
too, and interpret it. And if you can't tell me whet the dream was, and
intermret 1t, things will happen to you." What the king asked was a pretty
stiff assignment, of course and i%'s no wonder they falled to make good, which
irked Nebuchadnezzar no end. Kings had s nasty habit of chopping yowr head
off in those days if you feiled or made a mistake, just as certain arditrary

-6-
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and c¢ruel despots are apt to do even in modern times for more minor infractions,
such as not following the Party Line. So in this case it comes as no surprise
to learn {bat Nebuchadnezzar passed the word along to desiroy all the wise men
of Babylon, among vwhom was one of the vise men of Israel, named Daniel. Well,
wvhen the King's guard came ‘o fetch him, Dgniel begged that he be given Just
a bit more time. Then, by some act of divination, -~the Bible simply snys
that the gecret was revealed to Danlel in a night vision--Deniel was eble

to reconstruct the dream and then to interpret it. Daniel's reputation was
made. Some years later, Hebuchadnezzar's son Belshozzar was giving a feast,
and, during the course of the feast, in the words of the Bible, "came forth
fingers of a man's hand and wrote over against the candlestick upon the
plaster of the wall." The band wrote a secret message. You can imagine the
spine-chilling scene. Belshazzar was very much upset, and Just as hie

father 414, he called for his wise men, socthsayers, Chaldean sorcerers,
magicians and 50 on, but they couldn't read the message. Apparently they
couldn't even resd the cipher characters! Well, Belshazzer's Queen fortu-
nately remenbered what that Israelite Daniel had done years before and she
suggested that Daniel be called in as a consultant., Dean‘el wap ealled In

by Belshazzar and he succceded in doing two things. He succeaded not cnly

in reading the writing on the well: "MENE, MENE, TEKEL, UPEARSIN", but

also he m successful in deciphering the meaning of those strange words.

Eis interpretation: "lene" -- "God hath numbered thy kingdonm and finished

' / . ..7..
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it." "Tekel” -« "Thou are weighed in the balances and found wanting."
"Upharsein" -- "Thy kingdom shall be divided and given to the Medes and
Persians.” Apparently the chap who did the handwriting on the wall knew

a thing or two about cryptography, because he used what we call "variaats®,
or different values, for in one case the last word in the secret writing on
the vall is "Upharsin' and in the other it is “"Peres"; the comentators are
a bit vague as to vhy there are these two versions of the word in the Bible.
At any rate, Babylon was finished, just as the inscription prophesized; it
died with Belshagzar.

I think this curious biblical case of the use of cryptography is
interesting because I don't think anybody has really found the true meaning
of the sentence in secret writing, or explained why the writing on the wall
wvas unintelligible to all of Belshazzar's wise men. Here's a slide which
is supposed to give the best explanation of the enigmatical sentence that
has always been considered ons of the most obscwre of the many difficult
scriptual passages vhich have awakened the interest and dbaffled the ingenuity
of scholars. You see that this savant thinks that the cuseiform ideograms
were vritten without any division between the individual words, so that the
sentence "would be Just as haxrd to read as & redbus and would puzele the
most skillful decipherer."” He goes on to say: "The 4ifficulty would have
been still more incressed if the ideograms had been grouped in some unusual
way, severing the natural connection of the component elements. If the

8-
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gigns had been written ig this manner it would have been almost impossible
to arrive at their true meaning.” But why could Deniel read and interpret
the writing vhen his competitors couldn't? This ocur savant doesn’t explain.
Another savant offers as his explanation of the mystery the following
hypothesis: That the words vwere written in colums, as shown in this slide,
and that Daniel in solving the mystery read downwards or rather down, up,
down. This explanation doesnt't satisfy me any more than the other cne.

The next slide I show you is the scytale, which I've already mentioned
as one of the earliest cipher devices history recoaxrds. The scytale wvas a
wooden cylinder of specific dimensions eround which they wrapped spirally a
plece of parchment or leather; they then wrote the messege cn the parchment,
ungwound 1t, and sent it to its destination by a safe couriler, who handed
it over to the commander for whom it was intended and who, having been
provided with an identically-dimengioned cylinder, would wind the strip of
leather or parchment around his cylinder and thus bring together properly
the letlers remresenting the message. This dlagram may not be accurate. I
don't think anyones really understands the scheme. The writing was done
across the edges of the parchment, according to some accounts, and not between
the edges, as shown in this slide. Incidentally, you may be interested to
learn that the baton which the European field marsha) still carries as one

of the insignia of his high office derives from this very instrument.
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We don*t kmow much about the use of cryptography by the Romans, but
it i1s well known that Caesar used an obviously simple method; all he did
vas to replace each letter by the ome that was fourth from it in the alpha-
bet. For example, A would de represented by D, B by E, and so on. Augustus
Caesar is sald to have used the same sort of thing, only even more simple:
each letter was replaced by the one that followed it in the alphabet.
Cicero vas one of the inventors of what is now called shortband. He had a
slave by the name of Tyro, who wrote Cicero's records in what are called
Tyronian notes. Modern shorthand is a development of Tyro's notation systenm.

The next slide shows some cipher alphabets of olden times, alphabets
used by certain historical figures youtll all remember. The first cipher
alphabet on the slide was employed by Charlemagne, who lived from 768 to
814 A.D. The second one was used in England during the reign of Alfred the
Great, 871 to 899. The third alphabet is called ogam writing and was used
in ancient Ireland. The eslphabets below that were used much later in
England: the fourth one by Charles the First, in 1646; the fifth, the
so-called "clock cipher”, was used by the Marquis of Warcester in the 17th
Century; finally, the last one was used by Cardinal Wolsey in about 1524.

In the Middle Ages cryptography appears first as a method of concealing
proper names, usually by the simple substitution of each letter by the next
one in the alphabet, just about as Augustus Caesar did hundreds of years
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before. At other times the vowels were replaced dy dots, without changing
the consonants--a method that was used throughout Europe to about 1988 A.D.,
vhen letters began to be replaced by various signs, by other letters, by
letters from another language, by runes which are found in abundance in
Scaniinavia, and by arbitrary symbols. Here's an example of a runic inscrip-
tion on a stone that stands before Gripsholm Castle near Stockholm, Sweden.
The word rune means “secret”.

Within a couple hundred years the outlines of modern cryptography
began to be farmed by the secret correspondence systems employed by the
small Papal States in Italy. In fact, the real beginnings of systematic,
modern cryptology can be traced back to the days of the early years of the
13th Century, when the science began to be extensively employed by the
princes and chanceries of the Papal States in their diplomatic relaticns
amongst themselves and with other countries in Europe. The neceasity for
secret communication was first met by attempts inspired by or derived from
ancient cryptography, as I've outlined so far. There was a special pre-
dilection for vowel substitution but there appeared about this time one of
the elements which was later to play a very prominent role in all cipher
systems, an element we now call a syllabary, or a repertory. These were
lists of letlers, syllables, frequently-used parts of speech and words, with
additions of arbitrary equivalents for the names of persons and places.
There is still in existence ome such syllabary and list of arbitrary

-11-
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equivalents vhich waa used about 1236 A.D. and there are other exampln
that were used in Venice in 1350.

Amnong examples of ciphers in medieval cryptography is a collection of
letters of the Archbishop of Naples, written between 1363 and 1365, in which
he begins merely with symbol substitutions for the vowels and uses the letters
that are actually vowels to serve as nulls or non-gignificant letters to throw
the would-be-cryptanalyst off the right track. As a £inal development, the
high-frequency consonants L, M, I, R, and 3, and all the vovels, are replasced
not only by arbitrary symbols bubt also by other letters.

About 1378 an experienced cryptologist named Gabriele lavinde of Parma
vas employed as & professional by Clement VII and in the Vatican Library
there iz o collection of ciphers devised and used by Lavinde about 1379. It
consists of repertaries in which every letter is replaced by an arbitrary
ayrbol. Some of these ciphers also bave nulls and arbitrary equivalents or
signs for the names of persons and places. There 15 a court cipher of Mantua
dated 1395 that used this system.

At the bteginning of the 15th Century the necessity of having variants
for the high-fregquency letters, e-specia.lly the vowels, became cbviocus. Here
is an alphabet of that period which is interesting becsuse it shows that even
in those early days of cryptology there was already a recognition of the basic
weakness of what ve call single or remoalphabetic substitution, that is, where
every letter in the plain-text message is represented by another and always

the seme letter. Solution of this type of cipher, ss many of ‘you may know,
ny-=
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is accomplished by taking advantage of the fact that the letters of an
alphabetic language are used with greatly differing frequencies. I don't
have 10 go into that aow because many of you, at some time or Other, have
read Edgar Allan Poe's "Gold Bug”, and understani the principles of that
gort of analysis. This slide clearly shows that the early Italian crypto-
graphers understood the fact of varying frequencies and introduced stunibling
blocks to quick and easy solution by having the high-frequency letters
represented by more than a single character, or by several characters, as
you see in this slide. I will add that the earliest tract that the world
possesses on the subject of cryptography, or for that matter, cryptanslysis,
13 that which was written in W74 by a Neapolitan, whose name was Sicco
Simonetta. He set forth the besic principles and methods of solving ciphers,
simple ciphers no doubt, btut he describes them end their solution in a very
clear and concise form.

Cipher systems of the type I've described continued to be improved. In
this slide is shown vhet we may call the first complete cipher system of this
gsort. There are substitution aymbols for each letter; the vowels have

several equivalents; there are nulls; and there is a small list of arbitrary

syzbols, such as those for "the FPope", the word "and", the conjunction "with®,

— -

£

end 8o on. This cipher, dated l4ll, was used in Venice, and is typical of ihe
ciphers used by the Fapal chanceries of those deys.

~13~
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The step remaining to be taken in the development of these ciphers
wvas to expand the "vocabulary”, that is, the list of equivalents for frequently-
used words, and syllables, the names of persons and places, parts of speech,
and 80 on. This step vas reeched in Italy during the first half of the
15th Century and became the prototype of diplomatic ciphers used in
practically all the states of Europe for several centuries. Here is one
of 78 ciphers collected in a Vatican codex and used from sbout 1il4g to L469.
Note that the equivalents of the plain-text items in this slide are Latin
vords and combinations of two and three letters, and that they are listed
in an aorder that is somewhat slphabetical dut not strictly so. I suppose
that by constant use the cipher clerk would learn the eguivalents almost by
heart, so tbat an adherence to a strict alpbabetic sequence either for the
plain-text items or for their cipher equivalents didan‘'t hamper their opera-
tions too0 much. In this next slide there 1s much the same sort of axrangement,
except that now the cipher equivalents seem to be digraphs and these are
arranged in a rather systematic order, for ease in enciphering and deciphering.
Now we have the real beginnings of what we call a one-part code, that is,
the same list will serve both for encoding and decoding. These systems, as
I've said, remained the prototypes of the cryptography employed throughout
the whole of Europe for some centuries. The Papal States used them and as late
as 1793 ve find them used in France. I wish here to mention szacifically the
so-called King's General Cipher used in 1572 by the Spanish Cowrt, and I show

here a pictwre of it.
-1"--
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But there were two exceptional cases which show that the rigidity of
cryptographic thought was now and then broken during the four centuries
we have been talking about in this brief historical swvey. Some of the
Papal ciphers of the 16th Century and those of the Prench Court under Kings
Louis XIIT and XIV exemplify these exceptions. In the case of these Prench
Court ciphers ve £ind that a French cryptologist named Antonio Rossigaol,
vho wvas employed by Caxdinal Richelieu, understood quite well the weaknesses
of the cne-part codes and syllaberies. It was he who, in about 1648, intro-
duced a new and important improvement, the idea of the two-part code or
syllabary, in which for encoling a message the items in the vocabulary are
listed in some systematic order, nearly always alphabetical; the code equiva-
lents, whatever they may be, are assigned to the alphabetically-listed items
in random order. This means that there must de another arrangement or book
for ease in decoding, in vhich the code equivalents are listed in systematic
order, numerically or alphabetically ;a the case may dbe, and alongside each
appears its meaning in the encoding arrangement, or book. The significance
of this improvement you'll f£ind out sooner or later. Codes of this scrt
also had variants--Rogsignol vas clever, indeed. One such code, found in
the 1691 correspondence of Louis XIV had about 66§ items, with code groups
of two and three digits. Not at all bad, for those days!

Now this sart of system would appear to be quite secure, and I suppose
it vas indeed so, for those early days of cryptographic development--but 1t

-15«
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wasn't mroof against the cleverness of British brains, foar the eminent
mathematicisn John Wallis solved messages in it in 1689, Hever wnder-
gstimate the British in this science--as we'll have reason to note in
another lecture in this seriles.

French eryptography under Kings Louis XV and XVI declined, reaching
perhaps its lowest level under Napoleon the Great, It is a fact that in
Hapoleon's Russian enterprise the whole of his army used by a single
code book of only 204 groups, meactically without variants, even for the
high-frequency letters, Furthermore, not all the wards in a message were
encoded~~cnly thoae which the code clerk or the writer of the message thought
were important. It's pretty clear that the Rusaians intercepted and read '}
many of Napoleon's messages-~this comes from categmrical statements to thie
effect by Crar Alexander I himself. Ve won't be far wrong in believing that
the weaknesses of Napoleon's crypto-commumications formed an impoartant factor
in Rapoleon's disaster. A hundred and twenty-five years later, Russian
ineptitude in cryptographic commmications loet them the Battle of Tannenberg
and knocked them out of World War I.

The other 16th Centwry Papal ciphers that constituted the second excep-
tion to the general simllarity of cryptographic systems of those days were
quite different from those I've shown you. In this exception the ciphers
wvere monoalphabetic, dut some letters had the same equivalent, so that on
decipherment the context had to be used to decide which of two ar more

«16-
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possible plain-text values was the cne meant by each cipher letter. RHere's
a slide which shows one such cipher used by the NMaltese Inquisitor in 1585.
You'll note that the digit @ has two values, A and T; the digit 2 has three
valuss, U,V, and B, and so an, There were two digits used as nulls, 1 and 8;
digits with dots above them stood for words such as Qua, Que, Qui, and 80 on.

Here's a slide which shows how a message would be enciphered, and alao
how one would be deciphered. A bit tricky, isn't it? Many, many years later
Edgar Allan Poe describes a cipher of this same general type, where the
decipherer must choose between two or more possible plain-text equivalents
in building up his plain text, the latter guiding the choice of the right
equivalent. The trouble with this sort of cipher is that you have to have
pretty amaxt cipher clerks to operate it and even then I imagine thal in many
places there would be doubtful deciphsrments of words. It wasa‘t really a
practical system even in those days but it could, if used skillfully and with
only a small amount of text, give a cryptanalyst plenty of headaches. But
such systems 4idn't last very long because of the practical &ifficulties in
using ‘them,

The £irst regular or official cipher buresu in the Vetican was established
in about 1540, and in Venice at sbout the same time, about one hundred years
before a regular cipher buresu was established in France by Cardinal Richelleu.
1t is interesting to observe that no new or remarkable ideas for cryptosystems
vere developed for a couple of hundred yesrs after the complex ones ltve

«17-
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descridbed as having been developed by the various Papal cryptologists. One-
part and two-part syllabaries and simple or complex ones with variants were
in use for many decades, but later on, in a few cases, the code equivalents
were superenciphered, that is, the code groups formed the text for the
application of a cipher, generally by rather simple systems of additives.
Governmental codes were of the two-part type and were superenciphered by the
more sophisticated countries.

The first vook or extensive treatise on cryptography is that by & German
abbot named Trithemius, who published in 1531 the firat volume of a planned
Yovolume monumental work. I said that he planned to publish four volumes;
but he gave up after the third cne, becaugse he wrote so cbscurely and made
such fantastic claims that he was charged with being in league with the Dsvil,
vwhich was a rather dangerous association in those or even in these days. They
didn't burn Trithemius but they did burn his books. This may be a good place
to present s slide which shows that the necessity for secrecy in this business
was recognized from the very earliest days of cryptology, and certainly by
Trithemius. ~ Bera 1s the sort of cath that Trithemius recommended be administered
to students in the science of cryptology. All of you have subscribed to a
samevhat simllar cath, but we now go further and dback up the oath with a rather
strict law. You've all read it, I'm sure.

We come now to some examples from more recent history. This slide shows
a cipber alphabet used by Mery, Queen of Scots, who reigned from 1542 to 1567

~18-
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and was beheaded in 1587. In this comnection it may interest you to learn
that question has been ralsed as to whether the Queen was "framed" by means
of this forged postacript in a cipher that was known to have been used by
her.

The Spanish Couwrt under Phillip II, in the yeavs 1555-1598, used a great
many ciphers and here's cne of them. You see that it 1s quite complex for
{thoge early days and yet ciphers of this scrt were solved by an eminent
French mathematician named Vieta, the father of modern algebra. In 1589
he became & Councelor of Parliament at Tours and then Privy Counselor.
While in that Job he solved g Spanish cipher system using more than 580
chardcters, so that all the Spanish dispatches falling into French hands
vere easily read. Fhillip was so convinced of the secuwrity of his ciphers
that when the found the French were asware of the contents of his cipher
dispatches to the Netherlands, he complained to the Pope that the French
were using sarcery against him. Vieta was called on the carpet and forced
to explain how he'd solved the ciphers in order to avoid being charged with
soarcery, a serious offense.

The next cryptologist I want you to know something about is another
Italian savant vho wrote a book, published in 1563, in which he showed
certain types of cipher alphabdets that have coms down in history and are
famous as Porta‘s Alphabets. Here's an example of the Porta Table, showing

one alphabet with key letters A or B, another alphabet with key letters C



® REF ID:A62859

or D, and 80 on. I don't want to go into exactly how the key letters are
uged; it 1s sufficlent to say that even to this dsy cryptograms using the
Porta alphabets are occasionally encountered.

That Portats table was actually used in official correspondence is
shown by this slide, which is a picture of a table found among the state
papers of Queen Elizabeth's time; it was used for commmnicating with the
English Ambassador to Spain. Porta was, in my opinion, the greatest of
the old writers on cryptology. I also think he was one of the early but
by no means the first cryptanalyst able to solve a system of kReyed substi-
tution, that 1s, vhere the key 1s changing consistently as the megsage
undergoes encipherment. Incidentally, Parta also was the inventor of the

photographic camera, the progenitor of which was kaown as the camers obscura.

The pext slide shows a picture of what cryptographers usually call the
Vigenere Square, the Vigenere Table, ar the Vigenere Tableau. It consists
of a get of twenty-six alphabets successively displaced one letter per row,
with the plain-text letters at the top of the square, the key-letters at
the side, and the cipher letters inside. The method of using the table is
to agree upon a key word, which causes the equivalents of the plain~text
letters to change as the key changes. Vigenere is commonly credited with
having invented that square and cipher but he reslly didn't and, what's more,
never said he did. Here's a picture of his table as it eppears in his bdook,
the first edition of which was published in 1586, It is more complicated
than as described in ordinary dbooks on eryptology.
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Here i1s one more example of another old official cipher. Here are the
slphebets on & card which could be slid up and down, as a meens of changing
the key. Here is ancther, called the "two-square cipher™, or “two-alphabet
cipher”. It is a facsimile of a Statc Cipher used in Charles the Firstt's
tine, in 1627, for cormunicating with France and Flanders. It involves
coordinates and I want you to notice that there are two complete alphasbets
inside it, intended to cmooth out frequencies. The letters of the keywords
OFTIMUS and DOMINUS serve a3 the coordinates useé to represent the letters
inside the square. Here's part of a cipher used by George III dated the lat
of September 1799,

One vwriter deserving special attention as a knowledgeable cryptologist
in the 17tk Century, and the cne with whose cipher I1f11 close this lecture,
is S4r Francis Bacon, who invented a very useful cipher and mentioned it
for the first time in his Advancement of learning, published in 169%, ln London.
The description is so brief that I doubt whother many persons understood what he
vas driving at. But Bacon described it in full detail, with examples, in
his greet book De Augmentls Scientiarum, which wvas published almost 20 years
Iater, in 1623, and which first appeared in an English translation by Gilbert
Wats in 1640 wder the title The Advancement of learning. Bacon called his
invention the Biliteral Cipher and it i so ingenious that X think you should
be tald about it so that you will all fully undexrsiand 1t.

In his De Augmentis Bacon writes brilefly about cipbers in general aud
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says that the virtues required in them are three: "that they be easy and
not laborious to write; that they be safe, and impossible to be deciphered
without the key; and lastly, that they be, if possible, such as not to
raise suspicion or to elude inquiry." He then goes on to say: "But for
avoiding suspicion altogether, I will add another contrivance, which I
deviped myself vwhen I was at Paris in my early youth, and which I still
think worthy of preservation.” Mind you, this was 4J years later! Ilet's
congsult Bacon for further detalls. Here is a slide showing a couple of

pages of the Gilbert Wats' translation of Bacon's De Augmentis Scientiarum.

Becon shows what he calls "An Example of a Bi-literarie Alphabet", that ie,
one composed of two elements, which, taken in groupings of fives, ylelds

32 permutations. You can use these permutations to represent the letters

of the alphabet, says Bacom, bBut you need only 24 of them, becsuse I and J,

U and V, wvere then used interchangeably. These permutations of two different
things--they may de "ata" and "b¢s", "1L's" and “2's", pluses apd minuses,
apples and oranges, anything you please--cen be used to express or signify
messages. Pacon was, in faet, the inventor of the binary code which forms
the basis of modern electronic digital computers. Bacon gives a brief
example in the word "FUGE" --the Latin equivalent far our modern "SCRAM".
Bere it is, as you csee. Here's apother example, which gquite cbviocusly isa't
what it appears to be--a crude picture of a castle, in which there are shaded
and unsbaded stones. It was drawn by a friend who was a physician and the
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mesgsage conveyed by it is:

My business is to write prescriptions
And then to see my doses taken;
But now I find I spend my time
Endeavoring to out-Baccn Bacon.

And here's another example, not quite so obvious. The message conveyed is:
KNOWLEDGE IS POWER.

So far all this is simple enough--to mich 8o, Bacon says, for the v
example he used in the case of the word FUGE is patently cryptic and would
not avoid suspicion under examination. So Bacon goes on to describe the next
gtep, which ig to have at hand a "Bi-formed Alphabet", that is, one in which
all the letters of the alphabet, both capital and small, are represented by
tvo slightly different forms of letters. Having thege two different forms
at band, when you want to encipher your secret message you write ancther
external and innocucus megsege five times as long as your gecret message, using
the appropriate two farms of letters to correspond to the "a's" and "b'a"
representing your uefzret mossage. Here's FUGE, enciphered within an external
message saying "Manere te volo denec venero", meaning "Stay where you are
until I ecome.” In other words, whereas the real message says "SCRAM", the
phoney one aays “"Stick around swhile; wait for me." Bacon gives a much
longer example, the SPARTAN DISPATCH; bere it is, and here's the secret message
which it contains.

Bacon's diliteral cipher is an extremely ingenious contrivance. There
can be no question whatsoever about its suthenticity and utility as a valid
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cipher. Thouswas of people have checked his long example and they all £ind
the same ansver-~the one that Bacon gives.

Here's e wodern example which uses two sl&ﬂy different fonts of itype

e

a\v\g ..r-."' '-ul‘f"l',.lvu

called Garamond and Imn‘int, and which are so nearly alike that it takes

good eyes to differentiate them.

The fact that Bacon inveated this cipher and described it in such
detail lends plausibility to e theory entertained by many persons that
Bacon wrote the Shakespeare Plgys and that he insarted secrel messages
in those plays by using his cipher. If you'd like to learn more about this
theary I suggest with scme diffidence that you read a book entitled The
Shakespearean Ciphers Examined, I use the word diffidence because my wife
and I wrote the book which was published la late 1957 by the Cambridge
University Press.

In the next lecturc we'll take up sryptology as used during the period
of the American Revolution by both the Coloniel and the British Forces in

Anerica.




