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*
THE INFLUENCE OF C-POWER ON HISTORY.

LECTURE NO. 3

MAKIRNG THE MOST OF A CHYPTOLOGIC OPPORTUNITY.

PART 1 - INTRODUCTION

The Walter Cronkhite Television Story Entitled

"The Secret Message that Plunged America into War{" -

one of the episodes of his "You are There!" Series

presented over the Columbia Broadcasting System TV network

on

23 October 1955: repeated on 4 August 1957.

It's & nice thing to solve an enemy's cryptosystem and as o reswlt glean
information which in pretty nearly all cases is indubitably euthentic because it

comes right out of the horse's mouth; but if you can't use the information without °

)

arousing the enemy's suspicion as to its originLy_hjt good is 1t except, perhaps,

e e e - ——

for histarical purposes? In other words, it's one thing to have COMINT--and enotber,

to use it properly, that is so as to continue to receive the blessings which flow
Qs %2 - S

from your Wtuteneu and good security. Another way of putting the matter

I'm golng to discuss at scme length today is to say that in the COMINT business we

try our best to eat our cake and still have it; and we try this neat trick pretty

nearly every day. Our score hasn't been too bed and now we're going to cobserve

* "C-power" = Cryptologic power. ) |
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an excellent, case illustrative of 'Bkmﬁe- 4wo phenomena which are so often hard

-

v to Join in an enduring cryptologic marriage, viR, using COMIST to its utmost

4

edvantage and at the same time protecting it so as not to dry it up at its source.

<

1 inagine that the name Alfred Zimmermann fer-many of yeu'is mot cne that

 arouses mich interest these daya, in fac‘t, I doubt thet tho name means anything
to . great many of you. Yet, this gentlemen, of whom I £ind it aieLicult to say
"may his soul rest m“pemce"x, vas the German Minister of Foreign Affairs in Berlin
in the ywlears 1914-1917, a diplomat whose unimeginative conduct of German foreign

affairs in the threc critical 'yea.rs I've menticned constituted & f£ine example

r

of hov mot vo make friends and influeace people; in fact, it can and has been said

:

by many historians that Herr Zimmermann's culminating caper in a career of

clumsinesc vrought the United States of America into World War I as an gctive

-

bei].;gerent on tke gide / that was wrong for his country, that is, on the side cf

. the Allics; and this, within a month after what Le 4id became kuown to the Americans.

é
M;‘l"' Pl Wk S ‘
The militnryf\coulﬁ have easily been thrown to the other side--during the critical

months of the year 1916--had the Germans and .particularly Zlmsermann,been more
. o 1 B r}{‘\l‘:,\

é.st\_xte. I lived through that period and I know from first-hand experience that

-2-
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there were several occasions when it wouldn't have taken much to tip the balance
. in favor of our Jjoliing Germa.n;’r. The consequences of such an event can hardly
be gauged; it would be an understa:tement to say that the course of histary cculd

have been changed in a most spectacular manner.

s
-

What d4id Herr Zimmermann do;ag- fail to do to merit so strong a.statement as

the one I've just made? What did he do or fail to do that-tipped the dalance

suddenly in favor of Britain? What he did was to send & telegram on 16 January 1917

- to the German Ambassa;aor in Washington with instructions to forward its contents

‘ to the German Minister in Mexico. "I‘he telegram was in a German fareign office

code and 1t was igtercepted and solved by the British cryptamalytic uait in-
London. What Eerr Zimmermann ‘failed to do was, first, to realize how violent

the American recctioo might be if they learned the contents of his message before

vhat he proposed in it could be trought to pase; and, secondiy, to see to it that

the cryptosystcm ¢hat hed to be used to eneryp% his message was technicelly sound

v

enough to protect-its contents against cryptenalysis gnd premature disclosure.
In the aftermath of the discovery of hic diplomatic dumbness ke did and failed to

do something else in connection with his now famous message--but of that, more later.
In order tc prepare a proper background for the Zimmermenn Telegrem of
16 Jamuary 1917--that's what it's called in history--I vwill give a brief picturs

of the situation from the cutbr :nk o .ie war, on 1 Avumuss XSis, 1 3¢ 2hOUT ©n2

-

-Jl—:
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time the telegram wvas sent.

By 1914 England hed become so dependent on sea-borne imports that her people
couldn't live, let alone wage war, for more than fowr or five weeks after her
sea-routes wvere btroken. Keeping these routes open was therefore the principal
task of the British Navy. On the other hand, her prineipal enemy, Germany, was
not dependent on sea-borne imports, so that the British Navy's historic function
of arresting an encmy's sea-borne trede lapsed after German shipping had found
refuge in neutral ports.

There vere, then, the British Grand Fleet and bher hardly much inferiocr
protagonist, the German High Seul Fleetj'both glaring at each other at a distance,
and, although the Grand Fleet was becoming impatient and spoiling for a fight,
the Germans didn't dare risk their fleet in major battle. They confined their
attacks to sporadic forays by fast units and to minelaying.

German hopes of quick victory were shattered when the heroic resistance of
Englishmen and Freachmen in trench warfare in France btrought the var to a stale-
mate. With each passing month it became clear that there could be no German
vietory unless British overseas trade vas cut off. Ewea in 1915, in certain
German circles, there were those vho had what appeared to be a good idea, viz.,

'll'-
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to give highest priority to building submarines and use them to destroy British
and, if necessary, all other shipping to the British Isles. In short, these
people thought that the successes of the Geraman small submarine flotilla of 1914
pointed the way out without risking their German High Seas Fleet. But the time
wvas not yet ripe for such violent measures.

The time wasn't ripe because civilized rules of maritime warfere required
that no merchant ship be sunk without warning; time was to be given for the
crev to take to life boats. These rules were being respected by both belligerents
but for the Germens this geverely reduced the destructive power of their submarines
and from time to time thelr commanders civker or taeir own initiative ignored or
they were ordered to iguore them. That this was true especially in the case of
the British merchantment goes almost without saying. But therc were bound to be
mistekes and sometimes the ships of neutrals were also sunk, with the result that
the German unrestricted submarine warfare, as it came to be called, hrought a
wave of resentment ageinst the German Government. MNany bitter and acrimonious
notes vere senv vo that government, especially by owr Government, when our ships
were sunk and spscious excuses were given for such sinkings. Oermany decided
that it coulda't pay the price of unrestricted submarine warfare in the form of

5=
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universal condemnation, and soon gave up the practice. But as regards American
ghips there continued to be trouble and American antagonism was heightened by
the discovery of plots and sabotage activities of German agents in America.

The powverful German submarine offensive in 1916, even though uarestricted, soon
began to take a dreadful tura for the British. Soon the daily toll of shipping
losses became s0 Leavy that 1t began to be obvious that unless some new tide set
in--or unless the United States of America cculd be drawn into the war an the
Allied gide~-~ there could be only cue end %o the war, and that end would come
soon.

Britain'a problem was ihen two.feld: Firsi, to laber prodigiously to gain
mastery over the German submarines; but this, it was recognized, would be a slow,
a very slow, process. Second, to try nol to irritate or antagonize the United
States, and certainly not to exasperate Americn as were the Germens. The hope
was, of course, that the Germans would socner or later, the sooner the better,

""{ et
goad us into Joining the war against Germany. The British vere fortunate in dboth
respects. It twued out that thanks to the tremendous exeriions of their shipe

builders, scientists, and sailors, mastery over the submarines was attained, but

£~
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that didn't come until early in 1918. With this phase of the British problem
a8 I've just stated it, we shall not concern ourselves today. It i1s with the
other phase of it that my talk will deal.

Let's see how the Germans behaved so as to outrage nearly all Americans and
practically force President Wilson to ask Congress to declare war on them.

We know from autobiographies of certain persons such as Hindenburg and
Ludendorff that an important question began to be discussed within the German
High Command in August 1916, The question was whether or not to resume
unrestricted submarine warfare. In December Ludendorff made a tour of the
entire front and returned profoundly pessimistic. Radical steps wvould have
to be taken., And on 9 January 1917 Emperor Wilbelm held a council of war at
Pless. The Navy practically guaranteed the success of unrestricted submarine

warfare. The Military High Command joined in urging its adoption and the
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‘ German chaneeuc;r Bettmann-Holveg yielded. HNotes were sent cut on 31 Janvary 1917
to all neutrals that beginning on 1 Felruary 1917, German submarines would sink

at s__;_mm shipe met om the high seas; 1n short, the Gerpen Govermment officially
froclaiued that umrestricted submrine varfare vas being ;s_a_m_gg And it vas--

wvithout further ndo.

What 413 President Wilsca do oo receipt of the German proclamebion? Why,

{
- [}

tvo days later, cu 3 Fetruary, be iafornmcd Germe: fwbassador vor Berustorff that

the United States wos cubbing diplambic relaticas vith Germany. Von Bernstarff's

-caa'eer 1n the Ua‘i:!;cﬁ States was over; he waen't given mach timc o pock his
belongings and go hore. -Aad, of course, Americen Ambassadcar Gerard in Berlin
wvas callel hao. Bub ncnte‘ that severing divdotatle relat-.".ons doesn't meon 7are- .
and 1t 4140’5 ig thio case.

" Th vaw culy antupndl for Eritain €0 hope that ve vowld new o her 4n the
. ST Aewo o .

way agaipst Gei oy, but, sad ‘E\o say, e held back. To oy ofj\ua ewr zcoition
wvas quite humilinting because it vas clear that o vere wnatle to give o ovn
merci\arxtmn any wotection vhu:tl;cver s that is, ii-seemad that- wve juat couldn't

Teowide. proteetica without goiug o wor, and that was somethiug President Wilson

hod promised not to do; he said he was going to keep us cut of the war. But cne
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thing he hadn't promised was to keep cur merchantmen sailing on the high seas
where they had every right to be. Hence, afiter the German declaration of
unrestricted submar...: werfare there was nothing ow ships comld do except

keep within American harbors; they were afraid to leave because they would
certainly become helpless victims of submarine torpedoes--with large losses in
life to Ye expected. This situation was unbearable but, asz I've said, President
Wilson was determined to keep us ocut of war--just as the Scandinavian and certain
other countries in Europe were keeping ocut of it.

On the vhole, our sympathies were with the Allies but certain additional
factorc vwere involved in the situation. For a large part of the United States,
especially the Middle end Far West, the war in Furope was thousands of miles
across the Atlantic. It might as well have been on another planet so far as

they were coucerned. Moreover, the feelings of a large Germau-American population

had to e taken into account, especially when British high-handed action, every

once in a vhile, severely mprejudiced their case. Still, the President held

back. One vriter, commenting on President Wilson'’s conduct, said that he

"was hesitating on the brink of war, reluctaat to plunge into i%, clinging pain-

fully to the idea of strict neutrality vhich seemed t0 be almost a part of his

-9-
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religion.”
But maybe a bit of politics got mixed up with the religion because, as
some of you may remenmber, the Democratic slogan for FPresident Wilson's campaign
for a second term was: Yhe kept us out of war”. And let's not forget the other
famous explanation he gave ;‘w keeping out of war: his statement that "there
is such a thing as being too proud to fight!" I won't try to defend that.
After severing diplomatic relations with Germany something had to be done,
of course, to try to give our merchant ships some protection and the quastion
of arming them to protect themselves was discussed. The idea was to let the Navy
provide guns and trained gunners to handle them, and on 26 February, President
Wilson addressed Congreas in Joint session to sdvocate that cowrse of action. A
bill known as the Armed Ship Bill was introduced in both Houses of Congréss, and
on 1 March it passed the House by a vote of 483 to 13. In the Senate it was

less fortunate; it became the subject of acrimonious debate which finally developed

-] P
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into a filibuster led by Semt& la Follette of Wisconsin. The filibuster vas
successful and succeeded in preventin(, passage of the bill Wilson wanted, But
ti:el?resident 'still had & wa.y open 1o him to do what he wished done--bis
constitutional powers to B.i:rect the Navy to furnish the guns and guoners for
) Aperic&n ships that had to pass through the German-declared war 20nes . "While
the Armed Jhio Biﬁ wag under discussion in Congress another event occwrred
vhich caused the greatest excitemeut throughout the country and aroused the
people of the U.iited States even more,” Secrctary of State lansing vrut:e, "thln
the emaounced olicy of submarine ruthlessness.” What was this event? I-t was
Fooko o™ et o 5 ,
the one which involved ulsi~Five-bepmed "a cryptologic opportunity™ h the title
of my telk. It vas an e@ vhich almost overnight 1t seems changed the picture
entire‘.‘l.y. 'hat was :x%pgt\t:;ty? It wes the disclosure of the interception
and solution by the B{ri.tinh of the Zimmermann Telegranm.
Now, historians may disa.zree a8 to why the Uaited States became a belligerent
in Warld War 1; even some of them, still believe we went in cu the wrong side.
But I think that most historians womil now agree that it was the interception
and soluticn of the Zimrlmm Telegra.ll)m the trilliant wvay in vhich the British

used 1%, that brought us into the var just in the nick of time, and oa the right

_u—
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,
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.

E T N

side-~the side of the Allies. And decause the U'S. was and still is the leading
power in the Western Hemisphere, the Zimmermann telegram helped to btring Argentinoa,
Boliva, Brazil, Cuba, and Panama into the Allied camp. There cowld now be no
doubt whatever as to the outcome of the war.

The vhole episode, replete with drama, forme one of the most dramatic of the
historical episodes recounted by television on Walter Cronkhite's "You are There!"
series. Some of you may have seen it vwhen the yropram was yresented "live" over
WIOP-TV; some of you may have seen it as recorded on motion pictwre filnm, &
copy of vhich is owned by NSA and which I've borrowed from the Office of Training.
That sound-track film we now are about to see and hear. I'd like to add that the
Zimmermann Telegram of 16 January 1917 was the subject of a radiv Wvadcast by
the British Broadcasting Corporation as recently as on 26 May 1958. Im
trying to get a transcript of that broadcast. T mention this to show you that
the subject is still quite 2 live one today--more than ll'm‘yeara later!

Row lei's have Walter Crocnkhite's film. After that I'l1) take up the back-

ground and detailed account «f this spectacular and fateful cryptologic episode

of World Var IX.

a # % X ¥ * & 2 2 2 B R »

-12 -
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e Cronkhtii1lpifo-far—tie-aost. part & strfotly autheatic and trufliful

SRR
hebbunt- % need’ coqlent thatkn well portrays the isportance vhich the
M\f g Do 0y
Zimmermaps 'I'elesra.m exercised upon h;.stury becauae vhat almost 1medin.tely

A

*
»F

followed the disclosure of its contents, M«w cansideved—in-any

"
-~

-

ptudy—of—the~oauces. shich. led 10 .Oup eniry-tabo WOrTY Wkl dal the FOIE Flayed

#

- Just before the film started I said I'd go into the background of this

ep‘.l'.sode and give you a detailed account of this, the most spectacular and fateful
W A-".ﬂ’ ""- wtm

single emto.‘:oglc episode of World War I, or of World War I1I, for that matter,

I think that an episode of such importance in cryptologic history warrants

L

careéful study by cryptologists as well as historiens. It Is o stary replete
with lessons on the disastrous conseguences of veakness in "C-power™, as well

as onthc oppertunities attendant upon strength in "C-power"”.

- BT —

-u;L The W Zimmermann Telegram was sent on 16 Mw
-‘ d“ " ¥y,

v.h

2917, its apcrmed plain text vas published on March 1lst, and within a little

«

over one month after publiee.tion)m April 6th, we declared war on Germany.

According to practicelly all histarians there seems to be little doubt that we

entered the war wvhen we did because of the Zimmermann Telegram. Pérha.ps ve in

N o S M’wwe 4 L-'

the eryptologic, 4’1e1d should be a bit more specific and say that we entered-.&-
&QMW-. ' - J ‘

WWMNW German obtuseaess in affairs diplomatic

and naivete in affairs eryptologig; and, we-should-add;~that-ve entand.. intoe.it,

©a-the. other hand, fivsé because of British astutensss in affairs diplomtiy and s/

- b'uu &.MT\U—& tewe Sy
As%Pnd ;. becaune of thetr btrilliance in affairs cryptologic. Or, should these,

Y¥o reasons be interchanged in their order. I'll let you be the judges.
“ 3. ) _




The Cronkhite  m }ha,/A!msdcay, MEMEISPLIR 62 Eupd the lmpact that

disclosing the contents of the Zimmermann Telegram had on Congress. It was only
t0 be expected that gquestion and doubt should be raised as to its authenticity.
The newspapers were full of denunciations and discussions of what people regarded

at first a complete hoax, a patent fraud. In the Congressional Recard the debate

ch 1st, 1917, the day the Associated Press story appeared, takes up 22 vllﬂh
..g.;: |
‘5‘"" ws-—nll devoted to the guestion of the authenticity of the Zimmermann f

Telegram, which had so far nothing to back it except the word of the Washington

PYSISEFVLS ..Mb

Correa ent of the Associated Press, for, mark you, the disclosure had not been
made on the authority of the State Department at all! Strange as it may seem,
it bad appeared merely as an Asgociated Press dispatech which wvas widely dis-

trituted apparently upon its own responeibility. You will recall this point

" 4n the Cronthite an%M\A Yhah e P"“‘"’f‘a“"”%mm“w

A T
i~ -\A,n.!.v-
‘r-- the delay between the date the Zimmermann Telegram was sent, - ‘ﬁ

f-' t

St )
gl 5 A

16 January 1917, and the date its contents were commnicsted to the American

b "M

HH-&-*%\;
mudm', 2, February, a period of almost six weeks. Why did it take so loug$. .
"4 Sl dtden o bk o i_.

B m a qmtion many persons asked. Hun't thnthlulpicimr What kind of ;ﬁ‘
Al Bl -..,,. - TR
:F,"E”.ﬁ':}-:l r-:;‘-f‘l.' I

British lkuud\lwry was being covered up?. Walter Cronkhite tried to give an

— n—
—— St

explanation. He said or rather hinted that the story was held back until the

Germans changed their code. Then the Zimmermann Telegram could be published

without harm to British intelligence. Well, let's see. At—thie-poinb~perhmpe
\ - . c o e— |
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RS - =
- = 3 -—
- 4 s \I

v’ P -— let's 11& the curtain that for so many yeers shrouded the Zimmermann
. »
Telegran in a tight veil of secrecy. Let's begin with a brief story about how
the British cryptologic organization got started. I should tell you that
according to the historical accounts, and I know they're true, the British
Government had no cryptanalytic organization in being when World War I broke

out, Oh, yes! I know there had previously been a long long tradition of code

and cipher solving by British Intelligence agencles--and this, tco, is true,

But that's ancther story and I dont't wish to go into it at this time, ALl I

wvant to say at this moment is that there was no cryptanslytic organization in

being in the British Govermment when var came in 191%--just as there was no .

official cryptologic agency in being in Washinzton:\'ﬂhen ve entered World var I

- as a belligerent in April 1917. In doth cases there had to be improvisation--
16

al ~ |6 ~
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with amateurs taking the lealing roles, not professionals. Let me read from
a letter dated-ApdyX. this wellssAugust 23, 1958, written to me by Cmdr. A. G.

Denniston, vho was for & number of years before World War II and for a couple

of years during that var the head of the British cryptana.lytic orm:mation,n-»d._

L«n}:\ %&LV A \__ __t; éd.,f“-ﬁwtg,&d "€-¢ ‘L'\ﬂ Yatsde ban g LP-‘QQ l r ™ e ‘F')\,‘J i P o HUH. Wrow oy

DA e Rl ey
O W e e remenber also the origin of '4f o.n. - a collection of

amateurs with a good knowledge of German and no experience of cyphers
~ collected by Sir A. Bwing in August 1914 to study the vast amount of W/I
material vhich was coming intq *S:he Admiralty Within a few weeks Jdaval material
. vas sorted out and th; First Lord (Churchill) instructed us to make a
L profound study of the mind a.nd methodes of the German Admiralty!
\ ol
"We earved this out succesafully and the staff grew and by the middle
of 1915 we began to seek fresh fields where we could tackle the Germa.ns.
‘ But we all had to learn the technical ;ide of owr Job! No easy work even
for enthusiastic amateurs. Out of that smsll body and a similar party in
the War Office studying the Germfl.n Army, s&% you know as well or better

than I wvhet has grown up from these seedlings!"
e
Cmdr Denniston's mention of Sir Alfred Ewing requires a bit of elaboration.
You'll find a good deal of information about him in & book by his son, published

<17-
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in 1939, after some clearance bouts with the authorities. The book is entitled

The Man of Room it The Life of Sir Alfred Eving (Eutchinson & Co., Lonmdon, 1939).

He's wentioned in several other books, and, in particular, a book published

in 1955 by Admiral Sir William J‘amen) entitled Eyes of the Navy)devotes a good

deal of space to the part played by Ewing in World War I. Let me quote from
that book:

"When Hall became Director of Intelligence in November 191k he found,
to his surprise, that a small body of picked men under the direction of
Sir Alfred Ewing were at work on intercepted Cerman naval wireless signals
and, having discovered the method of cyphering, were supplying the Operations
Division with information about the wovements of the German Fleet. Thia
work had been kept so secret that only a few officers In the Admiralty and
no off'icers outside the Admiralty knew that signals were being intercepted,
let alone that they were being resd.”

After a few paragraphs on codes and ciphers, there followf thfissparagraphs;

"Though the work of Ewing's smsll band had been kept sco secret, all
the Great Powers, with the exception of Qurselves, meintained a department
for the decyphering of foreign codes in their peace-time arganization,
the Russlan and French departments being especially efficient.

"The outbreak of war found owr Navy fully mobilized and at its wvar
bases at a peak of battle efficiency, but our naval intelligence service,
on whieh sc nuch would depend, was not ao well prapared.

"Our Intelligence Department hed amassed very useful information about
Germany's war potential, but the peroblem of how to keep watch on the Qerman
Fledt hed not been studied,

"Ever since the edvent of large minefields and the submarine it had
been obvious that the centuries-old method of keeping watch on the enemy's
Fleet by look-out vessels crulsing off the enemy’s ports was no loager
possible. That some of the senior officers had not inmbibed this evident fact
and were still living in the past was apparent when the cruisers Eogue,
Cressy, and Aboukir, cruising slowly up and down a patrol line by Admiralty
orders, were 2ll sunk by one submarine.”

-18-
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"With the exception of Ewing, who had at one time been interested
in cyphers, not one of the ploneers, or for that matter not one of the men
and women wvho joined them later, had eny previous knowledge of codes,
cyphers, or wireleas procedure.

"The Admiralty stvaff first worked on messages from a high-power
German station to stations in the Germaa colonies, and though, with the
hely of Mr. Bradfield of the Marconi Compaay, code signals were identified
aad code-bocks of German commercial firms were collected and studied, no
real progress was made for several weeks,

"eanwhlle the War Office staff were attempting to analyse the
messages and separate mililary messages frow those in naval code, About
the umiddle of bepoeemder the rrecch guve owr G,.J1.G. the key of thc nilitary
cyphers and valuable inforustioa was sooa belng passed to the Army ¢command.”

N xRk *\*****,/*1.***}4 v
S, rd S

+ -

&
Director J‘Iniielligen;e/fcn wovenber ,‘fﬁe -mlJ.f/

banu o supplying fie Operqtipas Dividion vitX same intélti-
genc et, b it had so _Per been entirgly a private

%, and\the-small orgaaigation Gid noVcous, uauer aby

A radio recelving station specifically for intercepting enemy radio signals
was set up--by amateurs, too, but e won't go into that--and this first station
wvas eventually expauded iato 1% statlons iu the Dritish Isles. Later three
overseas stations were established.

"A stream of messages on the lower naval vave-length was now arriving
in Zwing's room, and the research workers lald thelr first stroke of fortune
when a Gerusw ilerzantile C.gnal-buoh aririved frum Australiz. It had beea
taken from a German merchant vessel at the outbreak of war, and had been
seat by the quickeat route to the Admirsliy. It was the book used by
German outpost vessels and airships.

"In the middle of October they had another stroke of foritune. On
August 2¢ the German light cruiser Magdeburg had been destroysd by Russian
ships in the Gulf of Finland. A few days later the body of a German
signalman was washed eshore, and clasped in his erms was a copy of the
Germun daval Signal-book. The Russulans realizing the value of this book
to the British naval suthorities, sent it to England, where it arrived on
October 13.

-19-
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"Fleet Paymaster Rotter, the principal German expert in the Intelligence
Division, now Joined Ewing's staff, and applied himself to discovering the
method of cyphering the groups in the book. With his naval knowledge to help
him to guess the possible pwrpart of the signals, Rotter, by s btrilliant
plece of deduction, producsd the key. It was a substitution table (a = r,

b = h, etc.), and at that time in force for three months. Later on it was
changed every week, and still later every twenty-four hours. The time had
come for the men working at the War Office to retura to the Admiralty; there
was nov more than enough work for all the men Ewing had at his dispossal.

"When Hall became Director of Intelligence in November, the small band
of pioneers were supplying the Operations Division with some intelligence
of the German Fleet, but it had so far deem entirely a private enterprise

effort, and the small orgenization did not come under any Director or Sea
Lord.”

s b Wl Acos waal de a pod

Bka-not, Ewing's work for a number of months was entirely a private
enterprise effort. It is not clear whether he and his small band of amsteurs

Bur

were paid--I must assume they were, scmehow or orthor.-hnling's small organization
did not come under any Director or Sea Lord. This situation was changed vhen
Ewin;'l group became a sectioh of Naval Intelligence under the ovear-all direction ‘a’ff
oC-a-man-vho soon after the war gained g grest-deal of-publicity-ee o result of
the work of the psople under him, Admiral Steci.-Regimmid Hall. Ewing coutinued
40 be the technical head of the group until he became Chaacellor of Edinburgh
University two years later.

Eving and his smmll tesam were University men--not naval officers; as &
result their trenslations of German naval signals were strange things in the

eyes of the very fev men in the Naval Operations Staff to vhom the translations

-2§-
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vent. And, of cowrse, the gifted amatewr cryptanalysts became the butt of Jokes
and it vas a long time befare Admiral Hall was able to hreak down the prejudice
against their work. The amusing thing to note is that Hall had assigned a Navy
Captain to put the translations into proper naval language-~but that officer
wvasn't permitted to have access to the roam vhere the cryptanalysts worked or

to have any personal contact with them until 6 November 1914, when he not only
was allowed in Room 44 but became Hall's representative in charge of the staff

of cryptographers. It is also reminiscent of certain early days in the history
of our own cryptanalytic organization to learn that for a good many months one
and only one person wes permitted to receive the translations--the Chief of Staff,
to whom they were personally handed in a locked book! But now it's high time

I got down to the real cryptologic details of the Zimmermann Telegram, details
which bad been completely shrouded in mystery for almost ten years before the
vell of secrecy was lifted a bit by a story in the November issue of a now defunct
American magazine called World's Work in which was published the final ingtall-
ment of a book by Burton J. Hendrick entitled The Life and Letters of Walter H.

Pege. I think Walter Cronkhite's story .used a lot of information that

[ T
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vas intercepted and solved. -;3:\',: St vande aan YA, Mo

doubt 1t,
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We shall not concern ourselves at the moment with the steps taken by

President Wilson and Secretary lansing, culmindting in the publication by the
Assoclated Presa of the text of the Zimmermann Telegram. Our attention will de

concentrated first upon the minute details of the manner in which the message

M’i‘\izu"h&f' - M"'C‘w"z '

"The manner in which the British had acquired this message is
disclosed in Page's telegram. It was ‘bought' in Mexico. That is, the
British secret service had obtained 1t evidently from some approachable
person in the Mexican capital--a practice which, it appears from Page's
commmication, had been going on for some time. An interesting additional
fact is that this is not the only way in which the British obtained this
priceless treasure. The German Government was so determined to mske
this Mexican alliance that it did not depend upon a single route for
transmitting the Zimmermann meszage to Von Eckhardt. It dispatched it in
several other ways. For one it used the wireless route from Nauen, Germany,
%o Sayville, Long Island.

"In the early days of the war, the American Government prohibited the
use of this Sayville line except under American supervision; how little
this prohibition interfered with the Germans is shown by tke use they made
of the Long Island station for this, the most fateful message sent to
America during the var. . .. . . . .. . . . "In the British Admiralty
this Nauen-Sayville thoroughfare was known as the main line; it was the
most direct and consequently the one most used for sending German dispatches
to the United States.”

Hendrick cites no authority for the statement that the Zimmermann Telegranm

was transmitted by radio from Nauen to Sayville. There is yery good reasoa to

. -

e —— e
— et e

e

A few hours after outbdreak of war the British, vho've always recognized

the impurtmée of control of coommnication channels as well as sea lanes took

immediate steps to isolate Germany from the rest of the World that lay bgond the

] -25-
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oceans, by cutting and diverting to her own service the two German cables across
the Atlantic, leaving only imdirect channels of commmieation with her amdasssdor
at Vashington. These wvere fowr in nusber.

(1) Py radio from Eausn, Germany, to Sayville, Long Island, New York,
snd Tuckerton, Nev Jarsey. Both routes were supsrvised by the United States and
were well suparvised to protect our aeutrality.

i2) Ry cabla from Germany via Berlin-Stockholm-Busacs Aires, Washington--
but this route was secret from the United States Governmsnt, although there is
positive evidence that it vas quite well-xnown $0 the British from the first
days of its use. You ses, the cable from Stockholm to Busacs Alres passed
through Eogland; and the route was jocularly called by Room &§ peopls, so
Denniston told me, as "the Swedish Roundabout."

(3) Another cable route via Berlin and Copenhagen, to Washington.
This cable also touched English soil. This was a very ususual channel for the
Germans bdecause it could be used culy vwith the kuowlsdge and cooperation of the
United States Govermment. Jore about that channel later.

(%) The last route involved insarting secret text in ordioary news Mdm;_
We foern.ad albend Yo rouls awl wallok :% for Mo war ey oLl
ovey Wt D TV N Mﬁb—w&.% @ ’{) ‘Q‘Mﬁ‘ﬁ' .
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-Fe ugse of the radio channel from Nauen to

Sayville or Tuckertont-{/#ka fpelvas prohibited except under American supervision

Comn F 2L st ohealil
M thn.t the supervision

very detailed and effective A
g

3

W ' I have very carefully searched every available recordj)\a.nd have found not

the slightest evidence that this channel was actually used for the Zimmermann

TR - AN

AL Y e - R T T

accounte. \If you're interested in learning Just how the supervision was
exercised I suggest you study this trochure on the Zimmermann Telegram (pages

7 and 8), I think you'll agree that great care was taken by the authorities
vwho had the responsibility of seeing to it that we lived up to our internmational

obligations under strict neutrality.
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) U ” w be! 2\ %-sz Messmtrams | Aa_%m
A wao Aot ata, MM o‘gmvﬂ.m La 6 t
Bondait-noccount makes it plausible by saying:

A

"On the 16th of January, 1917, the ever-watchful ears of the British
wvireless operators detected the characteristic spluttering which ianformed
them that another Gerg.n message vas speeding through the air. When decoded,
the British found that they possessed this acmewhat disjointed but still
extremely valusble document: & wonih tasd Mo wcwssge « Y22 AR B o

Civera Sl ghadian < ¢
"Zimgrmm to Bernstarff for Eckbardt
w5
16th January, 1917.
"Most sdet for Your Excellency's personal information and to be handed
on to the Imperial Minister in ? Mexico with Tel. No. I. . . . by a safe
route.

"We purpose to begin on the lst February unrestricted submarine varfare.
In doing so, however, we shall endeavoar to keep America neutral. . . .7
If we should not (succeed in doing 80) we propose to (? Mexico) in alliance
upon the following basis. -

( joint) conduct of the wvar
(Joint) conclusion of peace.

"Your Excellency should for the present infarm the President secretly
(that we expect) war with the U. S. A. {Possidvly) (. . . Japan) and at the
same time to negotiate between us and Japan . . . (Indecipherable sentence
meaning please tell the President) that . . . . our submarines . . . vill
compel England to peace in a few months. Acknowledge receipt.

. ZIMMERMANN

Ncode f2. Cowhiinas ¢

"This somewhat confused messages gives an idea of the difficulty of
picking up wireless symbols sent across the Atlantic--at that time--in
midvinter. But there is a conspicuous discrepancy between this telegram
and the more complete and finished one geat to Bernstorff by way of the
Washington cable office and by him relayed to the City of Mexico. The plan
Tor dismembering the United States and making President Carranza a free gift
of Texas, New Mexlco, and Arizona does not appear in it. Whether this omission
vas the result of defective wireless work or has another explanation ie not

yet clear.” Yo bl .
wn Yo Deliusoe toct
Does Hendy X mt}\ﬁe—iaph- Ba'nltorrfl\addtd this preciocus bit of enticement
Fﬂ:&fa po,

this lure vhich the Mexican President Carranza was to lwa.nanl\-nng. Handri/\k'i

explanation is quite wrong; it is, in fact, misleading and perhaps intentiomally

~28- R
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disingenums Ve lha.ll soon learn the real e_gﬂ_.a_n_gtion for the gaps and dcubtful

- — - s s Loy well M%Mbﬂ
points in the text of the message as first intercepted, -Ft-wili-go-elong-wvey

S i pnade peil poslaifisas Yot Saide,
. toverpastivng the G-veeks' delay Fetve-beemdwying-bo-Expiatw,
c..sf,: Mwﬂ*— Wam‘l‘h. M&M @%

"We come now to the second communication channel used by the German
Government to communicate with Bernstorff, the route via Berlin, Stockholm,
Buenos Aires, Washington. This channel was made available by the good offices
- of the Swedish Foreign Office and its representatives abroad. Hints as to
=- the use of this channel may be found in Bermstofff. For example, on page 65:
'We had to fall back exclusively on the wireless stations, vhen, as frequently
happened, we vere unable to make use of the -circuitous -routes vis neutral
countries.' Again on page 149: ‘'Telegraphic cammmication between the
German Government and the Embassy at Washingtor was carried out by a
circuitous route, vhich made it extremely slow.'"
?-’ve, é-\ Phordreadd
/ WMW that the British came tc know allzbout this

circuitous route a few days after it wvas instituted; decodes of messages that

passed over it later appeared among the hundreds in Admirsl Hall's affadavit

- — - 1in the records—of the Mixed Claims Commission set up after the var to fix the

e m e mm % e e = e e ————

amount of money the German Government owed in damages for the dentruct:lve

e e e U Stidep e e
sabotaae vorkings of their azentu. And that, by the vay, involves another very

—— o b e ————

~---~ interesting study in eryptology.—Many messages -passed -over -"the Swedish — -
T - —

""""" Roundabout® the Berlin-Stockholm- Buemu Aires-?uhing‘bm route. m—-ﬂa e
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received this special routinRGRathllt A6 2B Erd its delivery dut it is clear

] ‘—ﬁ
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R &g’j‘ 22 the German records alone that the transmission of impartant messages by z :;E“r;.:fét
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more than one route was routine procedure in German Foareign Office commmnicatioms. 2
- -
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,f "Evidently Herr Zimmermann still feared that his instructioms to \
. Eckhardt would not reach their destination, for this very painstaking
b Foreign Secretary sent them by a third route. In the British Adm:u'alty\

l~. this Nauen-Sayville thoroughfare was known as the 'main line'; it was the\
most direct and consequently the one most used for sending German dispatches)
to the United States¥[(‘Sut-the Foreigh Office had another vay of commmnicating

with its Ambassador in Washington. The extent to which Swedish diplomatic

agents were transmitting German messages constituted one of the gravest

| scandals of the war.” That the Swedish Foreign Office was so used is now

i no secret; in fact, the American Government itself disclosed the part

., Sweden was playing, when, in the summer of 1917, it published the notarious

/7 "pink without a trace" messages of the German Minister at Buenog Aires.

7= "The fact seems to be that the Swedish Cowrt was openly pro-German;
~ ¢ ‘that popular opinion in Sweden similarly inclined to the German side; and,
~ , by January, 1917, the Swedish Foreign Office had become almost an integral
s part of the German organization. In many capitals German messages were
3

frequently put in Swedish cipher and sent to Swediah Ministers in other

countries and by them delivered to their colleagues. Herr Zimmermann, in

. his desire to make certain that his Mexican telegram should reach

' Washington, again fell back upon the assistance of his Swedish confreres.
He handed his message to the Swedish Minister to Berlin; this functiopary
sent it to Stockholm, Sweden; from this point it was cabled to Buenos
Aires, Argentina, and from that city cabled in turn to Washington. The
Journey wvas a roundabout one, covering about ten thousand miles. Yet nothing
that was sent through the air or under the aea seemed to escape the watchful
attention of the British Naval Intelligence, and this Swedish message was
captured almost at the same moment as that one which was going by the

J;in line*."

—— —— S ea

E;ndrﬂ;l'o stateddfadl "In many capitals German messages vere frequently put

¥ Buis Fo et

k) .
in Swedish cipher and sent to Swedish Ministers.... A“ implies {b&t the British

read Swedish codes, too.«i

/ m easy to believe that the British obtained and read

, messages in Swedish code, for their intercept service pretty well covered
.. e | the earth. It is, however, intrinsically unlikely that the Germans would
ﬁ give the Swedes the text of a measage t0 be put into Swedish code for transe
"\ J ' missiom. Why reveal their secrets to the Swedish Government? It was smo
’ s~ ' mch essier merely to ask Stockholm to farvard a message in German cods--
| precisely as théy asked the Americans to do, as ve shall soon see.- Not caly,
Eg;é/ | however, do probabilities point awvay from any idea that a Swedish code was
W

used, but ve have two pleces of evidence on this matter the a

vhich eennot be questicned. Wa £nat wa Hiaphnetothdirubtaiinnbalis Peidbracs -
oo X e Lt
~ W ,’“’“‘““’2"1, aneids ey & . |
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sdressed to his home office; from Stockholm it vent, to the Svedish Anibuudqr w' ‘}j
: - — —_ - - —‘Q"\ — e -:;-q's-‘
vho turned it over to his German colleague in that city, 'rh_e '*. ]

1

“Ssv-q-.-—dl

German mnuw;\ in Buencs Aires then forwarded the message to Bernstorff in -

—_ - --\

Wash:lngton, but before doing so he applied a process of systematic a.ltu‘ation

to the code groups, boping that the dw” betveen Swedish and German code

W Asana nmﬂdﬁ(‘:??;&d, umoaquwhmpmiﬁ?

groupe not dbe noted.'\‘l'here is s nort.e\:ln our old records on this point, It

- - ' -t . “ = - -
says of this disguise that it was used #no doubt . . . to protest the Swedish
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Ei‘:'"‘{:"%”:' rmbar that the Cable from Stockholm to Buenos Aires touched Eagland o .

am—.—.,.-——.,u,-——pbzi Dofort. My ddervarad ol cmaovared, Be dhyiciasiokihi—
rsythew, Sasdispgutes vas pretty thint only the three central lette ccl'
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- 54181"""00'10"@'0“118 vere changed--and systematically. It didn't Gawn on the ~,,;:;\_,

' Gmsthattheir code could'beunravenedandreadbyamuynotpouusm

e T

& oopy of the codebook--certainly not by stupid Englishmen. And also, by the

vey, I found that the disguise procedure began as esrly as in the—pummerendixdSis.-
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Vs -+ «Yhe summer of i915.%" The’fact that the practice vas not stopped far 2 years V15
. Y Gre mave, though the British must have been fully sware of it, speaks for L i
dtself. The British authorities must have realirzed soon after Wmmenae -7
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rotest, vhich wvas no doubt made early in the cryptologic war, that the -3
information they were gleaning from the study of these messages wvas too
valuable to lose, even taking into account the fact that the messages were

of considerable use to their enemies. It is more than likely that the
{information was at least as useful to the Pritish as it was to the Germans
themselves. In some cases there 1s no doubt that it vas even more useful .-

We come now to the third and most interesting of the Zimmermann Telegram

routings--the one that the Cronkhite story reported so dramatically as that

[
\/ used with cooperation of the State Department. I quote from the Hendr%; narrative:

———~

The German Government forwarded this dispatch to Washington in still
another way. Indeed, the most remarkable incident in this remarkable
transaction remains to be told. Evidently the German Foreign Office
feared that transmission by wireless and cable transmiseion to Buenos
Aires--by grace of the Swedish Government--might fail them. The prohibition
the American Government had placed upon the use of wireless from Nauen to
Sayville, Long Island, might naturally cause apmrehension as to the delivery
of messages sent by this route. The cable line from Stockholm to Buenos

" Aires and thence to Washington and Mexico was a roundabout one, and a

nmessage transmitted that way might conceivably fail to reach its destinationm.

The dispatch cf this telegram, however, was at that moment the most
important business before the German Foreign Office and its safe arrival
in the city of Mexico must be assured at any cost. There was one method
that was absolutely sure, though the fact that this should have occurred to
Zimmermann must be regarded as one of the most audaclous and even reckless
strokes of the war. Humor of any kind the Germans seldem displayed at crises
of this sort, yet the mechanism adopted to make certain that this plot
against the American people would safely land on Bernstorff's desk evinces
and unmistakable gift--even though an unconscious one--for the sardonic.

The transaction reflects so seriocusly upon the methods of the State
Departmeat that it would probably never have seen the light had the Germans
not made it public themselves. Ia 1919-28 the German Constituent Assembly
held an elaborate investigation into the respoasibility for the war. In
this the Zimmermann telegram played its part. Among its published documents
is a note wvhich reveals one route by which this document found its way across
the Atlantic. It says:

"Instructions to Minister von Eckhardt were to de taken by letter
by way of Washington by U-boat on the 15th of January; since the U-boat
Deutachland did not start on her outward trip, these instructions were
attached on January 16th to telegram No. 157 and through the offices
of the American Embassy in Berlin telegraphed to Count Bernstorff by
way of the State Department in Washington.”

»33-
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What this means i1s that the German Foreign Office used the Awerican
Government as an errand boy for the transmission of a document that con-
tained a plot againat its own territorial integrity. .. . ..

The German Government, many times in the course of the wvar, used the
good offices of the American State Department for transmitting messages to
Anmbassador Bernstorff. Germany had no cable communication with the United
States; the wireless waa unreliable and not always availsble; occasionally
therefore, the Germans would request Washington to serve in this capacity.
As all such messages touched England before starting across the Atlantic, the
consent of the British Government was necessary before the favor could be
perfarmed. That the British graciously permitied the Germans to use their
cable facllities may possibly have seemed, at the time, an act savoring of
the magnanimous; the fact, however, that the British possessed the German
cipher and read all these messages as they sped through England creates
the suspicion that they may have regarded this as a way of obtaining
valuable information.”

———

Hendrick makes it appear that obtaining permission to use the American State
Department facilities was a rather simple matter and that many messages were
sent by the State Department for the Germans in this way, without realization
on the part of State Department officlaldom of the possibly serious consequences
that might ensue. That this is far from the truth will appear later. His
statement, too, that "As all such messages touched England before startiag
acrogs the Atlantie, the consent of the .British Government was necessary befcre
the favar could be performed" is meaningless when one considers the matter. It
is obvious first of all that had the-Ameridan Government been so naive as to ask
the British Government's consent to such a procedure the latter would certainly
have refused. It is likewlse obvious that when Berastorff wanted to send a
code message to the Fareign Office in Berlin, the State Department could not
simply address a telegram to the American Ambassador, Gerard, in plain language
asking him to "Forward the fcllowing code message to the Germaa Foreign Office.”
The British would naturally not pass such messages even though the greatest
neutral country asked such & favor. Such a procedure 1s not s diplomatice
possibility in time of war. If not in plain language, the forwarding by the
State Department of German code messages had to be done through the intermediacy
of State Department code. Assuming that official messages of the American
Government to her ambassadors and ministers in Europe were not subjected to
any study whatscever by the Fritish Cryptographic Bureau (which is difficult to
believe), it is possible that this practice might not bave been detected immediatel:
by the British. But the manner in which the messages were actually drawn up was
such that the discovery of the practice should and must have been particularly
easy if American messages were even hastily scanned. Here is an example of the
plain text of such a measage, copied from the files of the State Department:

Amlegation
Copenhagen

Forward Berlin
3823

Deliver to German Foreign Office the following message from
Ambassador Bernstorff.

(Ad4 German Cipher.)

LANSING

~3h-
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Lacking a copy of the telegram as actually filed for transmission, the form the
code message took when filed cannot here be indicated; dut we have on this point
the positive statement of Mr. Bavid A. Salmon, then ag=mew Chief of the
Division of Commnications and Records of the State Department, to the effect
that the code groups of the GCerman code message were not reencoded in the

State Department code, ar changed in any way whatever: they vere merely added

to the preamble requesting the forwarding of the message. This preamble was

in code-~-8merican State Department code. Now the code groups of the American
code were most commonly in letters, while those of the German code were in
figures. Furthermore, the code groups of the German code were characterized

by being composed of three, four, and five digits, whereas in most codes of even
those days all of the code groups uniformly contained five letter, or five figures.
Hence the subterfuge was sure to be detected almost immediately by the British.
St11l they made no protest. Why? The answer must surely be obvious: they were
£lad to have access to this leakage of valuable information, and to lodge a
protest would at once dry it up at the source.

Whereas Hendrick makes it appear that our State Department handled many
messages for the Germans, Lansing in his account of the matter makes it appesr (‘,Qﬂa-
£ though the transmiuvsion of tae Zimmermann telegram via State Department
channels was an isolated incident, or at least that this medled<sf commmnication ch
vas placed at the disposal of Bernstoarff only toward the end of the period of
strained relations, sl W-: hesus <
wmmﬂ Yo B )\-h)bdi\m-!m Mubﬁ\%ﬂm—, L SV -
At eleven-thirty I went to the White House and for an hour discﬁ'ssed
with the President the substance of the (Zimmermann) telegram and the way
to use it. The President said that he had been wondering how Bernstorff
got the message from Berlin, aund that the closing of secret lines of
communication with his government made him a little uncertain as to 1s
authenticity.

I to0ld him that I thought 1t could be easily explained, my ovinion
being that it was done in the following manner: During the early part
of January Count von Bernstorff, at the instance of Colonel House, had been
laboring with his government to obtain concrete terms of peace. The
Ambassador had complained of his inability to communicate secretly and
therefore freely with Berlin, which he considered essential in oarder to
accomplish his purpose. In view of this reasonable statement we had
conséndted lvery reluctantly to send (that is, in a cipher, of which the
Department did not have the key) messages for him through ouwr Embassy.
This we did several times, permitting the German Foreign Office to reply
in the same way. On Jenuary seventeenth an exceptionally long messsage
(some one thourand groups) came through from Berlin. On the eighteenth .
this message was delivered to the Ambassador. On the nineteenth the telegran
from Bernstorff to Mexico was filed., From these facts I drew the cenclusion
that in the long secret message delivered to him on the eighteenth waa the
message for the German Minister besides other orders as to what to do in
case of a2 ceverance of diplomatic relations.

The President two or three times during the recital of the foregoing
exclaimed "Good Lord!"™ and vhen I had finished said he believed that the
deduction as to how Bernstorff received his orders was correct. He showed
mich resentment at the German Government for having imposed upon owr
kindness in this way and for baving made us the innocent agents to advance
& coaspiracy against this country.

<35~
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study of available records lhonhtv*l this channel of con}nu-
~

quently as Hendrick
of strained relatioms.

i
I an in a position to.day o«

£

. ™~
transnission of tha-mefsage ca account of either of the dibjects menb{oned."

/ \
We come now to a study of the code or codes used for the Zimmermsnn Telegram.

Note the plural - "codes” - that's very important in this case, as you shall

see. PFirst, as to the code used for its passage from Berlin to Washingtons

" Muacdes Rekhadi
* there can be no quastion that the messags which carried the Zimmermann Telagram ‘l"/\

"

-36-



REF ID:A62864

(1t bore the no. 158) was the one which had been appended to Berlin-Washington

message No. 157, and vhich waes sent via State Department chaunels. As 1've

already said, the British Government has officially never pudblished any account ;

of the interception and solution of the Zimmermann Telegram by lts cryptanalysts

in Room 4@. But when we study very intently the telegrams that paseed between

I

rican Governmentvs vith the Zi.mmermann Telegnm a= -
L the British&l\m:i G - thdealing
Mﬁﬁ} v JQ.AJQ.._ '\00‘“ ol s Ha g4 dﬁ__[) ﬂ—t@g.')ﬂ

P World Var that now drav r&dacs. As I had no access to unreleased official
T pepers and the framework ,of this book is a distillation of a mass of

oy material scattered through standard works which were best-sellers twenty
et years ago, it was not necessary for me to obtain official approval o
support for publication. I was, indeed, iu a better position to Judge
vhat could and what should not be published than enyone to whom the First
Warld War is only a boyhood's memory, if a memory at all, because I knew
how much of Hall's work was kunown to owr enemies during the war and how
much had been published to the world since the war.

"I hed also the advantage of having taken some part, when at the
Admiralty, in passing for publication books end articles covering various
aspects of the 1914-18 war end informing authors what, for security
reasons, could not yet be pudblished, and, more important, the advantage
of personal knowledge of the men and events I would be descriding, which
would eanble me to distinguish fact from fiction and to Judge when
reference to the shortcomings of individuels should be omitted.”?

P - o Lo L% N
Ta recalling his “diplomatic iriumphs I was on vell-worn ground. “The
stary of the 'Zimmermann telegram', whose exposure brought Americe into
the war, is in standard histories in all languages; the '‘Luxburg telegrams®,
vhose exposure had a profound influence on public opinlon throughout the - - .-
American continent, were published in newspapers all the world over befoare
. O.NJ/ they passed into the pages of bilstory; the 25¢ telegrams concerning the
\ plots of the German saboteurs in America which were exhibits at the
/ ) famous Black Tom case, heard at the International Cowrt of Justice at
the Hague, are quoted in several books about the case, - Y

"In recalling the work of Hall's naval section I was also on well-
‘ vorn ground; the text of intercepted and decyphered signals is glven
~ \_in British, America.n, a.nd Germn official _histories.”

Jf")fk _ But Admiral James was careful. Even though, as he says, he had not
o ; ‘vm;ce,ss to uareleased officinl papers and therefore it wasn't necessary for

oy w -..x K
;q,:‘,n, a;

- e

him to obtain officilal approval for publishing his book, he did submit it for
somes sort of blessing, if not approval. This I learned in & report dated

15 December 1955 from ocur Liaison Officer in London, who said:
- 3% -38-
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Zimmermann Telegram.

bwae%#m from Admiral James' account. '

"Then, early in the New Year, came the 'Zirmermann telegram', and
though the first knowledge of this surprising communication was derived
from European sources, Hall's frieunds in Mexico City were soon playing an
important part in the complicated business that followed. On Wednesday
morning, January 17, Hall was at work at the usual dQockets and papers
when at about half-past ten, a member of the political section came in
apd told him that he and one of his colleagues had pertly decypbered a
message from the German Foreign O0ffice to Bernstorff which; if mede known
to the American Government, would probvably bring America into the war.

"The two men who, by solving this cypher, altered the course of
history died several years ago, and their names have already been published.
So in their case 1t 1s Justifiable to ignore the canon that the names of
thcese engaged on secret work should not be disclosed. They were Nigel
de Grey, a publisher, and after the war a Director of the Medici Society,
and the Rev. W. lloatgcmery, of Vesminster Presbyteriaa College, Cambridge.

"Mhis vas the message Hall read: | D weh ct.wﬁ_ o, M.7 Sasa &
\.a.m ahd.s . d ~ '
~—— ""BIRLIN TO WASEINGT™ON. 7 158. 16 January 1917.

Most secret for Your Excellency's personal information and
to be handed an.to the Imperiel Minister in (?) Mexico with . . . .
by a safe route.

"We mropose to begin cn the lst Februsry unrestricted submarine
warfare. In doing this however we shall endeavour to keep America neutral
(7) £ we should not (? succeed in doing so ) we propose to
(? Mex*co) an alliance upon the following basis:

(,joint) conduct of war
(3oint) conclusion of peace . . .

"Your Excellency should for the preseant inform the President
secretly (? that we expect) war with the U,S.A. (possibly) (. . . Japan)
‘ and at the same time to negotiate between us and Japan . . .

. » » Please tell the Pregident that . . . our submarines . .
will compel England tc peace within a few months. Acknowledge receipt.

S ZIMMERMANN"

"So not only had the great decision been taken to begin unrestricted
submarine warfare, but the Germans were proposing to bring Mexico into the
war on their side.

] ¥ ig-
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X
- /
h "The message was sent by cable through Stockholm to Buenos Aires for
. onward transmission to Washington, but it was of such importance that it
‘\ wes sent by two other routes, cne of vhich could not possibvly fail:
\ Zimpermann attached the telegram tc ancther telegram which the American
. \Enbagsy in Berlin was telegraphing for him to Count Bernstorff by way of
Y~ 4he State Department in Washington. Dr. Page describes this as one of
I\T;J“’ the most audacious and reckless strokes of the war. The German Foreign
Office had used the American Embassy as an errand boy to trananit a
message that contained a plot against its own territorial integrity.
18
"This piece of effrantery can never have been equalled in the
iﬂstory of political intrigue.,"

I'm_rm'tunate to be able to show you V&h‘i’. Mr. de Grey looked like. In my
many talks with him not once did he mention the role he played in reading the
Zimmermann Telegram-~nor did anyore else in the organization in which he was
Deputy to Sir Edward Travis, the Chief. I have no photograph of the Reverend
Montgomery to show you. But Nigel de Grey was and looked the part of a character
in Dickens or in a splne-chilling mystexy in book or on stage.

There are reasons to believe that the version of the Zimmermann Telegram
you've just seen came from the State Department message containing Berlints
Nos. 157 and 158 to Washington--but I don't think it would be polite even now
to intimate that the British were also intercepting and studying messages of the
United States Govermment! I wouldn’t even mention such an idea were it not a
fact that soon after we came into the war owr ally Britain officially told us that
owr codes weren't safe!

<b1-
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"Hall at once realized that Zimmermann's message to Mexico was by
far the most impartant message that had so far come iato his handas; he also
realized that it would require the most careful handling. BHe gave orders
that all coples except the originel message and one decyphered copy were
40 be destroyed, locked them in his desk, and sat down by himself to evolve
& plan of campaign.

"What was the positiocn? Within & fortnight's time the fact that Germany
was proposing tc declare immediate unrestricted varfare would be communicated
by Bernstorff to the United States Government. Would this be sufficient to
convince President Wilson trat the Germans would stick at nothing? ¥His
most recent note had shown something of the way im which his mind was
working. It seemed that he drew little distinction between the bshaviour
of the Allies and that of the Germans, or, indeed, between the justice of
our cause and of theirs., If thiec new declaration was sufficient, well and
good; we need not run risks, and the Zimmermann telegram need never be used
at all. On the other hand, the new submarine warfare might not, in itself,

Ye sufficient to comvince the President, and in that case this information

about the Mexican plan must e made use of if we comld safeguard ourselves.
Publication of the telegram in the United States would almost certainly rouse

the whole of the United States, and might well farce the President to declare --
war, but it would be at the coet of hazarding the most vital part of our
Intelligence service-~-a hazard that he wowld not take.

"Beyond the fact that the message gave the date on which unrestricted
submarine warfare would begin, it was of no immediate naval interest, and the
proper mrocedure would bhave been for Hall to pass the message to the Foreign
Office. He deliberately withheld all information from those best entitled
to receive it, and assumed a responsibility which ought never to have been
his, because he vould not run the smallest risk aof the message becoming
known to somebody who, not being familiar with every Mranch of his activities,
might all wunwittingly compromise some part or all of the work of Room 8.

"Yet some plan had to be evolved, and, while mentally following the
route that the Zimmermann telegram would take, Hall saw that the Berastarff-
Eckhardt messages which H. had secured might solve his mroblem, because the
Zimmermann telegram, when forwarded on, as it mwst be, from Washington to
Mexico, would bYe only another in that service. If he could secure a
copy, 1t could be made to appeer that the message when passing from Washington
to Mexico bhad been copled and decyphered by the Awmerican Intelligence Service,
and that we had had nothing to do with it.

"He wvas certain,that even if somebody whoit President Wilson implicitly
trusted, like Mr, Balfour, gave his personal assurance that the telegram
decyphered by deGrey was genuine, the President would desand the most
definite mroof that the message bore the meaning ascribed to 1it, and it
would not be easy to comvince the President and the Americans that the
Zimmermann telegram was not a hoax.

"There aae no need for an immediate decision, as he could not take
any active steps until after the declaration on Felruary 1. Meanvhile
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1t vas essential to keep the closest possidle wvatch on Bernstorff and
the Americen aituation, in order to be ready at any given moment with
alternative plans.”

Bernstorff tried desperately to have Berlin change its decision sbout
unrestricted submarine varfare--to no avail.
~ On 1 FPebruary, Bernstarff officially handed in his government's sanouncemeant
that uwarestricted submarine warfare would begin that day. As we have alresdy
noted, President Wilson btroke off relatioms two days later, on 3 Pelruary. lLet's
continue with the siory as Admiral James tells it:

"To Hall's dismay, but not altogether to his swrprise, matters vent
20 further. Cadles from Washington and Hew York varned him that thare
wvould be delays, end perhaps no mare positive action than s proclsmation
of ‘armed nsutrality' by the President. The time bad come to take action,
and on February 5 Hall ssw Lord Hardinge, the Permament Secretary at the
Poreign Office, and showed him an sxplified decypher of the Zimmermsnn
telegran vhich delGrey had nov been able to produwce. He put forward several
suggestions. In the first place, it would ds necessary to obtain a copy
of the telegram from Mexico City. K. wvas no longer there, but his place
had bdeen taken by T., who vas fully svare of vhat wvas afoot in the telegraph
office, and Hall 413 not anticipate mmuch trouble there.”

Hall then took steps to obtain the sdditional evidence that he required
n the event of an exposure and telegraphed—4o0-o.30.2TY, his-secret-egent—tn
Ciu M‘& @t ail copies of Bernstorff's telegrams to Eckhardt’ since
18 Janwaryl)(|These vere to be sent to the British military in Washington and
wvere then to be forvaxded by cabdbls to London in Mritish cipher. Ko hitch
developed in thisenice srrangements. Atthupoutzmttounmmﬂfd'}mf
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Bt M Wik, pvnlnedl al wos e nA:...-. NP
m—mwwaﬁw M. "'I"' ¥aw a Britis

sperative-tr secret agent in Mexico City. In a rather odd way and quite by
accident he turned out to be a most useful character in the drama of the
Zimsermann Telegram. Nena, Mo W& .

"Since the outbreak of war there had been several revolutions in
Mexico, and as each new conqueror had taken charge of the capital city,
one of his first actions had been to declare the currency of his predecessar
to be valueless and issue one of his own. All that vas necessary was to print
someting on small bits of cardboard, resembling railway-tickets, and called
tcartones', and call them money. Most of these were worth no more than a
penny oar two, but there were numerous forgeries always in circulation, and
the matter had become so serious that President Carranza had given orders
that any such forgery should be punishable by death.

"It was shortly after this order had been made that a printer, an
Englishman, happened to return to his workshop unexpectedly one Saturday
afternoon. His wo-kmen, all of them Mexicans, were taking their hall-day
off. To his astonisiment and dilsmay he found on a table a neat plle of
these cartones and the plates from vhich they had been printed. In his
excitement he made the worst possible mistake, and locked up the forgeries
and plates in his sale. He then rushed out to consult a friend on what
he should do next.

"Meanwhile the workman who had made the forgeries returned for the
cartones and, realizing what must have happened sought to save his own
skin by getting in first with a denuncilaticn of his master. The unfortunate
printer was arrested the same afternoon, ardered to open his safe, and then
hurried off to a drumhead court-martial and condemmed to be shot at dawn
on the Monday.

"On hearing of the arrest, H. went to the British Minister, who at once
got in touch with the Mexican authorities and obtajined thelr agreement
that he should be responsible fcrr the 'criminal'. He then pointed out
that if an Englighman intended to commit a forgery he would aim higher
than penny or twopenny notes, and persuaded the authorities to examine
the case more closely. The printer was shortly aftervards released.

"It vas an unpleasent affalr while it lasted, dut it was to provide
Hall with the messages he was anxious to obtain, because the printer and
his friend were both anxious to show their gratitude, and the friend waa
wvorking in the telegraph office.”

ik
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\that by February 19 Hall had in his hands an almost perfect transcript”
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When’l'n" was replaced by sacret-ggent "I", the good work went on, and

that's how Hall in London was sble to get a copy of the Zimmermann Telegram in

the form in which it was sent from Bernstorff in Washington to Eckhardt in

Mexico City. The possession of that version of the message turned out to be

- ) ”
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of erucial impoxrtance! ﬂAdmiral Jamsfeesﬁ'-»um . y - , PO ”
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"On February 8 the political section decyphered a second telegram
from Zimmermann sent direct to Mexico:

b3
——— i o et

-p
%
i

8th February, 1917.
Most Secret.

Decypher perscnally.

5
1
1
! Provided there is no danger of secret being betrayed to U.S.A. you
j are desired without further delay to broach the question of an Alliance
j to the President. The definite conclusion of an alllance, however, is

' dependent on the outbreak of war between Germany and U.S.A. The President

! might even aow, on his ovn account, sound Japan.

{
1

If the President declines from fear of subsequent revenge you are
empowered to cffer him a definite alliance after conclusicn of peace
mrovided Mexico succeeds in drawing Japan into the all}iance.

|
tj ZIMMERMANN
j

Two days later Hall learnt that T. had secwred the cables which
i he wa.nted "

; "So much progress with the reconstruction of the code had been made

; and .

'Eﬁ 1 ! " K L
%J’aneo then gives the text Zm Telegram as generally published in
i

[the istory tooks. QW/\MM W&%L'&MU a,qu..pq St 3 un #.QQ

L. - ~

e e

ButAJames is throving a little dust in owr eyes. The/ msu}n of the

Zimmermann Telegram that was finally published was not the version that was in
35
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the telegram from Zimmermann to Bernstarff. The latter vas in a comparatively

new 18,880-word, two~-part code known as Code 7588, whereas the telegram from

——ap—————rel

Bernatarff to Eckhardt, although quite similar in content, was in a much older

" and much simpler one-part code known as Code 13g948!

tds codomets undle AMQ.JW

T e S 19. 1. 17.

"We intend to begin on the firast of February unrestricted submarine
warfare. We shall endeavowr in spite of this to keep the U.S.A. neutral.
In the eveat of this not succeeding we make Mexico a proposal of alliance
on the following terms:-

Make war together.
Make peace together.

"Genercus financial support and an undertaking on our part that
Mexico 18 to reconguer the lost territory in Texas, New Mexico and
Arizona. The seltlement in detall is left to you.

"You will inform the President of the above most secretly as soon
a8 the outbreak of war with U.S.A. is certain, and add the suggestion
that he should om his own inxtiative invite Japan to immediate adherence
and at the same time mediate between Japan and owrselves.

"Please call the President's attention to the fact that the ruth-
'  less employmenl of cur submarines now offers the prospect of compelling
England in a few months to make peace.
ZIMERMANN
\ e — = - e e -
“It had always been his intention tha.t his friends at the American
Embassy should sbare, unofficially, what was 80 essentially an ‘'American’
secret at the first possible moment, and as socon as he had read whe
completed draft he asked Mr. Edward Bell of the American Embagsy to come
and gee him.

"Mr. Bell's first fury at learning that Germany was urging the
Mexicans to 'reconquer the lost territory in Tex as and Arizona' turned,
very naturally, into the belief that it was & hoaz. The Germans had
made some bad mistakes in their time, but this was incredible.

"Hall was able to assure him that the message was far from.being a
houx, and Bell then saild that publication would certainly mean war, and
asked if the message was to be given to the Embassy. Eall expiained that
the Foreign Office had not yet come to a decision vhether the message
should be shown anly to the President or given to the American people. He
asked Bell to tell the Ambassador vhat he bad seen, but at the same time
begged him to meke no use of the information until Mr. Balfowr had made
his decision.

e W W W Mawe
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"For the past week or so Hall had been visiting the Foreign Office
every day tu diascuss methods of handling the telegram, but no satisfactory
solution had been found. Lord Hardinge was averge from uny step which
could 1o3sidly convey the impression in Wasbington that there vas a
chambre noir in the Foreign Office or that the Britigh Government was
endeavouring to influence a neutral state in its favour.”

But by this time Hall had information that the German-Ameriznns in the

United States were extremely active in thelr endeavors to stay the President's

band. He felt that the time had come for immediate action and Formally

pressed for a declsion as regards bringing the Zimmermann Telegram to the

attention of President Wilson. On 28 February he received Bslfowr's suthority

to hdndle the whole matiter as he saw £it. Juwes continues the story:

"Proloaged discussed with Dr. Page and Mr. Bell followed. The
Anbassodor waps in no doubt ahout the best method to adopt +ith regard to
the handing over of the telegram itself. He was sure the effect on the
President's mind would be infinitely greater if the documents were to be
given to him officinlly by the Foreign Secretary, and this Mr. Balfour
egreed to do.

"The vexed questions of an absolute cover for Room 4f; the necessity
for our d>ing nothing on Arerican soil to which the American people could
object; the possible refusal to accent the genuineness of the message, and
the steps vhich would have to be taken in the event of Zimmermeann himgelf
denocucing the telegram as a forgery were not so easlly resolved.,

"The advantages that were to flow from having obtained a copy of the
telepgram in Mexico and not in the United States were now evident. There
was pothing to przvent the American authorities from obtaining their own
cony 1a the Washington cable office, and the fact that the British
Government had officially provided a decoded transeript wculd satisfy
them of its genulneness. But there was still the possibility that the
American Governnent would demand absolute proof, and that would mean
handing over to them de Orey's recomstructed code, whick Hall would never
do.

"Then, on & sudden, a possible solutiocn suggested itself, which was

so oimple that Hall, the Ambassador, and Mr. Bell wondered why it had not
ocourred to any of them befare. If President Wilson, when he exposed the

-u'r-
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telegram, was in a position to state that it had been obtained and
decyphtred by Americans, on American soil, all would be well, and this

could be achieved if Mr. Bell decyphered the measage sent from Washington

to Mexico under deGrey's tuition in the American Embassy, vhich, technically
speaking, was American ground. As for Zimmermsnn's possible denial, it
seexed better to wait until after the exposure defore taking any decision.

"After that, things happened speedily enough. On Saturday, February
24, while the newspapers in Washington were asserting that in official
circles there was still hope for averting trouble, Dr. Page called at
the Foreign Office and was officially handed the message. He lost no time
and within a few hours a cable was on its way to the State Department:

Confidential for the President and Secretary of State.

Balfour has handed me the translation of a cypher message from
Zimnermann, the German Secretary of State for Foreign Affairs, to the
German Minister in Mexico, which was sent via Washington and relayed by
Bernstorff on January 1l9th.

You can probably obtain a copy of the text relayed by Bernstorff
from the cable office in Washington. The first group ig the mumber of
the telegram, 138, and the second is 13942, indicating the number of the
¢ode used. The last dut two is 97556, which is Zimmermann's signature.

I shall sand you by mail a copy of the cypher text and of the
decode into German, and meanwhile I give you the English translation
as follows:

(Hese follows the text as printed above.)

The receipt of this information has so greatly exercised the
British Government that they bave lost no time in communicating it to me
to transmit to you in order that you may be able, without delay, to make
such dispositions as may be neceasary in view of the threatened invnsion
of couwr territory.

The following paragraph is strictly confidential.

Early in the war the BEritish Government obtained possession of &
copy of the German cypher code used in the above message and have made it
their business to obtain copies of Bernstorff's cypher messages to Mexico,
amongst others, which are sent back to London and decyphered here. This
accounts for their being able to decypher this message from the German
Goverament to their representative in Mexico and also for the delay from
January 19 until now in their receiving the information.

This system has hitherto been a Jealously guarded secret and is only
divulged now to you by the British Goveroment in view of the circusmstances
and their friendly feelings towards the United States. They earnestly
request that you will keep the source of your information, and the British
Government 's method of cbtaining it profoundly secret, but they put no pro-
hibition on the publication of Zimmermann's telégram itself.
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The copies of this, and other telegrams, were not obtained in
Washington, but were bought in Mexico.

- I have thanked Balfouwr for the service his Government has rendered
us and suggest that a mrivate official message of thanks from owr Govern-
ment to his would be aprpreciated.

I an informed that this information has not yet been given to the
Japanese Government but I think it not unlikely that, wvhen it reaches
them, they will make a public atatement on it in arder to clear up their
position regarding America and prove their good faith in their allies.

"It was not the case that the British Government bhad cbtiained a copy
of the German cypher code, but it was the explanation Hall decided to give
to the American Government. Risk of the loss of code-bocks wvas being
taken throughout the war by every one of the belligerents, and it would be
mich better for the President to suppose that & copy of the code-book had
come in to owr hands than that, without such assistance, we had been able
to read the messages.

"Hall aftervards degcribed the next few days as the most anxious
time of the whole war for him personally. He had assumed a great
responsibility. Would it be justified? Had he done all that was posaible
to safeguard Room 487 Was there a chance that the Zimmermann telegram
would misfire?

When Ambassador Page sent bis telegram coataining the English text of the

Zimmermann message, he sald:

"I shall send you by mail a copy of the cipher text and of the dscode
into Qerman.

These were sent from London on March 2, but of course could not have reached

. Washington in less than a week. In the msantime, still worried about the

authenticity of the telegram, Washington asked for a copy of the Germah code, as

is evidenced by the following telegram:

4g.
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' Washington, Feb 28, 1917
P.m.
4403, Your 5747, Februvary 24 - 1 p.m. FPlease endeavor to obtain copy
of German code from Mr. Balfour, decode following messages and telegraph
translations. All three messages are dated January 17, signed Bernstorff,
and addressed to the German Legations at Bogota, Part.au-Prince,
and Santiago, Chile, respectively.

(Here follow cole messages.)

Effort will be made to secure coples of all German cipher messages as
far back as possible and if the Department were in possession ¢f the code
there would be a great saving of time and expense. Contents of messages
decoded here would of course be communicated to the British Government.

Publication of Z(immermann)'s telegram to Mexico tomorrow.
LANSING

Page replied:

London, March 1, 1917 - 11 p.m.
(Received March 2, 12¢3¢ a.nm.)

Your 4493, Fetruary 28 - § p.m. The three messages were deciphered
today and are mactically identical. They contain instructions to the
three legations to use a certain variation of the cipher code when
communicating with Berlin. The one to Santiago was to Ye repeated to other
missions in South America. The question of our having a copy of the code
has been taken up, but there appear to be sericus difficulties. I am told
actual code would be of no use to us as it was never used straight, but
with a great number of variations which are knowa to only one or two
experts here. The can not be spared to go to America. If you will send
me copies of B{ernstorff)*s cipher telegrams, the British authorities will
gladly decipher them as quickly as possible giving me copies as fast as
deciphered. I could telegraph texts or summaries in matters of impartance
end send the other by pouch. Neither Spring Rice nor Geunt known anything
about thils matter.

PAGE
Mr. Page's informant was misinformed or was misleading Mr. Page. The code

uged is described by Mr. Page in his original ammouncement concerning the

Zimnermanm telegram:
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The first group is the number of the telegram, 13¢ (sc. in the
Cerman numbering and deting code, in which the group 134 means
"Number 3"; the Zimmermann telegram was therefore messags No. 3 from
Washington to Mexico City), and the second is 13942, indicating the
number of the code used. The last group dut two is 97556, which is
Zimmermaun‘'s signature.

This description tallies exactly with the copy of the telegram as secured
by Mr. Polk from the Weshingtom telegraph office. The message ms in lw
unenciphered German code, snd could be read by any one in possession of both
the telegram and the code book. Nut only was the Zimmermann telegram as sent
from Washington to Mexico City in this unenciphered 13g4% code, but a whole
multitude of messages between Washington and Berlin wers sent 1n the same way.

:Io't;ody cen blame Fall for trying to place around the cryptanalytic feat
every security safeguard he could devise. If necessary he would put off on the
wrong trail anybody bhe thought might Jeopardize security so as to cover the
tracks of Room 44. At the time this bdrochure (hold up the F-M brochure) was
written wve didn't kmovw all the facts--we were using inferences and making
deductions. We sald:

Admiral Sir Reginald Hall, in his affidevit before the Mixed Claims

Commission, said of this code (Claimant's Exhibit 328, p. T76);

The German cipher book covering this system of ciphering ias in
our possession, it having been captured bv the British authorities in
the baggage of a Germen consul named Wasmuss who was stationed at Shiraz
vhile Wasnuss was engaged in an endeavor to cut a British oil pipe line.
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It seems unlikely that u German consul engaged in an expedition to
cut a pipe line should cerry a diplomatic code book in his baggage. -
Moreover, the British copy of 13040 is fragmentary, and gives every evidence
of having been gradually reconstructed in a cryptographic bureau through
the decipherment of messages. A glance at the copy given by the British
to the United States after America‘'s entrance into the war will demonstrate
this fact. This copy contains about half the vocabulatry, but is not a
transcript of part of the code bock, since it comprises some words and
phrases from all +the pages. Some of the identifications, too, are marked
doubtful, An actual copy of a code bock would certainly not exhibit
missing and doubtful sections.

We felt that the etetement that a "cipher book".-or at least some sort of
eryptographic document--was found or captured must ha.'ve contained an element
of truth, but we didn't know Just howr much, and when the British, soon after
ve entered the war, turned over to us a copy of their 13g4# code, they didn't
say anything sbout 1ts having been recoustructed upon the besls of ancther
code that they'd captured. But that'’s exactly what they'd done, as I have
since then esvablished. For iastaence, in Eviag (p. 167) ve read the following:

"When the storm broke in 19li--and before it troke--the country was
fortunate, Ewiag has often saild, in having the office of First Loard held
by a man with the initiative and strength of Mr. Churchill. As First Lord,
Churchill had watched the developmcit of Room 4 with cunstant interest
apd had done much to foster it. It wvas typical of his care and foresight
“hat he spent almost his last officinl hours during the poiitical crisis
in seeing that his successor~-Mr. Balfour--should know fully what those
in Room 4 were doing and what it implied. .

"fo Mr. Balfour's receptive mind, it also made an immediate appeal.
He was quick to see its value, and, for that reason, gave it his continual
attention.

"Apart from the home naval sipgnals, which were their first concern,

Room 4% also intercepted mmch long-diatance . ireless--correspondesce with
Madrid, Athens, and Sofia, Constantinople, and other places. There were
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many messages from German agents in ijorth and South America. From time
to time Captain Hall gave Ewing material -that proved to de pclitical in
origin and substance.

"During the summer months, code-books which had been captured in
the German Coasulate at Bushire, were made use of. Soon it was found that
much of the enemy's diplometic correspondence could dbe read, thus mroviding
& starting-point from which to penetrate; cne after another, the German
Foreign Office ciphers. The correspondence of that office, with its agents
alroad, gave very useful information as to the enemy's intentiqns, and a
good deal of ineight into its methods and psychology."

Note the illuminating statement that the captured material enabled the workers

in Room 49 to read much enemy diplomatic correspondence,- "thus providing a

starting-point from vhich to penetrate, cne after another, the German Foreign

Office Ciphers."

Admiral James, ‘o0, gives us mmeh more specific and valuable information on

’

this point:

"In April something of even greater importance happened. There came
into Hall's hands a copy of the German diplomatic cole~bpok-treaswre trove
from Persia.

"How this book reached fiall is one -of the strangest stories of the
var. A naval officer, invalided from the Persian Gulf, came to Hall one
day and told bim about a raid on the Abadan pipeline that had been planned
by & German vice-consul, named Wasmss. News of the impending reid was
received in time to attack the raiding party in their camp, and the
German vice-consul got awvay in his pyjames on horseback, leaving his
baggage bebind. Hall was quick to see that the bvaggage might contain
useful information, and, as a result of his inquiries, it was found in
the cellars of the India Office. He sent over Mr. Cozens Hard, who was
then working with him, to examine the baggege, and he returned with the
cde"bOOku

"The code-book was the one used for messages between Berlin and Madrid,
and Berlin end Constantincple, end it was via Madrid that the German Foreign
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Office sent their messages to their diplomatic representatives in North and
South and Central America. Ever since the special stations had been inter-
cepting German wireless traffic, a contimual flow of messeges, which from
their constructions were obwviously not naval messages, had been sxriving
in Room 49, and had been stowed away in cupboards. The time had come to
retrieve these piles of messages, sort them, and begin work on them."

With the aid of our al;le arch:ivista Itve been able to dig out of the old
files of World War I German Code 13¢4J; here it is. It's an mtezéstm;
document .

Bub to get back to the Zimmermann Telegram itself again, you will recall
that .I said it was published in all the importaat newspepers in tle world on
Mareh lst, 1917. In pro-German circles the telegram was immediately denounced
as a forgery. After acrimonious debate a resolution was pegsed by the Congress
that the President be asked Lo state the sowrcc of the information. He replied
the ssme evening through his Secretary of State as follows:

"The Government is in possession of evidence which established the
fact that the nole referred to is authentic, and that it is in the
vossession of the United States, and that the evideace was procured by
this Govermment duwring the past week, but that it is in my opiaion
incompatible with the public interest to send ta the Senate at the
present time, any further informetion in possession of the Govermment
of the United States relative to the note mentioned in the resolutiom of
the Senate.

ROBERT LANSIHG, "

"This utterly disconcerted the mro-German press, and most of these
newspapers were farced to recant. Yeb, in private, the wvord 'Corgery!
vas still being freely used, and it continued to be used until, late
on the evening of March 2, the German official wireless contalned
Zimmerwann's frenk sdmissicn that the note was genuine:

Sl
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"The American Press coutains reparts about instructions from the
Ministry of Fareign Affairs to the Cerman Minister at Mexico City in
case Germany after the moclamstion of unrestricted submarine warfare
should fail t0 keep the United States aeutral.

"These reports are based on the following facts:-

"After the decision taken t0 begin unrestricted submarine warfare on
February 1lst, we had, in view of the previous attitude of the American
Government, to reckon with the possibility of a conflict with the United
States. That this calculation wvas right is proved by facts, bVecause the
American Government gsevered diplomatic relations with Jermany soon after
the proclamation of the barred zone and asked other neutrals to join in
this demarche.

"Anticipating these possibilities, it was not only the right dut the
duty of owr Government to take precautions in time, in the event of a
warlike conflict with the United States, in order to dalance if possidle
the adhesion of owr enemies €0 a new enemy. The German Minister in Mexico
wvas therefore, in the middle of Jamary, instructed, should the United
States declare war, to offer the Mexican Govermment an alliance and arrange
further details.

"These instructions, by the way, expressly enjoined the Minister to
meke no advances to the Mexican Goveroment uniess he knew for a certainty
that America vas going to declare war., How the American Goverament
received information of instructions sent by a secret way to Mexico is
not known, tut it appears that treachery (and this can only be the case)
has been committed on American territory.”

In short, Herr Zimmermann tragenly admitted he'd sent the telegram amd

he made the foolish apology for his inept conduct. Thie was his second grave

error because if he'd been really smart he would have dencunced the telegram

as a forgery, a fraud, the product of British duplicity and chicanery--even if

only to smoke the British out and meke them prove the authenticity of the

telegran by disclosing exactly how the message and the information contained in

it ha.q Yeen obtained.
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How could such & naive man as Herr Zimmermann was rise to be head of the
Foreign Office of & great and powerful stste! It will hardly astonish you
that Zimmermann continued to use Code 13¢4P--and that he scon lost his Job as
Foareign Minieter.

"American reaction to the publication of the telegram can be seen in
& meagage sent to Hall by Geunt on March 6:

GAURT TO HALL.

"On the Friday night March 2nd I was the guest of the 'Round Table®,
wvhich of course if the bottest stuff in New York in that line: it comaists
of about thirty membere, and about eighteen attended. Choate was in the
chair, and Root, Wickersham, Olin, Milburn and other men of that type were
in the party. After dinner they all drew their chairs up round the fire and
went for me, Choate copenly saild that the Zimmermeunn note was a foargery,
and was practically unanimously suppxted by the whole bunch. I pointed
out, that both the President and his right hand men hed given their word that
they knew it was not, and that it should be accepted as genuine. Choate
then said that he thought a committee of Congressmen and Senators should
be given the proofe, and I stuck to it that it would be most unwise wvhere
men's lives were involved to give any details to men like Stone, Follette,
O'Garman, etc., and that turned the tide in my favour. They had to admit
that I was right. Root then turned to me end asked me if I was satisfied
that it was a genuine thing--and at the same time Choate asked me point
blank vhether I knew anything about it. I objected to the latter question,
but as my reply left them fairly comvinced that I did know, I then told
them that informaticn had been conveyed to me Yy U.S. authorities, that
I wvas satisfied that the note was carrect, and a little surprised thet
they should cross-exsmine me ca it instkad of accepting the word of their
President. That carried the day completely. The above is an 1llustration
of the way it was received over here, ninstéen cut of twenty men believed
it wvas a foargery, and had not Zimmermenn come out with his statement on
Saturday, I think it would have done us a great deal of harm. As it was,
it was a complete success, because Viereck, Ritter and all the rest of
the lnkslingers Just had time to get their yarn into the papers, pointing
out how obviously it was a British fakk, wvhen Zimmermenn's statement
knocked the bottom out of everything.”

™When, during the subsequent dekate in the Senate on the Armed
Neutrality Bill, only thirteen oppnnents could be found, Hall felt
fairly confident. This *little group of wilful ment!, as the President
called them, were able to talk out the measure, but the fesling of the
American nation had been shown in no uncertain manner,

-
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"War wes inevitable, but Hall was etill a prey to anxiety lest all
his efforts to safegusrd Room & would mrove to be insdequate. He Xnew
the Germans would make strenuous efforts to discover the truth. It was
important to prevent publication of the German text of the message in its
entirety, and this Hall was able to do. Dr. Page wrote to lansing:

"The authorities directly concerned would prefer that the German
text should not be published, as its publication in entirety would
indicate that our Government or some other parties are able to decypher
the Qerman code used in its transmission from Weshington to Mexico and the
Germans would then cease using it elsewhere. This is information which,
judging by Zimmermarn's reported statements, they may suspsct would be of
great value to them. At present the Germans cannot know exactly vhare
or how the leak occurred; for all they know a copy of the message may have
been lost or removed from the Jerman Exbassy in Washington, or the leak
might bave occurred betwveen Berlin and Washington.

"Ware serious doubta being cast in America én the genuinensss of
the instructions to the German Minister in Mexico the avthorities here wight

reconsider their position, but as Zimmermann has admitted their geuuineneass
in the Reichatag this can hardly be the cage.”

That is vhat Hall greatly feared would happen~-twt his fears twrned out
to be groundl:us.

Actually the first lifting of the curiain of secrecy was very gentle; it
was only & veiled hint, ia fact. So far as I've been able to learn from sareful
research, it occurred in a lecture on 19 July 1921, only 4 years after the
events we are considering happened. The lecture was delivered on the occasion
of the granting of an honorary degree to Sir Maurice Hankey, G.C.B., secretary
of the Comuittee of Imperial Defense, by Ldinburgh University on 19 July 1921.

I quote from his address on this nccasior as reported in the Scoteman of
Edinburgh, on that date:

 rnere was one other name to which he wished to refer, Sir Maurice said.
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There were some in the war who at all times were in the limelight; there were
X others who worked in obscurity. There was no name which deserved greater honowr,

and no man did greater service in that category to his country than their

]

Vice-Chancellor and Frincipal, Sir Alfred Ewing.

This vas Just & little lifting of the veil. The next lifting of the veil,
g0 far as I have been ;.ble to ﬂ-nd, wvas in a similar sort of lecture about two
years later, vhen Mr. Lloyd Gecrge, on the occasion of his address as Loxd
Rector of Edinburgh University, made the following remarks responding to a
';cut. These I quote from the Bilnburgh Morning Post of 2 March 1923

"University's Contribution to the War.

"In the afternoon M. Lloyd George was the guest at luncheon in the
Student's Union. There was a company of about 2¢§, presided over by
Mr. A. J. M, Butler, FPresident of the Union.

"Mr. Lloyd George, in responding to the tceast of his health, apoke
of the great part the University had played in the war, not only by the
contribution of her sois, dut in the realme of science. In the end the
btraing of Britain's Univerasities beat those of the Germans. Their
Principal's discoveries, the organisation which he set up, what he
discovered by means of the oarganisatioa, Yrought to their knowledge
things without which the Fleet could nol bave operated successfully;
without which it would have becn difficult for the anti-submarine

¢ campaiga to Le carried out. 'I say more then that.' (coatinued the
speaker). "It is his work that gave us the infarmation which ultimately

brought America into the war. (Cheers) That stary will one day be
told, ™

And about four months later . Chwrchill, one of those upon whos

Edinburgh University was couferring honorary degrees, said the following, as

reported in The Scotsman of 12 July 1923:
- - .58-



(74N

. REF ID:A62864.

"Concluding Mr. Churchill paid a tridute to the chairman, (Prof.
Bving) for his services in the Admiralty. The Vice-Chancellor, he said,
mede a contribution to the affairs of the Admiralty, and to the fortunes
of the State, which might almost be called inestimmdie, if only from the
fact that it had never been recognized. Dwring the war no one did his bit
more tharcughly in the whole of the vast building in Whiteball tban Sir
Alfred Bwing."

There followed a2 muich more revealing story in the Hendrick account published

in the November 1925 issue of Warld's Work; 13-14 years later the son of Alfred

Ewing published his book entitled The Man of Room 4} and Pinally, 4§ years

after the event came Admiral James' book. I've used all these sources.

But now I can add a few detalls which may be interesting in connection
with the German diplomatic codes of those days.

The German system of distributing various codes and ciphers provided the
embassies, including the military and naval attaches, with firet-grede two-part
codes of 10,000 groups. There were about ten different ones, for separate
geographic areas. Legations and consulates were provided with second-grade
codes vhich were apparently all derived from a basic large one-psxrt code by
shuffling or randomizing whole pages of 188 groups, and by a similar sort of
shuffling of blocks of 10 on each page. There were several such semi-randomized
or derived codes; one for the llear East, for sxample, known as Code 89736, was
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the one captured from Wasmuss, or, &s Cmdr. Denniston called him, "Mr. VWhat
Must®. Ancther version, known as Code 13848, wvas for Western Hamisphere commmica-
tions, and that is vhy that code was used for the Zimmermann Telegram when
Bernstorff in Weshington was obliged and regarded it as his duty to forward

the contents of the ariginal version of the telegram, a version that was in one
of the first-grade 19,0f¢-group, two-pert codes known as Code 75§, Why d1dn't
Zimmermann send the message from Berlin directly in Code 13048, instead of mmking
Bernstorff repeat it in another code. I don't know the answer to that. It’s
posaible he did but I very much doubt it. You might msk whether it couldn't have
been in its 130%¢ clothing when it was sent via "the Swedish Roundabout".
Bernstorff says in his book, Three Years in America (192¢), p. 388:

"I had nothing to 4o with the Mexico telegram, vhich took me completely
by swrmrise. It was addressed, in the usual way, direct to the legation
in Mexico, and passed through the Fmbassy at Washington on the same dey
on which I received the notification thet the unrestricted U-boat war was
to be declared. I had neither the right, nor was it my duty, to hold up
the telegram, although I disapproved of its contents. But even if I had
held it up, I should have served no useful purpose. As I aftervards heard
from a certain Englishman, there was an office in England vhich deciphered
all the telegrams which we sent over the English cable, and this office
placed all their intercepts at the disposal of the American Government after
the ruptwre of dinlomatic relations. There is nothing surprising in this,
for we alGo deciphered all enemy telegry '~ which we were able to intercept.
Nowedsys there is no cipher which is absolutely safe, if it has been in use
for gome time. At that time, hovever, I 441d not know that all our cipher
telegrams were being read by the English. If, therefore, I had held up the
Mexico telegram in Washington, its contents would have been revealed to the
American Government by the English, nctwithstanding, and no one would have
believed that the message had not been forwsrded in soms way to Mexico.”
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Don't you think Bernstorff's remark that he felt it his Quty to forward
Zimwermann's message to Eckhardt and that if he bad held it up in Washington
its contents would nevertheless have been revealed to us by the English-- doesn't
this practically establish the fact that the code in which it came to him was

in Code 759¢ and in that code only? I think it does. It also establishes

the fact, I feel sure, that if the message really had been sent via “the Swedish
Roundabout" it was in Code 7589 and was an exact duplicate of the message he
received via the State Depeartment route.

By the way, I think you may be interested to learn that a little further
on in his book Bernstorff saysi

"From the experience gained duwring the war, we have learnsd that the
diplomacy of the future will never be allowed to rely, for important matters,
upon the secret of a cipher; for skilful experts are now able to discover
the most complicated code, provided that they are able to intercept a
sufficient number of telegrams.”

I'll add a final word on the point why the Zismermenn Telegram wvas sent
from Berlin to Vashington in Code 7588 and not in Code 13#43. I think it was
done far reasons of economy in time, labor, and momey. Zimmermenn wanted
Bernstorff to know what he wes cocking up with Eckhardt in Mexico City. Why
send two separate telegrams--one to Eckhardt and one to Bernstorff? Why not

Just one to Bernstorff and give the latter the hesdache of re-encoding the text
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and forwarding that text (in 13¢48) to Eckhardt. Save money that way, wouldn't
he. VWhat did Zimmermann knlow about cryptography and the danger of sending out
the same text in two different forme? Nothing, cbviously. Note how the criginal
message from Berlin astarts:

"Most Secret. For Your Excellency's perscnal information and forwarding
t0 the Imperial Minister in Mexico by & safe route.”

All the dats I've given you prove, I feel quite sure, that the Zimmnermann
Telegram was never seat from Berlin either to Wasbington or to Mexico City in
Cole 13849, Ead Bernatorff not forwarded the contents of the message in 7588
it 18 very doubtful in my mind that the notorious Zimmermann Telegram would have
‘been decoded in qearly so short a time as it was. Also, the zolution of Code 7504
would have takea more time--the possession of the 13844 imolog rust have helped
& great deal. In short, the circumstonces, cryptologic snd diplometic, and the
comminications systems were such that the contents of the Zimmermean Telegram
were digscovered Jjust in the anick ~f time.

Code 39726, the one captufed Crom "Mr. Vir% Must", was used in Persia and

the Hear East. Tue British hod copies of “raffic between Berlin and Persis. It

5T~




. REF ID:A62864 .

is curious that even then the Germans didn't feel too safe in using it because
they used a string of 7 $0 17 or more digits as an additive for only the most
secret parts of the telegrams. The British aclved thoee adderz, too, dut they
never found out how Berlin sent them to Persia. It may of course be that the
Germans didn't fully trust the code clerks and only the Consul or Minister
himself had the adders.

Since Room 4 possessed 89736 all traffic received was of course readable
and much ugeful information in the Middle East was obtained. But the workers
in Room 4@ noted the appearance of 13649 st first in intercepted letters to sud
from various legations in South America, and later, after they had discovered
the linison between Berlin and Stockholm, they began to collect enough cable
material to start research on this new book, and a very small staff, including
de Grey and lontgomery undertook this work.

They vere ol rourse familiar with 89736 and soon ceme to the conslusion
that the new book was of similar construction but shmewhat shorter. Mush material

vas necessory to complete the solution of the bock, es every new group identified

required confirmation.

=58



. REF ID:A62864 '

Thus, until all the scrambling of vpoges and blocks of 14's on pages had become
unscrambled to produce a clean and straightforward cne-part 13048 code, much work
bad to be done and there had to be a good accumiletion of material required far the
confirmations of correct numbering of pages and blocks on the pages.

I told you scme minutes agc that Sir Alfred Ewing, the man who organized Room 49
end got the work golng so successfully, left Room 48 two years later to return to
his old Uni;rersity of Edinbhurgh, wlicre he now toock office as Princimal. In Ewving's
son's book sn episode is mentioned (p. 297) which may interest you:

"Some meabhs after (the American declaration of war ou Germany), when
Page was veiog presented ot Edindburgh with an honorary degree, Ewing wes
amused, but aot at all surprised, to find that the Aubassador knew nothing
of his connection with Room 4. Nor wes he enlightened--although they had
a 'delightful telk on other matiers'."
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LECTURE NO. 3

MAKING THE MOST OF A CRYPTOLOGIC OPPORTUNITY.

PART 1

Introduction to the Walter Cronkhite Television Story Entitled

"The Secret Message that Plunged America into Wax "

one of the episodes of his "You Are There‘’" Program

presented over the TV network

on

1957.

I imagine that for many of those present this morning the name Alfred

Zimmermann, German Minister of Foreign Affairs in Berlin in the years 1914%-1917

is not one that arouses much interest; in fact, I doubt that the name means

anything to most of you. Yet, this gentleman, of whom I find 1t difficult to

say "may his soul rest in peace", was the diplomat whos'e‘@lumsy and}unimginative

conduct of German foreign effeirs in the three critical years I've- mentioned M"‘a&-
Abrought the United States of America into World War I as an active belligerent

ot < -~ r%'fﬁu Mwm%ag%a dxy%»aﬁud«gwm

on the side of the Allies The might of the United States could easily have been
thrown on the other side--during the critical months of the year 1916--had
Zimmermenn been more astute. The consequences of such an event can hardly be

imagined. I would be an understatement to say that possibly the course of

history would have been changed in a spectacular manner.
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What did Herr Zimmermann do or fail to do to merit so strong a statement
as the one I've just made? What he did was to send a telegram on 16 January 1917
to the German Ambassador in Washington--a telegram which was in German enciphered
code and which was intercepted and solved by the British cryptanalytic unit in
London. What he failed to do was to see to it that the cryptosystem that had to
be used to encrypt his messege was technically sound enocugh to protect its
contents. He did and failed to do something else in connection with his now
famous message--but of that, more later.

In order to prepare a proper background for the Zimmermann Telegram of
16 January 1917--that's what it's called in history--I should give you a brief
word-picture of the situation from the outbreak of the war, on 1 August 191k, up
to the day the telegram was sent. The picture I'm going to depict is a conden-
sation of the excellent stary set forth on pages 22 and 23 of Admiral BSir

William James' book entitled The Eyes of the Navy, published in London in 1955.

By 1914 England had become so dependent on sea-borne imports that her people
couldn't live, let alone wage war, for more than four or five weeks after her
sea-routes were broken. Keeping these routes open was therefore the principal

task of the British Navy. On the other hand, her principal enemy, Germany, was

-2-




REF ID:A62864

not dependent on sea-borne imports, so that the British Navy's historic function
of arresting an enemy's sea-borne trade lapsed after German shipping had found
refuge in neutral ports.

There were then the British Grand Fleet and her hardly much infericr protsgonist,
the German High Seas Fleet, glaring at each other at a distance, and, slthough the
Grend Fileet was becoming impatient and spoiling for a fight, the Cermans didn't
dare risk their fleet in major battle, confining their attacks to sporadic forays
Yy fast units and to minelsying.

German hopes of guick victory were shattered when trench warfare in France
brought things to a stalemate, and with the passing of each month it became clear
that there could be no victory for Germany unless British overseas trade was cut
off. Someope high up in the Government then had what appeared 1o be a good idea.

The success of the German small sub flotilla of 1914 pointed the way out

without risking their High Seas fleets ard the good idea was to give highest

priority to dbuilding submarines and use them to destroy British and all other

shippang to and from the British Isles.

Now it happened that civilized rules of maritime warfare required that no

merchant ship be sunk without warning, and tefore the crew could take to life
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boats. Observance of these rules had hitherto been required by both belligerents
but for Germeny this of course severly reduced the destructive power of their
subrarines and from time to time their commanders were ordered to ignore them in
the case of the British merchantmen. But there were bound to be mistakes and the
ships of neutrals were sunk. This brought a wave of resentment against the German
Government and there were acrimonious notes to that government, especially from the
Armericen Government, when her ships were sunk and specious excuses were given for
such sinkings. American antagonism was heightened by the discovery of plots and
sabotage activities of German agents in America.

The powerful German submarine cffensive in 1916 soon began to take a dreadful
turn for the British when the daily toll of their shipping losses was so0 heavy that
unless some new tide set in -- or unless the United States of America could be
dravn into the wer on the Allied side -- there could te only one end to it, and
that end would come soon.

The problem then was two-fold: (1) To labor prodigiously to gain mastery over
the German submarines, but this, 1t was recognized, would be a slow, a very slow,
process; (2) to try not to irritate or antagonize the United States and certainly

not to exasperate America as the Germans were, in the hope that the latter would
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sooner or later, the soonér the better, goad the Americans into joining the war
against Germany. The British were fortunave in both respects. It turned out that
thanks to the tremendous exertions of British shipbuilders, scientists, and sailors
mastery over the submarines was attained but not until early in 1918. With this
phese of the British problem es I've Just stated it, we shall not concern ourselves
tcday. It is with the other phase of it that my talk will deal.

Let's see how the Germans behaved so as to outrage practically all Americans
and meke President Wilson ask Congress to declare war on them.

During the first year of submarine warfare the German Government respected
the rights of neuiral nations but when faced with the prospect of losing the war
unless all imports to the British Isles were cut off, it made a fateful decision.
On 1 February 19.7, it announced that as of that date German submarines would
sink at sight ALL ships met on the high seas.

What did President Wilson do on receipt of the Germsn proclamation? Why,
on 3 February he informed German Ambassador von Berustorff that his cereer in the
United States was at an end--the United States had severed diplomatic relations

with Germany. Von Berustorff wasn®t given much tire tc pack his belongings and

go home.
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Of course, Britain had hoped tha%t the United States would now join the wer
against Germany. The American position was quite humiliating tecause it was clear
that she could not give her own merchantmen any proiection whatever, that is, she
couldn’t without going to wer and President Wilson had promised to keep America
out of the war. Hence, after the German declaration of unrestricted submarine
warfere Americen ships kept within American harbors becsuse they were afraid to
leave and be,come helpless victims of submarine torpedoes--with large losses in
life to be expected. As I've said, President Wilscn was determined to keep America
out of war; jJust like the Scandinavian and certain other countries in Europe were
keeping out of it. But his position was a very difficult one; his own ambeassador
in London wrote ain his diary:

"I predict that the President cannot te made to lift a finger
for war--until the Germars should actually bombard cne of owr ports. It's
cowardice or pacifism that holds him back every time--Jeffersonianism."

On the whole, American sympathies were with the Allies btut the feelings of
a large Germen-American population had to be taken into account, especially when
British high-handed action, every once in a while, severely prejudiced their case.
So the U.S. official attitude and position was, as I‘ve indicated, very difficult.
One writer, commenting on President Wilson's conduct, said that he "was hesitating

on the brairk of war, reluctant to plunge into 1t, clinging painfully to the idea
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of strict neutrality wbich seemed to be almost a part of his religion."

But maybe a bat of politics got mixed up with the religion because, as
some of you may remember, the Democratic slogan for President Wilson's campaign
for a second term was "he kept us out of war". And let's not forget the other
famous explaration he gave for keeping out of war--his statement that "there is
such & thing as being too proud to fight!"

There was another factor we must keep in mind. For a large part of the
United States, especially the Middle and Far West, the war in Burope was 3,506
miles acrcss the Atlantic--it might as well have been on another plaret so fer as
the people who lived in those parts of our country were concerned.

Then came the "cryptologic opportunity” which formed the principal part of
the title of my talk this morning, and which, overnight, it seems, the episode
involving the interception and solution by the British of the Zimmermann Telegram
entirely changed the picture.

Now, historians may disagree as to why the United States vecame a belligerent
in World Wer I; some of them even believe that we went in on the wrong side. But I
think that most historiens would now agree that it wes the solution of the Zimmermsnn
Telegram and the brilliant way in which the British used it that brought the Unived

States into the war when she wes brought in, and brougd in on the side of the Allies.
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The whole episcde is replete with drams, and it has been reported in a really
drametic menner on a recently preseated TV program that was one in the series of
kistorical episcdes recounted on Walter Cronhitets "You are There!"™ Some of you
may have seen it when the program was presented "live"; some of you may have seen
it as recorded on motion-picture f£ilm, a copy of which I*ve borrowed from the Office
of Training and that film we now are about to see and hear. I'd like to add that
the Zimmermann Telegram of 16 January 1917 was the subject of a redio broadcast
by the British Broadcasting Corporation only as recently as 26 May 1958. I'm
trying to get a transcript of that broadcast. I mention this to show you that
the Zimmermann Telegram is quite a live subject today--42 years later!

Now let's have Walter Cronkhite®s "You are There!" account of the Zimmermann
Telegram episcde which he presented under the title "The secret message that

plunged Arerica into war."
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