Gentlemen, this pariod wvill be devoted to the subject of commmications

seturity, how it cax be established and mintained.

Theawn @ four years ago thare was being homtered into our ears over the

radioc in Washington & slogan concarned with sutomobils traffic safety. The

slogan vast ‘“Donft learn your traffic lawva by sccident.” I think the alogan

ugaful as & sub-title for my talk but I'11 modify it a little--"Don't lemrn

your COMSEC laws by sccident.” I begin my talk by resfiing tha Webster

Dictiocomry darinition of the wurd “"accidext”™. I know, of course, that perhaps

only » few of you will ever be directly cucerned with COMSEC duties, tut as

potential tutura commndars of fighting waits the definition of the word

"ascident” should be of real iuterest in connsetion with with will be said in

A momnt or two, 30 I will reed Webster's definition if you will bear with me.

"Accident: ILdterally s befalling; an event vhich takes place without

one's foresight or expectation; an undesigoed, sudden and unexpscted
wvent, hence, often an undesigned or wnforsseen occurrence of an
afflictive or uafortunate charncter; s nishap resulting in injwry to a
pirson o damege to s thing; & casualiy, as toc die by accident.”

I will now make the definition releva.nt 'by reminding ou of a. minor

but nevertheless quite
Xymedmprakx fao-okickme Saihiccayx remindiongyrossoondc oot RRm Onto M YRR ki gtk e
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iwpartant episode of the var of the Pacific during World Wer II, and I will

introduce the account of that episcde by saying that: During the var the

accompanied by a good many VIP's,

Aoxwneest Journeyed seversl times half-way around ths world to attend speclal

aokioge ek conferences. They appsrently could go with safety almost anywhbere .

They met

vith no acoidunts. On the other hand, the Japapese Commander-in-Chief of the
Cowbined Fleet, Admiral Isoroku Yamamoto,went on sa inspection trip in April
1943, the sequel to vhich may be smmarized by an official Japanese Navy
communique resding in pexrt as foilmz
"The Commarder-in-Chief of the Coumbined Fleet, Admiral Isorcku
Yamsaoto, died un hercic death in April of this year in air combat with
the suemy vhile directing operations from & forward position.”
;h is often the case, the communique did not ﬁll_.thﬂ whole truth.
Yamawmcto 4idnt't die in air conbat with the enemy whlle directing operstions~-
- be wmet with an accident. I don't know who Tirst used the following terse
maybe 1t was Jimmy Walker, then Mayor of New York City,

statement/dut it is decidedly applicable in this cuse: "Aceidents dontt happen,

they sre brought sbout”. U.5. Navy commmications intelligence axperts vere quite

regularly reading practically all the Japanese Navy's messages because its crypto-

Y oaa.n.

- LA CLt e r e ‘o,

systems were not secure In the case of Yamamotot's inspection trip our Navy had
Sutc-SerpalwdcAemtateios sxosobeds e spxhocesxedoord e ool ammrryr b
his schedule down pat to the day, hour and very minute Tieziovew i hexonis
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whercheuterde searepakax They also knew what his air escart would be, and
#o on. It wvas relatively easy to bring about the “sccident" Yamamoto vas to
sutfer, wal {t's obvious that his death vas no accident in the dictionary sense

of that woard--1t was brought sbout

yaxctkaer obiatrex Tumkecaicorregredmmel -ty e SN EIEOL RN MR CL IR0 ARR R

normetd becaoss his commnications were insecurs. The Ysmmmoto incident
later gave riss to a scmevhat amusing exchange of TOP SECRET telegrams between
Tokyo and Washington, and after the war was all over certain of them turned up

in the Forrestal Disries, from which I will now read (Page 86):

. “The formal surrender took place ob the deck of the U.5.5. Miasouri

off Tokyo Bay oh Beptenber Znd. The mood of sudden relief from long axd
' breaking tsasion is exemplified by an swusing sxchauge s fev days later "

of urgent TOP SECAET telegrams which Forrestal yput into his &fary. In
the sotbhusiasm of victory someons let out the story of how in 1943
AMuiral Ysmsmoto, the Japamase Kaval Comsmnder-in-Chief and architect
to the Pearl Harbor attack had been intercepted amd shot down in flames
a5 & rasult of the American ability to resd the Japanese codes. It was
the first public revelation of the work of the cryptamlytic divisiocn
and it Brought an anguished cable from the intelligence ualt already
angnged at Yokohase iz the interrogation of Japansse Naval officers,

-3.
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Yammoto story in this moxraing's paper bas placed ouwr activities in

vary diffisult posfition. Have meticulously concesled our special
knowlsdge, ve oow becoms ridiculous.” They were even then questioning

the Japansss officer vho hal been responsible for these coles and he was
hinting that in the face of this disclosure he would bave 1o commit
sulcide. The cable continued: ™This officer is giving us valusble
infarmmtion oo Japanese cryptosystems wnd chammels and we do not want him
o any of our other promieing rospedts to commit sulcide until after next
wetk vhen ve expect to have wilked them dry...."

Washington answered with an operational priority T0P SECRET dispatch.
owr lineal powition cn the liast of those who are enberrassed by the
Yamamoty story is 5,69R. ALl the people over whose dead bodies the story
vas going to be published have been Waried. All possible schemes to
localize the daxegs bave bwen conazidered but nons appesrs workable.
Buggest that only course far you is to deny knovledgs of the story and
say you 4o not uMlerstand hovw such a fantastic tale could have been
invented. This might keep yowr frisnd bappy until sulcide time next week
which is about all that can be expected."

Iut oot many years passed hefore the Japanese began to realize whelcodnadx

why and how what had happened to them had come about, and recently published books
PO 0 e o ) ‘ e IEREN I B

LN

by Japanese
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Havy officers come out quite openly with statemsnts attributing their defeat to
pocr GOMSEC on their part, and sxcellent Amerdcan COMINT and COMSEC. For exauple,
there is Captain Fuchida's bock entitled Midweys The Battle that Doomed Japan,
Chapter YIII, p. 131;
"I Muiral Yamemoto and his staff were vaguely disturded by
persistent bad weather and by lack of information concerning the doings
of the emmxy, they would have been truly dismayed had they known the
actual enemy situation. Post-war American accounts make it clear that the
United States Pacific Fleet knew of the Japenese plan to invade Midway
even befare owr forces had startel from home waters. As a result of some
amging achievements of American intelligance, the enemy had succeeded
in bréaking the principel code then in use by the Japenese Navy. In this
way the enemy was able to lesrn of our intentions almost as quickly as we
had determined them curselves.”
{Hexre as an aside vhat Wenger told ms to disbelief in decrypts.)

It is hardly necassary to tell you that with the sdvances made in the
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invention and davelopment of bLisessnyomsenwy ikbormewbeosed wespons of warfare,

0ld "
including commmication systems, the/so-called,"pencil-snd-paper ciphers™, the

hand -opérated smmll cipher devices ??She codes xnivanlexguians of former days became
Yoo e rXyrasacbhacrpmsadodk sod-HomhaokaooX jopgeace xioe vher et dndwed
completely inadequate. Militery, nssval, sair, and diplometic cryptographic
coamnications bhad to be speeded up; and obviocusly the roced along which erypto-
puptanexingoal development bad to travel was that vhich, by mecksssesioer

or electronic
slectro-machanicnl/apparatus, apeed in crypto-commnications would at least begin

to approach the ever-increasing speed of elecirical commmications. Sescawedoxboxi

Ssaarernis oot w ko seadc: Tanmmodx koo SCEIRS & KRS IS WP S OB O AN
mavonr: e famrn il add Mt xXoxduad: softad. And it me remind you that the impetus for
devising and developing betier nadcfosier mesns for crypto-communicetion came
not only from the need for speedier orypto-apparatus dut also--and perhaps wore
iwportantly--from the oeed for much greater security in those communications,
which wers nov largely by radio and were tharefore susceptible of interception
aod study by the enemy. Andgedewckiionddx Greater security was needed because
thecmsspersnd’ cryptanalysis had beesn made much mors effective by advances in
that sciemce, sided by new cryptanalytic tools,

A brief history of the invention and development of crypto-devices,
crypto~-mechinery, asd crypto-apparatus will therefore be of sowe interest. We

will proceed now with soms alides,
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Aside from the much earlier Scytale used by the anclent Greeks, the earliest

¢ipher device known %o history is the cipher disk, first described by an Itallan

4g,

oryptographer named Alberti, who wrote a treatise on ciphers in Roms about 1474,

Bikaechitc Soascolirn i Roac:: o LXTrAogeapiny: dited oo il poss s x

The next slide shows a similer sort of vheel which appeared weny years

A

later in & book by another Italimn cryptographer, Porta, who recommends the

B &

use of the cipher disk with keywords., I have the Porta,with me.

A5 The mext slide pictures the U.S. Army Cipher Disk, which was used in the

period 1914-1918, and which follows exactly the same principles that Alberti
recommended. It seems 4o bave taken ¢ long tlme for the Signal Corps to get
caught up with Alberti!

47 Kow I know it takes a long time to nurse a patent through the United States
Patent Office, but Alberti's device vas finally petented in 1924k, Here 1t is.

Hext is a picturs of the Wheatstone Cryptograph, the first resl improve-

A
ment oo Alberti‘s device, I have the only copy in the United States, maybe in
the vorld, and I've trought it with me. Sir Charles Wheatstone interested himself

s

in oryptography and invented his device in the lmtter part of the decade 1876.
It is not Juet & simple cipher disk. It consists of the ordipary elphabet on
the cutside and an alphabet on the inside, the latter being & mixed sequence;
but there is one sdditional important femture--the alpbabet on the outside contains
27 places, the aoe on the inside, 25, There is a differential gear in the device

8o that as you encipher a wmessage and twm the big or "minute” hand to the letters

td the plain text, the small or “hour® hand advances one step for esch complete

-7
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revolution of the "minute” band, just as in a clock. At the close of this period
those of you who would like to examine the device may d0 so.

Nov in 1917, in casting about for a field cipher device for use on the
Vestern frout, ouwr British allies resuscitated Wheatstone's principle, embodied
1t in & little different mechanical Zorm, and made thousands of them. Here is
one of them and here is an Awmerican copy of the British model. It has a 27-unit
salphabet on the ocutside and a 26-unit one on the inside; but there is now one
sdditional and very iuporteant feature. You will notice that both alphabets can
govw be made variable mixed sequences, whereas before, in the original Wheatstone,
only the ioxuer alphabet could be varied, In fact, a good many vere Just about
€0 be issued to fisld units, not only Britisn but also French and American. Ald
forces wera to use it. BPut even before they could be put into use it was shown
that the security of the device wvas lnadequate sand they were withdrawn. I had
scewthing to do with dewonstrating the insecurity of the device and when I
reachsd American GHQ in France about three months later I found I wasn't a bit
popular with certain British, French and American cryptologista. Reliance
eomntinued to be placed in codes.

Next comes the cipher cylinder A French Army reserve officer, Commandant
Bugeries, tried to interest the Freuch Army in a device which he called the
"Cryptographe Cylindrique™, or ¢ylindrical cipher. Nis device consisted of
& series of disks with a central hole so that they can be mounted upon the

shaft; each disk Years an alphsbet (of 25 letters ia this case) in disarranged

B
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ssquence, and the mixed alpbabets sre all different, each bearing an identify-
ing letter or sumber for sssembling them upon the shaft in some key order, so
that the correspondents have the same seqguence of disks on their cylinders.
You put your message into cipher 24 letiers at a time (because thare are 29
rings), by rotating the rings to align the letters of your plain text
horizontally, vhersupon for the cipher text you can choose muy other oue of
the other Zi-rowva of cipher text. (Daszeries used a 25-letter alphabet.)

This principle ssemed to be & very good one and messeges in it appearsd to

be quite safe, but Bazeries never got anywhere in his attempts to get the Army

S

¥

to adopt any of his ciphers.
et 3 sk seacdcd s RinEgFETR,

160
Lo 1 In 1915, an American Army officer, Captain Parker Eitt, about whom I have
told you, concelived the crypto-principle of the clpher cylinder independently.
He knev nothing about Baxeries. His device, however, took the form of strips,
you see. This was Hitt's very, very crude first shot at it, and, ss a gift
the interesting ltems in
from him, it is smong/my mmemssmmd collection. Here is & better model, one he
4
made in 1915, with the paper strips mounted on wood-~-wooden sliders. That
\‘3“{ device was brought to the attention of the then Bignal Corps Mejor Mauborgne L

in Washington, who thought he'd thought up something new vhen he made a

cylindrical form of the thing, going tack, unknowingly to Bazeries! molel.

Here is Mauborgne's model; it is mede of rass axd is very heavy. At herc's
éaﬂs"mm Tove of tbe device, s afUpbed in 1982 by the U 8 Arlﬁr It became

gy
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what we call Cipher Device type M-9%4, used by the Army, the Navy, the Coast
Guard, and the Treasury. A couple of years after the M-94 was put into service
a friend showed ma a write-up of scmething he'd come acrossd more or less accidentally
in the Litrary of Congress, among the pmpers of Thomas Jefferson, Jefferson vas
the first to invent the cipher eylinder principle, snd be anticipamted the Frenchman,
;: L Bazeries, by a century. Here is the first page of his description of his device,
which he called "The Wheel Cypher." Here is the secand page. You see his calculationg
glving you &t the bottom the number of permutations that his particulsr device
&ffords~--a vhale of & large number because Jefferson proposed a set of 36 disks,
In studying the degree of security provided by the M-9% both Army and Navy
aryptologints soon came to the conclusion that security would be much increased
by the use of changeable instesd of fivxed siphabets. Among othex versions, I had
one sade vhich used metal rings on which we could mount sitps of paper and fasten
them; thus we could change the alphabets as of'ten as was fell necessary. Navy
tried other versions. That was the begloning of the various forms of strip
¢ipher devices used by the Armed Forces, and later by the State Department and
5#.11 the Treasury Depuriment. Here is & picture of the final Army strip cipher device.
The strip ciphers carried an enorwous amount of traffic.
54 Kext we come to & machine called the Kryhs, invented by & German, im about
the year 1925, According to its inventor the Kryha was the last word in the way of
mechanical cryptographs, and he tried to intersst variocus goveroments in hul)

machine. There isntt time Yo explein the mmchine, but

+

-18-
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N ;
Kare is an outd“nl bet am here an inner giphebet.’ The Lnxfr alphabet .

i muntedonadbk

h F f‘
whith is r&t{ted 1y according t6 the toothed /‘

f

The al be can bhe rearr :u' u wish
\ pha 65399 :{0 » f!r
LY
#1114 the metal /pleces tn vhich {hey a.i!e prin'bed y(o the \ota. on &

point and witﬁ & iven mixed a.l t you start B\i the first
nk e
gee t letter s 8 aepoaite it, anq wi\ite it
\
push this/button qd the mgveable d.:l.lk will gﬂp a cqrtam

of spaces) one £o seven, some like that, n.n& jou encrypt thﬂ

letier, ur:l.te own 1te equinleui and give the bu’éton a8 push. Haw\

- ———

\
1

bere is a dissertation on the nusber of permutations and combingtions the

{y
Ll'

Kryha machine affords, written by a German mathematician, All I bave to say
about it ig that in this case, as in many others, merely the number of
permutations and combinations vhich a given mechine affords, like the birds
nothing or
that aing in the Spring, often have/little to do with the case. Much depends
wpon Just what kinds of alphabets are employed and exactly how they are
employed. lLarge numbers of permutations and combinations don't frighten the
eryptanalyst &t all. For example, to give you a simple illustration, take a
simple monocalphabetic substitution cipher. The number of alphabets that can
be produced is factorial 26--that's a large, large number--483 quadrilliouns,
291,451 trillions, 126,685 villions, 635,584 millions and a few more but you
now as vell as I that you don't solve the monoalphahetic substitution cix;ber
by an exhawstion method., There are very much simpler ways of doing it. Take
another example! Suppose you have 4 machine that provides bhundreds of millioms

-11-
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of mixed alphabets for use in encipherment, that is, the alphabeis are
presented successively in a fixed sequence. Such a machine would give poor
gecurity becsuse in heavy traffic many messages would be enciphered by the
same sequence of alyhabets, producing a condition which the cryptologist calls
"depth". When this is the case he proceeds to solve the set of wessages
vertically, colum by column, and wvhen he's finished he can read the messages
horizontally.spd sureka! ihe busiviess is suctewnfully tersioet<f. When
known alphabets ars used the trick can be done vwith just two messages.

o return aov to cur general survey of crypto-machines it became clear
that thers was & pressing need in the military and aaval services for two
types of sutosptic mechines, that is, machines which would get out of ihe
realm of hsnd-;yrated gadgets First ve needed s small machine for low
echelon or field yse amiw}i meehiniSEE; second, ve aeeded a larger and perhaps

high-security,
electrically-opereted wachine for :peenx:dchedomy high-command use. Let us take

up the Pirst sf these two types and see whatl happened.

I show ﬁu pext a development model of a mmchine somstrucied by the

Signal Corps Mboratories, developed without guidance from Washington. The

Director of tha Laboratories at that time was a areat believer in autonomy
sod he mn‘gyping t0 have Washington tell him anything about how things were
to e dons. ¥Whan it came to developing a cipher machine, he decided that he
and his staff eqtld produce a really good machine without the help of the

eryptanulyséi. 80 bs proceeded cn this basis to use up the tiny bit of money

not permitted
that wvas awllgdle--$2,398. We in Washington were wiahde even to Xnow what i

o -12-
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vas belng tuilt wtil the final wodel was conpleted amd ready to be delivered

%o ws. When ve Tinally went to pick up the mmchine, I talked to Colonel So amd
Bo, who told me with some ywride that his machine wae all mechanical and that there
wvas nothing in the way of sn electrical machine or operation that you couldn't

4o mechanically. I ssked: “"Colomal, can you light a room mechanicallyt" To

which ha repliedt "You've said snough--get out. There's the machine, teke it

C
vith you." PR S SR R R TR AR 5
because the crﬁto-principle va.s very fa.ulty a.nd the labora.tories development

Kow we come £0 a development vhich is of considerable interest to us.
Jb%, | Berets & pleture of s gentlesan named Boris C. W. Hagelin, a Svedish engineer,
who was responsible for the invention and development of one of the machines
that all the services used in World War IX in great gquantities. Mr, Hagelin

and I became very good Iriemds afier the war. I was opposed to teking on Hagelin's

device in 19h9-41 for reasons that will pruenﬂ}become ¢clesr. It wasn't a case
-

of NIN--"not inventsd hers™; but the decision to bave them mede for and used

-124-
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hy the United States Army vas & decision on a leval higher then my own, and

wdapdsrancevhedoddx It twrned out, sSxchistnity that my supsriors wers right, for

ow troops at lwast hed scomething for low-echslon crypto-cammunications, wheress

i I'd had wmy way they'd bave lad nothing but pencil-sand-paper ciphers, or the

M-9% device, or the strip cipher device--all too slow.

RBow Just a bit aboul Mr. Eagelin. He did vhat I best describe as a

hysteron-mwroteroan. That's a fow-bit word from the Grenk memning 4o do a thing

"ass-tackwvards”, I mean that wswally you go into eryptographic work and then

you have & pervous tewskdown. Re 412 {t the other way. He had a aervous

breskdoun and vhile hw was recovering be lavented thls machine--end he made

aoveral milition ¥.8. dollars from hie favention. That's not at all a poor sort

of hysteron-protecon if you're golng to do oue.

Here's a pictwre of Hagelints very flirst mechioe. I've brought one of his

very Tirst mdels, in fact, aumber one, for your iaspection, It was a present

from M. Hagelin, for oy musewm. i omxresycintevesdiog deviess From that

wototype he bullt better models and lnterested the Sigual Corps in them. As

& congoguents we duilt in America, £or World War II, this six.vheel Hagelin

machine, which many of you sno doubt know as Couverfer M-2d9. Faxoomirotabescicsodnio

American inch-msasurements and apecificetions, aud with American tools, rather
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than Furppean metric measurements and tools, and we built an astonishing number

of them--over oot hundred and ten thousand.

R e B et o T ~ 4 Ege e
lh.ny of you may know that the M-209 hud a serious, a very serious security

weakoess, sbout which I'll say a few words later. This is a picture of one
of the Hagelin machines as modified by some of our OI's la Italy. The K-269
has no printing machanism and you kaow how resourceful GI's can be. A couple
of them scrounged parts here and there andi improved their machine to make it
a printing modal. BSee, here's the keyboard, and here's the printing mechanism,
Inside the cover is a cartoon of s couple of GI's getting ready to test &
home-made still for the production of you-know-what. The caption at the bottom
of the cartoon says: "Yes, but will the demned thing work!”

¥ow, Mr. Hageiin proceeded to improve his machine and this is a side view
of one of his latest models-~the CX-52. It prints aot only the plain text dbut
also the cipher text, and it incorporated a much improved ciphering mechanism,
because the vheels, instead of being permsnently fixed upon the shaft, are
denountable and can be rearranged in T2§ differeant ways. The stepping motion

A,

for these vheels is complicated/

=1t

- EO 3.3(N)(2)
—@— PL 86-36/50 USC 3605
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for 1t. Whan thare are several messages

That s the fatal weakness of machines of the type of the M-299 and is the big

problem in connection with the use of what we call key-generator mm
A c:.pher ma.chine which ha.s 'been built a.nd proposed

woocsusmetsm types of devices. 0
for use by the Marine v{i ,«Lybu, ;f"’“’f A 2 5{2:,. ha .1?( AT z’-: g*,,

Carps is a double M-2§9 machine and it is an Improvemsat security-wise over -

the single M-2¥9, but I'm soryy to say that it too has the
I think we will have
ik iorionoun ek pasierkn

something better very soon, and I've brought a model to show you. It doesn't have

J0Rp O YRR PSRN N AR RS Cpeuhie x hactix kffoahacadpiibeder acaszem oy oddeen

the weakness of the M-20¢9, and has a much higher degree of security. Moreover,

RS EPITUT AR S0 BB PR Uit DI wik x sappenciadiior i Fom b o

it requires no source of electrical power--not even a dry cell--and it produces

LXK STt 4008,
a printed record.

Now for a quick review of the developmeat of what we call slectrical-

rotar machinea. The {irst one I show--also a product of the Hagelin Company

in Stotkholm--was aot a real rotor davice of the type we use today but X

don't wvant to go into details. I merely wvant to show the device, wvhich is

now connected to s Remington electric typewriter, so that instead of writing

down letters ocne by one you can make much more speed by having a printed record.

Up to that time devices of this sort vere only of the lamp-indicator-type of
yourd

machine., Yolipress a key and a light would light; ywmompubl bave to write down

the letter flashed on the light bank and then the cipher wheels would step.

—BECRET—
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The next forwvard step was taken when Hagelin made the printing mechanism
L5 an fategral part of the machine itself, Here is the keyboerd, the printing
sechanism is in here, and now the whole assembly is very much s.aller and more
compact.,

Now I show & German machine known as the Enigma, & commercial model,

R
G,

invented and put on the market in sbout 1923-24. It comprised a keyboard, a
light bank, a set of electric wheels called rotors, and a small dry cell for
power. In this case the enciphering-decipbering circuitry is more complicated;
it goes from a key of the keyboerd, then through a contact on a fixed entry
plate or stator into these stepping rotors,and by means of s reflector or

plate
reversing malme, back through the cipher rotors to one of a benk of lightsyso that

the current goea through the rotors twice, which complica.tes things a good deal.

Hine stepping of the rotors is such that the machine has a ratber short cycle as
such things go, less than 263; it wes & 1little less than 233 because of certain
factors into which it isn't necessary to go.
rotor machines
I'm going to take the various developments of ¥imscmmokize through World
War II. At the moment, and in period of time to antiecipate German developments
in this fileld, I want to go directly to the Americaan developmsnts in rotor
*[\ machines., First, I show a picture of the late Mr. Eiward H. Hebern, a

Califoraian, who seems independently to have thought of rotor machines. I

asked M. Hebern one day how he happened to get started on such things and he

said, "Well, you see I was in ,ail". I said: "In Jjail, vhat for?" He saild:

-16-
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"Horse thievery." I asked him: “Were you guiltyl!", whereupon he said: "The
Jury thought so™. It was vhile he vas in Jull, then, that Mr. Hobern concelived
the Idea of & cipher machine. Here is his very first¢ modei. It is possible
that he bullt it a5 an item of occupaticnal therapy while in Jail but I Hhink
it more likely that he bullt it after he got ocut of Jell. It has s keyboard,
a left-hand stator, that 1s, a ring of 26 stationsry contacts arranged iu a
eircular fashion to oue of vhich the cwrrent goes when a keyboard key is
depressed; a rotor of 26-points, and an exit stator of 26 contacts on this
side. It is impartent to note that thare was no reflector rotor; the type here
is vhat we call a "straight through" rotor machine. Tou press a key and a
lamp lights. There was Just one rotor in his first model, which he built in
1922 or 1923 for the Klu Klux Klan. Here is the first printing model made by
MNr. Hebern--still a cus-rotor wachine--with & keyboard asd, now, an electric
typevriter connected thereto. One Interesting thing sbout ¥r. Heberan's rotors
is worth noting. He didn't have absolutely fixed wiring, as in the Germen
Entyme rotors, for these are detaschable wires, showing that at an esrly date

bs conceived the iden of variable connections in rotors. This is an extremely

in any kind of a high-security rotor maschine.
lmportant feature mexxyickshbcodoanaobmceechdas: This shows his next step.

Jow we have three rotors in cascade. This, too, was a very important siep--
the cascading effect was a great advance in connection with rotors. Here I
show his next development--z S5-rotor machine., Here are the rotors removed

from the machine to show you vhat they loock like. They were still variable
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connection changers--yocu could take wires and rearrangs them as and wvhen you
pleased. Thers is an interesting story coanected wvith that model. The Bavy
Departument was very wuch interested in cipher mmchines, mich more so than

the Army in thoss days, because they absolutely had 4o have secure weans for
speedier communications from Washington to the Fleet Comanders and, of course,
for intraefleet comsunications. The Navy thought this Hebern model a suitable
machine snd they got an appropriation for the purpose, a large sum of money
for those days, $7%,888. They procesded then to negotiate with Mr. Hebern.

I was asked byfthe President of the Naval Board that had been appointed to study
the Hebern machine to give him my personal opinion of its security. I had no
machine snd the Navy had only two, both undergoing service tests. But I
pérsuaded the War Depsrtment to purchase a muchine from Mr. Hebern. I sat

sod studied 1t for soms weeks--three or four veeks. The wvhole of my outfit
consisted of myself and a World War I veteran, an ex-~prize fighter, with
crossed-eyes, pug-nose and cauliflower ears; the only thing be could do was to
typs, and I may say that he could ¢opy from draft letters or cipher text with
absolute accuracy, but that's all he could do. The rest of it was up to me,
As X uiy, I stulied the Hebern machine watil aa ides for & solution came to

/
y
me, whersupon I went over %o the Navy Section, which was thsn in chargs of a

K
EE .

Lt. Struble ’ vhéfnaw_‘_u ¥ice Admiral Struble, Retired, with an enviable gervice

/

/
/record. I said to Struble, "Lieutenant, I doa't think that machine is guite

;o safe a8 you think it 1s." He said: "Oh, you're craxy!” I said: "Does
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_t.hiu nean that you challenge me?™ whereupon he said, “Yes". 8o I saild:

"I sccept,” He asked: "Well, what do you want in the wvay of messages?”

I saids "How about ten messages put up on your machine?" He gave me the ten
measages and vith some typing help from that sx-prive fighter I wvorked on them
until I got to a place one day, at the close of business, when I had reduced
the test of one of the mesmages to aimplest termmsi I kmev that in the first
line of the text of that messags the letters which were the sams dbut I didn't

know what the lettars actually vere. let us say, for

~19-
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instance, that the first, the seventh, the ninth letisra were the same, what-
aver they wera; the second, the seventeenth and the twenty-third vere the seme,
#«nd so on. That's all I hed when I left for home that evening. We were going
to some sort ¢of & party, and I had these latters in my mind, at least the ones
that vere identical snd their positions. As I was tieing a black itie, 1%
snddenly came to me, and I can't tell you to this day Just how or from where,
but the whole iline of text fell into place with all the repetitions in the proper
placet "President of the United States.” I could hardly walt to get to the
office in the morning,and to my intense gratification 1 found that my sub-
couscious guess was correct. 1 reconstructed the ten messages, turned them
over to Lt. Struble, and there waz s considersble amount of excitement after I
showed him how I'd remsoned aut & solution. The Havy Department cancelled the
order that they had placed; the BHebern Company, which had been selling stock
oa the basis of great prospects, went to pleces. shtasswiisvgrieperimomkodnsio
achumcadbot xoeh toosen: Setomyoax £'dxnscd omte: e xnkescanilx hagged:ctiachexcaioms: oxcle:  Mr .
Hebern, tryling to recusitate what he could from his unfortunate encounter with
an unknown cryptanalyst, bought stock in the Southern part of California at
4pg snd sold it in the northern part of the state at about $2.98. The

California Blue Sky Lave didn't like that soart of conduct and Mr. Hebern apent

giving him lots of time and opportunity to think up improve-

& year ip prison, /

ments on his machine.

X oo et o e wikx Hosmoosedandogas ead gtk e osmoest: 4 eopeme x asdh bl

-26-
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Desplite my solution we thought that the Hebern principle was still a

good cme and Navy went abead with Mr. Hebern after he got out of prisom.

172.18 Here's a picture of the last machine he built for the Navy. Eebern wanted

178, 7

to get pald for it naturally, but there was just one hitch--ths mmchine
wouldn't work and vhen this was pointed out to him he seid: "Show nme vhere
it says in the contract it has to work", and when they couldn't, he was

paid off. The Navy then decided that they had had enough of Hebern and

wenit into research and development themselves, a laboratory being established
in the Navy Yard. Years later the Hebern heirs brought suit in the United
States Court of Claims against the United States for $50,#96,888, vhich vas
settled last summer at a considerable discount, $34,894,

I'm going to show you now a few slides of the Army developments in rotor-
type crypto-machines. This, after the debacle I've told you sbout, was the first
shot that we in the Signal Intelligence Service in the Office of the Chief
Signal Officer, in Washington had at developing a machine for the Army. It
had a keydboard, e light-bank, 5 rotors, and now an interesting feature--an
external keying mechanism. I had come to the conclusion that internal control
mechanisms for stepping rotors had a fundamental weakness; that ia, I felt
that you pust not make the rotors depend upon themselves for the stepping, and
I conceived the idea of having an external key, for example, s teletype tape,
wvhich would step along and control the stepping of the rotoars in random
fashion. These tapas vere composed of a sequence of randoim characters so that

the rotor stepping was quite erratic, and that was our first shot at it.

um_-
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I think the principle 1s still quite safe, especially if the tapes aren't

~-5y- overburdened in usage. Wmmmﬂm

172.4

——eliininisrdisntony- orne~odvihe-very Kicly-undede. /| We had boxes of about 188 key

tapes from which you could make the selection for the day according to the
keying document. A serious practical weakness, of course, was the necessity
for production and distribution of tapes. The machines functioned all right
but before even ten of them bad been produced we had hit upon a new principle
for the control of the rotor stepping. I tried my very best to get the Signal
Corps to change the development right there and then, and shift to the new type
of control. I was practically thrown out of the office of the chief of the
division with the remark, “"Go back to your den--you inventors are all alike. A
new and better idea every day. If we listened to you inventors we'd never

get anything cut.” So we had to put the ides on ice, that is, in secrecy.

I will switch now to the Navy MARK I ECM, the electric cipher machine, designed,
developed and built by the Navy without any help from Mr. Hebern. It had a

new type of control mschanism for rotor stepping, besed upon the use of Bowden

vires or flexible cables. They were tricky and gave rise to a lot of difficulty

-u-
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produced a
tut over and beyond that the machine had a fatal security weakness It oo x

sequence
key/ oy, of tremendous length but with oaly 15 different starting points

You'll remesiber what I said about such s situation a few silnutes ago.
/ How this came to be thé case I do not kaow, for there wesa't any coordination

or collaboration in those days with Army cryptologilsts--we 4idn't even know that

sich s sachine had been
W wuilt by Xavy. Each service went its own way. When

there camg a change in command in the Ravy code and aignal section the new head
decided that that development had gone far enough and he wanted some help from
the Army if he could get it. He came to see me one day and told me that they
vere in difficulty and needed new ideas it we bhal any. I said; "Well, we
or I
have & good idea but it's secrei.” He asked: "Well, vhat do you/bave to do to get
it released so that you can
/tell met™ I %old him: "I'll have to get permission from the Chief Sigral
Otricer”, which I proceeded to do. I mention this speclfically and ask that
you belisve that this was the situatlon in those days--thers were Army secrets
and Navy secrets, and never the bwain did mest. When I told the Chief Eilgnal
Officar whalt Bavy wented, he prompily sald: "0Of course, let them have it",

So I told the Havy sbout the Army 1dea for rotor control, I showed them the

circuitry and sfter soum delay the thing was sdopted. The delay was caused by

Havy doubta that sufficient cwrrent
Wpabexasbisipgiadossmmtenks could be obiained through ssts of 18 or more rotors--

to do what elsctrical work had to be done.
they were having contact troubles with their rotorsy/ But the machines were built

by the Telelype Corpormtion, a very competent organizstion, and were highly
\1S  succesaful. Here is m plcture of the MARK IT ECM, Navy terminclogy, or the
SIGABA, Army terminology. If it hadn't been for the fmect that we got together

before we betime belligerents in World War II, it would have been extremely

:?3_:
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difficult for the Army and the Ravy to have had any inter-commmicstion st all
in World War II. Shesigodbngotbetc wechad BOOOagOOG: MNP POHTH MNNN B BOUY X
3ew;okend wopsrabed otphevousdngopencAiomndopapecoosixbol e senoadopta xmgr:
Tclcodnoko8doo Thecebestpoodpleesodewbow: s

The ECM-SIGABA came into use Just in good time, and it was used
“tebommsoomdihd: he RSN -eame: drrboonsesoiund i goodobdoeyoandodb wen tued:

with great satisfaction on both sides. X might add, in closing that incideat,
that, to the best of my knowledge, this is the only gadget that was withheld
from our British Allies. dblongh They koew thot we had & machine of this
charucter and Although we knew sll about their type of mmchine, in fact, the

Navy vas using it for communication with the Eritis), ssiromdbiwoaxiisasscet

it was U.S. policy on the highest level in

the Ravy to

LR AL N L

vithhold our mschine from the British. There wes a struggle for seaveral years

on this point until tha recalcitrant people high up in both services began to

set the light. The itrouble wvas that when the technicians assured them that messages
put up by this wechine couldntt be resd without baving the current key list--

that wve ourselves, in Aray a3 well as Bavy, had tried very hard to do so and
failed--they Just wouldn't believe it. Ons resson for this adsment policy was
that they vers daily getting the decrypts that vere being mwoduced from Gexrman,
Italian and Japsiwse messages and they Just didn't feel like taking say chance.
"How can the technicians be so sure as they say they arel” they saked over and
perhaps entirely needlessly,

over again. I don't kuov how many millions of dollars were spent fwsdleseXy:c:

in establishing means fo' inter-comunication with the British, By this I msen
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that we had to dewvelop, proluce, and use an adaptor for our machine so that it
| 77 gonld inter-comminicate with the British TYPEX, and the Jritish had to do the
saxe for their mschine to inter-commmicste with the ECM-BIGABA. But by the
o} of 1953 wve were able to convince the suthorities that it would be all right
and finally the Eritish wers allowed %o have our machines until they could
complete thair developmants and be on their owm. I think it would be aice if
there were tim# to explain the crypto-principles of the ECM-SIGABA but suffice
it to say that ve know of no case of solution of this machine and system
throughout the war, and it is atill in service as a high-grsde off-line machine.
During its use in World War II there was one possible compromise vhich raised
qite a storm vhen it was dlscovered that some Frenchwao had liberated a U.S.
Army truck aod trailer-the latter carrying all the @5th Division's HQ cipher
mohines and meteriel. Put the stuff wvas soon found vhere it had been dumped
by the Frenchwen--in s nesrby river. The episode was ons vhich caused the
Signal Officer and cther afficers to be tried by cowrt martisl. We hed and K
still have very strict rules indeesd about safeguarding this gadget, and in
sentioning this poiat I shouwld say that we weren't worried by the thought that
our wessages could be resd if the Germans would capture one. We were worried
by the thought that they would lsarn how good it was and would copy it--thus
cutting off our COMINT. I can hardly refrain from telling you one of the fuuny
things about ouwr not giving the machine to the British when they needed it so

desperately. I mentioned the strict rules about safeguarding it-<who could see
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the thing, who could service it, and so on, aod we savw %o it that these rules

were strictly anforced. Put there came & time in North Africa vhen all owr

maintenance men were knocked off and there was nobody to service the machines.

Hovaver, & very #kiliful British RA¥ Officer, an electrical engineer wvas pressed

into service and he maintained cur SIGABAs thers for a while. I'm sure you

von't be astonished to learn that when he got back to London he built for the

RAF & machine based upon the ECM-SICABA principlel

I want %o show you next the cipher machine which vas used very sxtensively

by all the German Armed Yorces in World War II. This was a modification of

thelr coomercisl Enigwe machine but an important modification, iatroduced

when Hitler came into power, at which time the commercial model was withdrawn

from the mmrket. s
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AR XAl it ii..  Here are the rotors--they ave exactly

the same physically as they wars on the commercial moldel, but with diffsrent

virings of course. Now let's see what the modification wes--the addition of "
& plug board by weans of which one conld change the connections betwean the

kays of the Meyboard and the lawps ca the lightbank. There were 13 plugs and

Jucks and this nunber was not chosen by accident; they apmrently had mathematicilens
figure out abeclutely the best nuwber of plugging arrengemnts for this particulsr

mchine. There wers cartain wesmknesses in the Jerman Military Enigms but the

;R

" absolutely fatal veakness was that they couldn'fy or at lesst they didn't, change

their rotar wirings at all throughout the wvar. Without the yetor wiringswe
couldn’t bave done anything with thely fraffic; bub with thim ve ware sgble to
read peactically ail of it. SsesSsstssccicimioheooiusomogrdniibagorndmirmiic:

. - it o pitatoncAGbsonlt
EsEcsoc st pemciosctsxemcopmtels  The Naval Eniget was much like the

that
Army and Air Farce machine excepy/ it had one more vheel aud the rotor wirings

were different. Sdilesene BuclenbuntiPIe - Rvr-yieb

Bow we come to the development of cipher mechines for Wwileprinter commmni-
eations. With the evar-increesing speed of commmications, 1% vas necessary to
apeed up this business of protecting the contents of messuges by cryplography.

This was recognized a loaog time ago. In 1919, for exampl e A.T. & 7. Company

engineers, in collaborstion with the Signal Corps, devisel this modification of

-

the then standard printing-telegranmechine to make it a pﬂﬂﬁg-tclegraph
. "
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cipher machine, using circulsr key tapes of random characters. Greet faith

was placed in this machine tut 1t vas not put into use until the war was over.
By that time X had come back from France, rejoined the Riverbank Laboratories

and mccepted & challenge to solve this kind af cipher system. It's too long

e story to go into right now but as & result of the solution the Army dropped the
project., I think it was in a way too bad, because when ve bad a need far
teleprinter ciphering in the early days of 1942 we actually had nothing except
this thing, The big trouble of course was the production and distribution of
thege key tapes, and 1t is a problem wvhich ia still with us. Here's an eerly
model of a machine for making key tapes. We lmproved such machines very greatly
in the next year or two, so that we could produce hundreds of thousands of good
tapes in & hory. Our modern key-tape manufacturing apperatus uses a key generator

for producing electronically the random impulses for punching the tapes.

This is a rotor machine, the SIGCUM, which the Army developed in 1942-43

and used very successfully to encipher teletype communications., It uses not
perforated tapes but rotors which step in an erratic fashion tut not as erratic
a8 in the BCM-SIGABA, But even vwhile in service, i1t hal vesknesses; every once
in = whila, vhan we discovered new cryptenalytic techniques, we found that SIGCUM
had weaknasses vhich could be exploited; whersupon we would proceed to tighten up
things %Wy changes in tbe method of usage ar the method of stepping the rotors,
and s0 tm. The machines are still in use, doing valiant service because we were
able to incorporate more and mere improved festures in it, Its new designation

is KW.2.
~28.
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How we have to say & few words about certain other types of siphering
apparatus. For exsmple, it is necessary to send, with security, wveather and
situntion mups, and so 1t was desiradble to bhave s machine which can encipher and
dacipher facsimtile., The generic nume we gavé (0 machines for ciphering facsimile

vas ¢ifax. Here is ons such machine that was developsd by Army for the purpose,

_ telephone
called SIGMEN, We also md need for machines for suciphering/conversatious,

machines with the generic nemes ciphouy equipments; hers's the first shot at it
a development by the Bell Telephone laboratories, called S8IGJIP. It was & gyp
in & way-«1t gave you mach more fesling of security than was warranted by the
eircumtances, Conversations enciphered by awans of that thing could be read
vory readily and we wll know this but it was only an interim piece of equipment.
The Telephons Company procseded with its work, in collaboaration with enginewrs
from the Bigual Intelligence Service and the Signal Corps, and & very high-grade
eiphony system which becams knowan as SIGSALY was finally developed and was
extremsly successful. Each terminal codt over a million dollars and there vere
seven of them.

The professicnal cryptologist is always smised by the almost invariasble
referance by the laymsn to "the German code”, "the Japanwse code®, "the U.8. Havy
code”, etc. To give an iden as to how fallacious such a notion is, I will say
that there wre undredz of systems in simultaneocus use in the communication services
of all large governments. You not only have to have different kinds to meet specific
types of commmications but you bave to divide up the traffic far two reasons;

«29~
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Lirat, so as not 4o overlosd one system bDeyond the safety limit, and second, so

that not everybhody can resd everybody else's msssages, even in the same family.

The Midway lesk Iappened primarily becmuse this last principle wasn't in effect

at that time in U.8, Naval coommnications.

-3
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This alide shows the nusber of aryplographic systerws in effect on T Decenber
1951 until October 1549 in tha U.5. Armmy alome. There vere literally hunireds

3

of thaxw. The sentembbiespirewsilie. nunber of hoiders off éryptographic materials

WHS Olpnsst 6000,
i ANk by -Deewiber Pl -October 1945, and, mind you, this is U.S.

Arty ol U.8. Army Afr Corpe alone. It does not comsider U.5., Havy,vhich had
noy

as great or perhaps greater distribution;/the State Dapartument, the Treasury,

and the many other agocles that use cryplography.

Keeping track of erypto-mmbterial and accounting for it is & big beadache,
Thare is no vay of getting arocund this #¥mt I know of and it is impartant that
the rulss for the protection of the mterial be followed sbsolutely to the

also
lettar. hlmessdnmche Mobcautagorool shairstuecdddam The Japansee/lad very
definite axd detailed rules for accomting for crypto-material, They vere
supposed to burn tha codebooks, the cipher keys, the clipher tables, and s0 on.
They vers anjoined to scatier ths ashes and then mke a certificate, witnsssed
by & fellow officer a8 to the complete destrustion of the materisl. Occasfonally
these certificates vere sent by ralic =xd then we would find & case like this,
vhare two chaps
visssemminy fnd certifisd the destruction by burning and the scattering of
- chap
ths sshes, Bub ?m observad by binoculars when he took & spade and dug a
in

hole, dunped the codebooks and the tables in that hole, and poured/ scme water.

into the

mmisbkbolx  Vell, in due time, acme of our peuple snesked out, dug pmihe

PN AMD
hole, got out the material and brought 1t in ISR ried out.

7
'iuu recovery of cryplto-material helped m greal deal Leocsuse 1t saved us sn

ayd lahor axd aet of tables,
enormous smount of time/to recomstruct that perticulsr code/ There vers

3t
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instances of this st every aow and then. &y the way, the Japanese vers

varrisd gbout this business of their security. They sensed that scewthing

sout their secrocy systeps was wrong amd the only thing thet they could ilmmgine

vis that there wvird sples all 'round them, Thers were messages &ll the tinme
requiring the commnds to go through their quarters and lock under the beds
and lato all slosets, tunting for sples. Of course, that wasn't the cese at
all; we were solving their codes axd ciphers becsuse they were not secure.

You bave ssen the important World War I developments in crypto-apparatus
and now it's time I showed you & bit of the new ones, conceived, developed
sl in some cases produced by the now centralized cryptologic agency of the
JERRaetcrisiiorcaiexSmniioonsnd x-yeonce wadt £ camiludden: ;

_ Armed Forces, the Eaticual Security Agency. In general the trend hma
bewn tovard these things: msking the machine mcra manageable as to sige and

woight, by miniaturiration, the use of transistors and other solid state com-
pooents ; and by betier puckaging; next, by saking the mmchines more secure, by
1ncorporatioag better or more edvanced crypto-principles, and particularly by
simplifying the roceduress. The aiwm of this last set of improvements, aimpli-
fication, is accoaplished wherever practicable, by slimimsting as many features
and procedures which,becauss of cperstars’ errars lead to erypto-security
wvasknesses. That is, we've been trying to maks the machines as pearly

automstic as dm possible and practicable as regards their xeying and functioning,
30 »s 1o slimlnate wvesknesses caused by huwman srror. We mwst take lsto account

the fuct that the msachines have to be operated by hummn beings and hwsan beings

oceasionslly and {oevitably make mistakes; they are prons to errors of omission
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apd ccmuission, Experience has proved that in the past it bhas besn these
wrrors and not so mach technical wveaknesses in the cryptosystems and machines
thexmelves that bave mads solution on & regular basis possible. This sart of
practical experisnce means thet the keying protedures should be made simpler,
and, if possible, watirely autcemtic soc far as concerns the husan ¢purator and
user of the machine anl system. Complexities can be introduced, inecarparated,
or applied st NBA, where there are extremely well-trained amd experienced orypto-
angineers and their helpers.

You wderstand, I'm sure that we depend for crypto-security not oa
xoaping the construction or design of the mschines deep secrets. This moans
that the mathines must be based upon orypto-principles such that even if the
machines fall into epemy hands, by capiure or otherwise, without possession of
the exact kay far the day, for the period, ar for each individual message itself,
the enemy can never lexxrn by cryptanalysis the contents of the messages, or at
least he cantt for a very large number of years, At the same time there is a real
point {n Xeeping the mechine, spparatus, or system itself in e classified status
as long as possible, bacause in the case of vell-desigaed crypto-appearatus if
you dontt even know what the machine looks like, or its general yrinciples of
aiphering, you cantt aven meke a start at cryptenalysis, or, to be more accurate,

it will take & ¢onsiderable length of time and more or less involved study to

macertain what you mast know bafore you can make sn attack on the nswasages with

Some hope of swecess. Ia & nutshell, then, we keep the mschines in & classified
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status as long as possidble in order to delay the enewmyt's real attack on the
traffic enciphered by the machines. But, of course, there's the other reason \‘
] I've already mentioned: to yrevent a potentia) enemy from copying owr machines
and turming our own weapons agsinst us.
Now letts soe plctures of some of the new apperatus, vhich will soon be
ready for issue.
For field use we now have in place of Converter M-209 a small off~-line
[L- bigh security machine desigasted the K-, It bas & keyboard and yrinte the
eipher text. For electric power it uses any 24-volt source. This machine is ‘
now the wark-horse for tactical cryptocommmications, and, by the way, several
X thousands of them have been issued to our HATO allies.
j- ] Wext we have the KW-9, an on-line qr off-line teletype encipberment machine
that uses rotars inatead of key tapes and is very much safexr taan the old SIGCUM
i) bor Ki-2 T showed you. Here we have the aew KW-26, which is in fact becoming
the work-bhorse of fixed station teletype long-range communication systems. It is
an on-line synchronous teletype cipher system with linkesncryption, that is, so

\ far ss enemy intercept is concerned it is impossible to tell when the circuit

is idle and when it is carrying & msasage.

- m——— - L —

This and the next slide wre a bit out of order vut I didn't bave glass

&

slides for them and have to use the small 35 mm. ones. This ons showing the

¥

JEL-36)KL-36 is the one I mentioued before as haviag been developed for the Marine Corps.

The next one is the pusumatic rotor machine that we think would serve the needs

w

(XL~1T)better iban the KL-36 and be far safer.
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X-27 Here's a machine designated the KW.3, now undergoing test. It is an off.line
teleprinter aipher machine but it bas all the conveniences of sn on-line machine
and eliminates some of the wesknesses of the latter. The mmchine generates the

Wey as well as the indicators for messages. All the oparator has to do is to

type the address, panch a starting key on the machine, snd then proceed to type
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off the plain text of the messages, whereupon a cipher tape is produced, which
tan be put on any telerrinter circuit for transmission. At the receiving center
the operatar puts the cipher tape into & reading heed, the start bution is
pushed, the message sets up its indicator snd key, and the tape mroduced is the
plain text of the originnl messags., The KW-3 will becase the real work-horse of

our Armed Forces high-command cryptocommmications.

)( -4 § Hext I show the KW-3T7, designed for Ravy Fox or womdcast transmissions,

and nmr mdergoing service test. It is a mmchine vhich embodies a teletype
printer and uses an JBM card for keying purposes. So far as the ship is
sconcerned, the redic opmrators aboard won't even see the aipher--the messages
within the coasmmunication center aboard will be in plain langusge; the ciphering

is done elsevhere on the ship. The system is a synolronous one, seaning that
both ends of the circuit are constantly and autometically kept in step; also,

and related to this fact is the fact that the system is such that the intercepting
ey can't tell vhen & mossage is being transmitied and when the circuit is
1d1ling, giving what we call "link security”, a very important element in

commnication security.




REF ID:A63418

X-29 Next we bave the KY-3, a cighony or teleyhons security equirment. It has
very high sscurily and excellent quality, asd Is nct a push-to-talk machine.
It'a rangs iz 18-15 miles but this can be exwended viih good repeaters

X-30p Here's tue K¥-B,a sualler version of the KY-3, occupying lesa than ome
euble oot apaced and welghing between 1 snd 15 pounds ITt's Por alr-to-air and
sir-to-growsd telk with high security.

X -2} Hext ve see the K¥-9,a great improvement over its predecessors, oue of
vhich was the SIGSALY I meationed a few minutes ago. It uses the vocoder
wWwinciple, which yields telk ithat is inteliigible but of poor quality. What it
lacks in that reapect 1t makes up by baviog excellent reliablility. MNoreover,
you can uses 1t on auy coamgrcial telephone circuit in the U 8. or circuits of

ﬂ-BB Squivalent quality abroad. YPor cogperison as 1o size I show you egain a SIGSALY

x

tarmical of World War II days, which cost over 31,304,889, The XY-9 gives E
squal security end costs omly about 368,994,

Y-3%Z Fioally, I show you the KY-11, Lbe crypto-portion of & micrcamve telephone
systen. We bave this belwoen Fori Mzale and our foymer headquerters at the Navy
Bgowrity Station in Washington where our COMSIC operations are conducted, and
vhere also i& located the Navy Security Group. The telsphome mlcro-link iz rented
from the telephone coxpany. We also have a similer link Yetwaeu the 1\,Iavy Security

Blation and Arlingtou Hull Station vhere the headguarters of the Army Scourity

Agancy are located.

!
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In what I've Just showed you'll notice the emgphesis placed on telepbone
socrity devices snd systess, and on auwtomatic teleprinting systema. The days
of hand-operuted devices Is over, and those of semi-automatic off-line erypto-
graphic machines sre drawing to a close. And, last to be mentioned, NSA crypto-
engineers sre doing development work in civision systems-.enciphered television--
which will doubtless come into use within a fewv years.

But with all these moders improvements I don't think the day has yet
dxwvned when it can be said that humsn factors that mmke far crypto-insecurity
have been sltogether eliminated. Perhaps it's true that st the woment COMSEC
tachnology can be said $0 be ahead of CONINT technology; bul with ever-incressing
apesd of clectronic analytic apparatus the gap csn and perhaps will be closed,
unless the COMSEC engineers keep pace with that appexratus. In shori, it is the
age-old battle between armor sid armor-piercing projectiles. In the meantime,
comunicators must keep thair guerd up and enforce the rules supplied fhem for
operating their erypto-equipments. In closing this period let we remind you of
the following: (1) that the establisbment and maintenance of commnieations
seaurity is a respousidility of cosmend; (2) that there arem't any short-cuts to
achieving comwmications security; snd (3) that the rules of COMSEC must be
followed to the lstter by everybody connected with COMCEC but most especially
by orypto-operating personel. If these reminders are followed, the chances are

good that you won't lesrn youwr COMSEC rules by sccident!

+3T=
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With the faregoing remarks I hring to & close my talk ¢m COMINT and COMSEC,
If there 18 uny last word or impresaion that I would like to leave with you
let it be that, in my opinion, COMSEC, though less spectacular and leas interesting
than COMINT, is Ly far the more important of the two. There are two reasons for
this opinlon. The first is thet secrecy ia the conduct of wodern large-scale
military operations, ground, ses, air, asd pars-military, i1s of the highest
inportance 4o their success; without sezure commanicatlions there can be little
ar 1o secrecy, and without secrecy nearly every such operation 1s doomed. The
second reason is one that is not so obvious. It is that your COMINT successes
will soon be eliminated unless the commmications over which the traffic snd the
tim.,i results sust pass to reach those who can use them are secwre, Therefore,
COMSEC 1s 4oubly important, once and first, to protect our own plens snd move-
mients, and once again, or secomd, to protect our COMIRT product and zources, I'd
therefare like to present for your consideration and rumination the following
statement of vhat I'll lumodestly call Friedman's lav--samething patterned safter
Professar Parkinsont's Law: Youwr cryptologic coin, like any other coin, has two
fTades. IL you'we up against equal & aeveu superior forces, mnd if the COMINT face
of the coin is tright and shiny, your chances of winning are good~-maybe and at
times excallent; but if you let the COMSEC face of your coln become tarnished and
dull, youfll swe as hell lose,

In thanking you for your patience in listening to my rather lengthy

discourse and for your courtesy in paying such careful sttention to what I

w36
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have présented for your infoametion, let ze invite thoss of you vho care to

oxuine sose of xy exhibits to come up to the table here and we can look at

them a8 long s you wish.




