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5 ‘3‘%'“””5“23""';”%“/’&“""3 Yea, Plond, n

Influence of C-Power on History", and lest some of you jump to the conclusion

that I've suddenly gone psychotic and am suffering from a delusion that I'm

~

a reincarnation of the great Admiral Mahan, I hasten to explain that the "C"

-4

in suek-e title We&k is .'.not the word “SEA" but the letter "C" and it
stands for the word CRYPTOLOGIC. The full title_of’_\:the—baiﬂs woul:%herefore
be: "The Influence of Cryptologic Power on History." As a sub-title I would
offer this: "Or )how to win battles and campaigns and go down in history as a
great tactician, strategist and leader of men; or, on the other hand, how to
lose battles and campaigns and go down in history as an incompetent commander,
a military ‘'no-good-nik®."

At this point let me hasten to deny that I'm casting any reflections

Mg
upon certain Wx&mgzm succesafuJ1commanders ;3 names will occur

Mr wead.
to you without mym m 4 bo-your attentlonwand--there wiil . be. nanes--of
men in -esch~tr -the two e‘a'begories--"hw to win"-and "how to lose" battles-and
campaignoweumd -entire wars; for--that-matter.

In his recent book Eisenhower: Captive Hero (Harcourt, Brace & Co.,

New York, 1958, p. 55) Marquis Childs says:
Qﬂr‘ti "Any examination of the relationship between Eisenhower and Marshall

is handicapped by the fact that Marshall has never told his own story.

= - .

R -g—

Repeated efforts have been made to persuade him to write his account of

the great events in which he played such a decisive part. He has replied




more often than not that no honest history of any war has ever been
written, and since he would not write unless he could tell the truth he
meant to keep silent.” Mmlrmt

Could it be that }among other reasons why GenemLHarshal%\ held the belief

Moo 1ol Manalafl

that "no honest history of any war has ever been written's-ke felt that if the

e

COMINT facts were included in the history the laurels ofhcomnanders o\ the

winning side mightn't look so shiny as they generally a.ppea.rl"l I am here
reminded of a story that came to me from a pretty reliable source a couplé
of years ago about a military figure much in the current news. I think the

story quite apropos in connection with what I've just said.

qt,,f'éh (Story about General Montgomery if theret!s time.)

¥ //’

Sometimes fche course of history is materially changed by the amount and
o ;(&}.,b- L3 ) ' )
quality of the COMINT MAW available to field commanders and also how

.
L]

well they use bthestr-uffensive and defensive weapons.. Sometimes it is materially

¢

changed by the absence of COMINT em@-8OMSEE where it had previously been i
owoilolyla. : i
‘ax-i-s-temo and used. We have already noted '\incidenti of-Fhe—firet-type r-those

in which lots of first-class COMINT was avallable, imedwdimx.the COMINTAa.vailable

A~ IS

e a T~

before the attack on Pearl Ha.r'bor,\ We may now take note of an incident ef~bhe
ascand~typey-ome- in which the consequences of a lack of COMINT plays the most

prominent role. '

I have reference here to the Battle of the Bulge, wherein a serious

catastrophe was barely averted because our G-2's had come to rely too heavily
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on COMINT, so that when it was unavailable they seemed to lack all information

oJad.

or at least they {ei:t that way. I said that a serious catastrophe was barely

-

averted but even so the losses were quite severe, — - from the

fellawings~

—

"According to Eisenhower's persopdel officer, American losses in
. - ; ’/\
T o N
the Battle of the Bulge totalled 75 ,890 men, of -whom 8,607 were killed,
P - .

o i
. 47,139 wounded, and 21,1’111- missiné. Over 8,800 of these casualties were
-'J“’

(

- \,
in the 1@6th fDivision. Because of heavy German at%acks, 733 tanks and

e .
tank d_.eé:broyers were\.l.o{st. Two divisions, the 28th and g6th, were
f} \\ \ \\
. . .

- N - *
nearly completely annihilated, although the 268th Division did subsequently

/" enter combat after being rebuilt."

lRobert E. Merriam, Dark December, 1947, p. 211.

What happened? Why?
In an article waswisx=ts entitled "Battlefield Intelligence: The Battle of
the Bulge as a Case History", andwhaeirm published in the February 1953 issue

of Combat Forces Journal, Hanson Baldwin said:

M "Intelligence deficiencies and an astigmatic concentration upon our

own plans with an almost contemptuous indifference for the enemy's, set the

stage in December/ 194l for the CGerman successes in the Battle of the

] ”“
Bulge--ga case history in the 'd0s and don'ts' of intelligence." !. L" Mg

Rurthes on-Baldwin notes -theii™ .

-3
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-7  "In General Sibert's words, ':e may have put too much reliance on
certain technical types of intelligence, such as signal intelligence ...
and we had too little faith in the benefits of aggressive and unremitting
patrolling by combat troops .. .’. Dependence upon 'Magic', or signal
intercepts, was major, particularly at higher echelons; when the Germsaus

maintained radio silence, our sources of information were about halved." M.AE&

.qyf hab-I Feaa FFon-TIME- tmthefirst--period,~the word "MAGIC" seemed 4

7/~  refer-enly to—the machine that we.reconstructed .far.solving Japanese For

Office ¢ jeations. -In reality the word MAGIC was used as a sort

-
)

ﬁ" “w . - ..u..
naye-emong-the' initiated and -indoctrinated-persons w,hg .

Gormeny-Italian,

thehighly secret information- that” came from the solution  of )

n"‘"

e

- S
aﬂ-JqpaaeeeNagcret' T‘E‘é’f’ﬁﬁ%. “Fhe-texrm was. :.ntz:cdx)ﬁ‘erd.to s- by the Britieh

whan-we begaa-bo-play.-togeiher in.the.cryptologic gmés 3 we foumd it usefol

4

&

Mepbeﬁuit,*toom-iater-iwe name.-_ta.uae-ot}xér. secrat -words to designete~
hY R, 3
Wﬂl;&ﬁ‘ce and to Q\ha.nge Fhe ’{ords From tiifie €0 time, “¥Or secuxily
- ‘ - » f;’ *
Leasons: .. .Currently, COMINT-is 'Cbmpoxgc}_;"of threetypes OF Tategories of intelli-
iy \ -
gence,- end by far the greatest part of i‘{'(\:é‘dmés from intercepting, recording,

. AN
and.studying enemy radio traffic.-—The three ‘tzpes or categories are:

.

. N
(L) Speeial intelligence, which comes from the sol‘u‘tion and processing of the
Fd
ra
encrypted messages .ihemselves and the result is inforniﬁtion of highest-reliability
f/ \'
bgcause. it com?, 89, %0 speak, "right_out of the horse's l.xfog’ch"- (2) ~Traffic

. ';” AN
intelligence, which comes from the study of what are called "the externals®-of

.
f..,_ R O N e
c.'— - ) - g L4

e v
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. W e

N
employed, the :Lrect:.on or rouﬁ:.ngs ’ and sq on and from this comes information

\ -~ S e ™
frbm}rh}'c{ini‘erence ~gan be drawn; a.nd (3) Weather inte:j..‘l.igence » which comes
)"’ \\— - \

th‘\m?ages, data applicable to such things as their callsigns, the frequenc':-{.‘_‘es\

) S .
£rfom the study of the enemy! {the: messages, which in wartime and eyen in

-\__\‘\ ’,’,, - - = )
peacetime to & cér"_lzain degree, are ehcrypted. In this a.v:dience itt*s hardly
..\ J"'-—;\.‘__..-' t._-ﬂ' . o ’#f.K\
?g . N 7 ot ™
necegfary to mention how" i;npor'ba.nt a role the ther plays in the conduct of
™ - hY
- L '\. -

'51

war. Recen'l':}y NSA has also beeﬁ assigned over-all respofisibhility for ELINT s
Jf" \ u/..
ot‘gl.’ectronic intelligence, but I won't go into that in thds talk.

Wook wazd Yo fe calbd MBGIC Guk w0 mw*ﬂt&m‘bad

There is hardly need for me to give you a definition ofACOMINT s but
perhaps I should cite its three principal objectives. First, to provide

authentic information for policy makers, to apprise them of the realities of

”

the international situation, of the war making capabilities and vulnerabilities
of foreign countries, and of the intentions of those countries with respect to

war. Second, to eliminate the element of surprise from an act of aggression by
another country. Third, to provide unique information essential to the

successful prosecution, and vital to _a sﬂortening of// the period of hostilities.

It was in response to this third and last objective of COMINT that World

-

War II gave a brilli_a.ht answer. _I;m‘ sure you would find the detailed story

the VS, Anvy omd B UiS . Nowzy, engyplfianaly I who worhed.
of the successes of Wﬂrw,-md Army Air.ﬂo:ps-cr.ypta.nalysta y~and-of thair- -

— -—*«-—-"“‘
gt on-German;-Ttailonund-dapancse

m%ﬁmﬁ%mmﬂ.

opposite—numbers—tn tIECEFITIsh 1S

}/ﬁ:un!messages in World War II highly interesting but there just isnt't 1:imeA I

think the contents of ‘the Marshall-Dewey letter, from which I read a bit in the




first period, will have to suffice. However, it in itself is sufficient to
give you a pretty good idea of the contributions COMINT made toward our winning
World War II. It is unfortunate that General Marshall's letter was disclosed

during the Congressional Hea.rings) for it's now in the public domain and its

contents are undoubtedly now known iﬁ_a_.i_l the important chanceries and war

- - - - e

+ . offices of the world. General Marshall, you'll remember, in his letter to

Governor Dewey, sent during the hot politiéal' campa.ién of 194k, was asking
Yok ] ’
the Governor not to use certain ﬂff‘orma.tion" Dewey got by surreptitious channels.

Hananal Manalall gawe COMINT omed JF ;w”\xw%)@a. wy

are some excellent illustrations of R-he—mamzer -of ~employment - of -COMINT:
M "Now the point to the present dilemma is that we have gone

ahead witi:x this bus:-';ness of deciphering their codes until we possess

other codes, German as well as Japanese, but our mein basis of informa-

tion regarding Hitlert's intentions in Burope is obtained from Baron Oshima's

messages from Berlin reporting his interviews with Hitler and other

officials to ‘the Japanese Government. These are still in the codes

involved in the Pearl Harbor events. {_OAQ““"‘""’E’ M 7‘-" w/‘“’* Come “‘M?"“)
Ttm«b'\%:& "To explain further the critical nature of this set-up which would

be wiiped' out almost in an instant if the least suspicion were aroused

regarding it, the Battle of the Coral Sea: was based on deciphered

messages and therefore our few ships were in the right place at the

right time. Further, we were able to concentrate on our limited forces

to meet their advances on Midway when otherwise we almost certainly




would have been some 3,860 miles out of place.

Pm . "We had full information of the strength of their forces in that
advance and also of the smaller force directed against the Aleutians
which finally landed troops on Attu and Kiska.

Pa)-a.. "Operations in the Pacific are largely guided by the information we
obtain of Japanese deployments. We know their strength in various
garrisons, the rations and other stores continuing available to them,
and what is of vest importance, we check their fleet movements and the
movements of their convoys. { We kot (}Ea;" ~§0 ow 1{"‘" /Q"g ‘Km; Jh"““)

{ore.. "The heavy losses reported from time to time which they sustain
by reason of our submarine action largely results from the fact that we
know the sa.ili-ng dates and the routes of their convoys and can notify
our submarines to lie in wait at the proper point.

@u- "The current raids by Admiral Halsey's carrier forces on Japanese

shipping in Menila Bay and elsewhere were largely based in timing on the

known movements of Japanese convoys, two of which were caught, as

anticipated, in his destructive a.tta.cks.-

X H KKK XK XX R

3'\4'“\2 ﬁma, "The conduct of General Eisenhower's campaign and of all operations
in the Pacific are ciosely related in conceptioxi and timing to the
information we secretly obtain through these intercepted codes. They

contribute greatly to the victory and tremendously to the savings of

T~

: "3 4 T tumar s i —
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American lives, both in the conduct of current operations and in

looking toward the early termination of the war." \szs...aﬁ,

It will be helpful to list in sequence thé steps involved in the production

of COMINT. First, of c“;aurse s Shere comes daw intercep‘b--you've got to have

the traffic and getting it is no sma_.lEL t;'i:ck. Modern‘e_le_ctrical high-speed

communication systems used by &% large governments require high-*zgy

T tHe™ IS cept"‘tmere ‘mst be direchjion

oA e Sl

of frequenci¢s;-so-

‘»- / —
ntopfons Cithar, vl pireation millo/rfx o, m

lled ra.d:.o fingerprinting, which takes advantege

of the‘fact that every transmitter emits ele:féro-magnet:tc Xiiations characteristic
Vs

e s
p
er and it is possible ‘therefore to identify a\“bransmitter by

4
~~ ry

'4

am . »

s'l‘;}ud}ing the cheracteristics of its ein-anatic\ins.' When thef’ineadqua.z\.ers served
o X - N7 .
by this transmitter ahid the transmitting station moves, the move can be

o u A
x “;‘_M.r“f ) ) - '\,“. \
followed by means of the transmitter's 'Wingerprint", so to speak. It is also

-~ "\ ' -~ -.‘_‘I
- / “'\ - I . “w -
poss/ibla to idendify operators-of Morse telegraph commumications,-~That is,
.‘ f-"
..-" ' .. t\ //(:'\-
. %
every operatQr has cl:&a.ra.cferistics of his own, and you can by studying their
A \|
tra.nsm:l\.ssions i e{rtify them wherever or whe’never they move. This is very
h Y

e
-",

\
useful. ch work rema.ins to be“done in direction finding, in radio finger=-

/ \ / ™
pn/nting and in Morse Operator identification h

A




The interception of the traffic is not only a complicated but also a very

expensive enterprise, costly in numbers of personnel and equipment. If there

were time It'd show a few slides of typical intercept stations and intercept

- -

positions. You surely must realize that the business of intercepting a message J

e . .
M&'o is ha.rdly identica.l with that of receiving a message when the

;T

b«.aM-Mn
Ammiuew-na legi’bimate meﬁxers of the radio net. The intercept operator emm

M%&wa ot €02 Fores il ’%*ﬂuﬂ% oy ond Rl Corns

I\ha.rdly break in and say: “Hey, bud, I didn't get that last group. Repeat it,
please”. | The-detection- and. copying-or-revording~the Tntercepted enemy traffic
pASEEY ermrRAigh-speed commmications systems-is & wery complicated but
:nggv-‘bant—mtepwm @étting the intercept copy back to where it can be worked

on, that is, getting it there in good time, is also complicated and highly

important. Much of the traffic has to be forwarded electrically, ®e~be~of

c“' . .- "'“"_/ 2
saything-more--than -histerical --1nter.ea:b.,”;i1dw if requires the Armed Forces to
%ﬂ"" Ko HU\M{ 2. &y Cormaminicotien
allocate N5&X special commmnication channels and facilitiesAsei NBA e

A .
eum and scl€ use..—-NBA-I5- the*-largest wEer—or electrical oo cations -in "the

wea:ld*-ﬂs*eomuﬁimmerLat—Fort Meade/ewro million -groups-a

f
- e
& ,r,_it is the largeﬁy“é:’lter in the orld.——%és-ia;zﬂ.y ohvious--thet-1it!s

- L}
v ‘
4
o

Sl s — \
" %wm-comnunicgrb:foﬂs"fpeupla‘ JOB~EE get -the -traffic -4o-the desks-of the traffic
-7 - .

/ g S ™
analysts and the crypja.na@ as fast as possi'b}é and as accurately as possible, P
- %
- \l‘
t from & purely philosophical or logiigﬂl pBich of view, COMINT

operati i _Should be, and in the }.S. Navy they are, conducted
- ﬂh
within Naw: icatidon commands and by Naval C jcations personnel. I

think-tris is logical because they are certainly the Same generically as those

-

.,":__—.._.:-9_ -
QT ey e ] ‘L_.._-‘:‘a—:‘—

R - N Py




-
rs

as those \con&ucted by any large 5rga.niza.tion for providing communications
#

’ ‘k
systemsy that 1s, systems anAxea.ns for getting messages from certgin people

to gertain other pgopl -we call them originators .and eddress The only

and the principal iffo:—{rence between this ordinary 'ljbzof communications and

the produgtion of COMINT is that we interpose ourselves between
\\ 9'01\ M wehidlg >,
the act originators and intended addresseeg/of the messagesg kh&t-i&, without
. - .s-
> :\ M
-even.

 PR-N
permission and often A

what goes on

. -knowledge we pﬁt ourselves on

distribution list. Of coursej we're not furnished the keys and crypto-

sees dre provided with-se-meke unbuttoning o5

L

the ssages a direct and edsy process; we-\ha.ve to fimd- ov work out\th\e keys,
\

and this is often very/difficult but it hask,en done in the past and wh.}
\

M \

-*‘I'hé:r_.'é' is -an important corollary to-what .I'm
O gpJBarealy woprdand-ductor avd peofs

eeying here-amd—it is~that, the real key to success in the produc¢tion of COMINT

A

is excellence in our own communication systems. Unless we can get the traffic

Tz ror- s - - -

quickly and accurately back to where it can be worked on by the analysts and

‘o
unless we have rapid and secure communications aRORG: the various analytical

-
-

stations and also to those authorized to receive the final COMINT, you're con-
ducting a mere exercise, not a real operation.

The next step after interception is traffic analysis, that is, the

\ . *‘MIO'\M Qb &
reconstruction of the radio nets of the enemy and the X ocation of their
transmitter stations. This gives very important informetion on two counts.

First of all, establishing or reconstructing the nets gives you order of




‘radio
battle, which is very important. The.reconstruction of jisenetworks is not xm

easy Miximgmiex when the callsigns and frequencies are changed rapidly. It is o

gor:':*?utallthrughw id W 'jxﬂa-wmm h%"’ ,%M

and frequencies without too much troublehrﬁ:gave-m ;
on ARus PM AB wdiun';t- craduomd.
deal of trouble and we had to keep a—geaé- many peoPle working gd;.i:t all the

‘time.

The second good reason for engaging in traffic analysis is that every

Cov2. v aanum&b YAam MM&M Gt
once in a while your crypta.na.lys‘i’s Pat} a roadblock and ygu-den't-have- amy

COMINT, in which case the only thing you have to fall back upon are non-COMINT

- - -~ ~ -
A e d

sources of information, Wz but you s¥ill can get
good information from traffic analysis from simply watching the ebb and flow

of traffic, changes in routings, ete., from which you can make inferences of

rn% gcratlaw}

what is happening or going to happen. Now these, mind you, are i'nsex:eneas‘-
Aud Yoan w&a&tﬁf. W - wmu*e\ﬂé,w Maﬁu@»@ 3 pebofle ana
W—eﬁ-&he.horso’amuth &s-daoqrpts are.

The next step, of course, is cryptanalysis N %Q—returg ge:a

o\w:a\;t ﬁahn-u-?“)au%rwo&um %M CoMmnt s foued,

few—moments—-afier-Ltve -outlined briefly.the succeeding steps in. COMINT
productiton: It is obvious that the decrypté, if they are in foreign language,

have to be translated into good English a.nd with the transletion there is

RSl R v
alvays a certain amount of emendation, because of errors, in transmission or

ode
in reception, sed errors by cipher clerks, and so on.
You must bear in mind that 2ll this business 1is conducted as a very large-scale
WWMWXWW
production or exploitation operation. You are n_ot_ dealing with simgile.or

Just a few messages a day~--there are thousands of them. $+33~show you by =»-
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SEEpi- it v bt —this mEans.
‘ phiose woli Rt § -

The next step is the evaluation of the information and nixd'ayouy—ﬂxe

Ju%g»)moﬂk»mhwﬁaﬁil'mﬁtLaa‘3orﬂu4T'QndraA,h¢¢urJPNad~uﬂEm

ot a8 informetion. This is something which

the intelligence people are most insistent about, saying that it's their job
. ‘WMLL*{Qﬁwwojz&vn*agg ?ée&HL.u?rxuﬁﬁtr
to evaluate the AGOIE!H‘ and to collate and check ﬁ wide information from other

reosovo e aad.
- sources. And I suppose that this is-m:y’\necessary.thing- It is conceivable

that an astute enemy might actually mislead you by sending out a phoney or
two, in which case the intelligence people should be able to detect the spurious
message by collating what 1t says with what there is from other sources.

And then there comes finglly the dissemination of the COMINT product and

this has to be very, very carefully controlleds Per this purpose there are
. .- \ .

- ‘ ’ k
special crypto-systems and sPecial_s'ecur:'.Jty office‘rs » and the decrypts are

SR T S S

_kept out of the norma.l communlca.tlon or message centers s s0 as to keep the

b 1o Aeraroe, ' F2ee periene.

number of persons efeing-them to an absolute minimum. All efyzbkem have to have

a special clearanceg .theymuial“mthm*signingmon and off.

A :
- - a./eitﬁﬁ-

Now I will go back to COMINT processing and give you sgme information about

cryptanalytic techniques and gadgetry. I venture to sey that you all know the

Al

Amen’ca.l picture the average citizen has of a cryptanalyst, jfexr.the-picture-is g

ike_ the one I.now show you, Hrtthe?rtus;‘"whonr I mentioned before.

He's a long-haired egg-headj(he wears thick spectacles) has long whiskers, with

‘ i wRew ot wolk . ,
crumbs in them, he has grimy fingers and finger nails, and sg-on. This chap A,

M Joueeh o 30 e

into a huddle all by améessith himself aRd the cryptogram and sooner or later

212a

o Beuselimuiing iﬂ

oo Byt bow




(GT0)  thie-clide. Well, that picture
‘\from the truth these days, for gasptansdhysdb qwi~COMENT is "big business"

3 mt—ww.i:;\d& émi ﬁta‘bU‘M(,L

now--very big business 1ndeed. ‘becavme.velre s :-over-hali-a

M}l&« ‘MLNQ . p
b&lliﬁ:oilura on it every year nov{f@:vib di'd o /Qd"r ﬂig‘ma"ua

Cryptanalysis of m_odern crypto-systems has been facilitated, if not

-
) *.':

- —_

mde poasible, by the use and application of spec:.a.l cryptanalytic aids,

bo-cafiRed ¢lactiwnies Rﬂmﬁ-— Yook o,

including the Mhhigh speed electronic machinery and digital computers,, »

"
o i

some_gf which.Ii11l-show-in slides -to-come. Some are standard machines, but
mostly we devise and--wse modifications of them., Mere--imporiently,-we.have
.recenﬂ:y—gen&-in‘_bo“thewimntion, -development, gnd .production-of highly
seecigiised electronic.aryptanalytie ga&geti_'y. At this point I must take

8 few moments to clarify the picture and in simple langusge tell you whet l&w:ﬂd

gadgets do for us. ) Ake~Izsaid before?-—‘fé mere’ number of permutations-and

xity. »wo-n—.étawmhtmmxs o jbbreerypto=ctommmications of

gea:ule*governmen'bmﬂb-yéu-m-up-against a.re‘ustﬁ.lly guite complex

'\cryptosystems wisiroh generally involve sotw :I.on.,.'l‘.ba_naking of &~

great multiplicity of hypotheses each of which must be tested out, one after

- - :' * - -
the other, until you find the correct one. %he Job of the cryptanalyst is

G devise short cuts for testlng ‘the hypotheses, short cuts.often based upon

- 2= ——r

L
- - - o o

_the use of statistics and statistical theories having to do with the relative

- _"..]_3-

£ e I
U E ~— i ‘\.ﬁ'b—_--: -




«Lraguency of letters, peirs or sets of letters, words, sets of words, and so

on. _':Once having devised the proper test or tests for each ﬁy’potheé"is s or for
0§ covinas,’
.several -concurrent‘nypothesesx human labor could be set to work making the

millions of tests in order to find the correct hypothesis or to cast out the

> ¥

vast majority of incorrefij-esy -e’nv-each ‘test is-complicated, or lengthy,

o e ——

(ﬁ’:i:lt is obvious that you'd have to have, as we used to Say, factorial n Chinamen
¥
Na-w;
to do the Jjob, or else the Job would take eons of time. % it is our

experionce.thgl every test which can be -made-by -~hand can bé Tiechanized, and .

e e

.——r

His-funthexr -our experience that In most cases it is practicable to build
machines which will make the tests. I don't have to tell you that machines
don't tire as rapidly as humans, they don't need much sleep, or time out for

meals, or for recreation or for such things as shopping, love-making, etc.--
in short, the "care and feeding ofAmg.chines“ is a melatively mmeh more simf)le

L w e g 'w “u-.
matter than the "care and feeding of human beings." ~

e

-
Ve have to have mainjeénance engi!i’e.ers to keep tlfe-mEehines
~” ’,."
/- -
g yhie_a.g.siftmts who-e}a‘mine ‘the output
7

yd
le td;m*‘f/m‘ﬁypbthesis or
s

rd

Tage where a key is

s

few--correet.-cnes 'aﬁ&;,gé‘ oA with them ’Eg the f

P -
rwerej?._*;ﬁ;aﬁg, may have}'ho have other mséhinés wh éh‘,&aply the recoversd

~ k‘r
keys. to.specific meesages and producé the plain texts from them. Bub™in all
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th-‘bra%eggA Jetme em@haslng, the machines can do only one thing: +they can

-

emidy perform, at a high rate of speed, processes which the human brain and

-

hand can perform but only at a much slower rate. Lét me emphasize that these

-

machines don't, they can't, replace the thinking processes involved in

L

cryptanalysis.

I
~a - - -
»

This may be a good place to read a paragraph or two from a very recently

hostar
published book by retired/General Albert C. Wedemeyer to show you what mis-

conceptions about cryptology can be entertained even on the highest levels, when
‘the informstion comes, as the Navy letter I read you at the beginning of the first
beriod states, via channels of gossip.

General Wedemeyer states, in connection with his discussion of U.S. culpabillity

in the Japanese attack on Pearl Harbor,l that President Roosevelt had ample

1Wedeg§xer Reports, Henry Holt & Co., New York, p. 438.

time to broadcast a warning, and he goées on to say:

G&pot; "The argument has been made that we could not afford to let the
Japanese know we had broken their code. Bubt this argument against a
Presidential warning does not hold water. It was not a mere matter of
having broken a specific code; what we had done was to devise a machine
which could break any code provided it was fed the right combinations by
our extremely able and gifted cryptographers. The Japanese kept changing
thelr codes throughout the war anyway. And we kept breaking them almost

as a matter of routine." |} ctfaugxg;

Would that we had had such a machine then--or that we had it now, for it

o&“&)‘ would do what no machine can yet do, so far as I am aware, namely, think,,even

,?Rcr‘wedfo’fglﬂikz}o

‘*D17‘ﬂﬁtﬁla2: C‘%uﬂ)tz-~ch EﬂiOm

\ x;?;mc.ﬂu;::z 7E>JL>,A@ :igi W)
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simple thoughts., 1%t is- to be hoped that the rest of General Wedemeyer's book

is more acgurate iafgz;er:espects t 3t is in regard to cryptologic ones.
& )
. to show you what f these machines lock like, Here-is=
f%ﬂ,'uzbhazrwgr fzhief>-o UukCiLL 7ﬁauﬁbtb~uﬁtxc1%. offd ffLﬂv» Foar eyl h&de

War‘II fvr“deciphering‘mEssages‘~ue call i

gP!because although t does what the enemy & cryptosystem does, any.
™

s ‘\.
I

e between it and the.enemy's machine is purely c01n01dental

"anal

re,embl

eiplain, Itllhﬁsz;this. In a éfséﬁaﬁelytic proce551ng ce\¥er, ﬁp/::y to duplicate

with a few people‘what thousands of pe on the enemy s1d are d01ng, for it

' a

tygkes thousands of soldiers to encipher and d ciphe%//a? messages of the many

heaquarters involved tercommunication. All ‘tHese messages, or most of
/
them 1ntercepted they all ow into one p}ace, and you can only have a
7
rFa
g :
certain r of people to process hem.f'if you have the key or keys, then it
’ '

becomes a problem of production-line éé ering; so we devise special machines

-Y rl
x

e
YP decipher the mesbages. As I s3i£ before, & q\:jchines may not have any
4

\
resemblance whatsoeverngo thefenemw's cryptographié‘machinesf/;ut they duplicate
rd
/ /
what their machines do, an? do so at a high rate of speéd. Here's a picture of

ahother such device. ; \\\ .f
sEsicacdewion: In this next slide you see a tabulator, a standard tabulstor

wilth a special atta ﬁgzjt devised; by our own égéineers susceptible of doing what
we call "bruﬁerforce" operations, where,?ou are trying to solve & thing on the

' }i

titions which are few and scattered over a large volume oﬁ\jessages.

basis of

L

-

Well, if you'veNgot millions and millions of letters, or code groups, the'
AN

{antion of those repetitions is a pretty laborious thing if you have to

~16-




by d, so we speed the search up. A machine of this kind will locate these

L~

-
in, say, one-ten~thousandths of the tinje;’ that it would take to do

e

repetitio
138 it by band. Here Is & specialized machine, a.éain a tebulator, with an attachment,
here, that is used for passing tll'.x'g text of one message ageinst the text of

another message in orde;_-to find certain similisrities, or perhaps differences,
/

-~
or maybe homolyie{,‘ end it does it automat:iﬁally. These relays are set up
’I
/

accordi %o certain circuitry; you start the machinhe, and low and behold, it

cduces a printed record of the message repetitions or what not.

is~a machifie which I personally call "Rodin", after the ‘piece of

I”r
Q;b-a g
v\". work by the\gz;eét French sculptor Rodin, who sculpted a pjece of engineering
A ~

’I

2\ 7
knowvn as, YThe ‘I:hinker.“ This machine almost thinks. What it does is this:

l/ ;"
" ’F “
& .

you feed into it & certain number of hypoth;e,ses and you tell it, "Now, you
l'/ l

7 examine these hypothe\s'se\s and come up with one which will answer all the
\\\ )
following conditions." The machine takes the first hypothesis, let's say,

N
examines that, and as sgoﬁ’ as it"c\omes to & contradiction it says, "Hell, that's
o N
yd S .
no good; I'll go beck and take up the Hext one." ,And so on. It tests the
v "1. v'P
// ‘ - / ) )
hypotheses, one after'the other, at a high _;é:tg of speed, at electronic speed.
/ . - \
. R SR i
Wlwmrm*df:ﬁié wiahing, ‘\
- i - /'
14\ o give an idea of size of machine tallation at Arlington Hall, 1945--one wing.
We have more moder much faster machin : “show you

\50 & few of thesy just after

(o3 > rd .,
150.5 entirely by crypt/ma.lxsi _ We also built machinés-to ‘take faulty Purple messages

and—g@eTipher -them.
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Before showing you a few of our newer machines I want to switch.fo another

~

e
projector and this gives me a chance to show a few slides refated to intercept

-
-"’
-
-

I-1 work. Here's an antenna field at.\Eof » Germany sho?r?.ng two types of masts and
. o
. e

I-2 mobile intercept vans. Next, an Intercept operating position at a Navy station ma
/ -

“a,

-
¥

- __f' _ "'\
I-3 on Skaggs Island and one at Bremerhaven. Pra.ctic;:ﬁfy all the equipment is specially
- |
designed and deve_lofed by or for NSA, and a great deal of the intercept is taken
ph

yd ) -

in record for-m, on m-agneti:c tape as a. rule.
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I']1l now show a few of our newer machines, which for the most part ar

s

X-1  specially Sesigned high-speed electronicd digital conrp}ré's. Here's one/called
Ve

- ; s

-~ .
X-2 ABNER II, which uses a mercury tank for storgge or memory. Next is/ Amwac 1II
- - //’
which is one of a‘gef of four machines remotely controlled so that four analytic
: TN
- \ - . S
units can call ﬁﬁa machine into action 0 solve the same or different but already
- ‘ \
l’f /J \l 4
programmefi-for problems: This is a machine which can ‘pe/ used when a Job is too
e ; \
.I“—. \\ l'-‘ /’ ‘\
big for hand work and too sng‘a:]_'lf. for one of our la;r’ge me@ines built to handle

» ' Y . ﬁ:" -

Y AR &
X3 really big and complex jobs, such as ATLAS 2, Serial 1, which has a magnetic-drum
. . .t - - & .- - R

)
\
b

\ v- o / 5
s o : / = ‘\\
and alsg an electrostg.tic-:tube storage system, the former for high-speed memory
; o w AY
\ S - \-'i S \
opera.tion‘é. A nfwer ATLAS using mag?e:b%c cores for memory 1s nov‘t_\u.nder con-
) -,‘ . “\ \

N

2 " \
X-4k  structicn. I'n\_this next slide you'll see lgow the substitution of sol‘z'.d state

IJ - N \

f' - \ r ., \

o’ . \

diodes such as\wetic cores permits minia;l;iuriza,tion. The slide shows ATLAS
. . » 3

hY
v - .\ ."’ \ 1

S . F) 3 \\,\
and alongside it BOGART, yhich does everything 1\:]\na.t ATLAS does but is much
» '] A Y \

i \ N
. kY .

smaller and faster. A'J.‘i.AS will be the last of the Q\ld style machines using
’

.-’". Y
X-g electronic tubes. Here's a large view of BOGART; and ‘next I show you DUCHESS
X- Ay 1,
et a .‘\ /r N, \.\‘
$-1¥ T yhich doss certain quite complex matching and crypta.nalytic\ operations with 5-digit
\ I .
. \ \

\ '\‘ ‘1.‘
X-9 code groups 7 the rate of 50,886 groups per second. Next I show you SOLO, a

)
»
LY

Ky hY
transistox}ize@\ machine which has the genera.l\ca.pa.'bility of ATLAS and can operate
- f . a

~

7 \ . N
/ \ N 5,
at megacycle speed--a million pulses a second. I\may add that NSA has g of course,
’f \.\\ . \\\ '\\
/ ~., \
X-to a nymber of other typ\es of computers, including IBM's T6l; in fact, NSA hQs the
Ir -\\ \‘\ ‘\

\ N

17rgest collection of eie:\ctronic computers and data procés‘sing machines in %hs
\ AN
,,éorld. It must have them in. ‘grder to handle the very large and complex a.tmlytica‘.l\

préblems which it is expected to handle.
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Because of the complexity of modern high-grade crypto-systems, the great
h f]
ma jority of them cannot be solved in the field, either at the intercept site
13 MM
or at a rear headquarters. A‘.Hsci-n low-grade systems and a certain amount of
traffic analysis can be performed by field units,. Ae-Itve-already.said -some
COMENT-processing-can -be—done in the field to meet certain immediate needs

',_: t-‘n-——

of field or base commands, or forces ayb&mm-erﬁto-sm get

T ‘ v
5 3 : insy- oubtful--how far—*‘,ihis--can be pushed,

./

—
e

A 4 P’xamm%-}ﬂ-.if
Each Service provides for its own special needs in A . tegory-bw

COMINT processing is essentially & complex activity and much of it can be
done well only at major processing centers where the limited numbers of highly

skilled personnel can be concentrated and very specialized analytic machinery

RBuls

can be installed.and maintained. A fb is not enough’\'bo install them——ybu tnew

they have to be ma.intained) and that's not easy. There is no pool in civil

occupations for cryptanalytic engineering-a.nd maintenance personnel--this is

an importent fact to remember. We've got to train our own in pretty nearly

all cases. R ) -

I want to say a few words about the great i,_mporta.;lce of coordinating
COMINT activities with other intelligence operations and with the tactical
situation. Although COMINT is the most reliable, the most timely and, in the
long run, the most inexpensive kind of intelligence, it must, as I've said
before, still be evaluated, collated, correlated and coordinated with

» Do, e wd ] o35
e
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intelligence coming from other sources, if for only this reason: to provide
data for cover and protection of COMINT sources. When a decision has been made
to take action based on COMINT, careful efforts must be made to insure that the
action cannot be attributed to COMINT alone. This is very, very important.

When possible, action must always be preceded by suitable reconnaissance and

other deceptive measures, otherwise the godse that lays the golden eggs will

. -

be killed. I am going to give one example of what is meant by COMINT cover.

On a certain day in November 1944, an enciphered code message was sent by

- % PP
a certain Japanese staff section to a certain Japanese Air Force unit, requesting

CELEEE ¢ . -
alr escort for two convoys carrying troops to reenforce the Philippines. The
message gave the number of ships, tankers, escort vessels, date of departure,
port and route, and noon positions for the next seven days. The message was

one convoy commsnder reported in a
solved in Washington. Two days after the convoy left,

) that his
message which was also intercepted and solved, ZntEkxEExEER: had been sighted
by a B-29, with strong indications that the other convoy had also been sighted.
A few hours later, messages from these convoys reported losses as follows:
six ships definitely sunk, one disabled, one on fire. Later we learned from
another source that one aircraft carrier was also sunk. But did you -iwmm
That B-29

x® notice that message about the B-29% * Just didn't happen to be cruising

around there; it was sent there to be observed. Wk wma m‘: ComunT coven.,
Of course knowledge and experience point to the necessity of exploiting

every possible advantage a tactical situation affords, and the temptation is

neturally very great, in the heat of battle, to use COMINT whenever and wherever

. e
"

.
L



it is available. This may lead to carelessness which quickly jeopardizes
COMINT sources. Of course, the full value of COMINT cannot be realized unless

operational use is made of it H however,-when action based on it is contemplated,

possible compromise of source must always be borne in mind and the danger of

- PP

compromise weighed against the military ad;ra.nta.ges to be gained. A minor

military adventage is never alone sufficient grounds for risking the loss of

the source--this is a cardinal principlem'\ca MINT W ¢
Also we must bear in mind that cryptosystems are usually world-wide or

area-wide in distribution and changes made as a result of suspicion of

w T'nl anlow
compromise'\ma.y therefore have a far-reaching consequence on the ability to

produce COMINT elsewhere. The Commander seeking a minor advantage by using

COMINT in one locality may thus deprive another Commander of much greater

Ra

advantage or even deny it to A Commander of a major operation.
Finally, another aspect of coordination is that between the operations

officers and the COMINT officers. The COMINT authorities should be carefully

ks weny,

oriented to give the optimum coverage for operations in progress. rikefe-are

Lowndide vuimelersi rznderns, oo

R‘iﬁ%—eo-man;r facilities )a.nd personnelAa.va.ilable, and only a part of the
enormous amount of traffic can be obtained and processed. Therefore it is

essential that the COMINT producers be constantly informed of current and

. . Al
planned operations so as to direct attention where most needed. This yas a

ey
very, very important point to get across. It P ffienit-one to-get-across.

because commanders in charge of large-scale operations are naturally leery of




ey pom i
telling any outsiders what they-were pla.mﬁng to do, and the how » Wwhen, and where

oW
of %je impending operation. Mutual confidence must be established, so that the

COVAA Orr dRND ON2 ‘oL
COMINT producers learn what the Egerations—-staf%a.s planning; they support eaeh

ambther.

This isn't the only or the most important kind of cooperation that is absolutely
vital for success in COMINT production, which nowadays is done on a reelly world-
‘wide scale- and requires a great deal of cooperstion of all sorts, among many
thousands of skilled personnel scattered practically over much of the earth's
surface and separated by hundreds or thousands of miles. The integration and
direction of the COMINT effort is a truly buge military enterprise and requires
a high order of managerial ability and intelligence. Let me close this parthby
sayir;g that not only does NSA have a large number of workers in COMINT endowed

[3& rwd %\k wonr bo Mak sV,
with great intellectual ca.pacityh‘but it also has availlable to it and uses the
brains of some of t]::e greatest scientists of this country. They come as
consultants and advisers; they work on NSA contracts, and they help NSA in other
v ways, for instance, by moral s;upport.whsn—itmmhin&éntwhigh-—plaees
i-n—gen;-nment for-—mone'y*-and'-people\
This ends the COMINT portion of my preseni;ation. In the next and final

~

period we'll devote our attention to COMSEC: )

T
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