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In inviting me to address the staff and studénts of the Senior School

of the Marine Corps on the subject of "Communications Intelligence and
Communication Security" I assume that the objective is to make you aware of
the roles that these two branches of the science of cryptology have played as

vital military weapons in the past and may in the future again play.

Soon after the close of World War II, service schools began to ask for
lecturers to tell their student officers something about our cryptologic
activities during the war. There was at first serious question as to the
advisability of lifting the security veil sufficiently to permit discussion of
the subject, but in time an affirmative decision was made. The official views
of the Naval War College on the matter were stated in a letter dated 5 February
1946, and because the letter admirably states those views I shall read two

. 1l
paragraphs of it. In commenting upon the fine presentation made by a certain

1 Prom the then President of the College, Admiral R. A. Spruence, to the Chief
of Naval Communications, Admiral E. E. Stone.

speaker, the letter said:

Ruota. "His treatment of the subJject matter emphasized the value of
communication intelligence to naval commanders, the vital importance of
maintaining the security of our own communication intelligence activities,
and the necessity for observing the principles of communication security
in defense against enemy communication intelligence. I consider that the
value to be derived frqm‘fhe indoctrination of senior officers of the Navy
in these principles far outweighs any possible loss of security resulting
from a partial revelation of our_agt;vigies ig tye past war, particularly

in view of the disclosures which have been made in the press.
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The letter continues:

"It appears axiomatic that the full benefit of communication intelli-
gence can be obtained only when all senior officers realize its
potentialities for winning and losing battles and wars, and when their
gctions are tempered by complete knowledge of the elements of communication

intelligence, rather than by incomplete and insccurate information obtained

through the channels of gossip." Wcﬂi
U R t-am&.rh
m&tved into three periods ,-*E-ﬁ-!:].«ga.-ve-nyou*fir j some~of

+T . %ﬁ-—' »s
tology,” Next-wikl come a pregedtetion of-thebasic N

L

—
———

reby Communication Security,-or-for -short,/ OMSEC ,
/ ya

tainedjandcfinglly will come ‘a- presentation/of -Lthe beaic
P -

g ~
y -

rd ——
/nyf,/ and organizatloX WHETEDby cations
P /

, or, for short, com:tmmmh—{“‘mash tefulnclogi-ie
Vi /
t N N al /
4 its uEFivalled

ern“Warfare§ and Tinally
Ba‘T‘T’oM

Thls beJ.ng a TOP SECRE‘I‘ lecture » I will begin by rea.ding from g T SECRET

source which yout!ll all recognize--TIME magazine, _issue of 17 December 1945.

I will preface the reading by .i'eminc'liﬁg you that by that date theAwa.r was all

over--or at least V-E and V-J days had been celebrated some months before.
A -
Many of you no doubt remember the loud clamor on the part of certain weeiferous

members of Congress who had for years been insisting upon learning the reasons

o ﬁcwc Ha-ﬂ’e?bl-. r

why we had been caught by surprise '\i-&—-euch-a disaatror._tg_, defeat a8 the Japanese
/—J
iInfIteted” 4fon us At -Pearl. KI/'h_i—; clamor had to be met, for these Congressman

\:—oél%)wmﬂ.a polla mmmfivﬁ%xm WO, Wrew Uk Gundd,
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contended that the,truth could no longer be hushed up wekedd -badk because of

A *h.é“%‘ﬁ"‘- “N&w%tgtd 5

an a.lleged continuing need for middibany secrecy.A ~HOD. -WES - OVEeY. & -

ere had been invest:.ga.tions--a. ha.Ji‘ dozen or more of them--R!Maw there‘m

P-\./ o Tuy &ﬁ y _ MM
grand finale Joint Congressional Investigation:
z::::;;;g Ty MM‘{«P Ae,uu.t/%.iti w"&uﬂ.&e M&m&—/

the._oznen.‘.axerymd.e.tad.l..and exhibit uneovered.- bgrbu:wu M/

Wm& isclosesto-Amerieg-and o thewhoI& Forld
r

’@rex'yt/hingthat ha.d been said and shown at a.llﬁ:he previous Army and Navy

invest:.gations .Y M mada %M“%ﬁ%d&ﬁ {OOR, Waf-&.w .

There came a day in R:\@-Gongressj.nnal Hearings when the Chief of Staff of
the U.S. Army at the time of the Pearl Harbor AttacK, S5-star General George C.

)
Marshall, was called to the witness stand. He testif:.ed ;eevera&-»long » -Long

Heraral Mers@all

Qdays. Toward the end of his ordeal e was questioned about a letter it—hed been
sumored he'd written to Governor Dewey in-the-Awtumn-of-394lh, during them bﬁ&lm

Presidential Campaign. General Marshall -sedtked~He pleaded long and most

4 —t _ i v 3 _.t‘:_#

earnestly with the Committee not to force him to disclose the,_letter or its

25 paadde, #Rona pirae 858 o

-contents, because Aeﬂ necessity for continued secrecy about code matters, But RAA

P&WM
,;b§ no avail. He had to bow to the will of the majority of the Committee. I

now rea.d%u:w\.- \\MME &

Rusle "U.S. citizens discovered last week that perhaps their most potent
secret —weapon of World War II was not radar, not the VI fuse, not the
atom bomb, but a harmless little machine which cryptographers pains-
takingly constructed in a hidden room !é:h For't': Washington. With this
machine, built after years of trial and error, of inference and deduction,

cryptographers had duplicated the decoding devices used in Tokyo. Testimony
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before the Pearl Harbor Committee had already shown that the machine
known as 'Magic' was in use long before December 7, 1941, had given ample
warning of the Japs' sneak attack if only U.S. brass hats had been smart
enough to realize it B-m-’-aeﬁr&ﬂ?;. Now General Marshall continued
the story of 'Magic's' magic. It had:

1. "Enabled a relatively small U.S. force to intercept a Jap
invasion fleet, win a decisive victory in the Battle of the Coral Sea,
thus saving Australia and New Zealand.

2. "Given the U.S. full a.dva.néé information on the size of the Jap

forces advancing on Midway, enabled the Navy Eo- concentrate ships which

< T

otherwise might have been 3 ,Mﬁ_mif.eis ;awgy, thus sgt' up an ambush which

P

_ _ . B 2 - . e
proved to be the turning-point victory of the Pacific war.
3. "Directed U.S. submarines unerringly to the sea lanes where Japanese

convoys would be passing.

k., "By decoding messages from Japan's Ambassador Oshima in Berlin,

often reporting interviews with Hitler, it had given our forces invaluable
v - :
information on German war plens." £ IJ - T

” o~

FRME.goes -on..Lo.give more detalls of thatl -story,-to-which we—shallxrettmn.

ey,

e gt

-~
e haad

F It is hardly necessary to tell you how carefully Magic was guarded before,
during, and after the war. It is still very carefully guarded. Even the fact
of its existence was known to only a very few persons at the time of Pearl

omd ok

Harbor--;\‘hha.'b‘ is an important element in any attempt to explain why we were
P——

| caught by surprise.

Y W=SeantiN
TRMEbys s~ -conIEOCLIcH- 1th this Fhese of-the story of Magicdmping

L0 «n ngo priceless a possession was Magic that the U.S. high command

lived in constant fear that the Japs would discover the secret, change

Wngeuste

their code machinery, (and) force U.S. cryptographers to start all over again."”




Now I don't want to soom-ko over-emphasize the importance of COMINT in the

dusadlin, B oo §or it W«%MMMMISAoM

Pearl EarborAmﬁ-aust.ﬁw to tell youwghal General Chamberlin,

Bomanal, ARR) N, /. - W -

«who wasAMacArthur's G-3 throughout the war in the Pacifie, has written:/\ "The

~
- L)

i
information G-2 ga;;e G-é in the Pacific -'1‘ ea'-b'er 'a.léne" :;aféed us many thousands

- CANRE xR
of lives and shortened the war by no less than two yea.rs.“,\ We can't put a

dollar-and-cents value on.what our possession of COMINT meant in the way of

saving lives; but we can make a dollar-and-cents estimate of what COMINT meant

Am& poluafation Aalls ser ok 2ack dotlon

by shortening the war by two years. ion -and-found ~that-$1.6¢

wod —
spent-for COMINT s worth $1,0069 spent for other military activities.aad-&mterials}

In short, when our commanders had COMINT in World War II they were able to

-
put what small forces they had at the right pla.ce'\ at the right time. But when

they didn't have it--and ‘this bhappened, too,-~their forces often took a beating.
I hope I've not tried your patience by such a lengthy preface to the

/&c ‘ M a,,,q,\t %M&IMO‘M :
real substance of my talk, so let'sAgei&g:n-m"baMrsinee-a 3

and-notekd-well-known ‘field, Illd-begin-by-glwing yow -some-historical information
about cryptology, which comprises two related sciences) namely cryptography,
and cryptanalysis. They are but opposite faces of the same very valuable coinjgtem
£ progress in one inevitably leads to progress in the other.
if—'btm‘-permi%«ted-ye could go far back into history to see the earliest

beginnings of secret communications and this might take us to the very dawn of

the art of writing because there is room to wonder which came first, -erdinary,

-5-
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___.‘-—_—-—_-—.....-—-
[
-

intelligl'ble writing or unintelligible ’n secre’t wrltzng. Instances of cipher

b e T e Rio Mide pRews, T e o]
(‘) are found . in The BJ.'ble, foBm@xauple bk Wwe. Wust. pass.over the. 'ﬁ'.’cs'bcry of “the “

L]
- -

\ U e A YA

ea&y-eays_.of crymmg_uw ng-single menticte—Ehere.is, -houevar,

&one_iten‘innthat-vhiﬁtemhieb is worthy of special notice, the scytalegy waieh-

ae the earliest cipher device history records.améd-+«hioel, wvas used by the ancient
~

(2) WO!’ Greeks for military secrecy. They had a wooden cylinder of
specific dimensions, around which they wrapped spirally a piece of parchment;
they then wrote the message across the edges of the parchment, unwound it, and

sent it to its destination by courier, where the recipient would wind the

parchment around an identically-dimensioned cylinder, and thus bring together

o5 W wtengaliie Yo nete R e
properly the bits of letters representing\ ‘the message. A.Aad-,—-brl:he-wa'?,- “‘the

baton which the European field mershal still carries as one of the insignia of
his high office derives from this very instrument.

It is well known that Julius Caesar used cryptography--a very simple
method--because all he did was to replace each letter by the one that was

fourth from it in the alphabet.

R
The beginnings of modern cryptology can be traced back to 'bheA ays of

the princes and chanceries of the Papal éta.tes » beginning even before the year

S
Heres
(4.1¢) 13¢4. k—a‘hmt an alphabet of that periodp Tt is interesting because it
i “Here WQI'LAO-
shows that even in those early days y-had a recognition of the basic

weakness of what we call single or monoalphabetic substitution. Solution of this

type of cipher,'as you all know, is accomplished by taking advantage of the fact
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W -
that the letters Aoﬁ-the—a&pha:be’b-—ia languages are used with greatly differing

4 -IO» frequencies. This slide shows that the early Italian cryptographers understood
( ey
this fact and introduced stumbling blocks to solution by having the high-frequency

letters representéd by more than a single character. I will add that the earliest

. <)'lg_ [ 4
tract that the world possesses on the subject of MW for- that-matten,

exyptenmliysts, is that whieh-was written in 14Th by a Neapolitan,shose.name
va# Sicco Simonetta. He sets forth the principles a.nd_methods of solving = .
ciphers in a very clear and concise form. The first beelmer extensive treatise

€24552) on cryptography is that by a German abbot named Trithemius, who wrote his

- -

monunmental work in 1531. He planned to write four wvolumes, but he quit with

the third because he wrote so obscurely and made such fantastic claims that he

wod * 3 amd Fus
qRG charged with being in league with the Devil. "'f'hey burned his Pooks, 6“

i 9.%;, WL A N & . Dg MW\E-% %wmw"rmﬂmu.w&-

(151) —Ama’bter- This may be a good place to present a slide’\which shows that
{2h2)

the necessity for secrecy in A'bh-:ks—-business was recognized from the very earliest

e Magues. swrw o
(.3‘4_,_) days of eﬂs:holpgyh' Ws. )‘uz\:m wu'wtzmwe‘otwu}oh eraxef, M‘ﬁq«u - W

(5) The next slide I show is a picture of what cryptographers usually call the
% "'Mﬂég thmﬁetu o,u.pg.uo co e Prepared, 9%,%“,.,., an
Vigenere Squar 4 it A & set of twenty-six alphabets successively

ahR,
displaced one letter per rows widh the plain-text lettersAat the topf of the

squa.i'e ) the key-letters at the side, and the cipher letters inside. The method

alphar,

of using the table is to agree upon a key word, which causes the Aequiva.lents of
the plain-text letters to change according to the row designated by the key
letters. Nﬂr;‘ﬁgeﬁgfm—iﬁtérém“the"prwfessiml eryptologist

Veaemarne deseiified fis bquars e 1586 ek 2,6l R,
b)acause—&l’b'hough ] Ais commonly credited with having invented tba%—-s@iaiex—he

_PF-— TS T v sbewlan)
o 3y H = T
Ul‘—'-‘-;l&i [ IR ] l




. \$Hb.
really didn*t and, what's more, never said he did. g‘erM W -y B vedaeh wﬁg}‘tﬁ%‘

ofio

The next cryptographer I wish to mention isAa Frenchman, Fra.ngois Vieta,
dwd, wlew Re. was

an eminent mathematician,\ founder of modern algebra. In 1589) ke-beecame Councellor
A
of Parliament at Tours and then Privy Counselior, While-in-that jeb he solved a

Spanish cipher system using more than 588 characters, so that all the Spanish

W ko
dispatches falling into French hands were easily read. APhillip II of Spain JW'R/OM

b it convinced of the safety of his cipher.’ tha'b-whew-he learned that the French

were agware of the contents of hish-ie%%ers to the Netherlands, he complained to

Cotos
(5.2) the that the French were using sorcery against him. Here's a slide that
shows one of the hundreds of ciphers the Court of Spain was then using. Vieta

was called on the carpet and made to explain how he'd solved the ciphers.

Blazve & e wel,

I went to jump now to the period of the American Revolution, ##n.U.Ss~history.

L
“+he *ipbea,\ systems used by the Americans and by the British,-ae-wedi-as-thevode

*

systems, were almost identical! In one case, in fact, they used the same dictionary

For additional security conventional words were used to represent the names

Nere g pove 8 1Re. asda wonvuuaiAAAA,qufﬁnrﬁiﬁiﬁha.i
of persons and places. The-British-used-tlie.following-ecde -namess

Aperican Generals - Names of the Apostles: Washington - James
Sullivan - Matthew
ete.

Nemes of Cities - Philadelphia - Jerusalem
Detroit - Alexandria

Names of Bays
& Rivers . = Delaware - Red Sea
Susquehanna - Jordan

Indians - Pharisees
Congress- Synagogue




P &mw"‘. F—

There was an American who seems to have been the Revolution's one-man NSA,

for he was the cipher expert to Congress, and, it is claimed, he managed to

decipher nearly all, if not all, of 'i'.he Brit'ish- code messages intercepted by

the Americans. Of course, the only waiy‘ in which enemy messages could be obtained
! .

M -
¥ - - -

in those days was fo seize coﬁrieré,;l;nbem and take the messages

from them. Rough stuff compared to getting the material by radio intercept.

olide,

(6.31) The next %&t shows a picture of a code or "syllabary", as we call it, used
by Thomas Jefferson. This s-ylla;.'bary is constructed on the so-called two-part

principle. This—is-a~pertion-.of.the.decoding.-section. You will note that the

nét
numerical groups are Ain consecutive order) bui-their-meawings. are—in—-no

4
A -
atphebe¥dical--order~at-all, which means tha:b you have to have peﬂaer section,

©.2) the-eucoding-section, in which theAMmian—&lphabetm} m'derv-aad»—'bhe-z.r

v

4

. Lo

equm in random order. This sort of system,even today, is in extensive
. , e 2

-@?I witl, QM&M vrealuonioa,

usei’\ Jefferson was -en all-round genius, and -I shall have something-to say-about

him-and cryptograpliy=-a~ITittle bit-later.

alf dnndoRal Ba Thind 15 do
Tipmsitie You've Alea.rned as school children a&3 about Benedict Arnold Awhen
he was #ee Comanding General ociilha.dmexiesnFewmees at West Point; dbut you
probably don't know that pueetieediy-add his exchanges of communications with Sir
Henry Clinton, Commander of the British Forces in America, were in cipher, or in
invisible inks. Here's an interesting slide showing one of Arnold's cipher

Aad Rands He plain e,

L.& messa.ges,Ain which he offers to give up West
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Point for £24,#9¢. Here's another one in which he gave the British information

O .
L L Eay - =

which might have led to the capture of his-eemmender=tm=eitef, General

Washington--but Washington was too smart to be ambushed--he went by & route

other than the one he said he'd take.
I think you'll be interested to hear a bit more about that one-man NSA

I mentioned a couple of moments ago. His name was James Lovell.and Pesides

-
-

being a self-trained cryp‘bologist* was also a member of the Continental

Congress. There's on record a very interesting letter which he wrote to

wm.a.l_;t'fmawf.

General Nathaniel Greene, with a copy to General Washington. Aﬂeremitwis.
Philadelphia, Sept. 21, 1786

Sir:

You once sent some papers to Congress which no one about you could
decipher. Should such be the case with some you have lately forwarded;
I presume that the result of my pains, herewith sent, will be useful to
you. I took the papers out of Congress, and I do not think it necessary
to let it be known here. what my success has been in the attempt. For it
appears to me that the Enemy make only such changes in their Cypher when

they meet with misfortune, /iaacmmitanse

 memmceskphcimody and therefore if no talk of Discovery is made by me here
or by your Family you may be in chance to draw Benefit this campaign from
my last Night's watching.

I am Sir with much respect,
Your Friend,

JAMES LOVELL
 Fa-telling you abbut Lo&VELl-I-should addbe——my account "of -that- interesting .

exrs-in.cryptologic history en episode ™I Ieariied -about “only recently, -When a__

F-n... W

certain-message.of. the revolutionists-came into Clinton's possession he sent -
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11\ off post haste to London for solution. By OF course, c1intc7r, 1t

‘ -
P \ R
was golyg to take a lotwof time for the message to get to Londgp, be solved
™ \=< Py - . " . 7
| I ra /

a’.pd"returned o America--and Qe couldnt't a.fford to wait t long. Now it

' ) \,
happened that in h jcommand the-ré“yere a co-uple /o; officers who fancied them-~
e e N v '
s\éies cryptologists ~they undertooﬁ to splve the message, a copy of which
. , , .
. ' e, peludiion to
had egn made before sending the original off to London. Well ’ they ga.veASir
", .
N\ Moum S e“%"““ﬂﬁz
turned out to-he-a
dismal.-fadlure...hec "upcn was all wrogsi —The

correct soluytion arrived from Lopdon weeks later.

i -learning t the British heve operated--a- cryptanalytic.bureat

There's ake® an episode, I learned about only very recently,kwhich is so

A
amusing I ou‘ht to share it with you. It seems that a certain British secret

-

agent in America was sent a wefsase in plain English) giving him Ainstructions.

But the poor fellow was illiterate and had to call upon the good offices of a

~

friend to read it to him. What he didn't know, however, was that his friend

quond
was one of General Washington's Asecre'b agents!

If\interest in cryptology‘in Americe wasn't very grea.t\if it existed at

7

ot the ca.se *ip Europe. Bogks on the subject

. all after bhe Revolution, this was

. ‘ /
+ were wrltten ‘studied. Here's a p' are of the fro ﬁ’lsplece to a\book in
\ .
N\
French lished in 1799, dealirg with espib counter-espionage; it has

ection dealing with ‘tology.
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atended do-sey a few words about the decipherment of Egyptian

o w&&%(ﬁ‘%u&\zat a

hieroglyphic iting beca.use it is supposed to represent the next and a great

ndmark in the history of cryptology. Professor N_or@fiener , of M.I.T,,

in his famg 4 entitled Cybernetics calls %édecipherment the greatest

ood

feat in the history of cryptolqgy, but the/professor is wrong. The cryptanalysis

4&1:1&&‘ simple; the difficul _' 'é was the reconstruction of the language

N v e a0

and its grammar. I'm sorr:y we can't go ihto that now, but I do want to add

that it was very fortunate that the early students of Egyptglogy didn't even

) D
o 20 meationad aufhusr mm»gA
suspect iHat the Egyptians also used cryptographys tliere~yere cryptographic

oglyphics, if-you-gan.imagine such things.

There 4s-one perdon—i—should mention. before coming to the period of our

Civil War 'S Bdgar Allan Poe A in 1842 or thereabouts, kindled an interest in

1a
cryptography by hie famous story of "The Gold Bug", and by some articles on

perhaps
cryptography in newspapers and journals of the period. For his dey he was/the

best informed person in the U.S. on cryptologic matters *e‘mak "“’Qt "ga‘-‘
perunce woXuall coma sulbe af)ﬂmwdﬂm&m

The period of the Civil War or the "War Between the States", in U.S.

history was, as a result of the invention and development of telegraphy, a

v wlachs was Wy uwbb ol

period fhat—sew the use of cryptology Ai-n a-large-way. Here is a picture of a

Confedera.te cipher device s ca.ptured a.'t V:.cks'burg. The dev:Lce is a cyl:.nder

of wood, covered with a sheet of pa.per bea.r:.ng alphabets, the a.lpha.bets of

the Vigenere table, in other words, Here is a

knob
pointer that you could slide, and a ifawikidsss with which you could turn the

cylinder according to the key letters. You might like to know two of the keys




they used with this syatem-eméd device: COMPLETE VICTORY was the first; Aand E Ty, ui

\

COME RETRIBUTION,the—eecond.

YRS
Here is a Apioﬁwe:ofwan message,—~authentic -without. question,-which-was

. sent by President Lincoln to General Burnside. ! i e—‘i_‘it —reaé/d"‘bhie
'+

Wa¥y—of-courss, sﬂl&'ma.kes no sense; but if you read 1t backwards it makes
excellent sense: "If I should be in a boat off Aquia Creek at dark tomorrow,
Wednesday evening, could you without inconvenience meet me and pass an hour or
two with me? (Signed) A. Lincoln." I think the President was kidding a bit,
but he-ma,y hagve lacked confidence in the official cryptosystems in the same

! Wold Wan T e

way that,\Pre ident Wilson lacked confidence in 'jehe codes of the State Depart-

r.

ment, -ae—~ean~be-seen<in—thewlides which I now show:~

This is a photograph of a page or two from the code book and cipher system

used by the Federal Army. They had what we call "route ciphers”, that is, they
a&aa’tw T LTV, IV W P M\k@l-c' “ M&m M}GA&_
used '\mtmac—wﬁth indications of the route to be followed in inscribing and

transcribing the words of the message. Here's how you write the message in:
the first word, second, third, fourth, fifth, sixth and so forth; then you

take them out according to another route. And here the thing is complicated

by the use of arbitrary equivalents for the names of important people.
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— T —
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"President of the U.S." 1s represented by “Adam" or "Asia". It had two
equivalents, you see. Here are some of the names of famous or well-known
officers of that period. I have with me today the complete set of cipher
books used by the Federal Army during that period. The next slide is a picture
of a message sent to General Grent in one of those route ciphers. I shall
not take time to read it.

After the Civil War F_cr—&ler-Bejgween “tﬂre’Sta'bers’ the use of cryptography
in United States military affairs went into a decline, because there was a
long period of peace, broken only briefly by the Spanish-American War. In 1885
the War Department published a code called "Code to Insure Secrecy of Telegrams".

B .

It is a cryptographic curiosity -and-no-tzibube-te~the Mgmstmﬁ the officer

a - - -

who was responsible for its product:}onpbeeme-he copled almost word for word

the title page, the instructions for use, and the arrangement of contents from

-1ltm
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a commercial code.a-pieture-of --which-i—shaw..in..thii slide in which pages of

,77-'! both codes are placed side by side for your inspection. But good old Lieut.

——

Colonel Gregory did have a little spark of imegination. See what he changed
(here point out the minor differences). @uta-beli_euea.it or._not this was the

i, -
code that ? Army used during the Spanish-American War and in the copy ime

Poe Monplt Wil vae Hane appars
ny-eolleetion, on the inside of the front cover, “there:appe=mrs the additive

that was used: T77. I-—-huvmt-“eopy amng my"éxhl'bxta here: —Rirnonaomy

Mmmmom cryptosystem—tken becausmadlo.m dust. dn

>

sednfancy dusdtp=that - war am ’clie”ré' wa é!_:l 't-mue:h danger -from THUErwEHtioneof

Wi

-

m
L (’-%Ns\q%‘-edanin the Spamish Amefican WEI'S; WEFER1E T theére's time)

" Ty

In 1899 the Chief Signal Officer undertook the preparation of a suitable
\
frette ey
codeA. Economy was stressed--the Chief Signal Officer personally did all the
work--and in 1962 the "Cipher of the War Departiment" was published by the

Ad jutant General. In 1966 a revision of that book was published, and in 1915

a completely new code, the War Department Telegraph Code, was published. But,

. printer
believe it or not, that code was printed by a commercial mmmee in Cleveland!

At least that is what my predecessor in the Office of the Chief Signal Officer
told me when I took over from him in-Jenuary 1921y after my World War I service.

1]

3 " s
-ern World War I ceame—im-August 191l cryptology entered upon a new and

rapid expansion in invention and development, and-we .must .now.turn our atiention

T~

so-the-principal events in that expansion and developnentf'\ With Hertz's

“15—-‘




discovery of the so-called Hertzian waves, and Marconi's practical demonstration
- aw s .k

of signalling by wireless, a new era in military communications ed-—ia.,

and this,.of.cqurse, -was what brought.aboul-renewed-interesi-and-a new erg—in

nilitary
csoyptolegyr The first * usage of wireless, or radio, as it soon came to be

ca.lled :I.n America.n terminology, was made 1n Europe before l9lll 'but wide usage

lrv-% eV 1y Xhm.alt newr
of iti\wes in World War I. dievelopments in cryptographysleppeda-bit;-as we<shall

SR,
Before coming to these developments a few words should be said about the

- Some of you well remember
U.S. position vis a vis the Allies and the Central Powers. I¥suxmkixremembex

how President Wilson wésevewané promised to keep the U.S. out of the war, how

at one time during a period of strained relations with both sides he'd declared

VRN, Never Ne afoo somdes

that he'd never send our boys to war, and,\tha.t there was such a thing as being

too proud to fight)'\ U.S. sympathies for the most part were with the Allies,

especially the British, but there were in the U.S. umdreds-o 7m&s of aam

. RS -'-*

Gesmdmaiomm,@eﬂe&—ematm zer /mm,\exereme&

Aldaportat-roiesin-heiping Lo prevent our entry into the war on either side, b

o ezt
MPf-3eoni-ofaii—on-the-side of . thGAlIies . ~The British-tried -their. vest_nat

admatr ©F
w

&
tompmovolewon -irrilate . the -U:6+—but even.g® there were times when British high-
v~ Aor pida >, }d”""“"':! .
handed action almost precipitated us into the war Aagainst--them. There were

YA

sepe activities toward preparedness -{efense.in case-cirounsiances

R
war:- unavaidahlge—eut these-gettvities Veren’t -of much

a.c.n.eunat ,In the cryptologic field ~fsr—exampia, mhwas being done by

iy,

either the Army or the Navy)h Two Army officers became interested in the subject

8/2 and I show you the title page of the first I\manua.l on military ciphers, by the

,

16
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M. then Captain Parker Hitte and—the-+title pageof %-smm=il brochure by-the-then
4 wWadb a -
)Z\q A Bieuti. . Ov-Mouborgne. But thesk-were almostAprivate venture/o gfficially,

as regards cryptographic preparations, no new codes were in preparation in

either Service; no new ciphers were f_béing dreamea up; no cipher devices or
cipher machines were being investigated or invented. As for cryptanalytic

operations--well, there Jjust were none whatever in either Service, and, for that

At

matter, in the whole government. I\m private research institution near Chicago,
the Riverbank Leboratories, of which I happened to be a member, working in a

cooiws Mme/ -2 A
totally different field of science ,Abega.n studying cryptology and soon .xzt&in

A
menbers-of.-Lhe-pbaff wowe working on messages which were :Eu-lx;uhe& us by various

government departments and agencies in Washington. Most of these were solved

-4

and returned to Washington, and 'bke staff became more and more adept. But,
mind you, this was not even a quasi-governmental agencys Tt was operated as a

patriotic gesture and at his own expense by the man who, in 1915-16, as an
Ef\’wviu.d% m'té]
astute and wealthy business-man, Colonel,George Fabyan, foresaw the inevitable

ond, P s Hak e U.S. wons

entry of the U.S. into the war, Awholly unprepared for any cryptologic work.
The Colonel was right, S 6n 6 April 1917 the U.S., almost suddenly it seemed,
declared war on Germany. How did this come about? It came about when it did

as & result of a nice piece of cryptanalytic work by British cryptanalytic

-

experts in London on a message now yorld-famous as the Zimmermann Telegram.

The message #4med came from the German Foreign ﬁinister in Berlin ur

um@ to the German Ambassador in Washington ;Ram vonﬂaemateuigy--ibm

A%  then sent on to the German Minister in Mexico Cii:y. ‘Hert-::_"s the message in the

"
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form in which it was transmitted to Mexico. I won't— go into the story about how

G Rands, qum:gwm bl e sy

619.) the British solved it; , Aﬁer—-—thlm drematic snd tomple 'becaus!w:.t":tnvolﬁd

» . - ampr _"“r" .:""-’
- 4 *I.-_..A,.-t-l—t ".‘m— LTI P “—:—M‘—f& Pﬂg’?;‘:r#‘_ s
the reédonstruction af. two- rather la.rge codes_.-,‘\ﬁ'he-ig)-uuoa-!epreseﬁte&*a i 4

-3 - / - T "
f&s#—o&wofﬁork M?‘ w'faﬂd%“!‘wworde about ~the. pol-ltml e

eﬁ:eats-eﬁ«the aahtionranﬂ ebout..ﬁr.v.t-z.sh cleverness ;I.n"j!lhe hundiing ef-the
L

PO i - - b - . ..- s vooR “iu .o w-t..A-"?’r r v Y Y b .

v st;atimmﬂuteﬂlplmaticﬂly, ~they. are.

& . A - -~ ot -
‘q i Tt b Li"u ~ L. R et i N . - e . IEE

ady~8aid ﬁmlted.mém-bringingmsd&to the war-on-their-STdea, }
he. translation of the &P _-By-was-mytrtaint: beatsethe-message-said

the Germans were going to resume unrestricted submarine warfare and %p&rt )

here, dealing with a proposal to be made to Mexico, was the straw that broke the

] e owd The
camel's back. People in the Middle West had been very lukewarm toward the idea

" oty fecaute & Wad o war Bk ws Karusamds of ymilas angns.

of our getting into the War--on either sa.de--)?ut when the Germans began talking
about returning Texas, New Mexico and Arizona to Mexico, that was something else

again. So, we got into the war within a couple of weeks after the British gave

— -

"‘?’\2. zmmﬂ-&w‘%mm .
us Aand we had established 1% a.u‘bheﬁtg‘.ci'by: ef~the—transiation ol the ~Zinferninn

e wRale

PeFopram, A year or soO a.go the telegram a.ndAepJ.sode was the subject of one of
P ok Anesmotic. episadads i :

the W Walter Cronkhite's "You Are There" television programs. And a book

of almost 258 pages, dealing only with that telegram and episode, was published

“’WMM %MW %ﬂwwum;’fﬂa ge ME\\.%!:M&,

Just about  sdu-weelss - agor——Ii-brought. .a.--copy Wilhe .

Well, es—F-peid-a-few-minutes ago, on 6 April 1917 we were in the war as

ol even JRa UL 5., welinde'og,

belligerents and things began poppingh-espaeiaﬂelp,in my own little world at

Riverbank Laboratories. We began training more people and doing more solution

Astocd W
work--all paid for by Colonel Fabyan. We had'\messa.ges jo~goive that dealt with

=18~
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mxneigh’bor on our southern border, as well as messages that dealt with the

activities of enemy agents.

N

ON} There was one rather interesting case, in which I happened to play a

QJ; -

by

minor role. In 1916% the Germans financed a large number of Hindus iumsbiedr
\

abbeupes Lo stir up a rebellion in India, the idea being to cause so much

3

trouble Am that the British would be forced to withdraw troops from the

Western Front to guell disturbances in India. These Hindus wereA wegebieting

-

en-gire purchase & arms and ammunition in the United States, with the idea of

sen_ding them over to India. Since the U.S. was neutrel, it was ageinst our own -

' L
laws to permit such mdertakings.ag&nswmm. t)-‘Ee 'business/\had

¢
to be conducted secretlyha.nd that is how cryptograms entered into the picture.

’

Here is one page of a long Aseven-or-digki~page letter that was intez:cepted Fa&q»a

between the top Hindu agent in the United States and his chief in Switzerland.
The letter consisted of groups of figures, in which were interspersed some plain-
text words. We recognized pretty quickly that the letters of the secret text had
been replaced by numbers which indicated specific letters in some ordinary book
wﬁie-h could be carried by an agent without a.rouij*.ing suspicion. Each group of
numbers represented the page numbef' s 'Eh'g _:l-:ilne ‘nunber, and the position number in
PR
the line of that key book. All we needed was the book, but unfortunately the
Hindu failed to tell in his letter was the book was, _so we had to go ahead and
try to solve the message without it. It vas solved, but there isn't time to

tell you how it was done except to say that by working back and forth between the

message and the hypothetical keybook, building up the various words on various
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pages of the book, then building up the words of the message--one helped the

other--I finally got certain clues as to the sort of book involved--that it

R}

was a book dealing with the history of German political philosophy, economy,

: and
or history. I hunted and hunted madbchwmnimt for that book, /. £inally found it,

all right. It was Price Collier's Germany and the Germans. This message

figured in & long-drawn out trial in San Francisco, where there were about a
hundred ’ﬁﬁh% Hindus on trial simultaneously.

xthamikenxsz They were searched

every day bpefore they came into court, but one day, the day after I testified,

one Hindu managed to secrete a gun in his clothes and in the midst of the court

a
proceedings shot aime Hindu who had turned State's evidence, whereupon the

United States marshall, a great big fellow, six feet four, standing in the
tack of the court, drew his weapon and shot the first Hindu dead. They were

T

both dead right there, within 'kww—three seconds. Thabiavthe way Fha.t

trial ended up// rather dramatically, I'd say.

To go back to the work at the Riverbank lLaboratories,
foabegean the AdJjutant General began sending us officers for training.

Here's a picture of one class, the biggest and the last one I directed berore

.ﬁ

being commissioned and going directly to France, for service at GHQ,, workiang.

That picture spells out a message in cipher: XNOWLEDGE IS POWER.
on German codes and ciphers. /( And now for a quick-look at the sort of things

I fou.nd at GHQ, when I got there a.nd was a.ssigned to work.

$%n Sona. sse Aty the
Let's first take a look at ﬁ&%ﬂéﬁ&%ﬂﬁ C k—@g

Y e
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- admera e~ ol e =
b3




various belligerents,

Here's a picture

o Ao

of the cipher system used ri-misused by the Russians. YMMIt

b Y
widls based upon the old Vigenere principle, using numbers instead of letters. <%

in comnunications me cost them d.ea:rly, W

LN, k%wwmg.‘; vl : W

5‘(they lost the Battle of Tannenbergmnm’ greatly contributed to their being

' xnocked out of the war. The next slide js—a—pieture—cf a tactical cipher system
used by the French. It was a transposition system, the columns being here
transcribed according to the columnar key; in addition, certain disturbing
elements came into the method by taking off the letters in diagonals. And here
__\§_ is a picture of the system used by the Italian Army in World War I. Again, it
48 only a variation of the old Vigen;re system. Here is a system used by the
Germans beginning in the latter part of 1917. It was invented by them, or, I

)

should say, they invented a clever combination of two methods. We called it the

14 ADFGVX cipher because the cipher text consisted exclusively of those letters. An

u'% 25 e was MG w B 5335

alphabet AM according to some pre-arranged plan, with the coordinates
ADFGVX; the letters of the message were ::'eplaced by pairs of coordinatesy for
example, the letter R is represented by AG, and so forth. The whole message is
written out in the letters ADFGVX in a transposition diagram at the top of which

is a key, developed from a key word; the letters are then taken out of the diagram

-21-
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in columnar fashion, according to the key order. That system was a brand new
thing in military cryptography and caused no end of headaches for the Allied
cryptanalysts until it was discovered just how a solution could be achieved. The
solution was not a general one but depended upon special cases; however, these
ha.p]_aenc-.;d so often that we could bank on them occurring practically every day. The
ADFGVX system was used by the German high command and it wasn't long before it
was discovered that if you made a study of ?ﬁ/fahe number and direction of ADFGVX
mess;ages you could infer certain things sbout the tactical situation and, more
important, you could, with some degree of assurance, predict what might happen
_\_g_ in three or four days at a certain sector of the front. Here is an example of a
chart based upon ‘the ADFGVX intercepts. This, gentlemen, Aﬂ the first illustration
that-I-kuewof in history of one of the basic principles of what we call traffic

\A.l analysis and traffic intelligence. (Explain chart.) The next slide gives a

picture of the sort of "Bulletins", as we called them, that we put out when the

ADFGVX messages were read.

- . o
For tactical messages the British and Americans ;ﬁﬁw;a

wiich n0so was a Sy 54 »?né(

method known as the Playfair Cipher au-agedl;c_lnmted ~by-Lord Pla.y:falr s but he

Qmm.n b poure of Aitles wpband. .
u}e‘k Charle: A‘-’cttstone in P o'% A S f

ve:rbed 1%,

da.dn-l-'t. in w.-'Lt-u-Si'Ih




ID:A63356

23 Jrethod~ef-Flayfair enttPNEFMEnt-ts~to’ have & square 5 X5, 6r25 celln in
Bl —in-which.you.s4art in-with a-key-word; then fellow with.the rest -of -the

unused-lebbers ~of-theulphabet: (I -and J.are -treated.as the -same-letieryr—Ff-~
4 %W A
g&you want to encipher "AT" the equivalent is "VR", by diagonals, and so on.

Here is an example of how a message is enciphered. In those days Mm‘

was regarded as pretty hot stuff. In fact, an officer of the American Army ,-\hw

Lieut. Mauborgne, . : y--mentioned amd-who
?: later became Chief Signal Officer, W wrote a little
a3 treatise, publlshed in 19111- in which he dealt with 'bh-ls- Hieyfair cipher ten.

Thewritle.al #is. work-is' "An Advanced Problem in Cryptography". Today, our
most elementary students are given things of that sort to solve a.fter'\a few
lessons.

'I‘ht;.' British Army developed a cipher device in World War I’1 They had

manufactured a great many of them, thousands in fact, and they proposed to

the French and the Americans that all the Allies should use it for tactical

%u'»/ummmm N faot':w&aﬁz% B

communications; but te—bhe—ﬂagm_eﬁmwuh-*% was never put to use."lll

M;ﬁ& m 2 L ere&wwlw Wbmwmm

¥ s - I )
So much for the A&% cipher systems weed 1n World War L. Now,

I'd like to say & few woz_-as about the cod.es a.nd code systems. A code is

-t

simply a sort of dictionary in which the words, phrases and sentences are M?ﬂ«m&

........ represeniabte by arbitrary groups of letters or figures. Here—is—a page-from-
Mm c%*e’—b&\x b’% W\I&&r\)n% v waed, .
a comereiet-comminicativn: compenyt's eodebook, which they offer to their

cugtomers for economy. You'll notice.ibal each of these code groups differs

Way~otMr code growp by at least two létters.” We call that "the
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two-letter differential.", Bee—veasen -for-having such a-differential -is that

/ )

4

-f’

mETTMES mde i-transmissiomy-but-theITkel1hood of-mai{g-two
™ . £
( : ~the—same—group -ig -not nearly es-great-as making & siggie errQE..—Ther
W /
'\2 -1

etter differential affords methods of readily correcting é group if it has

a single err in it; with a bit more trouble 2-letter erZors can also be

h"’ emnald Aosts oﬁmw
corrected. Now, tode books are compiled ited.te genera

Xinds.o m;. llzgd:,as-anam
L)
.‘»00 nea X Rn B ecgenerabiredochbiecacgeneradohratesory

Godepmor a.cnde~utbmo'_biv& industry,—an@/ao ony-they get. wide-distribuvien
setxbppingoxades opliromond

BES X X XO SOAP @S A (S Ve ¢ 8 000 w7 RO N K X RN X - p W &
- ———— . o~

of the one I show in the next wlide.
=iechaddzadoooder: You know, there are cei'taln pecple who believe firmly and

.J

/
implicitly in the power of healing _suggestion, and here is a picture of a

ra fioner
code book put out by a meooiilssexxcsie in that field, a

. 4
S A w
code that isA in English a.nthrer.;é . ;w—m-ﬁie purpose of it is
f o

sbxetxmenx to bé a.‘t;le to rece{ve treatment by your mmm practitioner
£
are ;.é
no matter where you/or he axx. Thus, if you shoul& go away on a trip and want

§
7

s
to consult your practitioner, you can send him a message and tell him what

rather \

-

you are suffering from, or, ofmmswre®, what you think you are suffering from.

g
You would simply’ f-epresent your illness, or alleged illness, by the code
; profess}onal
group correspénding to your malaise. Now, note that the Wl who got up

4 \
this cod}e was pretty well versed in the intricacies of code xmi commun}.ca.tion.
e X,
] %
difficulties, because these code groups differ by at least three letters.-'i{‘dx

4 Y

The reason for this extra precaution is, of course, clear: It would be a




i ) sag 1 % 3 thinkh
pretty serious thing ‘J,f\you sent a leessa.ge tellin.g h'lp% ’ga.t'fo'u i

dpaiting 2o oy | 2

suffering fr

el \\\\ #,,f”“

he unfortun;a}eiy gives you the trea

/ \

Prior to World War I the use of code books for tactical purposes was

AM&GJL > %EJ\L amd TR

thought to be impracticable, largely because of the Adifficulties of compiling,

auwd ¢ s Roolo W&nﬁﬂu‘um.
reproducing’\distributing aad-pm:gsbﬁ—beeks I dont't™think they

thought too much about the possibilities of solving code. Early in 1916 the
Germans began to use small field codes, and the Allies soon followed suit.

I bhad some slides to show you pictures of pages of the code books of the
various belligerents, but I will omit them and say that I also have brought
exhibits of such books as were actually used for the purpose. -Phese.who would
ddke-t0 see what they were like-are welcome to come up after this talk and
exenine~thenr. The only slide that I will show is one that will give you a

unpreparedness heeha
picture of the American Army's imadaaquasy in World War I for Rude communication$.

-

This is authentic--I didn't make it up--because I found it in the records when

I closed our office in the AEF in April 1919. Ii%'s a code gotten out by the

52nd Infantry Brigade, dated 17 April 1918, and it is what we may call "the

baseball code". If you wanted to say "killed", you said "struck out";"wounded"

= v - -

was represented by "hit by pitched ball", and so forth--very elementary.




9

REF ID:A63356

In all I've said thus far about our World War I crypto-communicstions
there's been little or nothing said about our high-command ones, messages
between General Pershlng and Washington, for instance. ﬁ—d-i&..‘ment:.on the War

Department Telegraph Code of 1915, ,whkich. we -had when-we entered the wax._as-

f-hedtigerent. | It is with some sadness but also some amusement that I tell

you that soon after we joined the British they told us, with as much delicacy

BAn,
as you may imagine the situation required, that *a-t code wasn't at all safe.-

adarwees, Btk
You don't have to wonder very much w the implications of such-x-ndinl-

~ 2 ) _
% Ll "‘ e ~ - - _'zu-

mea.n:t,_ana:?mum oun- &uthomtxesvmnifestemwt—aebmi ~abuwlthe

/

id -about~the -Britishrreurresy " Mr-poiving “the

g
Weoidn' 5teps were taken right quickly to produce s new amé-mmch safer codeg

for the War Department and high commend usey sise—e-new-one-for-militery

im&ugemmmiwﬂons. It was also about this time

e '
that our NavyAbega.n to improve its communication %y adopting a cipher devier.

which went under the cur:.ous and a.lmost movie-like title of the NCB--the

' a wd»%‘cﬂncw o whay o0A daandin oibut

Navy Cipher Box. It vas g “stwrip eipher-system; ve- a*p:ﬁ:t

WM 329- )‘*’-—maﬁ* AWQQ—% QX

I don't know what our State Department communicetion security was like

v 10A R

in those days but I have my suspicions. The loagAtradition of secrecy and

secret diplomacy wasn't our tradition--this was distinctly a European piece

‘uttm;bs,

of skullduggery and we hed+«anéd wanted So=imwe no part in it. Ma.ybe ’q




i nt fpr us foday St

taken for a cryptologic ride--I don't know 'l‘ha.t would be somethlng"for some

MQ oo an R m(fnmampumw s Neowad, Arclunaa He

cryptologically-m:. e historlan sxisexiae
inxmyxﬂnnbzfm
And here is a good point at which to bring to a close this first period.
Welll continue-with g bit-more history -im-the next period but it-will be.dexohed

towrtelrtig the devetopments - in adirection -opened-up by toveltIoHs Hatde-about

the~time=orWoT1Id War L.




