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COMMUNICATIONS INTELLIGENCE * | \

A presentation by Mr, William F. Mriedman to the faculty M“ ’H:ﬂ.
and 3tudents of Class 50-B, Air Communisation & Electronic m
Staff Officerst Course, on 29 Jeptember 1950 Mo pouds b0 wi
Colonel Sheets, Gentlemen, first I want to assure you of my apm :"'J.
of the opportunity to ocoms to talk to you on my subject. In inviting me to
speak on the subject of Gemmunications Intelligence, it was indicated that the
objective of the prol-utu;im is to create an awareness of the backsround,
development, and manner of employment of this vital military weapon. Commni-
cations Intelligence was not always regarded.as vital. I am reminded of a
story that I read some ysars ago in an old book, and the story may be apoery-
phal, but I give it for whas it is worth. It seems that about two thousand
yoars ago there was a Persian queen whose riame was Jimarlus. She took am
intersst in cryptography, apparently, snd she died. Presumably she went te
Heaven, or porhap-l to the ether place, but she had left 1uMom a8 to the
-dhpoaition of her remains,. amd they bullt for her an imposing mausoleum in
which her sarcophagus rested. On the cutside of the mausoleum there was carved
a message, and the messaege said, "Stay, weary traveler, if thon; art footsore,
hungry or in need of momey, unlock the riddle of ihe ¢ipher graven below, and
you will be lead to riches beyond all dreams of avarice.” Then undernsath it
there was this cryptogram. For several humdred years all the npcru tried
their hands at deciphering this messa;e without success, until_‘om day, pre~
sunsbly, & long-whisketed,; bespectacled i;ﬂ;i\ridual came along and after working
at it for a conul:ldcrablo length of time, IOM the message, whion gave him

Anstructions as to a secret entyy into the tomb. M got iuside and then founa




an instruction to open the sarcophagus, but he had to solve another message,
which he did, and opened the sarcophagus and found a box. In the box was a
message in plain language, and this is what it eaid, "Oh, thou vile and in-
satiable monster, to disturb these poor bones. If thou hadst learned somsthing
more useful than the art of deoiphering, thou wouldst not be footsors, hungry,
or in need of monay.” Many times in the courss of the past thirty years I
have had occasion to wish that I knew the old gal's addr-u.-o that I could

put as a first indorsement to the basic commnication the eingle word "ooncur.”
Well, anyhow, it's been an interesting life, if not financially lucrative.

Now I am going to read you a little paragraph from Time dated December 17,
1945. "Magic is the Word for It® is the title of the article. "U,3. oiti-
sens discovered last week that psrhaps their most potent secret weapon of World
War II was not radar, not the VT fuse, not the atom bomb, but a harmless little
maghine which sryptographers painstakingly constructed in a hidden room in
Washington. With this machine, bu:u.t after years of trial and error, of in-
ference and deduction, erypto, raphcra have duplicated the decoding devices used
in Tokyo. Testimony before the Pearl Harbor Committee had already shown that
the machine known as "Maglc” was in use long before Decesmber 7, 1941, had
given ample warning of the Japs' sneak attack if only U.S. brass hsts bad been
smart snough to realize it." well, Generel Marshall continued the story of
"Maglo's® magic. Anu then it goes on to say what that story was, and I hope
I'1) have time to come to it a little bit later onm.

1 hardly need to stress the nscessity fer sesgrecy ia this business. Hope
for future success de.ends to a very great degres on maintaining secrecy with
respect to past achievements. Changes as & result of suspected compromise ef
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oryptograpnic systems are easy to nk: and very hard to follow, The effects
of lsakage or compromise are not local -~ they ars widespread, because of the
widespread use and distribution of particular cryptographic systems. During
World War IX, I might say, the continuance of our succeas hung by a very slen-
der thread, I am reminded &t this point of an instance -~ this was before the
war = and to avoid naming names I will simply say that there was a chap in a
certain capitol of the world who sent a message to his home government in which
he sald that he was getting a bit worrled about their sommunications. He said,
"You know, these many exchanges that we ars having dealinyg with this matter in
hand have made it necessary to be very voluminous in our correspondence, and
I am & little bit afraid that perhaps soms third party mizht be dble to read
. the communications.” well, we read that, and we were very much upset for fear
something would happen, and so we were on tenterhooks and pins and needles for
two or three deys until we got the reply from headquarters. To paraphrase the
reply, it said, "Well, you southern extremity of a horse's anatomy, don't you
realise that what you ars saying is out of line? Don't you lknow that our sys-
ten has s0 many permutations end combinations it's inconcelvable that anybody
should be able to read these communications without having the key? Now, don't
you worry any more about it. You tend to your own mission, and we'll temd to
ours.” We were very happy when we read that onse.

I hardly need to give you a definition of communications intelligence.
I think that Major Morrison has already dealt with it, and I will simply cite
tha three main objectives., First « to provide autli.nm information for policy
makers, to aporise them of the r_ealities of the international situation of the

war making capabilities and vulnerabilities of foreign countries, and of the
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intentions of those countries with respect to war. 3econd - to eliminate the
elemsnt of surprise from an act of a;gression by another country. Third - to
provide unique information essential to the successful prosecution and vital
to a shortening of the period of hostilities. Now, the background of communi-
cations intelligence, which 1s bagsed upon the science of cryptanalysis, forms
a very interesting history. It is incxtricably bound up with the history of
oeryptography. The two are but oppusite faces of the sume coin. Frogress in
one inevitably leads to progress in the other. Hence, while my talk is to be
devoted largely to cryptanslysis and communications intelligence, I will have
to deal ulso with cryptography and communications security to a certain extent.
Now, because of the secrecy or cloak of silence which officially surrounds the
whole field of cryptology and especially cryptanalytics, it is obvious that
authentic information with reference to the background and development of the
science in foreign countries is quite sparse, and although after World ‘ar II
we learned much regerding this field of work by our enenmy, security rules pre-
vent my saying very much about them, I can only give & fairly good background
of U.8. activitlies, and even then I will not be able to say very much about
meaty activities, because I don't know very much about that background and pre-
for not to give any informatiun that I can't document. In any case, I night
say at this point that our relations with the Navy in the early days were such
as to preclude my knowing very mmeh about what tiey were doing, =nd the same
vice versa. In tne course of ny talk I will give illustrations, many of which
form part of my own experience. Modesty would dictate tiheir omission, but be-

" gause of their possible interest I will use them and will here and now make a

goneral apology for the use of the personal pronoun.




REE IDIAGEALT o

- b

Now may we have the m-t.';n«, please. Cryptography and cryptanalysis
go back to the dawn of the invention of writing, and here I show an instance
of cipher in the Bible. In Jeremiah 25126 occurs the expression "And the king
of Sheshach snall drink after them." 4lso in Jererdah. rell, for many, many
years that word "Sheshach® remained a mystery. There was no such place. but
then somebody discovered that if you write the twenty-two letters of the Hebrew
alphubet in two rows, eleven and eleven, you set up a substitution elphabet
whereby you can replace the letters by equivalents. For example, "she" is
represen ed by "beth' or vice versa, so that “Sheshach," translates "babel",
"Babylon.” The vowels had to be supplleu. Incldentally, Daniel, who was the
first psychoanalyst, was also the first cryptanalyst. I say psychoanalyst
because you remember how he interpreted Nebuchadnezzar's dreums. Nebuchadnezzar
had a dream, and when he woke up he couldn't remember it. He called for his
sorcerers znd asked them to interpret the dreau. They asked him what dream,
and he said, "Jell, I don't remember it, but that's your job, to find out and
then interpret it." That was a pretty good assignmeat, and they failed. They
had a nasty habit of chopping your head off in those cays if you falled, so
they got Deniel and lie, by some means -~ the record doesn't show just how - was
able to reconstruct the dream and then interpret ii. Then some years later
Nebuchadneszaris son, Belshassar, was giving a feast, and during the course
of the fcast a hand appeared on the wall behind the candlestick and wrote a
message, and Belshazzar was very much upset and called for his soothssyers and
so on, but they couldn't reat it. The message said, "Mens mene tekel upharsin.”
Well, Daniel was called in und apparently succeeded in deciphering this meusc;ve,

and the interpretation was "Mene -~ Gu. 1ath numbered thy kingdom and finlslte.
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| it. Tekel - Thou art weighed in the balamses and found wanting. Upharsin, or
rather Peres, the Pble is indefinits - Thy kingdum shall be divided and given
to the Nedes and rersians.®
The next is an illustration of the eurliest cipher’uovico aistory records,
which is the spitalae used by the ancieat Ureeks. They had a baton or eylin-
der of wood around which they wrapped spirally a piece of parchment, and they
wrote the me-sage across and took the plece of perehment then anu semnt it to
ita destination, where the recipient, having an identicelly dimensioned rod
or sylinder, would be able to reconstruet the message. This dlagram, inei-
dentally, is not correct, The writing was aons along the sdges of the psrche
ment. Incidentally, the baton which the Baropean field marshall carries as one
. of the insignias of :4is high -0“1“ derives from this instrument.
Caesar, of ocowrse, is well known in history to have used cryptogriphy,
& very simples method, no doubt, becawse all he did was to re;lace each letter
by the one that was fourth from it in the alphabet, Cicerc was the inventer
of what 13 now called short hand, He hai a slave by the name of Tero whe
wrote for Cicero his recor.us and so on in Terronean notes, as they sre called.
The beginnings of modern eryptegrapty are to be found in Venice in the
Papal states about 1400. I show next an alphabet of the perliod of 1400 whieh
is interesting merely because it shows that in those early days they alresdy
had a recognition of the weskness of what we call single o smoncalphabetic
substitution. A solution, of eeurse, 13 accomplished by frequensies. I don't
have to go into that. I think sll of you at sems peint have had soms contact
witn that sort of thing. But here is & method of alsturbiag ths norsal frequen~
cies by having the hiyh freguent letters ropru.om-d by a -ﬂ.upnchw of
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of characters. loi, the urnc_lt tradt that the world possesses on this sub-
Jact of cryptanalysis 1s that which was written by a Neappolitan whose name

was 3ico Simonetti. It was written in 14,74. He describes the methods of selv~
ing simple ciphers, no doubt, but in a very clesr and concise form. The first
book, extensive treatise on cryptography is that by a German abbot named Tri-
¢ thenius, who wrote his monumental work in 1531. He planned to write four
volumes, but he quit with the third one bscause somshow or other he got charged
with being in leagus with the Devil, and they durmed his books, as a matter of
fact. We are going to jump a ways now to some examples from history. There
is a cipher alphabet and system used by Mary, Queen of Scots, in the period
1545, or thereabouts. There was an Italian &xypt.ogrnphor whose nume was rorta
who wrote a book published in 1563, and in it he shewed certaln types of alpha-
bets whisch have come down in history now as Porta's alphabets. Thatts an examp-
— le, taken not from his book but it shows one alphabet with key letters, a or
b, another alphabet with lkey lstters c or d. I don't want to go into exactly
how those key letters are used, but it is sufficient to say that even to this
day the Porta alphabets are occasionally encountered. Insidentally, Porta was
quite a fellow. There are lots of people who refer to his book bnt; have never
read it, I took the trouble to have it translated to see just what he did say,
and he was probably, in my opinion, the greatest ofi the old cryptographers.
‘Ineidentally, alsc he was the inventor of what we know as the camera obscurs,
the progenitor of our medern cameras. I think also he was the earliest of the
men to solve a aystem of iey subatitutions whare the key is changings constant=-
ly. Porta's table was actually used in offiolal eorrespondence, 4hat is a
ploture of a table that wus found among the state papers of Queen Eligabeth's
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time, communicating with the ambassador to Spain.

The next slide I show is the so-cilled Vigenere square or Vigsners table,
a set of twenty-six alphabets, all displaced step by astep with the plain text -
letters at the top and the key letters at the siue, and the method of using is
to tale 2 key word and the equivalent change in each alphabet according to the
manner in which the key changes. Now, Vigsnere also has an interest to me be-
cause although he is eredited with having invented that square, he never said
he did, never made any such olaima. That's a plcture of it as it appears in
his book, and it goes considerably beyond what the ordinury references say about
his table. I won't go into those differences. They're technical and perhaps
of no great interest to us today.

The next cryptographer I wish to mention is a lkrenchman, Fransois Viets,
an emminent mathematician, founder of modern algebra. In 1589 he becam Coun-
seler of parliament at Tours and then Privy Counseler. While in that job he
discovered the key to a Spanish cipher of more than 500 characters, zni then
all the Spanish dispetohes falling into French hands were easily resd. Phillip
IX of 3pain was sc convinced of the safety of his cipher that sen he found
the French were aware of the contents of iils letters to the Netherlanas, he
ecomplained to the Pope that the Irench were using sorcery against him. There is
another example. Here are the alphabets und a sliding card whieh could be
shifted up and down w:s used as & changing key, a methed of changing the ley,
Here 1s another called the two square cipher, two alphabet cipher, using coor—-
dinates again, but there 1s one complete alphabset and ther is another ore, and
the coordinates are used to represent those letters. That was actually used

{n Charles I time, 1627, communicating with France and Flanders.
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I want to jump now to the Hsvolutionary War period in U,3, history. The
aystems used by the Americana and by the ¥ritish were almost identical. In
one case, in fact, they used the same cods book, It appears that there was an
American whou_ name was Lovell who was the cipher expert of Congress who managed
to decipher nearly all, if not all, of the British code messages intercepted
by the Americans. The next chart shows a picture of a code or syllibary, as
we call it, used by Thomes Jefferson. Tiis syllabary is comstructed on a two-
part principle. This 1s a sestion of the dedoding volume. Xou will note
that the numerical groups are in consecutive order but their meanin;s are at
random. They have no alphabetical order at all. It simply means that in the
encoding sestion the words are in alphabstical order, and their equivalents are
in random order, a system which even today sees extensive use, Jefferson was
an all-around genius, and i shall have something to say about him and crypto-
graphy a little bit later on, I hope. Here's an interesting slide shuwing a
plgture of a letter whish is known as the Henedict Arnold indecipherobls trea-
sonable Cow letter, which has never been deciphered. It reads, "I have bought
@ cow and calf from Yen. John Joseph Burleson,” and so forth. %he reason that
it hesn't been declphered 1s that there lan't enough of it to form the basis for
e solution. I am goins to say a few words about Egyptian hieroglyphics for the
reason that I think that that represents the next landmark in the history of
eryptography. About 1821 & Frenchman, Champolie, startled the world by begin-
ning to publish translations of bgyptien hieroglyphics. Tnis is a picture of
the Rosetta 5tone, Egyptian hieroglyphics decoded to kgyptian and then Latin,
and it was by means of this imscription that tnis was finally solved., It repre-
sented a eryptanalytic problem. In the hieroglyphics there are things that we

ber?
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oall cartouchea, that ias, things surrcunded by & graven lins. Here are some
fow sxamples. This was on an obelisk, and this one was suspected of repre-
senting tho names Cleopstra, and 1 suppose the reason for suspecting it was the
repitition here of two characters at a proper disgtance to represent i,he two
a's of Cleopatra. By taking the various cartouches, writing them out. carefully,
studying them on the basis that this was Cleopatra, it turns out that by tak-
ing the letters and substituting its equivalent ard putting them in the proper
places, bit by bit Champolio was able to establish other names, like Ptolemy
and Alexander amd so on. That's the way in which the Kosetta Stcne and Egypte
ian hieroglyphics were finally re:d. It was very fortunaete that the =arly
studies on Egyptology had not realized that the Egyptians usea cry to:raphy.
Some of their writings are pot only hieroglyphic, but they are also crypto-
graphic, and this is an example of substitution. That character in place of
this one means to speak. You see the finger pointing to the mouth, and so on.

Now I am going to jump to the #merican period of the “ivil “ar or the
War Detween ths Jtates. Here is a picture of a cipher device used by Confed-~
erate Army captured at Vicksburg, one of sy treasures. The method of u:e of
this is & cylinder covered with a shuwet of paper bearing alphabets, the
Vigenere table, in other words, a pointer that you could slide and & tiumb
knob you could turn the alphabet aceording to the key letters.

There is one person 1 passed over in getting to the Civil ‘ar period. Ede=
gar Allan Pos in 1842 or theresbouts kindled an interest in eryptograpty by
his story of "The Gold Bug" and by a couple of artieles in journals de: ling

with cryptography. Here 4s a picture of a message, authentic, which was scnt

Yty Fresident Lincoln to Gen., Burnside, and it's very simple. It reads this
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way, of course, but if you read it backwasds, *If 4 sould be in & bout off
Aquia Creek at dark tomorrow, Wednesday, aveaing, could you without inconven-
ience meet me und pass an hour or two with me?" G3igned A. Lincoln. I think
the President was kidaing a bit. Tils is a photograph of 4 page or two from
the code book and eipher system used by the Federals. They had what is called
today a route ciphe_r, that 1s, you had a matrix with indications of route.
Here's how you write the message in, the first word, secomd, third, fourth,
£ifth, slxth and so forth, and then take it out according to snother route,
And here the thing is cemplicsted by the use of arbitrary equivalents for the
names of important people. President o.t the U,5. is representeu by Adam or
Asia. It had two equivalente, you ses. Here are some of the famous 1ames of
officers of that por.iod.‘ I have with me toduy the complete set of books used
by the Federal Army during that period, and after my talk those of you who
wish may come up and exanine it, together with certain other exhibils. Next
is a pleturs of a message sent to General Grant in that route eipher. I shall
not take time to rsad that. There is an example of a type of secret vriting
employed by the French in ths ¥Franco-Frussian War., It consisted of cude
groups written out from a code book. You remember that in the Siege of Faris
they were complstely cut off, and the message was then photographeu down, and
it was the first and earliest example that I know of of micro writing used for
military purposes ~ photographed down and sent out by mesns of carrier pigeon,
and this is a copy of one of the examyles. '

After the Civil :.ar or sar Betusen the States the use of eryptography im
the pnited States military affairs went into a decline for a long peried of
peace, anu was broken only briefly by the Spanish American iar. The 'i-uL Depart~-

sent published & code callea "Codes to Insure Secrecy of Telegrama® in 1885
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baged on & amall commercial ccde, almost word for werd. I'm sorry I don't
have a copy of that with me. In the Jpanish American War there was very lit-
tle cnyptography.‘ They used that cods which had no secrecy whatever, but then
there was no such thin: as radio. In 1899 the Chief Jignal Ufficer indertook
the preparatic: of a suitable code. Economy was stressed ~ the “hie® “icnal
Officer personslly did all the work. In 1902 the cipher of the “ar Yepartment
was published hy the sdjutant General. In 1906 a revision of that wua published,
and in 1915 a completely new code, ¥ar Department Telegrapa Uode w:us published
and printea by & commercial house in (leveland. +#e coms now to the orl. ar
I perioa .ith Hertz's .iscovery of these so-called Hertzian waves amu ie=rconits
practical demonstratic:. of signalling by wireless; a new era in military com~
munications was usherea in, anu also a new era in cryptology. 4the first wide
usage of wireless, or raaio, as it soon cams to be celled, was in %wurld ar

I, but developments in cryptography laggea & bit, as we shall see,

First, I will discuss the tactical use of cipher systems, becaus: these
were used in preference to code systems, which cams later. Here is a pictdro
of a cipher system useu-by the Russians. MNothing but the Vigenere syntem all
over again, but using numbers instead of letters. Here is a case involving a
gsot of 7 or B alphabets usea for substitution. JThis was the deciphering
table. Themxt one is a picture of a {ront cipher system, a transi osition
system, the key column: being here and in addition certain disturbing elements
by taking off the letters in aisgonals. And that is a picture of the system used
by the Italian army in World War I. Again, it is only a varlation of the
Vigenere system. ind here is a system used by the Usrmans, invented by tliem,

or really, I should say, it was a combination of two methods put toguther in a
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very clever way. We called it the ABSGEX cipher because the cipher text con-
sisted sxclusively of those letters. An alphabet in here arranged according
to some keying order with the coordinates ABSGBX, you enciphered your message
by substituting the coordinates with the letters as you see here. The letter
r is represented by B and so forth, and then you write a key developed from the
key word over your X's and A's and so forth and taeke the letters out in columns
according to the key order, That was a brund new thing in military affairs
and caused no end of headaches until it was discovered just how the solution
could be achieved. In that case, the sclation was not a general solution but
depended upon spscial instances, and I donf't have the time to go into that,
That cipher was used by the German high commund and consequently someons soon
discovered that you made & chart bassd upon the number of ABSGBX messages
intercepted, why you could disciver certaln things about the tactical situation
and espescially about what might happen. This is a chart which we got up in the
ARF based upon the ABSGBX intercept. This, gentlemern, is the first illustra-
tion that I know of in history of trarfic analysis, traffic intelligence. %he
next slide gives a picture of the sort of thing that we put ocut, a bulletin
that we put out when the ABSGBX messa.es were rerd, anu there are a set of mes
sages from November 20, 1Y18, of course the war was over, but this gives very
important information about the withdrawal of McKenson's army. There is the
German text and thers is the trenslation, an authentic message.//The British
and Americans used a cipher known es tiue Playfair eipher, invented allegedly
by Lord Leon Playfair, but he didn't invent it - Sir Charles "eatstone invented
it. The methou of encipherment is to have a key word, then the rest of the let-

ters of the aiphabet, anu if you wanted to enci:her "at" the equivalent was
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*yr® by dlagonals, and 80 on. There is an example of a message enciphered.

In those days, 1914, that was regarded as pretty hot stuff. In fact, an officer
of the American Army later became Chief “ignal Officer, Maj. Oen. Moborns,
wrote & 1little treatise published in 1914 in which he dealt with this Playfair
ocipher system, and the title of his work is "An Advanced Problem in Crypto-
graphy.” Today our most elementary astudents are given things of that sort to
solve. The British Army proposed a cipher device in World War I, and they had
sanufactured a great many of them and distributed thousands, and they proposed
to the Frensh and the Americans that they use the same thing for tactical com=
munications, but it was never put to use for ressons that 1 hops to tell you
later.

Now, I'd like to say a few words about code and code systems used. I
think you all know that a code system is simply a sort of dictionary in which
the words, phreses and sentences are repreasntable by arbitrary groups of let-
ters. Here is a2 page from a commercisl telegraph or commercial cable company's
codebook that they offer to their customers. You!ll notice that sach of these

code groups differs from every other code group by at lesst two letters. We

¢all that the two-letter differential. The reason is that if an error is made
in transudission, the liklihood of making two errors in the same group is not
nearly as great as making a single error, and their methods of correcting auto-
matically a group if it has a single error in it. MNow, sode boods and codes
are made suited to all kinds of business. They are specialised or gemeralised,
like a shipping cods, or a code for the automotive industry, and so on. The
next one is the highly specialized code. You know, thers are eertain psople
who believe firmly and implicitly in the power of healing by suggestion and
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and what not, and here is a picture of a code book put out by a gentleman who

was a professional man in that field. You'll notice that the purpose of it was,
of course, that if you went on & trip and you wanted to consult your practi-
tioner you could send him a message and tell him what you thought you were suf-
fering from, Of courss, you thought you were suffering from this, that or the
other thing. It was English and French, and you would simply represent your
illness, or alleed illness, by code grou;;. bMow, note that Lhe yentleman who
got up this code was pretty well versed in the intricacies of code and communi-
cations difficulties, because these ¢ode groups differed by at least three let-
ters each, and the reason, of course, is that it would be a pretty serious
thing if you sent a message saying that you were suffering from coma but got
treated for convulsions, That would be pretty tough.

Prior to World War I the use of code books for tactical purposes was thought
to be impracticable, largely because of the question of large scale reproduc—
tion of code boods. On compromise, I don't think they thought too mucih about
the possibilities of solving code, but early in 1916 the Germans bezan to use
Field Code, and the Allies soon followed suit, I had slides to show you plo-
tures of pages of the code books of the various belligerants, but I huve ex~-
hibits and those who would like to see what they were like are welcoume tu come
up after this talk and examine them. 7The unly one that I really woula like to
show 1s one that will give you a picture of “merican imadequacy in Murld %ar
I for code work. ?%uis is authentic -~ I didn't make it up -~ I found it in the
records. It's a code gotten out by ths 52nd infantry brigade dated 17 April

1918 and it 1s what we called the basebail code. If you wanted to say kill,

strike out, base on ball, hit by pitch ball, and so forth -~ very elementary,
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Now I am coming to a very interesting exampls of “orld War I period, a cipher
message which was taien from a Usrman spy in the United States, und he was sen-
tenced to death. The message was found on his person, end that's a picture of
the code grouns, an. after some weeks it was deciphered by the code aclving
organizations in Yashington, MI=-8, as it was called. Here i: the Gerian text,
and this is what it said, "The Imperial Yonsulsr officials of the Kepublic of
¥exico strictly u'crct. the bearer of this is a subject of the Erpire and trevels
a8 & Russian under the name of Pavlo Baverte. He 13 a German a ont." And so
forth. His sentence was commted to life imprisonment, and he was out in a
year., Here i3 a message which is proﬁabl.y the most famous measage in crypt-
analytic history to wuate. %ihis is the .essage whiech brought the United States
into World War I on Lhe side of Britain. In 1915-1é it .aa very much catch-
as-catch~can as to whieh siue the Americans were going to join. OGur &ritiash
friends and liter allles did certain thin s that we uldn't like, and there was
a good deal of talk about it, but this messaze, solved by the Sritisn, brought
us in. It was the straw that broke the camel's back. It is known as the Zim-
mermur: telegram. It went to the German legation in Mexico City from Count Von
Bernstadt, the Geri.an anbassador in Washington. The method of svlution I won't
to into. The hundling of the cz3e¢ shows how astute diplomatically our friends
wers in bringing the Americans in by mesna of that message. Hera is the trans-
lation of tha thing. It was importent becauss they were zoing to resums the
unrestricted submarine :arfare and this, dealing with a deal with Mexico, was
the straw that broke ivhe camel's back. People in the itiddle West were very
luke warm toward the iuea of ~ar, but when they began talking about giving back

to Mexico, Tex:o, New Mexico and Arigona, that was something else ayain., e
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we got inte the war, BHere 1s an example of sncther type of code we solved,
this time by the United States group in Washington, a sabotage message talking
about who was reliable and what they should do, and that figured in a long, long
trial before the ? Claims Yommission in which the Yermans were charged
with certain acts.of sabotage, notably the Kingsman fire and che Bluck *om
explosion, and it resulted in a decision in favor of the United States, claim-
ants, some $40,000,000, This is a message in secrst ink that figured in the
Black Tom Uase, a page from the Blusbook Magasine in which there was secret
ink writing inscribing on the pages of one stary.

Now I coms to a case in which I was iuvelved. In 1915, mo, in 1916-17
the Germans financed a large number of Hindus in their attempts to stir up a
rebellion in India, the idea being to cause soc much trouble in India that it
would draw out British troops from the “estern front, and these Hindus were
negotiating for the purchase of arms and ammunition in the United Jtates and
sending it over to India. Here is one page of a long, seven or eight page mes-
sage that was intercepted between the Hindu in the United States and his chief
in Switserland. The message consisted of groups of figures which were inter-
spersed with worde. I recognised immediately that this represcnted the page of
a book, this the line number and thls the letter in the line, and all I needed
was the book, but, of course, the message itself aidn't say what the book was,
s0 I had to go ahead amd try to solve it. 7This was solved, and I'll ghow you
very briefly the method. As I sald, there were words, plain text worus, inter-
spersed, and I would make a guess. Here, for example "Form day, somstning,
with, something." I sssumed that this would be the word "commities," and that
meant that on pa:e 65, the fourth line, the second letter in the lins was a C,

-17-
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Fell, the third hap.ened to be 0, and the fourth em M anu the fiftn an M,

but the sixth was not indicated, and so on. Well, by asubstituting some of these
guesses in their proper positiovns and tabulutions of this sort, I founz that
tnis word committee czme from the word communication on page 65, Then this
word is "Attention,”" and so on. And by working back and forth, buliding up

the pages in the book and bulliing up the message ~ ons helped the other ~ and
I finally came to the conclusion that it was a book desling uith tho history

of Cerman political philosophy or what not, amd I hunted and hunted awd hunted.

I finally found the huok, all right. It was Price Collier's Germany end the

Germans. This message figured in a trial out in San franciscou .1ere therc were
about & hundred and five Hindus on trial similtansously. OUne of the Hindus
turned state's evidence and got himself in bad .itl: the othors. Thuy were
searched every day beiore they came into the court, vut one day, the day ziter
I testified, one Hindu menaged to secrete & gun in his clothes and durin;, the
midet of the proceadin;s shot the Hlnuu «ho had Lrned stale's evidence, where-
upon the United Statea Marshall, a great bl fellow six fueb four standing in
the back of the court drew his woapon and shot the first Hindu dead. ‘they
were both dead rishit there awithin two or thres seconds. That's tie way that
trial ended up d:amatically.

I'm going to pess that oms up. Thut fi; ured in the oil scanial in the
days of 1924. I Jas government witness 'n that case, solved the iiessayes and
showed some of the facts that lead to Mr. Fallls going to prison, the Jecretary
of the Interior,

The rum runners in tnose days used some very guod codes and cirhers. Here
is a particulur case where a message was enciphered by taking eode groups out

of ons book, transferring the code number for that group into another book and
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then adding a constant value to those numbers, and this was the message. ALl
I had to do wus to find the books,

There were soms interesting things, workiag on the job we would get meg—
sages from varicus ;overnment agencies to solve. Here is une that came to the
White House and sent to Jecret jervice. It was addressed t. the Presiient and
had this stuck in anu after this figure and sll it was was if you read it back-
wards ana alternste letters 1t ssys "Did you ever bite a lemon??

Now I am going to jump tv the questiuon of cipher uevices because they
represent the smouern trend. JI've already mentioned to you the eifect of the
invention and distribution of raalo and its effect especially upon crvptology.
Traffie in large quantities beceme available for interception and utudy, and
hence improvement in cryptography had to come. I{ came slowly but sureiy. Im
connection with tiheoretical advances came inventions of cryptographie devices
and machines. %ne brief :story of thess will therefore be useful. That 1s a
ploture of the earliest cryptographlic device on record, sxcept for the spltalas.
This is taken from a book by an Italian named Alberti published in 1470 «na is
Just & cipher wheel, one revolving concentrically upon the other so that you
oould changs the relstionship of the alphabet. %nis wheel 1is 1epresentea also
in the Porta book, and, by the way, 1 have a copy of the original edition of
Porta with the cipher wheel in place anu in working order. This wes published
in 1563. %hey uidn't have any children in those days, obviously, or otherwise
these tnings wouldntt be here.

I know it takes & long time to get a patent through the patent office, but
Albertit's device was fiially patented in 1865, the inventor ha pening to the

the Chief Signal Officer of the Army at that time, Major Myer. It vas the same
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thing used by the United Statas 4rmy in the period 1910 to 1918, There is &

LR L L O I

more recent invention of the sume thing. The pstent office doesn't have good
access to literature on ths subject, so every once in & while a thing that is
as old as the hills gets through the patent office. dow we coue to a devics,

I mentioned that the British proposed a cipher device for use on the “estern
Front in World War I, amd a little bit of history of that is interesting., Here
is a picture of a device invented by Sir Churles Wheatsione, the ezminent
British mathem:ctician, physicist and electrical engineer. The principle is a
little different from the preceding one. T.is had an alphsbet of 27 charsscters
and an inner alphabet of 26, with an eccentric motion cepending upon the let-
ters that you were actually going to encijher. %ith this hami, you see, you
go around this way, and the fourth revolution, for exampls, if the letter H

is rapressented by E on the next revolution H would be represented by the next
letters, which hapvens to be a victor., Now the British took that basic inven-
tion, and you'!ll notice that the first slide had the alphabet on the cutaide
in normal order. "hat they did was to add the idea of & mixed alphxbet on the
outside. They changed the form of the device itself, but the cryptographie
prinoiple is identical. They had a great nany of these manufactured, I was

at that time working at the Riverbank Laboratories, ama this thiag had beem
approved by the Britis.u, the French and the 4mericans in Burope. It was sent
to Washington, asproved there by the MI-8 people, and somebody thers s id, "Well,
let's see that this fellow out in VYhicago thinks about it, so they sent me a
set of five test messages in this device. Ail I knew was it was based upon

Wheatstone principles, and my employer came to me one day and gave me these five

" messages, each message 35 lstters long only. He said, nd want you %o solve this
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thing.” I said, "But I can't solve anything as short as this. I have olher
fish to fry.m He said, "Young man, on the last day of esch month you get a
little green piece of piper with ny name in the lower i1ight Lznd cormer. If
you would like to cantinue receiving those, you will atart work oraers right
away." I said, "Yes, sir." Well, by hoous pocus which I won't go into, 1
succegaed in reconstructing what I t.ought was the basl., for the mixing of these
letters in here. 7The word on which it was based was the woru "cipher," und I
thought , "Well, thore is no way of reconstructing this.? At that time I haun't
invented the ,rinciple. I later did. Thers was nothing to 4 but try to
guess what tnis ndght be, by trial and erior, and 4 tried on this basis. If a
fellow was foolish enough to use a word like cipher as tne Lials for mixing one,
het!d be likely to use an associated wora for the basis tfor miilng the others;
and I tried every word in my smdnc associated viith the word cipher, one after
the other, snd it took minutes. Then fin:lly I exhausteu iy ewiiuria, and Mra,
Friedman, wi.o was my right hand man at the time, w3z sittlng in another part
of the room, and Y sald, "Elizabeth, wil) you stop nwhat yout're duinz and do
somsthing for me? 3h- said, "What?" I said, "Mzke yourself comtortaole, I
am going to Jsay a word to you, and I want yo: to coie back at .wu «with the first
word that comes to your mind.” 3he sald, "Shoot."” I oaid, "Cipher.® 3
said "Machine." lhat was it. In sbout ten minutes we huiu recunstructeu the
alphabet unu sulve;l vhe messa, es. lhe first message said, "This cipher is
absolutely indeci hersble," e ssnt the solution to Weshington, word ot to
London, snd when I :ot to AEF in France I wasn't very well likeu by our British

friexis, That Wheatstone principle is attributed to 3ir Charles, but not long

ago by sheer accldient I came across this device, it's in our museux now, made
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by a Major lucius 'ﬁadnorth, who was alde to OJeneral Green of Revolutionary
fame, and it bears on it - this is a very poor picture ~ the date 1817, while
Wheatstone devised his and described in 1870. I come now to a cipher allegedly
invented by a Frenchman, Bazarie, called a cipher oylinder. lhis consists of
& shaft on which are mounted discs which can be arranged in keying order, each
disc having a different alphsbet on it. You line up the letters of your plain

text messags "Jesuis k& _, 1 am indecipherable,” and for your cipher

equivalent you can take any one of the other twenty-five horizontal lines, Looks
like an excellemt ;rincipls, lut quite readily solvable these duys. %he princi-~
ple, however, was not invented by Hazarie; it was invented by our own Thomas
Jefferson, and there is a picture of his description of a thing called the wheel
cipher, exactly the same principle. I had an interesting uime with that in
connection with the definitive additional checics and works being published now
at Princeton. In 1915-16 a United States Army officer by the name of Hitt in-
vented again that same prineiple, thiz time not in the form of discas, but slid-
ing strips, you see, and this is the original model. ¥rs, Hitt came to iver-
bank, with this thing and said it was pretty hot stuff, anu she put up a chal-
lenge message, and I solved the challenge message by hoous pocus. I thought to
myself, "Well, this lady, beautiful ani charaming, ani so forth, but she doecan't
know much about cryptography. What kind of a key would she be likely to use
for mixing up the order of the strip? Well, she might use the word fRiverbank
laboratories.'* That was it: In 1918 that same principle was adopted by the

United States Army Signal Yorps, thers it is, the M~94 device. This, as you

see, is mixed alphabets; you can take them off and put them on in any order you
please, exactly the same principle. VYe used that for quite a number of years
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with some success. It was not produced in time, however, to be used in Verld

var 1,

This, gentleme:n, is & plcture of the very iirst SIGIUT or one-time Lzpe
ceryptographic transmission maciline, produced by the AT&T Vom_.any in 191, too
lai.e to be used in "orld War I. 2%he principie is, there you perfirats your
piain text me.sagsc, here you have a keying tape passing thirough « trans.dtter,
here 1s another keying tape, both differeut, their loops, their uiiferentlal
diameters. Tils uvne 13 a thousanua characters in length and the other 999,
You satart them out at a given point, adjust the positions. %hose tuo points
won't come together again until you have enciphered 990,000 characters. A
pretty good princijal, but, again, on a chalienge, this was after I came hack, was
demobiliged and then back to Chicagu to the Riverbank Laboratories, on & chale
lenge, this was supposed teo be absolutely indecijherable, said so in writing
by a letter signed by the Uirector of sdlitary Intelligence, but 4 .us cble
to solve the thing without having the tapes, aithout knowing how long they
were, or anything. There i: another interesting solution, but I h:ventt the
time to go into it.

This 1s a picture of a new typs of cryptographic machine. A gentleman
by the nzme of hebron out in valifornis came forth in about 1922-23 with a
keyboard, rotor, a comutator switch and commtator really, the curreat from
the keyboard depie:sion. golng in this side, a fixed comt.atoi- going tixough
& wheel here, they smitched thooe circuits, coming out and gvin, turvugh a
typewkiter. Non that machine hou only one rotor. In about three or four
years, after coilaborution with the Navy, he cams out with a five wheel machine,

five positions, yuu see, ami these z:v the types of retors that he used,
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pretty hign security. ﬂu ‘av: was about to adopt thess thin.s. They had a
contraet for $75,000.00. Uod, how that hit me! I didn't even have 2 dollar
for that sort of thing, Well, they asked me what about it, and & seid, "Il
study it.? I came over and I sat before this thing for about six weeks before
I had & really :;ood idea. So I went over toc the chief of the section, and I
said, " think I can solve messages,” and he said, "Show me.” I said, "Ald
right." He said, "™What do you want." I said, "I want ten messages set up
on your machine." He gave ms the ten messages, and I solved the thing. It
wa3s a curious thing. I was getting dressed to go outj of course, it took
weeks of making distributions and finding zy way around. I had one assistant
at the time - he was a veteran, ex-prize fighter, cauliflower ears and all,
ana he wasn't much help excepd in typing. I got to a point where if 4 could
only solve or read - I had reduced these iillions and millions of alphabets
to & place where I had one lins of about i8 letters. +f L could solve that
I would have a start, and 4 went home that evening from work, ana I had a
picture of this one line, and all I knew was that the first, tne seventn,

tne ninth ami eleventi, were the sams letters; the second, the twelvin, and
the eigihteenth were the same letters. All I kmew was the letters that were
identical. As 4 was getting dressed to go out to & party that night, fiddling
with my bow tie, it suddenly dawned on me. Zhe phrase that weuld fit was
"The President of the United States." “hat was it! The next day I came in
and in a couple of days I hmded the Navy a solution; they killed the order.
The fimm w'em. to pleces, the imventor and presidemt of the fira wound up in
San Quentin for a couple of years because he s0ld stogk that went to about
four dollars & share on the basis that a davy order was coming through, and
when the Navy order cion't come through, the stock dropped to about $2.00 a
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a share, and he had picked up some of the ¢2.U0 stuff, went to a different

part of the stute unu vald it for #1u.W. %hey aidn't like thau, so they ,ut
him in the hoosejou.

This is a picture of the first cipher maciine invented ami built in
Europe, cslleu the Eniygma, Cummercial Enigua. Here are the rotors, you see,
four of then here, a keyboara ina the Light bank. Xuu press the keyboaru, the
rotors ste., una they lijht up. You position these t in. s accoruing to keyim,
letters. 4w, also in Europe after that time therc «ore other inveutors.
Here is a machine called the (rehowe which .a:s .ield :s Yein. a very compli-
cated anu difficult tuing - nobody coulu solve it. Here is a Ger.an profese
sor who .ut out a trealise on the indeciherwbility of tue tadn,; olowli, how
man, perrutations and coumbinations there were. You could hwve evaryoody in
the world provideu +ith a machine amu a key ami rncbedy else vould have the
same key, and so on. “ell, gentlemen, ithe number of pcr-atitiona anu com-
binstions that a given cipher system affords, like "The B ; .Lici 3ing ia
the J-ring," huve n thing to do with the case, or at laist very llittle. It
all de ends upon how t0se permutations and conbinations arae buslc.:lly crypto-
graphically. Here iz a . icture of a “wedish machine of zbout the s puiiod,
keyboard, light ban.-, with rotors, a little di:ferent tyre cf roter in that
case., Of course, the light bank was slow. XYou hsd to sit dewn snd copy Uy
hand and sv on, so Lhe inventor of thils machine huokeu it up with an elec-
tric hemingtou typewriter, and that was the first model of a printing cipher
machine., He later modified it so as Lo have the printing mec:aniasm gself-
contained in the cryptograph, and that's a picture of the box itself from the

outside, «nd there i, s ‘icture of the internal workings. There is the keyboard.

*25=
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It's, of course, twned areund, and here are the switehing comutators with

pins that you ocould put in and eut effective position like on our converter
M~209. These pins drive & certain lever hers whish drives the swituvhing
comutatora which are in bere, and you could also switch arcumu the sifects

of the comutators, Here 1s the printing mechanism, This style you'il recog-
nize ea beirg very similar to the style in the Converter M-209. It printed
on a tape.

Of course, in those duys considersble thought began Lo be devoteu to the
encipherment of teletype communicaticina, and this waz, aside from that 1802
maghine that I showed you, this was the first of the telsetype cipher attash—
ments, an invention of Cal. Parker Hitt, who retired from the Armmy and joined
the Iaternationsl Telaphone-Telegraph Company and devoted himself for twe or
three years to producing this thing. This was fiuaily, there's the intormal
mechanism. It had keying wheels which affected the bands of the teletype
character. These wheels wore of differential dlameters. This une haa 10}
places, this one 99, this one 97, and so on, down, 8o that it had an extrers-
1y long period, but the lemgth of the peried, again, like the birue that sing
in the spring, has little to do with the case. Jhat thing was put iuto test
usege in the 3Jtate Department, and they called upon the Far Dgpartmemt to
make a security evalustion. I was assigned to the job, sad 1 had an interest-
time with this. The State Department put up a series of messajses. Jhey were
stamped in st a certain hour, 10300 otelock in the moming, lett's say, and
about 10930 the chief of the Jtate Departmemt sommuniceations salled me and
sald, "The machine is out of arder, Maybe you can fix it." I said, "I*1l be
up there iu a fe. .inutes,” I slipped a plece of paper in my pocket, and
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when I got up there, he »sid, *I'm sorry. I tried to catsli you, but you had
already left. It's workimg again, so I won't trouble you.* & sald, "By the

way, I have a questiun to ask about those messages.” Mo fumsdiately pot sus-—

picious and askeu, “What do you want to know?® And I said, "Have you got the
plain text to those messages here?® 4nd he drew himself up eloser, and he
said, "Ye-el, yes." I said, "Where are thay?® Mg said, "In that safe ever
there.* I said, "Well, I'1l «it here. Xou go over to the safe and dig out
messbge Ho. 7. I nant to ask & question sbout it." Very reluctantly he got
up, opencd the sale, pulled out message No. 7, and sald, "What is it you wamt
to know?" I pulled cut my plece of paper, and I sald, ™lell, dosa it say —®
and I read him the wihole message. He promptly sat down on the floor. That
was only 35 minutos or seo after it had been received. Z%hs ITT Company butmed
its fingars ou it, gave up the investment end never tried again. So we have
the ATAT domw'studyhxg the code, the XIT&T Company, and later on I'1l ssay
a word or two about the IMM Company, who also tried their hsnds at it and

'failed, The reason is that without oryptographic and eryptanalytic guidance
nobody can invent a thing that is going to stand up under cryptanalytic aitack.
This s Yonverter M~20) auieh we adopted, a Jdwedish invention. "t. is

pretby good, The only thing we cams across at that time for our field use,
Here are keying wheels. MNere is a valve whish 1s affected by the keying wheels
whish affests a print wheel, ami there is She taps. A very meat gadget but: .’
not $00 scoure shen you have two or more messsges in the samm set.

Mow, the rest of tho time I would like to devote te a brief discussion of
eryptanalytic gadgetry.
analytic aid, somet.ling I got up at Miverbank way back in 1916, I think it was,

1is is a picture of, to my knowledge, the first arypé~




LS
0L IEEIT o

s pair of glass plates with strips and guides, grooves. Jou eould slide these
Shings up and down to align latters and study them for what not. I .con't know
sy the hell I put downthe United States War “Yollege. I had no relations with
theam, bub it was nice to hand them a prosent, so I did that, I made it with
my own hands. This was & wheel with rubber latters that I could srvan; s in
arng order I pleased. They were removable, there's another view of the thing,
and here's &« whole buneh of them put together for whatever purposes you want
to mke of them,

Bw, frow thal sariy slert huve come a great iany very interesting develop-
sents, Here is & plowure of a thing datea Yetober 30, 1934, uhere 4 sant a
mssorandum to “apio.n King ama sajor 2kin, now “ldef ®ignai Officsr, in mhich
I mado some rewar:s. YOou can seve someé Lear drops or maybe blood on this thing.
I was asking for a litilc it of mouay to get some IBM msehines. bx sald, "Fleasse
do your utsmwct Lo get L:is acruss for ms. If you do, we can really begin to
d¢ worth-while cryptanslytic wark.” Well, the plea was successful - we got 1.,
Here's a picture of pari ef the contract, you see, the 12th of Movesber. It
only toor a wmonth. 4And hers is what we were getting, «nd ses these prices.
Khen I think of the wlusions of dollers which we spent in World %ar 1) on this
sort of thing, I am amezed that frum such lowly beginnings ahowlc have come
that great ertablighuunt. This is 2 room, just one long wing in our headquar-
ters during the war, with tadulating machinery, here, just ome after the other,
tabulating IHM mochines to do speoial purposes, spesial jode.

You know ths plcture ths average persen has of a oryptanalyst. Het's a
long-hair. He hes thick spestacles md whiskers and orumbs in them and so on
and he goss into a huddle with himself and pretty soon he cemss up with an
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answer. l,a‘il, -thttl‘-;'.ilir-rrpa tﬁ ploture these d:u;. " éryptanalysis and com~
munications ﬁ\hlngmo is big business now, and I want to way & word or
two about thet aoﬁ. of thing. Cryptanalysis of modern lystu‘;’ha'- been facili=
tated, if not made possible, by the use and ap.lications of spesial crypt-
snalytic alds, 1nclu&1n5 the usw of high speed machinery of the type plotured
hers, standard, also modifications of those mashines, but more impertantly by
the invention and development of electronics gedgetry. &s I sald botoz;c, the
number of perrutationa, well, I'1l get to thet in just a moment. The m‘mber
of permutations snd combinations in iteself 1sn't too significant. It'a‘uhat
they are basicaliy. In modern cryptanslysis what you are up againat is a great
maleiplicity of hypotheses Lhal pust de tested out » ons aftsr tne otner, until
you find the correct one. This can be done mocre aaily by unese machim; and
high speed ald's co:'zmimd #1th ststistlcal methods, 'Y want to spow you whiat
some of these look llke. I shoued you & tabui;ut:.ing sectiva. Here is just one.
" gadget which we call & machine deoiphering gadget. That's a specialized thing,
but you know what you t:ry to do In & erytanmiytie precticing cenver :'Ls:'. with &
few people duplicate what thousands ef people on the enesy side sre dolage It
takes thoussnds ef psorle to put th; @3-2_es up fu the va:io-.a.:‘ heswyuarcers
and se on. They all flow inte one p;;ce, and you eun only bave o cortain mum-
ber of people to read t.hou nessages tnd’ process them. If you have ihe key,
Abesi 'St becomes a rrobles cf productisk line Jesiphering, so we devisea spescial
‘ntehino.l to tske the messages and decfﬁllcr then. This may not have any resem-
blance whatsoever to the enemy's eryptographic .mchi.ne, but it!s an analogue,
it dupiicates what their machine dees, and at a high rate of speed. S0 that!s

a pleture of such a device. There is a tsbulator, standard tqbnlétor with a




apecial attachment devised by our own engincers susceptible of wiat we call

doing "drute force" ope: ations, where you are trying to solve a thing on the
basis of repetition. .ell, if you've got millilons aws millions of letters, the
location of those repetitions i1s a pretty laborious t.uing if you han. to do

it by hend, so we speeded it up, A machine of this kina wiil locate those
repetitions, say, in one~ten thousandth of the tiue that i1t woulu teke to do it
by hanu, Hers is a specialized néhino, aguin a tabulator, with an attachment
here that is used for passing the text of oae weisuge cgainst vhe text of
another message in oruer to f{ina certain similarities or perhaps cert:in dife
ferencas, and it does it sutomatically. These relays are uet up according to
gcertain cir;:uitry , and you start the mec.ing, and low ana pshold, it produces

& printed recerd of the message that you get.

Here is a macaine which 4 persomall; call "lodiu." Jodin was the great
French Sculpturer who sculpted 2 plece of chgincering known as Tthe Thinker,
This machine thin<s. What it does is, you give it & certain number of hype=
theses and you tel. it, "Now, you examine these hypotheses and come u; with ar
answer." The mac:iina talws the first hroothesss, let's say, and it exemines
that, anl if it comes to a contradietion it says, "Heil, that's nv good; 1Ml
go back and take up the next cne.® And go on. Ora after tne otner at a high
rate of speea, au elscironlc speed., ZLhat's only one small section uf the toing,

Well, wetve ol left here a few mimutes in wnioh I snould »sy sometning
about the cwirent empioyment and manner of employment. You swe, ilve uevoted
two hours to telking about the background amd cevelopment and haven't said
anytiing about the manner of alpioymnt.. “ell, we cculu aiscusa that uncer
various headings, but it is obvious from ths disclosures of Pearl Hurbor that

the menner of employsent in Worla her II must have been very efficacious. I
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wish I had the time to rca& you the whole of th;"arshﬂll-ncuey corresponiense
that this article in Time was baseu upon, but I think that what I an going to
say next i, perLaps a little bit more important. The intercentior. o: foraign
communicaticns unu subsequent processing requires the services of anumerous
commnicaticns and other trainsd personnel., In order that tha producl siay be
most, usaful ope:r:lio:..ally and not me_rel;y historieally interestingz, the inter-
ception of the intuercept traffic has got to be tranamitted rost expeditiocusiy
to mrocessing cantcra, and after processing the result must be nro.phly trazns-
mitted to the vucple who evaluate it from an intelligence point of vicw and

to other intclligcace pessonnel ani in some cases where it mskes # differ:nce,
a great difference - -acona perhaps - tranamitted direct to operational com-
manders., JThe asad [ur trained communications personnel, intellipence experts,
radio engincer:, elcchrunics wechniecians, mathematiclans, llingulsts, anu r1ypt-

analysts end other hi tly skillea persomnel, military anu civilian, is there-

fore cuite obviou.s. It takes « large orcanization. In 1939 or 4O the tolalisy
of personnel in the Arigy anu Nayy aevoted to this work wac about JuQ, In 1945
we had 37,000, That gives you an idea what it takes, aside from sillions and
millions of voilirs for equi;ment, both communications equi.ment znd this type
of equirment thel I'il glve you a little story about. Some of the cryptanaly-
tic and communic:iiuns intelligence processes can be accomplished .n the fiel.
to meet certain immeuiale needs of field tactical co-manders, and .:ese have
been provided for .y sacli of the three services in order to meet special neads
in this catecory. Bu: tie communicaticns intelligence mrocessing is essentially
eomplex and a larr: 'ctivity, anu much of it can be done well only ut rajor,

large processing lunls wisre the limited number of highly skilled perco-nel

w3l

¥ _,A'.\(..# .3""”&4?

N -

v
-




can be concentrated and very speciusl specialized cryptanalytic machinery can
be instelieu and maintained. You see, we have to have & concentrution of the
personuel. There are only a limited mumber. You can't finu peosle trained
in this field in civil life because there is no need for a; activity of
eryptunaiysis iu comaerce or inuustry, and when war comes we don't have a pool
of Lrulned persurmei in civil life from which to draw to augment our foreas,
Wetve gct to taxe basically intelligent people with good backerounas wnd goeod
educalion wnd tialn cvhem ouraelves.

Now, I want to say a few worus about the very great importance of cocore
dination cf communication intelligence activitles with the general intelligence
arc tacticar sltustion. lhere you've got to have certain cover methods. For
example, wien & decision has been made to take action bzsed upon corwm:nicstions
intelligencs, @ careful effort must be made to ins?re that the action cannot
be attributeu v cormunicstions intelligence clore. Otherwise ycu will Will
the goose thut lays the polden egg. Wien nossible, action must sluays be pre-
ceded by suitable recongaiaanco or other deceptive methods. #or :z..ampie, if
there is a convuy cubl in the middle of ths ocean end suddenly it iz attacked
by air, the guesuvlou .ight well rise; "Well, how the hell aid they know we
wers out here? You see, you make cover for that. Anotherlaspect oi coordina-
tion between operations amd cowmmunications intellipence iz to be :antioneu.

The con;nniqationa inteiligense -people shoulc be carefully orient:d to rive
optimum covera.,s of operations in progress. There are just so many facilities
and people cevoted v ciyptanalytic studies in communications intelligence

work. There's juat su :any avallable, and there'!s a great deal of trattic, an
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SAOTIOUS lnéunt.- onl; g0 much of it can be proocessed, Xou've got to neglect
the 'g”t. Yiell, it's essential, ‘therefore, that the cryptanalytic and conmunie
uuo:‘uiintelligence peonple bs abreast of the current situstion so that theytll
know where to put tho‘ir maximum effort. ZShelr knowledge of the tucticel gitu=
~ation is also essential to a proper interpretation of certain meterizls., It's
important to coirelate the communications intelligence work with operstions
because 1f in exuberance our alrcraft knock out radio statin«s, the very suc-
cess of that operation has repercussions uwpon comrunications intellirence. Yo
see, knocking those ocut mekes unavailable to us a lot of traffic, so that has
to be cooruinated. Lhere is snether reason for being vory car:lul t. coovdinate,
and trat is that these code systems and cipher systems sre usually world-wide
or areu-wide in distribution, and if you don'h gonrdinaie yew: orelaticis with
jt,ur CI s0 as to cover un your source of information, there =iy re susipicions
of compromise which voula have far-reac:iing consequences. You .:ee‘, & comaander
who gets some of this stuf{f and seeks & uinor auvantase Ly uoing L in one
locality, may ueprivc other commanders in other srecés oi uuch greater adven—
tage if you aon't comprumise the source of informetion. <o while knowledge
ana experience point to the necessity oi aa.loiting every possikls advantage
that the situation affor 5 when you get tnls stuff, and the templation ie, of
course, very great in tie heat of batiie to use the material whenever it is
available, nevertheless Lhis often way lesd to carels..ness in il.s use which
muy lead to jeopardiaing the source, (i course, the full vezlue of conmunica=-
tions intelligence camnot be realised unle:s operatioral use is maae of it.
However, when actlion is goatemplated besed upon sush intelligenc:, the possi-

ble compromise of the -ource must alwsys he borns in iad .nd the u n;ur wolghtd
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against military advantages to be gained. Minor advantages never alone are

suffietent ground for risking the loss of the source.

Well, gentlemen, it's 103100 o'clock., I%a sorry that we uon't have any
time to answer questions rignt here. I welcoms jyou to eaauins the exhibits
and perhaps if I can answer a question while you are deing i%, i will be glad

to do that. Thank ycu very mush for your courtesy and your attention.




