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CRMUNICATIONS INTRLLIGEHCE

A presentaticn by Mr. Willlam Pe Friedmon to the Faculty
and Students of Class 50-B, Air Commnication & Rectronie
A Staff Officers! Course, on 29 September 1950
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S cﬂolm]. theets, Centlemen: Flrst I mnt to asgure you of ny appre~
clation of the epportunity to cae here to talk to you on ny aubjecte In
inviting me Yo speak on the subjeet of Cammmications Intelligence, it
was indlieated that "the objective of the presentation is to create an
awzronaegs of the background, development, and manner of employmzent of
this vital military weapon.” Comaunications Intelligence was not always
rezarded as vital. Imrmmheréotamwﬂmtlreadmyeam

/minmoldbook,mdthaeﬁowmbaapomphal,but:giwitfor
what it ig worth, It seems thad about twn tliousand years 230 there wes
& Parsian queen whioge nane wag Seniramis and who took an intereat in
cryptozraphye. Whether it was because of that interest or other wnnatural
cirguagtances, the record doesnt!t say, but anyhow ghe et an untimely
death. Pregumbly she went to Hieaven, or perhape to the other place, but
having left ingtructions as to the disposition of her remains, they built
for her an imposing mausoleun in which her sarcophagus rested. n the
outside of the maugoleum there wae carved a message, which said, "Stay,
weary traveler! If thou art footsore, hungey, or in need of money,
unlock the riddle of the cipher graven balaw, and you will ba lell to
riches bayond all dreama of avarice.” mmmi&iﬂm—ma
czyptogram. For several hundred years the possibllity of swiden wealth
gserved as & lure to all the experta who tried their hands at deciphering
the message, but they were without puccegs, until one day, presumably,
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along came a long-whiskered, bespectaclod individusl who, after woridng
at it for a considerable langth of tiams, solved the message. It gave
him detailed instructions for making a gearet entry into the tomb.
¥hen he got ingide he found an instruction to open the sarcephagusy but
he had to solve another message in ordar to do' so. Possibly it involved
finding the correct combination to a Setumbler lock! Well, he solved
that on2 too, after a lot of work, and opened the sarcophagus and found
8 boke In the hox was a wmepsage in plain lenguage, and this is what it
gaids "Ch, thou vile and ingatiable mongter, to disturb these poor
btones§ If thou hadat learned something more useful than the art of
deciphering, thou wouldst not be fooctacre, hungry, or in noed of money I*
Hany $iues in the course of the past thirty years I nave had occasion to
wigh that I knew the old gal's address zo that I could put as a first
indwrsexnent to the bagic commnication the single word %Concur.® 7ell,
anyhow, it's been an interesting life, if not financially lucrative,

Mzmgoim-tomadmaa!mrtmaphﬁmmgasimc!
Decamber 17, 1945, "4agic is the wWord for It)

"eSs citizens discovered last week thabt perhapa thelr

moat potent secret weapon of World ¥War II was not radsr, not

the VT fuse, not the atom bomb, dut & hamless little nachine

which cryptographors painstakingly conotructed in a hidden

room in Washington, With this machine, i1t after years of

trial and exror, of infevence and deduction, cryptographors

have duplicated the decoding devices used in Tokyo. Testimony

before the Pearl Harbor Goamittee had already showm that the

machins knovm as Yiagle! was in use long before Decamber 7, 1oLl
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had given ample warning of the Japs' sneak attack if only U.S.
rass hats had boen saart enough to realize it. General Marshall
now continued the story of TMagicfast wmagic.®
mdfhenitm.onwwmt‘thatamm. I hope I'1l have time to
retumn to it a little bit later one
3 ,&‘w“wmt%_m the necessity for searecgy in this business.
Bope for futwre sucoess depends %0 & Very great degree on maintaining
. gegrecy with respect to past achiewwents. Changes as & yesult of suspected
. compronise of aryptograghic systems are eagy to make md vexy hard to follow,
medm?fbdmgeuemmammhgﬂ-thaymmmrm,
Mmeofmemmmmmmmm&mw@wc
gyatens. During ?gﬁiﬁ'ﬁu II, I xdght say, the continuance of our success
hunghgramrysle;dertm'and. I am resinded at this polnt of an ingtance
of this sort which happensd just a short time before 1941, and to avold

daming nemes I will sirply say that there was & chap in a certain capitol

N\

v

Qfmmldmmtamsagawhishmmmmmi&hssaﬁ
that he was getting a bit worried about their commmications. In substance,
e said: "You lknow, these many telegraphic exchanges that we are navingy
dealing with this matter in hand, have put a great strain on owr cipher
aystem because they have made it necesgary to be very voluminous in owr
correspondeance, so that I am afiaid that perhaps soms third party =might be
roading our comunications. I think we ought to do samething about this
right amy.” Well, wo read that,; and wo were very much upset for fear that
they would teke the hint and that scmething would happen. So we were on
tentexhooks and pina and needles for two or three daye until we got the
reply from headquarterss You can imngine how agog with exvitement wo were
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wtil the nmossage was processed to s point of intalligibility. To
pavepinuge the reply, it said, "Well, you southern extremity of a
horee'’s anatomy, don't you realiza that what you are saying is way out
of 1ina? Don't you know that owr gyaten and the machine hag a0 many
perumtations and casbdnations it*s inconceivablo that anybody should be
ahle to read these commmnicatliona without having the nachine and the
kay? How, don!$ you worry any more about ite You fdand fo your osn
buginess,; and wetll 'texi to onrs.” ¥Ye wore very happy when we read
thet ones The thread was indeed a very thin cne that tims because it
was posgible to do quite a mumber of things to “"sowp up® the gystem, arny
ons of vhich would have occupled us for months %o zet back into & state

~ of readability.
’ (mﬁj’, > I zaxdly need to give you a dfinition of commmicationa intelligence,
?')’3 or COMINT, as we call it for short. NHo doubt Major Yorrison has alresdy

2
gl

doalt with 1t, 80 I will simply cite its three main cbjectives. Pirst -

" to provide suthentis information £ér° policy makers, to apprise them of

the realities of the intermational situation, of the war meking capsbilities
and wulnerabilities of foredgn countries, and of the intentions of those
pountries with respect to war., Second - to eliminate the element of
swrprige from an aot of aggreesion by arother country. Third -« to provide
uniqua information esaentlial to the suscessiul prosecution, and vital

. to a shortening of, the period of hostilitles.

Now, the background of COMINT, which is based upon the science of

cryptanalysis, has a4 long and very interesting history which is inextricably

bound up with the history of cryptography. The two are but opposite faces




D ———
REF_ID:A66402

of the same goin, for progresa in one insvitably leads to progress in
Mom.’ﬂm,mﬂewmkumbemwwmt—
analysis and COMINT, I will have to deal also, to & certiin extent,
with cryptography and cammadaationg secwrity or COWECs How,; because
of the searecy or cloak of silence which offiglially swrounds the
whole field of aryptology and especially cryptanalytics, it is obvious
that authentic information with reference to the background and develop-
Mﬁﬁ:oscimminferdmcmmmﬂmwmsaﬁalﬁm@
afier Aorld Far IX we learnad much ragarding the gecoeplishaents in
this field of work Yty ouwr enemles, security rules prevent my saying
very mmch about how good or bad they were in comparison with us. I can
only give a fairly good aceount of U.Se. COMIRT activitdes wp to a certain
noint of time, and even then I will not be able 4o any vexry mch about
the UsS. Havy's COIINT activiiies, vecause I don't know very much aboud
toat background anxd prefar not to give any infermation which I cant$

" documente In any case, I might say at this point that owr relations with
the Navy in the sarly days were such as to preclwle my knowing very much
about what they were doing, and vice versa, In the course of my talk I
will glve illustrations of eryptanalyeis, some of which form part of my
om experiences Hodegty would digtate thelr omission, but because of

. thelr poggibls interest I will use thom and will here and now make 2
general apology fox the use of the personal pronoun.

/' Now nay wo have the first alide, plesse, Cryptography and exypb=

e m-.v‘t.u
@m:«z;e:._ s
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expresgion ®And the ldng of Sheshakh shall drink after them.® Also in
Jozemiah S%ill: *How is Sheshakh takeni® Well, for many, meny years
that nane "Sheshalh" remained a mystery. There wan no such places

But then somabody discoverad that if you write the thenty~two lstters
wmmwmmm,mmmmmn,m
got up a substitution alphabet whareby you can replace tha laotters by
thoge standlng eppogite thems For exaxple, “Shin," is represented Yy
“hath! or vice varsa, so that "Sheshakh,® translates "Iabel,” o

eZabylons” The vowels had %o be supplied. Incidentally, mantioming

Domrasy,
the Eible, ons might say that Danial, who mg\t}‘m first peychoanalystj,

‘ﬁsmo the firet oryptanalyst. I say paychoanalyst, becguse you

resonmber how he interpreted liebuchadnozsar's dreams, In the 3iblets
am words,; Miebuchadnessar deeaned dresuss, wherewith his spdrit was
troubled, and sleep brako from hla,” But when 2e woke uwp ha juat

couldntt gesn to remesber them. One avrning he callad for his magicians,

Ma,mmmaﬁmmwmmmm
m‘dhsdd\ringm;ni@t. They asked him: "What wag the drean?® and he
snid, "%ell, I don't remember it, but it's part of yow job to find that
out and then to interpret it." That waz a pretiy stiff assignment, and
thay falled to make good, which irked Mabuchadnessar no end, Kings had
amhﬂtofm@ingmhmdommedmifmmlﬁzw
in this case it comes as no swrpeise to learn that Hebuchadnezusr passed
the word along to destray all the wise men of Bahylon, including Danlel.
M,WWM'smmmmm1.mamﬁmtmm
gimu&tof% Then, by some hocug-pogud,~ the record simply soye
that tho secret was revealed to Daniel in a might vision - Daniel wag abls




.
REF ED+A66402

to reconatruct the dream and them interpret it. Sawe years latey,
Nebuchadnezzarts son, Belshasaar, was giving a feast, and dwing the
courpe of the fengt the fingers of a mants hand appsared on the wall
behind the candlestick and mrote a secret nessage} Delshagzer wag
mmwwmmmw&xmra.gxﬂmmm,
magicians and so on, but they couldn't read the message - apparently
they couldn't even read the cigher curacters! Well, Daniel was called
" in and awsceeded not only-3n reading the writing on the well: "Hene,
mens, takel, wphmuin,® but alsc the meaning of the words. His
interpretotion was "ere® - God hath mmbered thy kingdom and finished
it. "Takal® - fhou at waighed in the balances and found wanting.
*pharsin,” or rather "Perea,® (apparently the chap who did the hande
writing on the wall lowew a thing or two about cryptography, becavse
he used "vardants ') - Thy kingdom shall be divided and given to the
¥odea and Persians.®

The pext ls an 1llustration of the earliest cipher device higtory

(r]

recards, a device whlch was called a sgrtals, used by the ancient
lacedanoniang or Oreeis. They had a wooden cylinder of spocific
dimensions, around which thay wrspped spirally a pisce of parchment;
thay then wrote the message agross the edges of the parchnent, wmound
it, and gent it to ita dastination, where the reciplent would wind te
. parchasnt arowxi an identically-dimensioned cylinder; and thus ring
together properly ths bits of letters represanting the message. This
mw,.ismheom, The writing was done along tho
edges of the parchment, as I sald befors, and not asshom in this
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plcture. And, ty the way, the baton which the Furopesn fisld marsnsll
otill oarries as one of the insignda of his high office derives from
this very instrussnte
m,ofwm,iamnmmhhw;tohmmdmw
graphy - & very simpls asthod, obviously, because all be did was to
replace each letter by the onoe that wag fourth from it in the alphabet,
Cigaro was one of the invenicrs of what is now called shorthand. He
had a slave by the name of Tiro who wrete for Cicero his records and so
on, in ghorthand or Thyfonean notes, as they are callad.
The begimnings of meodern cryptegraphy are to be found in Venice,
4.0 in the Papal states, about 100, I show next an alphabet of that pericd
which is intevegting serely beczuse it shows that in those early days
they already had a recognition of the hasic weakness of what we call
single or monoalphabetic substitution. Solution of this type of ciphew,
as you all nowm, lg accomplished by using data based wpon {requencies.
I donit have to go into that beeause all of you; at some tlue ar other,
have road "The Gold Bug," and undersiand that sort of analysis. But
this slide shaows that the early Italian cryptographers introduced a2
‘asthod of disturbing the normel frequencies, by having the high-frequency
lettars represented by more than a single character. I will add that
the earliest tract that the world possesses on tha subject of oryplographys
or far that matter, arypianalysis, is that which was written in U7 Yy
& Neapolitan, vhose name was Sicco Simonsttas Iie sets forth the principles and
methods of solving ciphers, > simple ciphers no doubt, but he describes them in
& very clear axd concise forme The firat book or extensive treatiso on
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cryptography is that by a Gerwman agbbot named Trithemius, who wrote his
acmmental work in 1531. #e planned to write fowr voluwmng, but he quit
with the third ona becauso he purposely wrote o osbesturely and made such
fontagstic claims that ho pot charged with bolng in leaguo with the
Devil,. They burned his books, as a matier of fact.
wemzoﬁ.nsb;mpamnwtommhaﬁmmm
history. Mﬂid;ahmaﬁwemmmmmdw-m,
Queen of Scots, in the period 1545, or thereabouts. There was an
Italian cryptographer whose nams was Porta and who wrote a book,
published in 1563, in which he showed eertain types of alphabets thab
have gome dovm in history and are known nosw as Portat's Alphabets. Here's
an axamplo of tho Porta Tabls, showing one alphabet with key lstters
4 or B, anothey alphabet with key letters € or 3, and go one I don't
wmant %o go inte exactly how those key letters are used, but it is
guffleiant to say that even to this day cryptograms using the Porta
alphabets are occasicnally encountered. Incidentally, Porta was quite
a fellow, There are lots of poople who refar to his bogk but have never
read ite I took the trouhle 1o have it translated {0 see Just what he
did may, and he was, in oy opindon, the greatesgt of the old aryptographers.
Incidentially, alsc he was the inventcr of what we know as the camera
chscura, the progenitor of our modern cameras. Iﬂxinkalmhamomh
of the earlisst of aryptanalysts able to solve a gystem of heyed subatie
Mmtu;mmwumwwmumemm
undergoss sncipherments Portafs table was actually used in official
correspordence. idera i3 a pictwre of a table that was found among the

9
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state papers of Queen Hligabeth's tine, used for commmicating with the
Mglish Ambagsador %o Spains It used Portats alphabets.

The next slide I show ia a pioture of what aryptographers usually
call the Vigendre Square or Vigensre Tablej a set of twentyw-six

alphabets succegsively displaced ono lstter per row, with the plalnetext

lettors at the top of the square and the key-letters at the side, The
methed of using the table is to agres upon a key word, which caupes the
equivalents of the plain-text letters to change according to the manner
in which the kay changes. How, Vigenore also has an interest to me
Wﬂwomawumyemwmmmmtm,
he really didn't and, what's aore, naver said he did. Here's a picture

S of it as it appears in his own book. It goes considerably beyond mhat

tae ordinmry references say about his table, but I won't go into those
differences because thayt're technical and perhapas of no ygreat interost
%o you today.

The next eryptographer I wish to mention is a Frenchmen, Francols
Vista, an emminent mathemticlan, founder of modern algebtra. In 1589 he
bacame Counecelor of Parlizment at Tourg and then Privy fowiselor. #hile
in that job he solved a Spanish cipher sysiem using sore than 500
charagters, so that all the Spanish dispatches falling inte French hands
ware easily resd. Fhilllp IT of Spain was so convinced of the safety of
his cipher that when ho found the French were aware of the contents of his
lotters to the Notherlanda, he complained Yo the Pope that the French ware
using garcery against hime Vieta was called on the carpet and made to
ml&jfm&m%m@hdmﬁeﬁoldoﬂicialﬁm. Here are

L

C‘ \v"“\i'\Nf t ‘ )
m ‘\"x
R emm—
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;37" the alphabets; and a sliding card, uwhich could be shifted wp and domn,
mw:wmmw.wuamﬁmmmw. Here

(3¥"  is another, called the "two-square cipher,” or Mwo-alphsbet cipher?s

1% involves cocrdinates:s here is ono complets alphabet mnd here is

another one; 4w coordinates are used to reprosent the letterss that

. w8 actually used in Charles I's tine, 1627, in commnicating with

Prance and Flamndera. e

W"’m#‘/ﬁ“wﬂww e =TI OURENEE S
ekt I want t0 jumpmew to Sftnemicanmmim,ia < L.

o N18%0%Y. mmmmwmmmmwmmm
were almogt ldenticall In one case, in fact, they used the stme code
boak 1 Ihmnmrdmmmmmnmmamm‘hawmm
Rewoluntionts AF3A, for he was the cipher expert to Congress and it is
clataed that he managed to decipher nearly alls of not all, of the
British cods mosaages interecpted by the Americans. mmw

; é-l—"‘i' shows a ploture of a code or "syllabary,” as we call it, used by Thoaas
" Jefferson, This gyllabary is constructed on the sowcallod twompart
principle. This is a portion of the decoding section. You will note
that the mmericsl grouws are in consecutive order but their meenings

are at ranxion, They have no alphabetdcal crder at alle It simply means

that you have to have another section, the encoding section, in which
the wrds are in alphabetical order, and their equivalonts are in ramxion
ordery This gort of gystem even today is in extensive uses Jefferson
mmmwmmm,wxmmmmwmwmm
eryptography & little bit later on, I hape,: &em'amint.mstmgam

@ (Q{mapimaazamm%»wmm%
Goldipncall N l‘lﬁmmmﬁﬁwﬂﬁamrﬁ T

Q
"’T“
i

LUM Q‘\’-Mg;‘t“ﬂw\ A Ca,f}w 8\\

R e




REF ID+A66402
T - \

Indecipherable Treasonable Cow lLetter.® It has never been deciphered,
It reads, %I have bought a coww and calf from Gon. John Jogeph Rullis,®
and so forth, Tho reason that it haan't been declpherad is that there
isntt aenough of it to form the besis for & solutdon.

I m godng to say & few words about Fgyptian hievoglyphics for the
reason tha$ I think that that representa the next and a great landmasrk
inﬁlammvofw.[ About 1821 a Frenchman, Champolion,
startled the world Yy begiming to publish translations of Egyptian
hisrogiyphics. This is a picture of the Rogetta Stons. Ib is a tri-
lingual Snsaription: Egyptian hisrvoglyphics, followed Ly Fayptian script
called"Demotic” and than Greek. 411 thres texts were assumad to say the
game thing, of course« It was by neang of this tri-lingual inscription
that the Egyptian hiarogiyvhie writing was finally solved, a feat which
repregented the sucoessful solution to a cryplanalytic mroblem, the sajar
part of which was linguistic in character, for the oryptanalytlc part was
relatively simple. In the aleroglyphics thore are tidngs that we call
mﬂ,mzis,mmsmmamw@am@bya
graven line. iere are some examples, This ons wes on an cbelisk, and
wag suspected of representing the name Clecpatra. I suppose the reason
for that assumption was the repitition here of two characters at a proper
distance %o represent the %o A's of Cleopatras 3y taking the various
cartouches, writing them out carefully, studying them on the basis that
this cartoushe was Clecpatre, it turns out that by taldng the characters
in the eartouches, substituting their equivalent Homan letters and putting

. them in the propey plages in other cartouches, bt by Wit Champaliion was

12
SEURET
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able to establish nanes other than Cleopatre,; such as Ptolawy, Alexsnder,
and s0 on. Thatts the way in which a start o initial beeak wes nads with
regpect to the Rosetla Stone, and Rgyptian hieroglyphics wore finally read,
\ / It was very fortunate that the early studente of Rgyptology didn't lmow
| that the Egyptime aleo weed ayptograpy! Som of thelr writings are not
f/ N\ only ®plainetext hiexoglyphios,® but they also had “aryptographic hiero-
(45, Qyphles®| Heve, for instance, 1o an emaple of substitution, Thab
— character in place of this one means "io speak.,” You see the fingor
_ podnting to tho mouth, and @0 Ofte o o — s,
et st e
= ovc dow I am going to Jump to the period of the Civil Wor or the "Uap
Botwmen tha Stated,” in U.S. history. Hers is a picture of a cipher device
usad Ly the Confederate irnmy, captared at Vicksbury, one of our Museum
troagtres. The device is a cylimder covered with a sheet of paper bearing
mm,mawmagrmmm,momam.apm
that you could sidde, and a thumb knob with which you could twm the

" vy

§ i
:\'-),:

aylinder according to the key lottars.

There iz one person 1 possad over in getiing to the Civil sfar period.
Bdgar Allan Poey in 1842 or theresbouts, kindled an intersst in orypto-
grapy by his famous gtory of “ie Gold Bug," and hy some articles on
aryptography in newspapers and jowmals of the period,

Hape ip a ploture of a measage, authentic without question, which

A was gent by President Lincoln to Gons« Bumasides It's very aimples It

reads this way, of cowrse, and makes no gensej but if you read 1t becle
wards it mekes excellent sense: ®If I should be in a boat off Agquia
Creek at dari: tomarrow, Wednesdey evening, could you without inconvenlance

13
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moot ns and pags an howr or two with me? (Signed) A. Lincoln.® I think
the President was kidding a bdt,
mstnsﬂmtmaphofamwtmfrmﬁmmdahmkam&m
aystas used bty the Pederal Army. Mmmskeﬂmmﬁwwﬂ
1ng,ammummamozf$maummnmmmm
snd transcribing the words of the measage. Herefs how you writs the
negsage in: the first word, second, third, fourth, fifth, sixth amd so
foa;ﬂx;thmmmmanoutmmﬁ.'gmamrm And here the
thing is cuxplicated by the use of arbitrary equivalents fa the names
of important peoples "President of the U.3«" ia represented by %aAdam?
or "Asial.® It had two equivalents, you gee. iere are soms of the names
of famnus or well-inowm officers of that pariods I have with me today
the complate get of cipher boolts uged by the Federal Army duwring that
period, and after gy talk thoge of you who wish aay come wp and exaxdne
them, together with certain other adhibits. The next slide is a plcture
of a mexsage gent to Jensral Grant in one of those route ciphers. I
shall not talio time Yo read it.
There is an axaple of a type of gecret wviting employed by the
French in the Frango~Prussian Tar, IV consisted of code groups written
out from a code books You remssber that in the Siege of Paris the

French were complately cut off, so that messages had to be gent out iy

pigeon. 7The neasage was photographed down, and ~~ thig, I believe, was
the firet and earliest eample of micro writing used for military purposes ——

the message was, as I said, photogrephed down and sent out by aeans of

carrier pigeon, This is a copy of ona of the exaaples,

“\—-———"

b
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Aftor the Civil War, or War Detimen the States, the usse of aryptow
graphy in United States military affairs went into a declina for a long
period of pease, and was broken anly bedefly by the Spanisheimerican
War. In 1885 the #ar Departnent published a code called %Code to
Inguwre Seacregy of Telegrams,® based on a small comepcial code, alaost
word for word, I have a copy of that with me and if you wish to examine

\

9
7s \/

(

it youtll get soas idea of how naive we were in those daysi In the
Spanishwinorican War there was very little use znade of sound crypto-
graphy, for we used tiat code, which had no sscrecy whatever; but then
W pust renecher there was no guch thing ag radio in thoss days, eithers
In 1099 the Chief Signal Officer wdertook the preparation of a suitable
code, Tconomy was stressed - the Chief Signal Officer personally did
21l the work. In 1902 the “Cipher of the War Departuont® was sublished
by the idjutant General. In 1906 a revisien of that was published, and
in 1915 a completely new code, the ¥ar Department Telegraph Code, was
pudlished, But, baliewe it or not, that code was printed by a comercial
w;ﬁ Cleveland | \nw,t?f. US. Sulorad wako W T v Apel 419 1un Caly vrma 431 g
o chos o 5. e o T portods TG Hervata tacomy o - 1
the so-called Hertasisn waves and Marconits practical demonstration of
signalling ty wireless, a new era in ailitary communications was vshered
in, and also a new era in cryptology. The first wide usage of wireless,
or radio, as it soon came to be called, was in Werld War T, but develep-
ments in cryptography lagged a Blt, as we ghall ses.
First, I will discuss the tactical use of cipher systems in ¥orld War
1, becaune these wure used in preference to code systems, widch came later,
(7" Here 15 & pdoture of a cipher systen wsed by the Rusoians, You will note
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mmitummmmethmmmm

mmbers instoad of letters, for it represents only a case inwolving & - 1
- .

set of 7 or 8 alphabots used repetitivaly, by a key number, for
wubstitution, This was the deciphering tehle. The next slide is o
ploture of a front-line cipher systea used by the French, It wes a
transposition aystem,; the colwshs being here trunacribed mm-ding to
the columnar lmys in addiiion, certaln distwrbing elenenits came into
the nethod by taldng off the lstters in diagonals, And here is a
ploture of the syntem used by the Itallan irmy in World War I, Again,
1% 1g anly a variation of the old Vigendre system. Here is a system
used by the Germans, invented by them, or, I should say, it was a
caabination of tww methods put togethey in 2 very clever sy We
called it the ADFGVX eiphor because the cipher text consisted exclusively
of those laetters. An alphabst in here, arranged according to sone pre-
arranged plan, with the coordinates ADFPGVN; the letiera of the zassage
wore then replaced Yy paira of coordinateg; for awmple, the letter R
is representad by AC, and so fordh. Then a sumerical key; developed
froa a key word, is written over the Xl&, Ats and so forth, and the
Jattors are then taken out in columng according to the key order. That
gysten was 8 brand new thing in military cryptogr phy and cousod no end
of headashes for the Allled axyptanalysts until it was discovered just
haw the sclution oould bs achieved, 7The solution was mot & general
mm’mtwmmms,mmmmmom
that we could bank on tham cocowrring. That ciphey systam wag used Ly
the German high ctmmand and consequently sonsone soon discovered that

16
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if you made & chmrt based upon the number of ADFUVX messages intercepted,

why you could discover certain things about the tactical situxtion and,

more imporiant,; you could, with asome degree of agmurance, predint what
a;w . might happen. Thiag is a chart which we got wp in the AEPF baged upon

the ADFGVX intercopt. This, gontlemen, is the first Lllustration that

I lmow of ia history of one of the basic principles of Wraffic annlymis,
e and traffle intelligence. The naxt slide gives a plcture of the sert
(14} of tcommuniques” we issusd, "Bulletine® that wé put out when the ADFGVX
messsges wore read. Here ig one of a set of messagen, dated November 20,
19183 of course the war was over, but this gives very important inforns~
tion about the withdrawal of Meckensen's army into Rousania, There is
the Carman text and there is the translation, an interesting and
authentic asasage.

For tactical megsages the Aritish and Americans in World iar I used

a method known as the Playfuir cipher, inventad allegedly Ly Lord Iyon
Playfair, but hae didn't invent it - Sir Charles #¥héxtshons invented 1t.
By-thewmy, Wheatetons, who i3 credited with inventing the electrieal
bridga that is lmown by his name, didn't invent that btridge - a chap
nangd Chrristy really did. mw&&wugmwuw
have & square 5 x 5, in which you start in with ¢ key werd, then the rest
of the ummed letters of the alphadbet. (I and J are treated as the game
lotter), If you want to encipher "at" the equivalent ia ®vwr®, by diagonals,
and #0 on. Thare 1z an exampls of how & aeasage is enciphereds In those
dayw, 151, that was regarded as pretty hot stuff. In fact, an officer
"'1 YG)  of the sasiioan Army (later he becane Chief Signal Officer, Hajor Genersl

H
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¥auborgne) wrote a little treatise, published in 190, in which he

" dealt with this Playfair cipher aystame The title of his work is

®in Advanced Problea in Gryptography." Tuaday, ow most olementary
gtudents are given things of that sart to solve aftor a for lessons.

The Bitish Argy proposed a cipher device in World Var I They
had manufactured a Zreat many of thea and distributed thousands)
thay proposed to the French and the Aamericans that they use the suxe
mmgfmmmalwmmcaﬁm,bmit’mmputhmm
reasong that I hope to tall you later. |

dow, I%d like %o say a few words about codes and code systems used
in Wordd War I. I think you all know that a cxie gystem is alply a
sovt of dictionsry in which the words, phrases and sentences are
rapresentable Yy axrbitrary groups of letters o figwes. 'ere iz a
page from a commercial itelegraph or commetrcial cable company's code~
ook, which they offer %o thelir customers. !ou'umticethat%r
of these code groups diffors from every other code group by at leasd
wo letters. W@ call that "the two-lotter difierential.” The raeason
for having such a differential is that errora are sometines sade in
trangnission, but the likelihood of making two errors in the sams group
18 not nearly as great as aaking a single @rTors The 2-letter
differuntial affords methods of readily correcting & growp if it has a
gingle error in it; with a bit more trouble 2-letter errors can alao be
corrsotoede 1ow, code books and codes are compiled to be suited to
goneral or specific kinds of business. They are genmralised, like a
general trade or shipping code, or a code for the automative induatry,

18 -
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and so enj but they mny alse be highly specialized in characters The
next alide shows 3 highly specialized codes You know, there are certain
paople who belleve firmly and implicisly in the power of healing by
suggeation and what not, and here is a piocture of a code book put out
Wy A gentlesan who was & profegmional Af) in that field. Youlll motice
that the purpose of it was, of cowrse, to be ahle to receive treatament
from or by your oom practitioner no mmtier where you went, Thum, if you
f'égzmaﬁigazﬂmtmmtmwacbiﬁm,mcmmma
maa@mwmmtmmmmwﬂmm 0f coarse,
mﬁﬂnkyonmsufi‘wmgﬁuﬁﬁzia, that or the othor thing, The
code is in Bnglish and French, and you would simply reprasent your
11\ness, or allesged illneas, !y a code growp. Now, note that the gefitle-
man who got uwp this code was pretty well varsed in the intricacies of
code and commmications difficultios, because these code groups differ
by at lsast twee lettors each) the reason, of cowrse, ls that it would
bs a pretiy serious tidng if you sent a measage saying that you think

‘,-L\_.E%Mit;\v\-!
you are suffaring from cona, but the growp is gzarbled in transaissien so
Semad ‘f:.:..,i_nw-,..

that you get the treatment for convulsionze That would be pretiy toughl
Priar o Jorld War I the use of codo bools for tactical purposes
was thought to be imwracticsble, largely because of the difficultles of
conpiling, reproducing, distributing and pretecting the books., I donft
think they thought too much about the posaibilitiocs of sulving codes
. Early in 1916 the Germzna began to use field codes, and the Allles soon
g follomd@t. I had some slides to show you pictures of pages of the
code books of the various belligerants, but I will omit then and say
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that I also have brought enibdts of such books as wore actually used
for the pwypose. Those who mould like to goe what they were like are
velcous to come yp after this talk and examine theme The only slids that
I will show is one that will give you & picture of the American Arvy'e
frmdequacy in ¥orld @ar I for gode casmnications. This iz authentic -
I didn®t make it up «» I found it in the records. Itfa a code gotten
out by the 52nd Infantry 3rizade, dated 17 April 1913, and it is what
we called %the bassball code.” I you wanted to say Ykilled,® you said
Tetruok oust jwounded" was. represented by "hit by pitched ball,” and

s0 forth - varyo:mrmry (3l MLC;..;G./\,\:@\,’(VW\& AEF fadARa. ey
_u... Mwn ff-uii& cuthag w0 A aatg...umi

by German agents in the World ¥ar I periods Hare is a cipher nsssage

wiich was found on a Cerman spy In the Iniled Statez soon after ne
crossed 'he dexican border into Texas. After soae weeis it was

231, deeiphered hy G-2's codewolving organization in Wasnington, KI-8, as
it wag called. fere is the deciphered Gerzan text, and this is what
it sald: “Tomomﬁemﬂarof“icialaofﬂmn@uuieofm
Striotly Sewret§ The bearer of this ia a subject of the Biplre who
travols as a Rusalan uiicy the nanoe of Pable Wabersid. He is & Gegman
agent." And so forth, The Comrt sentenced him to be shotj President
wilson commted it to 1ife imprisonment; and he was out of the pokey after

Hmiaammupmbablyﬂwmtzumsmm
12) | piblished eryptanalytic history to date. This is the nessage whieh
! brought the United States inte World War I, on the side of the British,
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SEGRET
In 1905=15 it was very much catch=as-catchcun as to whdch pide the
Avericans were going to join. Owr 3ritish friends, lster ouwr allies,
did csrtain things that we didntt like, and there was & good deal of
$alk about their nefarious behavior. it this message, solved by the
British, brought ug in on their side. It was the straw that broke the
canelts backe, It 1s imown as "the Zimmeramn telegran.” It went to

the Gerpan legation in Mexioco City from Cownt Von Berngtorff, the

Gergan asbassador in ¥Washinglon, The method of solution 1 wontdé go
intoe Their cleverneas in the handling of the case ip a good illusatration
of how astute, diplomatisally, ow British friends are, for, as I have
already said, it resulted in Wringing ws into the Far on thelr gide.
HJere iz the franslation of the thing., It was important because the
nessage gald the termans were going to resume wwresiricted submarine
warfare and this part, here, dealing with a deal with lexico, was the
straw tha% broke the camalts bacice 2cople in the Mudle Test were

veyv lukewars toward the idea of our getting into the Yar = on either
side - but when the uermans bogan talking about returming to Hexico,
Texas, Hew dexico and Arizona, that was something else agzin. Soy We
got "into the war within a couple of weeks after the Zitish gave un

and established the authenticity of the translation of "the Zimmermarm
talegram,® |

Here iz anothar message selved in World War I by the British and
made available to ocur authorities in Washington: a sabotage msssage talldng
about who were reliable ssbotewrs and wimt they ghould dos That message
flgured in a long, long Wrial before the Cerman-isericen Rixed Claimp
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Comnission, in wiich the Germans were charged with certain acts of
sabotage, notably the Kingland fire and the Hlack Ton explosion in New
Jersay. liost of you are %co young to reacuber thoss incidents. The |
trial regulted in a decision in favor of thes United States olaimants,

who were gmarded sams 340,000,000, Hers is a message, in searet ink,

that figured in the Hlack fom Cage: a page from the Hluspook Magasine,
on which there was a message written in invisibls ink, a mpthodwe run

mommlymmmdmwzm.

How I come %0 a case in which I was involveds ml%—l?m
Cormans financed a large numbexr of Hindug in their attempta to stdr wp
a rebellion in Indig, the ideg boing to cause so much %rouble in India
that the British woild e fsrleed to withdraw troops from the Festern
front to qual) distwrbancss in India, These Hindus were negotiating
for the purchase of arus and ammmumnition in the United Statas and sending
them over %0 Indila., 3Since the U.S. was neutral, it wug against owr own
lawg to permit such undertakings against a8 friendly nation. So the
business had to be conducted secretly and that ls how aryptograms
entered ianto the pleturs. Here 1s one page of a long, seven or eight-page
lgtter that was intarcepted botseon the tep Hindu agent in the United Stales
and his chief in Switserland, ﬁemwmiatedofwmsotﬁmn'ee,
in which ware intergpersed soms plain-text words. I recognised pretiy
quickly that the lstiers of the secrgffitoxt had been repiaced by mumbers
wirieh indicated specific latters in a books ZEach group of nusbers
Mtumm,mmamw,mmmmmm
the Jine of the letlers 41l I nosded was the book, tut wnfortunately
the Hindu falled to tell e vhat the book was, so I had to go ahead anxd
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try to sclve the message without it. It was solved, and I'11 show you
vary briefly the mothods As I said, there were words, plain-text words,
intersperssd throughout the cipher text, and I would make a guess at
what the nuwmarical growp before ar after a plain-text word reprosented,
Here, for example: YFormed semething, with sowothing, I assused
that this first "sonething® would be the word ®comittes,” and that
meant, that on pege 65, the fourtr line, the sescond latter in the ling
wag & (3 the third to be O tha fourth Mj tha £iCth anocther ¥, but the
MgwmmtummmaMcated.' Instead, the next growp
Jumped to another page, froa which the lottera I, 7, Ts and so an wore
taken, Well, by substituting some of these gussses in their proper
positions and making tabulations of thda sort, I assumed that the firgt
£ive lotiers of this word "coxaittee” caze from the word "commutication®
mmaés,ummﬂsem&m,mammﬂw in 1%, such
ag "attention®; but the last latter, E,/“rnn another page altogether and

I could enly add more data before aakdng any susss as 0 what the word on
page 72, 1ins 2, might ve. 3@y working back and forth, building wp the
various wordg on various pages of ihe hook, then building wp the wards of
the megaage - one halped the other - I flnally got certain clues as to the
sort of book involved ~ that it was a book dealing with the higtory of
Germsn palitieal philosphy, econcoy, or history. I hunted and humted and
hunted for that boolks I nally foind it, all rights It wns Price Colller's
Gornany ond the Cevmans. This messags figured in a Jong-drawn out trinl
1nm&mm.mmmmmmawmawmm«

tricl simultansougly,. mofﬁomwsmte'smmdgoﬂ

¢ B cperel
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himpelf in bad with the others. Trey were searched every day before
they caze into the court, it one day, the day after I testified, one
mwmma@mhnmmnmdmuthof
the procesdings shot the Hindu who had twned State's evidence, wherew
mmmmsmMm,amtmm,mem,
standing in the badk of the cowrt, drew his weapon and shot the first
Hirdu daade They ware both dead right there, within two or three secouds.
That's the way that trial ended uwp, dramatically.

I'n gaing t?mgﬁi.aff A?m next slide. It figured in the oild
amhlinthedagsafl%. Imgmntmmminthatem,
having solved the nessages which disclosed some of the fagts that lsad

to irs Tallfs poing to prisone :e wag Secretary of the Intepior, if

e VRIS """3 R F- \.\M..u./

— ‘memr-mrainmglamntahledaysoanrmibiﬁm,wm

very zood codes and ciphers, dere ig a narticular case wiere a zsssage
mmimmwmﬁngmmmﬁafomwuk, transgfeaaring the
code numberg for thoge groups into another book and then adding a
conatant value to those mmbera, finding the leitar-group equivalents of
the final mmbers, then enciphering those letter groups! This was such
a messagees All I had to do was to find the two cods boolw, the additive,
and the cipher alphabete Mﬁmwmmzwmn&am
completed in & few hourse

‘There were same interesting things, working on the job in peacetims,
when we would get messages from various government agencies to solvee
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Here is ono that came to the hite House and was gent to us by the Seeret
Sarvice, It was addregsed to the President and had this dagger stuek in
44  after this message. If you read it backwards and take alternate lstters
it askoed Prusidont Roomeveldtt: %Did you gvar bite a lamon?™
Now I am godng fo Jjup % the quegtion of cipher devicas, becavss
they represaent the modern tremxis I'we already sentioned to you the
podat about the invention and introduction into wide usage of radio, and
thelr effecta upon allitary matters, especlally won cryptology. Traffic
-in large quantities becass avallahle for interveption aml study, and
henoe improvement in cryptography had to comss It come slowly bub swraly.
In conme&ion with theoretical adwvances in eryptographic methods came
inventions of cyplographie dovices and machines. A Wrief histary of
A | thegs will therofore be usefuls That is a picture of the earilest cyrypic-
graphic device on record, sxcapt for the scytale. This is %taken froma
boak by an Italisn named Alberti, published in 1470, and iz just a pair o
alphabetss one revolving concenterically won the othery so that you could
change the relationahip of the two alphabets. This wheel iz represented
also in the Porta bool, and, bywthe-wzy, 1 have with me todxy a copy of
the criginal sdition of Porta, with the ciphor whoels in place and in
worldng orders This was published in 1563, They didn't have any children
in those days, cbvicusly, or otherwise thess things wouldn't be here, and
in good wariding ordert R . P-u
K- I iuew 1% takes & long tim %o got a patent throwh the patent office,
4§?~"mmtammrmzypammmés,mmwmpwg

T
T 7 45 be the then Crlef Sienal Officer of the Ay, Major Albert Je Hyur.

b,
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.Wmmmmmmwmemmmo:m
_wmmwuammwm,mmmmm
. 47 :fi_ﬁﬂe_-mmisammmdmmm. o patent
office doewn't have good actess o Lterature o the subject of crypto
 logy, 80 every once in a while a thing that is as old aa the hills gote
iY through the patent office. mmmwmmm-m I
;. mentioned @ 1ittle willa ago that the British propased a eiphor device
.’:f&mmmmmminmmw:rl,uﬂuhﬁﬂeb&td_w
4% . 'of that development is intaresting. Here 1g & pictuve of & devics
" invented by Sir Charles Theatstons, the emxinent British mathematician,
physicist and elsotrical enginsey. mm@ammmotam
statures The principle of the Wheatstons cipher whesl is Just a little
' different from that of Albertits or the Signal Corpe. This ome hes an
alphiabet of 27 characters and an imer alphabet of 26, with en eccentric
notion influsnced by the letters that you were actually going to encipher.
With thig hand, you see, you go arcund this wiy, amd, for example, if the
letter H is represanted by E, on the next revoluticn § is represented by
" the next. letter, which happens to bo & V for wictor, Now the British took that
'mmmmn.wmumaut. Perhaps you noticed thet on the
- first slide the outer alpabet conslsted of the lstlere in nemal Eughish
- ‘order, on the imer alphabet the letters were in mized ardere Wat they
'?ﬁmmwmmuuonmmmmmuummw
mwmmtmammsw,mmmwum
‘ﬂ us.dmmm Here it is, thamﬁwdmmm
»% ;mnuatm,mmmwmv.matmmm

% -
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" Laberwtorisse This thing had been approved by the British, the French
" and the American oryptographere in Burope. It was gent to Washington,
spproved thore by the UI-8 people, but somebody there sald, "well, let's
gte what this fellow out in Chloego thinks about Sts So they semt us a
Bt af five very shart test nassagos enciphered by this device. AlL I
'i:;hwmmsammmmmpmmamm
involveds iy esployer came to ms and gave e these five mesanges, eath
‘.‘mw.'ﬁm'aolmm; He sald, *I want you to solve this
. fhing,® T gald, "But I can't solve anything as short as this, It's
- dbourd axd wnfairs I don't want any pert of such & tests Besides, I
have other figh te fry.* He said, "Young man, on the last day of each
month you get a little zreen plece of paper with @y nams in the lower
right hand cornare If you would like %o contime receiving those pieces
of paper, you will start work on tiis right smy.* I said, *Yes, 8irl®
mn,wnmmmmxm'tmuw,xgwmmwm
what T thought was the basis for the mixing of these letters in here, the
lotters of the immer alphabet. Ths word on nhich it was baged sexsed %
ba the word “aipher,® axd I thought, *Well, so far so good, bub wifwrtunstely
. thard 1g no way of recomstructing the outer alphabed bty analysis:® At that
* tine T hadn't invented the princlple of dodng 8o, although about a dosen
_,i:,v-m'hw':tmm mtm-lﬂ?ﬂmmmmm&mwﬁm
g;mmwmmmwmmwmm«wﬁm
Imdathhmmm: Ita:mwmloau&m@hmamnh'
Wummmmmw,wdmmmmm
*mmmmmmmmmm xmmm
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" aagociated 4n my mind with the word "giphar,® one after the other, and
4% took minutes to test each guesss 1 thought of words like "alpnebat,
._.searet, mtmum. Mw:u,’mdaom. Finally, I exdhausted ny
|, Sfforts. ‘Mre Frieduan, who Ves oy right hend man at the bise, was

_ﬁj-ﬁiﬁ‘msmmmmumotmmmzm,m,unm

. sop what youtre doing and do something for meT® e sald, ik do

. you want ws to do3® I sald, "Make yowsslf coufortsile. I au going

'—‘icwamﬁbm,udxmi;mhmmnmwmxmmf

{ward that pope inte your heads® e elé 8°Phag’i w0 with her lipetick

" and sald, "Ghoot.® I sald, "Ciphers® She sald; "Maching," That wan it}
In about ten minutes we had reconstructed the cuter alphabet and solved

_ the messages, The first nessage said:s *This cipher is abmolutely
" indsolphayable,® We telegraphed the sclution to Washington, ward gob to
london, and they had to Kill the projecte Phen I got to the AEF in
Fraoce I waen't very well liked by owr Rritiszh friendge That ‘heatetone

40 Manmﬂwwmzmm,Mmtmmwmmm
I came aaroge this device: 14's in our mupeum now and waa made bty &

. dajer Dovcius Wadmworth, UsSe Arwye Wadeworth was aide to Genersl Willdnson,
of Bevolutionary fame, and he later bacaue Chief of Ordnange, How he
Wﬁmminummzaonitmmmmmymw

j‘g devicos It baars on it - this 13 & very poor pieture - tie date 3517, uhile

€° " vheat#tons conoeived his dovice and dsscribed 1% in 1870, Hencs, arediy

L/-e, swmmummmmmmmmm
mmmummm wh-o Mr-c-}seéﬁ\ Whe whebrwe 2:1 ovar \\uﬂia Gl
xmmuammwmwama
msm,uunudmmqnm- Ths Baserdea device

-1
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4@,4'~;_mudamaﬁmmmmmzoﬁmmunmmm
_ in kaying arder, eath dlsc bearing an identifying nusber and having &
 dtfferent alphabot on it. Having set w the discs in key order, you
:"umwmmm&mpmmwa tJo mils
mmmw ("I am indecipherable®) is what it ammﬂxis.’dml
mmmmmmmm%o{momm
umcfdgharlctm; mmmammmm
mmmm,mxsumummymlvmmmmnu
mmmm The principle; howsver, was not invented by
&o. _'Wsummmmwmmmmsaﬁmm.mmum
/gf“\ “deseriptdon of the device which he called "the Wheel Cypher,” using
*’ exactly the same principles I had an interesting time digging wp the
twbaineomtimdthmwﬁiﬂnlmaamdbmhmm
definttive adition of Jafferson's writings now being published at
Princeton, In 1915-16 a tnited States Aray officax by the nome of
~" Parker HAtY independently invented that same principle again, this tize
minihofmafdism,mmdim.atﬂpa,mmJMahapim
@)ﬁqmmm. iirse Hitt came to Riverbank, where I was then
educating myself in @yptography, and she brought along ber husbanits
*m&ﬁm,wmftmmwmmﬁ. ghe put W & challangs message
m&odoﬂca,uhieh!mlvedtwhmpm,ymnig!ﬁm,nhml
xmmmw,m.mw,mmmumﬁmw
mm»:«m,mmmwm»mmmw
mtumuawwmmhuwummm@mm
o:mm: mz.mwtmmwtawmmmmu

‘!-.
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con mamm: In 1918 that sam principls wes adopted by the United States
:wmmsmummm«a«. This, ag you @po, wWes
_i}mu&mmm,mmmmwmmw
wmmmmmﬂyﬁomwmmhumrrmﬁc
mvwmﬁ'gmuplm We used Ciphar Devics M-k for . -
qﬂhamﬁrmnzwﬁmmmlﬁmsmamg hom,
mmm,mmmammomm By adopting Hitt's
@msmmﬁ,mmmmmmmammm
/,_‘,Dlv)nmmmm,ugﬂtwmmmwuadmamcmad*ﬂm

= " #5%p cipher® or Gipher Device 1130 in the Ary.
<G | Mmﬂmmuasi«tmcfﬂmmrmsszmww

mwwmummm.mmwmammm
.m,munummwmwwxo The principle is: here you
perfurate a tape bearing your plain-text message, here you have 8 previously-
priepared keying tape passing through @ tranewitter, here is encther keying
%apé passing through snother transaitters these tapegtre different and in
mtmwM£mtmm. snppaacﬁiaemuathmm
Mmﬁhnsﬁmmomm. If you gtart thom out at inttial
-ﬁmmwmam.MMpMm%mW
manmmmmmwm.mms ammm;
but,again,machﬂlm, mmm:mmmmm,
memmmmummmw
~aﬁg«gﬁmengc,zsomduesoznmmu1nzhamten,u.umumngm_'
d&mwmwm Tids was supposed to be absolutely dndscighereilej
Miudunmmmammwmm”rwm “
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Intelligonce, but I way gble to solve the thing, as I bave just gaid,

" without having the tapes, without knowing how long they were, or the

‘;'uaohim« It wnp a long and interesting molution, but I haventt the
. tine o g0 into it,

"

(

This 43 a ploture of a new type of aryptographic machins, A

\  gentlazan by the name of Hebem out in Califorais came forth in about
‘Mﬁmamm,ammmmamwmm
z‘oallvn The cusrent from the kayboard depressions enters at this side
© (a fixed ocmitator), goes through the whoeel here, exita at this fixed
‘Gamabator, and then to the light-bank or typewriter. iow, this machine

bad only one rotors In about three or four yoars, after collaboration
with the Navy, ho came out with a five-whsel machine, five rotorsy you
aes, and thige are the types af rotors that hie used, which gave pretiy
hxgheemﬁ. The Havy wag aboub £0 adopt thess things. They were
about to place a contiract for §75,000,00 with Heberm. MNow that hit me
when the chief of the Havy Code and Signal Sestion, Lieutenant Strubel -
now Adniral Strubel in charge of the 8th Fleet in the maters arowmxd
Poywosa -~ t0ld me what the Havy had in the way of cash for cipher nachines !
We in the Army didn't even have a dollasr for that sort of thing at that
tine| Well, Strubel asied mes "Ehat sbout 1t7" Y said, ®I'N1 study it.*
I ptudied the matier for about six weeks before I had a really good ideas
Mx:&mmmmm. I think I can solve messuges.® He said,
PYou'l) have to show mas® I sald, "All right, I acoept your challenge.*
N6 guid, 0K, Woat do you want?® I said, "I want ten messages seb Wp on
your magiing," He gave me the ten messages, and I golved the thing

n —sgcﬂﬁf

-
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. that certain lstiers were the game, certain ones different - and, of
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It was .8 curious thing that happened to me one evening as I wag

- gotting dressed to go out. I'd been working at the problem, of course,

and 1t Yook weeis of umaling distributions and finding my way around.

‘E I had one gssistant at the tine = he Wns & Voteran, an ex-prise fighter,

.+ 'With erossad-gyes, couliflower ears and all, and bo wasn't mush help,

" except n typing. I had redudod & problem involving millions and

. _milliong of slphabete to & place where I had ons line of 26 letters
sekioed t0 @ certain fors, If I oould solve that one 1ine I would have
‘s start. Well, I went home that ovening I mentloned, much precceupdeds

I had & elear picture in ny mind of this one line, but all I knew wus

courgay I kept in amind the specific positions of these letters. PFor
instance, the first six letters wure all different, tut the 34, 7th,
ith, 19th and 25th were identical; the Lth, 21st and 26th weme identical,
and go on. Well, as I said bafore, while getting dressed to go out to

a party that night, fiddling with my black bow tie, all of a guklien it came
to mé in a eingle flash, like lightning!i The phrase that would exactly
£1t the positions of the vepeated and the different letters was "President
of the United States,® That was it! The next day I camo in and verified
the sssuptions In a fow daye I handed the Ravy a solutiony they killed
the erdors. The Rebern firm went to pieces) Hebern, the inventor and
progident of the fim, wound wp in San Quentin for & cowple of yems
because he ran afoul of California's "biuo-aky laws.® You ses, the Hebern
Cupany’s stock had siyrocieted on the hot tip that a Navy ordor Wi coaing
through) and when the Havy order didntt oome through »s anticipated, the
#took dropped to about $2,00 & share, Eebmpichdmmofmiﬁm
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M,mwawmntpmwwauu,mmuumm.m.

O MMauthMMM'tﬂhthaﬁ, so thay put hia in the

n .
k4 ez U 1Re
e mzaummo:uumumwmmmmm

w Yhe ‘&,DMM A

_ﬁmﬂ the Bnignae It was sold on the commercial mariet
@&omﬂmmmo Rers are the yotors, you sesj four of
"-m@m,awbommmn@wm You press the keybourd, the

mmm,uﬂmelmughtm. !uupoaiﬂcnﬂmmrsmmm

: 20 prearranged keying instGrustions. m,alsnmme_nh&tm

there were other inventors. iHeve is a macidne called the Eryhe, which
was considered to be a very coaplicated and diffioult thing = nobody
gould solve it. mw?amnmtwmrmopntuwamw
tha indecipherability of the thing, showing how many permutations and
conbimationg there were. Everybody in the world could be provided with a
machins and a different lmy; thare were so many permutations and coubdnae
tiang avallatle. Well, gentlemen, merely the musber af permutations and
conbinations that a given cipher system affords, liles "the ldwds that
#ing in the spring,” have nothing to do with the case, or at least very

‘1ittles It all depends upon the nature of those permutations and
" ooabinations, thad it, shat they are besically in the cryptographis

 sense. PFar instance, take the prinsiple of mmoalphabetic substttutlon,
the principle Poo used in "Ihe Gold Bugi® Theoretically, with -'éa-mw
memmwumﬁsmmnm ma&xuamg-mmhm

R p Ot S S

,Mm,mmmmrmammw
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4rillions, one hundred twenty-six thougand gix hundred and five billions,
usmiwadmm:mmmﬂmmmmmmmnm.
mﬂtoahrgnm. So,ﬂmmwtwmeadpharmchu
that in *mhe Gold Bug® mmmmaﬁztmwmmm

qumnmo:mmmocmmm,mmmmo:m
and manoowers smmumbmmmmmmmmmm

_those permstations it would fake a thousand aillion men workdng &
_ thousand million years to do the majo part of the Job - not all of {t =
" and the aeroll would reach from Barth far bayond the planet Mercury !

Yet, any of you can solve "The Gold Bug® cipher in a few minutes, despite
the vagt mmber of permutations that a 26~letter alphabet affords.

Fere is a picture of a Swodish machine of gbout the same period:
a keyboaxrd; a light bank; and a8 set of rotors. The rotors are of & bit
different type in this case. Of course, the lightebank type of xachine
was slow, You had to git down and copy W hand and so onj} sc the
inventor of this machine hooled it up with an elsctric Remington Yype-
writer, and that was the first model of a printing oipher machinc. He
later nodified it go as Yo have the printing mechanism self-contained
in the aryptograph, and thatts & pleture of the machine fran the cutside;
and theve is a pleture of the intemal workings. There is the keyboard,
Here are the switching comutators, with pins vhich ere put in and out of
effective positions, 1iks on o Converter M-209, Those pins drive a
ocartain levar; heve, which drives the switching comutators, which aye in
m;mmwmmmommo:mmmwmam
:ﬂm- Here is the printing mechanias, This style you'll recognise a8
being vary siailsy to that in Corverter ¥-209, 'The text is printed on &’

&,eeekﬁ/
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Yearw ago, of course, considerable thought began to be devoted ¢o
the ensiphomaent of teletype commmications. Aside from that 1918w19

_ S7e & T. Coupany michine that I showed you & few mimutes ago, this wes
, She firet of the telstype cipher sttaciments developed for security
" jumposes, It was an Lnvention of Colonel Parket iiit, who retired fiua
“tne ruy sbout 1925 and Jodned the Tnterustional Telephons and Telegraph
' Company, whave he dovoted hizself for tmo or thres years to producing
_“this mahine, There's the intemal mecharisw, It bad kaying wheels
' which affected the five Yauds Fenreventing the taletype charscterns.Tusee

mmwmﬂmamm. This one had 100 polnts, this one

_-—.k_&...‘_'

‘w,msmmmnsom,m,aamtnhadmmmma;
‘but the length of tho period, again; likme "the birds that ging in the
spring,® has liitle to do with the case.: The machine waa put into test
usage in the State Department, which called upen the War Department to
mamrlvevaluaﬁon. I wms assigned to the job, and had &n
nteregting tine with this. The State Department put wp a serien of
nosgages. Thay were stamped in at a certain how, about 10100 ofclock
in the mornings about 16;30, . 3almon, the chief of the State Department
comnmications, ealled me and suid, "Me machine is out of ordar. Muybe
you can fix 1,2 I said, ¥I'1l bo uvp there in a few mimtes® I slipped
8 pisvs of paper in my pocket,; and hustled over to the State Depertment,
then in the old State, War, ant Savy Bufldinge Upon armival, Salmon was
apologetin, YI'm sorey,® he said, *I tried ¢o catoh you, bLut you had

. alresndy left. It'e working again, e I won'$ troubls you.® I said, "Ry

ﬁhow, I have & question o ask about those messages.® He immediately
mmammammuommmw And T sald,
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THave you got the plain texta to those mossages here?® Ho drew hiamelf
wmy froa me and sald, "Wemal, yoo " Ianid,ﬂwhmmw He said,

%In that safo over there.” I sald, "Well, If11l pit heres !nuguom*
-_hit;ommwﬂdzsou‘tmuo.'h I want to ask a question about

=Ty

no

14,9 Yazy reluctantly ho got w), openod the pafe, pulled out nessage

_ ‘Mes T4 and, with his buck to ue, the macssge being held close to his
" vost, sald, "t 1s it you want to knowr" I pulled out &y pleoe of
_‘;':m,mdlaatd,ml,dmitwwﬂmdxmmmm
" monsages He almost sat down on the floor in astoniswente Taat was
_only 35 minutes or 8o after it had been recelved, The ITT Camparny

\18
16O

o.1

N0.2%

burned its fingers on this development, gave w the investaent and novep
tried againe I'we told you about the ATHT Company studying and inventing
clpher machines, and the I Company; the Autouatic Rlectris Campany of
Chicago, end the IB{ Company also tried their hands at it and failed,
The dasic reason for these fallures is that without firet~class crypt~
enalytie guidance nobody ¢an invent & cryptographic machine that ig
mummmmmatmwmmumm&w

e (2 U5 A Aol - puscssefpl -t
muucmwmw,mmhmmpm;nmamm
and 13 protty good, It Was the only thing we caue scross in 1940 sultable
for ow* use in the fiald, Here are kaying wheels, Here is a bmavel of
movable staves, which are affacted by the karing wheels; the ataves, ap
they move to the left, and in rumber from O to 25, affest & print wheel,
and thers s the tape, A vary neat gadget bub a bt slow and not teo
mduumhmtmormmammmmmﬁinsg
TE e e T S
: A
o M'éichﬁ&w/@”)
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Rw,therastoftheﬁmlwemnhetomua@

: “t?;(ma,wnwhmm@,ma

{3 pio‘hmofﬂxeﬁrstmtmulyucaid,somﬂﬂnglgotmat

:;yy?xj;mkmbaekinlm,zmum: & palr of glags plates

{ig%uiéaa'drminmmwuripsmuldbeaudupmddm-
hmum@m'am mdsﬁxv then, for various pwposeas I don't
mexmdﬂmmnumu.s.mrcmege" I had no
rehumwthhm,bubitmnicotormndthmapmt,aoxdid
that. I made thoge strips with my own hands. miamamealwith
"pubber letters that I could arrange in any order I pleased to make uwp

. .. alphsbets. There's ancther view of the thing, and here's a whole bunch

| . of them put together, for whatever purposes necessary.
a—* )' ?fow, from that early gtart have coue a great many very interesting
\-3 \l developnents. Here is a picture of a memo dated October 30, 193, which
I gent %o Captain King and iajor Akin, now Chief Signal Officer, and in
which I made some remarks, Youcanseeevidencesoftearsormbe%gm
of hlood on this thinges I wes aslking for a little bit of money to get
,/80# IS machines, I said, "Please do your utmost to put this across for
me, If you do, we can really begin to do worthwmhile cryptanalytic work."
\7(‘%11, the plaa was s\ caessful - we got it. Here's a picture of "g
the contract, you sse, dated the 12th of Novembar. It took onlyf\ onthe

_ And here is what we were getiing, and see these prices. When I think of
) yhemnone of dollars which the Amy'*s Signal Intelligence Service spent
- during World War IX on this sort of thing, I am amaged that from guch
H'mbemﬁmmmnmmmtwtemmmwmmm.
\\.

Thiaiaamon, Juatmwingnfmeralinmheadquartersdwingﬂn




pimmmdan' .Cryptanalysis and commmications intelligence is
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i&, with tabulating aachinea, here; Just one after the othar B

7< machinen, sither standerd or modified for epecial Jobes

xoephotr ov a
You know the pisture the averuge hias of a cryptanalyets
Henda o pretorz = fow vl (w- 0f o Ppracheald Amfu..wvmu
'flcigpwr, Ho wears thkek . » hag long w ) “q,
. timbe 4n then and 80 onj he goss luto & hwidle with hingelf amd A

pratty soon he acwee wp With an wewer. Well, tiat's far from the

Mg tusiness® now, and I want to say @ ward or two about that espect
of the subject. Cryptanalysis of modsrn systeas has been facilitsted,
1f not made possible, Ly the use and spplication of special eryplamalytic
gids; including the use of high speed machinery of the typeplotured
hera, Soms are standayd machines, but mostly we devise and uvse
modificationg of those machines. iore importently we have recently
gone into the invention, develapment, and production of elestronics
cyptanalytie gadgotery. AS thin point I must take a few moments to
clarify the plcture and in simple langunge tell you what such gedgets
do for use As I said bafore, the mmber of permutations and coablnations

_ffopded by & aryptoaysten pex ge lan't too significants Its whsb they

mwmmwxm.mmwm
epeaicing. In modam cryptanalysis what you are up agsingt ave oomplex
éryplogyetens shich usually involve, for their golution, the meking of
a groat miltiplicity of hypotheses ecach of which muat be tasted out, one
after the othor, witil you £ind the carrest one. The job of the caypte
analyst 18 to daviss ahort suts for testing the hypotheses, sharh cute
often based upon the we of statistics relative to frequenciess Onoe
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- 'having devised the propa* test or tests fur each hypothesis, or fur
" saverel osnowrent hypotheses, huusn labor can be set to wrk neldng
 the allllons of tests in arder to find the correst hypotaests or to
/Bast out the vast maJority of ihoorreot ones. Whon the test is puplis
3?;“, o Jengtiy, it is cbvious that youtd have to have, os we uged to

'“w,mmEmmmtodotboJob,welumphmtahm
Bt 14 s ou experience that every test which can be made by hand an
'be mechanized, and 1t is further owr experience that in most casss it is
"?f;’mamsommmmmmmm I don't hove %o
mm thot machiines don's tive as rapidly es huwns, they don't need
wath elasp, or tine out for meals, or for recreation or for guch things as
shopping, love-malding, etce ~ in short, the care and feeding "of machinss
is & relatively much mors simple matter than the "cave and feeding of
human beingss? 5o, we have aryptanalysts who deviss the testa; then wo
have cryptamalytic engineers who mechanise the tests, and devise; invent,
develop, -and produce the machines to perform the tests at high speed;
then wo have malntenance enginsers who keep the machines in good woridng
crderj then we have Qyptanalytic asalstants who exaxine the output of
thé machines, and who are usually atle to take the correct hypothesis or
faw correct onss and go on with them %o the £inal stage where & kuy 1
recovereds then we may have gther machines which epply the recovered kayw
umﬁemmdpmmm@mmm But in ald
these gteps, Lot ne saphasise, the machines cnly perforw, et & high rete
of speed, proosases which the human brain and hand ean perfarm but enly
86 & much slover rete = thase machines dan't, thay can't, replace the
tadniing processes inmvolved in Gryptenalymiss '

P . M -
Ve b ettt ¢ ki et cprrmte e 4 Btan o e et ida & n a4 ke st b ae b o We 4 e dmom e dwm s s o b sl LRI PR S S - h m e A —_
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mn,Ismtﬁwhwymnﬁnﬁunntuumummmnhwknhk

iwmiuamaﬂwmnmnudummnardmmmnm=ummmrncd1
"1% an "enalog® besauss although 1t does what the enemy's cryptosysten
%&mn tmmghmeu&mmituuumemnﬂuuummsamwdy
mal. 70 explaln, IN) say taist In @ oryplanalytio procsssing

NMMauuﬂwtomwhmnunhaﬂnmnﬂnumrngzggg:fg
uunhrmﬁdm@ﬂrﬁnmuuwsafﬁmmmvhm@wﬂuvﬁmﬂmﬂhm
mmfdmmwmxmummmm,
thay ¢ll1 f2ow into one place, and you can only have & certain number of
pecples 4o procepns thea. If you have the kay or lmys, then it beooase

8 problem of production-line decipherings so we deviss special machines
to decipher the messages. 48 I said before, the mechine mey not have any
regeblance vhatgoever to the enemy's crypiographic aachins, but it
nhmwuumﬂmiﬁmbzumhndmn.mﬂdﬂmsoatahﬁmrdwor

S Gw"m Yajas Jh wearegny wHada, meges { W
Here'a & pioture of such an&m.lh ils next elids you see a tabulator, §Lﬁ

ammMMdtﬁﬁhtmwnhasmmu&aﬁmmumzawhmdmrwrmmammmum ikl
susteptihle of vhat we call dodng "Leute forwe™ operationa, whare you are
ﬁdﬁgtﬂuﬂmnaﬁ&uonﬂw!mﬁaefnmdmwwudu&umamnuﬂ
mwwﬁﬁumrahmpvﬂmaafummmu»mﬂhttmmanﬁuﬂumm
uﬂwﬂﬁmnothmwn.mehmuumufmmn!ﬂﬂ%ﬂmmisammuw
hhﬂm@ﬁmmtfﬁmhmahdnﬂﬂwhmﬁuwuaumﬁﬁmaunmqn

A maoking of this kind will locate thows repetitions in,; say, ono-ten-
ﬁﬁmmﬂm#afﬂmthuim&i&mﬁﬂtdmtomaﬂdrhm#cEwmllu

. spetdalised amchine, egain a tobulatos’, with an attachment, here, that ig

) /gﬂﬁéi
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used for passing the taxt of one message against the test of another

message in ordex %o find certain similaritiss, or perhaps differences,
_(5 A ar\wbahmolog&eu, and it does it automatically. These ralays are
"t . get up asocording to certain circultry; you start the machine, and low
and bahold, ;tmdmuammwdotmmmpoﬁﬁm

‘\‘ﬁc"g . Here 1s o machine which ¥ personally call MRoxiin.” Rodin was the
mat?renﬂxaeulptwﬁ}oacﬂptndapieceofengimerirehmas
#The Thinker." This machine almosgt thinks. Wat 1t does is thig: you
got up, or give it, or feed into it, a certain mumber of hypotheges and
you toll it, "Now, & @anine those hypotheses, i) 6the

-

o S TSR
waich will am,\all the following conditions.” The machine takes the

firgt hypotheses, lott!s say, exanines that, and if it comes to a contxe~
diction it says, "Hell, that's no goodj I'1l go back and tzke up the next
onoW And 50 one Ih tests the hypothemes, one after the other, at a
high rate of speed, at slectronic speed, Thatts only one small sectlon of
the aachine.

Hell, wo'lve got left hore a few alnutes in which I should say something
about the cwrrent employment or manner of employaent of compmnications
intelligences I've devoted two hours to talking about the backgrowad and
developuent anxd haven't sald very much about the manner of its employmente
wm,wwﬂd&msaﬂmttmdwvaﬂowmm, bt 1t ia obvious from
wmmmesﬂmmmremmwmwtmm
of :ltn umloymt in ghartening World War IX must hava been very efficncious,
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—SEGRET—

ccrwespondence that the articls in Time was based upon, but I think
that just a brief extract will be sufficient to give you a pretiy

good idea of the contribution COMINT made toward our winning World

‘War TI. These are all in that carrespondence, which was practically
broadoast to all the chanceries and war offices of the world mhen it
was disclosed during the Congressional hearingse. General Uarshall,
youtll remember, in his letier to Governor Dewey, sent during the hot
political campaign of 194, was asking the Governor not to use certain
informtfenﬁeweygetbyswreptitioua channels., Here are some excollent
1llnstrations of the manner of employment of COMINT:

fRow the point to the present dilema iz that we have
gone ahead with this buginess of deciphering their codes
until we possess otier codes, German as well as Japanese,
but our main basls of information regarding Hitlert!s inten~
tions in Burope is obtained firaz Baron Oghima's messages
fram Berlin reporting his interviews with Hitler and other
officials to the Japanese Covermment, These are still in
the codes invelved in the Pearl Harbor eventa.

4To explain further the critical nature of this set~
up which would be wiped out almost in an ingtant if the
least sugpicion were arcused regarding it, the Battle of
the Coral Sea was based on deciphered messages and there-
fore owr fewr ships were in the right placs at the right
timo, Further,; we were able to concentrate on our limited
forces to meet their advances on iiduay when otherwise we
mt certainly would have been some 3,000 miles out of
P -

"¥e had full information of the strength of their
forces in that advance and also of the smaller force directed

sgagattheneuﬂamwnichﬂnauylandedtrwpsmntn'am
Kigkn.

Toperations in the Pacific are largely guided by the -
informaticn we obtain of Japanese deployments., We know
their strength in variocus garrisons, the rations and other

. stores contimuing available to them, and what is of vast
- 4mportance, we check their fleet movements and the move-
_‘ments of their convoys.

T, L




~

®The heavy losses reported from time to timo which
they sustaln by reason of owr submarine action largely
results from the fact that we know the salling dates and
the routes of their convoys and can notify our submarines
to lie in wait at the proper point.

+  Whe cwrent raids by Admiral Halsey's ‘carrier forces
on Japanese shipping in lanila Bay and elsewhere ware

. largely based in timing on the knosn movements of Japanese
convoys, two of which ware caught,; as mtic.tpated, in his
destruotive attaclks, .

# # ¥ #

"The conduct of General Elsenhower's campaign and of

al)l operations in the Pacific are closely related in cone

coption and timing to the information we secdretly obtain

through these intercepted codes. They contribute greatly

to the victory and tremendously to the savings of American

lives, both in the conduet of cwrrent operations and in

looking towsxd the carly termination of the war.®

#* % B W

that I am going to say next is very important. The interception
of foreign communications amd subsequent processing requires the services
of pumerous communications and other trained personnel. In order that
the product may be most useful operationally, and not merely historically
interegting, the intercept traffic has got to be forwamded as expeditiously
as possible to the processing center, and after processing the COMINT
product must be promptly trangmitted to the people who evaluate it from

an intelligence point of view, integrate or collate it with intelligence

" from other sources, pass the results then to other intelligence persomnel,

_-
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 and, in'some cages where it makes a difference — & great differénce,
S geconds perhaps = ges that it is transmitted direct to operational
s comndm. The tieed for trained commnications persomnel, intalligence -

e ‘- L3
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eperts, radio and electronics engineers, mathematiclans, linguists,
eryptanalysts, and other highly skilled personnel, military and
.0t eivilisn, ig therefors quite cbvious. It takes a large organisations
n 1939 or 40, the totality of personnel in the Army and Navy devoted
. [ to this work was about 300. xn19h5mhad37,boo3 That gives you
‘,...lsomeidaaastomatit takes, aside from milliona and millions of
| _’Lppl]gra for equipment, both commmications equipment and this type
' '-'b!equi@nt that I gave you a little story about.

Some of the arypianalytic and commmications intelligence processes
can be accomplished in the field to meet certain imediate needs of
field tactical commanders, and these have been provided for by each of
ttzethrﬁSeMcesinordertomeetspecialneedainﬂaiscategozy:

But cammunications intelld;jence processing involves a rather large and
intricate complex of a good many activities, much of which can be done
well only at major, large processing plants where the limited mmber of
highly skilled personnel can be concentrated and very apecial specialised
cryptanalytic machinery can be installed and maintained. You see, we
hmﬁ@ccmntrate the sicilled personnel because thaxe are only a
limited muaber of thems You can't find people trained in this field in
¢ivil life, because there is no need for cryptanalysis in commerce or
industry, gso that when war comes we don't have a large pool of trained
civnims from which to draw to augment our forces. We'lve got to take
basically intelligent pecpla with mod backgrounds, md good education,
" and trein thes ourselves, The clearance process alone takes months, and
¥hile during that tine wo can glve them sons basic training, the mre.
" eomplex phases have to be abserbed largely by onthe-job trainingg
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Row; I want to say a few words about the very great importance
of coordination of communication intelligence activities with other
intelligence operations and the tactical situation. There you've got
to have certain cover methodss For exanple, when a decision has been

f,mpdntotahaactionbauedyponcmﬂ.eationamtemgeme,amem
" affort must be made to insure that the action cannct be attributed

. to communications intelligence alone. Otherwise you will kill the

"' goose that lays the golden egg. When possibles, action must always be

” preceded by sultable reconnaissance or other operations which will serve

’-.'. _"4‘

as cover or decsptive methods. For example, if there ls a convoy out
in the niddle of the ocean and suddenly it is attacked by air, the
question might well rise, Mfell, how the hell did they know we were
zw&hﬁﬁ, ?ay"gﬂ 1he bea:ben h'agk?" You see, you make cover far that,
perhapsbyairmommssame—witamaﬂmtwaywﬂmmo
Another aspect of coordinatici between operations and coczmnlcations
intelligence 1s to be mentioned. The commmnications intelligence
producers must bs carefully and fully oriented to give optimm coverage
of tactical operations in progress; or contemplated., There are just so
nany facilities and persomnel available for commmications intelligence

-«work, anxi there's a great deal of traffie, an enormous amount, Only a

n'acﬁon of it can be processed, so you've got to neglect the regbd.
»It's esgential, therefore, that the commmications intelligence workm's

'baamtorthe current situation so that they'll know where to put .
" thedr maxizum efforts Also, their knowledge of the tagtical aituaﬂ.on

" '_ ummmwammwmmnofcmmwmm




Itts lmportent, also, to correlate the communications intelligence work
_with tactical operationa in another phage of cperationss If in exuberance
_owr bombers knook out enexgy radio stations, the very success of such an

. operation hag reperoussions upon communlcations intellizence. You see,
., putting those stations out of business mskes unavallable to us & lot of
" twaffics so that cperations of this sort must be coordinated with the
_ .COMINT authorities, There is another prenson for belng very caraful to
" eoardinats, and that is that cryptosystems are usually world-wide or
area-wide in distribution, and if you dont't coordinate tactical operations

_ with your COMINT authoritlies, so as to cover up your source of information,

the enemy will soon suspect that his cryptosystem has been compromised
which would have far-reaching consequences. You see, a commander who is

a recipient of COMIT and seeis a minor advantage by using it in one
locality may deprive commanders in other areas of much greater advantage;
you want to be sure that you don't compromige the source of information =
thatfs the important point in this discussion. ®hile Imowledge and
experience point to the necessity of exploiting every possible advantage
that the aituation affords when you get this stuff, and in the heat of
battls the temptation 1a, of course, very great to use the material whenever
it is available, nevertheless this often may lead to carelessness in its
use, which may lead to jeopardising the source, Of course, the full value
of comnmications intelligence cannot be realised wlegs cperational use
is made of it, However, when actlon is contemplated based upon such
intelllgence, the possibility of compromise of the source aust always be

M .;~ ..
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 bane 1a 'wind and the danger welehed against the military sdvantages to

be gaimdq Minor advantages never alone are sufficient ground for risld.m
4
" the Loas of the sowee, {lumeD | C“*****MJ,“" ""‘“”"./.k

, P
_ Well, gentlemen, itts 10400 o'clock. t/l‘.'m sorry that we don't have
..»any tiné to enswer questions, bu'E\ I welcome you to exanine the exhibite.
i,?;jifl'canaxmaqlmsﬂonuhileyuumdoingso, I will be glad to do

.ﬁ_:t.hat.'s' Thank you very much for yo\n' courtesy and your attention,
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M A presentation by Mr. William F. Friedman to the faculty
ob- and Students of Class 50-B, Air "Communication & FElectronic
Staff Officers! Course, on 29 September 1950 g

Colonel Sheetz, Gentlemen? first I want to assure you of my appreciation

-

of the opportunity to come Ato talk to you on my subject. In inviting me to

)
speak on the subject of Communications Intelligence, it was indicated that the 3
objective of the presentat:ion is to create an awareness of the background,

W .
development, and manner of employment of this vital military weapon. Communi - é

cations Intelligence was not always regarded as vital. I am remindedﬁof a
étory that I read some years ago in an old book, and the story may be apocry- 3%

phal, but I give it for what it is worth. It seems that about two thousand
Semiramig erude wéop

years ago there was , 8 Persian queen whose name was Simariue--—3hve took an
W tas@iy Je umqﬁew WM B han viaceitesel
interest in cryptography,A

. Presumably she went to

[ 4

povatee s
Heaven, or perhaps to the other place, but K left instructions as to the
disposition of her remains, giaé they built for her an imposing mausoleum in

which her sarcophagus rested. On the outside of the mausoleum there was carved

a message, aad-—-the—mesaege said, "Stay, weary traveler, ;;.f thou art footsore,

hungry, or in need of money, unlock the riddle of the cipher graven below, and

you will be lead to riches beyond all dreagns of avarice." Then underrfoath it
Or 1€ oo f’ Anddan speudlle A2red. aq o S,
there was his cryptogram. For several hundred years all the experts,tried
~ - oy wehR A Lo
their hands at deciphering ke message without success, until one day, pre-
il N w.&o
sumably ,Aa long-whiskered, bespectacled individual oaae—&eﬁgkaaé’after working

at it for a considerable length of time, solved the messageg \‘vhé%r gave him cednded,
?ﬂ_m - ' Whaoe £
instruction Aal—bv a secret entry into the tomb. ,\&fe got inside aad—'ahen&found




o

w oelor bo do 5a.

an instruction to open the sarcophagus, but he had to solve another message

- : 66402

Pocouify i sinrtluedo &WW*RS’MM'W-&

wh:eh#o—dzd-,—end— opened the sarcophagus and found a box. In the box was a W

message in plain language, and this is what it saidj "Oh, thou vile and in- g I
)

]

satiable monster, to disturb these poor bones. If thou hadst learned somethinngi

more useful than t.he art. of deciphering, thou wouldst not be footsore, hungry,
1

or in need of money«® Meny times in the course of the past thirty years I

J

have had occasion to wish that I knew the old gal's address so that I could
put as a first indorsement to the basic communication the single word n€oncur .1
Well, anyhow, itts been an interesting life, if not financially lucratiye.

Now I am going to read you a & paragraph from Tim?kﬁ%;cember 17,
1945. wuMagic is the Word for Tt" is the title of the art:.cle.ﬁ"t].s. citi~
zens discovered last week that perhaps their most potent secret weapon of World
War II was not radar, not the VT fuse, not the atom bomb, but a harmless little
machine which cryptographers painstakingly constructed in a hidden room in
Washington. With this machine, built after years of trial and error, of in-
ference and deduction, cryptographers have duplicated the decoding devices used
in Tokyo. Testimony before the Pearl Harbor Committee had already shown that
the machine known as €Magic® was in use long before December 7, 1941, had
given ample warning of the Japs! sneak attack if only U.S. brass hats had been
smart enough to realize itV wéAa General Marshallv:mtinued the story of
fMagictsh magic‘.‘ And then it goes on to say what that story wase essI hope
I'1ll have time to ;\eume to it a little bit later on.

I hardly need to stress the necessity for secrecy in this business. Hope
for future success depends to a very great degree on maintaining secrecy with

respect to past achievements. Changes as a result of suspected compromise of




cryptographic systems are easy o make and very hard to follow. The effects

of leakage or compromise are not local - they are widespread, because of the

widespread use and distribution of particular cryptographic systems. During

World War II, I might say, the cont.lnuance of our success hung by a very slen-
ﬁ b, wiluadnhappend o sbalhie .. |q4L-

der thread. I am reminded at th¥s point of an 1nstanceA ' before

wgrlAe and to avoid naming names I will simply say that there was a chap in a

certain capitol of the world who sent a message to his home government in which

ua :
he said that he was getting a bit worried about their communications. He sai%
"You know , these many §; mges that we are hanng)dealing wit.h this matter in
%\&x O O O fecomae
hand have made it Necessary to be very vol i our correspondence, end-,g_.ﬂ'ﬁd‘
I am a~diseble~biss-afraid that perhaps some third party might be ebdewbe read
onde, we do

]\" " ”

e omxmmications.h Well, we read that, and we werz very much upset for fear

o 5 Ha, 4
someth:.ng would happen. -amd-S0 we were on tenterhooks and pins and needles for

T P

/g\ two or three days until we got the reply from headquarters. { To paraphra.se the

-

; reply, it said, "Well, you southern extremity of a horse!s anatomy, don't you

! prealize that what you are saying J.as out of line? Don't you know that our sys-
oud. 0o, waocliag
; tem’Pas so many permutations and combinations it's inconceivable that anybody
Waetnimt, cund 62,
should be able to read these communications without having the key'? Now, don't

you worry any more about it. You tend to your own nf‘:a-s-ien-,) and we'll 'tend to

e /}
"“-*--,_.‘ J—

ours." We were very happy when we read that one. 1&2 M """&’& a
I hardly need to give you a definition of conmum.cat.ions intelligenc e,n,

COMINT AN we call ! d-ﬁ-;
m-i Major Morrison already dealt with it, ﬁ I will simply cite |

2 e

the three main objectives. First - to provide authentic information for policy

‘makers, to apprise them of the realities of the international situation) of the

-
Mt

- twar making capabilities and wvulnerabilities of foreign countries, and of the
RS SRR o/ bt -

aﬁm&a& m"’a&;’i& 1o e \oa«-.:(-m »M%%

LN IR
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intentions of those countries with respect to war. Second ~ to eliminate the

element of surprise from an act of aggression by another country. Third - to
provide unique information essential to the .successful prosecution,and vital

CothT)“
to a shortening of, the period of hostilities.’ Now, the background of ,oemmied

ot
ea:uoaa-ﬁ-toiageneeg which is based upon the science of cryptanalys:Ls, £orms
akvery interesting history A & is inextricably bound up with the history of
cryptography. The two are but opposite faces of the same mmJ Nl‘rogress in

one inevitably leads to progress in the other. Hence, while my talk is to be
CoM\NTS

devoted largely to cryptanalysis and mmwtﬁgm I will have

R O 3. Koo KL F IR0 Y Sttt b 1AM S ATV i [T

to deal alsofwith cryptography and conmumcat:.ons securn.t.tho a certain extent?.
L‘ﬂ OM%

Now, because of the secrecy or cloak of silence which officially surrounds the

whole field of eryptology and especially cryptanalyties, it is obvious that

authentic information with reference to the background and development of the

L

science in foreign countr'es is quite sparse} and although after World War II

we learned much regardmg,\t.hls field of work by our snemy, Security rules pre-
. vent my saying very much about dewr, T can o give a fairly good bankgaeuﬂd

ComMmr io a 2O Pt .ﬁ o,
U. g activities, and even then I will not be able to say very much about a.
v, S. ﬂ wr A
activities, because I don't know very mach about that background and pre-

fer not to give any informationhﬁ!a'b I can't document. In any case, I might

say at this point that our relations with the Navy in the early days were such

as to preclude my knowing very much about what they were doing, and 4$he--same

0§ eryplawal 58, SowmR.
vice versa. In the course of my talk I will give illustratio A,-aaay of which
form part of my own experience. Modesty would dictate their omission, but be-

cause of their possible interest I will use them and will here and now make a

general apology for the use of the personal pronoun.
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Now may we have the first slide ,' pleese. Cryptography and cryptanalysis

go back to the dawn of the invention of writing, and here I show an instance

of cipher in the Bible. In Jeremiah 25:26 occurs the expression "And the ki "
Svat s "Now e Sheskakk hken

) 3
of Shesha}th shall drink after them." Also inJ eremiah,{ Well, for many, many
Woang, k .
years that &M nSheshagh® remained a mystery. There was no such place. But
then somebody discovered that if you write the twenty-two letters of the Hebrew

alphabet in two rows, eleven and eleven, you eet up a substitution alphabet
< %

whereby you can replace the let.te E} :m-rm For example, "?he" is

represented by "beth" or vice versa, so that "Shesha%ﬁ E anslates "babel" K

W San tost
"Babylon.¥ "The vowels had to be supplied. Incil entally N Danlel who was the

first psychoanalyst, was also the first cryptana. st. I sa,y psychoanalyst
Oww uw«d&

beceuse you remember how he 1nterpreted Nebuchadnezzar's dr ams . AHebuchadnezzar
had a dream #twhen he woke up he eouldn't remember Me called for his . %M

""‘t" W o weste ?s\
Asor Ters and asked them to interpre he dre J They asked hJ.m what dre

and he said, "Well, I don't remember it, bu your Job/ to g nd out and

then interpret 1t.." That was a prettyksgfegfd- assignment, and tgney fail d. ’M

N ' “"“Gu .
Ahad a gty hablt of chogping your head off in those days if you faileds so{

%'M.w& Coma. T ‘g&' mum@.,he, onkad. ok Ra B &M%M 'W\am
:D M, by some Ptgéuecord M
M ANBue “‘W ~— A&hﬂ’m
,‘able to reconstruct the dream. and then interpret it. '!h:l‘-s;rme years later, w - &

Nebuchadnezzar's son, Belshazzar, was g:.ving a feast, and during the course

¥ a Wmang, 2
of the feast A hand aggeared on the wall behind the candlestlck and wrot.e a

— -

Chreldsomnn my Gg.gvoa.a
message; gaé Belshazzar was very much upset and called for his sooths yers
A 1Go \wasa — ook Sl Sutn A2l By P cuphary

so on, but they couldn't reat\; 6iié, mene, te{léil upharsin !

X omlis e Ae

Well, Dam.el was called in and appanenidy succeeded in deciphering thp'mueegn,.
%m rpretatiorx was fMene"- God hath numbered thy k:.ngdom and finished -

-




n -
it. Tekel - Thou art weighed in the bala.nces a.nd fo wanting. Upharsin, or
A Nal o ot

ra’oher Peres, t-he—hbie—;e—-zndefﬂu:'b% Thy kingdom shall be dividéd and given

to the Medes and Persians."

The next is an ;llustram of the earliest cipher device history records, &
s-ﬁze*spa.—tu&ae used by the “ancient [Greeks. They had a *—ﬁhn-

der around which they wrapped spirally a pJ.ece o &archment' and they Haw

wrote the message across MWM and sent it to

A
wruld wad, Ma,
its destination, where the recipient, hewinmg an identically-dimensioned
S2 cylinder, b the message. This diagram, inci-

..-. . Crtia@en ._;:::.*,:
dentally, is not correct. The writing was done along the edges of arch-
tor, et g B e

menfg M the baton which the European field marshall carries as one

of the J.ns:l.gm.af of his high office derives from tl:fsa:nstrument'.t ha.
Caesar, of course,. ?.s well known in history to have used cryptography s

a very simple methociﬂ, S “because all he did was to replace each letter

by the one that was fourth from it in the alphabet. Gicer?ias Athe inventorg

of what is now called shorE: hand. He had a slave by the name of 'I/‘aro who

Mo
wrote for Cicero his records and so on)in ATjrronean notes, as they are called.
The beginnings of modern cryptography are to be found in Venice in the

b

Papal states,about 1400. I show next an alphabet of #he period of=3406 which

P
is interesting merely because it shows that in those early days they already

had a rec?'gltlon of, the,(weakness of what we, call s:l.ngle or monoalphabetlc

e M

subst:.t 1on,\ ggolu io e-ﬁ-cnu.ns-e, is’ accomphshed by, ﬁequencle Sa, I dontt
ks W—km aod. " M4,

have to go into t.ha.t,\ B — all of you, at some Apetnhj-he‘ve-lnd-mmnbaet

L

Wik that sort of But a method of disturbing the normal frequen-
A i Hovaan
o

cies) by having the high-~frequentq{lettedg represented by a-gatbiplideiby—ot
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V.4 ehara;eterf !h;-.,! the earliest tract that the world possesses on thy sub~

0w Qo
ject of cr}ptanalys:Ls is that Which was written by a Neap olitan,whose name

was SJ.CO Simonett@w. i-t—wae-umbt#en :m 114.7 He deeew thods of solv-

a

R
ingA,smple c1phers/ no doubt, but,in a very clear and concise form. The first

[ 4%
book A extensive treatise on cryptography is that by a German abbot named Tri-

ik v

volumes , but he qtu.t."' with~the third one because sonehén-er-vbheij- e-got charged
w::.th belng in league with the Dev:Ll, aﬂ— shey buined h:|.s books as a matter of

fact.''We are going to jump a ways now to some exa.mples from Ahlstory. There~

thepius, who wrote his monumental work in 1531. He planned to write four » .

P
[ e

‘ l\i"' a cipher alphabet and system used by Mary, Queen of Scots, in the period
1545, or thereabouts. There was an Italian cryptographer whose name was Porta a«d.

who wrote a book’publlshed in 1563, M he showed certain t.ypes’ of alpha-

ol A
bets whielk have come down 1n h:.story now as Porta's Alphabets. Thet-l's‘\an examp-

~g 1 Porita Tabis.

Dk shewe one alphabet with key letters a or'
M S‘ Ve«
b "another alphabet with key letters g or d RN I don't want to go into exa.ctly
how those key letters are used, but 1t is sufficient to say that even to this
gay tﬁe Porta alpha®bts are occasionally encountered. Incidentally, Porta was
quite a fellow. There are lots of people who refer to his book but have never
read it.,6 I took the trouble to have it translated to see just what he did say,
and he was)m in my opinion, the greatest of the old cryptographers.

Incidentally, also he was the inventor of what we know as the camera obscura,

owa
the progenitor of our modern cameras. I think also he was the earliest of 4hke-
U“Qﬁ“"ﬁ‘q‘:& afien ok «, A e
to solve a system of key substitution )Khere the key is changing eensbawime :
‘ Nang

thoa Waie -t W i ]
-ia;\ A Porta's table was actually used in official correspondence. et is a

picture of a table that was found among the state papers of Queen Elizabethts
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time, commnicating with the ambassador to gpain. Q“ vand. Poateis M-
o fchane oﬁ wlad = call

The next slide I show is, She, Vigene\re s;;ua.re or Vigen;re -Eble:
a set of tweﬁi-six alphabets “&t Placed, , with the plain-text
S

e,
letters a:{?,he tpp'\and the key~letters at the sidej u!é_ﬁxe meth;cbi of usingAis
to | a key word, aidy the equivalen‘t%(c e according to the

) i
\

manner in which the key changes. Now, Vigenere also has an interest to me be- I
M aud ubals

cause although he isAcred:L! ged with having invented that square, he never said i,

o=k . Nendo _ ) .
he didhnwmw « Pesbbg a picture of it as it appears in
ww

hisAbook, aﬂ».[t goes considerably beyond what the ordinary references say about
his 1',ableA I won't go into those differences A /foey're technical and perhaps
of no great interest toa::'today.

The next cryptographer I wish to mention is a Frenchman, Fra.ngois Vieta,
an emminent mathematician, founder of modern algebra. In 1589 he becanp Coun-

selfr of parliament at Tours and then Privy Cogmselﬁr. While in that job he
discevered—-the-itey~te a Spanish cipl er, off more { 500 characters, e&-&hﬁn

A
all the Spanish dispatches falling into French hands were easily read. Phillip

II of Spain was so convinced of the safety of his cipher that when he found

the French were aware of the contents of his letters to the Netherlands, he .
aXa, wen o tia conjt dea-*oﬂql{gm.
complained to the Pope that‘ the French were using sorcery against him. A Mere is
Sere

outbon 103

other exampleA are the alphabets 3and a sliding card )which could be

: Yoo o0 M & Meous
shifted up and down)was used as A chang:.ng&key, ﬁ—iﬂm of changing tr}e key.

n n ) TN
Here is another)called the two=square cipher,k wo—alphabet cipherg Retng coor-

dinates$ agedbnywdbnl /(here is one complete alphabet and /t/her{is another one$ amsd
the coordinates are used to represent'\thos-e letters. That was actually used

» W
in Charles Istims, 1627,Lcomnnmicating with France and Flanders.

]
L% L - [

‘Jr,:' ‘a.._\,,_’ T — I~
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o
I want to jump now to ’c.heA in U.S. history. The

systems used by the Americans and by the British were almost 1dent1cal.

Aane, Ao Ao o
one case, in fact, they used the same code book. i
W%WJ&DMM ‘W\LWM AFSA)‘%‘({'« o oud. Fw faeft
American whoee—mrwa-w was the cipher expert ,\o-? Congressg\who managed

to decipher nearly all, if not all, of the British code messages int.ercepted

sea%ﬂ

we call it, used by Thomas Jefferson. This syllabary is constructed on & two-

by the Americans. The next chart shows a picture of a code or syllaba.ry s

part principle. This is a'see’bm of the decoding wedwme. You will note

that the numerical groups are in consecutive order but their meanings are at .

have to Rewe austtor sachow,
random. They have no alphabetical order at all. It simply means thatA‘n the

(VS )
encoding section the words are in alphabetical order » and their equivalents are

in random order, ﬂ‘rgu;st':.ﬁl{l&oh even today :ees extensive use. Jefferson was

an all-around genius, and I shall have something to say about him and crypto-
graphy a little bit later on, I hope. Hsre's an interesting slide showing a
plcture of a letter which is known as the Benedict Arnold Indecipherable trea-
sonable Cow Letter. ﬁih&s never been declphered. It reads, "I have bought.
a cow and calf from Yen. John Joseph Busdesea," and so forth. The reason that
it hasn't been deciphered is that there isn't enough of it to form the bssis for
a solution. I am going to say a few words about Egypt.iarl hieroglyphics for the

&

reason that I think that that represents the nextAlandmark in the history of

cryptography. About 1821 a Frenchman, Champolitra\,l startled the world by begin-

ning t.o publlsh translations of Egyptlan hleroglyphlcs. ThlS is a p:.ct.%re of

the Bosetta Stone. ptian hJ.eroilyphJ.cs)A Egyptlan and then ey~ 2, o
t was by means of thls'\l cription that tha,s sﬁoﬁed) repge-—

S St Yo e
sented Aa eryptanalytic problem) In the hieroglyphics there are things that we f“f

(SR G,
g

T vater pat ) wtu,
MMMMM*}‘{Q‘MKF‘* f m z““%&r

ﬁpaamsm&;a,%c .
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warhad

call cartouches, that is, Nthi.ags—su-rrouded- by a graven line. Here are some
mMe.

, ~kow examples. This '\was on an obeliék, and thiawesme was suspected of repre-
senting the name Cleopatra, am# I suppose the reason for swepeebimg-it was the
e ———— &
repitition here of two characters at a proper distance to represent the two

A's of Cleopatra. By taking the various cartouches, writing them out carefully,
CorXouche.
studying them on the basis that this was Cleopatra, it turns out that by tak-
ng the dedbers- and substltut:.ngkrts equivalent,; and putting them in the proper
w MC&W W momes Ftor Row Uarpolioy, dumads an
places, bit by bit Champolig was able to establlsh obhep-pamesyumbisie Ptolemy)
N o il Broak, wen weds, udt, nsepat e
amd Alexander,and so on. That's the way in whlchAthe Rosetta Stone)and Egypt-

jan hieroglyphics were f:.nally read. It was very fortunate that the early

Mudgedd | o \
QgEgyptolog?\ h&d—not-ualamed that the Egyptlans used cryptographw

%
Some of their wrltlngs are not only hieroglyphic§,K but they awe also crypto-
pbais”] Nera, ; Gunbsce, J A
graphi A-ou&ipis is an example of substitution. That character in place of

"
this one means to speak.

/

woewe U ‘ Y,
War Between the States,/ Here is a picture of a cipher device used by Confed~

o, Muwsun
erate Arnw) captured at Vicksburg, one of u treasures. The

You see the finger pointing to the mouth s and so on.
Now I am going to jump to_the hs!-iaan period of the c:|.v:|.l War or the

thie is a cyl:.nder covered with a shest of paper bearing alphabets,-the aﬂfw ‘)h

V:l.genere table, in other words, a pointer that you could sl:Lde and a thumb
vt whiedn M\_

knobAy0u could turn the A according to the key letters.

There is one person I passed over in getting to the Civil War period. Ed-

gar Allan Poe)ln 1842 or thereabouts,kindled an interest in cryptography by

&w \\w-afaaf,m
his story of "The Gold Bug" ard by a-mw art:.cles,\n Jo s deading= ad

MW
%&hmw THere is a picture of a message, authentic G2 which was sent

by President Lincoln to Gen. Burnside, arr Tt s very asimple. It reads this




and. wedos wo panoes T St e TR R
way, of course ,Abut if you read J.t backward nif & sl?iuld be in a boat off

Aquia Creek at dark tomorrow, Wednesday / evening, could you without inconven-
ience meet me and pass an hour or two with me?%# (Slgned)A Llncoln,.’ I think
the President was kidding a bit.!'This is a photograph of a page or two from

the code book and cipher system used by the Fem They had what is called

I ] A ‘o be
. . S route ciphers that is, you km® a matrix with 1ndlcat10ns of route‘
AHere' how you write the message inj} the first wor econd, t.hJ.rd, fourth,

fifth, sixth and so forth; A t Atake'\a-? out according to. another route.
And here the thing is complicated by the use of arbitrary equivalents for the
n " ]
names of important people. “Presid‘ent of the U.S. is represented by Adam or
\ \
' Asia. It had two equivalents, you see. Here are some of the £amewus names of
N Mm [ X
officers of that period. I have with me today the complete set of ,@ooks used
[N
by the Federal Army during that period, and after my talk those of you who
e, The
wish may come up and examine j#, together with certain other exh:n.blts. .Next. Sﬁ&,
is a picture of a message sent to General Grant in ﬁﬁ route ciphers, I shall
not take time to read t,heb TrThere is an example or a type of secret writing
employed by the French in the Franco-Prussian War. It consisted of code
groups written out from a code book. You remember that in the Siege of Par:.s Teu.
TA2eltn Ao that %ad to b= pout h-d‘ P‘g#w
éhe; were completely cut off » asd-the message)xas #son photographed d

éiwas the f:.rst and earliest example thabd-iasewmef of micro writing used for
Yoo, watsagt. wod 0n § Soad.,
military purposes--'\photograp ed down and sent. out by means of carrier pigeon,
am—ﬁis is a copy of one of the examples.
After the Civil War)or War Between the States,the use of cryptography in
¢ pnited States military affairs went into a decline for a long period of
P BES
peace, and was broken only briefly by the Spanish-American War. ’(ﬁle War Depart-

ment published a code called "Codel to Insure Secrecy of Telegrams ! #1885,

w4 PV g




based on a small commerclal code, almost word for word. w
k{) s e DAL A A m °"€ Qaur nowme. we Waa w e
have of that with me. *>In the Spanish-American War'there was very lit- L?P'

4

tle cryptography, ;&avru;eﬁ hat code,which had no secrecy whatever; but then

u..‘iﬁm
there was no such thing as rad:.g . §899 the Chief Signal Officer undertook
A

the preparation of a suitable code. Economy was stressed -~ the Chief ®ignal

wre

W
Officer personally did all the work. In 1902 the G.pher of the War Depz-.u't.mem'.

was published by the Adjutant General. In 1906 a revision of that. was published,

1.
and in 1915 a completely new code s \Har Department_Telegraph Code was published. (3ot
Aefbase Ve o wot’ Yok crda wow

snd printed by a commercial house in Cleveland‘. We come now to the World War
I. periocl_sgith Hertz's discovery of the$# so-called Hertzian waves and Marconits
practical—demonstrat.ion of signalling by wirelessy. a new era in military com~
munications was ushered in, and also a new era in cryptology. ‘he first wide
usage of wireléss, or radio, as it soon came to be called, was in World War

I, but developments in cryptography lagged a bit, as we shall see.
TN W reld Wwow I

First, I will discuss the tactical use of cipher systemsh, because these

were used in preference to code systems, which came later. Here is a lpictl:ée

\3"\& W\%'ﬁm-w J" vy \
of a cipher system used by the Russians. %thlng but the V:LgenereAsys'b'em all

over again, ¥ using numbers instead of letterﬁﬁﬁore—n- a case involving a
5 “@J“ﬁh«m
pFor substitution. Jhis was the deciphering
Lova o g tua, Fracecs I oo

table. ’I'hemxt ©ene is a picture of a front, clpher syst.emA a transposition

& to Yo colivmenon K%F,
system, the Aay columns being here -ani in additio )certaa.n disturbing elements
Coma W Pratbsrd, Aone
,Sy taking off the letters in dlagonals. And ::ha-k is a picture of the system used

set of 7 or 8 alphabets used
Ld

by the Italian army in World War I. Again, it is only a variation of the oBA
“~ '
Vigenere system. swmeérMtere is a system used by the Uermans, invented by them,

or)z&m“ I should say, it was a combination of two methods put together in a
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very clever way. We called it the - cipher because the cipher text con~-

sisted exclusively of those letters. An alphabet in here;arranged according

W RIFGX; e Mo
to some w:Lth the coordinates ABIGHI, message

'w‘ [
R coord:mates 3 ; . ‘,The letter
Ats, & namerucd)
r is represented by B! And so forthp endt }hen Zaa-mdn—e keyJ developed from#e

key word over yeous X's enmd- A's and so forth and bake the lett.ers out in columns
RIN [ ‘e .
according to the key order. That awas a brand new tth m,\m a

and caused no end of t:ﬁl daches Auntll 1kT: was discovered just how the solution

could be achieved. The solution was not a general solut:.on but
0asen Bt Raos. Loppaesd fo ofian Fay we coubd teude au Han

depended upon specia.l imWHme "MM.“

7

That 01p§er was used by the German high command and consequently someone soon
ADFavX
discovered that ou made a chart based upon the number of ABS@R¥ messages

intercepted, wl you could disc@ver certain things about the tactical situation

and ea-pee:&?g—ebe»t what might happen. "This" is a chart which we got up in the
F&V.

AEF based upon thepgaeem intercept. This, gentlemen, is the first illustra-

tion that I know of Jb‘ history of’\trafﬁc analysis T traffic intelligence. lhe

Ve *ae aduad, (
next slide gives a picture of the sonhgmw bulletin$

AD FaVx L4 bwa
that we put out when the APS@B® messages were read, emd {lere ane-a set of mes-
dalad A _
sages)ﬁ-eni November 20, 1Y18% of course iﬁ:e jar was, over, bu‘lt':b his gives very
] [ V%)

important information about the withdrawal of Menefa-b nw There is the

valenaabus oé W‘a@@
German text and there is the translat:.on, ari authentic message. @he British
w Wonkg Wow T A
and Amerlcans'\used a e‘zphe;( known as the Playfair cipher, invented allegedly

by Lord Tjon Playfair, but he didn't invent it ~ Sir Charles Weatstone invented
LW A RS e W8, shat w witf, &
it. . The method encipherment is to have a k word, then the rest of the,let-
Y A % @Mé‘*

( Towddonn Baoy o SomeNaTar, ‘Y
, ters of the alphabet, ex@r1f you wantef to encipher ®at" the equ:.valent WO

Whaakskma who lo Oubfil wh e me&m,ﬁw
wmw\)w’ %&MM\WW brudly —a. lap wamed




N Ty .'o
"vr")by diagonals, and so on. There is an example oi,'\a message Aenciphered.
In those days, 1914, that was regarded as pretty hot stuff. In fact, an officer
of the American Armyq(later became Chief ®ignel Officer, Maj. Gen. JHeworre,

A
wrote a little treatise 'y published in 19ll4.)in which he dealt with this Playfair

cipher systemg ﬁ?ﬂe title of his work is "An Advanced Problem in Crypto-
%E;aphy." Today) our most elementary students are given things of that sort to
%solve/\. The British Army proposed a cipher device in World War I, m’ﬁey had
manufactured a great many of them and distributed thousands?% «##f they proposed
to the French and the Americans that they use the same thing for tactical com-
munications, but it was never put to use for reasons that I hope to tell you
later. N Weed Wawr T.
Now, I'd like to say a few words about code§and code systems uset}\. 1
think you all know that a code system is simply a sort of dictionary in which
the words, phrases and sentences are representable by arbitrary groups of let-
u’:ers . Here :'%s a page from a commercial telegraph or commercial cable company's

codebook,ﬁn‘b they offer to their customers. You'!ll notice that each of these

code groups differs from every other code group by at least two letters. We
6:4 sed, & &L&.@emheﬂa
call that the two-letter dlfferentn.al. The Teason is that ifens-errer-is-made.
LANET QAR ouwakiines wadd w, tﬁm I7% o A
aa—t-mumem the liklihood of masking two errors in the same group is not

Y 2
nearly as great as ing a single error, =l theaa- methods o ‘b_correc ing acaa,s

vdh 4 B wrs Kowble 2 g Com afae A W
Aabieallis up 1f it has a single error in it.. Naw, code boo& and codes
MMM

hw v \
kinds o? busllness. They are speclaldasd~om generalized,

o~
11 e aAsh:Lpplng code, or a code for the automotive industry, and so onJ QThe

W O- ~.
next oae-—zs-bhe highly specialized code. You know, there are certain people
who believe firmly and implicitly in the power of healing by suggestlon and
by ,,.g;h. eQM; Q@




yo be

%M

3 ;& ; ® ArodkBinan

was a professional man in thpt field. You'll notice that the pose of it was,
abG. /o, REI of %

"om 2
of course, A’ahb if you on a trip and @ wan to consult your practl-

&R

COIA. ANl
t.ioner) you ,go&d' send him a message and tell him what you A you wese suf-

fering from. Of course, you & you, uaao-lL suffering from this, that or the
o'a-t.)w .

other thing. XIé-wee English and French, and you would simply represent your

illness, or alleged illness, by,\code group. Now, note that the gentleman who

got up this code was pretty well versed in the intricacies of code and commni-

cations difficulties, because these code groups differe# by at least t.hree let-

ters each; aw# the reason, of course, is that it would be a pretty serlous

N

. Lo
Fﬂd for convulsions. That would be pretty tough.

thi if o, sent a message saying that y&z woRe suffer:.ng from coma but get—
éa)sﬁﬁ %&'Mww Yoot Tueatwat /.

Prior to World War I the use of code books for tactical purposes was tb?qgl;t,
to be impracticable, largely because of the K g é’ale re?roduc- ) v
o~ obh I dor'ﬂt think they thought too much about
the possibilities of solving code, m‘g'ly in 1916 the Germans began to use

" Powaa
,{ield ﬁodes) and the Allies soon followed suit. }1‘ had, slides to show you pic-

tures of pages of the code books of the various bellige s, but I e ox—

WMMM%@&

hlb:.ts,\ﬂ’{hose who would like to0 see what they were like are welcome to come

oldas “2%
up after this talk and examine them. Tié:-only \one that IA -}

A

show is one that will give you a picture ofk*\merican,\i dequacy in World War
Cawwm.;wm~

I for code, wewrie. this is authentic -~ I didn't make it up - I found it in the

records. JIt's a code gotten out by the 52nd -Lnfantry Brigade ,dated 17 April

(| \
1918 and it is what we called the baseball code. If you wanted to say‘ kiligd Kv-\
M-—‘ﬁl" o " woundad.' woe
s-t&ke-aut—%e—ea—ba&-l,“hlt by pitchepall, and so forth - very elementary.
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e ¥ DL E@r’ Yo :
“ Now I am coming to & very interesting example of,\ orld War I period, a clpher

Ra erorasd 0 Boedar wio
lM—a German spy in the ﬁed States h% Jora,,

message which was I\

-2 A/
Mﬁﬂ'Aﬁer some weeks it was deciphered by ﬁk code-solving

orga.nizationf in Washington, MI-8, as it was called. Here is the AGerman text,

To
and this is what it saidj "The Imperial Consular officials of the Republic of

who
Mexico. strlctly secretl the bearer of this is a subject of the Emp:.re and travels

= ablo Waberskt
as a Russmn under the name of Pewvle Baeversbe. He is a German agent " Apd so

. l\
o punrpatyieocad B to e S&AT Frasdaik™ Luleon ﬁ b
forhh.,\kh:e—een'beme-mas comrmted,ttg_ life mpr:.sonment' and he was out

avﬁ‘-l year. Here is a message which is probably the most famous message .mAcrypt-
analytic history to date. This is the message which brought the United States

into World War I) on the side of Britain. In 1915-16 it was very much catch-

as-catch-can as to which side the Americans were going to join. Our British

%
friends, asst later, allies,did certain things that we didn't like, and there was

) A P
a good dezg of talk about &, But this message, solved by the British, brought
Dw o pade, A

n
us in& It was the straw that broke the camel's back. It is known as the Zim~

]
mermarhtelegram. It went to the German legation in Mexico City from Count Von

Bernstedﬁ the German a.mbpssador in Washlngton. The method of solution I won't

o gord Rrddy
o :Lnto. of the case,\e-hewe how astute, diplomatically, our friends ahg _,i"’
on 3R /.méu,:i e ukn e o, A

wah, au.
vaao in br:.ngmg, ( Here is the trans-
lation of the thing. It was important because thex wewe going to resume ﬁr_
unrestricted submarine warfare and ti?) deal:.ng with a deal with Mex:.co, was

the straw that broke the camel's back. People in the Middle West were very
P "wde Vo o == ou 2tBar Qida, ~= Db Whan Mo Yeruonss
luke"warm toward the idéa of na,.M began talking abouthr

M— Texas, New Mexlco and Ar:LzonaL, that was something else again. So a




A,

%o i o A B

we got into the war Here is o -3 another m solved;.“, (—Ut’t@s

.& ,\w—s&eé—s%aﬁae-gm-p in Washmgton, a sabotage message talking

werg., W wagALag,
about who, was rellable and what th:“y should do, cud-Tﬁat figured in a long, long

%wm~ Avearican

trial before t.he ﬂ ~ Cla.lms e.ommlss:Lon) in which the Yermans were charged

land

m.th certam acts of sabotage, notably the ngsmaa fire and .the Black lom
: o fond s Toma. ancndants. PRa Tidl

S
w. are
explos:.on'\ﬁé-resulted in a de¥isio¥ in favor of the United States/ claim~-

ants s \Some $h0 000,000. %lm is a message,in secret ink, that flgured in the

J J
Black Tom base, a page from the Bluebook Magazlne an which there was m a
w\.-.ﬂl.. . m»""k&; A-u-e. IU-&M— ante Qraus

Now I come to a case in which I was involved. In 39L5y=Roy-in 1916-17

the Germans financed a large number of Hindus in their attempts to stir up a .

Ha. Fubeb

rebellion in India, the idea being to cause so much trouble in India that b
WY o 1, a AZQ W

would deaw-eub—ﬂmtroops from the Westérn fron};\,,, md-ﬁese Hindus were

» W‘
rou N

d negotiating for the purchase of arms and ammnition in the United States and
by & in
g sending z over to IndiU Here is one page of a long, seven-or eight-page mee—
f’§' sage that was intercepted between the Hlnduﬁm he United St.ates and his chief
(¥
<§ ‘3) in Sm.tzerland TheA consisted of groups of fJ.gures wh:Lch were J.nbe:a- w‘.
gé‘g‘\ sed wa.-bh words. I reco 3 prodietelythat ’Arepresented the pags, ef"’ .
y MW Pow L
‘:, a-bnnk,..t.hu-‘fhe 11ne number and in the -lineg? and All I needed

‘Ldaas

wma,

i E was the book, butN P ::;,‘.- FRONOGSa.5E
Mo waindgs qﬁ#&f
so I had to go ahead and try to solve,\a.’tf L'h:s was solved and I'll show you
j ;very briefly the met.hod. As I said, there were words, plaln-texh words, inter-
sperseg, and I would ke a guessg. Hers, for example'"FoerdQ/ something,
w:.th/ something." I assumed }::2 this would be ﬁxe word "committee," and that
meant that on page 65, the fourth line, the second {etter in the line was a C)'
%Mﬁ’i& o0
ok -
4 : ; &




Q,m-w

_Weddy the third he-ppenod- to be 0} -emd the fourth @ U and the fifth em M,

but th@was not indicateds/end—se—oa. Well, by substituting some of these
guesses in their proper positions and t.abu?at:.ons of this sort, I thatt#c.o_

% n n gﬂﬂ-#""ﬁ.& naytd™ m}ﬁ‘ﬁ\mﬂl
m t.hls word committee came from the word communlcatlon on page 65A Fhen-triris. W

i Rl By working back and forth, building up
an‘,.‘mmmmw ‘lhﬁébﬂ -
the pages the book, m’-\bulldmg up the message - one helped the other - =
eJﬁfv: as o 4R pnt” Lok onelied, —
I fin eame—beo—the—conelusien that it was a book dealing with the hlstory
o/ Righers- - £ Bk bk, ?&Z}, m
of German political philosophy, or‘:ﬁ;‘;:&,_m I Tunted and hunted and hunted.*
I finally found the~boel, all rlght.. It was PrJ.ce Collierts Germany and the &1{,‘

e Brgsiroe 0wt
Germans. This message figured :u‘é tr:Lal ot in San l‘ra.nc:.sco where there were E
about a hundred and five Hindus on trial simmltaneously. One of the Hindus

turned Jtate's evidence and got himself in bad with the others. They were

searched every day before they came into the court, but one day, the day after

I testified, one Hindu managed to secrete a gun in his clothes. and during the %
midst of the proceedings shot the Hindu who had turned State's evidence , where-
upon the United States }érshall, a.‘gz;eat. big fellow)six feet four) standing in f
the back of the court, drew his wea‘pon and shot the first Hindu dead. tlhey
were both dead right there )wit»hin two or three seconds. That's the way that

trial ended up, dramatlc

MS%@‘F

I'm going to pass M figured in the oil scandal in the

days of 1924. I was government witness in that cas% solled the messages -and
He. wad

Ashowed- some of the facts that lead to Mr. Fall's going to prison, %ke Secretary

of the Interior, %ﬂm M’EQQ' NE 'y &Ma\-th M

The rum runners in"thos days used some very good codes and ciphers. Here

W,;,ﬁ:*
et wzmv

is a particular case where a message was enciphered by taking code groups out

of one book, transferring the code numbery for thg#l groups into another book and

<o —4
R Qf&‘/ ‘\\

Q

od w2 P Vg
@V;’?W‘MW ‘t%-{ e




,ﬁ% mm-a,%

"‘BMMWK

then adding a go tant value to those numbers ;\“ is was message.
Hum cade
I had to do was to find the, books e a,&ddm m‘““fe‘"@ 4,,{

There were some interesting things, working on the JOb we would get mes~

sages from various government agencies to solve. Here is one that came to the

wod wa ’
White House and sent to Secret Service. It was addressed to the President and

had th:.s §ugck in s after this ﬁg&uﬂ-ﬁm.& you read it back-~
asknd (hsndsnd Roecaydlis

¢
g
£
4
wards and'\alternate letters it 'f-ays "Did you ever bite a lemon?'" §
Now I am going to jump to the gquestion of cipher devicepJ because they
.represent the modern trend. I've already mentioned to youpgh‘;rm the O%
invention and‘\ of radlo) and J.te'effects)ispeclally upon cryptology. ,
Traffic in large quantities becams available for interception and study, and ;;
hence improvexﬁent in cryptography had to come. It came slowly but surely. 1In =
connection with theqreufric advances'\ca.n'le inventicns of cryptographic devices ﬁ;'
and machines. '*'Qchbrief history of these will therefore be useful. That is a Q@
picture of the earliest cryptographic device on record, except for the %' %
This is Ifken from a book by an Italian named Alberti )pubhshed in 1470 )and is g
JusZMoa-phe:_mhaa&’.one revolving concentrically upon the other‘,so that you -
could change the relationship of t‘k}l\::alph‘abeﬁ This wheel is represented also
in the Porta book, and, by the way, I haveha copy of the original edition of
Porta,with the cipher wheels in place and in working order. This was published
in 1563. They didn't have any children in those days, obv:Lously, or otherwise
these th:.ngs wouldn't be here,ww& A @OMQ W‘E\V&M‘ 0”&94;
I know it takes a long time to get a patent through the patent office, but
Albertits device was finally patented in 1865, the inventor happening to.the
Hraur ARReit,  Rulisue kot w”

theAChJ.ef Sa.gnal Officer of the Amy)a%—bha-t-tmy Major Myer., -Zt~was the same
A
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a M&. N ol ),
thing used by thelUnited States Armghin the period 1910 to 1918. There is a

more recent invention of the same thing. The patent office doesn't have good

access to literature on ta& sug,]ect So every once in a while a thin

that. is

as old as the hills gets through the patent office. Now we come to andev:.ce%
o Sadde Wi 4&:

I mentioned that the tish proposed a cipher device for use on the Western

Front in World War I, and a llttle bit of history of t.ha.t is interesting. Here
is a picture of a dence invented by Sir Charles Wheatstone, the emminent

ke waq oo a Prva plabuna 5&7&4,

British mathematlclan, Ap sicist and electrical engineer. A The principle [is

l.
8"5{ little different fronk\) he—pr-eeed&ng—cm..r This thed an alphabet of 27 characters

and an inner alphabet of 26, with an eccentric motion MM %t—

ters t.hat you were actually going to encipher. With this hamd, you see, you

go around this way, and the—fourtir-weveiutton, for example, if the 1etter H
La
is represented by E on the next revolution H wewdd=be represented by the next

il

T
u

TN

v

letterg, which happens to be a victor. Now t.he Br:l.tlsh took that basic inven-
/ o Y bt i aﬁm »&L
tion, and Aywiil not:.cedt.hat the first slide kess the Aalphabet

E W wn wiied gveden s
in normal rder)A What they did was to add the 1dea of a m:.xed al phabet on the

ou’g;ide. They changed the form of the device itself, but the cryptographic
A

Hess N B
principle is identical. They had a great many of these manufactured. I was
‘,._%gauw...»b
at that time working~ at the Riverbank Laboratories, amé Bhis thing had been

N @“Qthﬁi*“1*
approved by the British, the French and the ®mericang in Europe. It was sent

to Washington, approved there by the MI-8 people ,iﬁsomebcdy there said, "Well,

o . " s U . . wA
letts see ,Eha.t this fellow out in “hicago thinks about 1t.',$o they sent’\ae a
NINNGNIS o n-g el o, Aoarea
set of five At.est messages #2 this device. 411 I knew wasAiG-was- based upon

Lo
Wheatstone principles a&.hﬁ employer came to me eme—dey-and gave me these five

A o

messages, each message 35 1etters 1ong He said, " want you to solve this




u-‘{wr:.Sae,q

thing." I said, "But I can't solve arwt.hmg as short as this A I have other

fish to fry.m He said, "Young man, on the last day of each month you get a
little green piece of paper with my name in the lower right hand corner. If
you would like to cont:.nue recew& fk;?:“;ou will start work oa-ders right
away." I said, "Yes, s:.rl“ Well, by hocus pocus which I won't go into, I

succeeded in reconstructing what I thought was the basis for the mixing of these

mmo&ere ey bh

letters in The word on which it was based wes- the word "cJ.pher. ': and I

N He puder alpboliet

thoughb "Well there is no way of reconstructl tha-s’»‘ at. I hadn't

onpety g v ~prea o g4 Y0 €7

So olrrud & drya yases fuu- Sou. Bk o
invented the prinéple. fm /'ﬁ'xere was nothlng t.o do b:t‘ try to Hn

guess wha th}zr,\might be, by trial and error, and tmé—m-w If a
fellow was foolish enough to use a word like“c:l.phez! as the basis for mixing ohe 2
hetd be likely to use an associated word 4 ?eor the basis for mixing the othergg
2ot I tried every wordssoclated m.t.h the word clpher , one after

the other, and it took m:.nutesk 'Em ﬁ. 3 I exhausted my efforts, amd Mrs.

Friedman, who was my right hand man at the time, was sitting in another part

mfm‘t

of the room, and I said, "Elizabeth, will you stop what you're doing and do
something for me? She said, " at?" I said, "Make yourself comfortable. I

am going to say a word to you, ahd I want you to come back at me with the first
Lud® Aol ok, o Pare o s Wit bar Ounde
word t athaemrt'o your mdnd." She,\sa:.d, nShoot." I said, “Cipher." She

said "Machine." That was it‘. In about ten minutes we had reconstructed the

v Y ﬂdW"

W}::Jzahabet and solved the messages. Lhe first message said, "This cipher is

absolutely 1ndec.1pherable " e ymathe solution to Washington, word got to
ety
London, and/\ en I got ¢ in France I wasn't very well liked by our B‘I‘ltlsh

Fiaa

friends. That Wheat.stone principle is attributed to Sir Charles, but not long
ud e

ago by sheer accident I came across this device} it's in our museum now)\ made




\& Grmmaadont B pup R esrtmtn net
@ EE Reﬁwaﬁ. thia Ao

v o M
- this is a very poor ﬁflcture - the date 1817, whlle

'\«4 V!
Docowws 1o Vi WM,
by a Major Luons Wadosw rth, m was a:.de to General of Revolutlonary

describ\eg in 1870. come now to a c:.pher allegedly

. //;e;ted by a Frerx—:ﬂ};x;a—n” “535#&63 calleq'ﬁn.clpher cyl:.nder. Thjz; c ns:.sts of

. A0

a sha.t‘t on which are mounted d:n.scs which can be arra.nged in keying order, each
MW

o' H—n«ﬁ Mo dusea An !
disc’having a different alphabet on J.t. ou line up the letters of your plain
\ A Y ‘“ \i " » M S ow Yin ﬂﬂ*ﬂ.)
i text message: "Je%uls'\ I am :Lndeclpherable)hand for your ‘cipher

e..',h,,. For

. squivedent you can take any one of the other tarenisfdiwe hobﬁzontal l:x.nes. @ooks
o A Brorsd wpo P . ih Rane 102 dw,

: 1ike excellent prineciple, but un.te readily solvable tliese days A j-he princi-

ple, however, was not invented by Bazerlg it was :anented by our own Thomas

j Jefferson, and ‘here is a=pietape—fd his description of -e-th-l-ng called the wheel

e,
cgpher, &:ly the same prlnclple. I hanis an 1nterest1ngW

tun” oabicfz, Juma adtod fo wA now~

connection with the definitiv 8 befng published new

at Princeton. In 1915-16 a United States Army officer by the name ofAHitt ianFnAw‘%-
/‘_/w

wwented @that same pri‘r;;;De, this time not in the form of discs, but slid-

A
a
ing strips, you see, aad th:.s is the orlg:.nal model. Mg, Hltt came to Rwer- _
wﬂwam}{“. ‘h‘ o ,%‘q
bankA ; s~Shdagarf-oeid :Lt was pretty hot st ?f; ghe put up a chal-

P dorez ks oston
lenge message, an‘é solved the—ehei&enm by hocus pocus IN I thought to
Mg, WAL wa
myself, "Well, this lady,’\beautlful and charming, and so forth, but she doesntt
know much about cryptography. What kind of a key would she be likely to use
R/
for mixing up the order of the strip,'g Well, she might use the% TRiverbank
Laboratories.!” That was itt In 1918 that same principle was adopted by the
United States Army ."ignal Vorps; there it is,, the M-94 device. This, as you

mzrd‘ww&& -

see, mixed alphabets; you can sedee—biremvff-end put them on in order you
¥y

o @W o Ny W&.
please ,~exactly the prlnclple\. Wig"used for quite a number of years ﬂ-%"erf
.,,oex)u;w

73
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with some success. oP~b6 .,=: 15-0d—ERal

f . _,’ N

' ‘zsz,a’::"“ B o W
n ~ M =1 A€ can | A0 Mﬁ

This, gentlemen,'is a picture of the very first SIGTOT one-time tape

cryptographic transmission machine, produced by the AT&T Company in 1918, too

late to be used in World War I. ‘he principle is$ Qhere you perfo ate your

P
) plain-text message, here you have key:l.ng t.ape sing through a transmitter,
here is another keying tapeA beth dii‘ferentA theiy lGops %L differentimi:

diameters. /fh:l.s one 1s a thousand characters in length and the other 999. 9.6

m;ﬁ rdacakory AReee
/fou start them out at 4 given poinﬁ)A two points

won't come together again until you have enciphered 99¢,000 chara.cters‘. A

a2 AER -
pretty good principh., but, again, on a challengesy~this was after T came’ backA was

weat
demobilized and then,\back to Chicago to the Riverbank Laboratoriegz-on a chal-
9 W o Aek W‘ﬁf" w‘i&e, ‘&u&g uoga-&. w1
lenge ,A‘fhis was supposed to be absolutely J.ndeclphera 1 aJ.d so in writing .

bf a letter signed by the Director of Military ntelllgence, but 4 was able
a4 D Bone d.ua*" Saxd,,
to solve the thing without having the tapes, without knowing how long they

Ha wosdane, | N ﬁt wloy 4«&»&.« M
were, or, 3 interesting solution, but I haven't the

time to go into it.
This is a ‘.;‘)icture of a new type of cryptographic machine. # gentleman

by the name of -He’oron out in California came forth in about 1922-23 with a

"Cuidh TR an @ ol
keyboard, rotorh-a—eenubafbep sm.tch comtator really, The current from

the keyboard depress:mns/\‘gmmmi this s:.de( a fixed comtatorgg-:é through

Yha Mz
XWheel her ev-swib-ched hoSc~adlpewsd S.om )
Atypewi::l.ter. )t.ha.t. machine had only one rotor. In about three or four

years, after collaboration with the Navy, he came out with a five-wheel machine,

Aot .
five pesidtions, you see, and these are the types of rotors that he used,weod}.,@me,

PR ..23.. .
~. _.',4\ ~? i # t“'-vj
sy
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w-

;&@%&M A

0, adopt these things. u&"

Wa_m?ﬁ»

pretty high security. The Navy was about
Ao a Neberas.

L1 N

contract for $75,000 00, —g H:w t.hat hit mki Rdidn't even have a dolla
A I )
for that sort of t.h:.n%\ Well, tha;s asked me\ %at about 11'.? auF'I said, "Ivll

stugy 1ton 1 Aksta il

ing for about six weeks before

FHou,
I had a really good idea. st went -ever to 3

ﬁu&*‘
said, "I think I” can solve messages,' asf He said, "?how me." I said, "All

p ok r,; X oK,
3 ght “ He said, 'xfhat do you want." I said, "I want ten messages set up

on your machine.” He gave me the ten messages, and I solved the thing. It

WLMRM MM - %MM&ZM&M“
was a curious thln%‘ I was getting dressed to go out; of course, Qlt. took
weeks of making distributions and finding my way around - I had one assistant

Uuomdaﬂul

A
at the time - he was a veteran, ex S ex-prize f:.ghter, cauliflower eaPs and all,

and he wasn't much help) except in typing. I—ge“o—a—pea:ab—where—rf—*—eeﬂdﬂ
suly—solve BT wosd~nI had reduced shesﬁ:ons and millions of &lphabets

to a place where I had one line of, -Lf I could solve that
ot I would have a start.,qud + went home that evening f-rem-nerk,_aad- had a
era»plcturerf t.hJ.s one llne , all I knew was that. b

. ; . et : ‘ . : 5. .
MMM)AWM MD'M@MWWW%M%.
M&e&m gett dressed to go out to a party t at night, f:.ddl:.ng
“N . oﬁ gm,)“mbum.. 2*3 "

my bow t:L , The phrase that would fit
ﬁs&”&miﬁ y W& Ra. dujfasiut Lethioa mroar W@
Pres:.dent. of the Unitedﬁtat s." Yhat was it! The next day I came in /
e e a

\M@)\—M—

The A:E‘lrm went to pieces{ the inventor and pres:Ldent- of the firm wound up in

o~ w&:«& 2 Calidprmnate. HW@M"%&‘- o A C'm«dum‘ 5
San Quentin for a ousl O—%f years because heS -

days I) handed the Navy a solution; they killed the order.

rodk. b d phunietzd | A A /
‘\Mm on the'\beeé.-e that a Navy order was coming throughj and /

when the Navy order didn't come’through '\, the stock dropped to about $2.00 a -

i B fenbasce TR A ATl wane
= P aﬁww% 3, ¥, wﬁ,
e T e
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s o
a share, picked up some of the $2.00 stuff, went t.o a different
GMMM
part of the state ,and sald it for $10.00. ‘Thex didn't like that, so they put %
<w©
This is a picture of the first c:.pher machine invented and built in f
wasndaal vmdn, Hoe, n Comi

him in the hoosegow.
M way poR4 o B
Europe, called the Enigma, /\Gmnmm Here are the rotors, yol see}
four of them here, a keyboard and the light bank. You press the keyboard, the
rotors step, and thex light up. You Eosition thesei*\b'h-in-ge according 1'.0,\1{ey:1.1.'1gH
. a Bt Ratin,
Yettore~ Now, also in Europe,after—thet—time there were other inventors.
M a very compli-

! -9
Here is a machine called the fémf:u)which was
it. Here is a German profes-

cated and difficult thing - nobody could solve it

sor who put out a treatise on the indecipherability of the thing, showing how

many permutations and combinations there were. w—mggverybody in
Lol v

the world provided with a machine and a key)
s.ame.kay-,—amd—ee-em Well, gentlemen,hthe number of permutations and com-
binations that a given cipher system affords, like "Zhe Plrds that /'5{1ng in
ring," have nothlng to do with the case, or at least very ‘ttle.'* It
Lo, wled s Moo
A

the /gp
Vabwne of
all depends upon hew those permutations and combinations, are bas:.ca.uyMcrypto—

”Here is a picture of a Swedish machine of about the same per:Lod,
W poders onan of ow Aok
oienoban-inShet
A

graphic
n /0- dnd o
keyboard' light bank; wbhnrotors. \S=dibere different type

Vaastrarnds
Of course, the light-bank was slow. You had to sit down and copy by

case.

5
tric Remington typewriter, and that was the first model of a printing cipher
He later modified it so as to have the printing mechanism self-

hand and so on so the inventor of this machine hooked it up with an elec~-
contained in the cryptograph, and that's a picture of theA ‘om.ibeedf from the
There is the keyboard.

/
;t machine,
!

ﬁ»e waad,
wahe. 20!,

i
f

outsidei and there is a picture of the internsal workings.

é
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! & Here are the switching ‘comtators,with

gopaks ara o P
pins A put in and out effect:.ve pos:.t:.on; like on our Converter

¥-209. Those pins drive a certain lever) here )whlch drives the switching

comutat.ors which are i eref‘ aﬂ you é‘ﬂf’ also switch aemewnd~the offects

of the comt ors. Here the pr:.ntlng mechanism. This style you'll recog-

-
nize as being very similar to;m;k in #he Converter M-209. ALI-. printed

on a tape.
o

s
,61‘ course, ih-bhese-days considerable thought began to be devoted to the
19181
enc:.pherment of teletype communications, mAs:Lde from that 1882 ?
Pradmanian

ATNT Co, a g0,
Amach:.ne that I showed you this was thg first of the teletype cipher attach—

ments Jean invé:;c.’lon of Col. Parker n:Lt.t who retired from the Army and joined

the International TelephonepTelegraph Company, ané devoted himself for two or
% . JA
three years to producing this thing. M‘ﬁere's the internal
A . , :
mechanism. It had keying wheels which affected the Abands—of g:e telety;Z
characterS. These wheels were of differential diameters. This one had 101
Ipiaces? this one 99, this one 97, and so on, down, so that it had an extreme-
ly long period} but the length of the period, again, ].i.ke" the birds that sing
\ APPSO
in the spring, has little to do with the case. Theb-b-lu‘mg‘was put into test
usage in the State Department, :’M called upon the War Department to
make a security evaluation. I was assigned to the job, and "% had an interest-

time with this. The State De :ment pub .up a series of messages. They were

stamped in at a cert.a:n.n hour,AlO-OO o'clock in the morning; lIetis—seypg-and.

Ma. S
about 10: 30 the chJ.ei‘ of the State Department communications 3) called me and

said, nThe ma.ch:.ne is out of arder, Maybe you can fix it.n I said, #I'll be

up there in a few minutes.® 1 éhpped a piece of paper in my pocket, andw

aw}'oil"ﬂe.S*&ti wd; Haw on tRa 044 Stals, Wan,

MN«,&W “ WWMWQ




@a—l—-goﬂp—these,—he—q&d, uItm son-y)_:I tried to catch you, but you had

already left. It's working again, so I won't trouble you.* I said, "By the

way, I have a question to ask about those messages." He immediately got sus-
picious and asked, "What do you want to know?® And I said, "Have you got the ’g
plain texSto those messafes here?!" &wd He drew himse&}.“ up-e!:es-ea,-md-hen ag
said, "We-el, yes." I said, "Where are'they?" He said, "In that safe over L
there.t I said, "Well, I'll sit here. You go over to the safe and dig out 3

message No. 7. I want to ask a question about it." Very reluctantly he got
Nt Bon Rearete.

to wma ,iRe Mess.
up, opened the safe, pulled out message No. 7, andhsaid "What is 1t. you wa.n
to know?" I pulled out my piece of paper, and I said, "Well, doss it say ==t ?{;
il . .
and I read him the whole message. Heﬁsrumptiy sat down on the floor That 2%
was only 35 minutes or so after it had been received. "he ITT COmpany butmed _ 'IQ
Se—'n-e-hg;: ‘g
its fingers onAzB » gave up the :aneetment and never tried again.
M MW Q‘WWWJM Mataian LTV
Athe ATT Company studying, the IT&T Company; (
a-word-er—iwe—ebews the IEM Company gmives 2150 tried their hands at it ‘and Qgg

failed. <the reasong that. without . cryptanalytic guidance
A Y S .

nobody can inveni a tha.ng that is going tp stand up unde:m attack
D Hea /&wrw'eww'“

This is onverter M—209 which we adopted},a Swedish 1nventlonMA‘ is

ws |
pretty good. 'fi:e only thing we came across for our %u usea.u'f'@. .
Here are keying wheels. Here is a whichgiRgaffected by the keying wheelss
Mm oD PR )’b jﬁz q ) ANy Yw«JM-r 1'0 lb

I\M affecty a print wheel, ard there is the tape. & Very neat gadget but a Gt
not too secure when you have two or more messages in the same seﬂ'mg.
Now, the rest of the time I would like to devote to a brief discussion of
cryptanalytic gadgetry. This )gs a picture of@ my knowl@ the first crypt-

analytic aid, something I got up at Riverbank way back in 1916, I think it was;




. X 30 4 y N .
a pair of glass plates withrsibnieeent guides A groove
v [SasrPiree. Mg
Ahings-upcand-dews to align letters and study them,for what—mt. I don't !aaevr-

« i

B 2 5
T e T put dowxﬁhe United States War Yollege.

I had no relations with
Frisfe
them, but it was nice to hand them a present, so I did that! I madeAh with

my own hands. This was a wheel with rubber letters that I could arrange in
ko ek up alphaders, |
any order I pleased)'\ They-ﬂe:e.mmwblei%re's another view of the thing,

and here's a whole bunch of them put together,for whatever purposesm )
to—akemobthaie

Now, from that early start have come a great many very inte?est.ing develop~ .
ments, Here is a picture of aWdated “ctober 30, 1934, where + sent e
—onowtmiean .0 Uaptain King and Major Akm, now Chief Signal Offlcer,:\‘;.‘r?:wh:.eh
I made some remarks. You can seeAm teaxsdm\ps or may%oﬁ on this thing.
I was asking for a little bit of money to get some IBM machines. I said, "Please
do your utmost to'\get this across for me. If you do, we can really begin to
do worth-while cryptanalytic work." W,ell » the plea was successful -~ we got it.
Here's a picture of part of the contract, you see, the 12th of November. It
a month. And here is what we were gett:.ng and seg the prices.: ‘
When I think of the miuions of dollars which wo spe%rld War 11 on this "

sort of th:.ng, I am amazed that from such lawly beginnings should hava come

that Pe%eat estfbﬂu.shmenit This is a room, just one e wi En our headguar-

ters during the war, with tabulating mach:.neﬁ, here, Jus one after the other -
JabdsAing. IBM madhines te-da-sapeca-al—pwpoeosq special jobs.

You know the picture the average person has of a cryptanalyst. He's a
long~hair. He -h&SAthlck 8 pectacles, anct whiskers ‘ené crumbs in them and so on?

A
4R he goes into a huddle with himself and pretty soon he comes up with an
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answer. Well, thatts far from the picture these%days. Cryptanalysis and com~
\ !
munications mtelllgence :.s b:L business now, and\ I want to say a word or

two about that !sep&iﬂéwg ryptanalysis of ern systems has been facili-

- tated, if not made possible, by the use and applic ion, of special crypt-

E analytic aids, including the use, of high speed machinery of the type plctured
* Srwe o0l WA Ol we dounae, aud wAk ' Yy M
. here. standard al:oo modiflcations of those machines . H}re mportantlyhbr

As I said before, the ,:‘g,-

and PM'M"-' c,.sfa...
8 the J.nventn.on’aad' developmeng of electrom.% dgetry.

number of permutations,-we

- " g &' N .
L W and coﬁmatio 5. gt sn't too s:.gm.flcant. It's wha:."%)r . ¥
. they are bas:.cal In modern cry analysis what. you are up &gainst f a greatff

) multiplicity of hypotheseshtha-t mst be tested out _one after the other, until

;'__,-7., «’ R A 1“, N

3
.

v ., M e e

you find the correct oney) This- ~- ‘v el —by-theee-&aekime)a-!w
G e e e

I want to show you what

sl

'u.% e v )
a cryptanalytlc I::otmag &entez:,:d«m;th—a’

duphcate (Wt thousands of peo e on the enemy side are doingpai

<
4

some of these look l_ike.

Lyorage.

.

"
L

Lt 2o By

A M.ei,;._.m *o Ancplas
g takes thousands o] .peepls--to—put the message % headquarters .~'
WMG&M\ “"h" }&“‘\‘A

ARE—BOOTe /mey all flow into one place, and you ca.n o have a ce aJ.n mm-

: ber of people {0 reed-iivsemmessagee~end process them. If you have the keygy hao’
then it becomes a problem of product:l.on-»llne decipherings so we devises special :
Sasdl ittt |
machines to“ the messages. i -, DAY not have any resem- H
J
blance whatsoever to the enemy's cryptographic machine, but iblemgacarebesmes ,;‘
daee pa Jesaly ;
it duplicates what their machi.;e does, and at a hlgh rate of speed. Su-theti=
il
a picture of such a dev:.ce. tabulator, standard tabulator with a “,.f'
o daey Wt Ha '
MR : Aoe0,
L e . Badwsan,’ de (o




. REF ID:A66402 i







. & REF- ID (:;;.6@4.0;2?,%

‘\ )-»—4' ) T "'—-6 T
. . AR - .
A R - . "
: o Lt I £

-

-\-

special attachment devised by our own engineers susceptible of what we call

do:.ng‘;ber;uj: i;:lze" opezzt:f;s, where o:;ii :rﬁlng to solve a thiMnE“:n the‘
basis of repetlt.ionSA Well, if you've got millions and millions of letters, the
location of those repetitions is a pretty laborious thing if you have to do

it by hand, so we speedefi % u;}\. A machine of this kind will locate those
repetitionsne-ten-thousandtg of the time that it would take to do it

by hand. Here is a specialized machine, again a tabulator, with an at.tachment’

here,that is(used for passing the text of one message against the text of

D
another message in order to find certain similarities, or perhaps gtrtaeda dif-
L ™™ Hewa

)
ferenc s,Aand it does it automatically. These relays are set up according to

certain circuitry; 2#% you start the machine, and low and behold, it produces

- repabbas v wlat Wt
a printed record of the message,

Here is a machine which ! personally call "Rodin." Fodin was the great

]
French * who sculpted a p:l.ece of engineering known as The Thinker. .
M

Win s Yo ded wp, ov Gwe e, ov ead waks I
This machine,\t.hinks. What it does 1s yeu-gzva-ge a certain number of hypo-

theses and you tell it, "Now, you examine these hypotheses and come up with &né w&wbu
' Jondieie
w@‘ Aa.nswer'\." The machine takes the first hypotheses, letts say, ans=sdr examines’

that, and if it comes to a contradiction.it says, "Hell, that's no good; I'll

jg& 2
go back and take up the next one.” And so on. A.eﬁe after the other) at a high
rate of speed, Aq;; electronic speed. That's only one small section of the aLRERE
Well, wetlve got left here a few minutes in which I should say someth:.ng
s w\ﬂwmwa.{w G

about the current employment ard manner of emplowment. You—geey I've devote

two hours to talking about the background and development and haven't said v.uu‘ Wrtvadn,

anyUifg about the manner of  employment . Wel, vya_e«‘- could discuss,that under

various headings, but it is obvious from the disclosures ofAPearl Harbor, that

the manner of/‘ employment .'inAWorld War IT must have been very efficacious. I

et Yo

LA







wish I had the time to read you the whole of the Marshall-~Te correspondence

thatK #s article in Time was based upon, but I think that What I am going to

say next is p»hape—e—hﬂe—hﬁ-&: important. The interception of -foreign

communications and subsequent processing requires the services of numerous
commnications and other trained personnel. In order that the product may be
most useful operationally )and not merely historically interesting, the .ifithre._

a4
qutiqpntf‘m é ntercept traffic has got to bem expeditiously
MINT
‘e process:mg center, and after process:.ng the isas.u.;lgmst be promptly trans-
A

mitted to the people who eval\.}at a.—t i‘rom an :mtell:.gence point of view aad-f—va—#‘

AW a-r
to other 1ntell:|.gence personnel J.n some cases where it makes a dlfference,....

a great dlfferenc?)n secon ﬁ perhapsﬁfitzmn{:dwdlrect to operational com-
manders. ZThe need for trained commmnications personnel, intelligence experts,
az:écf‘ enginee s bechmiretans, mathematicians, linguists, ard crypt-
ana]ysts) and other highly skilled personnel, n:ilita:ry and civilian, is there~

fore quite obvious. It takes a large organization. In 1939 or 40, the totality
of personnel in the Army and Navy devoted to this work was about 300. In 1945
we had 37,000.l That gives youﬁg;h?dea @1:.? it takes, aside from millions and
millions of dollars for equipment, both communications equipment and this type
of equipment that MW a little story about./| Some of the cryptanaly-
tic and communications intelligence processes can be accomplished in the field
to meet certain immediate needs of field tactical commsnders, and these have

been provided for by each of the three serv:Lces in order tp meet speclal needs

this category. But # comnmnlcatlons intelligence processing Wﬂaﬂg—.
waxu:a.&'

LW
complex n?égk ctlnm)“ much of a4 can be done well only at major,

large processing plants where the limited number of highly skilled personnel
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can be concentrated and very special épé;:ialized cryptanalytic machinery can
!

personnel Ahere are only a 1imiteg§mmber. You can't find people trained

be installed and maintained. You see, we have to

in this field in civil l:.fe because there is no need for a:r—sct'tvmad-’z
Qs

crypt.analysis in commerce er industry, Aag& when war comes we don't have a pool

of trained persmeb—rn—au.]..h.ﬁe from which to draw to augnent our forces.

2l
Wetve got to take basically intelligent people mth good backgrounds) and geod

educat.ion) and train them ourselves % M P\@M L j"*‘“ WM
Now, I want to say a few words about the very great importance of coor-

d:mat:.on of communlcatlon intelligence activities with the-gemered- intelligence aa‘ae

and tact:.cal s:.tuat:.on. There you've got to have certain cover metheds. For

exa.mple, when a decision has been made to take action based upon communications

intelligence, a careful effort must be made to insure that the action camnot

be attributed to communicafions intelligence alone. Otherwise you will kill f

the goose that lays the golden egg. When possible, action must always be pre- >
Wk UnRD AWe 0a Covar ov

ceded by suitable reconnaisance or ot.herAdeceptlve methods. For example, if { .

there is a convoy out in the middle of the ocean and suddenly it is attacked

by air, the question might well rise, "Well, how the hell did they know we ’g

were,ﬁout*\herj?" You see, you make cover for th ‘ﬁAnother aspect of coord:ma—

tion between operations and communications intelligence is to be mentioned.

rud” S d
The communications intelligence paople-shee&d be carefully oriented give

optimum coverage of’\operauons in progress N There are :just so many facilities

% communications intelligence

work 3 Theretswjusi~eo-mang.ayailabbe, and there's a great deal of tratfic, an
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% foko o
enormous amount., only'\ of it can be processed’\ /{ou've got to neglect

the rest. Weld, Tt's essential, therefore, that the srptaneddédd.sand communi-

wetfaers
cations 1ntell:|.gence people be abreast af the current situation so that they'll

know where to put their maximum effort. he.u' knowledge of the tactical situ=-,
z' m -'ﬁ_g,.’ g-:‘:a.i-x-o

ation is alew essential to a broper interpret.a.tion of certéain mteaa.als

J.mportanb to correlate the comxmmlcat:.ons mt.ell:.gence work with oper‘%:.ons o amstbas

PIFM 2& : Rurswor)
A :Ln exuberance our a&-rereﬁ knock out radJ.o stations, the very suc-

g TYOP - S8

cess of &hkedg operation has repercussions -upon commu.n:l.cat:n.ons intelligence. You

Ahedurian A 3 therahova lis
seem those su-t .makesd’ unavailable to us a lot of traffic} > 80, that IOV
wth Ko COMINT awxewwho

0 be coordn.natedx There is another reason for being very careful to coordinate,

and that is that. @ are usually world-wide

or area-wide in distribution , and if you don't coordina.t.e ye-ua-,‘operat.lons with

COMINT autboraings, e MW

your-9¥* so as to cover up your source of information, thefie- “iree, )

XD promseoglhich would have far-reaching consequences. You see, a commander

N a Sﬁ:ﬁ:ﬁlﬁ;i CoMinT
whqk i n and seeks a minor advantage by using it in one

locality, may deprive ebiwsee commanders in other areas of much greater advan-
ﬁ- — s 10 W?W;WM%M-
'\don't .compromise the source of :Ln.formatn.onJ A%,Nule knowledge

and experience point to the necessity of exploiting every possible advantage
' Laat

tage- zf you

&
L.
that the situation affords when you get this stuff, and Athe temptation is, of

course, very great Wto use the material whenever it is

available, nevertheless this often may lead to carelessness in its use)which

may lead to jeopardizing the source. Of course, the full value of communica-

tions intelligence cannot be realized unless operational use is made of it.
Howgver, when action is contemplated based upon such intelligence, the possi-

ba;‘e compromise of the source must always be borne in mind and the danger weighed

(S G N )
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against',\military advantages to be gained. Minor advantages never alone are

sufficient ground for risking the loss of the source.

Well, gentlemen, it's 10:00 o'clock. I'm sorry that we don't have any
time to answer questidns)&gwq I welcome you to examine the exhibits,
A.porheps Tf I can answer a question while you are doingA;%:. I will be glad

to do that. “hank you very much for your courtesy and your attention.




wé/ f%w 2096

REF ID:A66402
}

A -
— A«uwm.mm ..,._m @ s 2



