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MEMORANDUM FOR THE RECORD

SUBJECT: BHagelin Negotiations

la..After Mr. Barlow left ﬁekholm to visit 'bhe Ha.ge]in ILaboratories
in Zug, M.Mnag.fé?’gged tha:b I s{t Hak'l.n—zug - g.s#‘soon as convenient,
for the purpose,o cont:l.m::l.ng our telks ‘with regard to the "Gentlemen's
Agree_&n:"‘andalsotoseetheprogressthathad'beenmadeinthedevelop-
ment of,\new apparatus. Acco:ﬂ.ingly)after spending a few deys on holiday
in Scandinavia, I proce_eded to Frankfurt for preliminary talks with the
Chieffg of NSAEUR ;.nd ASAE to ascertain vwhet late information wes avall-

N Ewepe. aud, aa
able concerning developments 1nAGemany in the logle field which
might have & bearing upon the talks which would later ensue between myself
and Mr. Hagelin. The information gleaned from # conferencswith the
aforementioned personnel turned out to be quite useful in my talks with
Mr. Hagelin. After a few days holidey with friends in Frankfurt, on
22 September I proceeded to Zurich where I was met et the alrport at
1800 hours by Mr. Hagelin, who took me to Zug by automobile. Mr. Hagelin
insisted thet I be his house guest, which necessitated cancellation of
& hotel reservation which I hed mede. After dinner we had a brief talk
emong which the following were the principsl items of concern:
b #, Be astonished me by hending me a copy of U.S. Patent

No. 2.802.047, issued on 6 August Jl.957,-on a.n‘ ';Elec'bric Switching

Device for Ciphering Apparatus". A copy of this patent is sttached

cclassified and approved for release by NSA on 07-24-2014 pursuantto E.0O 13526
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as Exhibit I. The reason for my astonishment was that this patent

covers ‘the re-entry prineiple in electric rotor machines, a principle
first thought of, st least in the U.S., some time in 1940. Tt was
conceived by Mr. Albert Small in connection with the efforts of the

Army Signal Intelligence Service to solve the Japanese highest level
diplomstic cipher machine (the so-called "Purple"). The idea had, at

ny insistence, been written up, an application for patent thereon had
been filed, and the application and 2ll pepers connected therewith in

the Patent Office had been placed in secrecy. So far as I am aware,

this application is still in a secrecy status.aﬁ‘. g_.ccozding to U.S. Patent
Law, the Patent O0ffice should not have issued eny patent on the re-entry
principle and mechanism therefor without going through the mechanies of

a "deeclaration of interfe:.;ence". It is probable that there was a

slip~up in the U.S. Patent Office and this will have to be investigated.
This phase of the matter has been turned over to Mr. S'ba.u:ri’er, Patent
Counsel, Office of Researcii and i)eveiopnent. Naturally I did not disclose
to Mr. Hagelin thet we hal a real interest in the re-entry principle or
that an application for a patent thereon was pending in the U.S. Patent
Office and was in secrecy status. He did meke & comment to the effect
that even though he had the patent, he was pretty sure that he could

not obtain royalties from the U.S. for its use. I thereupon asked him
what made him think &ié;";%sf;; such an idea and his reply was something
to the effect that he assumed that we too would have thought of such

a neat and simple thing long ago. He went on then to add, with a smile,

that his application for a patent on this re-entry principle, filed in
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Japen at the same time ag i'b was filed in the U.S. (Octobt:: 1953) had
N A M e :
et - - r-r-“

been rejected by the Japane e Patent Off:.ce. At this' writing I 'bh:mk 1

Mr. Hagelin's patent is broader thean the U.S. a.ppl:.cation in tha:b his

covers the situation

X 1o &
L0 Mr. Ha.gelin dmporbent d.ec:.sion which

hed very recently been handed. dmm by the Bonn Goverament to the
Siemens Company with regard %o the sa.le; of one-time-‘bgge.r'l.:re%.eprinter
- ciphering apparatus. The Bonn decision pexrmits the Siemens Company
to sell their aforementioned apparstus to all customers except the
_Soviet Union and 448 Satellites thereof. I went into this in m‘ht
grester detail Joff ;/subseqzlent conference(with Mr. Hagelin and 'bhis

report will deel with this la r~ ar onl.
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it emerged at a contact-point on the output stator.

,e.d’. There was considerable detailed information from him

about the radiation studies which had been made by the Siemens Company

Drw - B
and which was reported oxin Mr. Barlow‘§ trip report. I deliberstely

asked Mr. Hagelin to tell me aboubt these studies, as though I had not
heard gbout them already from Mr. Barlow.

&. He had heard several times sbout complaints of NATO users
of the U.S. AFSAM-7 machines. Mostly, he said, operational failures
were due to dirty contact surfaces on the rotors. This comment,
incidentally, was a repetition of an idential one made by an old
friend, a Captain in the U.S. Navy, who is on duty with Allied Forces

in Northern Eurcpe (AFNE) and whom I visited in Oslo just before going

to Zurich, Gad dv o Cormmiammpatirws ‘ ' Shoumi
HOQ ich, 'Ma.-a Maﬁ\»wf wa

3 Mr. Hagelin told me in some detall of the deterioration
in his business and social relations with his son Boris, Junior, in
Washington. Later I learned from Mrs. Hagelin that their poor relations
with their son begaein soon after the son's marriage apparently because
of in-law/d.a.ughter-in-la.w imcompatibility. I was to learn more about
this later, too.

2. The next day, Mondey 23 September, was spent in friendly
chetting with Mr. Hegelin, in the course of which the following items
of information were learned or discussed:

a. He once again referred to his "re-injection" patent,
this time with some pride in accomplishment or achievement, so that it

was obvious that he wanted to talk sbout it some more. I therefore
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asked how he happened to think of, or hit updn, the “id.e"a of
“re-injection? whereupon he told me: In 1952 he'd been 'bo Bonn and
hed seen Dr. Huettenhain et al (he referred to the group as "D:Le

Studien Gesellschaf‘t"* Borm), and ‘that durlng this visi'b Dr.

Hufbtenhaln had gaid something in rega.rd to[

_ [Mr. Begelin told me that be

wondered how this was possible but he did not ask Dr. lebtenha.:l.n to
explain. When he reburned to Zug he began to ruminate and 'I:o 'bh.lnk
about this point; he made ske’cches and drawings, bub coulﬂ.n't f:.gure
out how one could do such a thing as Dr. H.uttenha:.n had ment:.oned.

Finally, he showed his drawings to his Chief Engineer, Stur'bz:mger,

who immediately said: 'You ca.n do it by

. Hagelin sa:.d.

that he didn't quite und.erstand what Stirtzinger meant by,

It developed,

Hagelin said, that thie was exactly what Stirtzinger had in mind, but
Hagelin was careful to tell me that he'd thought of this neat trick by

himself and before sﬁirbzinger could explain what he meant by the word

:.n this instance. I then took up Mr. Hagelin's

last-night's reference to the fact that he falled to obtain a patent
in Japan on his idea: “How was it that the U.S. Patent Office cited

a.
L Japanese patent against you and still gave you a U.S. patent on

5
: - .
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your ‘re-injection' circuitry?” He repli?d: "The Japanese patent
wasn't cited by the U.S. Pabent Officc;_; :!:'b was cited by the Japanese
Patent Office itself when my application wes filed in that country®.

I asked Mr, Hagelin if he could- give me the Japanese patent number and
he courteously supplied me not only with that information but also
with a copy of the Japanese patent. (Exhibit IT, attached hereto.)

b. We talked again about the Bonn decision mentioned above
in paragraph lé' Mr. Hagelin sta.;ed. that he had recently visited the
Siemens people in Munich in connec‘bion- with their sale of one-time~tape
cipher teleprinting machines. (Apparently the occasion for this visit
was to tell them that he had heard of their sales of such equipment

) O Ay
to certain countries which he thought were, K irod-curtain coun'bries)or

were inclining in thet direction.) He tol;.\ them he wanted to find

out whether there was any basis for these stories. It was then that

he learned from them of the Bonn decision to allow Siemens to seil

their OIT teleprinter equipment to all countries except the U.S.S.R.

and its satellites. Mr. Haéelin told me that he expected to follow

suit. I thereupon asked him when or under what circumstances a country
is to be regarded as a satellite of the U.S.S.R. How aboub Egypt? Or
Syria? Or certain other Middle East countries? He shrugged his shoulders

and. asked me in turn "How indeed? I don't know the answer to that.

But of this I'm sure as regaxds Siemens: They've so]d. some of their
12 fatous

o mmzald.
OTT teleprintersyte Egyupts the«mm@
mwwmﬂmﬁ&r




Cc. Mr. HagelinélﬁF nfﬁ-a.ﬂﬁ'l'&tsslg mquegted. I keep from

his son Boris, Junior, unbil he himself told him-~that the entire

Stockholm plent was to be moved to Zug early in 1958. The purpose is,
he said, to integrate all Hagelin operations and activities in one
city, and Zug was best for him. He would try to keep in his employ
a8 many of the Stockholm personnel as would be willing to move to
Zug to work for him. It waé a;'b this point that Mr. Hagelin stated
that he had already invested over $750,000 in his Zug plant snd operstions;
that $500,000 of that emount ceme from his cap-ital; the rest came from
profits which his business had earned in the past several years and
which he decided 4o plough back into the business.

d. It was also at some point in the conversation on this
day thet Mr. Hagelin told me that his son Boris, Junior, demended and
received a lump sum of $25,000 as an .advance payment of the inheritance
hé is slated to receive. Mr. Hagelin added that since the son's arrival
in Washington snother $5,000 was demanded and sent. Mr. Hagelin
expressed some irritation at his son's financial conduct, saying that
he bhad bought a very expensive home and two automobiles; it was no

wonder he was running short of money, but no more advance on the young

man's inheritance would be sent him.
;_EJ.. Mr. Hagelin told me that he regretted that he would not be eble
.- -
to be with me after Tuesday evening because he-was scheduled to go to

R {
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Paris very early on Wednesdey for a business conference with the French
Interdepartmental Committee on Cryptography. He added that he expected
the meeting to keep him in Paris the afternoon of Wednesdsy, sll day
Thursday and part of Friday, thet he had planned to be home late Fridey
night, and that he thought he would have very interesting news for me on
his return - that is, if I should find it possible to stay and would accept
his cordial invitatlion to stay in Zug and awailt his returmn. After a
moment's thought I concluded that it would be advisable to do so: first,
it would give me an opportunity to see some of his new developments or
models and to discuss them with Stﬁrtzinger and Mr. Nyberg, Hagelin's
manager-of-wérks ; second, it would give time for a detailled visit through
the Hagelin plant; third, I could perhsps discuss the rediation matter
and also the Bonn decision with these 'bwo gentlemen and might lear-n more
than had been told me by Mr. Hagelin and by Mr. Barlow; fourth, the news
Mr. Hagelin thought he would bring back from his visit to Paris might be
of considerable interest; and lastly, perhaps I would learn more sboub
Hagelin's plans as a result of the Bonn decision or sbout his fubure plans
for his business as a whole. I therefore accepted his invitation to stay
wtil his return. My decision and acceptance of his invitation later turned
out to have been a good thing, as I learned considerably more from Mr. Hagelin
than would have been the case hed I not stayed on.

37 a. The next day, Tuesday, 24 September was spent in further leisurely
d.iscus;;ons with Mr. Hagelin, during the course of which the following items

of interest in this report are set forth below.

8
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b. I asked Mr. Hagelin if lhe knew whether or not the Bonn decision
referred to above was in writing. He said he could not give a positive
answer, either negative or effirmative; he didn't think it was. "But,"
he went on, "The Siemens people told me theat 'bhey,\m told that new
security regulations were being or had already been drafted bl.fb:;r?ot yet ﬂ&v
acted upon. They will be acted upon presumsbly after the election, in
which Dr. Adenauer is almost sure to be re-gppointed. The Siemens people
were told that the new regulations might chenge the whole picture and bring
about a new situation. MLA

¢. I queried Mr. Hagelin sgain as to whether Sianens,\heﬂ:nel -S9di
sy OIT teleprinter equipments and if so, did he know to whom they hsd been
sold. '"To Jugoslavia, :E'or-sure; and I suspect also to Egypt. I think they
sold some to Indis, too." When I expressed astonishment at the sale to
Jugoslavis, since it seemed to me to belong to the Satellite category, he
said: "“fhat sale was made & year or more ago, when relations between
Jugoslavia and the U.S.S.R. were not so gocd as they are at present. Well,

I guess one could still say that Jugoslavia is no satellite of the U.S.S.R. ==
isn't that so?" I told him I didn't really know. (In any case the sale to
Jugoslavia was confirmmed by Mr. Niyberg the next dsy, when I visited the
Hagelin laboratories.)

d. I asked Mr. Hagelin whfr_bher Siemens hed <_1eveloped. a key-tape generator
for sale to their customers who purchase their OTT teleprini;er equipment. He
told me that Siemens were making a tape generator for the Bonn Government bubt

according to a design and specifications by Dr. Hirbtenhein. Hagelin didn't

know its characteristics, except that it was

type. When I asked what the other Siemens customers woq}@,,,,use"’té"ﬁéhufacture

g EO 3.3(h)(2)
PL 86-36/50 USC 3605
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key tape, Mr. Hagelin said: "Well, I suppose at first they will produce
them by hand--punching the keys of a keyboard peffomtor. But Siemens is
going to meke tape generators of a type I am d.q'{;eloping. In fact, I expect
them to make generators for my customers, of gié)urse according to my design
and development. My prototype is almost ﬁrgisiied. "

e, I asked whether Siemens had any cgﬁﬁpe‘bitors in Europe sxho—nipe
meking and selling OTT teleprinter emﬁmén‘h. Mr. Hagelin stated that the

Lorenz Company were competing but 'bheir equ:.pnent is usually much more
gl ek a9 aovA. ada—
expensive than A'bhe equivalent Siemens equipnen'b. He understood. that Lorenz

was still in the developmental stage ,,as regards their OTT generstor; the
product of their first attempts was’,r’/not good. When I asked aboubt other

competing firms Mr. Hagelin said that the Italian Olivetti Company .sae
) l A
putting out / OTT teleprinter eq;uiipnen'b and, generato rsbut he didn't know much about
‘them

/except what can be gathered from an sdvertising leaflet. OMI, he said, was

still "playing around” with the:n.r off-line c:.pher machine,
f. I asked what he thqugh'b were his prospeects for selling his Anew

' Mr. Hagelin stated that he was of the opinion

[
-

W Gﬁﬂj’
that he would sell enough of them to get back Jﬁs‘ development, eosta - for it.
et

J

far he has sold only two, and I gathered. tha‘l‘. ‘these were sold ‘o the French i

NRad™
for study. I expressed some- ubt-about 'bhe financial prospects for this

were wil guods e Eﬁ%ava‘fd‘ ,Vucp_d-o Vo Cuatormess wndd have Toof
development Abeeausemrobablenhim -of —the -fisthiwe-=>~ none of
the Buropean Govermments could afford to b@ many such machines. Mr. Hagelin
made no comment on my remark. It was my feeling at the time that he wag
continuing this development more oubt of pride and a detemminstion to produce

a good off-line machine than for financial returns he might garner for this

development.,
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g+ We talked once more about the testing of his. new rotors. I had

asked Mr. Hagellin the first time he boasted of having pu-b a c:n.rcu:rl: ‘through

|wha.t voltage

Wf-n

N
o, ‘rae ] :
was being used for this testing and he, replied that he did not kncv;\. But

X 5|

today he told me thet he had inquired sbout this point and. now had air answer 4 g
'y

W Only 24 voltsg yet the current on each trans:.t went 'bhrough ‘1."

He seangd

he The subject of thei\TELEx comunication system came up. I commented

MYPW
that I thought that the use of OTT teleprinter equimpment in TELEX communications

boded no good. for off-line cipher machines because of the lower cost of such

equipment, its simplicity and ease in use, its security, etec. Mr. Hagelin

are, 5F

A‘be].ow for comments on this point by Messrs. Nyberg

rrl 1&.‘—
and Sturtzinger). I asked Mr. Hagelin a‘bout maintenance and serv:.c:.ng of

Hoo prudsp

equlpment for TELEX communieations, just to seg what he would say,\ He gave

agreed with my view (but see

the obvious answer: Since in Europe the telephone and telegraph services
are operated by the government, maintenance would be by govermment servicing
men, and that such servicing would include looking after the 'beleprinter

machines. Qg)¥¢dr proweflad. w 3.ﬂj4naitr»v Q><un~nmz, wao Ha p

i. I referred to his statement yesterday that Siemens hed sold some

Q_ rver |
OTT teleprinter equipment to the Egyptian Government and asked Mr. Hagelin

if he knew what agency or department of the govermment was concerned. He

stated that he thought 1t was for internal use by the Egyptisn Army bub

maybe some of it was for the Foreign Office. He added quizzically that I

ought to be in a better position than he was in respect to the latter

question.
11
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Jjo Referring to the possible sale by Slemens ofO'I'I‘ teleprinter
equipment to the Indian Govermment, Mr. Hagelln said he thought that Ral™
government was in a good position to manufacture tape ﬁxx‘e\cause » he said,
they had lots of IBM machines. I said I didn't see tha'bIBM equipment
would be practical for producing tape; Mr. Hagelin said tha.'b the cards
could have holes for rendom letters and then you would prin'b up sheets of
thoge letters; finally, some clerk would use these sheets 'bo punch up a
tape on a keyboard perforator. I commen'bed thet it seemed a round.-a'bout
way of getting'\;ape for a e/s?machine. P)‘M‘t‘w% |

k. When I talked with the people in ASAE at Frankfurt, I Was told
sbout a certain Willi Reichert who had been salvaging and. sellinéx‘\ some of

the World War II Gexrmen geheimschreiber machines to the French (‘;S:unny" »

"Sturgeon", "T=52e", etc.). I asked Mr. Hagelin if he knew a "W:l.lli Reichert".
"Yes, but not personally and unfavorsbly--he sells to both sides, 'bhe‘\Westem
or Neto countries and also the Satellites." Mr. Hagelin went on to sé:y that
Lo urderdiod toal .
AReichert had scme sort of a sec ret cache from which he gets these old
ﬁgzs mach:.nes hmt.,\his suppl.sr has prac'bically run out.

1. Mr. Hagelin said that the Siemens people hed him to thenk for 'bhe

Bonn decision which permitted them to sell their OTT teleprinters to all

except U.S.S.R. and its Satelllites, I asked how that came about. He answei:ed:

P2Y YR TTY, FATAd
with Siemens. I suppose my needling caused 'lahe-erSr\to have the Bonn Govern=
AN -
ment do something which would mske things easier for Szekens to get business3

ag this In tum vu@! hel:'t;r)me because I have an sgreement with Siemens

-12
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according to which they are to sell only OIT equipﬁent but no off=line

machines, whereas i

in my relations with
id by Raa

them." I 4id no to drop the subject.

A :
Iieut. Colonel Armaigd, -of-the-Fremelr-Avmy, with whom Hagelin

hed dea.]ings for several years in regard to French jorders for Hagelin equipment !
ﬁ-:» i& Q.a-w%a wikte o2 Commiatinwm due W 7 |
gon ’He was sent to duby wity troops because he was so indeecisive

ebout wha'b he wanted or should do in regerd to cipher equipment. He just

couldn't seem to make up his nind L,80 his superiors got him out of that

Commission u Chif:l.’re., He was replaced. - Colonel Ribedavd-Dumas. And
incidenta.lly, Colonel VerkuylL of the Dutch Army, was replaced a couple of

( % a Colonel Schan:wijk n (‘1@...4 ww.-o’\c- [r\a.»e '{?QQM‘;\ e MB‘“
Yoo P Aad i NSAs Aotery.) ?ga—véw,a .
bo.; The next day( Wed.nesclay, 25 Sep'bember, was spen'l‘. in visitin %) .
Hagelin /foices, laborstories a.nd. workshops, a.nd. in talking with Messrs. :__ It

Nyberg and S'burbzinger. Principal ltems of discussion and of apparsbus

viewed are set forth below:
b. For several years now ‘the Hagelin firm has been working on a

modification of the C~type machines so as to make them operate with perforated

tepe (OTT encipherment) instead “e:l.’ with pin-wheel and drum~bar mechanisms.

(NSA has tried, too, but I am not clear as to how successful its own attempts have
“Ous o maha Arma pae
Xerc‘ Here the idea was to Eseable %o -use the large stock of Converter M=-209
machines in storage depots.) At the Hagelin laboratory I was
_ . C- ‘fgpa achonzd o a0 15|
working model of such a modified C-type machine. With 'l'.he Anew C=52 or
CX-52 machines, the pin-wheel assembly can be removed and replaced rather
readily; when removed, the new component for taking a perforated tape can
be inserted and the machine is resdy for use as an OTT machine. This, of

course, is true also of the keyboarg.-operateg. c-52_ or CX-52 machines, since
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the new Hagelin electric keyhoard is designed so that it m.ll take\‘ax 0-52

or CX-52 as its crypto~element. The modification of the la.tter mach:l.nes

for OTT opers aonears e geat and of excelle yorkma ix
Shone prdos ' . }
€.¥. I was shown the work bénch on which the new rotors were

undergoing test, as deseribed above. [

oo wens. Betouse
were-due‘to wexrping-o# the rotor adja.cent

GQAM
to the output statox;\ @ o Ok poanfrd. .

~ sl_. I was teken on & tour through all other parts of the laboratories,

machine shop and offices. The plant as & whole is now at least three times

a8 large as it was when I visited it in PFebruary of 1955. Everything and

gfwe_ el M&caj'ww
every area. seemed %o be spotlessly clean and the whole place E-gaw priekefitddl
& reflectlo )of guiet, Aefficien d.irectlon.

;( 2 We proceeded next to Mr. Nyberg's office for a talk and it was

then I learned for the first time about the three slightly different versions

of machines in the several categories of Hagelin machines in production or
- " Dt —

. ey "Baremne

ok Fiakedl .
under d.evelo;gnent. (’].'h:Ls will be éeseﬁbeg\in detail later in this report)

ﬁb:fhe fa.ct that Hagelln was planning to put out three different versions
of his new machines astonished me greatly, as Mr.ukH elin had not made a
= :gwa

hﬁ M}) m
single reference to this in of the,talks we had}\\ B

Ao O-1todr. Hat ReRad / .Sﬂal.’;wfnmﬂlm w\v\-wn.ﬁ*e«*
told Mr. Barlow, a-'baut.i‘.hiatm 'bher—ﬁ. Nybexrg or Sturtz:.nger $oid -Barlow

?
A N Rad HOLR,,

R Eche)-
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W e pmw.t‘ C?ctwsa, wgb
when he visited the laboratories early in September. /#hen-ésaskem‘

N A :
Wsﬁ@mﬁm&mmmwwh&md -

&M@M@M

b. The discussion now took the form of a sort of lecture by

——

]
Nyberg and St{u'tzinger to /acquain‘b\ me with the facts about electromagnetic
radiation from crypto-apparatus, facts discovered by Siemens researchers
and communicated to the Hagelin firm. I "took it all 1n"@s though this was

Mn. &anﬁcw.,&aa,, p ) QN oM ol Bs M&M@ ‘fvw M«(

all new/ to m% i quite clear that the Siemens and now the Hagelin

engineers know about all forms or sources of intelligence from radlatlon of zﬁ
Sk £ ?
COMINT concern( excep‘t} acoustlcal ﬁ;’hrough glass windows or thin wa.lls} ’g’_ g
AN Ee- !

ON& SEven in tka,t. case I cannot be certain that they do not know of this source, S g.i
because it was not mentioned and, of course, I was not in a position to ask

the proper questio:). Nyberg did mention one form of acoustical radiastion--
..wt.y
that which could be gained by focusing a large parabolic /\microphone ene:

drsiled

person speaking to another) say in a box in the grandstand of a football

S V:‘;
Wi@vw §

stadium. He also mentioned the fact that if one was in close proximity to a

teleprinter one could learn things from the sounds made by the relays as they E

¢

g, Y0 e

opened and closed. ¥

AL

15
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c. DBased upon the discoveries made in regard to “'rgdia:bion, the

Hegelin :E’iml

d. Whaet Mr. Hagelin had told me on the first day of my visit, in

regard to the Bonn Government deeision as to Siemeng' sales of telecrypto
o tenj ML
apparatus was repeated by Mr. Nyberg. He added t%s information )however) Wl S
% Hagelin firm wes- sapposeémto apply for and recgive from the Swiss CGovern=
s nd
ment export licenses for the external sh:.pnent of equi_'gment mede in Switzerland.
Caatd. .
t s a general rule this requirement W not enforeced. ’E‘hey most often

winke® thelr eyes, but every once in a while Mr. Ha.gel:m has 'brouble on this
score.” I asked about the current Swedish Government licy in regard to

,ﬁﬂ 915\....{ %’M e eptitars
export lice sesa yberg did not quite get the drift of my question “%r‘
2% replied somewhat as follows: "The Swedish Government has no control over
the shipment of our OTT equipment made in Switzerland, of course; but we

conform to the wishes of the Swedish Government purely in consideration of

2f0 ﬁf-t as - woYo do,
our obligation as patrioticSwedish cltizens to do,\wﬁat they want/\and. not do what

they don't want us to do."

e. I asked whether the ?ules imposed upon the Siemens firm by the
Bonn Govermment were also imposed upon the lLorenz or other Germen fimms h—oJ%-a
MrE:chaserg repli;d that he supposed they were all treated the same way.
'\“But Lorenz has been trying hard and pus_h:l.ng the sales of their equipment,
though their prices are not only considerably higher than Siemens but also

- 16
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thelr products were not as efficient as Siemens® products.”

Ef. I discussed with Mr. Nyberg his estimate or prognostications for
the sale of thelr new off-line rotor machine the development of which ls
nearly complete. T said that it seemed to me that the trend was now away
from off-line spparatus and toward on-line teleprinter_ cryptographic machines.
He countered by stating: "I &ﬁ—d%‘r the contrary fy %ionftmet?:
in telking with military people in various counitries. They fearg® that
dependence upon on-line wire-cirecuit teleprinter systems ;Ros‘ very dangerous;
parstroopers could put communication lines out of order very easily and then
what would commenders do for communications?" I conceded the truth of the
contention if the apparatus is worked over standard wire lines; but it doesn't
apply in the case of radio teleprinter communications. "However," I continued,
"I think your rotor machine is géing 0 be too éxpensive for your customers'

NS rnRAA
financial abkli'by. I assume that one unit will cost around $3,000 though this

e.a-u.-ran.
could be much less in case large numbers of machines could be produced and sold."

Mr. Nyberg countered: "Your estimate of $3,000 is too high. An% N im rhat”
produce s first-class machine we shall not lack customers.”

6. The following sub-paragrephs sumarize the most important points
covered in conversation with Messrs. Nyberg and St{;.rbzinger in regard to Fforth-
coming developments and new equipment?

&. The Hagelin T-55 (cryptoteleprinters) machines will be resdy
for sale early in 1958. They are making an initial series of 30, and these
will be of three types as regards the degree of 'securi'by afforded by them:

(1) Type T (or Category 1) - Machines for the West or West-
oriented countries. This includes NATO members and countries

friendly thereto. These machines will be the very best that
7
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Cuy %6 A G

I{Iagel:in- can produce;

:uwa\will enbody all the
flexibility, as regards usage » 'bha'b Hagelin has worked, out.

(2) Type II (or Category 2) - Machmes for the Fr:.endly

Neubral Coun'bries. Machines of ‘bhis category

and are not so flex:n.ble as Category 1

machines. The é‘_oun‘bries ‘Belonging tg or falling iq this category
are not yet Pirmly fixed in mind. F:Lnland. might be “"“g‘:onsid.ered. one

o gok il e

(3) Type IIT (or Category 3) - Thesé machines are A'l'.h:.rd. best in B

Hegelin model. They are end. lack

such country.

Flexibility. Countries of doubtful %rientation or countries
leaning toward the U.S.S.R. block :E'aJ_'L in this category: Indonesia,
India, Egypt, and all Near East Coun'l‘;ries.
b. ILiterature corresponding to these 'bhree different types or
categories accompanied the Rra-e#—on sumnary of thils detailed trip report, dated
1 November 1957. The literature is referred to in 3;pa.ra.grza.ph 3 of the afore-~
mentioned summary and formed Inclosure 5 thereto. The different brochures are
distinguishable only by&secre't: marks» printed thereoin.
c. With regard to the "pocket macfnes",‘ typef "CD", I learmed that
die s

here again more than one model was to be hsold.. The CD=55 (in a green case)

is saleable to_all countries that have the old C-‘by:ipe machines, such as C-38,

c-hh6, M-2095 The CD-57 is the newest

model of the CD. and cangbe equipped (alsg' for

OTT operation. This model is to be sold only to NATO or NATO-friendly countries.

It is of interest to note that whereas the CD-55 is in a green case, the CD=5T7

EEEy - -
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(h)(2)

is in a gray case; Mat this seems to be the sole digference between the two
models so far as "the outsider" cen tell. In other wozﬂ.s » although crypto-
graphically the two models are duite dif'ferer'rb) they look ‘quite slike externslly
except as to color of case. The "segment", that is, the pa.rt which is pushed

to operate the device, is d.:.fferent in the 'bwo modelsy a.na 'I:h:.s difference can

only be seen by taking the machines apaxrt.
e CMBM “%%a&’ﬂ)

d. As noted above, 'the _(D=57 cen be used with a one-‘b:.me ta.pe. The
tape-reader 1ls inserted in the space occupied by the key-wheel a.ssembly, the

latter comes out quite readily.

—

e. There is one additionsl important difference hetween the \CD-55

and the CD=5T.

_f. The CD machines are now in production} a series of 5, OOOL:to be
made initially. - h
g Tt is possible to equip évexy type of C mechine with a OTT reader.
These will be called C/RT or CX/RT, or Cll-/RT. The C4/RT (old Chl6 equipped For
OTT operation) is now in produc'bion. The firm has two phototype models of the
CX52/RT; these were to be delivered to "a certain country next week". I did

not inquire as to the country but I think those two machines, as well as a CD

with seven disks instead of ('l'.he stand.a.xg) six, are intended for \”%‘

B. Was sta ne rm alreedy has a good-sized ozder forV q%

the Cl/RT denﬁj Gt D d vt awh v NMMM b:«wﬁ.m.

aht. L
i. Mr. Nyberg told me tha.t he had been recently ona visit to

Belgrade and I gethered -bhat he had either sold or had 'brled. to sell the
19 EO 3. 3(h)(2)

_ PL 86-36/50 USC 3605
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) N
Jugoslav Government some of t%i-r-OlT equipment. He 'bold me only that he saw
(the Jugoslavs had shown him) an order to Siemens for 'l'.he:.r O‘IT mixer and
% ‘M m&l (o-u,‘\'ﬁu el Ona
teleprinter machines; but a--pEleres-mede -£Qx some c-52 ty:pe machines (not
cx-52) 15 Yoo Juaos?wa
‘-’333" L

J. Descriptive litera‘bure on the new Hage]in,\tape generator is in

preparation. The developument of the generator has been completed 'but there

o, wend™ L.
still remains the design Aof 'bhe ¥ ety

ke The "BY"machine w:.ll be roughly like the CX ty_pe ma,ch:me but

'I.'he keyboard

and base will be the seme as the present Hagelin key'boa.rd and base unit/ but
will be modified for h:.gh-spu.ed opergtion. This BY ma.ch:.ne can be developed.

and produced rather quickly because all the coumponents are already available.

The stepping of the rotors in this machine can be detemined

by the customerp Jor example,

efhor®

Work

on this mechine is now being given first priority at the plant.
l. An interesting feabure of the proposed new Hagelin).@lecx:ypto machine
(f-57) is its flexibility in usage. There are 8 different ways of using it

20
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and I was given a diagram showlng these 8 ways. ('I'he d.iagram accompanied
PY. RETIYS 3 L

my,\smnnary report zr 1 November 1957).° This sort o:f' flex:.bility in usage

is bel inco rabted in other Hagelin machines one interestln w 1S to

assembly, for example). This sort of thing was termed "stretching out the 7\
one~time=key tape.” - “ \
m. T asked who thought up the idea of heving different "‘c_‘:ategories

eilrd,
of security for Hagelin equipment and was told that this was %m by

tonlaclon anitba,
their friends in NATO. They had, of course, no official

lh e c% FEG“,,Q (M -5
csbecdsy with French, Belglan, Dubtch friends . M.as
i i E’“ .]:

e When I asked 1f Slemens was glving 1o

different customers in regerd to protection against radiatlon, the answer
was skebtchy-~the Siemens fimm is very secrebive gbout such things and there-

1] ;
fore Hagelin, Nyberg and Sturtzinger know little if anything )in regard to

7
this point.

77‘ 8. On Friday morning, 27 Sepi.ember, I resumed nmy talks with Mr. m
T30L Wt Nodbar
Hagelin, he having returned from Paris sooner ‘than had been expected. Hef\ ad

o

received Aan order from the French Govermnent for about $250,000 for :B' and.

teleciphering machines, these being fox: the Amy, Air Force, and Foreign

Office mostly; a few teleciphering machines were for the Navy.
w Heod ha

b. Mr. Hagelin'\d.iscussed briefly his "Gentlemen's Agreement" with

the French. He was told +that while they could of course apply neither legal

nor moral pressure at all, they would be grateful if he would refrain from

-—- - e r
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selling to all Arab countries, especially Egypt, any of his CX machines
or sny of his OTT generators. He could, if he wished, seli'"*».«zhis Cetype

b
any of his new OIT generators; in fact, he could sell his old (and. imperfect)

machines; also his OTT attachments For working them, so long a.s did not sell YAawa,

generators. (I took this to refer either to his ball-bearing alie-mechanical

generator, or to his first model electronic one.)
c. Mr. Hagelin oanpasu«ned-»genﬂy although the French asked h:.m
to refrain from selling certain of his products to Arab countries, 'l:hey at

least gave him some orders for his equipments, orders in significant qua:‘ntities,

not just one or two, as did the U.S.,

him.

d. A French Compeny, Compagnie Industriel Te’le:{:honique (c.1.7.),
had developed an electronic OTT key generator bubt this fim was unable to
guarantee a delivery date short of two years from now~-and the French_
Govermment was in s hurry; it could not wait that long. 4 AG

= Hagelin has a con'tu_:‘ac'b with Siemens whereby Eagali\lin furnishes
OTT generators to Siemens. Since the Siemens firm is presently permitted
to sell.to all countries except the U.S.S.R. and its satellites, and since
Siemens does not have to tell Hagelin- to whom the Hagelin OTT generabtors are
to be delivered, it is easily possible that the new Hagelin generators could
wind up in countries where we (the U.S.) would not care to have such machines
in use. -Adfbough s is an :.mpar'ban'b point to not::e{? is cleg.r ‘that there
is nothing the U.S. can do aboubt 's#e unless it be to urge the Bonn Government
to institute as soon as possible and to enforce the proposed new security
rules regarding sales of such equipment.

o2
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f. Mr. Hagelin stated that the French seem 0 be aware of the
dangers of electromagnetic radiation from teleprinter equ.:._'gment s bub that
A % Qt-18as o be
they really weren't too knowledgeable sbout this SA eca.use they had tested
certain Hagelin equipment and hed passed it as not dangerous from the point
of view of radistion, whereas he (Hagelin) knew that that equipment was
not provided with, K the anti-radistion protection which the Siemens firm had

A
found necessary. . ..
E: The CX machines for the French will be ready for delivery in_
3=4 months; the teleciphering machines in 45 months.
_13: Mr. Hagelin stated that he had heard from three different
sources that the Amez:icans and the British hed slleged that he had sold CX-type
machines to %& o {:: new customers who wanted them. This, he vehemently

averred, was not true. When he tried to trace these allegations to their sources)’ﬁ-ﬂ-

pa ’ﬁe was unsuccessful and therefore he was going to d.:.smiss them from his mlnd) as

well as the tales that the Americans and the British had made derogatory conmlents
sbout the security of the Hagelin equipments. I asked Mr. Hagelin whether it
might not be possible that some competitor started such rumors and d.erogator_i_
ok
statements sbout his apparatus. Hagelin said "That could not be so )fobz-kmw
exno competitors in the business I am in; certainly not as regerds the manufacture
wroclanss Auch g puck a3 Wy N ot ety
of machines of the C and CX-typey Che I said: "Well, how about Willi Reichert,
for instance?" Mr. Hagelin speedily rejected such-an 1dea}'ea-4f Mm m—uﬁ,\
e M&M o C.avwf-d'dw,-.m OMl, e, ﬁ YM%
6 i. Mr. Hagelin told me during this conférence that while he was ﬁ
away on his trip Mr. Nyberg had made a sale of $50,000 wox: th of equipment to
a2 new customer. I did not ask who it was but I suspected that it was Jugoslavia. g
2 )
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j. Mr. Hagelin confided that he had originally contemplated putting

out only two categories of his é_quipments_ as regard the security they were to
afford. Bub it seemed that d.urin-g the time hé was in Sweden in the summertime
of this year St‘t‘xrtzuger end Nyberg established three cateiﬁies, which, he
himself thought, would be one too many. Two ca.tegor‘g:s)zwoufd give sufficient
problems)in keeping track of which customer got whet,édtsdarie

_l_:__._ I asked Mr. Hegelin 1f while in Paris he had seen Colonel Black.
(Mr. Hagelin had told me some time ago that he knew Black and of his organization).
"Not this time," he said. It 1s clear therefore that Black's influence works
through the interdepartmental t;omx_n-ittee on cryptogra.-phy, since Mr. Hagelin had

on this visit received a rather large order in a very few hours' visit with the

1
members of that connnitteeM 1&’1& Lre m M o %Mw
P (422 pubeprne, Th above).
iL_. An :Lnteresting Tote related by Mr. Hagelin during our conference

this day: He had been told of "an amusing episode”. The Belgians had asked

the Luxembourg Army people vwhy they didn't use the new Americen cipher machines
during a very recent NATO exercise, and "they kidded them about this". ‘But))
Hagelin went on to say, c:iuring that exercise there was lots of rain and the
only cipher communications during the maneuver were those of the Luxembourg

¥
forces -~ +they were using the Hagelin C-type machines!

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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d. The matter reporued on in the foregoiwmﬁmﬁe—
treated furbher on in this report. ’
9 / &s Our conference was resumed on Saturdsy, 28 September, sitting
in the Hagelin garden in bright, warm sunshine (the first d.a.y of such weather

in the whole week). It was an opportune time Jﬁ:{dﬂl M;'. Hagelin several

_ EO 3.3(h)(2)
more questions. PL 86-36/50 USC 3605

25
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b. First, what sbout the future of his son' Boris\Junior in the
affairs of Crypto A.G.? “He answered: "If he proves himself in 'bhe U.S. and
learns what he should learn, it is poss:.ble that he might be a.ble to take over
the whole business some day in the future--but not . the near :E‘u:bure. L As a

matter of fackt, I've been thinking of ;nerging my business in or with ‘Siemens.

Then they could take over the headaches which I now have in dealing witﬁ\my

customers under the handiceps imposed by limitations and restrictions as

to whom I cen sell what machines. I'm tired of being the only whipping boy. "é’g

c. BSecond, what could he do to stop Boris Junlor from putting out

instructional literature sbout cryptographic communications, the use of

s Y
,\To this

Mr. Hagelin answered: "I should think your authorities would be in a better

V insecure crypto-equipment, and the faulty use of good equipment?

position to control this sort of thing than I. After all, he is in your
country and I em here, in Switzerland." I said: "Boris hes been calling in
person at every legation and embassy in Washington and I suppose he is
"educating”" some of them. I know he put out one document that we're not happy
sbout.”" To this Mr. Hagelin cammented: "He should call only upon Central
and South American countries. But, of course, he may be called to do repair
and meintenance work on our equipment in the legations and embassies of countries
other than Central snd South American and that;’;gs g]é My New York repair and
maintensnce man ( ,:."chie Johnson) is sometimes too far away for a job that
must be done without any delay."” I did not pursue this subject any further
C9 Lritdg&aﬂ whet er he Jilﬁi:;a.l word or message he wished me to convey >
to Boris Junior? ,\“Non he said, .excep‘b ‘that lt- wantelk to wish him well in his

business and hope* that he can make a good th:.ng of :Lt. Mr. Hagelin added by
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way of comment that his difficulties with his son began rlght after the /uv-/.s

A
S wan pha-
marriage wﬁh Edith, the American wif e.Awho had brought him and Mrs. Hagelin AswMe

A e ok D, Nd& “ﬁm\

-ngwtendi\ trying family problems. E=adnber-lesrned- from Mr. Ha.gel:.n,\

e returiljggs BEurope from a visit to America in the Spring pf 19563 #4323} had
told them that Boris Junior was homesick and "would love toa‘a\lcomeueqeck to
Switzerland, but Edith is opposed to this idea." | : | :
.d. Third, in regard to his bh:Lnk:Lng a.bout merglng w:n.th S:.emens(a.u.aL e‘-w'&w
zwhonads P Mol o4 Hi-wk.u; Nell? (7
why._nnt_mth Dre--Hodd? ells crypto-equi s and co; t:Lons equ:.pment;
ﬂ)’pie-matuz‘.n Hell's line. Especially not in regard to teleprlnt er equ:l.pment.
Tha.t's r ‘?lt in Slemens' line.M ‘
PO ant note$; .q/?r. Hagelin told me during this conference |

tha.t) because of technical difficulti 95 he was_giving up the CY—type motlon
and machine; , the firm was going to usei

.y (%)
machlneﬂ ﬁ\\ ]

=T -Amother important*'norb}?\ he had very recently conceived of a way

of making his pocket machine (CD) about one~half its present s:'i_ze.kg‘ It could

be just a blt bigger than a pack of king-size clgare’c.ts. ( & \”M \ta“
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