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Abstract

Theprotection mectanismsof currert mainstreanop-
eratingsystemsare inadequate to suppat confiderial-
ity andintegrity requiementsfor end systems. To ad-
dresghis prodem, the NationalSecurityAgeng/ (NSA)
worked with SecureComputirg Corporatim (SCC) to
develop a strong flexible mandatoy accesscontiol ar
chitectue basedn TypeEnforcemen Thearchitectue,
now calledFlask,wasprotaypedin the MachandFluke
researcloperatig systems. The NSA is now integrat-
ing the Flask architeture into the Linux operatimg sys-
temto transferthe techndogy to a largerdeveloperand
usercommuity. NAI Labs, SCC,andMITRE are as-
sistingthe NSA in this integration. This pape presents
the designandimplemantationfor integrating the secu-
rity mectanismsof the Flaskarchitectue into the Linux
kernel.

1 Intr oduction

End systemsmust be able to enforce the separatia
of information basedon confideniality andintegrity re-
quirenentsto provide systemsecurity Operatimg sys-
temsecuritymecharsmsarethefoundationfor ensurirg
suchseparationUnfortunately existing mainstreen op-
eratingsystemdack thecritical securityfeatue requirel
for enforcing separatin: mandatory accesscontol [4].
As a consegence,applicationsecuritymechaismsare
vulnerable to tamperig and bypass,and malicious or
flawed applicatiors can easily causefailures in system
security

To addresshis prodem,theNationd SecurityAgeng
(NSA) worked with Secure Computing Corpaation
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(SCC) to researcha strong, flexible mandatory access
contrd architecture basedon Type Enforcemat [1], a
mechaism first developed for the LOCK system|[6].
The NSA and SCC developed two Mach-tasedproto
typesof the architectue: DTMach [2] and DTOS [5].
The NSA and SCCthenworked with the University of
Utah's Flux researclgroupto transferthearchtectureto
theFlukeresearclopeatingsystem Duringthetransfer
the architectue was enhawedto provide bettersuppat
for dynamic securitypolicies[8]. This enhacedarchi-
tecturewasnamedFlask The NSA is now integrating
the Flask architet¢ure into the Linux operatirg system
to transferthe techndogy to a largerdeveloperanduser
community.

Researcherm the NSA's InformationAssuranceRe-
searchOffice have implementedthe architectue in the
majorsubsystemsf theLinux kerrel, includng mand-
tory accesscontiols for operatims on processesfiles,
andsoclets. The SecureExecutian Environmerts (SEE)
groy at NAI Labsis working with the NSA in further
developingandconfiguing this securityenhanedLinux
system.SCCandMITRE areassistingheNSA in devel-
oping applicationsecuritypolicies and enhaged utility
progams.

This paperdescrieswork by the NSA andNAI Labs
in integraing the securitymechanism®f the Flask ar
chitectue into the Linux kerrel. The paperbegins by
providing an oveniew of the Flaskarchitectue andits
Linux kerrel implementationin Section2. The design
andimplemenation of two new operting systemcom-
ponents, the securitysener andthe accessrecta cache
(AVC), arethendescriledin detailin Section3 andSec-
tion 4. Then the designand implemenation of secu-
rity enhamementdo eachof the existing Linux opeat-
ing systemcompaentsaredescribedn detail.

2 Overview

This sectionprovidesan overview of the Flaskarchi-
tectureandits Linux kernelimplementatio. It begins
with a discussionof how the security policy is encap
sulatedin Flask. The sectionthendiscussehow Flask
suppats flexibility in labelingandaccesslecisionsThe
ability of Flaskto suppat policy chan@sis then de-
scribed.It thendescrilesthe mandatoy accessortrols
providedfor processedijles, andsoclets.

2.1 Encapsulationof Security Policy

In the Flask archtecture,the securitypolicy logic is
encapslatedwithin a separateompnentof the opeiat-
ing systemwith ageneralinterfacefor obtainirg security
policy decisions.This separateompamentis referedto
asthe securityserverdueto its origins asa userspace
sener runring on a microkernel. In the Linux imple-
mentationthe securitysener is merelyakernelsubsys-
tem. The otherkerrel subsystemsarereferredto asob-
jectmanaersin thearchitectue.

The Flask architectue specifiesthe interfacespro-
vided by the securitysener to obje¢ managrs. The
implemenationof thesecuritysener, includingary pol-
icy languageit may suppat, arenot specifiedby the ar
chitectue. The Linux implenmentationof the Flask se-
curity sener defines a securitypolicy thatis a combira-
tion of TypeEnforcemen(TE), role-basedhccesgontol
(RBAC), andoptionally multi-level security(MLS). The
Linux securitysener hasanassociategbolicy langlage.
A configurationwritten in this languageis compiledby
a separat@rogramcalledcheckpoli  cy into abinary
represetationreadby the securitysener atboottime.

Sincethe cortentandformatof securitylabelsarede-
pendntontheparticularsecuritypolicy, the Flaskarchi-
tecturedefineswo policy-indepedentdatatypesfor se-
curity labels: the securitycontext andthe securityiden-
tifier. A securitycontext is a variablelengthstringrep-
resentatiorof the securitylabel. Intemally, the security
sener storesa securitycontext asa structue usinga pri-
vatedatatype. A securityidentifier (SID) is aninteger
thatis mappedby the securitysener to a securitycon-
text. Flaskobject managrsareresposible for binding
securitylabelsto their objects,so they bind SIDsto ac-
tive kernelobjects.Thefile systemobjectmaragermust
alsomaintaina persistenbinding betweerfiles andse-
curity contets. Sincethe objectmanagrshandleSIDs
andsecuritycontexts opaqely, achamgein theformator
conten of securitylabelsdoes notrequre any changsto
theobjectmanagrs.

In the Linux implemenation, a securitycontet con-
sistsof a useridentity, a role, a type, and optiondly a
MLS level or range. Rolesare only relevart for pro-
cessesso file securitycontets have a genericobjectr
role. Thesecurityseneronly providesSIDsfor security
contexts with legal combirationsof user role, type,and
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level or range. The individual attributesof the security
contet arenot manipulatedby the objectmanagrs.

2.2 Flexibility in Labeling Decisians

When a Flask object managerrequires a label for a
new objed, it consultsthe securitysener to obtaina la-
belingdecisionbasednthelabelof thecreatingsubject,
thelabel of arelatedobject, andthe classof the new ob-
ject. For programexection, the Flaskprocessmanagr
obtainghelabelfor thetransfamedprocesdasednthe
currert labelof the proeessandthelabel of the program
execuable.For file creation the Flaskfile systemobject
manag@r obtainsthe label for the new file basedon the
label of the creatingprocess,the label of the parentdi-
rectory andthekind of file beingcreated The security
sener may computethe new labelbasedn theseinputs
andmayalsouseotherextemal information.

In the Linux implemenation, the securitysener may
be configuredto autonatically causechamgesin therole
or domainattributesof a processbasedon the role and
doman of the proessandthe type of the progiam. By
default, the role anddomainof a processis not change
by progam execution. The Linux securitysener may
also be configured to use specifiedtypesfor new files
basedon the domain of the processthetype of the par
entdirectay, andthekind of file. A new file inheritsthe
sametype asits paren directoy by default. For objects
wherethereis only onerelevant SID, objectmanagrs
typically do not consultthe securitysener. Insteadthey
merelyusethis SID asthe SID for thenew object.Pipes,
file descriptios, andsocletsinheritthe SID of thecreat-
ing process,andoutputmessagemherit the SID of the
sendingsoclet.

2.3 Flexibility in AccessDecisims

Objectmanages consultthe Flask securitysener to
obtainaccesslecisionshasedon a pair of labelsandan
objectclass. Thelabelpair is usuallythe label of a sub-
jectandthelabelof anobject,but someaccesslecisions
may cortrol relationshig amongobjectpairs. Eachob-
jectclasshasa setof associateghermissionsTheseper
missionsetsare representedby a bitmap called an ac-
cessvector Flaskdefines a distinctpermssionfor each
service,and when a serviceaccessesnultiple objects,
Flaskdefinesa separatgermissiono cortrol accesso

eachobject. For exanple, whenafile is unlinked, Flask
checksemare_namepermssionto thedirectoy andun-
link permnissionto thefile.

Theuseof objectclassesn accessequestsallows dis-
tinct permissionsetsto bedefinedor eachkind of object
basedntheparticdar serviceghataresupprtedby the
object. It also allows the security policy to make dis-
tinctionsbasedon thekind of object,sothataccesgo a
device specialfile canbe distingushedfrom accesgo a
regular file andaccesdo a raw IP soclet canbe distin-
guishedrom accesto a UDP or TCPsoclet.

2.4 Support for Policy Changes

TheFlaskarchitectue includesanaccessectorcache
(AVC) compmentthatstoregheaccesslecisioncompu
tationsprovidedby thesecuritysenerfor subseqgantuse
by the objectmanages. An object managr mayfurther
redu@ the costof a permissioncheckby storingrefer
enceso theappopriateentryin the AVC with its objects.
As a result, most permission checkscan occu without
evenincuriing thecostof anextrafunction call.

The Flask AVC provides an interface to the secu-
rity sener for managiig the cacheasneededor policy
changs. Sequene nunbersareusedto addessthe po-
tentialinterleaving of accesslecisioncompuationsand
policy changenatifications. Whenthe AVC recevesa
policy changenoatificatin, it updatests own stateand
theninvokes callbackfunctiors registeredby the object
manag@rsto updateary permnissionsretainedn the state
of the objed¢ maragers. For examge, permissionsnay
be retainedin the accesgights in pagetablesor in the
flagsonanopenfile descripion. After updaing the state
of the objectmanages andthe stateof the AVC to con-
form to the policy changethe AVC notifiesthe security
senerthatthetransitionto the new policy hasbeencom-
pleted.

In the Linux implementation of Flask, mary permis-
sions are revalidaed on use, such as permissionsfor
readirg andwriting files andpermnissionsfor comnuni-
catingon anestablisheadtonrection. Consequetty, pol-
icy changsfor thesepermissios areautoméically rec-
ognizd andenfacedwithout the needfor objectman-
ager callbacks. Permissionscan be efficiently revali-
datedby objectmana@rs usingreferemesto entriesin
the AVC. However, the revalidation of permissios on



2 OVERVIEW

2.6 File Controls

useis not adequatdor revoking accesso mapped file
pagesin the Linux pag cache. The currert implemen
tation doesinvalidatethe apprgriate pagecacheentries
whenafile is relabeledbut a callbackhasnot yet been
definedto invalidatethe apprgriate page cacheentries
whena policy changenatificationis receved

TheLinux implemenationof the Flasksecuritysener
provides an interface for charging the security policy
configuation at runtime. The securityload_policy call
may be usedto reada new policy configuationfrom a
file. After loading the new policy configuation, the se-
curity sener updatesits SID mappng, invaidating ary
SiDsthatareno longe authagized,andresetsghe AVC.
Subsegantpermissiornchecls on processeandobjects
with invalid SIDsalwaysfail, preventing ary furtherac-
cessedy suchprocesseandary furtheraccesset such
objects. Supprt for automdically relabelingthesepro-
cesseandobjectsto a labelthatis accessibléo admin
istratorshasnotyet beenimplemerted.

2.5 ProcesgLontrols

Flask provides severd contrds over the ability to
chang the label of a process. The securitylabel of a
processis only allowedto chan@ upa progiam execu
tion sothatthe inheritane of stateandthe initialization
of the processn the new label canbe contolled. Flask
contrds the ability of a processto transitionto a new
securitylabelupan progam execuion through thetran-
sition permissionandit cortrols whatprogamsmaybe
usedto perform suchtransitionsthrowgh the entrypant
permission It also contrds the ability of a processto
inheritopen file descrifionsacrassatransition.

Flaskprovidesstrongcontiols overthefull setof code
thatcanbeexecutedby a processhroudh the processex-
ecutepermnission. This permissionis checled between
the label of the transforned processand the label of
the executableon every program execuion. It is also
checledwhenan ELF or scriptinterpreteris executed,
andwhena file is memorymapped with execue access
(i.e. asharedibrary). This processxecutepermission
differs from the separate=ntrypointpermission,which
only contwols what progams may be usedto entera
new label. It alsodiffers from the file executepermis-
sion, which only contrds what progmamsmay be initi-
atedby aprocessregadlessof whethertheprocesgabel

is changdby theexecutian.

Flask contrds the sendingof signals,includng the
ability to indirectly senda signalvia asynclonaus I/O.
It alsocortrols the ability to traceanotter process,in-
cludingthe ability to contirue tracinga processwhena
transitionoccus. Flaskcontrds several additioral pro-
cessmanagmentservices,suchas fork, wait, setpgid
getpgid getsid setpriority, getpriority, and the sched
calls. Thesecontrds aredescriledfurthe in Sectionb. 1.

Flask provides an equvalent permission for each
Linux capaliity. This allows the securitypolicy to con-
trol the useof capabilities. Flask could be exterdedto
provide a finer-grainedrepla@mentmechaism for ca-
pabilities. Sucha mechaism wasdevelgpedfor oneof
Flask’s predecessorsthe DTOS system. This mecla-
nismpermittedprivilegesto begrartedbasednboththe
attributesof the processandthe attributesof therelevant
object,e.q. discretionay readoverride could be grantel
to aparticularsetof files. Sincethemechaism obtainel
privilege decisionsfrom the Flask securitysener, man-
agemen of privilegeswas centrdized and verification
that privilegeswere grantedapprariately was straight-
forward.

2.6 File Controls

Sinceopenfile descriptims may be inheiited acress
execveor transferredthrough UNIX soclet IPC, Flask
labelsandcontrds openfile descrigions. An openfile
descriptimis labeledwith theSID of its creatingprocess,
sinceits stateis usuallytreatedaspartof theprivatestate
of theprocesslt is importantto distingush betweerthe
label of anopen file descriptionandthe label of thefile
it refererces. A readoperatim on afile changs thefile
offsetin theopenfile descriptim, soit maybenecessary
to prevent a proessfrom readinga file using an open
file description received or inheited from anotler pro-
cesseventhowgh the processis allowedto directly open
andreadthefile.

Flasklabelsfile systemandcortrols serviceghatma-
nipulatefile systems,ncluding calls for mourting and
unmaunting file systemsthe statfscall andthe file cre-
ation calls. Flaskcontrds the mourting of file systems
through several permissionchecks. It requiresthat the
processhave mourton permissiorto the mouwnt point di-
rectoryandmourt permissiorto the file system.It also
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requiles that the mountasociatepermissionbe grantel
betweenthe root directory of the file systemand the
mourt point directory Flaskdoesnot yet perfam ary
check betweenthe device specialfile and the mount
point.

Flaskbinds securitylabelsto files anddirectaiesand
contrds accesso them.Flaskstoresapersistentabeling
tablein eachfile systemthat specifiesthe securitylabel
for eacHfile anddirectay in thatfile system.For efficient
storage Flask assignsan integer valuerefered to asa
persistentSID (PSID) to eachsecuritylabelusedby an
objectin a file system. The persistenfabelingtableis
partitiored into a mappirg betweeneachPSID and its
securitylabel and a mappng betweeneachobjectand
its PSID. Sincethe table is storedin eachfile system,
file labelsarepresered if thefile systemis mowntedat
a differentlocationor if the file systemis movedto a
differentsystem.

In the Linux implementéion, the mappng between
eachPSID andits securitylabel is implemened using
reguar files in a fixed subdirectoy of theroot directoy
of eachfile system. This mappng is loadedinto mem-
ory whenthefile systemis mourted,andis updatedoth
in memoy andon the disk whena new securitylabelis
usedfor an objectin the file system. The mappng be-
tweeneachobjectandits PSIDis implemeitedby stor
ing the PSID in an unwsedfield of the on-dsk inode.
Sincethe PSIDis availablein the on-dsk inode,no ex-
traoverheads incurredeitherto obtainthe PSIDwhena
file is accessedr to setthe PSIDwhenafile is created
Additionally, sincethemappirg betweereachobjectand
its PSIDis inode-basedgchang@sto thefile systername
spacedo not affectthe mappng.

Whenanunlabéed file systemis first mourted,a per
sistentlabelingtableis createdfor the file system,us-
ing adefaultlabelfor all files obtainel from the security
sener. Subseqantly, existing files mayberelabded us-
ing new systemcalls. A progam called setfiles is
usedto initially setfile labelsfrom a configuration file
that specifiedabelsbasedon pathnane regular expres-
sions. This progiam and configuation file may alsobe
usedto reseffile labelsto a well-defired state.However,
unlessthe configurationfile is updatedto reflectruntime
chan@sin file labels,thesechangswill be lost when
theprogiamis execued. Runtimechangsmayoccuras

a resultof new files beirg created,existing files being
relabelegor chargesto thenamespace.

Flaskprovidesa separatg@ermissiorfor eachfile and
directoy service.For exanple, Flaskdefinesanappend
permissiorfor files in addtion to the write pernission,
andit definesseparateaddnameandremaore_nane per
missionsfor directories to suppot appenl-ory files and
directoies. Flaskalsodefinesa repaentpermissiorfor
directoiesthatcontrds whethertheparentdirectay link
canbechangdby arename

Flask provides contrd over eachobject affected by
afile or directay service. For examge, in additin to
checkirg accesso theparer directory Flaskdefineger
missionsfor contrdling accesdo the individual file it-
selffor opeationssuchasstat, link, renameunlink, and
rmdir.

2.7 Socket Controls

Flaskprovidescontrd over socletIPCthroudh asetof
layeredcontrolsover soclets,messagesjoces,andnet-
work interfaces. At the soclet layer, Flask contrds the
ability of proeessedo perfam opeationson soclets. At
thetranspat layer, Flaskcontiols theability of socletsto
commuicatewith othersoclets. At the network layer,
Flask contrds the ability to sendandreceive messages
on network interfaces,andit contrds the ability to send
message nodesandto receve messagefrom nodes.
Flaskalsocontrds the ability of processesto configue
network interfacesandto manipulatethe kerrel routing
table.

Soclets effedively sene as comnunication proxies
for processesn the Flaskcontrolmodel. Consequatly,
socletsarelabeledwith thelabel of thecreatingprocess
by default. A processmay createandusea soclet with
a differentlabelto perform soclet IPC with a different
sourcesecuritylabel. A processmay setup a listening
soclet sothatsener socletscreatedby conrectionsare
labeledwith eithera specifiedlabel or with the label of
thecomectingclientsocletto actasasenerfor multiple
labels.

Flaskallowsthesecuritypolicy to distingushbetween
clientsandsenersfor streamsocketconrectionsthrough
the connetto andacceptfron pernissions.Flaskallows
thesecuritypolicy to basedecisiononthekind of soclet
throwgh the useof object classesandit allows the se-
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curity policy to basedecisionson the messag@roto®l
throughtheperprotocd nodeandnetwork interfaceper
missions.

Flask provides contrd over the associatiorbetween
INET dommin socletsandportnumbes andtheassocia-
tion betweerUNIX domainsocletsandfiles. Hence the
securitypolicy canrestrictthe useof port numbersand
pathramesfor use by particdar processes. Flask also
provides contrd over openfile descripion transfervia
UNIX domainsoclets.

In Flask,messageareassociateavith boththe label
of their sendingsoclet anda separatenessagéabel. By
default, this messagdabel is the sameas the sendiigy
soclet label. A process may explicitly label individual
messaged the uncerlying pratocol suppots message
bourdaries,i.e. datagam soclets. Messagesenton a
streamsoclet all have the samelabel, whichis thelabel
of thestreamsoclet.

Suppaet for commnunicatingmessagéabelsacrosshe
network hasnot yet beenimplemenedin the Linux im-
plemenation of Flask. The Fluke implemettation of
Flask used IPSEC/ISAKMP both to label and protect
messagestoringthelabelinginformationin the IPSEC
security association. During an ISAKMP negdtiation,
the apprriate securitycontexts aresentacrosshe net-
work andthe peerobtainsSIDs for thesesecuritycon-
texts andstoresthemin its IPSECsecurityassociation.
When messagesire subseqantly receved that usethe
IPSECsecurityassociationthe messagesre validatel
andthenlabeledwith the SIDsfrom theassociation.

3 Secuity Serwer

The securitysener is a new operatilg systemcom-
ponent that providessecuritypolicy decisiongo the ob-
jectmanaers,pernitting the object manages to remain
independentof the specificsecuritypolicy thatis used.
This sectiondescribeghe setof interfaces provided by
the security sener for kernel object managrs and the
set of systemcalls provided by the security sener for
securityaware applicdions. This sectionthendescribes
the policy configuation languag andthe implemera-
tion of thecurrert Linux securitysener protaype.

3.1 Architecture Typesand Constants

The basic Flask types and constantsare definedin
the headeffile include/linux/flask/fhsktypes.h The se-
curity contet type (securitycontet.t) is definedas a
string. The security identifier type (securityid_t) is
defined as an unsigned32-bit integer value. A null
SID, SECSIDNULL, is definedto usewhenno partic-
ular SID is specified. A wildcard SID, SECSIDWILD,
is definedthat matchesary other SID when usedfor
certainaccessvectorcache(AVC) operatios. Certain
SIDs (specifiedin flask/initid_sidg are predefired for
systeminitialization. The correspnding constantsare
definedin the automaticallygeneated headerfile in-
clude/linw/flask/flak.h

The accessvecta type (accessvectort) is definal
as an unsigned 32-bit integer value. Each ob-
ject class is idertified by an unsigned 16-4t inte-
ger valug with the securityclasst type. The set of
security classesis specifiedin flask/securityclasses
with the correspondig constantsin the automaically
geneated headerfile include/linux/flask/flask.n The
permissios for each security class are specifiedin
flask/acessvectoss, andthecorrespadingconstantgare
definedin the automaticallygeneated headerfile in-
clude/linw/flask/avpermissions.h

3.2 Interfacesfor the Kernel

The fundion prototypesfor the securitysener inter-
facesprovidedfor the kerrel objed managrsarein the
includélinux/flask/sectity.h heaerfile. Thissubsection
describegachof thesanterfaces For eachinterface the
function protaypeis listed followed by a descrigion of
theinterface andadiscussiorof how theinterfaceis cur-
rently usedby the kernelobjectmanages.

int  security_in it(void);

The securityinit function initializes the security
sener. The kernelcalls this function after the root file
systemis mourted (fs/supexc:maunt roof) sothatthese-
curity sener may readconfiguation datafrom the root
file system.

int security_co mpute_av(
securit y id_t ssid,
securit y id_t tsid,
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securit y class_t ftclass,
access_ vector_t  requested ,
access_ vector_t  *allowed,
access_ vector t  *decided,

#ifdef CONFIG_RASK_AUDIT
access_ vector_t  *auditall ow,
access_ vector_t  *auditden v,
#endif
#ifdef ~CONFIG_HASK_NOTIFY
access_ vector_t  *notify,
#endif

__u32 *seqgno) ;

The securitycomputeav function compues access
vectos basedon a SID pair for the pernissions in
a particular class. The accessvector cache (AVC)
compnentcalls this function when no valid entry ex-
ists for the requestedpermissionsin the cache (in-
clude/linw/flask/avdh:avc haspermrefaudif).  The
first SID parameterssid is referedto asthesource SID
andthe secondSID parametertsid, is referredto asthe
target SID. Thereturnel accesvectas mustcontainde-
cisionsfor evely permissionspecifiedin the requested
accesyecta.

Thesecuritysenermayoptiorally returndecisiongor
otherpermissios in the sameclass.Thedecidedaccess
vectorcontairs the setof pernissionsfor which a deci-
sionwasreturred. Theotherreturredaccesyectas may
only be usedfor permissiondn this set. The security
sener may choaseto deferconputationof permissions
until they areexplicitly requested.

Theallowedaccess/ecta contairs the setof grantel
permissios. The segnoparaméer contairs a sequene
numter associatedvith the accesggrantirg. If the se-
guerce number provided by the latestpolicy chang is
greaterthanthis value,thenthe accesgyrantingmay be
invalid andmustbediscarded Thesequene numter ad-
dressesheissueof aninterleaving of anaccesgrantirg
anda policy change

Two additioral accessvectas are retumed if audit-
ing suppat is enable in the kernelconfiguration The
auditdlow andaudtdenyaccess/ectas containthe set
of permissionghat shouldbe auditedwhen grarted or
whendenied respectiely. Thesevectos enablethe se-
curity sener to preciselycontrd the auditing of per
missionchecls. The AVC compmentensuesthat au-

diting is performedin accodancewith thesevectors
(avchaspermrefaudt).

One additioral accessvectoris returnel if notifica-
tion supprt is enabledn the kerrel corfiguration The
notify accessvecta containsthe setof permissiongor
whichthesecuritynotify_permfunctionshouldbecalled
whenthe opeation associatedvith the permissionhas
successfullycompleted This vectorpernits the security
senerto requestthatthe AVC compamentnotify the se-
curity sener of the successfutompletian of operatims
sothatthe securitysener may baseits decisionson the
history of opeationsin the system. This differs from
merely basingdecisiors on the history of grantedper
missions,sincean operatiom may still fail dueto other
condtions even if permissionis grantedfor that oper
ation. To suppot this functiorality, the kernel object
managrs must be changd to notify the AVC compo
nentof the successfutompletian of operatims by call-
ing the include/linux/flesk/avc.h:ac_notify permref in-
line function. The AVC commnentmay thennotify the
securitysener if ary of therequestegbermissios arein
the correspndirg notify vector The necessargharges
to thekernelobjectmanagrsto notify the AVC compe
nenthave notyetbeenimplemented.

int security_no
securit

tify_perm(

y_id_t  ssid,

securit y id_t tsid,

securit y class_t  tclass,
access_ vector_t requested );

Thesecuritynotify_permfunctionnotifiesthesecurity
sener thatanoperatim associatedvith the permissions
in the requestedaccessvecta hascompgeted success-
fully. The AVC compnentcalls this function whenit
is calledby anobjectmanagr to indicatethatthe oper
ationhascompletedsuccessfullyif ary of therequested
permissios are in the correspading notify vector (in-
clude/linw/flask/avdh:ave notify_permref). Sincethe
kernelobjectmanagrshave notyetbeenchargedto no-
tify the AVC of operdion completia, this function is
currertly never called.

int security_tr ansition_sid (

securit y id_t  ssid,
securit y_ id_t tsid,
securit y class_t  tclass,
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securit y id_t *out_sid);

The securitytransitionsid function computesa SID
for a new objectbasedon a SID pair anda class. The
kernel objectmanages call this function when objects
arecreatedf a SID wasnot specifiedfor the objectand
thereis more thanonerelevart SID thatmight beusedas
inputin deternining the SID of the new object. In par
ticular, the file systemcodecalls this functionto obtain
the SID of a new file basedon the SID of the creatirg
processandthe SID of the parentdirectay, andthe pro-
cessmanagerant codecalls this function to obtainthe
SID of aproesstransfomedby an execvebasedon the
curren SID of the processandthe SID of the executalte
progam.

int  security_me
securit
securit
securit
securit

mber_sid(

y_id_t ssid,
y_id_t tsid,

y class t ftclass,
y_id_t  *out_sid);

The securitymembersid function computesa SID to
usewhenselectinga memberof a polyinstantiatedob-
ject basedon a SID pair anda class. Certainfixed re-
sourcessuchasthe/tmpdirectoryor the TCP/UDPport
numter spacesneedbe polyinstantiatedo restrictshar
ing amongprocessesEachinstantiations referedto as
amember Thekernelobjectmanages call this function
whenapolyinstantiateabjectis accessedndthentrans-
paretly redirect the procesdo the appopriatememter.
The necessarghangsto the file systemcodeandthe
networking coce to supprt polyinstantiateddirectaies
andport nunmberspacesrenot yetimplenented,sothis
function is currently never called.

int  security_ch
securit
securit
securit
securit

ange_sid(

y_id_t  ssid,
y_id_t tsid,

y class t tclass,
y_id_t  *out_sid);

The securitychange sid function computesa SID to
usewhenrelabding anobjectbasedon a SID pairanda
class.Thelogin progamwill be modfied to call this
interfaceto obtaintheSID to usewhenrelabelingdevices
for a usersessionpasedon the SID for the usersession

andthe current SID of the device. This modificdion to
login hasnotyetbeenimplemented.

int  security_si d_to_context (

securit y_id_t sid,
securit y_context_t *scontext,
_u32 *scontext_|  en);

The securitysid_to_contet fundion retunsthe secu-
rity context associatedvith a particdar SID. The AVC
commnentcallsthisfunctionto obtainbothsecuritycon-
textsfor aSID pairwhenwriting anauditrecord Thefile
systemcodecalls this function to obtaina securitycon-
text to usewhenaddirg an entry to the persistentabel
mappng. Theprocfscodecallsthisfundion to obtainthe
securitycontect of a processto includein its statusfile.
The scontet paraneteris setto point to a dynamically-
allocatedstring of the correctsize. The scontat len pa-
rameteris setto thelengthof the securitycortext string,
including theterminatirg NULL characte Thestringis
allocatedusingkmallocandmustbe freedwith kfreeby
thecaller.

int security_co ntext_to_sid (

securit y_context_t scontext,
_u32 scontext _le n,
securit y id_t *out_sid);

Thesecurity context_to_sid function returrs a SID as-
sociatedwith a particdar securitycontext. Thefile sys-
temcodecallsthis functionto obtainthe SID thatcorre-
spond to a securitycontext storedin the persistentabel
mappng. Thesconteat len paraméerspecifieghelength
of the securitycontet string, including the terminatiry
NULL charater.

int  security fs  _sid(
char *dev,
securit y id_t *fs_sid,
securit y_ id_t *file_sid);

Thesecurityfs_sid function retums SIDsto usefor an
unlateledfile systemmountedfrom the device specified
by dev. Thefile systemcodecallsthis function whena
processattemptso mourt anunlateledfile system.The
valuefor the dev paraneteris a string of the form “ma-
jor:minor’ whereboththe majorandminor numker are
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in hexadecimalandareright justifiedin a two charater

field, asretumedby thekdevnamefunctiononthedevice

numtker. Thefs_sid parameters setto the SID to usefor

thefile systemandthefile_sid paraneteris setto theSID

to usefor ary existingfilesin thefile system.

int  security_po rt_sid(
__ul6 domain,
__ulé type,
__u8 protocol ,
__ulé port,
securit y id_t *out_sid);

The securityport_sid function returnsthe SID to use
for the port numker port in the pratocol specifiedby the
triple (domain type protoco). The networking code
callsthisfunctionwhena processattemptgo bind aport
outsideof therange usedto automaticlly bind soclets.

int security_ne tif_sid(
char *name,
securit y_ id_t *if_sid,
securit y id_t *msg_sid);

Thesecuritynetif_sid function retuns SIDsto usefor
anetworkinterface Thenetworking codecallsthisfunc-
tion whena processfirst attemptdo corfigure a network
interface. The valuefor the nameparameteis typically
the driver narre followed by the unit numker, e.g. the
nameethOwould be usedfor thefirst Ethenetinterface.
Theif _sid parameteis setto the SID to usefor theinter
face,andthe msgsid paraméer is setto the SID to use
for ary unlaleledmessagereceved ontheinterface.
int  security_no de_sid(

__ul6 domain,
void *addr,
__u32 addrlen
securit y id_t *out_sid);

The securitynodesid function returnsthe SID to use
for the nodewhoseaddresss specifiedby addr. The
addrlenparaneterspecifieghe lengthof the addessin
bytes,andthedoman paraneterspecifieshe comnuni-
cationsdomainor addessfamily in which the address
shouldbe intergreted. The networking code calls this
function whenpacletsaresentto anodeor recevedfrom
anoce.
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int  security_nf s_sid(
__ul6é domain,
void *addr,
__u32 addrlen
securit y_id_t
securit y_id_t

*fs_sid,
*file_sid);

The securitynfs sid function retuns the SIDs to use
for thefile systemsandfiles provided by the NFS sener
whoseaddessis specifiedby addr. Theaddlen param
eterspecifieshe lengthof the addessin bytes,andthe
doman paraneterspecifiegthe communicationsdoman
or addresgamily in which the addressshoud be inter
preted The NFS client cock calls this function whena
NFSfile systemis mounteal.

3.3 SystemCalls for Applications

Securityaware applicdions in the systemrequirethe
ability to corvert betweerSIDs andsecuritycontets in
orderto usethe extended systemcalls provided by the
kernel object managrs. Furthemore, some security
awareapplicatiors actasobjectmanagesfor theabstrac-
tionsmana@dby theapplication e.g. awindowing sys-
tem actsasthe objectmanageffor its windows. These
applicatimsrequre accesso mostof the securitysener
interfaces. Consequetty, the securitysener providesa
setof systemcallsfor securityawareapplicatiors.

Thefunctionpratotypesfor the securitysener system
callsusedby applicdions arein the includgss.hheadkr
file in thesyscallpacka@. Currerily, thesecuritysener
systenrcallsareimplementedusingaseparatentrypoint
for eachcall. All of the calls could alternatvely beim-
plemenedusingasingleentrypoint, asis donefor sock-
ets with the sodketcall systemcall. Sincethe security
sener systemcalls are derived from the interfacespro-
vided to the kernel, this subsectiorcomparesand con-
traststhe systemcall interfacewith the interfacefor the
kernel.

Several of the system calls are identical to the
correspndirg interface:  securitynotify perm  se-
curity_transitionsid,  securitymembersid,  secu-
rity_charge_sid and securitycontttosid. ~ These
calls are not discussedfurthe in this subsection
There are currently no system calls that correspnd
to the interfacesthat provide SIDs for kerrel objects:
securityfs sid, securityport.sid, securitynetif sid,
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and securitynoce_sid. Calls could be addeal for these
interfacesf applicatiors require the sameinformation.

Two of the systemcalls, securitycomputeav andse-
curity_sid_to_contet, differ from the corresponéhg in-
terface only in the way in which their paranetersare
passedFor eachof thesesystemcalls, the fundion pro-
totypeis listed belov followed by a descriptionof the
call anda discussiorof how the call shouldbe usedby
applications.

struct  security
securit
securit
securit

access_

_query {

y_id_t ssid;

y_id_t  tsid;

y class t ftclass;
vector_t requested
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struct  security
access_
access_
access_
access_ vector_t
access_ vector_t
__u32 seqno;

_response
vector_t
vector_t
vector_t

{

allowed;
decided;
auditallo  w;
auditdeny ;
notify;

int  security_co mpute_av(
struct  security q uery *query,

struct  security r esponse *response)

Theinput parametes to the securitycomputeav sys-
tem call are provided in a struct securityquery struc-
ture, andthe output paranetersarereturredin a struct
securityresponsestructue. Like thekernelobjed¢ man-
agers,applicdion objectmanagrs shoud usean AVC
compnentto cachetheresultsof a securitycomputeav
call. Like the kernel AVC component,the application
AVC compmentmustprovide aninterfaceto the secu-
rity sener for managilg the cacheasneededor policy
changs.An applicationAVC compnentlibrary hasnot
yetbeenimplenented.

int  security_si d_to_context (
securit y id_t sid,
securit y_context_t scontext,

__u32 *sconte xt_len);

Whereasthe securitysid_to_contet interface for the
kernelreturrs adynamically-allacatedstring, the system
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call interface requiresthe applicdion to provide a buffer
for scontet andto initialize the scontat_len paraméer
with the size of the buffer. If the buffer is not large
enowh, thenthe scontat len paraméer is setto thecor-
rectlength,-1 is returred,anderrnois setto ENOSPC
In this case the applicationmay allocatea buffer of the
specifiedlengthandinvoke the call againwith the new
buffer.

Two othersystencalls,securityload_policyandsecu-
rity _get sids do nothave a correspondig interfaceused
by kernel object manayers. For eachof thesesystem
calls, thefunctionprotaypeis listed below followed by
adescripion of thecall.
int  security lo  ad_policy(

char *path,
__u32 pathlen );

The securityload_policy systemcall loadsa new pol-
icy configuation from a file containirg a binary rep-
resentatiorof the corfiguration The pathlenparane-
ter specifiesthe length of path including the termirat-
ing NULL charater If pathlenis zero,thenthe default
policy configuationfile is reloadd. After the new pol-
icy configurationhasbeenloadal, the securitysenerin-
vokestheavc.ssresetinterfaceof the AVC compner.

int  security_ge t_sids(
securit y id_t  *sids,
__u32 *nel);

Thesecurityget sidssystemcall retunsthe setof ac-
tive SIDs. The nel parameteis initialized by the appli-
cationto the numter of elemerts in the arrayassociated
with the sids parameterand modfied on retum to indi-
catethe numker of active SIDs. If the arrayis not large
enowgh, thennelis setto the nunberof active SIDs,-1
is returred,anderrnois setto ENOSPC

3.4 Policy Configuration Language

The current Linux security sener prototype imple-
mentsasecuritypolicy thatis acomtinationof threesub-
policies: type enfacement(TE), role-basedccescon-
trol (RBAC), andmulti-level security(MLS). The MLS
policy is only includedif the CONFIGIFLASKMLSker
nel corfigurationoptionis enabled The TE andRBAC



3 SECURITYSER/ER

3.4 Policy ConfiguationLanguage

policiesarealwaysincludedin the currentimplemena-
tion. This subsectiordescribeghe policy configuration
langwagethatmaybe usedto customizehesepolicies.

Thepolicy configurationfiles arelocatedin the policy
directoy. The m4 macroprocessoris appliedto these
configuationfiles during the policy build, with the out-
put written to policy.conf and this output file is then
compled by the chedkpdicy progaminto a binaryrep-
resentatiorstoredin policy. The policy file is installed
as/sspolicy, andthis file is readby the securitysener
during initialization.

3.4.1 TE configuration The all.te file contairs the
configuationinformationfor thetype enfocementTE)

policy. This file is automaticallygeneratedrom a col-

lectionof files. Themacos.tefile contairs globalmacros
usedthroughou theconfiguationfor comnongroyings

of classesandpermissionandfor comma setsof rules.
Theassert.tdile contairs assertionshatarechecled af-

ter evaluatingthe entire TE configuration.

Thetypessubdiectorycontairs severalfiles with dec-
larationsfor genera types(typesnot associatedvith a
particula domair) andsomerulesdefiningrelatiorships
amory thosetypes. Relatedtypesare groypedtogetrer
into eachfile in this directay, e.g. all devicetypedecla-
rationsarein thedevicetefile.

The domans subdiretory contairs several subdire-
torieswith aseparatdile contairing thedeclaationsand
rulesfor eachdomain. Relateddomainsaregroupedto-
getherinto eachsubdiretory, e.g.all domaindefinitions
for systenprocessesirein thedomairs/systensubdire-
tory. Thedomans/everyte file containsrulesthat apgy
to everydomain

In atraditional TE policy, eachsubjectis labeledwith
a domain and eachobjectis labeledwith a type. A
doman definitiontable(DDT) specifieghe permissions
grantel betweendomainsand types,anda domainin-
teractiontable (DIT) specifiesthe pernissionsgrantel
betweendoman pairs. In cont@ast, the securitysener
protaype meigesthe concep of domairs andtypesinto
asingletypeabstractionandmaintairs asingletablethat
specifieghepermissios grartedbetweerpairsof types.
To thesecuritysener, adomainis simply atypethatcan
beassociatedvith a process.The TE configurationcon-
tains seven kinds of statementstype declaations,type
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type syslogd_t, domain;

type syslogd_exec _t, file_type,
exec_type;

type devlog_t, file_type

Figurel: Typedeclaations.

transitionrules, type memberrules, type chang rules,
accessrecta rules,cloning rules,andaccessectoras-
sertions.

A typedeclaratio specifiesa primary namefor atype,
anoptioral setof aliasnamesandan optional setof at-
tributes. Theprimay names alwaysretunedasthetype
by the security sid_to_context call. The primary nameor
ary of thealiasnamesmay be usedfor thetypein a se-
curity_cortext_to_sid call. An attribute may be usedto
identify a setof typeswith similar properties. Whenan
attribute nameis usedin arule, it is expandedto the set
of types with thatattribute. Primarynamesaliasnames,
andattributenamesall exist in the samenamespace.

Although domainsarenotdistinguishd from typesby
the securitysener, they canbe optiondly distinguishe
in thepolicy configuationusinga“doman” attribute. A
“domain” attribute hasno intrinsic meanimg to the secu-
rity sener, andis only meanimgful to theextentthepolicy
configuationusesheattributein rules.

Sampletype declaratios for the sysl@d daemonare
showvn in Figurel. The syslgd.t typeis the domainof
the daemonprocessso a domainattribute is associated
with it. The syslgd exect typeis the type of the dae-
mon proglam executale, soit is associateavith botha
file_typeattribute anda exec.typeattribute. Thedevlog t
typeis thetype of the/dev/log socletfile createdby the
daema for receving locallog messagesoit is associ-
atedwith a file_type attribute. Theseattributeshave no
intrinsic meaningto the securitysener, but they canbe
usedin rulesin the configuation.

A type transitionrule specifiesthe defaut type of a
transfomed processor the defadt type of a new file
basedon the type of the creatingsubjectandthe type
of arelatedobject.For aprocesstherelatedobjectis the
progam executable. For afile, the relatedobjectis the
paren directory If noruleis specifiedthenthe default
typeof atransfamedprocesss thesameasits typeprior
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type_transi  tion
initrc_t
syslogd_exec

syslogd_t;

_t:process

type_transi  tion
syslogd_t
device_t:soc
devlog_t;

k_file

Figure2: Typetranstion rules.

to theexecvecall, andthedefadt typeof anew file is the
sameasthetypeof its paret directory. Thedefaulttype
is returred by the securitytransitionsid call.

Eachtype transitionrule hasa creatingsubjecttype
field, a relatedobjecttype field, a classfield, anda de-
faulttypefield. To permitcondse specificatiorof multi-
ple typetransitiors, the typefields otherthanthe default
typefield may cortain a setof types,andthe classfield
may containa setof classes.An attribute namemay be
usedto indicatethe setof typeswith that attribute. A
tilde may prece@ a setof typesto indicatethe comge-
mentof the set. An asteriskmay be usedto indicateall
types. If multiple type transitionrulesare specifiedfor
a giventype pair andclass,thenwarningsareissuedby
thepolicy compilerandthelastsuchruleis used.

Sampletype transitionrules for the syslgd daema
are shawvn in Figure 2. The first transitionrule speci-
fiesthatwhenanrc scriptexecuteghe syslgyd program
execuable, the transfamed proessshouldbe assigned
thesyslad.t type by defaut. Thesecondransitionrule
specifieshatwhensyslad createsa soclet file in /dev,
the soclet file shodd be assignedhe devlog t type by
default. Thedevice t typeis thetypeassignedo the/dev
directow, andthe sod file classis the securityclassfor
socletfiles.

A type memberrule specifiesthe type of the mem-
berobjectin a polyinstantiatedbjectthatshouldbe ac-
cessedy defaultbasednthetypeof theaccessingro-
cessandthe type of the polyinstantiatedobject. If no
ruleis specifiedthenthetypeof the polyinstariatedob-
jectis usedfor thememler. A typememter rule hasthe
samesyntaxasa type transitionrule excep thatit uses
thetypemembeikeyword
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allow
domain init_t:proces s
sigchld;

allow
syslogd_t  device_t:d ir

{ read getattr access search
add_name remove_na me }

allow
syslogd_t
create;

devliog_t:s  ock_file

Figure 3: Accessvecta rules

A type chang rule specifiesthe type to usefor rela-
belinganobject basedn thetypeof the processandthe
current type of the object. If no rule is specified,then
the type of the objectis uncranged A type chargerule
hasthe samesyntaxasatypetransitionrule except that
it useshetype charge keyword.

An accessvecta rule specifiesthe permissionsn an
access/ecta basedon a soure type, a tamgettype, and
aclass. Therearefour kinds of access/ectorrules: al-
low, audtallow, audtdeny, andnotify. Theserulesde-
fine the correspondiny accessvectas returneal by secu-
rity_computeav. If noruleis specifiedthenno permis-
sionsarereturredin allowed auditdlow, or notify, and
all permissionsare returred in audtdeny. All permis-
sionsare alwaysreturred in the decidedaccessrector
sincethe TE policy does not deferthe computation of
ary permissions.

Eachaccessectorrule hasa sourcetypefield, a tar
gettypefield, a classfield, anda permissiondield. As
with typetransitionrules, setsof typesandclassesnay
be specifiedin the correspondig fields,andthe asterisk
andtilde charactersnaybeused.Asteriskandtilde may
alsobeusedin the permissiorfield. The nameself may
be usedin the target type field to indicatethat the rule
shouldbe apgied betweereachsourcetypeanditself. If
multiple acceswectorrulesarespecifiedor agiven type
pair andclass,thenthe union of the permissiorfieldsis
used.

Sampleallow accessvector rules are shovn in Fig-
ure 3. Thefirst rule grantsevery domain the ability to
senda SIGCHLDsignalto init, sothatinit canreapev-
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clone
user_t sysadm_t;
neverallow
syslogd_t
"{ syslogd_ex ec t Id_so t shlib_t }:process
execute;

Figure4: Domaincloning andaccessvecir assertns.

ery process. The secondrule grantssysla@yd the ability
to accesddev to repla@ /dev/log. The third rule grants
syslagd theability to createthe/dev/log socletfile.

A cloning rule specifiesthat the type transitionand
acceswyecta rulesdefinedfor aspecifiedsourcedoman
shouldbe cloned for a specifiedtargetdomain A type
transitionrule for a processs not clonedif the default
typein therule is equalto the sourceor targetdomainin
the clone statement.Hence transitionsfrom the source
doman to itself or to thetargetdomainarenot clonedfor
thetarge domain An accessectorrule is not clonedif
thetargettypein theruleis equalto the sourceor target
doman in the clone statement.Hence,pernissionsbe-
tweenthesourcedomainanditself or betweerthesource
doman andthetarget doman arenotclonal for thetar
getdomain

An accessrectorassertiorspecifiespermissionghat
shouldnotbein anaccesvectorbasecnasourceype,
atamgettype anda class. If ary of the specifiedper
missionsarein the correspondimy accesyector thenthe
policy compilerwill rejectthe policy configuration.Cur-
rently, thereis only onekind of access/ecta assertion,
neverallow, but supprt for the otherkinds of vectors
could be easilyadded Accessvecta assertionsisethe
samesyntaxasacceswecta rules.

A sampledomain cloning rule and a sampleaccess
vectorassertiorareshowvn in Figure 4. Thecloning rule
cloneghetypetransitionrulesandtheacceswecta rules
of the usert domainfor the sysadmt domain The ac-
cessvecta assertiorrule veiifies that the syslgyd dae-
mon process may only execute codefrom its program
execuable, the dynamic loade, andthe systemshared
libraries.

role system_r types {
init_t getty t  }
role user_r types user_t;
role sysadm_r types sysadm_t;

Figure5: Roledechratons

login_r;
ec_t user_r;

role_transi tion
role_transi tion

system_r
sysadm_r

login_exec_t
untrusted_ex

Figure6: Roletransitionrules

3.4.2 RBAC configuration The rbac file contains
the configurationinformation for the role-basedaccess
contrd (RBAC) policy. Although roles could be im-
plemened directly using TE domairs, this policy pro-
videsanaddtional layer of abstractiorfor grouping TE
domans into rolesandfor expressinga role hierachy.
Rolesareonly relevant for processes.Files arelabeled
with ageneit objectr role.

The RBAC configurationcontairs four kinds of state-
ments:role declaations,role transitionrules,role allow
rules,androle dominancedefinitions.A role declaratio
specifiesa namefor therole anda setof typesthatmay
be associatedvith thatrole. This limits the setof types
thatmaybeenterediy aprocessin therole. Thegeneic
objectr role maybeassociatedavith ary type,sinceob-
jectrolesarenotrelevant to the policy.

Samplerole declaratios areshavn in Figure5. The
first declarationdefinesa systermr role for systempro-
cessesuchasinit andgetty. The seconddeclaraion de-
finesa userr role for ordinay users.Thethird declaa-
tion definesa sysadnr role for systemadmiristrators.

A role transitionrule specifiesthe defadt role of a
transfomedprocessbasedon its prior role andthetype
of the program executable. If no rule is specified,then
thedefaultrole of a processis the sameasits role prior
to theexecvecall. Samplerole transitionrulesareshavn
in Figure6. Thefirst rule specifiesthatwhena system
processexecutesthelogin programexecutable thetrans-
formed processshouldbe assignedhe loginr role by
default. Thesecondule specifiegshatwhenasystemad-
ministratorexecute an untrustedexecuable, the trans-
formed processshouldbe assignedheuserr role.
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allow system_r user_r;

allow system_r sysadm_r;

allow system_r secadm_r;
Figure7: Roleallow rules

sensitivity unclassified alias u;

sensitivity top_secret alias ts;

dominance { u ts }

category  nato;

category  usuk;

level u;

level ts:nato,usu  k;

Figure8: MLS declaations

A role allow rule specifiesallowable transitiors be-
tweenrolesonanexecve If noruleis specifiedthenthe
changin roleswill notbepernitted. Additional cortrols
over roletransitionsbasednthetypeof theprocessnay
be specifiedthrough the constrintsfile, asdiscussedn
Section3.4.5 Samplerole allow rulesareshavn in Fig-
ure?. Thefirst rule grantsprocessesn thesystenr role
the permissionto transitionto the userr role. The sec-
ond and third rules provide similar pernissionsto the
sysadnr andsecadnr roles.

A role domnance definition specifiesa hierardy
amory a setof roles. A role automaticallyinheritsary
typesthatcanbeassociatedvith ary roleit domnatesin
the hierachy. As discussedn Section3.4.5, this dom-
nancerelationslip mayalsobeusedto defineconstraints
on specificpermssions. Role doninancedefinitiors are
notcurrently usedin the samplepolicy configuration.

3.4.3 MLS configuration The mis file contairs the
configuation information for the multi-level security
(MLS) policy. This policy is an extersion of the Bell
LaPadua (BLP) modelof multi-level securityin which
eachsubjectandobjed arelabeledwith arangeof levels.
If asubjects multi-levd, i.e. its low level differsfromits
highlevel, thenit is trustedto hande dataatary levelin
its rangewhile maintainng proper separatia amoryg the
differentlevels. Multi-level objectsmay be usedfor the
private stateof multi-level subjectsandfor datasharirg
betweermulti-level subjects.

TheMLS configurationbeginsby declarirg the sensi-
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class tcp_socket  {
connectto : { read write }
acceptfrom : { readby writeby }

Figure9: MLS basepermissions

tivities anddefining the domiranceordeing for them. It
thendeclareghe catayories, anddefinedevels by speci-
fying whatcategories maybeassociatewvith eachsensi-
tivity. SampleMLS declaationsareshovn in Figure8.

After the declaratios, eachaccessvector pernission
is mappedo asetof MLS basepermissios (read write,
readby andwriteby). ThereadMLS basepernissionis
only grantedf thehighlevel of thesoure SID dominates
thehighlevel of thetarge SID. Thewrite MLS baseper
missionis only grantedif the target SID is single-level
andit domiratesthe low level of the soure SID, or if
therangeof thetargetSID is a subsebf therangeof the
sourceSID. Thelatterrestrictiononwritesto multi-level
targds pratectstheintegrity of suchobjects.

The readbyandwriteby MLS basepermissionshave
the samerequiementsasthe read andwrite MLS base
permissios, respectiely, with the sourceand target
SIDs exchamgedto reflectthe tamge SID actingon the
sourceSID. An accessecta permnissionis only grantel
if all of the MLS basepermissionsassociatedwvith it
aregrarted. SampleMLS basepernissionmappirgsare
shavnin Figure9.

The current policy configuration languag@ doesnot
suppat specificationof MLS rangetransitionrules. A
MLS rangetransitionrule would specifythe rang of a
new objectbasedntherangeof thecreatirg subjectand
therange of arelatedobjed. By default,the MLS range
of a processdoesnot chang acrossan execve andthe
MLS rangeof anobjed is inheritedfrom its creata.

The current policy configuation language also does
notsuppot specificatiorof MLS range memberulesfor
polyinstantiatedbjects. The MLS range of the memter
is currenly alwaysinheiited from the process.Hence,a
separatenembelis createdor eachdistinctMLS range
thataccessetheobject.

3.4.4 User configuration The uses file, or the
uses.misfile if the MLS policy is enabledcontainsone
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user system_u roles
ranges u-ts;
sds roles { secadm_r
ranges { u s }
pal roles user_r
ranges { U s-ts

system_r

user user_r

}

user

I8

Figurel0: Userdeclaations.

or more declargions for users,as shavn in Figure 10.
Eachuserhasa corresponéhg setof allowed rolesthat
may be associatedavith thatuser This limits the setof
roles that may be enteredby a processwith that user
identity. If the MLS policy is enabled then eachuser
alsohasa correspondimgy setof allowedMLS rangeghat
may be associatedvith the user This limits the setof
MLS rangeshatmay be enteredby the userandthe set
of MLS range that may be usedfor objectsownedby
theuser Any MLS rangethatis a subsetof oneof the
specifiedVILS rangesds allowed.

The current policy configuration languag doesnot
suppat specificationof usertransitionrules. It is ex-
pectedthat the user identity of a processwill only
chang throughuserauthenticatio progamsthatexplic-
itly specifythenew identity. By defadt, theuseridentity
of a processdoesnot chan@ acrossan execve andthe
userownerof afile is inheritedfrom thecreatingprocess.
Controlsover explicit useridertity transitiors basedon
thetypeof the proeessmaybespecifiedhroudh thecon-
straintsfile, asdiscussedh Section3.4.5

The curren policy configuation language also does
not suppat specificationof user member rules for
polyinstantiatedobjects. The userowner of the mem-
beris currently alwaysinheritedfrom the polyinstanti-
atedobject. Hence separatenemlersarenot createdor
differentusersof processeshataccessheobject.

3.4.5 Constraintsconfiguration Thecorstraintsfile
definesadditioral corstraintson pernissionsin theform
of bodeanexpressionghatmustbe satisfiedn order for
specifiedpermissiongo be granted Theseconstraints
areusedto furtherrefinethetypeenfacementablesand
role allow rules.Constraintsnaycompae theuseriden-
tity, role, or type of the sourceandtarget SIDs. Con-
straintsmay alsocomparethe useridentity, role, or type
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constrain process transition
(ul == u2 or
tl == privuser );
constrain process transition
(rl =1r2 or
t1 == privrole );
Figurell: Processransition constrants.
sid kernel system_u:syst em_rikernel_t :u
sid init  system_u :system_r:init _tu
sid kmod system_u :system_r:kmod _tu

Figurel2: Secuity coniexts for initial SIDs.

of either SID agairst a set of specifiedusers,roles or
types.Rolecompmrisonsmayalsobebasednany dom
inancehierarcliesdefinedin the RBAC configuration
Sampleconstrints for chamesin useridentity and
role for processeareshawn in Figurell. Thefirst con-
straint requiresthat the useridentity reman the same
acrossan execveunlessthe processis in a type with the
“privuser” attribute. ul andu?2 referto the useridenti-
tiesof the sourceandtamget SIDs, respectiely. t1 refers
to the type of the sourceSID. The “privuser” attribute
wouldtypically belimited to the donmain for login.

Thesecondconstrainrequresthattherole remainthe
sameacrossanexecveunlesgheprocesssin atypewith
the“privrole” attribute.rl andr2 referto therolesof the
sourceandtarget SIDs, respectiely. Thisconstrainis in
additionto the requirenentthatary role changebe au-
thorizedby arole allow rule in the RBAC configuation.
The“privrole” attributewould typically belimited to the
doman for login. It might also be associatedvith the
doman for a newrole progamto allow usersto chang
roleswithin asession.

3.4.6 Security context configuration The ini-
tial_sid_contexts file, or the initial sid_contexts.misfile
if the MLS policy is enabled contairs the security
contt for eachSID that was predefind for system
initialization. Eachsecuritycontet consistsof a user
arole, atypeand,if the MLS policy is enalted, a MLS
range as shavn in Figure 12. Sincethe initial SIDs
do not correspad to autheticated users,they use a
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3 2 system_u:obje
system_u:obje

ct_r:public_t:
ct_r:public_t:

Figurel3: Securiy contets for unlabded filesysems.

tcp 21 system_u:o bject r:ftp_t: u

ethO system_u:obj ect_r:netif_et hO_t:u
system_u:obj ect_r:netmsg_e thO_tu
127.0.0.1 255.255 .255.255
system_ u:object_r:nod e lo_tu
10.33.1.2 255.255 .255.255
system_u:ob ject_r:nfs_cli pper_t:u
system_u:ob ject_r:nfs_cli pper_t:u

Figurel4: Securiy contexts for network objects.

systeru useridentity.

The fs_contets file, or the fs_contexts.misfile if the
MLS policy is enalted, contairs the securitycontets to
usewhenanunlateledfile systems mourtedfrom ade-
vice, asshawvn in Figure 13. For eachfile system,the
majorandminordevice numbersof thedevice arespeci-
fied, followedby thefile systemsecuritycontext andthe
securitycontet for existing filesin thefile system.f no
entryis specifiedfor a device, thenthe securitycortexts
associatedvith theinitial SIDsfsandfile areused.These
initial SIDs arealsousedfor theroot file systemif it is
unlateled,sincethe securityseneris not yet initialized
whentherod file systemis mouwnted.

Thenetcontetsfile, or thenetcontexts.misfile if the
MLS policy is enablel, containsthe security cortexts
for port numkers, network interfacesnodes, and NFS
seners,asshowvn in Figure14. Thecurrer policy con-
figuration languageonly supprts portsandaddresseim
the AF_INET addessfamily, althowghthesecuritysener
interfacesare moregeneal. For eachpott, the protol
(tcpor udp andportrangearespecifiedfollowedby the
port securitycontext. If no entryis specifiedfor a port,
thenthe securitycontext associateavith the initial SID
portis used.

For eachnetwork interface, theinterface nameis spec-
ified followed by the interface securitycontext andthe
securitycontet for any unlateledmessageseceved on
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theinterface If noentryis specifiedfor a network inter-
face thenthesecuritycontexts associateavith theinitial
SIDs netif and netmsgare used. For eachnode,a net-
work addessandanetwork maskarespecifiedfollowed
by the nodesecuritycontext. The maskis appliedto the
nodeaddres passedo the securitynode_sid interface,
andtheresultis thenconparedto the network address.
In the currert implementation, the entriesare checled
for a matchin the sameorderthatthey are specifiedin
the configuration If no matchingentryis specifiedfor a
node thenthesecuritycontext associatedvith theinitial
SID noceis used.

For eachNFSsener, anetwork addessanda network
maskare specified followed by the file systemsecurity
context andfile securitycontet. The maskis appgied to
thenodeaddesspassedo the securitynfs_sid interface,
andtheresultis thenconparedto the network address.
In the current implementation, the entriesare checled
for a matchin the sameorderthatthey are specifiedin
the configuration If no matchingentryis specifiedfor a
node thenthesecuritycontext associatedvith theinitial
SID nfsis used.

3.5 Prototype Implementation

This sectiondescribs the implemertation of the cur
rentLinux securitysener protaype. The securitysener
sourcecodeis locatedin the security subdrectory, In
additionto beingusedto build the securitysener, this
codeis usedin combirationwith policy_ scan.landpol-
icy_parseyto build thechedpdicy progam. Thechedk-
policy progam is usedto comple the policy configu
ration datainto a binaly represetation for the security
sener. The -d option to the chedpolicy program may
be usedto interactiely testthe securitysener functions
onapolicy configuration. This option permits testingof
a policy configuration prior to loadingit into a running
securitysener or prior to bootinga kernelwith it.

The securityinit interface of the security sener
is implemerted in init.c. This function calls pol-
icydhc:policydb_read to create an in-menory rep-
resentation of the policy configuration data (pdi-
cydhh:pdicydbt) from the /sspolicy file. It then
calls policydhc:pdicydb_load.sids to load the initial
SIDs from the policy configuration into the SID ta-
ble (sidtabh:sidtéb_t). Finally, it setsa globd flag,
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ssinitialized, to indicatethatthe securitysener hasini-
tialized.

All of theotherinterfacesof thesecuritysener areim-
plemerted in services.cwith the correspoding system
call fundionsin syscalls.c Eachof the interfacefunc-
tionsdisablesnterrugs locally andtakesa singleglobal
spinlock (sslock) on entryusingspinlock.irgsaveand
eachfunction usesspin.unlock_irgrestoe before return
ing. Thislocking schemds likely to chang to onethat
usesreade-writer spinlocls, sinceseveral of the secu-
rity senerfunctionsonly requile readaccesso its global
datastructures.Several of thesefundions are split into
a small stub function that handleslocking and a sepa-
rate funcion with the prefix unloded. thatimplements
the interface functionality. Although this separatioris
notcurrenly usedjt couldbeusedto permitthesecurity
senerto call oneof theunlocked_ fundionsfrom anotter
function without doubly locking.

3.5.1 computeav The un-
locked securitycompte_av function setsthe sequene
numter to the value of latestgrarting, a global courter
thatis incrementedby the securityload_policy function
whena new policy configurationis loaded. Then the
function setsthe decidedvectorto containall permis-
sions, since none of the policies implemented by the
security sener praotype deferthe computation of ary
permissios.

If the securitysener hasnot yet initialized, thenthe
unlodked.securitycomptie_av function simply returns
therequesteghermissiosin boththedecidel vecta and
theallowedvector Hence all requestedpernissionsare
grantel until theinitialization of the securitysener has
competed. This is necessarpecausesomepernission
checksoccurbefore the securityinit function is called,
e.g. fork permissionfor kernelthreadsand createper
missionfor the ICMP soclet andthe TCP resetsoclet.
Additionally, asearch permissiorcheckoccus whenthe
securityinit functionopenghepolicy configuationfile.

A moresecuresolutionwould beto preloadthe secu-
rity sener stateor theaccessecta cachestatewith the
exact set of pernissionsthat are requiral to initialize.
This initial statecould thenbe includedin the analysis
of theoverdl securitypolicy. However, sincethe system
is still under devdlopment,thefull initial stateis notyet
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known.

If the security sener has initialized, then the un-
locked.securitycomptie_av function looks up the se-
curity contets for the SID pair in the SID hashta-
ble (sidtabh:sidtaht). These security contets are
storedusing a structue that is private to the security
sener (cortext.h:cortext_structt). The function then
looks up the attributes associatedvith the class(pdi-
cydbh:classdatumt).

The function setsthe valuesof the accessvectas to
theirdefaultvalues.It thenlooksfor anacceswecta rule
in the TE accessvecta table (avtabh:avab.) for the
typepairandclass.If arule exists,thenthefunction sets
thecorrespondig accesyectos to thevectos specified
by therule.

If the MLS policy is enabledthe fundion thencalls
the MLS policy (mls.c:mlscompte_av) to remove ary
permissios from the allowedvecta thatare prohibited
by the MLS policy. The MLS policy removesary per
missionsfrom allowedthataremappedto a MLS base
permissiorthatwould bedenied

The function thenchecksthe list of constraims asso-
ciatedwith theclassfor ary constraims thatapplyto the
permissios in allowed The constaint_expr_eval func-
tion is invoked on eachsuchcorstraint. If the corstraint
evaluates to false, then the function removes the con-
strainedpernissionsfrom allowed

If the processtransitionpermissioris beingcomputed
andthe role is charging, thenthe function looks for a
role allow rule that authaizesthe role transition. If no
suchrule exists, thenthe procesgransitionpermissioris
denied

3.5.2 computesid The un-
locked securitycomptie sid function is used for

the securitytransitionsid, securitymembersid, and
securitychange_sid interfaces. It retuns the current
process SID or the relatedobject SID if the security
sener is not yet initialized depeming on the security
class. Although thereare currently no situationswhere
thefundion is calledprior to initialization, it is possible
that future developmentwill introdwce such cases. If

suchcasedo arisein thefuture, a bettersolutionwould
beto preloadthe securitysener statewith the SIDsthat
arerequirdto initialize.
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If the security sener has initialized, then the un-
locked_securitycompte_sid functionlooks up the secu-
rity contexts for the SID pairin the SID hashtable. The
function thensetsthe useridentity for the new context
basedbn which interfaceis beingused,andit initializes
therole andtype basedon the securityclass. The func-
tion thenlooksfor atyperulein thepolicy configuation.
If atyperule exists,thenthetypeis chargedaccodingly.

The function then appliesclass-specifidogic. For a
process, if a transitionis beingrequeted, the function
checksfor a role transitionrule and chamgesthe role
if aruleis found. If thereis no chang in the process
atributes,thenthefunction simply returrs the SID of the
process. For an object,if thereis no chang in the ob-
ject attributesfrom the relatedobject, thenthe function
simply returrs the SID of therelatedobjed.

The function then sets the MLS attributes
from the processcontet. It then calls the poli-
cydhc:policydb_cortext isvalid function to verify that
the securitycontet is valid. If the contet is not valid,
then the function returrs an error  Otherwise, it calls
the sidtah contet_to_sid function to obtaina SID that
correspndsto thecontet andreturrs.

3.5.3 sid_to_contex The un-
locked securitysid_to_context function panics if it
is calledbefae the securitysener hasinitialized, unless
the SID is precdefined. In this case this function returns
a string contairing the name of the initial SID. This
permitsthe AVC to call this function for a SID pair
whenwriting anauditrecordprior to theinitialization of
thesecuritysener.

If the security sener has initialized, then this
function looks up the security contet for the SID
in the SID hash table. It then calls the ser
vices.c:cotext_structto_string function. This function
computesthe lengthof the securitycontext string, call-
ing mls.c:mlscompue_contetlen to obtainthe length
of the MLS fields of the stringif the MLS policy is en-
abled.It thenallocatesabuffer of thatlengthusingkmal-
loc, copiestheuser role, andtypenamesnto the buffer,
and calls mis.c:missid to_context to write the MLS at-
tributesinto thebuffer. Thefunction thenreturns.
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3.5.4 contexttosid The un-
locked securitycontext_to_sid function parics if it

is calledbefae the securitysener hasinitialized, unless
the contet is simply the nameof aninitial SID. In this
case this function returrs the correspadinginitial SID.

This is not necessarybut it is provided to pardlel the
unlodked securitysid_to_contet function

If the securitysener hasinitialized, then this func-
tion createsa copy of the securitycortext string that it
canmodify asit parseshe string. It thenlooks up the
username,role name,and type namefrom the string
and setsthe valuesin a security context structue for
thesefields. This function calls mls.c:mlscontet_to_sid
to set the MLS fields in the security context struc-
ture basedon the remainer of the string. Then it
calls policydb_contet_isvalid to veiify that the context
is valid. If the context is valid, the function calls the
sidtah contet_to_sid function to obtaina SID thatcorre-
spond to the context andreturrs. Otherwise,it returns
anerror

3.5.5 load_policy The securityload_policy function

calls policych_readto createan in-memory represeta-
tion of the new configuration. It then apgies the ser

vices.c:validte classfunction to eachentryin the class
hashtableto velify thateachclassthatis definedunder
theexistingpolicy is still definedwith thesameattributes
in the new policy. Sincethe classand pernissionval-
uesarecompled into the objectmanages, the security
sener cannotpermitits valuesfor existing classesand
permissios to chang duiing systemopeation.

After checkingthe classes the securityload_policy
function appliesthe services.c:covert_contet function
to eachentry in the SID hashtableto corvert the val-
uesof users roles,types,sensitvities and cateyories in
the securitycontext structurefor eachSID to the corre-
spondhg valuesin the new policy. This function calls
mls.c:mlsconvert_contet to corvert the MLS fields of
thestructure After corvertingall of thevaluesthisfunc-
tion alsocalls policydb_cortext_isvalid to verify thatthe
context is still valid underthenew policy. If it is not,then
the SID is removedfrom the SID hashtable.

Thesecurityload_policyfunctiontheninstallsthenew
policy configurationasthe active policy, increnentsthe
latestgranting counter andcalls the avc ssresetinter
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PERMISSION(S) | DESCRIPTION
computeav Compuk accessvecbrs
notify_perm Notify abou permissions
transifon_sid Comput new object SID
membersid Compue memberSID
changesid Computrelabé SID

sid_to_context Obtan context

context_to_sid Obtan SID
load policy Loadnew policy
getsids Getactive SIDs

Tablel: Permissiongor thesecurty objed class.

faceof the AVC compnentto resetthe AVC. Theglobal
spin lock (sslock) is releasedbeforecalling the AVC.

Thisis necessarpecasethe AVC invokesary callback
functions registeredby the objectmanages for resets,
and thesecallback functions may perfam permission
checksto revalidate permssionsthat areretainedin the
stateof the objectmanagrs.

3.5.6 Other interfaces Since none of the imple-
mentedpolicies basetheir decisionson the history of
comgetedoperdions, the securitynotify_permfunction
simply returrs immedately whencalled. This function
is currertly nevercalledsincethekernelobjectmanagrs
have notyetbeenchan@dto notify the AVC of operatio
comgetion.

The securityfs.sid,  securityportsid,  secu-
rity_netif.sid, securitynode_sid, and securitynfssid
functions look for a matchingentry from the policy
configuation. If no entryis found, thenthesefunctions
returnthe apprgriateinitial SIDs. If anentryis found,
thenthesefundions checkto seeif a SID hasalreagy
beenallocatedfor eachsecuritycontext in the entry If
not, then thesefunctions call sidtabcortext to sid to
obtaina SID for eachsecuritycontet in the entry and
cachethe SID in the entry Thesefunctionsthenretumn
thecachedSIDs.

3.5.7 SystemCall Controls Thesecuritysener pro-
totypedefinesa securityclasswith a setof permissions
to cortrol the ability of applicatiors to usethe security
sener systemcalls,asshavn in Tablel. Theprecefined
securityinitial SID is usedas the tamget SID for most
of thesepermissiorchecks.The load_policy permrission
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CONTROL REQUIREMENT(S)

CALL(S) CLASS | PERM SSID TSID
compue.av securiyy | compue.av current | securty
notify_perm securiy | notify_perm current | securty
transition.sid | securiy | transitionsid | current| securty
membersid securiy | membersid current | securty
changesid securiy | changesid current | securty
sid_to_context | securiy | sidtacontext | current| sid
context_to_sid | securiy | contexttasid | current| securty
load_policy securiy | load policy current| file
getsids securiy | getsids current | securty

Table2: Contrd requiranentsfor securty calls.

checkusesthe SID of the configuation file asthe tar
get SID to pernit contol over the files usedfor policy
configuations.Thesid_to_contect permissiorcheckuses
the SID paraneterasthetarget SID to permitindividual
contrd overaccesso securitycontexts. Thepermissions
currerly requiredto invoke eachsystemcall areshovn
in Table2. Thesepernissionchecksareimplemente in
thesystemcall functionsin syscalls.c

Thecontet_to_sid permissiorcheckcouldbechange
to similarly usethe SID associatedvith the context pa-
rameterasthetarget SID. However, this is not currerily
useful,sincethe SID hasalrea¢ beenallocatedat that
point. If SID descriptos are implemered, then this
checkshouldbe changd to usethe SID descrigor. In
thatcasethe SID descripor canbereleasedf thecheck
fails.

4 AccessVector Cache

Theacceswvecta cachgAVC) is anew opeatingsys-
temcompnentthatprovidescachingof accesglecision
computationsto minimize the perfamanceoverheadof
the Flask securitymecharsms. This sectiondescribes
the setof interfacesprovided by the AVC to the kernel
objectmanagrs. It thendescribeghe setof interfaces
provided by the AVC to the securitysener. Finally, this
sectiondescribesheimplementationof the AVC.

4.1 Interfacesfor the Kernel

The datatypesand function protaypesfor the AVC
interfacesprovided for the kerrel object manages are
in the include/linux/flask/ac.h heade file. Theseinter-
facesareusedby the kernelobjectmanagrsto perform
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permissionchecksandto notify the AVC of completel
operdions. This subsectiordescribesachof the data
typesandinterfacesusedby thekernelobjed managrs.
For eachdatatype and function protaype, the type or
protaypedefinitionis listedfollowed by adescriptim of
thetypeor funcion.
void avc_init(v  oid);

The avc.init function initializes the AVC. The kernel
callsthis function afterthesuppat for dyramicmemoy
allocationhasbeeninitialized (init/main.c:start kernel)
so that the AVC may allocate memory using kmalloc
Alternatively, the AVC couldbe changed to resere low
memoy for its useduring thekernelinitialization.
typedef struct avc_entry_re
avc_ent ry_t *ae;

} avc_ent ry_ref t;

f{

#define
{ (h)->ae

AVC_ENRY_REF_INIT( h) \
NULL; }

#define
(dst)->ae

AVC_ENRY_REF_CPY(st,src) \
= (src)->ae

The AVC entry refererme type (avcentryreft) con-
sists of a pointer to an entry in the AVC. The AVC
returrs a refelenceto the entry usedfor a pernission
check. An object mana@r may save this refererce with
the correspndirg objed for subsequenuse in other
permissioncheckson the object. An object managr
mustinitialize a refererce before its first usewith the
AVC_ENTRY_REF.INIT macro.An objed managr may
copy arefereewith the AVC_ENTRY_ REF.CPYmacra
AVC entryrefereresshouldonly bederefeencedy the
AVC functions.

typedef struct avc_audit da ta {
char type;
#define  AVC_AUDI_DATA_FS 1
#define AVC_AUDT_DATA_NET 2
union {
struct  {
struct  dentry *dentry ;
struct inode *inode;
} fs;
struct  {
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*netif;
struct  sk_buff
struct sock *sk;
__ulé port;
__u32 daddr;

} net;
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} avc_aud it_data_t;

char
*skb;

#define  AVC_AUDI_DATA_INIT (d,_t) \
{ memset((d), O, \

sizeof( struct avc_audit_d ata)); \

(d)->t ype = AVC_AUDIT_DAA ## t, }

The AVC audit datatype (avc.audt_datat) consists
of object or parameterinformation provided by the
objectmanaer for the AVC to usewhena pernission
check is audited. This data supplenents the audit
information directly available to the AVC (i.e. the
SID pair, the class, the requestedpermissions,and
information abou the curren process). The typefield
indicateswhat type of datais being provided by the
object manage to the AVC. Currently two types
are suppoted: file system (AVC_AUDIT DATAFS)
and networking (AVCAUDIT DATANET). The
AVC_AUDIT_DATALINIT macromay be usedto initial-
ize thedatawith a specifiedtype.

If thefile systentypeis usedthentheobjectmanagr
may seteitherof thefieldsin thefs structureto identify
thefile involved in a permissioncheck. If a dentryfor
thefile is available,thenthe dentryfield shouldbe set.
Otherwisetheinodefor thefile maybeset.

If thenetworking typeis usedthentheobjectmanagr
may setary of thefieldsin the net structue. The netif
field maybe setto identify a network interface. The skb
field may be setto identify a paclet. The sk field may
be setto identify a soclet. The port field may be setto
identify a pott numker. The daddr field may be setto
identify anIPv4 addess.

inline int avc_has_pe rm_ref_audit (
securit y id_t  ssid,
securit y id_t tsid,
securit 'y class_t  tclass,
access_ vector_t  requested |,
avc_ent ry_ref t *aeref,
avc_aud it_data_t *auditda ta);
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The avchaspermrefaudt inline function deter
mineswhethe therequestegbermissionsaregrartedfor
thespecifiedSID pairandclass.If aeref refersto avalid
AVC entryfor this permissiorcheck thenthereferenced
entryis used.Otherwisethis fundion obtairs avalid en-
try andsetsaeref to referto this entry To obtaina valid
entry, this function first searcheshe cache.lIf this fails,
thenthis function callsthesecuritycompute avinterface
of the securitysener to compue the accessrectorsand
addsa new entryto the cache. If the appopriateaudit
accesyecta (audtallow or auditdany) in theentryindi-
catesthat the pernission checkshouldbe audited,then
this function auditsthe permssioncheck,usingthe au-
ditdataparaméer to supplenenttheauditinformation.

This function retums 0 if permissionis granted
If the security sener returns an error upa a Secu-
rity_computeav call, thenthis funcion returrs that er
ror. If thesecuritysener retunsasequencaeumkberthat
is lessthanthe latestpolicy chang sequencenumter,
thenthis function discardsthe securitysener respmse
andretuns-EAGAIN. If permissionis denied thenthis
function returns-EACCES

The kerné objectmanagrs call this function to per
form permission checls. Kernelobject manages may
alsousevariantsof this function, suchasavc_hasperm
avchaspermaudt, and avchaspermref, in orde to
omit the reference or auditdataparaneters. Kernelob-
jectmanages may alsousemacroversins of this func-
tion, suchas AVC HASPERMREF, AVC_ HASPERM
and AVC_HAS PERMAUDIT, in order to automdically
includetheclassnane in the permissionsymba.
inline int avc_notify

securit y_id_t
securit y_id_t
securit y class_t
access_ vector_t
avc_ent ry_ref t

_perm_ref(
ssid,
tsid,
tclass,
requested
*aeref)

The avcnotify_ permref inline function notifies the
AVC compnentthatanopegationassociatedvith there-
guestedpermissionshascompeted successfully If any
of therequestegbermissios arein the notify acceswec-
tor of the correspondig AVC entry, thenthis function
calls the securitynotify_perm interface of the security
senerto notify thesecuritysener thatthe operatio has
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competed successfully If aeref refersto a valid AVC
entryfor the requestegernissions,thenthe refeenced
entryis usedto obtainthe notify vecta. Otherwise this
function obtainsa valid entry andsetsaeref to referto
thisentryin thesamemanrerasavchaspermref audt.

This function retuns 0 if the notificatian is success-
ful. If the securitysener retuns an errorupona secu-
rity_computeav call or a securitynotify_ permcall, then
this functionretunsthaterra. If the securitysener re-
turnsa sequenenumterthatis lessthanthelatestpolicy
chan@ sequene nunber, thenthis function discardshe
securitysenerresposeandreturrs -EAGAIN.

Thekerrel objectmanageshave notyetbeenchange
to call this fundion. Kernelobjectmangersmay also
usea variart of this fundion, avc.notify_perm in order
to omit thereferere paraméer. Kerrel objectmanagrs
may also use macroversionsof this fundion, suchas
AVC_NOTIFY_.PERMREFandAVC_NOTIFY_PERM in
orderto autonatically include the classnamein the per
missionsymbol.

#define  AVC_CAILBACK_GRANT 1
#define  AVC_CAILBACK_TRY_REOKE 2
#define  AVC_CAILBACK_REVOKE 4
#define AVC_CAILBACK_RESET 8
#ifdef ~ CONFIG_RLASK_AUDIT
#define  AVC_CAILBACK_AUDITALOW_ENABLE 16
#define AVC_CAILBACK_AUDITALOW_DISABLE 32
#define  AVC_CAILBACK_AUDITIEENY_ENABLE 64
#define  AVC_CAIBACK_AUDITIENY_DISABLE 128
#endif
#ifdef ~ CONFIG_RLASK_NOTIFY
#define  AVC_CAILBACK_NOTIFY ENABLE 256
#define  AVC_CAIBACK_NOTIFY DISABLE 512
#endif
int avc_add_cal Iback(
int  (*callb ack)(
__u32 event,
security  id_t  ssid,
security _ id_t tsid,
security  class_t tclass,
access_ve ctor_t perms,
access_ve ctor_t *out_retain  ed),
__u32 events,
security_id  _t ssid,
security_id  _t tsid,
security_cl ass_t tclass,
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access_vect or_t perms);

The avcaddcallback function registers an object
manag@r callbackfunction callbad with the AVC com-
ponant for policy changenotifications. Whenthe secu-
rity sener callsan AVC interfacethatcorrespadsto an
evert in the seteventswith a SID pair, classand per
missionghatmatchssid tsid, tclassandperms the AVC
compnentcallstheregisterel callbad function with the
paranetersprovided by the securitysener. The call-
bad functionmaythenupdateary affectedpermissions
thatareretainedin the stateof the objectmanaer. The
wildcard SID, SECSD _WILD, may be usedfor the ssid
andtsid parametesto matchall SID values.Permission
vectos matchif they have a nonnull intersection The
meaniry of eachevert valueis explainedin thedescrip
tion of the correspnding interface in the next subsec-
tion. Callbackfunctions have not yetbeenimplemente
for the kernel object manages, so this function is not
currerily called.

4.2 Interfacesfor the Security Sewver

The function protaypes for the AVC interfaces
provided for the security sener are in the in-
clude/linw/flask/avess.hheaderfile. Theseinterfaces
are usedby the securitysener to managethe cacheas
neededfor policy charges. This subsectiondescribes
eachof theseinterfaces. For eachinterface, the func-
tion pratotypeis listed followed by a descriptionof the
interface.

int avc_ss_gran t(
securit y_id_t
securit y_id_t
securit y_class_t
access_ vector_t
__u32 seqgno);

ssid,
tsid,
tclass,
perms,

The avcssgrant function grans previously deniel
permissios for a SID pairandclass.ThewildcardSID,
SECSIDWILD, maybeusedfor thessidandtsid param
etersto matchall SID values.Thisfunctionaddstheper
missionsin permsto theallowedvectorin ary matching
entriesin thecache It thencallsary callbacls registera
by anobjectmanagr for the AVC_CALLBACK_GRANT
evert with a matchingSID pair, classand permnissions.

Permissiorvectas matchif they have a nonnull inter
section. This function updatesthe latestpolicy chang
sequene numker to the greaterof its current valueand
theseqgnovalue

int avc_ss_try_ revoke(
securit y id_t  ssid,
securit y id_t tsid,
securit y class_t  tclass,
access_ vector_t  perms,
__u32 seqno,
access_ vector_t  *out_reta ined);

The avcsstry_revoke function tries to revoke previ-
ously grantedpermissiondor a SID pair andclass,but
only if they arenotretainel in the stateof anobjectman-
ager If ary of thepermissionsn permsareretainedthe
retainedpermissios arereturnedin outretained The
wildcard SID, SECSD_WILD, may be usedfor the ssid
andtsid paranetersto matchall SID values. This func-
tion calls ary callbacksregisteredby an object man-
agerfor the AVC_CALLBACK_TRY_REVOKE event with
amatchirg SID pair, classandpernissions. Permission
vectos matchif they have a non-rull intersection Each
callbackis expectedto identify which matchingpermis-
sionsareretainal in the stateof theobjectmanagr. The
setof retainedpermissios returna by eachcallbackis
addedto outretained This functionthenremovesary
permissiosin permsthatwerenotretainedrom the al-
lowedvectorin ary matchingentriesin the cache.This
function updatesthe latestpolicy changesequencaum:
berto thegreateof its currer value andthesegnovalue.

int avc_ss revo ke(

securit y id_t ssid,
securit y_ id_t tsid,
securit y class_t  tclass,
access_ vector_t  perms,
__u32 seqno);

Theavc.ssrevokefunctionrevokespreviouslygrantel
permissios for a SID pairandclass,evenif they arere-
tainedin the stateof an objectmanagr. The wildcard
SID, SECSIDWILD, may be usedfor the ssid andtsid
paranetersto matchall SID values. This function re-
movesary permissios in permsfrom the allowedvec-
tor in arny matchingentriesin the cache. It thencalls
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ary callbacls registerel by an objed manaer for the
AVC_CALLBACK_REVOKE event with a matchingSID
pair, classandpermissions.Permissiorvectorsmatchif
they have a non-rull intersectio. Eachcallbackis ex-
pectedto revoke ary matchingpermissios that arere-
tainedin the stateof the objectmarager This function
upddesthe latestpolicy changesequene nunberto the
greaterof its currert valueandthe segnovalue.

int avc_ss_rese t(__u32 seqno);

Theavc ssresetfunction flushesthe cacheandreval-
idatesall permissios retainedin the state of the ob-
ject managrs. This function invalidatesall entriesin
the cache. It thencalls ary callbacksregistera by an
objectmanagr for the AVC_CALLBACK_RESETevert.
Eachcallbackis expectedto revalidate permissios that
areretainedn the stateof the objectmanageby calling
avchaspermrefaudt or oneof its variants.This func-
tion updats thelatestpolicy charge sequenenunmberto
thegreaterof its currentvalueandthe segnovalue.
int  avc_ss_set_

securit
securit

auditallow(

y_id_t ssid,

y_ id_t tsid,
securit y class_t ftclass,
access_ vector_t  perms,
__u32 seqno,

__u32 enable)

Theavc.ss setaudtallow functionenable®r disables
auditingof grantecpermissiongor a SID pairandclass.
Thewildcard SID, SECSD _WILD, may be usedfor the
ssidandtsid paranetergo matchall SID values.Theen-
ableflag shouldbe1 to enableauditingandO to disable
auditing This function addsor removes, depeiding on
the value of enalte, the permissios in permsfrom the
auditdlow vecta in ary matchirg entriesin thecachelt
thencallsary callbacls registeredby anobjectmanagr
for the AVC_.CALLBACK_ AUDITALLOW_ENABLE or
AVC_CALLBACK AUDITALLOW_DISARE event with
amatchirg SID pair, classandpermissions. Permission
vectos matchif they have a non-null intersection This
function updatesthelatestpolicy changesequenceum
berto thegreaterof its currer value andthesegnovalue.
int

avc_ss_set_ auditdeny(
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securit y id_t  ssid,
securit y id_t tsid,
securit y class_t  tclass,
access_ vector_t  perms,
__u32 seqno,

__u32 enable) ;

Theavc ss setauditdenyfunction enableor disables
auditingof deried permissios for a SID pair andclass.
It hasthesamebehaior asavc ss setaudtallow, except
thatit modfies the auditdenyvectorandit is associated
with the AVC_CALLBACK AUDITDENY ENABLE and
AVC_CALLBACK_AUDITDENY.DISABLEevents.
int avc_ss_set_

securit
securit
securit y_class_t
access_ vector_t
__u32 seqno,
__u32 enable)

notify(
y_id_t
y_id_t

ssid,
tsid,
tclass,
perms,

Theavc ss setnotify functionenablesor disableno-
tification of comgeted opeations for a SID pair and
class.It hasthe samebehaior asavc ss setauditdlow,
excep that it modifiesthe notify vectorandit is asso-
ciatedwith the AVC_CALLBACK_NOTIFY_ENABLEand
AVC_CALLBACK_NOTIFY_DISABLE everts.

4.3 Implementation

This subsectiordescribeghe implemertation of the
AVC. The includelinux/flask/arc.h heade file contains
the inline AVC functiors that are called by the kernel
objectmana@rs. The kernel/avc.csourcefile contains
therestof theimplemenationof the AVC.

The avcinit interfaee is implemerted in avc.c This
function allocatesmemay for all of the cache en-
tries using kmalloc and addsthem to an internal free
list. This function also allocatesa page of mem-
ory using __getfreepage to use as a buffer for the
fs/dcate.c:d_pathfunction whencreatingpathnanesfor
auditrecods.

Both avc has permref audit andavc.notify permref
are implemented as inline functiors in avc.h Each
of thesetwo functions disablesinterrupts locally and
takes a single global spin lock (avclock) on en-
try using spinlockirgsave and each function uses
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spinunlod_rgrestoe befae returring. The avclock
is releasedefae calling securitycompute_av andreac-
quiredupan the returnfrom that call sothatthe AVC is
not locked duiing the accesssecta compuation by the
securitysener.  Similarly, the avclock is releasedbe-
fore calling securitynotify_perm The two inline AVC
functions call avc.c:avclookupto searchthe cacheand
avc.cavcinsert to adda new entry to the cache. The
avchaspermrefaudt functioncallsavc.c:avc_audt to
auditpermssionchecks.

The avc.c:avc.audt function uses printk to log
whetherpermissionwas grantel or denied the names
of therequestegbermissios, the securitycontexts of the
SID pair, andthenameof theclass.If thecurreri process
hasa nonzeo PID, thenthe PID andexeautablepathof
thecurren processarealsologged Theexecutablepath
is determired by usingthe fs/dcatec:d_path function
ontheexecuables dentry.

If file systemaudit datais set, thenthe path, device
numker andinodenumbe arelogged The pathis like-
wise deternined usingd_path If networking auditdata
is set,theninformationabouteachfield thatis setin the
net structureis logged If the soclet field is setto an
AF_INET soclet, thenthe local and foreign addesses
of the soclet are logged. If the soclet field is setto
an AF_UNIX soclet, thenthe pathor abstractnameis
loggad. If the abstractnamespacewas used,thenthe
initial NULL charater is replacedwith an“@” chara-
ter. If the pacletfield is setto anIPv4 paclet, thenthe
sourceanddestinationaddressearelogged. If the net-
work interfacefield is set,thenthe nameis logged.

The avcssgrant, avcsstry_revoke, avcssrevole,
avcsssetaudtallow, avcsssetauditdery  and
avcsssetnotify functions are implemente in avc.c
Eachof thesefunctionscalls avc.c:asc_contol with the
correspndirg event value. The avc.contol function
calls avc.c:arc_upchate_cache to upcdate ary matchirg
entriesin the cache,and avc_contwol calls eachof the
callbacksregisteredfor the eventwith matchingparam
eters. If the eventis AVC_CALLBACK TRY_REVOKE,
then avcupdde_cache is not called until after the
callbacks have been called, since the function must
obtainthesetof retainedbermissiongrom the callbacks.
The avcupdatecace function disables interryts
locally and takes the global spin lock (avclock) on
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entry, releasingthe lock and enablirg interrugs befae
returnng. The avc.contol function disablesinterrypts
andtakesthelock only to updatethelatestpolicy chang
sequenenumter.

The avcssreset function is also implemened in
avc.c This function disablesinterruypts and takes the
globd spin lock to invdidate the cache. Then, af-
ter enalling interrugs and releasingthe lock, this
function calls each of the callbacks registered for
the AVC_CALLBACK RESET event. Finally, the
avcssresetfunction disablesinterupts and takes the
lock againto update the latestpolicy chang sequene
numter.

5 ProcesdManagement

This sectiondescribs the designandimplementation
of theFlasksecuritymechanismgor Linux processnan-
agemeh

5.1 Design

In this section the designof the Flasksecuritymech
anismsin the Linux processmanagerantcompneri is
described This sectionbegins by discussinghe object
classeghatrequite contrd. Next follows a discussiorof
the new permissions.Thenthe contrd requirenentsfor
the processmanagmentsystemcalls are outlined Fi-
nally, thechangsto the API aredescriled.

5.1.1 Object Classes Processesre the major ab-
stractionin the processmanagmentcompaent. The
processobject class was definedfor this abstraction
Whena processs createdit is assigneahe SID of its
paren. ThatSID mayonly be change whenanew pro-
gramis executed Unlessotherwisespecified,the new
SID depensontheold SID andthe SID of thenew pro-
gram.Sincethe compuationof the new securitycontext
may involve policy-specificlogic, it mustbe computed
by the securitysener.

An additioral objectclass,capalility, wasdefinedto
contrd the useof Linux capabilities. It is sufficient to
only checkcapabilityuse,but it could alsobe usefu to
placecontols over their distribution thatcouldaugmat
thecurrent appro@h . However, atthistime thatwill not
bedone.
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PERMISSION(S) | DESCRIPTION
exeaute Execute
transtion SID Transiton
entrypoint Entervia program
sigkill Signal

sigstop

sigchid

signal

fork Fork

ptrace Trace

getsthed Getschedte info
setschd Setschedie info
getsesion Getsession
getpgd Getprocessgroup
setpgd Setprocessgroup
getap Getcapailities
setca@ Setcapailities

Table3: Permissiosfor the procesmbjectclass.

5.1.2 Permissions Table3shavsthepermissiosde-
finedfor the processmanagmentcommnent. The pro-
cessxecutepermissionis usedto contrd theability of a
processto executefrom agiven exeautableimage.Thisis
distinctfrom thefile executepermssionwhichis usecto
contrd theability of aprocesgo initiate theexecuion of
aprogram.SinceLinux onthex86 doesnotsuppot read
without execute permissionson memorypagesthe best
degree of cortrol that can be obtaired in secureLinux
will befrom theprocessxecutegpermissiorcheckthatis
done Theimplication of this is thatit will be possible
for a processo be tricked into executing memay that
waswritten asdata. This prodem would not be present
onotherarchitectuesthatdo not have this limitation.

Thetransitionpermnissionis usedto contrd theability
of a processto transitionfrom one SID to anothe. The
entrypoirt permissionis usedto contiol what progams
may be usedasthe entry point for a given proessSID.
This permissionis similar to the proessexecutepermis-
sion, excep thatit is only checledwhena processtran-
sitionsto anew SID. Hence thesecuritypolicy candis-
tinguishbetweerwhatprogiamsmaybe usedto initially
entera given process SID andthe full setof progams
thatmaybeexecuedby thatprocessSID.

This entrypant permissionis especiallynecessaryn

an ervironmen with sharedlibraries, since most pro-
cessesnustbeauthoizedto execue thesystenmdynamic
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loader Without separatecontrol over entry point pro-
grams,ary securitylabel could be enteredby executing
the systemdynanic loader Separatentry point contiol
is alsonecessaryn orderto suppat securitylabeltran-
sitions on scripts, sincethe new securitylabel mustbe
authaizedto executetheinterpgreterandthescript.

Separatgermissiongor eachsignal could easily be
defined but until empiricalevidercesuggestshisis nec-
essarythis will notbedone.Separatgermissionsvere
definedfor the SIGKILL and SIGSDP signals,sigkill,
sigstoprespectiely, sincethesesignalscanna becaudnt
orignored. A separatgernission,sigchld wasalsode-
finedto contrd the SIGCHLDsignalbecaus&xperience
demastratedhatit wasusefu to contiol this signalsep-
arately A singlepermissionsignal will beusedto con-
trol theremainirg signals.

Theptracepermissions usedo contol theability of a
processto traceanothemprocess.Thegetsded setsted
getsessiongetpdd, setpgid getcap andsetcappermis-
sionsare usedto control the ability of a proessto ob-
sene or modify the correspndingattributesof anotter
process. Additional potertial controlsfor schedling,
sessionsprocessggroups, and capabilitiesare discussed
in Section10.

Currently a separatepernission for eachLinux ca-
pability is definedfor the capaliity objectclass. This
allows contrd over all of the abstractioa for which ca-
pabilities are currently defined. In the future, the con-
trol points for eachcapality will requre reexamination
to detemineif the capaliity permissioris sufficient to
contrd theresoure.

5.1.3 Control Requirements Table4 shavsthecon-
trol regurementsfor proeessmanagerant systemcalls.
In it, the contrd requiementsfor eachsystemcall are
specified,whereeachcontrd requirenent is describe

by theclass pernission,sourceSID, andtarget SID used
in apermssioncheck.Sincemultiple callsmayhave the
samerequiementsmorethanonecall maybe listedin

theleftmostcolumnof a singletableentry In this case,
all of therequiementsn thattableentryapplyto all of

thecalls. In the table,the pathtarget SID indicatesthat
thepermssioncheckshoud beappliedto eachdirectoy

in the pathprefix, andthe diredory classis abbeviated
by dir.



5 PROCESSMANAGEMENT

5.1 Design

CONTROL REQUIREMENT(S)
CALL(S) Class Permission| SourceSID | TargetSID
execwe Dir search Current Path
File execue Current File
Process| transiion Current New
Process| entrypant New File
Process| execue New File
Process| ptrace Parent New
FD inherit New FD
kill Process| sigkill Current Tamget
sigstop
sigchld
signal
wait Process| sigkill Child Current
sigstop
sigchld
signal
fork Process| fork Current Currert
clone
uselib Process| execue Current File
ptrace Process| ptrace Current Target
getproority Process| getschd Current Tamet
getscleduler
getpaam
setpriaity Process| setsched Current Tamget
setschduler
setparan
getsid Process| getsession| Current Tamet
getpgd Process| getpgd Current Tamet
setpgid Process| setpgid Current Tamet
capge Process| getca Current Target
capset Process| setcap Current Target
Table4: ProcesdvianagenentContrd Requirenents.
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The execvesystemcall is the mostcomplicaed pro-
cessmana@mentcall to contiol. Therearetwo relevant
file systempermissiorchecksthesearch checkbetween
theprocessSID andSID of eachcompamentof the path-
nameto velify thatthe progamcanbeaccessedndthe
executecheckbetweerthe curren proassSID andnewv
progam’s SID to veiify thattheprogamcanbeinitiated
by a proesswith that SID. Thefile systemcontiols are
describedn Section 6.1 A processxecutecheckbe-
tweenthe new processSID andthe new progamSID is
doneto verify thatthe new processmagecanexecutein
thesecuritycontext of the proaess.

SinceLinux supprts a variety of binary formatsthat
mustbe handledduringthe execvesystemcall, notonly
must accessto the program that is to be execued be
contrdled, but accesdo whatever progamsare usedto
suppat the exeaution of thatprogam mustalsobe con-
trolled. An exanple of this is thatwhena scriptis ex-
ecuted,accesdo the script mustbe checled aswell as
accesdo theinterpreterof the script. Similarly, execute
checksfor sharedibrariesareneead. In addition exe-
cutioncheckswill beplacedn theLinux-specificsystem
call, uselih to cortrol a proess’ability to specifya par
ticular sharedibrary duringexecttion.

Theability of aprocessto changits SID mustbecare-
fully contolled. Thisis dore during the execveprocess-
ing sincethisis theonly placewherea processSID may
chan@. Whetherthenew SID is specifiedor resultsfrom
adefadt transition,thetransitionpernissionis checled
betweenthe old andnew SIDs, andthe entrypointper
missionis checled betweenthe new SID andthe pro-
gramSID. SID transitiors on executable scriptsare not
preventedasis currerily donein Linux with setuidtran-
sitions. Transitionsare prevented,however, if the pro-
cessis sharingpartsof the processtate, suchasthefile
descripto tableor signalhanders, ascouldbe the case
whencertainvaluesfor theflagsaresuppliecto clone If
theprocesss beingtracedthenthe ptracepermissionis
checledbetweerthe parentprocessandthenew SID.

Whena SID transitiondoesoccurit is alsonecessary
to revdidateary descripiors. Theneedto cortrol file de-
scriptorsis further discussedn section 6.1. Theinherit
permissiorfor file descriptos is checledfor eachopen
descripto. Any descripto that doesnot passthe check
will beclosed.Oneconsegenceof thisis thatit is quite
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possiblethatstdin, stdout andstderrcouldbeunexpect-
edly closedon anexecve Thisis only aninconvenierce
exceq in thecorstructionof commaurd pipelines. Several

optiors to minimizethisimpactexist. It maybepossible
to addessthis solely within the current framework with

corret policy specification.lt may prove worthwhile to

contrd thesedescriptos separatelfrom therest. It may
alsobe practicalto modify the shellor constrict special
wrapper progamsto hardle descriptorinheiitanceand
securitytransitiongroperly. Theissueis still beingstud-
ied.

The sigkill, sigstop sigahld and signal permissions
wereaddedto contrd whetherparticularsignalsmaybe
sentto a processwith a given SID. As signalsare only
geneatedfrom within thekernelor local processesper
missioncheckng will only be dore whenthe signalis
sentandwill notberequiral whenit is receved. Before
a signal can be deliveredthe appopriate permissionis
checledbetweerthe sendeandreceiver SIDs. Because
thefentl call canbe usedto settherecipientof a signals
geneatedfrom asynchonows I/O, the SID of theprocess
mustbesavedin thedescriptiorto allow appr@riatesig-
nal checkirg to be dore whenthe kernel generateshe
signal.

The ability of one processto wait on anotherneeds
to becontrolledbecausénformation canbe passedvith
theexit status.Origindly, thedesigncalledfor aprocess
wait pernission. It wasplanredthatwhenever asecurity
contet transitionwasto occur, this permissiorwould be
checledto deternine if theparentprocessvouldbeable
to wait on the child. If so,thennormal processingoud
proceed. However, if the parentwasto be forbiddento
waitonthechild, thechild wouldhavebeerrepaentedo
theinit processandthe paren avakeredwith anappre
priateerra status. This approgh hadto be abandoed
becausé proveddifficult to guaantegheprocesgrowp
semantic®f Linux.

The sameeffect can be more cleanly achieved with
the signalpermissionsWhenthewait systemcall is ex-
ecutedthe proceswill only be allowedto wait if there
is a child processthat matche the agunmentto the call
thatis permitted to sendits exit signalto the process.
Thisexit signalis setduiing proesscreationandcannot
be changd. If the permissioncheckfails andno other
matchirg childrenprocesseghatcansendtheir exit sig-
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nal to the parentexist, the calling processis given an
errormessagéndicatingthatno child wasfound.

Whenaprocesaindegoesa SID transitiont is possi-
blethatthepolicy will nolonge permitasignalto bede-
liveredto ary proessesvaitingonthatprocesswhenthe
transfomedprocesgerminatesTo ensureghatawaiting
processis notleft waiting in suchsituations SID transi-
tions causewaiting processesto be awakened Waiting
will contirueonly if it is in accoréncewith the policy.

Control of the exit systemcall is not requred. The
two issuesassociatedvith it, receving exit statusinfor-
mationand being signaledby a child processarehan-
dled by the checkirg donefor the wait call and signal
mechaism. A sideeffect of this decisionis thata zom-
bie processnayberetainedin the procesdableuntil its
paren diessinceits parentmaybe preventedfrom reap-
ing it. In that case,the zombial proesswill have to
be repareted to the init processor reapirg, a mecla-
nismalreadypresentn Linux. To make this designwork
properly, it mustbe possiblefor all processegegadless
of their securitydomain,to signaltheinit processto en-
surethatit will beableto reaporphanedprocessesThis
couldbeguarnteedisingthesecuritypolicy mechasm
or throgh codemodificatiors to the signalmechaism.

An additicnal ramificationof usingsignalcortrols to
hande wait and exit notificatiors comesas a result of
aPOSIXrequiementPOSIX3.2.22) to signalary pro-
cesgroyp with stoppedobswhichbecanesorphanedas
aresultof anexit. If aproceshasundergonea SID tran-
sition afterit hasdoneoneor moreforks, its deathwill
causea signalto be sentto thosechildreneventhoud
thepolicy might prohibit it.

Linux presentsaan additioral issuewith regard to sig-
nalsandexiting. It is possiblefor aprocesdo setthesig-
nalthatit will receivewhenits paren exits. Thecheckirg
in the signalmechaismwill deternineif this signalcan
bedelivered,butit maybedesirableo contrd theability
to usethe prctl systemcall which setsthis signal. This
issueis still beingexplored.

BecauseSID transitionsdo not occurduring the fork
systemcall, mostsecuritypolicieswould not requiie the
explicit contrd of thiscall. Somepolicies,however, may
have a needto restricta process’ability to createa new
process. Thefork pernissionwasaddel to suppat such
policies. It is checledduring callsto fork andits Linux-
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specificgeneralizatia clone

The ptrace call is contrdled using the ptrace per
mission. This permissionis initially checled upm
a PTRACEATTACH or PTRACE.TRACEME request.
In the caseof PTRACE_.TRACEME, the permissionis
checledbetweerthe parentprocessandthe calling pro-
cess. Otherwise,it is checled betweerthe calling pro-
cessandthetarget processThepernissionis alsoreval-
idatedon the otherptracerequestssincethe calling pro-
cessmay have changd its SID or the policy may have
chan@d. As describeckarlier the ptrace pernissionis
alsochecledduring execvef theSID of atracedprocess
changs.Finally, the ptracepermissioris checledwhen
aproessattemptdo accesshe memfile of anotter pro-
cessn theprocfsfile system.

The  getpriority, schedgetstheduler, and
schedgetpaam calls are contrdled using the getsthed
permission The setpriority, schedsetstieduler and
schedsetpaam calls are contrdled using the setstied
permission The getsid getpgid and setpgidcalls are
contrdled using the getsession getpgid and setpgid
permissios, respectily. The capget and capsetcalls
are contrdled usingthe getcapand setcappernissions,
respectrey. Thesepermissionsare checled between
thecalling proeessandthetarget processif they differ.

Most systemcalls thatrequiresuperser privilegesto
run shoud also be contolled by the policy. For these
calls, it may only be necessaryo assigna pernission
thatdeterninesif a processwith agiven SID canexecue
the call. SincetheLinux capaldity mechanisnalreay
contrds mary of thesecalls, the capalility permissions
areusedto make themsubjectto thecentralsecuritypol-
icy. Thesourceandtamget SIDS usedin the capaliity
permissiorcheckng areboththatof the current process.
Capabilitiesarediscussedurtherin Section10.

Systemcallsthatonly pernit a processto obsere its
own private stateor to modify its own ungrivileged pri-
vatestatetypically donotrequre contrds. Someof these
calls arelisted in Table5. Otherprocessmanagment
systemcalls may needto be contrdled by the policy. A
review of the systemcall interfaceto determire the set
of callsthatneedadditianal contols is describedn Sec-
tion 10.

Editorial Note:
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DESCRIPTION
Obtan currentprocessnformation

CALL(S)
get*uid
get*gid
getgloups
getitimer
getpgp
getpid
getppd
getrlimit
getruisage
signal
sigacton
sigalstak
sigproanask
sigpendng
sigsuspend
nanoslep
pause

Signd handling

Pauseexecution

Table5:

quirements.

ProcessManagmentSystemCalls without Control Re-

execve _secure(..., sid)
Executea file with a specifia SID.

getsecsid()
Getthe SID of currentprocess.

getosecsid( )
Getthe SID of currentprocessrior to the lastexeo/e

Figure 15:  New Linux processmanagenent systemcalls for
securty-aware applications.

Tables4 and5 respedtely will be augmengd to include
all PM systemcalls thatdo or do not requirecontrol.

5.1.4 API extensions Figure 15 lists the new pro-

cessmanagmentsystemcalls for security-avare appli-
cations. A new call, execvesecue, wasaddedto allow
a security-avare applicationto specify a nev SID for

thetransfornedprocessesultingfrom theexeationof a
new program.Currently thistheonly wayto allow apro-

cessto specifya SID to whichit will transition. The ex-
ecvecall will beawrapger arourd this call thatreqiests
thetransitionSID to becalculatecby thesecuritypolicy.

Two othersystemcalls, getsecsidand getosecsidwere
addedto allow a processto getits SID andits SID prior

to thelastexecvecall respectiely.
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STRUCT FIELD
task sid
osid
avc_ref
linux_binprm | sid
fown_struct sid

Table6: Changsto processnanagemet datastruduresfor labet
ing.

5.2 Implementation

In this section,the implemenation of the Flasksecu-
rity mechanismn theLinux proeessmanagmentcom-
ponant is described This sectionbegins by discussing
theimplementationof suppot for labelingproessman-
agemenhobjects. Then the implemenation of the new
systemcalls is descriled. Finally, the mappirg of the
contrd requrementsto the codeis specified.

5.2.1 Labeling Only minimd modificatiorsto Linux
datastructuresarerequired to suppot the processnan-
agemenlabelingrequiementsasshavnin table6. New
fields for the SID of a processandits SID prior to the
last call to exec were addedto the task structue. To
allow the systemto function properly, the INIT _TASK
definedin include/linux/sdyedh hadto be modifiedto
initialize thesenew fields to the initial SID definedin
flask/initial_sids A pointerinto the acceswectorcache,
avcref, wasalsoaddedo thetaskstructureo beusedas
aperformane enhawing hint to theaccesvectorcache
entry likely to containthe resultsof permissioncheck
ing for that process. A SID field was requirel in the
linux_binprm structurewhich is usedduring exec pro-
cessingto prepae the transfamedbinary imageof the
process. Lastly, a SID field was also requied in the
fown_structto allow proper permissiorcheckirg on sig-
nalsgereratecby asynchonaus|1/O.

5.2.2 API Extensions The existing Linux APl was
extended to includean execvesecue systemcall which
hasoneadditinal parameteto specifythe securitycon-
text for the transfomed process. The main routine for
execveprocessingdo_execvein fs/exec.¢ wasrename
to bedo_execvesecue, andanadditioral paraméerwas
addedfor the SID of the specifiedcontext. A new
do_execvethat calls do_execvesecue with a null SID
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was addedto hande the existing execvecall. Whena
null SID is encainteredduring processingthe security
sener is consultedvia the securitytransitionsid inter-
facefor adefault SID thatwill beused.

The two new processmanag@mentsystemcalls were
straightfowardly implemened in the sysgetsecsidand
sysgetosecsidroutines addedto kernel/stiedc. Like
othersimilar calls, thesetake no algumentsand retun
the appopriateelementof the task structue as pointed
to by current As theinformationis requesteanly in the
context of the calling processno securitycheckirg was
requiedfor thesecalls.

All threecalls wereaddedto the new securitylibrary
libsecue anda new headcr file, proc_secue.h wascre-
ated. Additiondly, new _secue versions of the other
forms of execwhich allow the specificatiorof a security
context were addedto this library. Alternatively, these
couldhave,andprobably shoud have, beenplacedn the
C library. They wereadded to this new library for ease
of implemenation and for portalility reasonsand will
likely bemoved to the C library in thefuture.

5.2.3 Control Requirements The processmanag-
ment permissionswere definedin flask/accessectors
andinterpretedor eachcommnentpolicy in theapproe
priatefiles in policy. It is throughthesepolicy files that
theneedto allow every processto signaltheinit process
wasaddressedPermissiorchecksusingthe AVC inter
facewereadde at various placesthroughait the kernel
asneeded

A convenient location to place the execve access
checkswas in the prepae_binprm kernel routine used
in the implemertation of the execvecall. This routine
wasthe natual chdce becaseit is usedfor loadingthe
execuable requestedn the systemcall agumentsand
alsoary other execuablesindicatedby the binary im-
ageheacar. The specifiedSID for the new processm-
agewas madeaccessiblgrom the linux_binprm struc-
ture built for the call. The other SID values necessary
for permission checkingwere alreag accessibléfrom
within thisroutire. In generalplacingtheaccesghecks
in this routine madeit unneessaryto placeadditioral
checksn all of theindividual binaryhandles. However,
it wasnecessaryo addprocessexecuteandfile_execute
checksin the ELF binay hardler sinceit was possi-
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ble that it codd call other interpetersthat otherwise
would have gore unctecked. Thesecheckswere adde
to do_load_elf_binary in fs/binfmtelf.c.

Sincesharedibrariesareloadedusingmmap a pro-
cessexecutecheckwasneeadin the old_.mmaproutine
definedn arch/i386/lkernel/sysi386.c Section6.1.3de-
scribegshecompetecontiol requirenentsof mmap This
check,however, is not sufficient on the x86 architectue
sincea file maybe mmagpedreadonly andstill be exe-
cuted.Thisis actuallyaninstanceof thegenerprodem
of not beingableto contrd execuion of anything thata
processcanread. The securityimpactof this particdar
prodem andthe bestway to minimize it arestill beirg
investigated.

Whenever acall to execves goingto resultin achang
in security context, additional action must be taken to
ensurethat the policy cannot be violated The call is
abortel with the global varieble errno setto EPERM
when thereis inappopriate sharingthat resultedfrom
a previous call to clone Similarly, the call is abortel
with EPERMIf the processis beingtracedandthe par
ent processlacks ptrace permissionto the new SID for
the process. Opendescriptos mustbe revaidated with
the inherit permissionand closedwhennecessaryThis
is dore in a new function, revalidate_fds which is mod
eled after the flushold_files routine usedto checkthe
closeon_exec flag, called from the flush.old_exec rou
tine. Finally, the computecredsroutine was modfied
to updatethe sid andosid fields of thetaskstructureand
to call walke_up_interruptible on the paren to force per
missioncheckingif the parentwaswaiting on the trans-
formedprocess.If theprocessis notwaiting, this action
is harmless.A small side effect to this apprachis that
it is possiblefor a parentprocessto noticethatits child
hasundegore a SID transitionwhich preventsit from
waiting.

Linux currently checls if signalsmay be deliveredin
thesendsig_info routinedefinedn kernel/signal.avhich
is thecentralcontrd poirt for thesignalmechanismThe
appr@riate signal permissioncheckswere placedim-
mediatelyafter the existing checks. When the checks
fail, theglobd variabe errnois setto EACCES.Linux’s
signalchechng for signalsresultingfrom asynchroous
I/O is donein the sendsigio routinedefinedin fs/fcntl.c
Heretoo, the permissiorcheckingis dore following the
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existing checks.Onfailure,no signalis sent.

Signalcheckings alsousedto contrd aprocess’abil-
ity to wait on anotter. Checksto determire if a child’s
exit_signal canbe deliveredto the parert wereaddedto
the syswait4 routire in kernel/it.c. Wheneer a pro-
cessis awakened Linux checksto seeif the wait call
shouldreturnor if the processshouldbe placedbackto
sleep. At this time, the permissionchecksare repeatd
to ensurethat the waiting proesscan contirue to wait.
If not,thewait call returrs with theglobal variableerrno
setto ECHILD. Thisensuesthatthewaiting processwill
not be blocked indefinitely In this case whenthe child
evertually exits, it will remainazombed processuntil it
canbereapedy theinit process.

The execute pernission check for a sharedlibrary
specifiedin uselib was placedin sysuselih Failure
abortsthecall with theglobal variableerrno setto EAC-
CES.

No specialchangs to fork or clone were necessary
to handlethe initialization of the new fields of the task
structure Whenthe init processis properly initialized
during systemstartup, thosefields are inheiited from
the parentproeessduring processcreationautomaically
without modfication to the existing code. Since fork
is implemented as a special caseof clone only the
clonecall actuallyneedednodfication. The pernission
checkirg wasaddedo thedo_fork routine definedin ker-
nel/fork.c TheSID of thecurrentprocesswasusedwice
in the call to the AVC. Failure abortsthe call with the
globd variableerrno setto EACCES.

The ptracepernissioncheckwasaddedto the ptrace
systemcall (arch/i386/kernel/gracec:sysptrace), the
execve call (fs/exec.c:mstnottraceexecflask, and
the access rouines for the mem file in procfs
(fs/proc/mem.c:gttask. The schedulig, sessionand
process groyp permissionchecls were addedto the
correspndirg systemcalls in kernel/sted.cand ker-
nel/sys.c The setcapand getcap permission checks
were addedto the corresponéhg systemcalls in ker-
nel/cagbility.c.

Thechecking for all of the capaliity permissioswas
centralizedn asinglelocation the capablefunctionde-
fined in include/lin/sthed.h Becausethe capaliity
checksaredore here,not all of the context information
thatmightmake moreinterestingsecuritypoliciespossi-
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OBJECTCLASS
pipe

direcory
regularfile
symboliclink
charaterdevice
block device
FIFO

soclet file

file system

file descripton

Table7: Objed classedor the Linux file systemcomponent

bleis available.This limits thecheckto only the current
process SID and preventsthe ability to limit the useof

a capabilityon a perobject basisaswas possiblein the
DTOS system.The AVC referacein thetaskstructue
wasusedfor thesepernissionchecls. An importart note
is thatthe capabilitypermissiongorrespadto thecapa-
bility definitiorsin linux/include/linux/cgability.h. The
implemenationof thecheckirg mechaismis depemlent
onthecorrect orderingof the permissiordefinitionswith

respecto the capabilitydefinitions.

6 File System

This sectiondescribs the designandimplementation
of the Flasksecuritymechaismsfor the Linux file sys-
tem.

6.1 Design

This sectiondescriles our designfor integratirg the
Flask security mechaisms into the Linux file system
commnent. It begins with a discussionof the object
classesaandpermissios definedfor thefile systemcom-
ponant. This is followed by a descriptionof the con-
trol requilementsfor the systemcalls usedto manag
andperfam directay andfile operatims. Then,the ap-
proad for providing persisteniabelsfor files, directo
ries,andfile systemds discussedFinally, the new file-
relatedsystemcalls definedfor security-avare apgica-
tionsaredescribed

6.1.1 Object Classes The logical abstractionspro-
vided by the Linux file systemcompmnentwerestudied
to detemine the setof objectclasseghat neededo be
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labeledandcontolled by the Flaskmectanisms.Theset
of objectclassedor thefile systemcompnentis shavn
in Table7. Threeabstractios thatneedto becortrolled,
pipes files, anddirectorieswereimmediatelyevidentin
the Linux API. Files werefurther refinedinto separate
objectclassedor eactfile typedefinal by theLinux AP,
i.e. regularfiles, symboliclinks, charater devices,block
devices,FIFOs,andUnix domain socletfiles.

Whenapipeis createdit inheiits the SID of thecreat-
ing procesdy default. Whena directoy or file is cre-
ated, it is assigneda SID that represets the security
contet in which it is createdby default. This context
deperls on the securitycontext of the creatingprocess
andthe securitycontext of the paren directoy. Since
thecompuationof thenew securitycontext mayinvolve
policy-specificlogic, it mustbecompuedby thesecurity
sener.

Although file systemsarenot treatedasfirst-classob-
jectsin the Linux API, a separatebject classwas de-
finedfor thefile systemabstraction Entire file systems
arelabelednotonly to contiol operatims suchasmoun-
ing andunmountirg but alsoto repiesentthe aggegate
labelof all files within thefile system.

Finally, an object classwas definedfor the file de-
scription abstraction The term file descriptionis used
by POSIX[3] to describeheinformationreferercedby
afile descriptore.g. thefile offset,file statusandfile ac-
cessmodesfor anopen file. File descripors maybein-
heritedacrossexecvecalls, andthey may be transferre
throwgh IPC. Consequetly, it is necessaryo label and
contrd file descripions. The SID of afile descriptim is
inheritedfrom the SID of the proessthatcreatedt.

6.1.2 Permissions Foreachobject classasetof per
missionswasdefinedto contwol accesgo objectsin that
class.Thesepernissionswereidentifiedby studyng the
servicesprovided by the Linux file systemcompaent.
For eachservice,the objectswhosestateis obsered or
modifiedby the servicewereidentified andpermissions
for thecorrespondig objectclassesveredefinal.

Table 8 shaws the permissionsdefinal for contrd-
ling accesdgo the pipe objectclassandto the file ob-
ject classes.Unlike the existing Linux file permissions,
which only contrd the ability to opena file, the Flask
readandwrite permissios aredefinedfor theactualser
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PERMISSION(S) | DESCRIPTION
read Read

write Write or append
append Append

poll Poll/select

ioctl 10 control

crede Creae

execute Execute

acess Checkacassibilty
gefttr Getattributes
setatr Setattributes
unlink Remave hardlink
link Creat hardlink
renane Renamehardlink
lock Lock or unlock
relabelfrom Relabel

relabelto

transition

Table8: Permissiongor the pipeandfile object classes.

PERMISSION(S)| DESCRIPTION
add.name Add aname
remove_name Remae aname
reparet Charge parentdirectory
search Seart

rmdir Remawe

mounton Useasmountpoint
mountassoeite

Table9: Additional permissimsfor the diredory object class.

vicesof readirg from afile or writing to afile. Theim-
plicationsof this stricterdefinition arediscussedurther
in Section6.1.3 A separat@ppendpernissionwasde-
fined to suppat append-aly accesdo afile. Whereas
theexisting Linux accesgontrds pernit certainservices
basedonly on the attributesof the directoy, suchasthe
servicefor obtairing a file’s attributesandthe services
for addng, remaoving or renaning a hardlink to a file,
Flaskprovidesfinergrainedcontiol throughcorrespad-
ing file permssionssuchasgetattr, link, unlink, andre-
name Threepernissionsaredefinedfor therelakel ser
vice, sinceit is usefulto contiol therelationshipbetween
eachpairing of the threeSIDs involved: the SID of the
subjecttheold SID of thefile, andthe new SID for the
file.

Table 9 shaws the additioral permissiongefinedfor
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PERMISSION(S)| DESCRIPTION
mount Mount

remount Chargeoptions
unmount Unmount
getatr Getattributes
relabelfrom Relabel
relakelto

transiion

associte Associdefile

Table10: Permissiongor thefile systemobjed class.

PERMISSION(S) | DESCRIPTION
creae Crede

getatr Getattributes

setatr Setattributes

inherit Inherit acrossexecwe
receie Receeivevia IPC

Tablell: Permissiosfor thefile descrption objed class.

manipuating directories. Threeseparatg@ernissionsare
providedfor addingentriesto directoies, removing en-
triesfrom directoies andchangimg the paren entry (the

entry) of a directoy during a rename In contrast,
the Linux accessontrds usethe write accessnodefor
all threeservices. Two pernissionsare definal for the
moun service,wherethe mourton permissionis used
to contwol the ability of a subjectto mourt on a given
mourtpoint and the mountasociatepermissionis used
to contrd the relationshipbetweenthe mounteddirec-
tory andthe mourtpoint.

Permissiongor contrdling accesdo file systemsare
shavn in Table 10. Permissionsare provided for con-
trolling mownting andunmauntingandfor obtainirg file
systemattributes,suchasthe nunberof free blocks. As
with files, threepermissionsare definedfor the relabel
service.Theassociatgermissiorcontrds whatfiles are
permittedin thefile system.

Tablel1lliststhepermissios for contwolling accesso
file descriptio objects. Eachof thesepermissionss im-
plicitly grartedfor file descriptionobjeds with thesame
SID asthe subject. The getattr andsetattr permissions
contrd serviceghatobseve or modfy theflagsandthe
file offsetof thefile description Theinherit andreceive
permissios contiol the serviceof inheiting descrifors
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acrossanexecveandthe serviceof receving descripors
through IPC, respectiely.

6.1.3 Control Requirements After definirg permis-
sionsfor the servicesprovided by the Linux file system
compnent,contrd requrementswere definedfor each
Linux systemcall thatprovidesoneor moreof theseser
vices. The contrd requirenentsspecifythe permissions
that mustbe grantedfor the systemcall to successfully
execue.

In the following tables,the contiol requrementsfor
eachsystemcall are specified,where eachcontrd re-
quirenentis describedoy the class,permissionsource
SID (SSID),andtarget SID (TSID) usedin a permission
check. Sincemultiple calls may have the samerequite-
ments,more thanonecall may belistedin the leftmost
columnof a singletable entry In this case,all of the
requiementsn thattableentryapplyto all of thecalls.

In thetablesthepathtargetSID indicateghatthe per
missioncheckshoud be appliedto eachdirectay in the
pathprefix. File systemclasseandSIDsareabbeviated
by fs, file descriptiorclassesandSIDsareabbeviatedby
fd, anddirectay classesandSIDsareabbreiatedby dir.
A file permission checkusesthe classof the file beirg
accessedso thefile classin the tablesmay be the pipe
classthedirector class,or ary of thefile objectclasses.

Several of the systemcalls listed in the tableshave
two forms, one of which takes a pathnane paraméer
andthe othertakesa file descripto paramete e.g. stat
andfstat In thetables,thisis expressedas(f)stat The
correspndirg contol requrementsareidenticalexcept
thatthe descriptotbasedcall naturlly doesnot have the
search requrement.

Table 12 shaws the contrd requilementsfor system
calls that manipuate files. The contiol requrements
listed in this table for the opensystemcall are the re-
quirenentsfor openirg an existing file ratherthanthe
requiementsfor creatinga new file. The process must
beableto searchthedirectaiesin the pathprefix, andit
mustbeableto createhefile descriptim. Theread write
andappendrequrementsontheopen systemcall areen-
forcedin accor@ncewith the flagsto open The write
permissiongrantseitherwrite accessor apped access.
Theappen permissionis only checledif write permis-
sionis notgrantedandthe O_APPEND flag is specified.
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CONTROL REQUIREMENT(S)

CALL(S) CLASS | PERM SSID TSID

open dir search | current | path
fd crede current | fd
file read current | file
file write current | file
file apperd | current | file

read, fd setatr current | fd

ready file read current | file

pread

write, fd setatr current | fd

writev, file write current | file

pwrite file apper | current | file

sendfile fd setatr current | in_fd
file read current | in_file
fd setatr current | outfd
file write current | outfile
file appem | current | outfile

mmap fd setatr current | fd

mproted file read current | file
file write current | file
file apper | current | file
process | exeaute | current | file

(f)stat dir search | current | path

Istat file getatr current | file

(f)chmod, dir search | current | path

(f)chown, file setatr current | file

Ichown,

(Htruncate,

utime(s)

acess file access | current | file

poll, file poll current | file

selet

fentl: file lock current | file

F_GETLK,

F_SETLK,

F_SETLKW

flock

ioctl: file getdtr current | file

FIBMAP

ioctl: fd getétr current | fd

FIONREAD file getatr current | file

ioctl: file getdtr current | file

FIGETBSZ

ioctl: file getatr current | file

GETFLAGS,

GETVERSION

ioctl: file setatr current | file

SETFLAGS,

SETVERSION

ioctl file ioctl current | file

Tablel12: Contmol requirenentsfor manipuating files.
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Sincetheread write, andappend permissios arein-
tendedto contrd the actualservicesof readirg from a
file andwriting (or appemwling) to afile, it is necessaryo
verify thatthe permissionsare still grarted whenthose
servicesaareperformed.Theprior checkduringtheopen
call maynolongerbevalid, sincethe processmay have
chan@dSID, thefile mayhave chargedSID, adifferent
processmay beusingthefile descripion, or achangin
the securitypolicy may have occured. Hence the sys-
tem calls which implement thoseservices,suchas the
read write andsendfie systemcalls, mustrevalidatethe
permissios obtaired during open The calls mustalso
verify that setattr permissionto the file descrigion pa-
rameterss graried, sincethe file offsetis modfied by
thesecalls.

Whenalfile is mapgdinto memay via themmapcall,
theread write, andappendpermissionarerevalidated.
However, the permissionsnay becone invalid while the
file is still mapped. Consegantly, the permissionsmust
berevalidatedwhenpage arereadfrom thefile or writ-
tento thefile, andthe pagedor afile in the pagecache
mustbeinvalidaedwhenthefile is relabele or a policy
chang that would affect accesgo the file occus. The
mmapcall mustalsocheckthe processxecutepermis-
sion to contrd the ability of a processto executefrom
a particularsharedibrary. The mprotectcall mustalso
revalidatethesepernissionswhenthe curren protection
is changd.

Table 13 shaws the contrd requilementsfor system
callsthatmanipulae directaies. In additionto requiring
seach permissionto directoies in the path prefix, the
chdir, fchdir, andchroot systemcallsrequiresearch per
missionto the last compaentof the path. The contol
requilementslisted in this table for the openandcreat
systemcallsaretherequrementsfor creatinga new file.
The processmusthave search permissiorto the directe
riesin the pathprefix, createpermissionto the file de-
scription,add.namepermssionto the parentdirectay,
andcreatepermissiorto the new file. Furthemore,the
file musthave associatepermission to the file system.
The requiementsfor mkdir, mknal, and symlinkonly
differ from the requrementsfor openin thatthereis no
file descriptia.

Therenamesystemcall requilesseach permissiorto
both paths,remae namepermissionto the old parent
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CONTROL REQUIREMENT(S)
CALL(S) | CLASS | PERM SSID TSID
(f)chdir, dir seart current | path
chroot dir searh current | dir
open, dir seart current | path
creat fd crede current | fd
dir add.name current | parent
file crede current | file
fs associte file fs
mkdir, dir seard current | path
mknod, dir addname current | parent
symlink file crede current | file
fs associte file fs
rename dir seart current | oldpath
dir remore_.name | current | oldparent
file rename current | file
dir repaent current | file
dir seard current | newpath
dir addname current | newparent
dir remose_name | current | newparent
file unlink current | newfile
dir rmdir current | newfile
link dir seart current | path
dir addname current | parent
file link current | file
unlink dir searh current | path
dir remose_name | current | parent
file unlink current | file
rmdir dir seart current | path
dir remose_name | current | parent
dir rmdir current | dir
getdens, | fd setatr current | fd
readdr dir read current | dir
readlnk file read current | file
Table13: Contol requrementsor manipuating direciories.
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CONTROL REQUIREMENT(S)
CALL(S) | CLASS | PERM SSID TSID
remount | dir search current | path
fs remount current | fs
mount dir search current | devpath
dir search current | dirpat
fs mount current | fs
dir mounton current | dir
dir mountassaate | root dir
umount dir search current | path
fs unmount current | fs
ustat fs getatr current | fs
(f)statfs dir search current | path
fs getdtr current | fs
Tablel14: Controlrequirementsfor manipulding file systems.
CONTROL REQUIREMENT(S)
CALL(S) CLASS | PERM | SSID TSID
Iseek, fd setatr | currert | fd
lIseek
fentl: fd setdtr currert | fd
F_SETOWN,
F_SETSIG
fentl: fd setdtr currert | fd
F_SETFL file write currert | file
fentl: fd getattr | currert | fd
F_GETFL,
F_GETOWN,
F_GETSIG
ioctl: fd setdatr | currert | fd
FIONBIO,
FIOASYNC

Tablel5: Contrd requirenentsfor manipubting descrptions.

director, renamepernissionto the file andaddname
permissiorto the new paren directoy. If thefile beirg
renanedis adirectay, andits paren directay would be
changd by the renamethenrepaernt permissionmust
be grarted to the file. If a file alreadyexists at the
new pathrame,thenremose.namepermssion must be
grantel to the new parentdirectoy andunlink permis-
sionor rmdir pernmissionmustbe grantedo the existing
file or directay.

Table 14 shaws the contrd requilementsfor system
calls that manipuate file systems.The remoun call in
thetablerepresets the moun systemcall usedwith the
MS_REMOUNTflag. The moun call in the tablerep-
resentghe moun systemcall usedto mownt a file sys-
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tem. Mourting afile systemrequiesseach pernission
to boththedevice specialffile pathnane andto themount
pointpatmame mouwunt permissiorto thefile systemand
mourton pernission to the mourt poirt diredory. The
rootdirectay of thefile systemmusthave mountasoci-
atepermissiorto themourt point directoy.

Table 15 shaws the contrd requilementsfor system
callsthatmanipudate file descripions. If afile is openel
with the O_APPENDflag, andthis flag is subsequety
clearedvia the F_SETFLcommand of the fcntl system
call, thenwrite permissionmustbe grantedto the file.
Theothersystemcallsin thistableonly obsere or mod
ify the stateof thefile descriptiontself, sothey only re-
quire getattr or setattrpernissionto thefile description
The F_.SETOWN andF_SETSG commaus to the fentl
systemcall mustalsobe checled againstprocessman-
agemenhcontol requiranentsto ensurethat the calling
processmay causesignalsto be sentto the owner.

Note that Table 15 does not include entries for
fcntl.LF.SETFDQ fentl.F.GETFD, ioctl.FIONCLEX or
ioctl.FIOCLEX Theseopeations may be usedto ob-
sene or modfy the close-m-exec flag of afile descrip
tor. Theclose-onexecflag of afile descripto is private
to thatfile descriptorandis notpartof thefile descriptio
state.Hence this flag is not sharedandaccesdo it does
notrequre ary permissions.

6.1.4 Persistent Labeling Sincefile systemsfiles,
and directoies are persistentobjects, an appioach for
providing persistentiabelsfor theseobjectswas deve-
oped To ensurethatthe securityattributesof theseob-
jects are presered evenif the file systemis moved to
anotler system,the Linux file systemcompament must
maintainatablewithin eachfile systenmthatspecifieghe
securitycontet of thefile systemandeachfile anddi-
rectorywithin that file system. This appoachalsoen-
suresthatthe securityattributesarepreseredover time,
evenif thepolicy chan@s,andthatthesecurityattributes
canbeinterpretedby a userif amanudtranslationof at-
tributesfor anew policy is requred.

TheLinux file systemcompamentcanhande security
contets without sacrificingpolicy flexibility or perfa-
manceby treating security contexts as opaaie strings
andby mappng theselabelsto SIDs by a queryto the
securitysener for internaluseby the file systemcom-
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open _secure(..., fd sid, f _sid)
Opena file with a file descrigiion labeed fd sid. If creating,
crede the new file with labelf sid.

mkdir _secure(..., sid)
Creat adiredory labeledsid.

mknod_secure(..., sid)
Creat anodelabekdsid.

symlink _secure(... , sid)
Creak asymboliclink labded sid.

stat _secure(..., sidp)
Getfile SID of pathname

Istat _secure(..., sidp)

Getsymboliclink SID of pathnane

fstat _secure(..., sidp)

Sameasabove, except usinga fd.

statfs  _secure(..., sidp)

GetfilesystemSID of file systemfor pathname

fstatfs  _secure(... , sidp)
Sameasabove, except usinga fd.

chsid(pathn ame, sid)
Relabelfile pathnaneto sid.

fchsid(fd, sid)
Sameasabove, except usinga fd.

Ichsid(path  name, sid)
Relébel symboliclink pathnameo sid.

chsidfs(pat  hname, fs sid, f _sid)
Relabel thefilesysemfor pathrame

fchsidfs(fd , fs sid, f _sid)
Sameasabove, except usinga fd.

Figure16: New Linux file-related systemcalls for securiy-aware
applications.

ponant. For efficient storagethefile systemcompament
may assigna fixedsizevalue,referedto asa persistent
SID (PSID),to eachsecuritycortext associatedavith an
objectin thefile systemandmaythenpartitionthe per
sistentlabelingtableinto a mappng betweereachPSID
andits securitycontext anda mappng betweereachob-
jectandits PSID.ThePSIDis purely aninternalabstrac-
tion within thefile systemandhasa distinctnamespace
for eachfile system.Hence,PSIDsmay be lightweight
andthe allocationof PSIDsmay be optimizedfor each
file system.

6.1.5 API extensions To permitapplicatiosto cre-
ate objectswith a specifiediabel ratherthanthe default
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CONTROL REQUIREMENT(S)
CALL(S) | CLASS | PERM SSID TSID
(Hchsid dir search current path
file relakelfrom | current file
file relakelto current new
file transifon old new
fs associte new fs
(fchsidfs | dir search current path
fs relakelfrom | current fs
fs relakelto current nen_fs
fs transiion old new_fs
fs associte new_file | new_fs

Tablel16: Contol requirementsfor relabeling.

label, an exterdedform of eachof the file creationsys-
tem calls mustbe addedthat acceptsan additional SID
paraneter To pernit appicationsto obtainthe SID of
anobject,anextencedform of eachof thefile statussys-
tem calls must be addedthat return an addtional SID
paraneter To permitapplicatiosto chang the SID of
an object, new systemcalls mustbe added The new
Linux systencallsthatmustbeaddedor security-avare
applicatimsareshavn in Figure16.

For the new systemcalls that are simply exterded
forms of existingLinux systenrcalls,thesamesetof con-
trol requrementsapply Thecontrd requiementdor the
new systemcallsfor relabelirg areshavn in Table16.

6.2 Implementation

In this section purimplemeantationof theFlaskfile se-
curity mechaismsin theLinux file systemconponertis
describedTheimplemenationbeganby addirg suppat
for labelingfile systemobjects followedby the additin
of thenew systenrtalls. Finally, thecontrolrequrements
wereimplemened.

6.2.1 Labeling Thekerné datastructueswerestud-
ied to identify the structuresusedinternallyfor mountel
file systemgstructsuperblodk), active filesanddirecto
ries (structinodg), andfile descriptims (structfile). All
threeof thesestructuresaredefinedin includelinux/fs.h
Sincethesestructuesare privateto the kernelandhave
no specificsizerequiementsa SID field wasaddedto
eachstructure. Sincea struct inode objectis usedto
represehall typesof files, anobjed classfield wasalso
addedo thestructue.
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Two otherprivate kerrel datastructuesalsorequirel
the addition of SID fields. Theinodeattributesstructue
(structiattr) is usedfor changirg the attributesof afile,
soa SID field wasaddedto this structure,anda corre-
spondng flag (ATTRSID) was definedto indicatethat
the SID is being changd. The file descripion owner
structure(structfown.struct is usedto storetheidentity
of the pracessthatsetthe owneron afile description so
a SID field wasaddedto this structue.

The implementtion of the persistentlabeling table
was partitionedinto a compaent that is indepelent
of the file systemtype (fs/psid.¢ and a set of compo
nentsthat are specificto eachfile systemtype. Most of
theimplenmentatiorresidesn thefilesystem-inépendat
compnent; hence,persistentiabeling suppat for ad-
ditional file systemtypes may be easily adced. The
filesystem-inépendehcompmentimplemens themap-
ping betweeneachPSID andits securitycortext using
reguar files in a fixed subdirectoy of the root directoy
of eachfile system.Two PSIDsareresered PSIDOrep-
resentghe defaut labelto assignto unlakeledobjectsin
thefile systemandPSID1 representsghelabelof thefile
systemitself. The subdirectoy andits files are always
treatedasbeinglabeledwith a fixed securitycontext so
that the securitypolicy may contwol accesdo the map-
ping. Synchrmouswrites are usedto update the map-
ping files andthe writes areorderal to ensurethatthere
arenodanding referemes.

The interfaceto the filesystem-indepndentcompao
nentis definedin include/lirux/flask/psich. The file
systemcalls the fs/psid.c:psidnit function to initial-
ize the mappng betweenPSIDs and security cortexts
whenthefile systemis mouwnted (fs/supeic:mountroot,
fs/supexc:do_mourt). If the file systemis unlabeled
then this function obtairs the SIDs for the unlabelel
file systemfrom the security sener. If the file sys-
tem is unlabeledand it is being mourted read-wite,
thenthis function createsa nev PSID mappirg on the
file system. If an unlakeled file systemis mountel
read-anly initially andis subsequety remouwntedread-
write, then the fs/psid.c:psidremoun function creates
a nev PSID mappng on it when it is called by
fs/ext2/superc:ext2remount The file systemcalls the
fs/psid.c:psidreleasefunction to free ary memoy and
releaseary files usedfor the PSID mappng whenthe
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file systemis unmaunted(fs/supeic:do_umoun).

The filesystem-specificcommpnents implement the
mappng betweeneachfile and its PSID. Currently
thefilesystem-specificompamenthasonly beenimple-
mentedfor the native Linux file systemtype, ext2. The
ext2-specificcompamentstoresthe PSID for eachfile in
a formerly unwsedfield of the on-diskinode structue
(structext2_inode). Sincethe PSID is readily available
in theon-dsk inode,no extra overheadis incuredeither
to obtainthe PSID whena file is accessedr to setthe
PSIDwhenafile is created.

The ext2fs code calls the fs/psid.c:psidto_sid
function to obtain the SID of an existing inode
based on its PSID when the inode is read from
the disk (fs/ext2/inock.c:ext2readinode). The
fs/psid.c:sidto_psid functionis calledto obtaina PSID
for aninode basednits SID whenaninodeis allocated
(fs/ext2/ialloc.cext2_new_inodé or whenthe SID of an
inodeis change (fs/ext2/inock.c:ext2_notify_change).

6.2.2 API extensions Due to the large nunber of

new file-relatedcalls and the potenial needfor future

exparsion, the new file-relatedcalls wereimplemente

as library functions that invoke a single systemcall,

flaskfilecall, with a first paraneter that identifies the
specificcall. Interrally, the Linux file systemcompeo

nentusesa variart of the Virtual File System(VFS) in-

terface. Exterdedforms of the file creationoperatims
were addedto this interface to pernit the filesystem-
indeendentcodeto passthe SID of the new file to the
filesystem-specificode. New opeationswould nothave
beennecessarif theexistingfile creationopeationsac-
cepteda geneal attribute structureasa paraneter asin

theBSD VFSinterface.

SID paranetersneededo beaddedo several internal
functionsto suppot the new systemcalls. Someof these
internal functions are called from mary different loca-
tions within the kerneland may be called from kerrel-
loadedmodiles. Consequetty, it was not practicalto
simply chang the existing function andupdae all calls
to it. For suchfundions, secue wasappendedto the
function name,andthe interfaceandimplementationof
the function were extendeal for the new processing. A
stubfundion thatmerelycallsthe new function with de-
fault paraneterswasaddel usingthe old fundion name
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andinterface.This permitsthe existing codeto continie
to usetheold function interface, but introducesthe over-
headof anextrafunction call in thesecases.

6.2.3 Control Requirements TheLinux file system
codewasstudiedto deternine thelocationto implement
eachpermissioncheck associatedvith the contrd re-
quirenentsspecifiedin the design. Several factorsin-
fluencedhe placemenof permissionchecks.Wheneer
possiblethepermnissioncheckswvereimplenentedin the
filesystem-inépendehcodeso that they are appliedto
all file systemtypes. Only a few contrd requrements
arespecificto theext2 file systentype,sothis wasfeasi-
ble for almostall of the permissionchecls. Permissions
aretypically checledasearlyaspossiblein the process-
ing of eachsystemcall to simplify cleanupfrom permis-
sionfailuresandto easemaintenaceof thechecls asthe
file systemcodeevolves. For serviceshatarealsocon-
trolled by a Linux accessontrd check the Flask per
missioncheckwasusuallyimplementedat the samelo-
cation. However, a Flaskpernissioncanrot be checled
until the kerneldatastructuresor the necessargbjects
are accessibleand appopriately locked. This requirel
defering someof the Flask permissionchecls until a
laterpointin the processing

To redwce the overheadof permissionchecls, thefile
systemcompnentwas chan@d to storereferercesto
AVC entrieswith its file description(structfile) objects
andinode (structinodd objeds. Two referere fields
were addedto the struct file: one for the permissions
grantel to the file description and onefor the permis-
sionsgrantedo thefile. Sincemary of thefile operatims
use pathrame paranetersratherthanfile descripors, a
field for storingarefererceto the AVC entrycontainirg
the permissiongrantel to thefile wasalsoaddedto the
structinode.

Table17 shavsthecontol requirenentsimplemente
in eachkernéd function usedto manipuate files. Only
the class and permnission are shavn for each contol
requilement; the source SID and targe SID can be
found in the correspading designtable. The func-
tionsthatimplement theservicedor readingandwriting
files revaidate the permissionsinitially checled during
opennamej usingthe AVC entry refelencein the file
descriptiom. Sincethesepernissionsalso migrate into
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CONTROL REQUIREMENT(S)

FUNCTION(S) CLASS | PERM

filp_open fd crede

opennamei file read
file write
file appernd

sysread, fd setatr

syspread file read

filemapnopage

do_readvwritev fd setatr
file read
file write
file appernd

syswrite, fd setatr

sys pwrite, file write

filemapwrite_page file appernd

syssendfile fd setatr
file read
fd setatr
file write
file appernd

old_mmap fd setatr

sysmproted file read
file write
file apper
process| exeaute

cp_new_stat,cp.old_stat | file getdtr

inode.changeok file relakelfrom

(SID) file relakelto
file transtion
fs associte

inode changeok file setatr

(othe)

sysacess file access

do_select file poll

do_poll

sysfentl: file lock

F_GETLK,

F_SETLK,

F_SETLKW

sysflock

file_ioctl: file getatr

FIBMAP

file_ioctl: fd getdtr

FIONREAD file getatr

file_ioctl: file getatr

FIGETBSZ

ext2_ioctl: file getatr

GETFLAGS,

GETVERSION

ext2_ioctl: file setatr

SETFLAGS,

SETVERSION

sysioctl file ioctl

Tablel7: Implementhgthefile control requirements.
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CONTROL REQUIREMENT(S)
FUNCTION(S) CLASS | PERM
lookup_dentry dir seard
sys (f)chdir, dir seard
syschroot
may.create dir seart

dir addname
opennamej file crede
do_mkdir, fs associge
do_mknod,
do_symlink
do_link file link
may.delete dir seart

dir remove_name
vfs_unlink file unlink
vfs_rmdir dir rmdir
vfs_rename file rename
vfs_rename.dir dir repaent

dir rmdir
vfs_renaneother | file unlink
sysgetdents, fd setatr
old_readdr dir read
sysreadink file read

Table18: Implemering thedirectory control requirements.

the pagecachefor memay-mapped files, ary cachel
pagesfrom a file are invalidatedwhen the SID of a
file is changed As a result, subsegant accesso the
pagewill causdilemapnopage to beexecued. Thein-
ode change_ok function implemerts boththe permission
checkdor charging the SID of afile andthe permission
checkfor chargingtheordinary Linux attributesof afile.
Only the contol requiementamplementedin ext2 ioctl
arespecificto thefilesystemtype.

The cortrol requirenentsimplemerted in eachker
nel function usedto manipulate directaies are shavn
in Table18. The lookupdentryfunction checksseach
permissionon eachdirectoy in the pathprefix All of
the systemcalls usethis function to perfam pathnare
lookup. Thefunctionsfor changng the current androot
directoiesmustalsoperfam a seach permnissioncheck
agairst the lastcompmentof the path. The may.create
and may deletefunctiors provide corvenientlocations
for the Flaskcortrol requrementson the containirg di-
rectory Theunlinkandrmdir permissiorcheckshadto
beimplemenedseparatelyjrom themay.deletefunction,
sincethosechecls shouldnot be appliedwhenthe re-
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CONTROL REQUIREMENT(S)
FUNCTION(S) | CLASS | PERM
do_remount fs remount
do_mount fs mount

dir mounton

dir mountassoate
do_.umount fs unmount
sysustat fs getétr
sys (f)statfs fs getdtr
sys (f)chsidfs fs relabelfrom

fs relabelto

fs transtion

fs associte

Table19: Implemening thefile systemcontrol requiranents.

CONTROL REQUIREMENT(S)
CLASS | PERM
fd setatr

FUNCTION(S)
syslseek
sysliseek
sysfentl:
F_SETOWN,
F_SETSIG
sysfentl:
F_SETFL
sysfentl:
F_GETFL,
F_.GETOWN,
F_GETSIG
sysioctl:
FIONBIO,
FIOASYNC

fd setatr

fd
file
fd

setatr
write
getatr

fd setatr

Table20: Implemening thefile descrption contml requiraments.

namecall remoesthe old link. The sysgetdentsand
old_readdir functions revalidate read permissionusing
the AVC entryreferercein thefile description

The remainng tables(Table 19 and Table 20) shov
thecontrd requrementamplemenedin thekerrel func-
tions usedto maniplate file systemsandfile descrip
tions. The moun and mounassociatepermissionsde-
pendon the SID of the file systembeing mourted and
the SID of the root directory of that file system. Con-
sequentlythesechecksare deferral until after the file
systemmetadatehas beenloaded,just prior to linking
thefile systeminto thefile systemnamespace.
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7 Other File SystemTypes

This section describeshow the Flask file security
mechaisms were appliedto contrd accessto several
additioral file systemtypes. The sectionbegins by dis-
cussingthe analysis,design,andimplementationof la-
beling for the procfsfile system. It thendiscusseshe
designandimplemerationof labelingfor the devptsfile
system.Finally, it discusseshe designandimplemena-
tion of labelingfor NFSclient suppat.

7.1 Procfs

This subsectiorbegins with an analysisof the procfs
file systemandits implementatio. Thedesignfor label-
ing procfsfiles is thendescriled. Finally, theimplemen
tationof labelingandcontiolsis discussed.

7.1.1 Procfs Analysis The Linux procfsfile system
provides an interface to kerrel datastructuresasan al-

ternatize to thetraditional /dev/kmeninterface. This file

systemis typically mourted at/proc. The/procfile sys-
tem hierardy is describedn the proc(5 manualpage
andin the Documetation/procxt file.

TheLinux sysctlsystemcall providesaninterfacefor
readirg andwriting systemparametes. This systemcall
is describedn the sysctl(2)manualpage The system
paranetersarearrangdin atreestructureandthey are
typically alsoaccessiblehroudh a paralleldirectoy tree
unde the /proc/syssubdrectory In additionto the pre-
viously mentimeddocunents,the/proc/syshierarcly is
describedn thefiles in the Documertation/sysctidirec-
tory. Basedon the documentationfor sysct] it appears
that applications shoud always usethe /proc/sysinter
faceinsteadof the systemcall interfacefor portahlity
acroskernelversions.

Thereis a subdiretory for eachrunring processun-
der /proc, naned by its processidentifier A process
may always usethe /proc/self symbdic link to referto
its own subdirectoy. The effedtive uid andeffective gid
of theprocesss usedfor theuserandgroup ownerstip of
thefiles andsubdiretorieswithin eachprocess-specific
subdiretory. Severalfilesin thesesubdiretoriespermit
ary userto readthem: the cmdling maps stat, statm
andstatusfiles. The remainingfiles may only be read
by the owner The memfile, which providesaccesgo
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the memay of the pracess,may only be readandwrit-
ten by the owner The procfsimplemertation only per
mits a processto accesdts own memfile or the mem
file of a child procesghatis stoppedand beingtraced
(fs/proc/mem.c:gttask. The Linux 2.2.12 kernelim-
plemenation doesnot support write accesgo the mem
files dueto arisk of overwriting kernelmemoryif apro-
cessdiesin the middle of a write, but future versionsof
thekernelarelikely to suppet suchaccess.

Most of the files in /proc outside of the process-
specific subdrectoriesare readableby all users. The
mostnotableexcepionsare/proc/kmsgand/proc/kcoe,
which are only readdle by the superuser The
/proc/kmsdile is usedby klogd asa sourceof kernellog
informationasanalternatveto the sysl@ systencall in-
terface.The/proc/kcoefile providesaccesgo the phys-
ical memoryof the systemin corefile format, andcan
beusedby gdbto examnethecurren stateof ary kernel
datastructues. Thekerrel implementationalsorequres
thataprocespossesthe CAP_SYSRANIO capabilityto
openthe/proc/kcokefile (fs/proc/array.c:openkcore).

Only the supeuser may write to files in /proc out-
side of the proess-specificsubdirectoes. Most files
that can be written correspondto system paraneters
and are locatedin /proc/sys A few files outside of
/proc/sysalso permit writing for configuation. For
exampe, /proc/mtrr may be written to manipuate the
memoy type rang register, as describe in Docu
mentatiofimtrr.txt. Someof the files unde /proc/ide
/proc/scsj /proc/bus, and/proc/paport may be written
for device configuration.

The types and functiors provided by the
procfs file systemto the kerrel are definedin in-
clude/linw/procfs.h Entriesin the /proc file system
are defined by struct proc_dir_entry objects. The
proc_registerfunction maybeusedto addanentryunder
a given paret entry, andthe createproc_entry function
may be used to create and register a dynamically
allocatedentry given a name,mode, and parert entry,
Functiors arealsoprovidedfor registerirg entriesunder
certain well-defined subdiretories, such as the net or
scsisubdirectoies.

Whenanentryin /procis looked up, aninodeis ob-
tainedfor the entry The fs/proc/inodec:proc_getinode
function copiesthe ownerandmock attributesfrom the
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entry into the inode whenit is requeted by a lookup.
This function also calls the entry’s fill inode opeation.
For pracess-specififiles, this operatim is implemente

by the basec:proc_pid fill inodefunction, which copies
the effective uid andeffective gid of the associategro-

cessinto theinode. Theinode.c:procreadinode func-

tion alsocopiesthe effective identity attributesinto the
inodewhentheinodefor a process-specififile is initial-

ized.

Thetypesandfunctionsprovided by the sysctlcall to
thekerné aredefinedin include/linux/sysctl.h A sysctl
tableis definedby an array of struct ctl_table objects.
Eachobjectmay containa pointerto an array of child
objects.Thestaticallydeclarel kernel/sysctl.coot table
contairs the baseset of sysctl entries. The sysctlinit
function calls the register_proc_table fundion to create
thecorrespadingentriesunde /proc/sys

Additional sysctl tablesmay be addeddynamically
by using the registersysctltable function. Unlike
proc_register, this funcion doesnot link the new table
into an existing tablein the hierarcly. Insteadthe new
tableis addedto a linked list of top-level tables. Con-
sequently dynanically-registered tables must cortain
dumny entriesto provide the pathfrom the root of the
hierarty to the newly registeredparametes. Theregis-
ter_sysctltablefunction alsocallstheregister_proc_table
function onthenewly registeredtable.

When the sysctl system call is called, the ker-
nel/sysctl.c:pesetable function looks up the appragri-
ate struct ctl_table object, calling the ctl_permfunction
to checkthat the processhassearchaccesgo eachta-
ble in the prefix. Whena matchingentry is found, the
do_sysctlstrategy function calls ctl_permto checkthat
the process hasthe appopriatereadand/orwrite access
to thetable. The ctl_permfunction is alsocalledby the
do_rw_proc functionwhenasysctlparameters accessed
through /proc/sys

7.1.2 ProcfsLabeling Design To enatbe thesecurity
policy to contiol accesdo eachprocess-spéiic subdi-
rectorybasedbn the securityattributesof the associated
process, eachprocess-spafic subdrectory andits files
will belabeledwith the SID of theassociategrocess!f
the securitypolicy needgo beableto distingushthein-
dividual files within eachprocess-specificsubdrectory,

42

thenanew interfacecouldbeaddedo thesecuritysener
thatwould returnthe SID for eachfile basedonthe SID
of theassociategrocess. However, it is not evidentthat
the securitypolicy will requie suchdistinctions. This
contrats with the distinctiors in file modesamongthe
filesin the process-specifisubdiectory

Of particdar notein the process-spdfic subdirecte
riesarethe memfiles, sincethesefiles have the potential
to provide readandwrite accesgo the memay of other
processes. However, the existing restrictionson access
to memseemadequte if theability to ptraceachild pro-
cessis controlledby the securitypolicy. Suchcortrols
needto beaddedo the processmang@gementcompament.

Most of thefiles outsideof the process-specifisubdi-
rectorieshave the samefundamentakecurityprorerties:
readale by everyoneandwriteableonly by administra-
tors. Consequetly, mostof thesefiles may be labeled
with a singleSID. This labelingschememay be further
refinedovertime to provide bettersuppat for leastpriv-
ilege. It seemsdesirableto provide suppot for easily
specifyirg a distinct SID at ary poirt in the /proc hier
archy and automaticlly assigningthat SID to all files
belov that point that are not explicitly labeled This
will pernit gradual refinemen of labelingwith minimal
changs.

Due to the highly sensitve natureof the kmsgand
kcore files, eachof thesefiles will belabeledwith adis-
tinct SID to permit fine-grmained contiol over accesso
eachfile. Note thatthe Flask capabilitypermissionfor
CAP_SYSRANIOwill alsoneedto begrartedfor access
to thekcorefile.

As with theLinux accessontrds for sysct] the Flask
contrds shoud be samewhethera parameteris ac-
cessedthrowgh /proc/sysor through the sysctl system
call. Hencefile mandatoryaccesgontrds will beaddel
to thesysctlsystemcall codeto pardlel the contrds that
arealread enforcedwhen/proc/sysis accessedAs an
initial steptoward leastprivilege, the kernel vm net,
fs, and dev subtreeswill eachbe labeledwith a dis-
tinct SID. Additiondly, the /proc/sys/krnel/modpobe
file will have a distinct SID to permitfine-gainedcon-
trol over the ability to charge the pathexecued by the
kernelto autonatically load kernelmodules. The other
files anddirectaies under /proc/syswill belabeledwith
a SID thatdistinguisheshemfrom therestof /proc.
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7.2 Devpts

7.1.3 Procfs  Labeling
basec:proc_pid-ill inode function and the in-
odec:proc_readinode function in fs/poc were
changd to copy the SID of the associatedprocess
into the inode for the process-specificfiles. The in-
odec:proc_readsuperfunctionwaschangdto initialize
the SID of the root directoly andthe file systemof the
procfs file systemto the proc initial SID. The initial
SID wasdeclaredn flask/initid _sidsanddefinel in the
securitypolicy configuration

A sid field was addedto the struct proc_dir _entry
structurein includé€linux/proc_fs.h Thefield wasaddel
at the end of the structue to ensurethat the stati-
cally declaed structurescould be left unchamged. The
proc_root kcore, proc_root kmsg andproc_sysroot def-
initions in fs/proc/root.cwerechangdto setthe SID ex-
plicitly to a distinctinitial SID value. The initial SIDs
weredeclaredn flask/initial_sidsanddefinedin the se-
curity policy corfiguration

The inodec:proc_getinode fundion was changd to
copy theSID fromthestructproc_dir _entrystructueinto
the inodeif the SID is non-rull. This chang permits
entriesto be individually labeledby settingthe SID in
the structue. If the SID is null, thenthe inodeis left
unlakeledby proc_getinode

The fs/proc/root.cproc_lookyp and
fs/proc/fd.c:poclookugdd functions were change
to copy the SID from the paren directoy inode if the
inodeis unlateledafterthecall to proc_getinode These
changs cause unlébeled entries to be automdically
labeledwith the SID of their parentdirectay.

A sid field was addedto the struct ctl_table struc-
turein include/linux/sysctl.h Thefield wasaddedat the
endof the structureto ensurethatthe staticallydeclare
structures could beleft unchanged. The kernel vm, net,
fs, and dev entriesin the kernel/sysctl.coot table def-
inition were changd to setthe SID of eachentryto a
correspndirg initial SID. The modpobe entry in the
kern_table definition was changd to setthe SID of the
entry to a correspnding initial SID. The initial SIDs
weredeclaredn flask/initial_sidsanddefinedin the se-
curity policy corfiguration

The ctl_tableinherit_sid function was addedto ker-
nel/sysctl.c Thisfunction traversesasysctltableanden-
suresthatall entriesarelabeled,usinginheritane from
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the paren entry as necessaty The sysctlinit function
waschangdto call this function ontheroot table

Thectl_tableroot sid function wasalsoaddedto ker-
nel/sysctl.c This function is usedto copy the SIDsfrom
theroot sysctltableinto the dummyentriesin a dynam
ically registeredsysctltable. The ctl_tableinherit_sid
function may thenbe usedto ensurethatall of the en-
triesin thedynamicallyregisteredsysctltablearelabeled
properly. Theregister_sysctltablefunctionwaschange
to call thetwo functions.

Theregister_proc_tablefunction waschangdto copy
the SID of the ctl_table structue into the proc_dir entry
structureretumedby createproc_entry. This chang en-
suresthatthe/proc/sysentriesarelabeledwith thesame
SID asthe corresponihg sysctlentry

Thectl_permfunction waschargedto checkthe Flask
directoly search permissionwhenatableentryis beirg
traversed This fundion wasalsochargedto checkthe
Flask file read and/orwrite permissionswhen a table
entryis beingaccessed.Thesechangesnsurethat the
Flaskcontrds are enforcedwhenthe sysctlsystemcall
is used. Sincethe ctl_perm function is also called by
do_rw_proc, thesechecls arealsoredundantlyperfamed
whena sysctlparaméer is accessethrough /proc/sys

7.2 Devpts

Thedevptsfile systenmprovidesaninterfaceto pseud
terminal(pty) devices.lt is typically mourtedat/dev/pts
A new pty device file is dynamcally createdwhenthe
/dev/ptmx pty mastermultiplex device is opened At
mourn time, auseridentity, group identity, andmode can
bespecifiedor all pty filesin thedevptsfile system.Typ-
ically, this featureis usedto setthe groyp andmodeto
allow write accessy progamsthataresetgidto the tty
grop. A useridentityis typically not specifiedat mount
time. In theabsenc®f the correspndingmourt option
the userandor group identity is inheritedfrom the pro-
cesshatcreatedhepty.

As with the procfsfile system aninitial SID wasde-
fined for the devpts file systemand its root directay.
The SIDs of the file systemand root directay are set
to this value by the fs/devpts/inale c:devptsreadsuper
function. The devptsstatfsfunction returrs this SID as
the SID of thefile system.The devpts_readinodefunc-
tion returrs this SID asthe SID of therootinode.
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To permitthe securitypolicy to controlaccesgo indi-
vidud ptys,thedevpts pty_new functionwasmodfied to
call thesecuritysener's securitytransitionsid interface
to obtaina SID for eachnew pty file. The SID of the
creatingprocessandthe SID of theroot directay of the
devptsfile systemare passedo this interfae asinputs.
Thesecuritysenerreturrs a SID derived from thesetwo
SIDs. Ptyfiles mayneedto be subseqantly relabeledy

progamsto reflectchargesin thelabelof theassociated

process.For exanple,thelogin  programcouldrelabel
apty createdby rlogind  basedon theinitial security
context of theusershell.

7.3 NFSclient support

To allow the securitypolicy on anNFS client to con-
trol accesdo file systemsmounted from ordinary NFS
seners,eachNFSfile will belabeledbasedonthe NFS
seneridentity A file systemsecuritycontet anda file
securitycortext canbe specifiedfor eachNFS senerin
thepolicy configuration. Thesecontextsareappliedto all
file systemsandall files mourtedfrom the NFS sener.

An initial SID is definedasthe default SID for NFS
file systemsandtheir files. If securitycontets arenot
definedfor the NFS sener in the policy configuation,
thenthe security nfs sid function retumsthisinitial SID.
Otherwisethesecuritynfs_sid function retumsthe SIDs
thatcorrespondo the securitycortexts in the configura-
tion.

Thefs/nfs/inodec:nfs read superfunction obtainsthe
SIDsfor thefile systemandroat directoryfrom the se-
curity sener using the securitynfs sid function The
nfs statfs function returrs the file system SID. The
nfsfill _inodefunctioncopiestheinode SID from theSID
of theroot directay. The nfs notify_change function re-
turnsEACCESf the SID is beingchangd, or it checks
setattrpermissionotherwise.

Separatdabels could be suppated for differen file
systemsmourted from the sameNFS sener, but this
wouldrequire the nfs read superfundion to passanad-
ditional paraméer to securitynfs sid to identify the par
ticularfile system.Sincethe mountcall is only provided
with the NFS file handlefor the root directory (as op-
posedto the pathnare on the sener), this is currerly
notimplemerted. If the mount progamweremodfied
to alsopassthe patthame,thenthe configurationcoud
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OBJECTCLASS
TCPsoclet

UDP soclet

raw IP soclet

Unix streamsoclet
Unix datagamsoclet
node

network interface

Table21: Objed classegor the Linux networking componat.

specifysecuritycortexts basedon boththe sener iden-
tity andthepathrameonthesenerfor theroat directay.

8 Networking

This sectiondescribs the designandimplementation
of the Flasksecuritymechanismsor Linux networking.

8.1 Design

This sectiondescriles our designfor integrating the
Flask security mectanismsinto the Linux networking
commnent. It begins with a discussionof the object
classesandpermssionsdefinedfor the networking com-
ponet. Thisis followed by a descriptionof the contol
requiementsfor the systemcalls usedto manag and
perfam network interpiocesscomnunication Finally,
the new soclet systemcalls definedfor security-avare
applicatimsaredescribed

8.1.1 Object Classes The object classesfor the
Linux implemertation of the AFINET and AF_UNIX
protacol families are shavn in Table 21. Since Linux
usesthe BSD soclet API, the soclet is the prindpal
contrdled objectclass. The soclet objectclasswasre-
finedinto separatebjed classedor the differenttypes
of soclets. Whenasocletis createdvia the sodket call,
it inheiits the SID of the processthat createdit by de-
fault. If the soclet is createdby a conrection, thenit
inheritsthe SID of the listening soclet by default. An
alternatve apprachwould beto have thesecuritysener
comptethe SID of the new soclet basedon the SID of
thelisteningsocletandthe SID of theclientsoclet.

The Linux network conponen createstwo special
purposesocletsfor useby the AFINET protacol fam-
ily. Thetcp_sodet is usedto sendresetswhena TCP
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pacletis rejectedsincetheremaybenolocal socletcor
respomlingto thepaclet. Theicmp_sodetis usedo send
ICMP messagesIwo initial SIDsweredefinedfor these
soclets, with the correspndirg securitycontext deter
minedby the securitysener.

For soclet typesthat maintain messageboundaries,
eachmessagas separatelylabeled. For other soclet
types,eachmessagés implicitly associatedvith theSID
of its sendingsoclet. Although messagearelabeledand
contrdled, aseparat®bjectclassis notnecessaryWhen
a messagés senton a soclet, it inheiits the SID of the
sendingsoclet by default. Whenthe network compe
nentrecevesamessagéom thenetwork, the SID of the
messagés initially setto a default messagé&lD associ-
atedwith the receving network interface. This default
messagesID is computed by the securitysener. If the
messageavas pratectedusingthe IPSECprotacols, then
the SID of thereceved messagés setbasedntheinfor-
mationin the correspondimy securityassociation.

Eachmessagés also associatedvith the SID of its
sourcesoclet and the desiredSID for its destinatio
soclet. By default, the desiredSID for the destinatio
soclet of a messagés setto the any_sodet initial SID.
Whenamessagés receivedfrom thenetwork, thesource
soclet SID of the messagés initially setto the default
messages|D for the receving network interface. If the
messageavas pratectedusingIPSECpratocols,thenthe
sourcesoclet SID andthedestinatiorsoclet SID areset
basedninformationin the corresponthg securityasso-
ciation.

The nodeobjectclasswasdefinedto pernit cortrols
oninbownd messagebasednthe sourceaddessandto
permitcontiols on outtoundmessagebasednthedes-
tinationaddess. The network interfaceobjectclasswas
definedto pernit contrds basednthenetwork interface
usedto sendor receive a messageThe SIDs for nodes
andthe SIDsfor network interfaces arecompuedby the
securitysener.

TCPandUDP portnumbersarelabeledto permitcon-
trols over the ability to bind to particdar ports. Only
thoseport numberswhich areoutsideof the rangeused
to automaticlly bind soclets, ip_local_portrange, are
labeledand contrdled. Like messagesa separateb-
jectclassis notnecessarfor pott nunbers.Thesecurity
senercompuesSIDsfor theportnumbers.
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8.1 Design
PERMISSION(S)| DESCRIPTION
bind Bind name
namebind Useportor file
conrect Initiateconnedion
gebpt Getsoclet options
setop Setsoclet options
shutdown Shutdown connestion
recvfrom Receve from soclet
sendob Sendto soclet
rec/_msg Receave message
sendmsg Sendmessage

Table22: Additional permissiongor thesoclet objed classs.

If an AF_UNIX socletis associatedvith anobjectin
thefile systemnamespag, therearetwo differert objects
with separateSIDsthatrepresentthe socletin different
ways. The AF_UNIX soclet objectis createdirst using
thesodket call andit inheritsthe SID of thecreatingpro-
cessby defadt. The soclet file objectis createdby a
subseqantbind call onthesoclet, andit is labeledwith
a SID computedby the securitysener basedon the SID
of the creatingprocessandthe SID of the paren direc-
tory. Thesoclet file objectcontiniesto exist until it is
explicitly unlinkedfrom thefile systenmamespce.If an
AF_UNIX socletis associatewvith anamein theabstract
namespee, thereis no separat@bjectfor the nane.

8.1.2 Permissions Since soclets are accessed
throwgh file descripions, the soclet object classes
inherit the permissios definedfor contrdling accesgo
the file objectclasses.Only theread write, poll, ioctl,
create lock, getattr, setattr, relabelflom relabeltq and
transitionfile permissionaremeanimyful for soclets.

Table22 shavs additioral permissionghatarespecif-
ically defineal for contrdling accesgo the soclet object
classesThebind, connectgetof, setopt andshutdavn
permissios cortrol theability of processet invoke var
ious soclet-spefic systemcalls. For AF_INET soclets,
the namebind permnission contiols the relatiorship be-
tweena soclet andits port nunber For AF_UNIX sock-
ets, the namebind pernission contrds the relationslip
betweena soclet andits file. The recvfiom andsendto
permissios contol the relationshipbetweenthe send-
ing soclet andthe receving soclet for datagrara. The
recvmsgandsendmsgpermissionscontiol therelation
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PERMISSION(S) | DESCRIPTION PERMISSION(S)| DESCRIPTION
listen Listenfor connetions tcprecv Receive TCP paclet
accept Accept aconnetion tcp.send SendTCP paclet
newvconn Crede new soclet for connetion udprecv Receive UDP paclet
connecto Connet to sener soclet udp.send SendUDP paclet
accetfrom Accept connestion from client soclet rawip_recv Reeive Raw IP paclet
rawip-send SendRaw IP paclet
enforcedest Enforcedestnationsoclet

Table 23:  Additional permissbns for the TCP and Unix stream

soclet objectclasses.

PERMISSION(S)| DESCRIPTION
getdtr Getattributes

setatr Setattributes

tcp_recv Receive TCP paclet
tcp_send SendTCP padket
udprecv Receiv UDP paclet
udp.send SendUDP padket
rawip_recv Receie Raw IP padket
rawip_send SendRaw IP paclet

Table24: permissiongor the network interfaceobject class.

ship betweena datagrammessageand the receving or
sendingsoclet. Thesetwo permissionsare implicitly
grantel if themessag&ID is equalto thesendirg soclet
SID.

The connetion-oiiented serviceprovided by stream
socletsrequresseverd additinal permissionsasshovn
in Table23. Thelisten andaccep permissios contol
the ability of processego invoke the correspondirg sys-
temcalls. Thenewcom permissiorcortrolstherelation
ship betweenthe sener soclet createdby a conrection
andthe listening soclet. This pernissionis implicitly
grantal if the socletshave thesameSID. The connetto
andaccejftfrom permissios contrd the relationshipbe-
tweentheclient socletandthe senersoclet.

The setof pernissionsfor the network interfaceob-
ject classis shawvn in Table24. The setattrand getattr
permissios contrd the ability of processe¢o manip
ulate the interface paraneters. The remainng permis-
sionscontmol therelationshipbetweera messagandthe
network interfaceon which it is sentor received. Simi-
lar permissionsaredefinedfor the noce object class,as
shavn in Table25,to contrd therelationshipbetweeran
inbound messageandits sourceaddressandtherelation
ship betweenan outbound messageand its destinatiol
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Table25: Permissiongor the nodeobject class.

PERMISSION(S)

DESCRIPTION

route control

Manipuate routing tables

arp.control Manipuate ARP table
rarp.contol Manipuate RARPtable
netio_control Usedevice-spedfic ioctl

Table26: Additional permissiongor the systemobject class.

address. Theenforce_destpernissionfor thenock object
classwasdefinedto suppat theextencedsocletcalls,as
describedn Section8.1.4

Table 26 shows pernissionsthat were addedto the
systemobjectclassfor the networking component. The
routecontrol permissioncontols the ability of a pro-
cessto manipuate the kernel IP routing table. The
arp_control and rarp_contmol permissionscontiol the
ability of a procesdo manipulatethe kernel ARP cache
and RARP table, respectiely. The netio_control per
mission contrds the ability of a processto invoke a
device-specificioctl onanetwork device.

8.1.3 Control Requirements This subsectionde-
scribesthe contrd requirenentsfor eachLinux system
call that providesa serviceimplementedby the network

commnent. The contol requiranentsspecify the per

missionsthatmustbe grartedfor the systemcall to suc-
cessfullyexecue. In the following tables,the contiol

requiementsfor eachsystemcall are specified,where
eachcontiol requrementis describedy the class,per

mission,sourceSID (SSID),andtargetSID (TSID) used
in apermssioncheck.Sincemultiple callsmayhave the
samerequilementsmorethanonecall maybelisted in

theleftmostcolumnof a singletableentry. In this case,
all of therequiementsn thattableentryapplyto all of

thecalls.
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CONTROL REQUIREMENT(S)
CALL(S) | CLASS | PERM SSID TSID
listen soclet listen currert S0
soclet nevcom SO navconn.sid
connet soclet conne¢ currert client so
soclet connedto clientso | senerso
netif tcp.send clientso | netif
node tcp.send clientso | node
netif tcp.recv sener.so | netif
node tcp_recv sener.so | node
accept soclet accet currert listen.so
soclet nevcom listen.so | senerso
soclet accetfrom | senerso | clientso
netif tcp.send sener.so | netif
node tcp.send sener.so | node
netif tcp.recv clientso | netif
node tcp.recv clientso | node
write, soclet write currert S0
send, soclet connedto S0 peerso
sendto, soclet acceptfrom | so peerso
sendmsg | netif tcpsend so netif
node tcp.send so node
netif tcprecv peerso netif
node tcp.recv peerso node
read, soclet read currert )
recy, soclet connecto SO peerso
recvfrom, | soclet acceptfrom | so peerso
recvmsg | netif tcpsend so netif
node tcp.send so node
netif tcp.recv peerso netif
node tcprecv peerso node
fd receive currert fd

Table27: Contol requrementsfor connetion-ariented communi-
cation. Thetcp.sendandtcp.recvpermissiorrequirementsonly apply
to TCPtraffic, not Unix strean traffic. Thereceiwe permissiorrequire
mentonly appiesto Unix streantraffic contaning file descrptors.

In the tables,network interfaceclassesand SIDs are
abbreiated by netif. A soclet permission checkuses
the classof the soclet being accessedso the sodket
classin thetablesmay be ary appropiate soclet object
class.Soclet SIDs areabbreviatedby so. Sincea single
call may involve multiple soclets, soclet SIDs may be
prefixed with a distinguisting identifier, suchaslisten,,
client, server, or dst.

Table 27 shaws the contrd requilementsfor system
calls usedto perform conrection-orented communica-
tion. For eachof thesecalls, permissionis requred to
invoke the call on the soclet, i.e. the listen conrect,
accept write, andread permissions. For Unix stream
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socletsthatarebound in thefile systemnamespce,the
client procesanustbe grarted seach permissiorto the
directoiesin the pathandwrite permissiorto the soclet
file in orderto useconrect

On the sener node,the nevconnpernission mustbe
grantel betweerthe listeningsoclet andthe newly cre-
atedsener soclet, andthe acceppfrom pernission must
be grarted betweenthe sener and client soclets. For
TCP, thesepernissionsarechecledwhenthe sener re-
ceivestheclient’s SYNpaclet on a listeningsoclet. On
theclientnode theconrecttopermissionmustbegrantal
betweertheclientsocletandthesenersoclet. For TCR,
this permissionis checled whenthe client obtairs the
label of the sener soclet from the sener's SYN-AK
paclet. If a TCP simultaneas openoccus, thenboth
nodes checkconrecttopermissionwhenthey receve the
othernodes SYN paclet. The apprgriate conrection
permission(comectto or accepfrom) must be revali-
datedwhentraffic is sentor receved on an established
conrection, sincea policy changemay revoke permis-
sionfor theconnetion. In thiscasetheconrectionmust
bereset.For TCP, oneachhode theapprg@riatetcp_send
andtcp_recvpermissionsnustbegrantedor thenetwork
interfaceandthe peernoce.

For Unix streamsoclets, the conrectto pernission
check is redundant with the acceptfom pernission
check,sincethe conrectionis local. Nonetteless,both
permissionchecls are perfamed to maintain consis-
teng/ with the TCP contrds. The network contrd re-
quirenentsfor Unix streamsocletsonly differ from the
TCP regurementsin that thereis no equivalent for the
tcp_sendandtcp_recvpermissiorchecks.

Thereis alsoanadditioral file contrd requilementfor
Unix streamor datagrancommnunication thereceivere-
quirenent on file descriptios. As explainedin the file
systemcortrol design openfile descripions mustbela-
beledand contrdled. The receivepernission mustbe
grantel betweerthereceving procesandeachopenfile
descriptio receved throwgh Unix streamor datagran
communication.

The control requiementsfor conrectionlesscommu
nicationareshavn in Table28. As with the conrection-
orientedcalls, permissionis requirel to invoke eachcall
onthesoclet, i.e. the conrect, write, andread permis-
sions. For Unix datagam socletsthatarebourd in the
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CONTROL REQUIREMENT(S)
CALL(S) | CLASS | PERM SSID TSID
connet soclet connet current | so
write, soclet write current | so
send, soclet sendto SO dstso
sendto, soclet sendmsg S0 msg
sendmsg | netif udp.send msg netif
node udp.send msg node
netif rawip_send | msg netif
node rawip_send | msg node
read, soclet read current | so
recy, soclet recvfrom S0 Srcso
recvfrom, | soclet recv.msg SO msg
recvmsg | netif udprecv msg netif
node udprecv msg node
netif rawip_recv | msg netif
node rawip_recv | msg node
fd receive current | fd
Table 28: Contrd requirementsfor connedionlesscommunica

tion. The udp.sendandudprecvpermisson requiranentsonly apply
to UDP traffic. The rawip.sendand rawip.recv permissionrequire
mentsapply to ary IPv4 traffic otherthan TCP or UDP. The receive
permissiorrequirementonly appliesto Unix datagamtraffic contain-
ing file descrptors.

file systenmamespee,theclientproeessmustbegrantel
seach pernissionto thedirectories in thepathandwrite
permissionto the soclet file in order to use conrect
sendtoor sendmsg

On the sendingnode, the sendtopermission mustbe
grantel betweerthe sour@ anddestinatiorsoclets,and
the sendmsg permissionmust be grantedbetweenthe
sourcesoclet andthe message For AFINET soclets,
by default,theany sodet initial SID is usedasthedesti-
nationsoclket SID in the sendtopermissioncheck since
the sendingnode doesnot know the SID of the destina-
tion soclet. Onthereceving node, therecvfiompermis-
sionmustbe grarted betweerthe destinatiorandsource
soclets, and the recvumsg permissionmust be grantel
betweenthe destinationsoclet and the message. For
IPv4 traffic, on eachnode, the apprgriateudp.sendand
udprecvpermissionspr therawip_sendandrawip_recv
permissios, mustbe grantedfor the network interface
andthe peernode.

For Unix datagran commurication, the SID of des-
tination soclet is knawvn when the sendtopernission
checkis perfamed,soit is usedin thecheck.Thesendto
permissiorcheckis reduindantwith therecvfiompermis-
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CONTROL REQUIREMENT(S)
CALL(S) CLASS | PERM SSID TSID
soclet soclet create currert | so
bind soclet bind currert | so
soclet namebind | so port
getsockiame | soclet gefttr currert | so
getpeername | soclet gefattr currert | so
getsoclopt soclet gebpt currert | so
setsockpt soclet setoft currert | so
shutdavn soclet shutdown | currert | so

Table29: Controlrequiramentsfor othersoclet calls.

sion check,sincethe comnunicationis local andsince
the actualdestinationsoclet SID is usedin the sendto
permissiorcheck. Nonetleless both pernissionchecks
are perfamed to maintain consisteng with the UDP
andraw IP contrds. The network contrd requrements
for Unix datagrancomnunicationonly differ from the
UDP requrementsin thatthereis no equiaent for the
udp.sendandudp._recvpermissiorchecls. As with Unix
streamcommnunication thereis theadditioral receive(f)l
file contwol requrementwhenreceving file descriptes.

The cortrol requiementsfor the other soclet calls
areshown in Table 29. The createpermissionmustbe
grante in orderto createa soclet with the sodet call.
The othercalls all require permissiorto invoke the call
on an existing soclet, e.g. the getattr permission. For
AF_INET soclets,if thebind call is invoked with a port
numter outsideof the rangeusedto automaticlly bind
soclets,thenthe namebind permissiormustbe grante
betweerthe soclet andthe port numbker. For AF_UNIX
soclets,if thebind call is invokedwith anamein thefile
systemnamespacahenthe namebind permssionmust
be grantecbetweerthe soclet andthe socletfile.

The contol requrementsfor the ioctl commauds are
showvn in Table30. The comnmandsfor manipuating the
attributesof a network interfaceare contolled through
the setattr and getattr permissionson eachnetwork in-
terface.Theremainng commanlsarecontrolledthrough
systempermissions.

8.1.4 API extensions Figure 17 showvs the new
Linux soclet system calls that must be added for
securityaware applicatiors. The getso&knamesecueg,
getpeernanesecue, accep_secue, recvfomsecue,
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CALL(S)

CONTROL REQUIREMENT(S)

CLASS

PERM

SSID

TSID

ioctl: TIOC-
ouTQ,
INQ

soclet

getatr

current

SO

ioctl: SIOC-
GIFADDR,

GIFDSTADDR,
GIFNETMASK

GIFBRDADDR,

netif

getatr

current

netf

ioctl: SIOC-
SIFFLAGS,
SIFADDR,
SIFBRDADDR,
SIFDSTADDR,
SIFNETMASK

netif

setatr

current

netf

ioctl: SIOC-
ADDRT,
DELRT,
RTMSG

system

route-
_contrd

current

kemel

ioctl: SIOC-
DARP,
GARP,
CSARP

system

arp-
_contrd

current

kemel

ioctl: SIOC-
DRARP,
GRARR
CSRARP

system

rarp-
_contrd

current

kemel

ioctl:
device-speific

system

netio-
_contrd

current

kemel

Table30: Controlrequiramentsfor ioctl commands.
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and recvmsgsecue calls permit applicatiors to obtain
the SIDs of local andpeersocletsandthe SIDs of mes-
sages.The soket secue andlisten.secue calls permit
applicatins to specify a particdar SID to usewhena
new socletis created Thelisten.secue call alsopermits
applications to specifythat sener soclets createdby a
conrectionshouldbe labeledwith the SID of the client
soclet. Thesendtasecue andsendmsgsecue callsper
mit applicatins to specifya particdar SID to usefor a
message.

The  connet.secue, sendtasecue, and
sendmsgsecue calls also pernit applicatims to
specifyadesiredSID for the peersoclet. For conrection
requests and outbaund datagram, this restriction can
only be enforced by the destinationnode. However,
a destinationnode may not be capableof enfacing
the restrictionor it may not be trustedto enfore the
restriction. Consequetty, the sourcenock perfams an
enfoice destpermission checkbetweenthe desiredSID
andthe destinationnoce SID. This checkis not neces-
saryfor AF_UNIX soclets, sincethe communicationis
local.

Whenusedwith streamsoclets,connet_secue spec-
ifies the desiredSID of thelisteningsoclet. The SID of
the sener soclet createdby the conrection may differ
fromthis SID sincethesenerapplication mayhave used
listensecue. If aclientwishesto ensurethatthe sener
soclethasa particularSID prior to sendimy data,thenit
may obtainthe SID usinggetpeernane secue. Alterna-
tively, a clientmayspecifythe desiredsener soclet SID
with sendtasecue. In this case sincethe sener soclet
SID was obtaired by the client node during conrection
establishmentheclientnoce maycheckthedesiredSID
agairstit.

Sincesoclets are accessedhrough file descriptiams,
the fstat secue call may alsobe usedto obtainthe SID
of asoclet. Thefchsid call maybe usedto relabelUDP
soclets,raw IP soclets,Unix datagam socletsor Unix
streamsoclets. Relabelingof TCP socletsis not sup-
portedin the current designbecasethereis no mecta-
nism for synchraizing the charge with the peertrans-
portlayer The chang@ might alsoneedto be syncho-
nizedwith thepeerapplicatin, becasethepeerapgica-
tionmayberelying onthesocletSID providedby theex-
tendedsoclet calls. No mechanisnis providedfor such
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getsockname _secure(..., sidp)
GettheaddressandSID of theloca soclet

getpeername _secure(..., sidp)
GettheaddressandSID of the peersoclet.

accept _secure(..., sidp)
Accept aconnetion andreturn the SID of the peersoclet.

recvfrom _secure(.. ., sso sidp,msg sidp)
Receve a messagejts sourceaddressthe SID of the source
soclet, andthe SID of the message.

recvmsg _secure(... , Sso _sidp,ms g_sidp)
Sameasabove, except usingtherecvmsgnterface.

socket _secure(..., sid)
Creak asoclet with a specifiedSID.

_secure(..., sid, useclient)

Setthe stak of a soclet to accept conneetions and specfy the
SID to usefor sener soclets creded by connetions. If sid is
non-zeo, thenead sener soclet creaded by a connestion will

be labded with the specifi@ SID. If useclentis non-zep, then
ead sener soclet creaed by a connetion will be labded with
the SID of its pee soclet. It is anerrorto specifyboth sid and
useclent

listen

connect _secure(... , sid)
Specfy theaddressandthe desiredSID of thepeersoclet. If the
soclet is of type SOCK. DGRAM, thendatagramsmay only be
sentto or receved from a soclet with the specifie SID. If the
soclet is of type SOCK. STREAM, then the connetion will fail
unlessthelisteningsoclet hasthe specfied SID.

sendto _secure(..., dso sid, msg.sid)
Senda messagend specify the desiredSID for the destnation
soclet and/orthe SID of the message.

sendmsg _secure(... , dso.sid, msgsid)
Sameasabove, except usingthe sendmsgnterface.

Figurel7: New Linux soclet systemcalls for securty-aware appli-
cations.
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STRUCT
sock

FIELD

sclass

sid
nevcom_sid
useclent
peetsid
connrequestsid
nenvcom_sid
ssasid

dsasid
msgsid

sid

default msgsid

openrequest

sk buff

device

Table31: Changsto network datastruduresfor labeling.

synchonizationwith the peerapgication for eitherTCP
socletsor Unix streamsoclets.

8.2 Implementation

In this section,the implemertation of the Flasksecu-
rity mechanismsn the Linux networking conponet is
described This sectionbegins by discussinghe imple-
mentatiorof suppat for labelingnetwork objects.Then
theimplementationof the new soclet systemcallsis de-
scribed.Finally, themappng of thecontrolrequrements
tothecode is specified.

8.2.1 Labeling Thekernd datastructueswerestud-
ied to identify the structuesusedinternally for soclets
(structsok andstructsodeet), openconnetion reqLests
(structopenreques), messagegstructsk buff), andnet-
workinterfaceqstructdevice). Sincethesestructuesare
private to the kerrel and have no specificsize require-
ments,they were exterdedto include additioral fields,
asshovnin Table31.

The struct sok structurewasexterdedto includethe
securityclass(sclas$ andthe SID (sid) of the soclet,
the SID to usefor new soclets createdby connectios
to the soclet (nevcannsid), a flag to indicae the use
of the client SID for this pumpose (useclien}, and the
SID of the peersoclet (pee_sid). The allocator for
structsod objects sk alloc, initializesthe securityclass
field to the geneal soclet class, the SID field to the
SID of the current process,and the peer SID field to
theany.sodet initial SID. The inet_createfunction sets
the security classfield to be one of TCP soclet, UDP
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soclet, or raw IP soclet basedon the specifiedsoclet
type. The unix_create function setsthe security class
field to be either Unix streamsoclet or Unix datagran

soclet. Theinetlisten andunixlisten functions setthe
newcom_sid field to the SID of the soclet by defaut.

The udp.conrect and unix_.dgram_conrect functions re-
setthe peersid field to the any.sodet initial SID if the
associatioris braken.

Themore abstracstructsodet structue is embedied
in aninode structue (struct inode), which hasa secu-
rity classand SID field usedby the file contols. The
allocatorfor struct sodket objects,sodk_alloc, initializes
the securityclassandthe SID of theinode to the geneal
soclet classandthe SID of the current process respec-
tively. Theinet.createandunix_createfundions setthe
securityclassfield in the inodeto the samevalueasin
thestructsod object.

The struct openrequest structue was exterded
to include the SID of the connectiom request
(connrequestsid) and the SID to use when the
socletfor the conrectionis created newcann_sid). This
structuretempaarily storestheseSID valuesfor TCP
until the new sener soclet is createdat the completion
of theconnetion establishment.

The struct sk buff structue was extendel to include
the SID of thesourcesoclet (ssasid), thedesiredSID of
the destinatiorsoclet (dsasid) andthe SID of the mes-
sage(msgsid). The allocatorfor struct skbuff objects,
alloc_skh initializesthe sourcesoclet SID andthe mes-
sageSID totheunlakeledinitial SID, andit initializesthe
destinatiorsoclet SID to theany._sodetinitial SID. The
skhclong skhcopy, and skhreallocheadoom func-
tions presere the valuesof thesethreeSID fieldswhen
messagesre copied The ip_defrag andip _glue func-
tions ensurethat all fragnentsof a messagehave the
samevaluesfor the three SID fields and that the three
SID fieldsaresetcorrectlyfor thecompete message.

When a messages allocatedfrom a soclet’'s send
buffer, the so&k_wmallocfunction setsthe sourcesoclet
SID andmessage&ID to the SID of the soclet, andthe
destinationsoclet SID to the peer SID of the soclet.
Whenan unlakeled messagés associatedvith a send-
ing soclet, the skh.setownerw inline function setsthe
threeSID fieldsin the samemanrer. Thele aretwo spe-
cial casedor settingthe SID fields of anouttound TCP

51

messageWhena SYN-AK is createdor anormalcon-
nection tcp_make_synadk setsthesourcesoclet SID and
themessag&iD to thevalueof the newconnsid field of
the struct openrequestobject, so that the SYN-AK is
labeledwith the SID of the sener socletthatwill becre-
atedby theconrectionratherthanthe SID of thelistening
soclket. Whenan ACK is sentto compete a conrection
handhale, thetcp_sendadk functionsetsthedestinatio
soclet SID to the any_sodket initial SID, sincethe lis-
tening soclet may have a differert SID thanthe sener
soclet.

The struct device structurewas exterded to include
the SID of the network interface (sid) and the default
messagesID for the interface (defaut _.msgsid). The
deving_ioctl function setsthe SID field andthe default
messagesID field of the network interfaceif it hasnot
beenpreviously set. TheseSID valuesareobtaired from
the securitysener basedon the nameof the network in-
terface.Whenanunlabelednessagés receved onanet-
work interface theip rcv function setsthe sourcesoclet
SID andthe messag&ID to thedefaut messagé&ID of
the network interface,andthe destinatio socket SID to
theany.sodetinitial SID.

When a TCP SYN is receved on a listening
TCP soclet, the tcp.v4d_.com_requestfunction setsthe
connrequestsid field of the newly allocated struct
openrequesbbjectto thesourcesoclet SID of themes-
sage. If the useclientflag is set for the soclet, then
the newcom_sid field of the openrequestbjectis also
setto this value. Otherwise,the nenconnsid field of
the openrequestobjectis copiedfrom the correspad-
ing field of the soclet. If SYNcookes arebeingused,
thenthe openreqlestobjectis discareéd andrecreatd
when the client's ACK is received In this case,the
connrequestsid field is setto the SID of the ACK mes-
sage.

Whena TCP ACK is received for an existing struct
openrequestobject,the tcp_createopeneq.child func-
tion setsthe peerSID of the newly allocatedstruct sok
objectto the connrequestsid field of the openrequest
object,andit setsthe SID of the new socletto the new-
connsid field of the openrequest object. The security
classfor the newly allocatedstructsod objectis copiead
from the listening soclet. When a conrection is ac-
cepted,the inet accep fundion copiesthe soclet SID
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andsecurityclassfrom the structsod objectinto thein-
odefor thestructsodet object.

Whena TCP SYN-AK is recevedin the SYNSENT
state thetcp_rcv_state procesdunction setsthepeerSID
of theclientsocletto the sourcesoclet SID of the mes-
sage. Whena SYNis receved in the SYNSENT state
(asimultaneasopen), thetcp_rcv_stateprocesgunction
setsthe peerSID of eachsocletto thesourcesoclet SID
of themessage.

For Unix streamsoclets, the equvalent proessing
for conrection establishmenoccursentirely within the
unix_streamconrectfundion. If theuseclientflag is set
on the listeningsoclet, thenthe SID of the newly allo-
catedstruct sok objectis setto the SID of the client
soclet. Otherwise the SID of the new sener soclet is
copiedfromthenevcan_sidfield of thelisteningsoclet.
ThepeerSID of theclientsocletis setto the SID of the
senersoclet,andthe peerSID of thesenersocletis set
to the SID of theclientsoclet.

8.2.2 API extensions ThelLinux socletcallsareim-
plemened aslibrary functiors thatinvoke a single sys-
tem call, sodketcall, with a paraneterthatindicatesthe
kind of call. Consequsetly, the extenced soclet calls
wereimplemented simply by definingnew call valuesto
the sodketcall systemcall. To permitthe existing fchsid
call to beusedon soclets,theinode setattrfunction was
chan@dto call a new sod_chsid fundion if a socletis
beingrelabeled.

Interrally, the Linux network compmentusesan ab-
stractinterfaceto call the codespecificto eachprotoml
family. Extenadforms of theconnectaccep, getnane
listen, sendmsgand recvmsgopeationswere addedto
the struct proto_opsstructureto suppaet the correspad-
ing exterdedsoclet calls. A chsid opgationwasaddel
to the struct proto_opsstructureto suppot relabelirg of
soclets. An exterdedform of the createoperation was
addedto the net proto_family operdions vectorto sup-
portthe sodket secue call. Within eachpratocol family,
an abstractinterfaceis usedto call the transpor layer
protccol code.Exterdedforms of the conrect sendmsg
and recvmsgopeationswere addedto the struct proto
structureto supprt the correspondig extenda soclet
calls.

The initialization function for ICMP
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(icmp.c__initfunc) was modfied to use the exterded
create opeation to create the icmpssodket with the
icmpsodet initial SID. Likewise, the initialization
function for TCP (tcp.ipv4.c._initfunc) wasmodifiedto
createthetcp_sodket with thetcp_sodeet initial SID.

The inetcreate and unixcreate functiors were
changd to set the SID of the soclet when a partic-
ular SID is specified. The inetlisten and unixlisten
functions were changd to set the newcom sid field
or the useclientfield of the soclet if the correspad-
ing paraneter was specified. The udp.conrect and
unix.dgram_connet fundions were changd to setthe
peer SID of the soclet. The unix.dgram_sendmsg
ip-build xmit, and ip_build xmitslow functions were
changdto setthedestinatiorsocletSID and/orthemes-
sageSID of themessagé particularvalueswerespeci-
fied. Thetcp_v4_conrectfundion waschargedto setthe
destinationsoclet SID for the conrectionrequet mes-
sageto the specifiedpeerSID. Thetcpv4_sendmsand
unix_streamsendmsgunctions were charged to com-
parethespecifiednessag&lD and/ordestinatiorsoclet
SID with theactualvaluesdetermine duringconrection
establishment.

The udpdeliver, raw._rcv_skh unixfind.other and
unix.dgram_sendmsgundions were charged to com-
parethe peerSID of the soclet with the source soclet
SID of the messageand to compae the SID of the
soclet with the destinatio soclet SID of the message.
Thetcp.v4.do_rcv functionwaschangdto compae the
soclet SID with the destinatim soclet SID of the mes-
sagewhenamessagés recevedonalisteningsoclet. If
amismatchoccursonaraw IP soclet, thenthe pacletis
silently dropped.If amismatchoccus ona UDP soclet
andthe paclet wasto a unicastaddres, thenan ICMP
portunreachablenessagés sentin reply. If amismatch
occusonaUDP socletandthepacletwassentto amul-
ticastor broadtastaddressthenthe messagés silently
dropped.If amismatchoccursonalisteningTCPsoclet,
thena TCPresetis sentin reply. If amismatchoccuson
a Unix domainsoclet, a conrectionrefusederroris re-
turnedto the connectilg or sendingprocess.

8.2.3 Control Requirements To minimizethe over-
headof permissionchecls, two AVC entry refererce
fields (avcr andpeeravcr) wereaddedo the structsodk
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structureandoneAVC entryrefererefield wasaddedo
the structdevice structure.The sk alloc fundion initial-
izesthesdfieldsfor new socletobjects.Thedeving ioctl
function initializes this field for deviceswhenthey are
firstaccessed.

Since acceppfrom pernission is initially checled by
TCP whenthe openrequest objectis created,an AVC
entry reference field (ava) was addedto the struct
openrequeststructure.This field is initialized whenan
openrequestobjectis createdby the cookiev4 chedk
function or the tcp_v4_connrequestfunction. Thefield
is setin thesefunctiors whenit is usedfor the accep-
frompermnissioncheck.

To permitthe connetto and accepfrom permissions
to be revaidated whentraffic is sentor receved on an
establishedcomection, a comection permissionfield
(connperm) was also addedto the struct sodk struc-
ture. When a new TCP sener soclet is created,the
tcp_createopeneqg.child function setsconnperm field
to theacceptfompermission,andit copiestheavcr field
from the openrequest objectinto the peeravcr field.
For client TCP soclets, the tcp_rcv_state processfunc-
tion setsthe com_perm field to the conrectto permis-
sion. The peeravcr field is setin this function when
it is usedfor the connetto permissioncheck. For Unix
streamsoclets, the connpermand peeravcr fields are
setby unix_streamconnet for boththeclientsocletand
thesenersoclet.

Thecontrd requiementdimplemente in eachkernel
function for TCP commuicationareshovn in Table32.
Only the classand permissionare shavn for eachcon-
trol requrement;the sourceSID andtarget SID canbe
found in the correspondig designtable. If connetto
permissioris deniedduring conrectionestablishmenta
conrectionrefusederra is retumedto the local process
andthe soclet is shutdown. If accepfrom or nevcom
permissionis deniedduring connetion establishmety
a TCP resetis sentin reply to the conrectionrequest.
The permissionstoredin the connperm field is reval-
idated by the tcp.do_sendmsgand tcprcv_established
functions. If pernission is no longea grarted when
tcp_rcv_establishedecevesa messag®n a conrection
or whentcp_do_sendmsattemptso senda messag®n
aconnectio, thena connetionreseterroris returredto
thelocal processandthesocletis shutdown. If tcp_send
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CONTROL REQUIREMENT(S)
FUNCTION(S) CLASS | PERM
inetlisten soclet listen
soclet newvconn
inet strean_connet soclet conrect
inetaccept soclet aceept
inet sendmsg soclet write
inetrecvmsg soclet read
tcp_v4_connrequest soclet newvconn
cookiev4_ched soclet acaeptfrom
tcp_rcv_stateprocess | soclet conrectto
tcp.do_sendmsg soclet conrectto
soclet aceptfrom
tcp_rev_estabished soclet conrectto
soclet aceeptfrom
ip_quete_xmit, netif tcp.send
ip-build_and sendpkt, | node tcp.send
ip_forward,
ipmr_queuexmit
ip-recv netif tcprecv
node tcp_recv

Table32: Implementhg the control requirementsfor TCP commu-
nication.

CONTROL REQUIREMENT(S)
FUNCTION(S) CLASS | PERM
unix_listen soclet listen
soclet nenconn
unix_accept soclet aceept
unix_streamrecvmsg | soclet read
scmdetach fds fd recave
unix_streamconnect soclet connest
soclet connetto
soclet newvconn
soclet aceeptfrom
unix_streamsendmsg| soclet write
soclet connetto
soclet aceeptfrom

Table33: Implemening the control requirementsfor Unix stream
communic&on.
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CONTROL REQUIREMENT(S)
FUNCTION(S) CLASS | PERM
inetdgramconnet | soclet conrect
inet sendmsg soclet write
inetrecvmsg soclet read
udp.sendmsg, soclet sendo
raw_sendmsg soclet sendmsg
udpdeliver, soclet recvfrom
raw_rcv_skb soclet rec/_msg
ip-build_xmit, netif udpkawip_send
ip_build_xmit_slow, | node udpfawip_send
ip_forward
ip-rcv netif udpkawip_recv
node udptawip_recv
Table34: Implemering the control requirenentsfor UDP or raw

IP communicaon.

CONTROL REQUIREMENT(S)
FUNCTION(S) CLASS | PERM
unix.dgramconnet | soclet connect
unix.dgramrecvmsg | soclet read
scmdetad_fds fd receive
unix.dgramsendmsg| soclet write

soclet sendto

soclet sendmsg

soclet recvfrom

soclet recv.msg

Table35: Implemening thecontrd requrementsor Unix datagram
communicaon.

CONTROL REQUIREMENT(S)
FUNCTION(S) [ CLASS | PERM
inet.creae, soclet crede
unix_crege
inet.bind, soclet bind
unix_bind soclet namebind
inetgetnane, soclet getatr
unix_getrame
sock getsokopt | soclet getopd
inet getso&opt
sock setsockpt | soclet setopt
inet.setsochpt
inet. shutdavn, soclet shutdevn
unix_shutdevn

Table 36:

soclet calls.

Implemening the control requirementsfor the other
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CONTROL REQUIREMENT(S)
FUNCTION(S) | CLASS | PERM
unix_ioctl soclet getatr
devinetioctl netif getdtr
netif setatr
ip_rt_ioctl system | routecontol
arp.ioctl system | arp.control
rarpioctl system | rarp.contrd
inetioctl system | netio_control
Table 37: Implemening the contrd requiementsfor ioctl com-

mands.

or tcp_recvpernissionis deried, thenanICMP portun-
reachale messagés sentif themessagevaslocally gen-
eratecdoranlCMP hostunreachablenessageés sentif the
messagés beingforwarded.

Table33 shavsthecontiol requirengntsimplemente
in eachkerrel function for Unix streamcomnunication
If newcom, acceptfom, or comecttopermissionis de-
niedduring conrectionestablishmetn thena conrection
refusederror is retunedto the conrecting process. If
acceptfomor conrecttopermissionis no longer grantel
whendatais sentontheconnedon, thenaconnectiore-
seterra is returredto thesendirg procesandthesoclet
is shutdown. If receivepermissioris notgrantedfor an
openfile descriptim, thenthe descriporsandary subse-
quer descriptos in themessagearediscarded

Table34 shavsthecontiol requirengntsimplemente
in eachkernelfunctionfor UDP or raw IP commuica-
tion. If recvflomor recvmsgpermissioris deniedwhen
a UDP unicastmessagés receved thenan ICMP port
unrezhablemesssages sentin reply. If eitherof these
permissios are deniedfor a UDP multicastor broad
castmessage®r a raw |IP messagethenthe messages
silently dropped. If udp.sendor rawip_sendperrrission
is denied,thena permissiondenial erroris retunedto
thelocal processf themessagevaslocally geneatedor
anlCMP hostunreachablamessagés sentif themessage
is beingforwarded.If udprecvor rawip_recvpermission
is deniedfor a unicastmessagethenan ICMP port un-
reachale messagés sent.

Table35 shavsthecontiol requirengntsimplemente
in eachkernelfunction for Unix datagramcommuica-
tion. If recvflomor recvmsgpermissions deniedwhen
a messagés sent,thena conrectionrefusederroris re-
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OBJECTCLASS PERMISSION(S) | DESCRIPTION
semaphorset assocate Associae a key with a semaphoreset
messagejueue read Read
message write Write
sharedmemory crede Creae
destry Destry
gettr Getattributes
Table38: Objectclassedor theLinux SystemV IPC componait. setatr Setattributes

turnedto the sendingproass. If receivepernissionis
notgrartedfor anopenfile descripion, thenthedescrip
tors andary subsequeandescriptos in the messageare
discarded

The implemenation of the contrd requirenents for
theothe socletcallsis shavnin Table36. Theinet bind
function only checls namebind permissionif the port
numteris outsideof therangeusedio automaticallybind
soclets. The unix_bind function only checksnamebind
permissionf the nameis in the file systemnamespae.
Table 37 shavs the implemertation of the contrd re-
quirenentsfor theioctl comnands.

9 SystemV IPC

This sectiondescribs the designandimplementation
of the Flask securitymechaisms for Linux SystemV
Inter-PracessCommurication.

9.1 Design

This sectiondescriles our designfor integratirg the
Flasksecuritymectanismsinto theLinux SystemV IPC
commnent. It begins with a discussionof the object
classeaindpermissionglefinedfor thecompment. This
is followed by a descripion of the cortrol requrements
for the systencallsusedto manag andperfom IPC op-
erations. Finally, the new IPC-relatedsystemcalls de-
finedfor security-avareapplicdionsaredescribd.

9.1.1 ObjectClasses Thesetof objectclassegor the
SystemV IPC compamentis shavn in Table38. A class
is defined for eachSystemV IPC abstraction Addition-
ally, a classis definedfor individual messagesvithin a
messagejuele, sothatmessagesanbeindividually la-
beledand contolled. By defadt, the SID of a System
V IPC objectwill be setto the SID of the creatingpro-
cess.For SystemV messagejueuesan addtional SID
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Table39: Permissiongor the semaphorebjectclass.

PERMISSION(S)| DESCRIPTION

assocate Associae akey with aquete
read Read

write Write

crede Creat

destry Destry

getatr Getattributes

setatr Setattributes

enquele Messagenayresideon queue

Table40: Permissiongor themessagegueueobjed class.

attributewill bebouwnd to eachmessageThatSID is set
by defadt to the SID of themessagsendingprocess.

9.1.2 Permissions The permissionglefinedfor con-
trolling accesso eachSystemV IPC object classare
shovnin Table39, Table40, Table41,andTable42.

Thesemegt, msgyet, andshmgt systencallsandtheir
associatedsecuke variantseachrequireassociateaccess
to associat@ key with anID whenaccessingnexisting
objectby key. If anobjectis beingcreatedandthe pro-
cesshascreatepermissionit is assumedhatit implicitly
hastheability to associate key with thecreatedPC ob-
jectandassociatepernissionis not requred. Sincethe
key canalsobe obtaired via semct] msgct] andshmctl
callswith the SEM_STAT, MSG_STAT, SHM_STAT, and
IPC_STAT optionsthesealsorequre associatepermis-
sion.

The semct{IPC_INFO), semct{SEM_INFO),
msgct{IPC_INFO), msgct(MSG_INFO), shm-
ctl(IPC_INFO) and shmct{SHM_INFO) system calls
return information to the calling processthat is com-
binedfrom all objectsof the given type without regard
to the objed SID. The designtherefae restrictsuse of
thesecalls to processeswith a new systempernission
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PERMISSION(S)
send
receive

DESCRIPTION
Add amessag¢o aqueue
Remae amessagérom aqueue

Table41: Permissiongor themessag®ebject class.

PERMISSION(S)| DESCRIPTION

assocate Associae akey with asggment
read Read

write Write

crede Creae

destry Destry

getatr Getattributes

setatr Setattributes

lock (Un)lock pagds)in memory

Table42: Permissiongor the sharel memoryobject class.

(ipcdinfo.) This accessis now necessaryfor correct
functioning of the ipcs progam. It may be desirable
in the future to modify the ipcs programto selectvely
returninformationbasedn the executing SID.

9.1.3 Control Requirements The contrd require-

mentsfor the SystemV IPC systemcalls are shavn in

Table43, Table44,andTable45. For themostpartthese
areobviousextensiors of the standadl Linux permission
bits.

Unlike for the file systemopencall, sem@t, msget,
shmept and their _secue variarts can not validate the
requestedread or write permissios sincethesesystem
callsmayalsobeusedto obtainanid for usein thesem-
ctl, msgct] andshmctlcalls which may requre neither
readnorwrite permissiorto besuccessfulThereadand
write permissiongrechecledwhenmakirng systencalls
which performtheactualdataoperatims.

Themessge queueobjectemploys thereadandwrite
permissiorto determire if a specificprocessmay utilize
a specificqueuefor receving or sendilg messagese-
spectvely. In cortrastthe messge objectemplog/s send
andreceivepermissiongo detemineif a givenprocess
is allowedto receve or senda given message.The en-
guetle pernissionis usedto deternine if agivenmessage
is permittedto “passthrowgh” thegivenquete.
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CONTROL REQUIREMENT(S)
CALL(S) CLASS | PERM SSID TSID
semget, sem creae currert | sem
semgetsecure sem associa | currert | sem
semsid sem getatr currert | sem
semop(semop==0) sem read currert | sem
semop(semop!=0) sem write currert | sem
semctl. SEMSTAT, sem getatr currert | sem
IPC_STAT sem associa¢ | currert | sem
semctl.IPCGETNCNT, | sem getatr currert | sem
IPC_.GETPID,
IPC_.GETZCNT
semctl.IPCSET sem setatt currert | sem
semctl.IPCRMID sem destry currert | sem
semctl.IPCGETALL, sem read current | sem
IPC_.GETVAL
semctl.IPCSETALL, sem write currert | sem
IPC_.SET\AL
semctl. SEMINFO, system | ipc.info current | kernd
IPC_INFO

Table43: Controlrequirementsfor manipuktingsemaphors.

CONTROL REQUIREMENT(S)

CALL(S) CLASS | PERM SSID TSID
msgget, msgq creae current | msgq
msggetsecure msgq associge | current | msgq
msgsid msgq getatr current | msgq
msgsnd, msgq write current | msgq
msgsndsecure msg send current | msg

msgq enquee | msg msgq
msgrey msgq read current | msgq
msgrcvsecure msg receive current | msg
msgctl.MSGSTAT, | msgq getatr current | msgq
IPC_STAT msgq associge | current | msgq
msgctl.IPCSET msgq setatr current | msgq
msgctl.IPCRMID msgq destry current | msgq
msgct.MSGINFO, | system | ipc.info current | kernd
IPC_INFO

Table44: Controlrequirementsfor manipulding messagegueuss.
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CONTROL REQUIREMENT(S)

CALL(S) CLASS | PERM SSID TSID
shmget, shm crede current | shm
shmgetsecure shm assocate | current| shm
shmsid shm getatr current | shm
shmat(SHM_RDONLY) shm read current | shm
shmat(!SHM_RDONLY) | shm read current | shm

shm write current | shm
shmctl. SHMSTAT, shm getatr current | shm
IPC_STAT shm assocate | current | shm
shmctl.IPCSET shm setdtr current | shm
shmctl.IPCRMID shm destry current | shm
shmctl. SHMLOCK, shm lock current | shm
SHM_UNLOCK
shmctl. SHMINFO, system | ipc_info current | kemel
IPC_INFO

Table45: Contrd requirenentsfor manipuhting sharednemory

9.1.4 API extensions New calls were adde to per
mit a processto createa SystemV IPC objed with a
specifiedSID andto permita processto obtainthe SID
of anexisting object. New callswerealsoaddedto per
mit a sendingprogessto specify a particularSID for a
messag@andto permitareceving processto obtainthe
SID of therecevedmessage.

The semsid msgsid and shmsidsystemcalls were
addedto retrieve the securitylD for a given semaphbre
set messge queue or shaed memory segment re-
spectvely. The sem@tsecue, msgetsecue, and
shmgt.secue systemcallswereaddel to provide away
to requestanIPC objectwith a specificsecuritylD.

The msgsndsecue and msgev_secue systemcalls
were addedto enablesendingandreceving a message
with aspecificSID to or from amessagguele. Thems-
grev_secue call takesa SID refererce paraneterwhich
is eithera specificSID to usein selectinga messageor
anull or wildcard SID to allow the retun of a message
at ary SID to which accesds permitted The call also
returrs the SID of thereturnedmessageisingthis refer
ence.

9.2 Implementation

This sectiondescribesour implementationfor inte-
grating the Flask security mechaisms into the Linux
SystemV IPC compnent.
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9.2.1 Labeling New structures (semidkernel and
msqgidkerne) were addedto parallel (and contair)
semidds and msqidds respectiely. This permitsthe
kernelto maintain SIDs in the data structureswithout
altering the public versions of eachstructureand the
therely the existing API. A number of small charges
weremadein sem.h msgh, sem.candmsgc to accom
modde the new structues. Thesearesimilar to the ex-
isting shmidkernel structurewhich is usedto maintain
kernelmappngs for memoy segments.The additionof
label datato eachof thesethreestructureds contrdled
by corditional comple directives,however, the new ker
nel structurs themseleswereaddedo thebasecodeas
weretherelatedstructurerefereres.

9.2.2 API Extensions In reality no new systemcalls
were addel, althowgh eight new APIls were addal to
the systemcall interface. The nenv APIs utilize the
previously existing sysipc systemcall demultiplexer in
sysi386.cto dispatchthe new IPC relatedcalls. Cur
rently only the Intel 32-lit architectue hasbeenmod-
fied.

Thesem@t secue, msgjet secue, andshmgetsecure
callsallow acallerto reqiestanIPC objectwith a given
key andagivenSID. If thecallerhascreateacces$utthe
key is alreadyallocatedto anIPC object with a different
SID, thecalleris retunedEACCES.

The msgev and msgev_secue calls skip messages
thatarelabeledwith a SID for which the calling process
doesnothavereceiveaccessatherthanreturnEACCES.
This may resultin accesschecksbeing perfomed and
denial of accesseingauditedfor messagesvhoseex-
istenceis not even apparentto the calling processwvhen
a) the msgcv call is used,or the msgev_secue call is
usedwith a SID of SECSIDWILD or SECSIDNULL,
andb) messagesxist on the queuefor which the pro-
cessdoesnot have receivepernission,andc) accesdas
beenrevoked from the processfor the quete or from
messageso which it hadaccessvhenit calledmsgcv
or msgev_secue. In that(unusual)casethecalling pro-
cesswill alsowaitindefinitelyfor amessage.

A bendicial implication of the interactiors between
theread write, receive send andenqueuepermissions
andindependentSIDs for messge queles andindivid-
ual messgesis that policies may be developedwhich
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allow restrictedmulti-level messaggueues.Thesemay
be desiredto createa convenient oneway commuica-
tion mechanisnior processesPolicy writers,of couse,
needto carefdly considerthetheimplications of sucha
one-vay chanrel if it is desiredandimplemened.

9.2.3 Control Requirements The semct] ms-
gctl and shmctl system calls with the IPC_RMID
or IPC_SET options each allowed a process with
CAP_SYS ADMIN to bypassthe standard_inux owner
checks.TheFlaskcheckshowever, arenot bypassedby
CAP_SYS ADMIN, andasdescribedn Section5.2,the
useof CAP_.SYS ADMIN evento bypassthe standad
ownercheckss subjectto additioral Flaskchecls.

Eachcontwol point that hasthe potertial to geneate
an auditrecod addsthe ID of the semaphte set,mes-
sagequele, or sharedmemoy region to the audit data
included in therecord

The shmaf!SHM_RDONLY) contrd point is imple-
mentedas a checkfor read and write since the logi-
cal semanticaswell asthe x86 implemernation of not-
readmly arereadandwrite.

Since shmatalso writes the accessgrarted into the
memoy segmentstructuresor hardvareuseon eachac-
cessacall-bak will evertually benecessarto allow the
accesgontrd emboded in the memay structurego be
revalidatedor revokedon a policy change.

The casestatementorditionsin the syssemctifunc-
tion wereslightly reoderedto collect someread based
accesxchecksand getattr accesshecksthat were both
covered by the standardLinux readpermissionbit. A
seeminglyredundantcheckwas found for the "ID Re-
moved” (EIDRM) condtion betweenswitch statements
in thatfundion thatwasalrea¢ covered by the checkat
the beginning of syssemctl Thefirst casein the switch
following the EIDRM checkis a permissioncheckfor
GETALL thatalsoseemgo beredundantwith thecheck
previously perfamed in the casesabore. No contol
pointwasaddedfor the secondpermissioncheckasthe
previous permissioncheckshoud still bevalid. (There
are no processsleepsin the GETALL code path be-
tweenthesepoints.) No otherchargesweremadeto im-
prove theflow of the casestatementsasthis wasseemas
courter-productive given thereolgarizationin laterker
nelversiors.
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The semexit function performs a checkwhen free-
ing undostructureghatthe semaphre values do notbe-
comeneggative. A printk was addedafter that checkto
allow detectfailure of thatassumption Sincethe printk
shouldnever be execued unlessthereis a kernel bug,
thereshouldbe noimpactfrom this change.

10 SystemCall Review

This sectioncontairs the resultsof a review of the
Linux/i386 systemcall interfaceto deternine what ad-
ditional Flask controlsare needed The following sub-
sectiongdescribeheresultsfor eachcatgory of system
calls. As controlsrecommaededin thisreview areimple-
mentedthecorrespadingdiscussiorshouldberemoved
from this sectionandintegratedinto anappiopriatesec-
tion of thedocument.

10.1 Proces Management

This subsectiomlescritestheresultsof thesystencall
review for callsrelatedto processmanagment.

10.11 Scheduling Flask provides contols over the
ability to obsene or modify the schedling charateris-
tics of otherproeessesndtheability to increaseriority.

However, Flask doesnot yet provide a scheduliig pol-

icy. Suppat for a new schedling policy basedon the
securitycontets of proessesvould be desirale. Such
suppat will likely requie anew interfaceto thesecurity
sener.

10.12 Sessionsand ProcessGroups The ability to
obsere or setthesessiorandprocesgyroupidentifiersof
otherprocessess contrdled by Flask,but thesessiorand
processgrouwp abstractions arenotlabeledor cortrolled.
The Flaskmechaisms coud be usedto provide a label
for eachsessiorandproessgroup to contrd whatpro-
cessesnaybein eachprocessgroy, andto contrd what
terminalmay sene asthe contrdling terminalfor each
processgroup. However, it is not clearthatsuchlabelirg
andcontrds areneededsincesignaldelivery andtermi-
nal accessarecontrdled throudh the existing Flasksig-
nal andfile contols. Furtherstudyof the useof session
andprocessgrougsis needed



10 SYSTEMCALL REVIEW

10.1 ProcesManagment

10.13 Userand Group Identity Thesetuid, seteuid
, Setreuid, setiesuid, andsetfsuidcalls may be usedto
settheuseridentity attributesof the calling process.The
setgid, set@id , setegid , setesgid, setfsgid, andset-
groupscalls may be usedto setthe grow identity at-
tributesof the calling process. Linux pernits ungrivi-

leged processeso perfam certainkinds of changsto

their identity attributes, suchas charging the effective
identity to the real identity or vice versa,or charging
the effective identity to the savedidentity. Linux permits
moregenerachan@sin identity for processethathave
the CAP_SETUIDandCAP_SETGIDcapaliities.

Thesecalls only affect the private stateof the calling
process. Furthernore, the Flask contiols are not based
on the Linux identity attributes. Conseqently, charges
in Linux identity attributesareirrelevantto the Flaskse-
curity policy anddo notneecto be controlledby thepol-
icy. However, it may be valuabe to provide Flaskcon-
trols onthesecallsto allow thepolicy to confinecharges
in Linux identity. The Flask capsetuidandcap_setgid
permissios are checled whenthe correspnding capa-
bilities arerequred by Linux. If it is desiralke for the
policy to be ableto corfine Linux identity changs,then
new Flaskpermissionsieedto be definedto contiol all
usesof thesesystemcalls.

10.14 Capabilities The ability to getor setthe ca-
pability setsof anotter processis contrdled by Flask.
Flask contrds the useof capaliities by requiing that
a processalso have a correspading capability permis-
sion. Hence,possessionf a capaliity is necessaryut
not sufficient to have the corresponthg privilege when
Flaskis enabled SinceFlaskdirectly contrds the useof
capabilitiesjt is not necessaryo controlthe settingand
inheritarce of capabilitysetsotherthanensuringhatthe
ability of a processto obsene or charge the capaliity
setsof anothelproessis contolled.

Flaskcouldbe extendedto provide afinergrairedre-
placemet mechanisnfor capaliities. Sucha mecta-
nismwasdevelopedfor oneof Flask’s prececessorshe
DTOS system. This mechanisnpermittedprivilegesto
begrantedbasednboththeattributesof theprocesand
the attributes of the relevart objed, e.g. discretimary
readoveriide couldbe grantedo a particdar setof files.
Sincethe mechaism obtainedprivilege decisionsfrom
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the Flasksecuritysener, managerantof privilegeswas
centralizedandverification that privilegeswere grante
apprriatelywasstraightfoward.

10.15 Timers Thealarmandsetitimercallsmaybe
usedto arramge for a signalto be sentto the calling pro-
cessafteraninterval. Thegetitimercall obtairsthevalue
of anintenal timer. The calls areimplenentedin ker-
nel/shiedc and kernel/itimerc. Currerily, no cortrols
areperfamed. A proeesscoud arrarge for a signalto
bedeliverad andperform anexecveor execvesecue be-
fore the signalis geneated,thus effectively delivering
a signalto itself aftera SID chang. This signalis not
subjectto ary accesgheckirg, soadditicnal cortrols are
necessaryhenthe execveis perfomed. Timerscoud
be clearedupm an execvethat changs SID if the call-
ing procesdackstheappopriatesignalpermissionio the
transfomedproaess.

10.16 Resource Limits and Usage The setrlimit
call may be usedto charge the resouce limits for
the calling process. The call is implenentedin ker-
nel/sys.c Linux requiresthe CAP.SYSRESQRCE ca-
pability to usethe setrlimit call to increasethe soft or
hardlimit abovethecurrer hardlimits, soFlaskrequires
cap.sysresouce under the samecondtions. Flaskdoes
not provide a processresourcdimit policy. Suppot for
definingresoure limits basednthe securitycontexts of
processeswould be desiralte. For now, Flaskonly con-
trols the ability to increasethe limit above the current
hardlimit.

The getrusage call may be usedto get resourceus-
ageinformationfor the calling processandits children
Similarly, the timescall may be usedto obtainthetime
usageof the calling processandits children. Linux does
not contol the useof thesecalls. Sincethe usagestatis-
tics of a child processare only addedinto the parents
combinedstatisticsfor its childrenif the parentreags the
child, the existing Flaskwait contrds aresuficient. No
othercontrds seemnecessary

10.17 Other ProcessCalls The prctl call is a gen-
eralinterfacefor perfaming opeationson a process. It
only suppots a single operatia that setsor clearsthe
signalthatthe calling processwill receve whenits par
entdies. The existing Flask controlsfor signalsensure
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thatthe delivery of the signalis contrdled. However, it
would be usefulto checkthe appopriatesignal permis-
sionwhenthis call is usedsothatthe calling processwill
beawareof ary permissiorfailure.

The rt_sigqueueifo call is a variart of kill for real-
time signals. This call is alrea¢y contolled throudh the
existing Flasksignalpermissions.

Thegetpidandgetppidcallsmaybeusedto obtainthe
processidentifierof thecalling processandits parentye-
spectvely. Thegetpidcall doesnotrequireary contiols,
sinceit only revealsprivate stateof the calling process.
The getppid call would only needto be contolled if it
would be useful to corceal the PID of the parent, but
suchaneedis notevidert.

10.2 Memory Management

This subsectiomescrilestheresultsof thesystencall
review for callsrelatedto memoy managerant.

The mprotect call may be usedto setthe protectian
on a region of memay. The call is implemerted in
mm/mpotect.c Linux requiresthatthenew protectio be
asubsebf themaxinmum protectiononthemapping For
anorymous memaoy or a privatecopy-on-write mappirg

of a file, the maximum protectionallows all accesses.

For a sharedmappirg, the maximum protectia always
allows readandexecuteaccessut only allows write ac-
cesdf thefile is openfor writing.

Flaskensuesthatmprmotectcannd beusedto increase
the current protection on memay-mappedfiles beyond
what the security policy authaizes. Flask shouldalso
contrd theability to execuite anaymousmemay. A new
permissioncould be introdwced basedon the SID of a
process that contrds whetherthe processis allowed to
execue anorymous memoy.

The mlodk andmurock calls may be usedto disable
andreenale pagirg for arangeof memay. The mlock-
all andmunlodall callsmaybeusedto disableandreen-
ablepagingfor all pages mappedinto the addessspace
of the calling process. Thesecalls areimplemened in
mm/mlo&.c. Linux requiesCAPIPC_LOCK to disable
pagiry, so Flaskrequies capipclock permission. No
additioral contols seemecessaty
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10.3 File System
Thissubsectiomescritestheresultsof thesystenmcall
review for callsrelatedto thefile system.

The nfsservcticall is the interfaceto the kernel NFS
daemao. The call is implemented in fs/nfsd/nfsctl.c
Linux requiles CAP_.SYSADMIN to use the call, so
Flask requirescap.sysadmin permission. Since the
Flaskcortrolshave notyetbeenintegratednto theLinux
NFSimplemenation, no further cortrols arerequred at
thistime. Separat@ermissiondor theindividual opea-
tionsmaybeintroducedat alatertime.

Thequotactl call maybeusedto manipdatedisk quo
tas. This call is implemened in fs/dquot.c Linux re-
quiresCAP_SYSRESOURCHor enablingor disablirg
quotas, getting the quaa of anothe useror growp, or
settinga quda. Hence,Flaskrequres cap.sysresouce
permissionfor thesecommaids. When enablirg quo
tas,a quotafile is specified.This file mustalreadyexist,
typically beingcreatedoy the quaached progam. The
file is operedfor readandwrite accessandthe existing
Flaskfile accessontrds areapplied. It might be useful
to add a new permissioncortrolling what files may be
usedasquotafiles. Linux doesnot contrd the quaactl
commandsfor syncingthe quaa files, obtainingquaa-
relatedstatistics pr obtairing thequotalimits andcurrent
usagedor useror groupof thecalling process.Flaskdoes
notprovide adiskquda policy. Suppat for definingdisk
quota basednthesecuritycontexts of processesvould
bedesirable.

The bdflush call may be usedto start, flush or tune
the buffer-dirty flush daenon. The call is implemente
in fs/kuffer.c. Linux requresthe CAP.SYSADMIN ca-
pability, so Flaskrequiescap.sysadminpermission.It
might be usefu to add newv permissiongo contrd the
individual operatims provided by thecall.

The swaponand swapof calls may be usedto start
and stop swappingto a file or device. Linux requres
CAP_SYSADMIN andsearchaccesgo thefile to useei-
ther call. Flaskreqgures cap.sysadminpermissionand
seach permission. It might be usefulto adda new per
missioncontrolling whatfiles maybeusedasswapfiles.

The chroot systemcall may be usedto changethe
root directay. The call is implementedin fs/operc.
Linux requres searchaccesgo the new root directoy
and CAP_.SYSCHROQOIT. Flaskrequres search permis-
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sion to the new root directay and cap.syschroot per
mission.No further contiols seento benecessary

10.4 Kernel Modules

This subsectiomescrilestheresultsof thesystenmcall
review for callsrelatedto kernelmodules.

Thecreatemodulecall maybeusedto registeraname
andto resenekernd memay for aloadablemodule. The
init_modue call may be usedto load a relocatedmod
ule imageinto kernelmemoryandto run the module’s
initialization function. The deletemodulecall may be
usedto remose modues. Thesecallsareimplementedn
kernel/modie.c. Linux requiesCAP_SYSMODULE to
useary of thesethreecalls, andFlaskrequiesthe cor
respomling cap.sysmodulepermssion. No additioral
contrds seemto benecessaryjor thesecalls.

The querymodue call may be usedto obtain infor-
mationrelatecto loadatke modues. Theget kernel.syms
call maybe usedto obtainthe kernd andmodues sym-
bols. Thiscall is obsdetedby querymodde. Linux does
not contrd the use of thesetwo calls. Flask cortrols
shouldbe definedfor thesecallsto contiol their use.

The kerrel module loader(kernel/kmodt) runsmod
proke to automaticlly load moduleswhenthey arere-
guestedThekernelmodue loade runsasthe superser
with all capabilitiesenabled The kernelmodule loader
waschangd for Flaskto runwith thekmodinitial SID.
OtherwisetheFlaskcontols would bebasednthe SID
of theuserprocess.

Although the Flask contrds for module-relatedcalls
arestraightfoward, pratection of the kerrel modue fa-
cility requresconfiguationof thesecuritypolicy to label
andcontiol access$o themodue objectfiles, themodue
utilities, the module configuation files, and the kernel
pathfor modpobe. The policy configuation for kernel
moduesis describedn [7].

10.5 SystemOperations

This subsectiomescrilestheresultsof thesystencall
review for callsrelatedto the overall system.

The stimeandsettimeofdagystemcalls may be used
to setthe systemtime and date. Both calls areimple-
mentedn kernel/timec. Linux requiesCAP_SYSTIME
to use thesecalls, so a processmust have the Flask
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capsystime pernissionto usethesecalls. No further
contrds seemto benecessaryTheadjtimex call maybe
usedto reador modfy theclock adjustmat paraméers.
This callis implementedin kernel/timec. Linux requires
CAP_SYSTIME to usethis call to modfy the parane-
ters,soFlaskrequres cap_systime No furthercortrols
seenmnecessary

The sethostnme and setdomainame calls may be
usedto set the host and domain namesfor the sys-
tem. Linux requiesCAP_SYSADMIN to useeithercall.
Flaskrequires cap.sysadminpermission No othe con-
trols seemnecessary

The acct call may be usedto enable or disable
process accouting. The call is implemened in ker-
nel/acct.c Linux requres the calling processto have
CAP_SYSPACCT to usethecall. If the call is usedto
settheaccountingfile, thenthecalling proessmustalso
be ableto openthe accounting file with appead access.
TheFlaskcap syspacd pernissionis checledwhenthe
callis used,andtheFlaskfile mandatoy accessortrols
arechecled if anaccouting file is specified. It might
be usefulto adda new permissiorncontiolling whatfiles
may be usedfor accouting.

Therebod call may be usedto rebmt the systemor
to enalbe or disabletherebod keystrole. Thecallis im-
plemenedin kernel/sys.cLinux requresthatthecalling
processhave CAP_.SYSBOOIT, soFlaskrequiresthatthe
calling processhave cap_syshoot pernission. No other
contrds seemnecessary

The ioperm call may be usedto set I/O pott ac-
cesspermissionbits for the calling process for a spec-
ified port andrange. The call may only be usedfor
the first Ox3ff I/O ports. This call is implemantedin
arch/i386/kernel/ioport.c. If the permissionbits are be-
ing setto arything non-zero,thenLinux requireghatthe
calling process have CAP_.SYSRANIO. Thus, Flaskre-
quiresthecorrespndingcap.sysrawio permnission.Port
accespermissios arenotinheritedon fork but they are
inheritedacrossexecve New Flask controlsshoud be
definedto contrd inheiitanceof poit accesgpernissions.
It mayalsobedesirableo suppaot individual labelingof
different /O ports andto add a permission contolling
accesgo particularports.

Theiopl call maybe usedto chang the I/O privilege
level of the calling process. The call is necessaryor
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moreportsthan0x3ff. For exanple, the call is usedby
8514compmtible X senersto rununderLinux. Thiscall
isimplemenedin arch/i386/kernel/ioprt.c. If the privi-
legelevel is beingincreasegthenLinux requresthatthe
calling process have CAP_SYSRAWIO. Thus, Flaskre-
quiresthecorrespadingcap.sysrawio permission The
privilege level is inheiited on fork and acrossexecve
New Flask contiols shouldbe definedto contrd inher
itanceof I/O privilege levels. It mayalsobedesirableo
addseparat@ermissiongor the differentlevels.

The sysla call may be usedto read or clear the
kernel messageing buffer and to set the consolelog
level. Linux requres that the calling processhave
CAP_SYSADMIN to useary syslogoperatim exceptfor
the operdion to readthe last4k of messagem thering
buffer. Hence Flaskrequiescap.sysadminpermission
for all of the otheroperatims. Separaté-lask permis-
sionsshouldbe definedfor the differentkinds of syslog
operdions, e.g. separatgermissiongo contiol readirg
andclearingthelast4k of messagesgersuschangim the
consoldog level. Additionally, it seemslesirabld¢o con-
trol the ability of processedo readthe last 4k of mes-
sagessoa Flaskpermissiorshouldbe addedto contol
this opeantion.

Thesysinfocall maybeusedto obtaininformationon
overall systemstatisticssuchasthe load average avail-
able memay, andnumbe of current processesLinux
doesnot contrd the ability to usethis call. A Flaskper
missionshouldbe definedto contrd theuseof this call.

11 ToDo

This sectionlists tasksthat have not yet beencom-
pletedfor integratingthe Flasksecuritymechanismto
theLinux kernel.

¢ Add contolsidentifiedby systemcall review

Performfunctional andperfamancetesting

Add mandtorycortrols for SystemV IPC

Integrate|PSECwith network mandhtorycontols

Add mandatorycortrols for NFS

Add suppat for polyinstantiatedlirectories
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Add suppat for polyinstantiatecgorts
Add notificationsfor comgetedoperatims
Add policy chang callbacls

Integratefile cryptograghy with file mandatorycon-
trols

Replace SIDs with SID descriptos (refeence-
courtedSIDs)
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