Commercial Solutions for Classified
Component Questionnaire

DESCRIPTION OF THE CSfC PROGRAM Date:

The National Security Agency has developed ways to leverage emerging technologies to deliver more timely
IA solutions for rapidly evolving customer requirements. NSA's Commercial Solutions for Classified (CSfC)
program enables commercial products to be used in layered solutions protecting classified information. The
intent of this questionnaire is to assist vendors who want their product(s) considered for inclusion on theCSfC
Components List.

Customers and/or solution integrators will draw products from the published list of eligible CSfC
components to create composed solutions for a particular operational capability. When a product is added to
the list, it does not equate to NSA approval or endorsement of the product. It simply states the product has
met its CSfC requirements and is qualified/eligible for use in the composed solution.

REQUIREMENTS

In deciding whether a particular product is appropriate for CSfC, NSA considers the totality of circumstances
known to NSA, including NIAP validation, the vendor’s past willingness to fix vulnerabilities, supply chain,
foreign ownership, control or influence, the proposed uses of the product under consideration, and any other
relevant information available to NSA. Vendors of products submitted for consideration under the CSfC
process will be notified of NSA’s decision on a product-by-product basis.

For the product to be considered for CSfC, it must be Committee on National Security Systems Policy
(CNSSP) No. 11 compliant. For vendors utilizing a U.S. Common Criteria Testing Laboratory (CCTL), the
Product will not be added to the Components List until the NIAP evaluation is in process. For vendors
utilizing a foreign CCTL, the Product will not be added to the Components List until the Common Criteria
evaluation is complete and the Product is posted to NIAP’s Product Compliant List (PCL). A Memorandum
of Agreement with the NSA must also be executed. Complete Sections A, B, C, D and return the form to
csfc_components@nsa.gov. You may attach additional supporting documents (white paper, product
specification, etc.) pertinent to the product. Each product/product series will require a separate CSfC
guestionnaire form.

SECTION A: COMPANY INFORMATION
Company Name:
Subsidiary:
Organization/ Division:
U.S. Company Y/N:
Address:
State/Province:
Zip Postal Code:
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mailto:csfc_components@nsa.gov

POC Information MOA Signatory

Name: Name:
Title:

Phone Number:
E-Mail Address:

Title:

SECTION B: PRODUCT/ PRODUCT SERIES INFORMATION
Product / Product Series Name:
Product / Part Number:
Product / Product Series Model:
Operating System:
Product Technology Type: (VPN, Router, Mobile
Devices, Wireless Access Point, etc.)
Product/Product Series Description and How the

Product/Product Series Could Be Used in a
Composed Solution?

SECTION C: CNSSP No. 11 VERIFICATION

National Information Assurance
Partnership (NIAP)

National Institute of Standards and Technology
(NIST-FIPS 140-2)

Certificate Report Number:
Date of Certification:

Name of Common Criteria
Testing Laboratory or
Common Criteria Scheme:

Under Contract Y / N:
Contract Number:

Protection Profiles and EPs
included in Scope of

Evaluation:

Certificate Number:
Date of Validation:

Name of Laboratory Performed the
Certification:

Commercial Availability

Is the product commercially
available Y/N:

Is the NIAP-evaluated firmware
commercially available Y/N:

SECTION D: OTHER INDEPENDENT TESTING (OPTIONAL)

Date:

Name of Testing Facility:

Comment:
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