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CHANGE HISTORY
Title Version Date Change Summary
Commercial Solutions for 09 December 14,2012 Initialrelease of CSfC Campus IEEE 802.11
Classified (CSfC) Campus Wireless Local Area Network (WLAN) guidance.
IEEE 802.11 Wireless Local
Area Network (WLAN)
Capability Package
Commercial Solutions for 1.0 August 20, 2013 Official release of CSfC Campus WLAN guidance.
Classified (CSfC) Campus Revised content to be consistentwith VPN CP
IEEE 802.11 Wireless Local version 2.0.
Area Network (WLAN) Removed compound requirements for improved
Capability Package testability.
Merged sections toreduce duplicate
requirements.
Commercial Solutions for 1.1 March 4, 2014 Corrected minor errors
Classified (CSfC) Campus Removed redundant requirements
IEEE 802.11 Wireless Local Added Solution testing section
Area Network (WLAN) Added Appendix F to state summary of changes
Capability Package inrequirements between the versions
Commercial Solutions for 1.8 September 17,2015 Initial release of CSfC Campus WLAN guidance
Classified (CSfC) Campus for use of a Shared Outer WPA2 layer andsingle
Wireless Local Area Gray Network with networks of multiplesecurity
Network (WLAN) Capability levels.
Package Improvements of Continuous Monitoring and
revised content to be consistentwith VPN CP
version 3.2 and MA CP version 1.1.
Added new Cryptographystandardsin
accordancewith CNSSP 15.
Added Gray Firewall
Added Continuous Monitoring Requirements
Updated requirement WLAN-PS-10
Commercial Solutions for 2.0 March 18, 2016 Added EUD requirement (WLAN-EU-40) to
Classified (CSfC) Campus isolatethe management and control of the EUD
Wireless Local Area connection to the WLAN system from other EUD
Network (WLAN) Capability functions.
Package Added IDS requirements for the Gray Network
Commercial Solutions for 2.1 February 2018 Removed references to CNSS AM 02-15 as

Classified (CSfC) Campus
Wireless Local Area
Network (WLAN) Capability
Package

CNSSP-15 was updated and signed.

Removed references to Suite-B encryption
algorithms. Updated to reference the
Commercial National Security Algorithm (CNSA)
Suite.

Changed WLAN-PS-9 to Objective.

Changed WLAN-EU-23 minimum password
length.

Updated Continuous Monitoring sectionto be
consistentwith other DIT CP’s.

Updated Testing Requirements andcreated a
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Testing Requirements Annex.

e Updated template IAD ->IAC

e Added requirement WLAN-PS-6 for selectinga
Certification Authority from the CSfC
Components list.

e Removed Threat section—inaseparate
document availableon the CSfC webpage.

e Modified Table 9 to change the Objective
requirement for AES-256-GCMP to AES-256-
CCMP; Removed inaccurateRFC references.

e Added wording (from the MobileAccess CP) at
the end of Section 2 to address case-by-case
approvals for TSsystems.

Commercial Solutions for 2.2 26 June 2018 e Relocated Key Management Requirements from
Classified (CSfC) Campus the CP and created a separate Key Management
Wireless Local Area Requirements Annex.
Network (WLAN) Capability e Updated requirements to use “must” instead of
Package “shall.”
e  Minoradministrativechanges were made in
formatting.

e Changed WLAN PS-12 to ‘Objective.
e Changed WLAN PS-14 to ‘Threshold=Objective.’

June 2018




TABLE OF CONTENTS
L INErOTUCTION. e s e e e e e e e e e e e e e e e e e e e e e e e e e e as 1
D V1 T T T o To B U L Rt 1
R =T | I 0 o =10 1T o UPUPPNt 2
4 Description of the Campus WLAN SOIULION.........uuiiiiiii e 3
4.1 INEEWOTKS. ¢ttt ettt ettt e e e e sttt e e e e e e e st et e e eeeeesanbbbbeeeeeeeeeesaaannnbbaeeeeeeeeaaans 4
4.1.1 RO NEIWOIK ..t e e e e e e e e e e e e e s 4
4.1.2 (Ol Y =T AV (o T PP 4
4.13 BIACK NETWOIK ...ttt e e e e e e e e e e e s 5
4.2 Data, Management, and Control Plane TraffiC...........uuieiiiiiiiiiiie e 5
43 o [F=d o B WV I DT = o U 7
4.3.1 MUILIPIE SECUITY LEVEIS ... e e e e et e e e e e e e et e e e e e e e e eaasaaaaas 7
4.3.1.1 Networks Operating at the Same Classification Level ..........c.ccooovviiiiiiiiiiiiiiiiiieieieeeeees 7
4.3.1.2 Networks Operating at Different Classification LeVels ..........ccooeviiieiiiiiiiiiiiiiineeeeeeeees 8
I Yo [V o0 W @oT 1 o oo ) o 1= o {3 S RPNt 9
5.1 BN USEE DBVICE....etieeiiiee e ettt e e ettt e e e e ettt et e e e e e s saanb b et et e e eeeseaaasanbbbeeeeeeeeeenans 9
5.1.1 ENA USEI DEVICE ...ttt s 9
5.1.2 EUD DeploymeENnt OPLiONS ....uuuueeuieiiiiiieiiiiiii e e s e e e e e e e e e e e e e 10
5.2 WLAN ClIENT ettt ettt e e e e ettt et e e e e e sttt et e e e e e e ea saaabbbeeeeeaeeeeaaans 11
S T0e T VA~ @ 1T SRR 11
54 WLAN ACCESS SY S OIM ittt e e e e et e et e et e et e e e an s eanseaneanaaanns 11
5.5 WLAN AUuthentication SEIVEI......coiiiii i 12
5.6 LGl 1V S T =T | | P 13
5.7 Administration Workstations...........oooiiiiiiiiiiii 13
5.8 Certificate AULNONILY ..ooovu et e e e e e et e e e et e e eaaeaes 14
6 Campus WLAN Configuration and Management............uuuieiiiiiiiiiiiiiie et e e e erae s 14
6.1 EUD PrOViSiONING ..uiieiiiieiiiii ittt et e et e et s et e et e e et s e et e et e saa s eaaaseatnseaannaasaseaensanees 14
6.2 Management of Campus WLAN Solution COMPONENTS .......eeiieeiiiiiiiiiiieee e e e e e e e e e eeeeeeeaan 15
/A 0T oY 61 g YU o1 I 1Y/ (o] g T (o] o 1 o - PPt 15
7.1 Intrusion Detection and Prevention System (IDS/IPS) ........ueeieieiiiiiiiiieiiee e e 16

June 2018




7.2 Wireless Intrusion DeteCtion SYSteM...... i iiiii it er e e e aa e aees 17
7.3 Security Information and Event Management..........coeeviiiiieiiiiiieieeieeeeeeee et e 17
I YA\, = 10 T 1= =Y 41T o | PPNt 17
9 ReqUITEMENTS OVEIVIEW ..euniiiiiiiiii e e e e et e e et e et e et e e e e e et e et e et e eaneenaenranenneenns 18
9.1 Threshold and Objective ReqQUIrEMENTS........iiiiiii i e e e 18
9.2 REQUITEMENTS DESIBNATOIS .uuiitiiiiieeii e e e et e et e et e e et e et e e et e e et e eeaaaaeens 18
10 Requirements for Selecting CoOMPONENTS .........uuiiiiiiiieeiiiceee e e e e et e e e e e ar e e 19
11 Configuration REQUITEMENES .. ceuue it e et e e e e et e e e e et e e e s et e e eaanns 22
11.1  Overall SOIULiON REQUITEMENTS ..eevvviiiieeeeeieeeiicie e et e e e e e e et e eee e e e e eeab it e e e eeesesassananns 22
11.2  End User Devices REQUITEMENTS .....uuuiiiiiiii et eeee et et e e et e e et e e et e e e e et e e e eaaanaas 23
11.3  Configuration Requirements for the WLAN Client............uceeieiiiiiiiiiiiicieeeeeeeeceee e 26
11.4  Configuration Requirements for VPN Components and VPN Client ..........c.coooviiiiiiiiiieeiinnns 29
11.5 Configuration Requirements for the WLAN Access SYSteM .......coovvvivieiieeieiieiiiiieee e, 30
11.6  Port Filtering REQUITEMENTS. ......iiiiii et e et e e et e e e et e e e s ebe e e e e eaannns 34
11.7 End User Device Provisioning REQUIrEMENTS.......cccuuuiiiiiiiiiiiiiiie e ere e e 36
11.8 Configuration Requirements for Wireless Intrusion Detection System (WIDS) ............ccuvvue.... 37
11.9 Configuration Change Detection REqQUIrEMENTS ......ccceviiiiiiiiiie e 40
11.10 Device Management REQUITEMENTS ......iiuiiiiiieiiee et e et e et e e e e et e e et e e aneeennes 41
11.11 Continuous Monitoring REQUITEMENTS ...cuuiiiuiiiieriiir ettt e et e et e eetseeaeseearsaraeeeaaeeeanes 42
11,12 AUditing REQUITEMENTS. ...uuieiiiieeeiiiee et e et e e et e e e et ee e e e et e e e s ateeeeestaeessataeeesstaeaenaanaaes 43
11.13 Key Management REQUINEMENTS. . ...ttt ettt ettt et et e et s e et e etseeaaseaennsaenneannnns 45
11.14 Gray Firewall REQUITEMENTS. ......iiiiiiiii et e e et e e et e e et e e e e et e e e sebaeeeseaanans 45
12 Requirements for Solution Operation, Maintenance, and Handling ............cccccvveeiniiieeieniccennee, 46
12.1 Requirements for the Use and Handling of Solutions (GD)...........ccuuueeeeeeeiiiiiiiiieeeeeeeeeeiiiinenn, 46
12.2  Requirements for INCident REPOItING ......ccovviiiiiiiii i e 49
13 Role-Based Personnel REQUITEMENTS .......uuiiiiiiii i et e et et e e et e e e et e e e et e e e e et eeseaannns 51
14 Information tO SUPPOIT AD ...t e et e e e e e e e e e ettt e e e e e e e eeatsba e eeeeeeesssrnnneaaaaens 54
I R o] ¥ o T T =) v o V= 55
14,2 RISK ASSESSIMENE...ettttvtvereiruetetetttttetetetaeeaa s e s e n e e e e e eeeeeeeeens 56
14.3  Registration of SOIULIONS ....cccvuniiiii e et e et e e e aaaa s 56

June 2018




T T (g T= A 2 U=To [0 =] 01T o) £ TR 56
ApPPendiX A, GlOSSArY Of TEIMIS....cuiuieiiiii e et e e et ee e e e et e e e eateeeeetaeeesetaeeesaraneeeranns 57
FAN o o X=Y o LD rq = T Yol o1 1Y/ 0 P 61
F AN o Y=Y Yo [ TN (=1 =Y (=Y o Vol PR 64
AppendixD. Requirements Mappings to CNSSI 1253 / NIST SP 800-53 CONtrols.......cccceeuverernnnnnnnnnnnns 67
TABLE OF FIGURES

Figure 1. Overview of Campus WLAN CP .......oiiiiiiiiiiiie et e e e e e e e e et e e e e e e e eeaaeaaeeeeeeeenees 3
Figure 2. Campus WLAN Single Classification Implementation............couuuiiiiiiiiiiiiiiiiiie e, 7
Figure 3. Campus WLAN Solution for Two Networks of the Same Classification Level..............cccceeeeeennn... 8
Figure 4. Campus WLAN Solution for Networks Operating at Different Classification Levels.................... 8
Figure 5. Campus WLAN End User Device Archit@CtUre .........ouvuuuiiiiieiiieeeieie et e et e e 9
Figure 6. Campus WLAN Continuous MonitonNg POINTS .......ccuuiiiiiriiiiiiiiie e ea s 16
LIST OF TABLES

Table 1. ReqUiremMeENt Digraph......ccceiu et e e et e e e et e e e e et e e e sataaeeesaeeesesans 19
Table 2. Production Selection REQUITEMENTS .......uuuuuiiiiiiiiiie e e e e e e e e 20
Table 3. Overall Solution REQUITEMENTS (SR)....iiiiiiiiiiiiiie et e e e e et e e e e e e e ea e e 22
Table 4. End User Device (EU) REQUITEMENTS..........cuuuuiieieeeeeieeiiiie e e e et e e e e et e e e e e e e eea e e 23
Table 5. WLAN Client (WC) Configuration REQUINEMENTS........uuuuuuuiiiiiiiiiiiiiiiiii s 26
Table 6. Wireless Link (WL) REQUITEMENTS......ciiiiiieeiiiiiieeeeeeeeeeciee e e e e e e e ettt e e e e e e e e e et eeeeeeeeeseaaaranaeeeaas 28
Table 7. IPSec Encryption (Approved Algorithms for Classified).........ccoovvriiiiiiiniiiiiiiceie e, 28
Table 8. WPA2 Encryption and EAP-TLS (Approved AIZOrthms) .....coeeeiiiiiiiiiiiieeeeeeeeeeeee e 29
Table 9. Configuration Requirements (CR) for VPN COMPONENTS.......cccevvriiiiiiieeeeeeereiiiieeeeeeeeevvvinne e 29
Table 10. WLAN Access System (WS) Configuration Requirements...........uuveeeeeeeiiiiiiiiiieeeeeeeeeeiieee e 31
Table 11. Wireless Infrastructure Authentication (IA) ReqQUIrEMENTS..........ceeeeeeeiiiiiiiiiieee e 31
Table 12. Wireless Authentication and Authorization (AA) ReqUIreMeNtS......cc.ceevvvvvivieiieeeeeeeeeiiiiiee e, 33
Table 13. Wireless Authentication Server (WA) REQUITEMENTS......ceeeeiiiiiiiiiiiieeeeeeeeeee e 33
Table 14. Port Filtering (PF) Requirements for Solution Components.........ccceeeeeeeieeeeviiceeeeeeeeeeiieeeeennn 34
Table 15. EUD Provisioning ReEQUITEMENTS (PR) .....uuuuuiiiiiiiiiisess s e e e e e e e 36
Table 16. Wireless IDS (WI) Configuration REQUIFEMENTS .......coevviiiiiiieeeeieeeiiiieee e 37
Table 17. Configuration Change Detection (CM) REQUITEMENTS .....eeeeiiiiiiiiiiiieeeeeeeeeeieeee e 40

June 2018




Table 18. Device Management (DM) REQUITEMENTS ....uuuieeiiiieeiiiiieeeeeeeeeiciee e e e e e e et e e e e e e eer e ae e e e 41
Table 19. Continuous Monitoring (MR) REQUITEMENTS. .....ceeeeiiiieiiiiieeeeeeeeeetieeee e e e e e e e e e e e e e e 42
Table 20. Auditing (AU) REQUITEIMENTS .......eeiiiiiiieeeeeseeiiiee et eeeeesssniaeeeeeeeesessennnntnneeeeeeesesannnnnneneeeeens 43
Table 21. Gray Firewall (FW) REQUITEMENTS........ccovviiiiiiiiee e et e et e e e e e e et e e e e e e e e eaaaae e e e 45
Table 22. Requirements for the Use and Handling of Solutions...........ccoooeviiiiiiiiiiiii e, 46
Table 23. Incident Reporting Requirements (RP).......cuuuuuiiiiiieiiiiiiicie e e e e e e e e e e s 50
Table 24. Role-Based Personnel REQUITEMENTS .......cuuuuiiiieieeiieeiicee e et e e e e e a e e 53
Table 25. TeSt REQUINEMENTS ..cuuu it e e e e et e e e et e e e et e e e s abeeeesaaaeeessaaeessanneaessnans 56
Table 26. Mappings to CNSSI 1253/NIST SP 800-53 Security CONtrols..........cceeevieciiiiiieeeeeeeeeeeciireeeenen. 67

June 2018




1 INTRODUCTION

The Commercial Solutions for Classified (CSfC) program within the National Security Agency (NSA)
Information Assurance Capabilities (IAC) uses aseries of Capability Packages (CP)to provide
configurations that will allow customers to independently implement secure solutions using layered
Commercial Off-the-Shelf (COTS) products. The CPs are vendor-agnosticand provide high-levelsecurity
and configuration guidancefor customers and/or Integrators.

IACis delivering ageneric CSfC Campus Wireless Local Area Network (WLAN) CP to meet the demand for
commercial End User Devices (EUD) (i.e., tablets, smartphones, and laptop computers) to access secure
enterprise services overacampus wireless network. Cryptographicalgorithms, known as Commercial
National Security Algorithms (CNSA), are used to protect classified data usinglayers of COTS products.

In WLAN CP Version 2.2, the Key Management Requirements have been relocated fromthe CPto a
separate Key Management Annex.

2 PURPOSE AND USE

This CP provides reference architecture and corresponding configuration information that allows
customers to select COTS products from the CSfC Components List fortheir Campus WLAN solution and
thento properly configure those products to achieve alevel of assurance sufficient for protecting
classified datawhileintransit. Throughoutthis document, requirementsimposed onthe Campus WLAN
solutionto ensure properimplementation are identified by alabel consisting of the prefix “WLAN,” a
two-letter category, and a sequence number(e.g., WLAN-KM-11). To successfullyimplementasolution
based on this CP all Threshold requirements, or the corresponding Objective requirements, must be
implemented as describedin Sections 9.1.

Customers who want to use this CP must registertheirsolution with NSA. Additional information about
the CSfCprocessis available onthe CSfCweb page (http://www.nsa.gov/resources/everyone/csfc/).

The Campus WLAN CP Version 2.2, approved by the Deputy National Manager (D/NM) for National
Security Systems, is reviewed twice ayearto ensure that the defined capabilities and otherinstructions
still provide the security services and robustness required to account for technology development, new
securityissues, and new use cases. Solutions designed accordingto this CP must be registered with
NSA/IAC. Once registered, asigned IAC Approval Letter will be sentvalidating that the Campus WLAN
solutionisregistered as a CSfCsolution validated to meet the requirements of the latest Campus WLAN
CP andis approved to protect classified information. Any solution designed according to this CP may be
used forone year and mustthen be revalidated against the mostrecently published version of this CP.
Top Secret Solutions will be considered on a case-by-case basis. Customers are encouraged to engage
theirClient Advocate orthe CSfC Program Management Office (PMO) team early inthe processto
ensure the solutions are properly scoped, vetted, and that the customers have an understanding of risks
and available mitigations.
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Please provide comments on usability, applicability, and/or shortcomings to your NSA/IAC Client
Advocate and the Campus WLAN CP maintenance team at Wi-Fi@nsa.gov.

CNSS Policy No. 15, National Information Assurance Policy on the Use of Public Standards forthe Secure
Sharing of Information Among National Security Systems (NSS), identifies additional publicalgorithms to
protectinformation within NSS. Specifically, the following algorithms will be required to protect all NSS
up to Top Secret:

e AES 256 (confidentiality) — *Note that AES 256 is an objective requirement for WPA2 Enterprise
this CP.

e RSA 3072 or ECDSA P-384 (digital signature and authentication)

e RSA 3072, DH 3072 or ECDH P-384 (key exchange)

e SHA-384 (hashingandintegrity)

Vendors are strongly encouraged to meet the objective algorithm requirements for Wi-Fi Protected
Access |l (WPA2) and Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) as soon as
possible to comply with CNSS Policy No. 15.

Campus WLAN CP solutions must comply with Committee on National Security System (CNSS) policies

and instructions. Any conflictsidentified between this CP and NSS or local policy should be provided to
the Campus WLAN CP Maintenance team.

3 LEGAL DISCLAIMER

This CP is provided “asis.” Anyexpressorimplied warranties, including but notlimited to, the implied
warranties of merchantability and fitness fora particular purpose are disclaimed. In no event must the
United States Governmentbe liableforany direct, indirect, incidental, special, exemplary or
consequential damages (including, but not limited to, procurement of substitute goods orservices, loss
of use, data, or profits, or businessinterruption) however caused and on any theory of liability, whether
in contract, strict liability, ortort (including negligence or otherwise) arisingin any way out of the use of
this CP, evenif advised of the possibility of such damage.

The user of this CP agrees to hold harmless and indemnify the United States Government, its agents and
employees fromevery claimorliability (whetherintort or in contract), including attorney’s fees, court
costs, and expenses, arisingin direct consequence of Recipient’s use of the item, including, but not
limitedto, claims orliabilities made forinjury to or death of personnel of Useror third parties, damage
to or destruction of property of User or third parties, and infringement or other violations of intellectual
property or technical datarights.

Nothinginthis CPis intended to constitute an endorsement, explicit orimplied, by the U.S. Government
of any particular manufacturer’s product orservice.
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4 DESCRIPTION OF THE CAMPUS WLAN SOLUTION

The solution described within this CP is supported by the use of wireless devices to access sensitive data
and enterprise services while minimizing the risk when connecting to existing Government enterprise
networks. Government-managed campus-area wireless networks provide controlled connectivity
between mobile users and the broader Government enterprise. The term “Campus”isusedinthis
documenttoreferto any areathat is physically protected to the highest classification level of the
enterprise network where multiple enclaves are supported. This physical areaincludes secure facilities

and tactical environments when the physical controls are deemed appropriate by the Authorizing
Official (AO).

The Campus WLAN solution uses two layers of cryptography, Internet Protocol Security (IPsec) using AES
256 and WPA?2 using AES 1281, to protect the confidentiality and integrity of the dataas it transits the
untrusted network. The two layers protecting adataflow are generated by the Virtual Private Network
(VPN) Clientand WLAN Client runningonan EUD. Figure 1 depictsat a highlevel the Campus WLAN
solution withinthe context of the basicsegments of the Campus WLAN architecture. Implementinga
WLAN solution that uses two layers of IPsecencryption, a customer has the option of complying and
registering with the Mobile Access CP version 2.0instead of this CP.
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Figure 1. Overview of Campus WLAN CP

Campus WLAN solutions are composed, layered, and built using products from the CSfC Components
List. Customerswho are concernedthattheirdesired products are notyeton the CSfCComponents List
are encouraged to contact the vendors to urge themto sign a Memorandum of Agreement (MOA) with
NSA and start the National Information Assurance Partnership (NIAP) evaluation process, which will
enable themtobe listed on the CSfC Components List. Products listed onthe CSfC Components Listare
not guaranteedto be interoperable with all other products onthe Components List. Customers and

I This is a threshold requirement.
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Integrators should perform interoperability testing to ensure the components selected fortheir Campus
WLAN solution are interoperable. Customers needing assistance obtaining vendor POCinformation
should email csfc components@nsa.gov.

While CSfC encourages industry innovation, trustworthiness of the components is paramount.
Customersand their Integrators are advised that modifying a NIAP-evaluated componentina CSfC
solution may invalidate its certification and triggerarevalidation process. To avoid delays, customers or
Integrators whofeel itis necessary to modify acomponent should engage the componentvendorand
consult NIAP through their Assurance Continuity Process (see http://www.niap-

ccevs.org/Documents and Guidance/ccevs/scheme-pub-6.pdf) to determine whethersuch a
modification will affect the component’s certification. In case of a modification toacomponent, NSA’s
CSfCProgram Management Office requires a statement from NIAP that the modification does not alter
the certification, orthe security, of the component. Modifications which trigger the revalidation process
include, but are notlimited to the following: modifying the original equipment manufacturers’ code (to
include digitally signing the code) ornot leveraging the baseline NIAP-evaluated configuration.

4.1 NETWORKS

This CP usesthe following terminology to describe the various networks that comprise a Campus WLAN
solutionandthe types of trafficpresenton each. The terms Red, Gray, and Black referto the level of
protection appliedto the dataas described below.

4.1.1 REDNETWORK

The term Red Network referstoa network logically located behind any Inner VPN Gateway with the
additional protection of an Intrusion Detection System (IDS) or Intrusion Prevention System (IPS) as
illustratedin Figure 3and Figure 4. Red data consists of unencrypted classified data while Gray data
consists of singly encrypted classified data. The Red Network islogically located behind an Inner VPN
Gateway. The networks connectedto End User Devices through the Campus WLAN solution are Red
Networks. Red Networks are underthe control of the solution owner ora trusted third party. The Red
Network may only communicate with EUDs through the Campus WLAN solution if the EUDs operate at
the same security level.

4.1.2 GRAYNETWORK

A Gray network contains classified datathat has beensingly encrypted. The network betweenan Inner
VPN Gateway and the WLAN Access Systemis a Gray network. The Gray network s physically and
logically underthe control of the solution owner ora trusted third party. A Campus WLAN solution
compliantwith this CP physically treats the Gray network as a classified network even though all
classified datais singly encrypted. If a solution owner’s classification authority determines that the data
on a Gray networkis classified, perhaps by determining the Internet Protocol (IP) addresses used onthe
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Gray networkinterfaces are classified at some level, then the Campus WLAN solution described in this
CP cannotbe implemented, asitis not designed to ensure that such information will be afforded two

layers of protection. Gray networks are either physically or cryptographically divided into two sub-
networks, as follows:

e Gray Management network —The part of a Gray network that contains the management
functionsto run components supporting the Outerlayer of WPA2, includingthe Outer (WPA2)
tunnel Certificate Authority (CA) and the Gray admin and audit serverfunctions. Note-the Inner
and Outer CAs can both reside within the Red Network.

e Gray Data network—The part of a Gray network that carries data between Inner VPN Gateway
and the WLAN Access System.

4.1.3 BLACKNETWORK

A Black network contains classified datathat has been encrypted twice. The wireless network between
the End User Device and the WLAN Access System inwhich datais protected with two layers of
encryption (the IPsecand the WPA2layers) is a Black network. The WPA2 layer can eitherterminate on
the Access Point(s) (AP) or Wireless controller, depending on which vendor productis chosen fromthe
CSfCComponents List. For WPA2 tunnelsterminatingatthe AP, encryption standards such as IPsec,
Secure Shellv2 (SSHv2), TLS, or TLS/HTTPS must be used to encrypt data between the AP and the
wireless controller. Black networks are not necessarily(and often will not be) underthe control of the
solution Ownerorcan be interfered with by external third party actors.

4.2 DATA, MANAGEMENT, AND CONTROL PLANE TRAFFIC

Data plane trafficis classified information, encrypted or not, that is being passed through the Campus
WLAN solution. The Campus WLAN solution exists to encrypt and decrypt data plane traffic. All data
plane trafficwithin the Black network must be encapsulated within the Encapsulating Security Payload
(ESP) protocol and WPA 2 Enterprise.

Management plane trafficis used to configure and monitor solution components. Itincludesthe
communications between a system administratorand a component, as well as the logs and other status
information forwarded from asolution componentto a logserver, Security Information and Event
Manager (SIEM) or similarrepository. Management plane trafficon Red and Gray networks must be
encapsulated withinthe SSHv2, ESP, or TLS protocol.

Control plane trafficconsists of standard protocols necessary for the network to function. Control plane
trafficis typically notinitiated directly on behalf of auser (unlike data traffic) ora system administrator
(unlike management traffic). Many, but not all, control plane protocols operate at Layer2 or Layer 3 of
the Open Systems Interconnection (OSIl) model. Examples of control plane trafficinclude, but are not
limited to, the following:
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e Networkaddress configuration (i.e., Dynamic Host Configuration Protocol (DHCP), Neighbor
Discovery Protocol (NDP), etc.)

e Addressresolution (i.e., Address Resolution Protocol (ARP), NDP, etc.)
o Nameresolution (e.g., Domain Name System (DNS))
e Time synchronization (i.e., Network Time Protocol (NTP), Precision Time Protocol (PTP), etc.)

o Route advertisement (i.e., Routing Information Protocol (RIP), Open Shortest Path First (OSPF),
Intermediate System to Intermediate System (1S-1S), Border Gateway Protocol (BGP), etc.)

o Certificate status distribution (i.e., Online Certificate Status Protocol (OCSP), Hypertext
Transfer Protocol (HTTP) download of Certificate Revocation Lists (CRLs), etc.)

In general, this CP does notimpose detailed requirements on control plane traffic, although control
plane protocols may be usedin order toimplement certain requirements. Forexample, requirements
WLAN-SR-2and WLAN-SR-3 (see Section 11.1) require that time synchronization be performed, but do
not require the use of any particulartime synchronization protocol ortechnique. Notable exceptions
are forIPsecsession establishmentand for certain certificate status distribution scenarios where, given
theirimpact on the security of the solution, this CP provides detailed requirements. Unless otherwise
specifiedinthis CP, the usage of specificcontrol plane protocolsis leftto the Solution Ownerto
approve, butany control plane protocols notapproved by the solution ownershould be disabled.

Data plane and management plane trafficare generally required to be separated from one another
using physical or cryptographicseparation. Use of a Virtual Local Area Network (VLAN) alone is not
sufficient to separate data plane and management plane traffic. Asaresult, a solution may, for
example, have a Gray Data network and a Gray Management network which are separate fromone
another, where the components onthe Gray Management network are used to manage the
components on the Gray Data network.
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Figure 2. Campus WLAN Single Classification Implementation

The Campus WLAN CSfCsolutionis adaptable to support multiple capabilities, depending onthe needs
of the customerimplementing the solution. If a customerdoes not have a need forsupporting multiple
classified networks, thenthose elements need not be included as part of the implementation asseenin
Figure 2. In Figure 2 the Black/Gray boundary can be at the Access Point(s) or Controller, dependingon
the vendor. Similarly,a customer may choose to implement asolution where classified information is
protectedasit travels over-the-airbetween a WLAN-enabled EUD and a WLAN infrastructure attached
to a wired network of the same classification level. However, any implementation of the Campus WLAN
solution must satisfy all of the applicable requirements specified in this CP, as explained in Section 0.

4.3.1 MULTIPLE SECURITY LEVELS

A single implementation of the Campus WLAN solution may support Red Networks and EUDs of
different security levels. The Campus WLAN solution provides secure connectivity between the Red
Networks and EUDs within each security levelwhile preventing Red Networks and EUDs of differing
security levels from communicating with one another. This enablesacustomerto use the same physical
wirelessinfrastructureto carry trafficfrom multiple networks.

4.3.1.1 NETWORKS OPERATING AT THE SAME CLASSIFICATION LEVEL

When Red Networks operate atthe same classification level but at different security levels, the
cryptographicseparation provided by the Inner VPN Gateways is sufficient to protect against
unintended data flows between security levels. Two Inner VPN Gateways for networks of different
security levels willbe unable to mutuallyauthenticate with each other because they trust different CAs
which do not have a trust relationship with one another. This preventsthe establishment of anIPsec
tunnel between the two components.
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Figure 3. Campus WLAN Solution for Two Networks of the Same Classification Level

4.3.1.2 NETWORKS OPERATING AT DIFFERENT CLASSIFICATION LEVELS

For Red Networks of different classification levels, the cryptographicseparation of theirtrafficon a Gray
network, as describedin Section 4.3.1.1, is still present. However, because the consequences of an
unintended data flow between different classification levels are more severe than of one with asingle
classification level, an additional mechanism s necessary to further guard against such a flow from

occurring.
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Figure 4. Campus WLAN Solution for Networks Operating at Different Classification
Levels

This CP requires packet filtering within Gray networks as the additional mechanism to prevent data
flows between networks of different classification levels. Any physical path through a Gray network
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between multiple Inner VPN Gateways supporting Red Networks of different classification levels must
include atleast one filteringcomponent. Thisfilteringcomponent restricts the trafficflowingthrough it
based primarily onthe Gray network source and destination addresses, only allowing a packet through if
the source and destination components are intended to communicate with one anotherand dropping
the packetif theyare not.

When multiple classification levels are being used, itis critical to enforce proper IP address assignment
and firewall rulesets. The IP address assigned must be unique to that classification level such that the
end userdeviceisonly able tosend andreceive trafficto theirrespective VPN Gateway. Proper
assignment of IP address and firewall rule setsis done at both the Authentication Server (AS) and WLAN
access system based on eitherawhitelist or X.509 Certificate.

5 SOLUTION COMPONENTS

5.1 END USER DEVICE

The EUD is a commercial tablet, laptop computer, smartphone, or similar computing device that
supports Wi-Fi connectivity options.

Figure 5 shows the software architecture of atypical EUD. The VPN clientand WLAN Clientrunas
operating system processes and exist to perform authentication and key establishment for the IPsec
module and WPA2 driverrespectively.

| oswema /
Figure 5. Campus WLAN End User Device Architecture

5.1.1 END USERDEVICE

The EUD consists of the hardware and software components (Operating System (OS), VPN client, WLAN
Client, and applications) that provide avariety of security services. The EUD is to be used exclusively
within physically secure environments, such as facilities and tactical environments with physical controls
considered appropriate by the AO.
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5.1.2 EUD DEPLOYMENT OPTIONS

The Campus WLAN CP allows three different deployment options pertaining to the use and handling of
an EUD while powered off:

e EUD with DAR: To implement Data-at-Rest (DAR) protection onan EUD, the DAR solution
must be approved by NSA —eitherasa tailored solution, orcompliant with NSA’s Data at Rest
CP (DARCP) for the protection of information classified at the level of the associated Red
Network towhich the EUD is connected. Specification of such a DARsolutionis outside the
scope of this CP, but can be found in the Data at Rest CP. The NSA requiresimplementing
organizations to define the circumstancesin which an EUD that is part of the organization’s
solutionto be considered outside of the continuous physical control of authorized users (i.e.,
“lost”). AOswill define “continuous physical control” and that definition should align with the
intended mission and threat environment for which the solution will be deployed.
Organizations must also definethe circumstancesin which an EUD that is a part of that
organization’s solutionisto be considered recovered back into the continuous physical control
of authorized users (i.e., “found”).

o Thin EUD: The EUD can be designed to prevent any classified information from being saved to
any persistent storage mediaonthe EUD. Possible techniquesforimplementingthisinclude,
but are not limited to: using Virtual Desktop Infrastructure (VDI) configured notto allow data
from the associated Red Network to be saved onthe EUD, restrictingthe usertoa non-
persistentvirtual machine on the EUD, and/or configuringthe EUD’s operating system to
preventthe userfrom saving datalocally. Since the EUD does not provide secure local storage
for classified data, its useris also prohibited by policy from saving classified datatoit. The
EUD inthis case must enable the native platform DAR protection to protect the private keys
stored on itfrom disclosure and to increase the difficulty of tampering with the softwareand
configuration. Thisoptionis not permittedif any of the private keys or certificates stored on
the EUD are considered classified by the AO. Continuous physical control of the EUD must be
maintained atall times.

e C(Classified EUD: The EUD can be used exclusively with physical security measures approved by
the AO. EUDs are not subjectto special physical handling restrictions beyond those applicable
for classified devices sincethey canrely on the environmentthey are in for physical
protection. If thisdesign optionisselected the EUDs must be treated as classified devices at
all times. The EUD in this case must enable the native platform DAR protection to protectthe
private keys stored on it from disclosure and to increase the difficulty of tampering with the
software and configuration. Continuous physical control of the EUD must be maintained atall
times.
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The intent of a continuous physical control requirement forthe WLAN CP is to prevent potential attacks
via brief, undetected physicalaccess of an EUD by a nation state adversary. When used and stored
within a protected campus environment, the inherent security controls are sufficient to meet this
requirement. WhenaWLAN EUD is transported or stored outside of the protected campus, auser must
maintain continuous physical control of the EUD such thatan adversary cannot obtain brief, undetected
physical access.

While powered on, an EUD is classified at the same level of the Red Network thatit communicates with
through the Campus WLAN solution, since classified data may be presentinvolatile memory and/or
displayed onscreen. To mitigate the risk of accidental disclosure of classified information to
unauthorized personnel while the EUDis in use, the customer must define and implementan EUD user
agreement that specifies the rules of use forthe system. The customer must only grant an useraccess
to an EUD after he or she agreestothe useragreementand receives trainingon how to use and protect
their EUD.

5.2 WLAN CLIENT

The WLAN Client (also known as WPA2 supplicant) is a software application running on the End User
Device that provides management and control of the wireless connection. The products chosen to
implement the WLAN Client services must provide a base level of protection and should be able to
interoperate with products from othervendors. The products mustalso provide cryptographicand
functional services that meet or exceed the requirements listed in Section 11 forthe WLAN Client. The
WLAN Client automatically establishes the WPA2 tunnel between the End User Device and the WLAN
Access System using EAP-TLS over 802.1X to pass PublicKey device certificates for mutual
authentication between the WLAN Clientand WLAN Authentication Server.

5.3 VPN CLIENT

The VPN Clientis a software application running on the End User Device. The products chosento

implement the VPN services must provide cryptographicand functional services that meet or exceed the
requirements listed in Section 11for the VPN Client.

The VPN Client establishes an IPsectunnel to the VPN Gateway. The VPN Clientfirst performsan
InternetKey Exchange (IKE) with the VPN Gateway to authenticate both parties and exchange session

keys forthe IPsectunnel. Authenticationis performed via mutual authentication of PublicKey device
certificates. When IKEcompletes, the IPsectunnelis secured usingthe ESP.

5.4 WLAN ACCESS SYSTEM

In the context of this solution, the AP, and the WLAN Controller compose the “WLAN Access System.”

These components are grouped togetherin this documentto maintain vendor neutrality; there are a
variety of WLAN Access System implementations across the vendor community.
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An APisthe mediaconverterprovidingalink between the WLAN Clientand the WLAN Controller. The
level of functionality contained within the APsis vendor-dependent. Some solutions utilize “smart” or
“thick” APs thatincorporate a significantamount of functionality, including cryptographicoperations. In
this case, the APswould be considered part of the Gray Network. Othersolutionsimplement “thin” APs
that merely performthe wireless/wired media conversion and push all functionality to the WLAN
Controller. Inthis case, the APs would be considered part of the Black network. If the access pointisin
the Black networkit hasto be physically protected and access tothe console port may needto be
limited (e.g. tampertape), orthe port deactivated. Some vendors may produce both solutions. If WPA2
terminates on APs ratherthan on the WLAN Controller, then the connection between the APs and the
WLAN Controller must be encryptedinamannerleveraging IPsec, SSH, TLS, or TLS/HTTPS. If WPA2
terminates on the WLAN Controller, thenthe WPA2 encryption is used to protect the connection
betweenthe APs and the WLAN Controller.

The WLAN Access System must be capable of initiating and terminating multiple cryptographictunnels
to and from numerous Wireless Clients. It mustalso be capable of translating EAP-TLS over 802.1X
messagesto EAP-TLS over Remote Authentication Dial in User Service (RADIUS) messages to pass
authentication information between the WLAN Clientand WLAN Authentication Server. Thisexchange
involves a Pairwise-Master Key (PMK) thatis negotiated between the WLAN Client and the WLAN
Authentication Server. The WLAN Authentication Server passesthe PMKto the WLAN Access System
overan IPsectunnel or TLS/RADsectunnel. The Wireless Controller and the WLAN Client use the PMK
to negotiate asession key to protect the subsequent usertrafficexchanged between the WLAN Client
and the WLAN Access System. The WLAN Access System should operate onits own separate hardware
and/orvirtual device(s), depending on the vendorimplementation, as mentioned above. This
separation mayinclude isolating the switches and wiring between the APs and the controllerfrom any
existing network. Atthe veryleast,the WLAN Access System and the VPN Gateway must operate on
separate hardware. Since the WLAN Access System is deployed between the Black network and the
Gray network, itis essential toimplement portfiltering on the WLAN Access System’s Gray network
interface to prevent unauthorized traffic. Trafficshould be restricted using configuration requirements
statedinSection 11.6.

5.5 WLAN AUTHENTICATION SERVER

The Authentication Serveris used to authenticate EUDs attempting to gain access to a Campus WLAN
solution. The WLAN Authentication Server performs device authentication during the 802.1X exchange.
The Wireless Clientand WLAN Authentication Server perform an EAP-TLS over RADIUS exchange using
the 802.1X protocol, with the WLAN Access System acting as a pass-through. As partof thisexchange, a
PMK is negotiated betweenthe WLAN Client and the WLAN Authentication Server. The WLAN
Authentication Server passes this key to the WLAN Access System in accordance with Wireless
Infrastructure Authentication requirements (WLAN-IA-1and WLAN-IA-2) to protect the subsequent user
trafficexchanged between the WLAN Client and the WLAN Access System. The WLAN Authentication
Server must operate on a separate hardware device fromthe WLAN Access System.
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Campus WLAN solutions that support more than one enclave includeadditional requirements on the
authentication Serverto ensure that EUDs are only permitted access to the correct network that directs
the trafficto the appropriate Inner VPN Gateway. There are two acceptable approaches to ensure that
EUDs are only permitted access totheirassigned domain. The firstisto maintain a whitelist of devices
and the enclave for which each device is provisioned. This whitelist can be savedin a database on the
Authentication Serverorcan be retrieved from aseparate serverthatresidesin the Gray Network. The
second approachis to utilize informationin the certificate of each EUD to make the access decision.
Specifically, customers can utilize fields in the Distinguished Name of the Certificate (e.g., Organizational
Unit field) or utilize registered Policy Object Identifiers to assign EUDs to the appropriate domain. Use
of Policy Object Identifiers (OIDs) is the preferred approach if supported by the Authentication Server
and PKI.

5.6 GRAY FIREWALL

When supporting multiple enclaves, the Authentication Server will utilize the whitelist or certificate as
part of the authentication of EUDs. Once successfully authenticated, the Authentication Serverthen
passesthe attribute information associated with the EUD’s enclave to the WLAN Access System as part
of the EAP-success packet. The WLAN Controller utilizes the attribute information received from the
Authentication Serverto ensure they are placed on the proper Gray Network fortheirenclave and
receive the correct Firewall Access Control List (ACL) rules.

A Campus WLAN solution that supports networks operating at different classification levels mustinclude
a Gray Firewall, as describedinSection 4.3.1.2. The primary purpose of a Gray Firewallis for filtering
trafficto only allow the propertrafficto flow toand from the VPN Gateway and WLAN Controller. The
Gray Firewall must be selected from the CSfC Components Listand must be physically separate from the
WLAN Access System and the VPN Gateways.

5.7 ADMINISTRATION WORKSTATIONS

The WLAN Access System, WLAN Authentication Server, and the WLAN Client must have an
administration workstation on the Gray Management network that allows for maintaining, monitoring,
and controlling all security functionality for those devices. The administration devices forthe VPN are
located onthe Red Network. These administration devices must also allow forlogging and configuration
management, aswell asreviewingauditlogs. Giventhe architecture of the solution, there are distinct
administration networks forthe WLAN Access System and VPN Gateway devices. Layer3 routing
between managementand data networks must be prohibited to maintain strict separation between
management and data traffic.

Administration Workstations must be dedicated for the purposes giveninthe CP, and must not be used
to manage any non-CSfCsolutions. Assuch, a dedicated virtual machine on an administration device
used for non-CSfCsolutions cannot be used to manage CSfCsolutions.
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5.8 CERTIFICATE AUTHORITY

Key Management Requirements have been relocated to a separate Key Management Requirements
Annex.

6 CAMPUS WLAN CONFIGURATION AND MANAGEMENT

6.1 EUD PROVISIONING

Initial provisioning of campus End User Devices will be performed using enroliment capabilities hostedin
the Red Network and leveraging the Outerand Inner CAs. To supportdifferent device types, it may be
necessary tosupport both a wirelessand wired connection capabilities to the End User Device being
provisioned. Since keying and secure applications needed to connecttothe operational WLAN Access
System have notyet been established, wireless provisioning connectivity must be performedona
separate WLAN Access Systemina shielded enclosure. The provisioning processincludes assigning
identifierstothe devices, installing required applications, configuring the device’s policy and settings
(especially WPA2and IPsecsettings), and loading certificates and keying material. Priorto provisioning
devices, configuration profiles are created and required device applications are obtained.

Initial provisioning (forall device types)should include—notethataspecificsequenceis notimplied:

e Device registration. Collectidentifyinginformation fromthe End User Device, assign
Government device identities forthe Gray and Red domains, and update datastores (directory,
inventory, and/orauthorization)toinclude new End User Device.

e Settings configuration. Load configuration (within the limitations of whatis supported by each
device type) thatimplement policies on allowed and disallowed services (such as Bluetooth) and
userauthentication parameters (such as password length and whento lock the device). Supply
othersettings such as network parameters.

e Applicationinstallation. Load required applications, including the VPN client and enterprise
clientapplications (thereis no current supportfor an online application store,so all applications
should be loaded duringinitial provisioning). If possible, unneeded applications should be
removed fromthe device.

e Certificate requestand issuance. Usingthe assigned Government device identifiers, connectto
the Gray Network, request certificates from the Outer CA, and load received material into the
End User Device. Disconnectthe device fromthe Gray Network, connectto the Red Network,
request certificates fromthe Inner CA, and load received materialinto the End User Device.
Note- Itis possible forboth CAstoreside onthe Red Network.
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Depending onthe capabilities of the EUD, the device either connects and interacts with the CAsin order
to beissued certificates, orthe certificates are generated and loaded onto a device storage medium
froma provisioning workstation fortransfertothe End User Device. There will also be differences based
on whetherthe End User Device generates and provides a private key for the certificate orisissued one
fromthe CA (more secure handlingand transferisrequired forthe lattercase). Finally, some devices
may require that certificate provisioning be performed using awireless connection. Inthe eventthata
device can only support wireless certificate provisioning, the certificate provisioning must be performed
ina shielded enclosure deemed appropriate by the AO.

Once the End User Device is properly configured and certificates/keying material isin place, itis ready to

beissuedtoa userwiththe final steps of establishing userlogin and associating the user with the device
inthe registration data. Once the device is connectedtothe Red Network, the device is classified.

6.2 MANAGEMENT OF CAMPUS WLAN SOLUTION COMPONENTS

Management of all Campus WLAN solution componentsis always encrypted to protect confidentiality
and integrity, exceptin the case where components are locally managed through adirect physical
connection (e.g., serial cable from the Gray Administration Workstation to the WLAN Controller).
Management trafficmust be encrypted with SSHv2, TLS, or IPsec.

The requirements for configuring the End User Devicesin Section 11.2 can be accomplished through a
variety of mechanisms. First, the EUDs can be configured utilizinga Mobile Device Management (MDM)
selected from the CSfC Components List. Alternatively, the EUD can be configured utilizinga
provisioning tool which enforces configuration policies duringinitial setup, and must be brought back to
a Security Administratorto be updated. Customers can also configure End User Devices usingan
existing Enterprise Policy enforcement mechanism. Finally, customers can choose to utilize a hybrid
approach with more than one of the above options.

7 CONTINUOUS MONITORING

The Campus WLAN CP allows customers to utilize EUDs from physical environments residing within a
governmentsecure facility. Today’s technology providesincreased accessibility to various networks,
which creates a need to continuously monitor network trafficand system log data within the solution
infrastructure. This monitoring allows customers to detect, react to, and report any attacks which occur
on theirsolution. This continuous monitoring also enables the detection of any configuration errors in
solutioninfrastructurecomponents. Ata minimum, this CP requiresan Auditortoreview alerts, events,
and logs on a weekly basis. Operationaland Strategicimplementations of the Campus WLAN CP should
review alerts, events, and logs onamore frequent basis. Customers may leverage Operation Centers to
perform 24 hour, 7 day a week monitoring.
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Figure 6. Campus WLAN Continuous Monitoring Points

Figure 6 shows the locations where continuous monitoringis recommended. Dedicated black/gray/red
continuous monitoring components can be used but the figure illustrates how data could be moved to
one place to assistin correlation.

Monitoring Point 1 - Wireless Intrusion Detection/Prevention System (WIDS/WIPS) Sensors are located
not only nearaccess points, butaround the perimeter of the wireless network.

Monitoring Point 2 — Intrusion Detection System or Intrusion Prevention System is located between the
Wireless Access System and the Gray Firewall.

Monitoring Point 3 —Intrusion Detection System or Intrusion Prevention System s located between the
VPN Gateway andthe Red Network.

7.1 INTRUSION DETECTION AND PREVENTION SYSTEM (IDS/IPS)

The Intrusion Detection and Prevention System is responsible for monitoring the network trafficflow to
and from the Red Networks. The IDS/IPS can be eitheran IDS or an IPS; however, itis preferableto use
an IPSto elicitreal-timeresponses. The term IDS/IPS used in this CP will referto both IDP and IPS
technologies. The IDS/IPS will be configured to terminate the network connection orusersession thatis
beingusedforan attack. The IPS mustbe configured to block all access to the targeted host, service,
application, orany otherresource fromthe source of an attack. The IDS/IPS mustsynchronizeitstime
usinga NTP to ensure logentries have accurate timestamps. Analert mustbe triggered onany
connection attempttothe NTP serverotherthan by the Wireless LAN Access system orthe Gray
Management network. Any traffictothe Authentication Serverin the Gray Management network on
ports otherthan the Radius Accounting and Authentication ports (UDP 1812 and 1813) musttriggeran
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alert. Trafficsentto DNS ports (TCP/UDP 53) otherthan onthe DNSserver musttriggeran alert. DNS
trafficmust be inspected forvolume of DNS trafficper|P address, volume of DNS traffic per domain, and
numberof hostname queries. The IDS/IPS must be deployed on the Red Network to monitortunneled
trafficbeing decrypted by the VPN Gateway. TrafficoriginatingfromaRed Network clientgoingtoa
port otherthan ISAKMP/IKE (UDP 500) or IPsec NAT traversal (UDP 4500) on the inner VPN gateway
must triggeran alert. The IDS/IPS must be deployed on the Gray Network to monitortunneled traffic
being decrypted by the Wireless LAN Access system. Analert must be generated if the Wireless LAN
Access systemreceives trafficon any ports otherthanthe SSH port (TCP 22) or the HTTPS port (TCP 443)
fromthe Gray Management network.

Infrastructure components (servers and workstations)should be configured with Host-based IDS (HIDS)
software in accordance with local policy.

7.2 WIRELESS INTRUSION DETECTION SYSTEM

A Wireless Intrusion Detection System consists of a group of sensors (preferably some dedicated) and a
central controller working togetherto provide 24/7 monitoring of the wireless spectrum to detect
unauthorized or malicious WLAN activity. The system can eitherbe stand-aloneorintegrated into the
WLAN Access System. Forthe stand-alone case, ideally, information between the sensors and the
controllerwill pass overaseparate network dedicated to the WIDS, but an acceptable optionisto
connectthe sensorsovera virtual LAN established overthe same wired network as used by the Wireless
APs. For an integrated WIDS, whetherthe sensors can be placed on the Wireless network or must be
placed onthe Gray Network depends onthe vendor’s implementation.

7.3 SECURITY INFORMATION AND EVENT MANAGEMENT

The SIEM collects and analyzeslog datafrom the WLAN Access System, Gray firewall, and IDS/IPS. Log
data may be encrypted between the originating component and the Gray SIEM with SSHv2, TLS, or IPsec
to maintain confidentiality and integrity of the log data. Ata minimum, an auditorreviewsthe SIEM on
aweekly basis. The SIEMis configured to provide alerts forspecificeventsincluding if the WLAN Access
System, Gray firewall, and IDS/IPS receive and drop any unexpected traffic, which could indicate a
compromise of the WLAN Access System.

8 KEY MANAGEMENT

Key Management Requirements have been relocated to a separate Key Management Requirements
Annex.
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9 REQUIREMENTSOVERVIEW

The followingfive sections (Section 10through Section 14, and the Key Management Requirements
Annex) specify requirements forimplementations of WLAN solutions compliant with this CP. However,

not all requirementsinthe following sections will apply to each compliant solution. Key Management
Requirements have been relocated to a separate Key Management Requirements Annex.

9.1 THRESHOLD AND OBJECTIVE REQUIREMENTS

In some cases, multiple versions of arequirement may existin this CP. Such alternative versions ofa
requirement are designated as being eithera Threshold requirement or an Objective requirement:

e AThreshold(T) requirementspecifies afeature orfunction that providesthe minimalacceptable
capability forthe security of the solution.

e An Objective(O) requirement specifies afeature or function that provides the preferred
capability forthe security of the solution.

In general, when separate Threshold and Objective versions of arequirement exist, the Objective
requirement provides a higherdegree of security forthe solution than the corresponding Threshold
requirement. However, inthese cases meetingthe Objective requirement may not be feasible in some
environments or may require components toimplement features that are not yet widely available.
Solution owners are encouraged toimplement the Objective version of arequirement,butin cases
where thisis notfeasible solution owners may implement the Threshold version of the requirement
instead. These Threshold and Objectiveversions are mapped to each otherin the “Alternatives”
column. Objective requirementsthathave norelated Threshold requirement are marked as “Optional’
inthe “Alternatives” column.

In most cases, there is no distinction between the Threshold and Objective versions of arequirement. In
these cases, the “Threshold/Objective” column indicates that the Threshold equals the Objective (T=0).

Requirements that are listed as Objective in this CP may become Threshold requirementsinafuture

version of this CP. Solution owners are encouraged toimplement Objectiverequirements where
possible in orderto facilitate compliance with future versions of this CP.

9.2 REQUIREMENTS DESIGNATORS

Each requirement defined in this CP has a unique identifier consisting of the prefix “WLAN,” adigraph
that groupsrelated requirements together(e.g., “KM”), and a sequence number (e.g., 11).

Table 1 liststhe digraphs used to group together related requirements and identifies the sectionsin
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which those requirement groups can be found.

Table 1. Requirement Digraph

Digraph Description Section Table
PS Product Selection Requirements Section 10 Table 2
SR Overall Solution Requirements Section 11.1 Table 3
EU End User Device Requirements Section 11.2 Table 4
WC WLAN Client Configuration Requirements Section 11.3 Table 5
WL Wireless Link Requirements Section 11.3

Table 6
CR Configuration Requirements for VPN Components Section11.4 Table 9
WS WLAN Access System Configuration Requirements Section 11.5 Table 10
IA Wireless Infrastructure Authentication Requirements | Section11.5
Table 11
AA Wi rel.ess Authentication and Authorization Section11.5
Requirements
Table 12
WA Wirel'essAuthentication Serverto WLAN Client Section 11.5
Requirements Table 13
PF Port Filtering Requirements for Solution Components | Section 11.6 Table 14
PR End User Device Provisioning Requirements Section 11.7 Table 15
Wi Wirel.ess Intrusion Detection Configuration Section 11.8 Table 16
Requirements
CM Configuration Change Detection Requirements Section 11.9 Table 17
DM Device Management Requirements Section11.10 | Table 18
MR Continuous Monitoring Requirements Section 11.11 Table 19
AU Auditing Requirements Section11.12 | Table 20
FW Gray Firewall Requirements Section11.14 Table 21
GD Requirements forthe Use and Handling of Solutions Section 12.1 Table 22
RP Incident Reporting Requirements Section 12.2 Table 23
GD Role-Based Personnel Requirements Section 13 Table 24
TR Test Requirements Section 14.1 Table 25
KM Key Management Requirements (See Key Management Requirements Annex)

10 REQUIREMENTS FOR SELECTING COMPONENTS

In this section, aseries of requirements are given for maximizing the independence between the
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components within the solution. Thiswillincrease the level of effort required to compromise this

solution.

Table 2. Production Selection Requirements

Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-PS-1

The product used forthe VPN Gateway(s) must be
chosenfromthe list of IPsecVPN Gateways on the
CSfCComponents List.

T=0

WLAN-PS-2

The products used forany WLAN Access System
must be chosen fromthe list of WLAN Access
Systems on the CSfC Components List.

T=0

WLAN-PS-3

The products used forany WLAN Client must be
chosenfromthe list of Mobile Platforms on the
CSfCComponents List. All validated Mobile
Platform componentsinclude validated WLAN
Clientimplementations.

WLAN-PS-4

Products used for Mobile Platform EUDs must be
chosenfromthe list of Mobile Platforms on the
CSfCComponents List.

WLAN-PS-5

The products used forthe Inner VPN Client must
be chosen fromthe list of IPsec VPN Clients on the
CSfCComponents List.

WLAN-PS-6

The products used forthe Innerand Outer CAs
must eitherbe chosen fromthe list of CAs on the
CSfCComponents List orthe CAs must be pre-
existing Enterprise CAs of the applicable network.

WLAN-PS-7

IPS must be chosen from the list of IPS on the CSfC
Components List.

Optional

WLAN-PS-8

Products used forthe Gray firewall must be chosen
fromthe list of Stateful Traffic Filtering Firewalls
(TFFW) on the CSfC Components List.

=0

WLAN-PS-9

Products used forthe Authentication Server must
be chosen fromthe list of Authentication Servers
on the CSfC Components List.

Optional

WLAN-PS-10

The Inner VPN Gateway and the WLAN Access
System must either:

Optional
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: . Threshold / | .
Req # Requirement Description Oblective Alternative
e come from different manufacturers, where
neithermanufacturerisasubsidiary of the
other; or,
e bedifferent products fromthe same
manufacturer, where NSA has determined that
the products meet the CSfCcriteriafor
implementation independence.
Differences between Service Packs (SP) and version
numbersfora particularvendor’s OSdo not
provide adequate diversity.
WLAN-PS-11 | The WLAN Access System, Gray Firewall, Inner VPN | T=0
Gateway must use physically separate
components, such thatno componentisusedfor
more than one function.
WLAN-PS-12 | The Outer and Inner CAs must either: (0]
e come from different manufacturers, where
neither manufacturerisasubsidiary of the
other;or,
e bedifferent products fromthe same
manufacturer, where NSA has determined that
the products meet the CSfCcriteriafor
implementation independence.
e orutilize an Enterprise PKl approved by the
AO.
WLAN-PS-13 The EUD’s VPN Clientand WLAN Client must =0
either:
e come from different manufacturers, where
neither manufacturerisasubsidiary of the
other;or,
o bedifferent products fromthe same
manufacturer, where NSA has determined that
the products meet the CSfCcriteriafor
implementationindependence.
WLAN-PS-14 | The cryptographiclibraries used by the WLAN =0 Optional

Access Systemand the Inner VPN Gateway must

either:

e come from different manufacturers, where
neither manufactureris asubsidiary of the
other;or,
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Threshold /

Alternative
Objective

Req # Requirement Description

o bedifferentlibraries fromthe same
manufacturer, where NSA has determined that
the libraries meet the CSfCcriteriafor
implementation independence.

WLAN-PS-15 Each componentthatis selected out of the CSfC =0

Components List must go through a Product Supply

Chain Threat Assessment to determine the

appropriate mitigations forthe intended

application of the component perthe
organization’s AO-approved Product Supply Chain

Threat Assessment process (see CNSSD 505 SCRM

for additional guidance).

WLAN-PS-16 Components must be configured to use the NIAP- =0

certified evaluated configuration.

11 CONFIGURATION REQUIREMENTS

Once the products forthe solution are selected, the next step is setting up the componentsand
configuringthemin asecure manner. Thissection consists of genericguidance forhow to configure the
components of the WLAN solution.

CPs provide architecture and configuration information that allows customers to select COTS products
from the CSfC Components Listfortheirsolution and then to properly configure those products to
achieve alevel of assurance sufficient for protecting classified data. The CSfC Components List consist of
eligible COTS products identified by model/version numbers that have met appropriate Protection
Profile requirements.

This section containsrequirements applicable to the Campus WLAN solution components. In this
section, aseries of overarching architectural requirements are given for maximizing the independence
between the components within the solution. Thisindependencewillincreasethe level of effort
requiredto compromise this solution.

The products that are approvedforuse in this solution willbe listed on the CSfC Components Listonthe
IAC/CSfCwebsite (http://www.nsa.gov/resources/everyone/csfc/components-list/). Nosingle
commercial product must be used to protect classified information. The only approved methods for
using COTS products to protect classified informationintransitona Campus WLAN follow the
requirements outlined in this CP.

Once the products forthe solution are selected, each product must go through a Product Supply Chain
Threat Assessment to determine the appropriate mitigations forthe intended application of the
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component perthe organization’s AO-approved Product Supply Chain Threat Assessment process. (See
CNSSD 505 Supply Chain Risk Management (SCRM) for additional guidance.)

11.1 OVERALL SOLUTION REQUIREMENTS
Table 3. Overall Solution Requirements (SR)

Threshold /
Objective
WLAN-SR-1 | Defaultaccounts, passwords, community strings and T=0
otherdefaultaccess control mechanismsforall
Campus WLAN components must be changed or

Req # Requirement Description Alternative

removed.

WLAN-SR-2 | The time of day on the VPN Gateway must be =0
synchronized to atime source located inthe Red
Network.

WLAN-SR-3 | The time of day on the WLAN Authentication Server, =0

the WLAN Controllerand Gray Network components
must be synchronized to atime source locatedin the
Gray Management network.

WLAN-SR-4 | All components mustbe properly configuredin =0
accordance with local policy and applicable U.S.
Governmentguidance. Inthe event of conflict
between the requirementsinthis CP andlocal policy,
this CP takes precedence.

WLAN-SR-5 [ Solution components mustreceivevirus signature =0
updates as required by the local agency policy and the
AO.

WLAN-SR-6 | The onlyapproved physical paths leaving the Red =0

Network must be through a WLAN solutionin
accordance with this CP or via an AO-approved

solutionfor protectingdatain transit.2

11.2 END USER DEVICES REQUIREMENTS
Table 4. End User Device (EU) Requirements

2 In some cases, the customer will need to communicate with other sites that have NSA-certified Government off-the-
Shelf (GOTS) product. In particular, it is acceptable for a given site to have both an egress path via an NSA-
certified product and an egress path viaa CSfC Solution conforming to a CP.
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Requirement Description

Threshold /
Objective

Alternative

The EUD must restrict configuration (Service Set
Identifier (SSID) and authentication mechanism) of
authorized WLANs to authorized administrators.

T=0

WLAN-EU-2

The EUD must be configured with separate
authentication and privileges foradministrator and
userroles.

=0

WLAN-EU-3

The EUD must be loaded with only AO-approved
software.

WLAN-EU-4

The EUD must restrictinstallation and removal of
software to authorized administrators.

WLAN-EU-5

The EUD must require auserto log in priorto granting
access to any EUD functionality.

=0

WLAN-EU-6

The EUD must be configured to limitthe number of
incorrectlogins peran AO-approved period of time
eitherby erasingthe configuration and data stored on
the device or by prohibitinglogin attemptsfora AO-
approved period of time.

=0

WLAN-EU-7

Rekeyingof an EUD’s certificates and associated private
keys must be done through re-provisioning priorto
expiration of keys.

WLAN-EU-8

WLAN-EU-8

Rekeyingof an EUD’s certificates and associated private
keys must be done overthe WLAN solution network
priorto expiration of keys.

WLAN-EU-7

WLAN-EU-9

An EUD must be deauthorized from the network and
submitted for forensicanalysis if suspected of being
compromised.

WLAN-EU-10

An EUD should be destroyed only ifithas been
determined to be compromised through forensic
analysis.

WLAN-EU-11

Users of EUDs must successfully authenticate
themselvestothe services theyaccess on their
respective Red Network usingan AO-approved
method.

=0

WLAN-EU-12

Red Network services must not transmit any classified
data to EUDs until userauthentication succeeds.

=0

WLAN-EU-13

The EUD must lock the screen and require userre-
authentication afteran AO-approved period of
inactivity.

=0

WLAN-EU-14

All EUD users must sign an organization-defined user
agreementbefore being authorized to use an EUD.
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Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-EU-15

All EUD users must receive an organization-developed
training course foroperatingan EUD prior to use.

T=0

WLAN-EU-16

At a minimum, the organization-defined user

agreement mustinclude each of the following:

Consentto monitoring Operations Security (OPSEC)

guidance

e Required physical protections toemploy when
operatingand storingthe EUD

e Restrictionsforwhen, where, and underwhat
conditions the EUD may be used

e Responsibility forreporting security incidents

e Verification of IATraining

e Verification of appropriate clearance

e Justification for Access

e Requesterinformation and organization

e AccountExpiration Date

e User Responsibilities

T=0

WLAN-EU-17

EUDs must be dedicated foruse solelyinthe WLAN
solution, and not used to access any resources on
networks otherthan the Red Network it communicates
withthrough the two layers of encryption.

=0

WLAN-EU-18

The EUD must disable all transmitted Global Positioning
System (GPS) and location services except Enhanced 9-
1-1 (E911) or those authorized by the AO.

=0

WLAN-EU-19

The EUD must have all cellularaccess disabled.

WLAN-EU-20

The EUD must have all network and wireless interfaces
disabled exceptfor802.11.

WLAN-EU-21

The EUD must have all cellular services disabled.

Optional

WLAN-EU-22

All EUDs must have their certificates revoked and
residentimage removed priorto disposal.

WLAN-EU-23

Passwords for user-to-device authentication must be a
minimum of 6 alpha-numeric case sensitive characters.

=0

WLAN-EU-24

The native platform DAR protection must be enabled3.

WLAN-EU-25

Withdrawn

WLAN-EU-26

Withdrawn

WLAN-EU-27

The EUD maximum password lifetime must be less than
181 days.

=0

3 If the WLAN Solution is implemented in conjunction witha NSA approved DAR Solution, then all applicable DAR
CP requirements must also be implemented.
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. . Threshold / .
Req # Requirement Description lfecive Alternative
WLAN-EU-28 | The EUD screen mustlock afteran AO approved period | T=0
of inactivity.
WLAN-EU-29 | The EUD must performa wipe of all protected data T=0
after 10 or more authentication failures.
WLAN-EU-30 | During provisioning, all unnecessary keys must be T=0
destroyed from the EUD secure key storage.
WLAN-EU-31 | Duringprovisioning, all unnecessary X.509 certificates | T=0
must be removed from the EUD Trust Anchor
Database.
WLAN-EU-32 | Alldisplay notifications must be disabled whileina 0] Optional
locked state.
WLAN-EU-33 | USB mass storage mode must be disabled onthe EUDs. | O Optional
WLAN-EU-34 | USB data transfer must be disabled onthe EUDs. 0] Optional
WLAN-EU-35 | Priorto installingnew applications, the application =0
digital signature must be verified.
WLAN-EU-36 | The EUD must be configured to only permit =0
connections to whitelisted SSIDs.
WLAN-EU-37 | The EUD must be configured to only permitconnection | T=0
to SSIDs using certificates signed by the Outer CA.
WLAN-EU-38 | The EUD must only display whitelisted SSIDs to the =0
user.
WLAN-EU-39 | The EUD must only permitthe execution of applications | O Optional
on a whitelist.
WLAN-EU-40 | The managementand control of the EUD connectionto | O Optional
the WLAN System must be isolated from other EUD
functions.
11.3 CONFIGURATION REQUIREMENTS FORTHE WLAN CLIENT
Table 5. WLAN Client (WC) Configuration Requirements
Req # Requirement Description ngj;;'\:je/ Alternative
WLAN-WC-1 The WLAN Clienttunnel must be establishedatEUD | T=0
start-up.
WLAN-WC-2 The WLAN Client must authenticate the identity of T=0

the WLAN Authentication Server by verifying that
the WLAN Authentication Server's certificate chainis
rooted by the WLAN Trusted Root Certificate
Authority.
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Requirement Description

Threshold /
Objective

Alternative

The WLAN Client must be configured to authenticate
only specificservers through setting the client to
accept only a WLAN Authentication Server certificate
that contains a particular Distinguished Name or
Subject Alternate Name (i.e., the clientlooks forthe
specified servername inthe certificate during
verification).

T=0

WLAN-WC-4

A unique devicecertificate must be loaded into the
WLAN Clientalongwith the corresponding CA
(signing) certificate.

WLAN-WC-5

The device certificate must be used for WLAN Client
authentication during EAP-TLS.

WLAN-WC-6

The WLAN Client must provide the user with
advance warningthatthe WLAN Client's device
certificate is due to expire.

WLAN-WC-7

The WLAN Client must negotiate new session keys
with the WLAN Access System at least once per
hour.

WLAN-WC-8

The WLAN Client must be prevented fromusingad
hoc mode (client-to-client connections).

WLAN-WC-9

The WLAN Client must be prevented from using
network bridging.

=0

WLAN-WC-10

The WLAN Client must only associate with
authorized Access Points based on attributes such as
SSID or whitelists and enforce based on the
certificate presented by the Authentication Server
during mutual authentication.

WLAN-WC-11

The WLAN Client must verify thatthe WLAN
Authentication Server X.509 v3 certificate contains
the TLS Web Server Authentication Object Identifier
(OID) (id-kp-serverAuth 1.3.6.1.5.5.7.3.1) in the
Extended Key Usage extension.

WLAN-WC-12

The device certificate forthe WLAN Client must
contain an extendedKeyUsage field indicating
support for Client Authentication (OID
1.3.6.1.5.5.7.3.2).

WLAN-WC-13

The WLAN Client must be managed from the Gray
Management Network accessible viathe Campus

WLAN.
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Table 6. Wireless Link (WL) Requirements

Req # Requirement Description Tgfji;l\:je/ Alternative
WLAN-WL-1 | The WLAN Clientand the WLAN Access System must T=0
use protocols and algorithms selected from nine that
are approved to protect the highest classification level
of the Red Network data.
WLAN-WL-2 [ The WLAN Clientand the WLAN Access System must T=0
operate in WPA2-Enterprise mode.
WLAN-WL-3 [ The WLAN Clientand the WLAN Access System must T=0
use integrity algorithms thatimplements NIST AES Key
Wrap with Hash-based Message Authentication Code
(HMAC)-SHA-384-128 as specifiedin Section 11 of
IEEE 802.11-2012.
WLAN-WL-4 | If WPA2 terminateson APsthenall data betweenthe | T=0
Access Point(s) and Wireless controller must be
encryptedusingIPsec, SSHv2, TLS, or TLS/HTTPS.
Table 7. IPSec Encryption (Approved Algorithms for Classified)
Security Service Algorithm Suite Specifications
Confidentiality (Encryption) AES-256 FIPS PUB 197
IETF RFC 6239
IETF RFC 6379
IETF RFC 6380
IETF RFC 6460
Authentication (Digital Signature) RSA 3072 FIPS PUB 186-4
(Threshold —Unclassified Only)
Authentication (Digital Signature) RSA 3072 FIPS PUB 186-4
(Objective) or, FIPS PUB 186-4
(Threshold —All Classified NSS) ECDSA overthe curve IETF RFC 6239
P-384 with SHA-384 IETF RFC 6380
IETF RFC 6460
Key Exchange/ Establishment ECDH over the curve P-384 NIST SP 800-56A
(DH Group 20) IETF RFC 6239
or, IETF RFC 6379
DH 3072 IETF RFC 6380
IETF RFC 6460
NIST SP 800-56A
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Security Service Algorithm Suite Specifications

Integrity (Hashing) SHA-384 FIPS PUB 180-4
IETF RFC 6239
IETF RFC 6379
IETF RFC 6380
IETF RFC 6460

Can protect Up to Top Secret

Table 8. WPA2 Encryption and EAP-TLS (Approved Algorithms)

Security Service Algorithm Suite Specifications

Confidentiality AES-128-CCMP (Threshold) FIPSPUB 197
(Encryption)

AES-256-CCMP (Objective)
EAP-TLS Cipher Suite TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA25 | IETF RFC 5216
6
(Threshold) IETF RFC 5246
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3
84

(Objective)

11.4 CONFIGURATION REQUIREMENTS FOR VPN COMPONENTSAND VPN CLIENT
Table 9. Configuration Requirements (CR) for VPN Components

. L. Threshold / .
Req # Requirement Description - Alternative
WLAN-CR-1 | The VPN Components must use protocolsand T=0

algorithmsforcreatingall VPN tunnels selected from
an Algorithm Suite in

Table 7 that are approvedto protect the highest
classification level of the Red Network data.
WLAN-CR-2 | Default, self-signed, or proprietary device certificates, | T WLAN-CR-3
which are frequently preinstalled by the vendor, for
any WLAN Access System and VPN Gateway
components must not be used for establishing Security
Associations (SAs).

WLAN-CR-3 | Default, self-signed, or proprietary device certificates, | O WLAN-CR-2
which are frequently preinstalled by the vendor, for
any WLAN Access System and VPN Gateway
components, mustbe removed.
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Req # Requirement Description Tg::}.zz;tje/ Alternative
WLAN-CR-4 | AllIPsecconnections mustuse IETF standards T=0
compliant with IKEimplementations (RFC 5996 or RFC
2409).
WLAN-CR-5 | All Access Systemsand VPN Gateway components =0
must use CipherBlock Chaining for IKE encryption.
WLAN-CR-6 | All Access Systems and VPN Gateway components T WLAN-CR-7
must use CipherBlock Chaining for ESP encryption
with a Hash-based Message Authentication Code for
integrity.
WLAN-CR-7 | All Access Systemsand VPN Gateway components 0] WLAN-CR-6
must use Galois Counter Mode (GCM) for ESP
encryption.
WLAN-CR-8 | All Access Systemsand VPN Gateway components =0
must set the IKE SA lifetimeto at most 24 hours.
WLAN-CR-9 | All Access Systems and VPN Gateway components =0
must set the ESP SA lifetimeto at most 8 hours.
WLAN-CR-10 | Each VPN Client must use a unique private key for =0
authenticatingtothe VPN Gateway.
WLAN-CR-11 | The VPN Client must provide the userwith advance =0
warningthat the VPN client certificate is due to expire.
WLAN-CR-12 | The VPN Client must be configured to prohibit split =0
tunneling.
WLAN-CR-13 | A unique device certificate must be loadedintothe =0
VPN Client along with the corresponding CA (signing)
certificate.
WLAN-CR-14 | The device certificate mustbe used for VPN Client =0

authentication during IPsec.

11.5 CONFIGURATION REQUIREMENTS FORTHE WLAN ACCESS SYSTEM

The WLAN Access Systemisinvolvedin establishingtwo encrypted channels. Once the WLAN
Authentication Server passes the PMK to the WLAN Access System, the WLAN Access System establishes
an encrypted channel with the WLAN Client for passing data. The WLAN Access System acts as a pass-
through for the initial authentication exchange between the WLAN Client and the WLAN Authentication
Serverduring which the PMKis securely negotiated.
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Table 10. WLAN Access System (WS) Configuration Requirements

Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-WS-1

The WLAN Access System must act as an EAP-TLS pass-
through betweenthe WLAN Client and WLAN
Authentication Serverforauthentication and key
establishment.

T=0

WLAN-WS-2

The WLAN Access System must negotiate new session
keys with the WLAN Clients atleastonce perhour.

WLAN-WS-3

Requirement has beenrelocatedtothe Key
Management Requirements Annex.

WLAN-WS-4

A unique device certificate mustbe loadedinto the
Authentication Serveralong with the corresponding CA
(signing) certificate.

=0

WLAN-WS-5

When supporting multiple enclaves, the WLAN Access
System must assign a firewall ACLto EUDs based on
the attribute information provided by the
Authentication Server.

WLAN-WS-6

When supporting multiple enclaves, the WLAN Access
System must route EUD trafficoverthe appropriate
interface based on attribute information provided by
the Authentication Server.

=0

WLAN-WS-7

When supporting multiple enclaves, the WLAN Access
System must utilize unique physical internal interfaces
for each enclave of the solution (e.g., VLAN Trunking of
multiple enclavesis not permitted).

Table 11. Wireless Infrastructure Authentication (1A) Requirements

Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-IA-1

The WLAN Access System and the WLAN
authentication server must be physically co-locatedin
the same rack and directly connected to each other.

T

WLAN-IA-2

WLAN-IA-2

Communications between the WLAN Access System
and the WLAN Authentication Server must be
established with eitheran IPsectunnel (using either
IKEv1 orlKEv2) or TLS/RADsecconnection.

WLAN-IA-1
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Requirement Description

Threshold /
Objective

Alternative

The IKE exchange and IPsectunnel between the WLAN
Access System and the WLAN Authentication Server
must use protocols and algorithms selected from the
Algorithm Suitein Table6

Table 6.

T=0

WLAN-1A-4

The ESP SA tunnel between the WLAN Access System
and the WLAN Authentication Server must be ESP
using AESin CipherBlock Chaining (CBC) mode with a
SHA-based HMAC for integrity.

WLAN-IA-5

WLAN-IA-5

The ESP SA tunnel between the WLAN Access System
and the WLAN Authentication Server must be ESP use
AES in GCM mode.

WLAN-IA-4

WLAN-1A-6

The lifetime of the IKESA between the WLAN Access
System and the WLAN Authentication Server must be
setto 24 hours.

WLAN-IA-7

The lifetime of the ESP SA between the WLAN Access
System and the WLAN Authentication Server must be
setto 8 hoursor less.

WLAN-1A-8

The WLAN Access System and the WLAN
Authentication Server must authenticate one another
using X.509 v3 certificates.

WLAN-IA-9

WLAN-1A-9

The WLAN Access System and the WLAN
Authentication Server must authenticate one another
using pre-shared keys.

WLAN-IA-8

WLAN-IA-10

Compositionrulesforapre-shared key between the
WLAN Access System and the WLAN Authentication
Server must be set by the Security Administrator.

WLAN-1A-11

The entropy of a pre-shared key betweenthe WLAN
Access System and the WLAN Authentication Server
must be a minimum of 256 bits.

WLAN-1A-12

The IKE exchange between the WLAN Access System
and the WLAN Authentication Server must use
algorithms selected from Table6

Table 6.

=0
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Table 12. Wireless Authentication and Authorization (AA) Requirements

Req # Requirement Description Tgfj.i;'\:je/ Alternative
WLAN-AA-1 | The WLAN Authentication Serverand WLAN Client T=0
must perform mutual authentication using EAP-TLS
with device certificates.
WLAN-AA-2 | The WLAN Clientand the WLAN AuthenticationServer | T WLAN-AA-3
must use the AES key size and mode for WPA2
Enterprise from the Threshold Section of
Table 7.
WLAN-AA-3 | The WLAN Clientand the WLAN Authentication Server | O WLAN-AA-2
must use the AES key size and mode for WPA2
Enterprise from the Objective Section of
Table 7.
WLAN-AA-4 | The WLAN Clientand WLAN Authentication Server T WLAN-AA-5
must use the EAP-TLS Ciphersuite fromthe Threshold
section of
Table 7.
WLAN-AA-5 | The WLAN Clientand WLAN Authentication Server 0 WLAN-AA-4
must use the EAP-TLS Ciphersuite fromthe Objective
section of
Table 7.
Table 13. Wireless Authentication Server (WA) Requirements
Req # Requirement Description Tg;;z:ztje/ Alternative
WLAN-WA-1 | The WLAN Authentication Server must use the most | T=0
current CRL to check revocation status of the WLAN
Client Certificate. If CRL does notexist, isinvalid or
has expired, authentication of the EUD will fail.
WLAN-WA-2 Requirement has been relocated to the Key
Management Requirements Annex.
WLAN-WA-3 | The WLAN Authentication Server mustonly =0
successfully authenticate a WLAN Client if the WLAN
Client's certificate contains an extendedKeyUsage
certificate extensionindicating supportforClient
Authentication (0OID1.3.6.1.5.5.7.3.2).
WLAN-WA-4 | The WLAN AS must use the Distinguished Name or =0

the Subject Alternate Name contained in the WLAN
Client's certificate to authenticate the identity of the
WLAN Client.
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Requirement Description

Threshold /
Objective

Alternative

The WLAN Authentication Server must verify thatthe
WLAN Client’s certificate is not expired.

T=0

The WLAN AS must ensure thatthe WLAN Client’s
certificate chainis rooted by the WLAN trusted root
Certificate Authority.

T=0

WLAN-WA-7

Withdrawn

WLAN-WA-8

The WLAN Authentication Server must authenticate
the identity of the WLAN Client by verifyingthat the
WLAN Client’s certificate is not revoked.

WLAN-WA-9

When supporting multiple enclaves, the AS must
verify thatthe Common Name presented by the EUD
certificate isincluded on awhitelisttied toan
enclave.

WLAN-WA-10

WLAN-WA-10

When supporting multiple enclaves, the AS must
verify thatthe certificate presentedincludes
informationin the Distinguished Name or Policy OIDs
that tiesthe device toa single enclave.

WLAN-WA-9

WLAN-WA-11

When supporting multiple enclaves, the AS must
provide attribute information on the appropriate
enclave forthe EUD to the Wireless Access System.

WLAN-WA-12

The AS must log all successful authentication
attempts.

=0

WLAN-WA-13

The AS mustlog all failed authentication attempts.

11.6 PORT FILTERING REQUIREMENTS

Port Filteringis composed of acomponent configured with ACLs. The system ensures that the traffic
flowingto and from each componenton the networkis appropriate forthe functionality of the
componentwithinthe Campus WLAN solution.

Table 14. Port Filtering (PF) Requirements for Solution Components

Req # Requirement Description Tg::}.z:;tje/ Alternative
WLAN-PF-1 | All components withinthe solution must have all T=0
networkinterfacesrestricted tothe fewestaddress
ranges, ports, and protocols possible.
WLAN-PF-2 [ All components within the solution must have all =0

unused network interfaces disabled.
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Threshold /
Objective
WLAN-PF-3 For all interfaces connected to a Gray Network, traffic | T=0
filteringrules mustbe appliedto bothinboundand
outbound traffic, such that only EAP-TLS, IKE, IPsec,
and control plane protocols (as defined in this
Capability Package) approved by policy are allowed.
All packets not explicitly allowed must be blocked.
WLAN-PF-4 Anyservice orfeature thatallowsa EUD tocontacta | T WLAN-PF-5
third party server (such as one maintained by the
manufacturer) must be blocked.
WLAN-PF-5 [ Anyservice orfeature thatallows a EUD to contacta | O WLAN-PF-4
third party server (such as one maintained by the
manufacturer) must be disabled.
WLAN-PF-6 The WLAN Access System must block all data ports =0
and IP addresses on their Gray Management network
interface thatare not necessary forthe management
of the WLAN Access System.
WLAN-PF-7 Interfaces of the WLAN Access System must be based =0
on known MAC addresses of EUDs to further protect
againstunknown WLAN Clients.
WLAN-PF-8 | Trafficfilteringrules onthe EUD must be applied =0
based on known VPN Gateway addresses oraddress
range to further protectagainst unknown IPsec
traffic.
WLAN-PF-9 [ Theinternalinterface of the Inner VPN Gateway must | T=0
prohibit all management plane traffic(e.g., SSH,
Remote Desktop Protocol (RDP), Telnet)originating
from EUDs destined forthe Red Network.
WLAN-PF-10 | Theinternalinterface of the Inner VPN Gateway must | T=0
prohibittrafficdestined forthe Red Management
Network (e.g. Red Management Network IP
addresses) originating from End User Devices.

Req # Requirement Description Alternative
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11.7 END USER DEVICE PROVISIONING REQUIREMENTS
Table 15. EUD Provisioning Requirements (PR)

Req # Requirement Description Tg';;z:;)il\;je/ Alternative
WLAN-PR-1 A Provisioning WLAN using WPA2-PSK authentication | T
and encryption must be established onthe Red
Network to support wireless provisioning of EUDs.
WLAN-PR-2 [ The Provisioning WLAN on the Gray Management T
Network must be contained withinashielded
enclosure that provides 100 dB of attenuation across
the frequency range from 2 to 6 GHz.
WLAN-PR-3 | The Provisioning WLAN onthe Red Network mustbe | T
contained within ashielded enclosurethat provides
100 dB of attenuation across the frequency range
from2 to 6 GHz.
WLAN-PR-4 EUDs must be provisioned overthe provisioning T WLAN-PR-5
WLANSs.
WLAN-PR-5 EUDs must be provisioned overwired connections. 0] WLAN-PR-4
WLAN-PR-6 | Whena EUD has beensuccessfully provisioned, its =0

identity (ITU-TX.509v3 Distinguished Name or Subject
Alternate Name) must be recorded in authorization
databasesaccessible tothe WLAN Authentication
Serverand VPN Gateway.

WLAN-PR-7 EUDs must be provisionedto be disabled by having =0
their certificates revoked.
WLAN-PR-8 | The EUD must be loaded with anauthorized software =0
build during provisioning.

WLAN-PR-9 | The EUD must be loaded with WLAN and VPN =0
configuration profiles during provisioning.
WLAN-PR-10 | Strongpasswordsforthe EUD mustbe usedto =0

comply with the requirements of the policy
established by the AO.

WLAN-PR-11 | Servicesnotauthorized by the AO must be disabled =0
during the provisioning of the EUD.
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11.8 CONFIGURATION REQUIREMENTS FOR WIRELESS INTRUSION DETECTION SYSTEM

(WIDS)

Table 16. Wireless IDS (WI) Configuration Requirements

Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-WI-1

The WIDS must use a whitelist of all authorized
wireless network devices (i.e., Access points and
EUDs) and allow for administrator modifications.

T=0

WLAN-WI-2

The WIDS must detect access points which are not on
the whitelist, but are withinthe coverage area of the
WIDS sensors.

=0

WLAN-WI-3

The WIDS must detect EUDs which are noton the
whitelist, but are within the coverage areaof the
WIDS sensors.

WLAN-WI-4

The WIDS must allow foradministrator-defined rogue
AP detection classification rules.

=0

WLAN-WI-5

The WIDS must detectif a rogue AP is connectedvia
wire to the network.

Optional

WLAN-WI-6

The WIDS must distinguish between the mere
presence of unauthorized wireless hardware within
the coverage area of the WIDS sensorsand an
attempt to use that hardware to gain accessto the
wireless network.

T=0

WLAN-WI-7

All communication between WIDS components must
be done viaa secure connection (using SSHv2, IPSec,
TLS, or TLS/HTTPS).

Optional

WLAN-WI-8

The WIDS must geographically locate all wireless
hardware operatingin the coverage area of the WIDS
sensors.

Optional

WLAN-WI-9

The WIDS must be configured to monitorall 802.11
frame typesand subtypes between unauthorized
EUDs and authorized APs.

WLAN-WI-10

The WIDS must be configured to monitorall 802.11
frame typesand subtypes between unauthorized APs
and authorized EUDs.

=0

WLAN-WI-11

The WIDS must be configured to monitorall 802.11
frame typesand subtypes between authorized APs
and authorized EUDs.

=0

WLAN-WI-12

The WIDS must allow for capturing the raw frames
that triggered an alertas well as options on how long
to continue capturing the frames.

Optional
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Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-WI-13

The WIDS must monitorand analyze trafficfromall
802.11 channelswithin the 2.4Ghz and 4.9/5.0Ghz
bandsincludingthose outside regulatory domain.

T=0

WLAN-WI-14

The WIDS must monitorand analyze trafficfromall
802.11 channels within the 3.6Ghzand 60Ghz bands.

Optional

WLAN-WI-15

The WIDS must detect the use of unauthorized
wireless channels by whitelisted devices.

=0

WLAN-WI-16

The WIDS must determine which SSIDs are permitted
on the network based on whitelisted APs or have the
ability to be configured with alist of permitted SSIDs.

=0

WLAN-WI-17

The WIDS must detect whitelisted APs using SSIDs not
permitted on the network (including hidden SSID).

=0

WLAN-WI-18

The WIDS must detectand log unauthorized APs
broadcastingthe same SSID as a whitelisted AP.

WLAN-WI-19

The WIDS must detect whitelisted EUDs associating to
SSIDs not permitted on the network (including hidden
SSID).

WLAN-WI-20

The WIDS must be configured to detect whitelisted
devices attempting to use unauthorized
authentication methods.

WLAN-WI-21

The WIDS must detect whitelisted devices attempting
to use unauthorized encryption schemes.

WLAN-WI-22

The WIDS must be configured to process 802.11
trafficup to the data rate thatis supported by the
equipmentinthe wireless network.

WLAN-WI-23

The WIDS must logthe signal strength of hardware
operatinginthe coverage area of the WIDS sensors.

=0

WLAN-WI-24

The WIDS must detectand logwhenit receives
802.11 frames beingsent with atransmit power
above maximum transmit powerlevels accordingto
country regulations.

WLAN-WI-25

The WIDS should support user-defined and
customizable attack signatures.

WLAN-WI-26

The WIDS must detect Radio Frequency (RF)-based
Denial-of-Service (DoS) attacks.

WLAN-WI-27

The WIDS must perform protocol anomaly analysis to
detectviolations of WLAN standards such as 802.11
and 802.1X.

WLAN-WI-28

The WIDS must detectand log deauthentication
flooding.
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Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-WI-29

The WIDS must detect and log disassociation flooding.

T=0

WLAN-WI-30

The WIDS must use anomaly-based detection, to
detect, log, and generate an alert when the network’s
activity deviates from an established network
baseline.

o

Optional

WLAN-WI-31

The WIDS must monitorbandwidth usage.

Optional

WLAN-WI-32

The WIDS must monitornumber of users/wireless
clients.

Optional

WLAN-WI-33

The WIDS must monitortimes of usage.

=0

WLAN-WI-34

The WIDS must track the connection status of each
client (authorized orunauthorized)in real time
including, but notlimited to, whetherthe clientis
offline, associated, orauthenticationis pending.

=0

WLAN-WI-35

The WIDS must detectand logillegal state transitions,
such as a client device transmitting dataframes
through an AP to a network device before being
associated and authenticated.

WLAN-WI-36

The WIDS must detectand logan eventwhere an
attacker spoofsthe Media Access Control (MAC)
address of an authorized clientto attemptto connect
to the legitimate network.

WLAN-WI-37

The WIDS must detectand logan eventwhere two
sensorsin physically separate (non-overlapping)
locations (such as different buildings) receive frames
with the same MAC address at the same time.

WLAN-WI-38

The WIDS must detectandlogan eventwhere a
whitelisted EUD's MAC address appearsin multiple
physically distant locations.

Optional

WLAN-WI-39

The WIDS must detect whitelisted EUDs establishing
peer-to-peer connections with other whitelisted
devicesorunauthorized devices.

Optional

WLAN-WI-40

The WIDS must detect EUDs bridging two network
interfaces (wired and wireless). If the wiredinterface
isconnectedto the internal network and the wireless
interface is connected toa Rogue AP, this can expose
trafficfromthe internal network.

Optional

WLAN-WI-41

The WIDS must detectand logthe presence of an
802.11 bridge.
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Req # Requirement Description TgLeer;;tje/ Alternative

WLAN-WI-42 | The WIDS must detectand logthe presence ofa T=0
single device transmitting beacons looking fora
bridge.

WLAN-WI-43 | The WIDS must detectand logthe presence of twoor =0
more devicestransmitting bridge dataframes.

WLAN-WI-44 | The WIDS must provide the ability toremove or =0
disable all WIDS components' non-secure
communications paths used formanagement and
event monitoringincluding HTTP, SNMPv1, File
Transfer Protocol (FTP), and Telnet.

WLAN-WI-45 | The WIDS must allow foralert notification filtering =0
such as alert notification type, severity levels, and
number of alertsto receive.

WLAN-WI-46 | The WIDS alert notifications must be descriptiveto =0
show the significance of alerts.

WLAN-WI-47 | The WIDS must support the ability to exportevent =0
logs and reportsintoindustry standard formats such
as Comma Separated Values (CSV) and Common Log
Format (CLF).

11.9 CONFIGURATION CHANGE DETECTION REQUIREMENTS
Table 17. Configuration Change Detection (CM) Requirements

Req # Requirement Description Tg;)ejztzil\;je/ Alternative
WLAN-CM-1 | A baseline configuration forall components must be T=0
maintained by the Security Administratorand be
available tothe Auditor.

WLAN-CM-2 | An automated process must ensure that configuration | T=0

changesare logged.

WLAN-CM-3 | Log messages generated for configuration changes =0

mustinclude the specificchanges made tothe
configuration.
WLAN-CM-4 | All solution components must be configured with a =0

monitoring service that detects all changesto
configuration.

June 2018




11.10 DEVICE MANAGEMENT REQUIREMENTS

Only authorized Security Administrators will be allowed to administer the components. The WLAN
solution will be used as transport for the SSHv2, IPsec, or TLS data from the Administration Workstation
to the component.

Table 18. Device Management (DM) Requirements

Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-DM-1

Administration Workstations must be dedicated for
the purposesgiveninthe CPand mustbe physically
separated from workstations used to manage non-
CSfCsolutions.

T=0

WLAN-DM-2

Withdrawn

WLAN-DM-3

Antivirus software must be runningonall
Administration Workstations.

WLAN-DM-4

All components must be configured torestrict the IP
addressrange for the network administration device
to the smallest range possible.

WLAN-DM-5

The Gray Management network must not be directly
connectedto Non-secure Internet Protocol Router
Network (NIPRNet) orany other Unclassified
network not dedicated to the administration of CSfC
solutions.

WLAN-DM-6

All administration of solution components must be
performed froman Administration Workstation
remotely using one of SSHv2, IPsec, or TLS 1.2 or
laterversion; or by managingthe solution
componentslocally.

=0

WLAN-DM-7

Security Administrators must authenticate to
solution components before performing
administrative functions.

WLAN-DM-8

WLAN-DM-8

Security Administrators must authenticate to
solution components with Commercial National
Security Algorithm (CNSA) Suite-compliant
certificates before performing administrative
functions remotely.

WLAN-DM-7

WLAN-DM-9

Security Administrators must establish asecurity
policy for EUDs perthe implementing organization’s
local policy.

WLAN-DM-10

EUDs must generate logs and send to a central SIEM
inthe Red Network.

Optional

June 2018




Req # Requirement Description Tg::}.z:;tje/ Alternative
WLAN-DM-11 | Security Administrators mustinitiate certificate T=0
signingrequests for solution components as part of
theirinitial keying within the solution.
WLAN-DM-12 | Devices mustuse EnrollmentoverSecure Transport | O Optional
(EST) as detailed in IETF RFC 7030 for certificate
management.
WLAN-DM-13 | The WLAN Access System and solution components =0
withinthe Gray Network must forward log entries to
a SIEM on the Gray Management network (or SIEM
inthe Red Networkif usingan AO approved one-way
tap) within 10 minutes.
WLAN-DM-14 | Alllogsforwardedtoa SIEM on the Gray T WLAN-DM-15
Management network must be encrypted using
SSHv2, IPsec, or TLS 1.1 or later.
WLAN-DM-15 | Alllogsforwardedtoa SIEM on a Red Management O WLAN-DM-14
network must be encrypted using SSHv2, IPsec, or
TLS 1.1 or later.
WLAN-DM-16 | When managingsolution componentsoverthe Black | T=0
network, the management traffic must be encrypted
with a CNSA Suite algorithm (See Table8).
11.11 CONTINUOUS MONITORING REQUIREMENTS
Table 19. Continuous Monitoring (MR) Requirements
Req # Requirement Description Tgfjifil\:je/ Alternative
WLAN-MR-1 | Trafficon the Gray and before the Red Networks T WLAN-MR-2
must be monitored from an IDS.
WLAN-MR-2 | Trafficon the Gray and before Red Networks mustbe | O WLAN-MR-1
monitored froman IPS.
WLAN-MR-3 | The WIDS must encryptandsignall alerts pushedtoa | O WLAN-MR-4
remote system administrator.
WLAN-MR-4 | Systemadministrators must authenticate all alerts T WLAN-MR-3
received by the WIDS.
WLAN-MR-5 | All event monitoring of the WIDS must be remotely =0
performed from the Gray Management Network
through SSHv2, IPsec, or TLS.
WLAN-MR-6 | TheIDS in the solution must be configured tosend T WLAN-MR-7

alertsto the Security Administrator.
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Req # Requirement Description TgLeer;;tje/ Alternative

WLAN-MR-7 | The IPS inthe solution must be configured to block 0] WLAN-MR-6
malicious trafficflows and alert the Security
Administrator.

WLAN-MR-8 | TheIDS in the solution must be configured withrules | T WLAN-MR-9
that generate alerts upon detection of any
unauthorized destination IP addresses.

WLAN-MR-9 | TheIPS inthe solution must be configured withrules | O WLAN-MR-8
that block and generate alerts upon detection of any
unauthorized destination IP addresses.

WLAN-MR-10 | The IDS in the solution must be configured withrules | T WLAN-MR-11
that generate alerts upon detection of any
unauthorized source IP addresses.

WLAN-MR-11 | The IPS inthe solution mustbe configured withrules | O WLAN-MR-10
that block and generate alerts upon detection of any
unauthorized source IP addresses.

WLAN-MR-12 | A Network-based Intrusion Detection System (NIDS) O Optional
must be deployed on the Gray Management Network
to monitortrafficarrivingfrom or leavingto the
WLAN Access System.

WLAN-MR-13 | The NIDS mustreportall matchesto the attack 0] Optional
signatures onthe NIDS to bothinbound and
outbound traffic.

WLAN-MR-14 | The NIDS must be regularly updated with attack 0] Optional
signaturesinaccordance with local policy.

11.12 AUDITING REQUIREMENTS

Table 20. Auditing (AU) Requirements
Req # Requirement Description Tg';?z::l\i/ Alternative

WLAN-AU-1 | VPN Gateways mustlogestablishmentofaVPN T=0
tunnel.

WLAN-AU-2 | VPN Gateways mustlogterminationofaVPNtunnel. | T=0

WLAN-AU-3 | VPN Clients mustlogestablishmentofaVPNtunnel. | T=0

WLAN-AU-4 | VPN Clients must logtermination of aVPN tunnel. T=0

WLAN-AU-5 | Solution components mustlogall actions performed | T=0
on the auditlog (off-loading, deletion, etc.).

WLAN-AU-6 | Solution components mustlogall actionsinvolving T=0

identification and authentication.
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Req # Requirement Description TgLeer;;tje/ Alternative
WLAN-AU-7 | Solution components mustlogattemptsto perform T=0
an unauthorized action (read, write, execute, delete,
etc.) on an object.
WLAN-AU-8 | Solution components mustlogall actions performed =0
by a userwith super-useroradministrator privileges.
WLAN-AU-9 | Solution components mustlogescalation of user =0
privileges.
WLAN-AU-10 | Solution components mustloggeneration, loading, =0
and revocation of certificates.
WLAN-AU-11 | Solutioncomponents mustlogchangestotime. =0
WLAN-AU-12 | Each log entry must record the date and time of the =0
event.
WLAN-AU-13 | Each log entry mustinclude the identifier of the =0
event.
WLAN-AU-14 | Each log entry must record the type of event. =0
WLAN-AU-15 | Each log entry mustrecord the success or failure of =0
the eventtoinclude failure code, when available.
WLAN-AU-16 | Each log entry mustrecord the subjectidentity. =0
WLAN-AU-17 | Each log entry mustrecord the source addressfor =0
network-based events.
WLAN-AU-18 | Each log entry mustrecord the userand, forrole- =0
based events, role identity, whereapplicable.
WLAN-AU-19 | Auditors mustdetectwhentwo ormore simultaneous | O Optional
VPN connections from different IP addresses are
established usingthe same EUD device certificate.
WLAN-AU-20 | Upon notification of two or more simultaneous VPN 0 Optional
connections from different IP addresses using the
same EUD device certificate, the Certificate Authority
Administrator must revoke the device certificateand
provide an updated CRL to the Security Administrator.
WLAN-AU-21 | The Security Administrator mustimmediately drop 0]
the session upon notification of two or more
simultaneous VPN connections from different IP
addresses using the same EUD device certificate.
WLAN-AU-22 | The WIDS must log when sensors fail to =0
communicate.
WLAN-AU-23 | The EUD must logall successful and unsuccessful 0] Optional
logins.
WLAN-AU-24 | The EUD must logall successful and unsuccessful O Optional

logouts.
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Req # Requirement Description Tg::}.z:;tje/ Alternative

WLAN-AU-25 | The EUD must auditinstallation and removal of 0] Optional
software.

WLAN-AU-26 | The EUD must audit attemptsto change security- 0] Optional
relevant configuration items.

WLAN-AU-27 | The EUD must auditchangesto security-relevant 0 Optional
configurationitems.

WLAN-AU-28 | The EUD must audit signature verificationand 0 Optional
certificate validation.

WLAN-AU-29 | Auditors mustcompare and analyze collected =0

network flow data against the established baseline on
at leasta weekly basis.

11.13 KEY MANAGEMENT REQUIREMENTS

Key Management Requirements have been relocated to a separate Key Management Requirements

Annex.

11.14 GRAY FIREWALL REQUIREMENTS
Table 21. Gray Firewall (FW) Requirements

Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-FW-1

Gray Network Firewall must permitIKEand IPsec
trafficbetween the EUDs VPN Clientand VPN
Gateway protecting networks of the same
classification level.

T=0

WLAN-FW-2

Gray Network Firewall must allow HTTP traffic
betweenthe Authentication Serverand the Gray CDP
or OCSP responder.

WLAN-FW-3
and
WLAN-FW-4

WLAN-FW-3

Gray Network Firewall must allow HTTP GET requests
fromthe Authentication Servertothe Gray CDP or
OCSPresponderforthe URL of the CRL OCSP
Response needed by the VPN Gateway, and block all
other HTTP requests.

WLAN-FW-2

WLAN-FW-4

Gray Network Firewall must allow HTTP responses
from the Gray CDP or OCSP respondertothe
Authentication Server that contain a well-formed CRL
per|ETF RFC5280 or OCSP Response per RFC 6960,
and block all other HTTP responses.

WLAN-FW-2
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Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-FW-5

Gray Network Firewall must only accept management
trafficon the physical ports connected to the Gray
Management network.

T=0

WLAN-FW-6

Gray Network Firewall must only permit packets
whose source and destination IP addresses match the
external interfaces of the VPN Components that
support Red Networks of the same classification level.

=0

WLAN-FW-7

Gray Network Firewall must block all packets whose
source address does not match a list of addresses or
addressranges knownto be reachable fromthe
interface on which the packetwas received.

=0

WLAN-FW-8

Gray Network Firewall must deny all trafficthatis not
explicitly allowed by requirements WLAN-FW-1,
WLAN-FW-2, WLAN-FW-3, WLAN-FW-4, or WLAN-FW-
5.

WLAN-FW-9

Gray Network Firewall must allow control plane traffic
(NTP, DHCP, DNS).

12 REQUIREMENTSFOR SOLUTION OPERATION, MAINTENANCE, AND
HANDLING

12.1 REQUIREMENTS FOR THE USE AND HANDLING OF SOLUTIONS (GD)

The following requirements must be followed regarding the use and handling of the solution.

Table 22. Requirements for the Use and Handling of Solutions

. . Threshold / .
Req # Requirement Description - Alternative

WLAN-GD-1 | All solutioninfrastructure components mustbe T=0

physically protected as classified devices, classified at

the highestclassification level of the Red Network.
WLAN-GD-2 | Onlyauthorized and appropriately cleared (or =0

escorted) administrators and security personnel must

have physical access to the solution Infrastructure

components.
WLAN-GD-3 | Onlyauthorized and appropriately cleared users, =0

administrators, and security personnel must have
physical accessto EUDs.
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Requirement Description

Threshold /
Objective

Alternative

All components of the solution must be disposed of as
classified devices, unless declassified using AO-
approved procedures.

T=0

WLAN-GD-5

EUDs usinga NSA-approved DAR solution must be
disposed of in accordance with the disposal
requirements forthe DAR solution.

=0

WLAN-GD-6

All EUDs must have their certificates revoked priorto
disposal.

WLAN-GD-7

Users must periodically inspect the physical attributes
of EUDs for signs of tampering or other unauthorized
changes.

WLAN-GD-8

Acquisition and procurement documentation must not
include information about how the equipment will be
used, toinclude thatit will be used to protect
classified information.

WLAN-GD-9

The solution owner must allow, and fully cooperate
with, NSA or its authorized agentto performan IA
compliance audit (including, but not limited to,
inspection, testing, observation, interviewing) of the
solutionimplementation to ensure it meets the latest
version of the CP.

WLAN-GD-10

The AO will ensure thatacompliance audit mustbe
conducted every yearagainst the latest version of the
WLAN CP as part annual solution re-registration
process.

WLAN-GD-11

Results of the compliance audit must be provided to
and reviewed by the AO.

WLAN-GD-12

Customersinterestedinregistering theirsolution
againstthe WLAN CP must registerwith NSAand
receive approval priorto AO authorization to operate.

WLAN-GD-13

The implementing organization must complete and
submita WLAN CP requirements compliance matrix to
theirrespective AO.

WLAN-GD-14

Registration and re-registration against the WLAN CP
mustinclude submission of WLAN CP registration
forms and compliance matrix to NSA.

=0

WLAN-GD-15

When a new approved version of the WLAN CP is
published by NSA, the AO must ensure compliance
againstthis new CP within 6 months or by the nextre-
registration date (whicheveris greater).
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Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-GD-16

Solutionimplementation information, which was
provided to NSA during solution registration, must be
updated annually (in accordance with Section 14.3) as
part annual solution re-registration process.

T=0

WLAN-GD-17

Auditlogdata mustbe maintained foraminimumof 1
year.

WLAN-GD-18

The amount of storage remaining foraudit events
must be assessed quarterlyin orderto ensure that
adequate memory space is availableto continue
recording new audit events.

WLAN-GD-19

Auditdata mustbe frequently off-loaded to a backup
storage medium.

WLAN-GD-20

A setof procedures must be developed by the
implementing organization to provide guidance for
identifyingand reporting security incidents associated
withthe auditeventstothe properauthorities and to
the data owners.

=0

WLAN-GD-21

The implementing organization must develop a
continuity of operations plan forauditing capability,
whichincludes amechanismormethod for
determiningwhenthe auditlogisreachingits
maximum storage capacity.

WLAN-GD-22

The implementing organization must developa
continuity of operations plan forauditing capability,
whichincludesamechanism ormethod foroff-loading
auditlogdata for long-term storage.

=0

WLAN-GD-23

The implementing organization must develop a
continuity of operations plan forauditing capability,
whichincludes amechanismormethod for
respondingtoanoverflow of auditlogdatawithina
product.

WLAN-GD-24

The implementing organization must develop a
continuity of operations plan forauditing capability
which includes amechanism ormethod forensuring
that the auditlog can be maintained during power
events.

=0

WLAN-GD-25

Strong passwords must be used thatcomply with the
requirements of the AO.
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. L Threshold / .
Req # Requirement Description e Alternative
WLAN-GD-26 | Security critical patches must be tested and T=0
subsequently applied to all components in the solution
inaccordance withlocal policy and this CP.
WLAN-GD-27 | Local policy mustdictate how the Security =0
Administratorwill install patches to solution
components.
WLAN-GD-28 | Solution components must comply with local TEMPEST | T=0
policy.
WLAN-GD-29 | Software, settings, keys, and all other configuration =0
data persistently stored on EUDs must be handled as
controlled unclassified information or higher
classification.
WLAN-GD-30 | All hardware components must be tracked through an =0
AO-approved inventory management process that
identifies each componentas part of a CSfC solution.

Additional WLAN-GD requirements can be found in Section12.

12.2 REQUIREMENTS FOR INCIDENT REPORTING

Table 23 listsrequirements forreporting security incidents to NSA to be followed in the eventthata
solution owneridentifies asecurity incident which affects the solution. These reporting requirements
are intended to augment, notreplace, anyincidentreporting procedures already in use within the
solution owner’s organization. Itiscritical that Security Administrators, Certificate Authority
Administrators (CAAs), and Auditors are familiar with maintaining the solution in accordance with this
CP. Based on familiarity with the known-good configuration of the solution, personnel responsible for
the operations and maintenance of the solution will be betterequipped to identify reportableincidents.

For the purposes of incident reporting, “malicious” activity includes not only events that have been
attributed to activity by an adversary, butalso any eventsthatare unexplained. Inotherwords, an
activity isassumed to be malicious unlessit has been determined to be the result of known non-
malicious activity.

Table 23 only provides requirements directly related to the incident reporting process. See Section

11.11 forrequirements supporting the detection of events that may reveal thata reportable incident
has occurred.
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Table 23. Incident Reporting Requirements (RP)

Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-RP-1

Solution owners must report confirmed incidents
meetingthe criteriain WLAN RP-3through WLAN-RP-
16 within 24 hours of detection viaJointIncident
Management System (JIMS) or contacting NSA as
specifiedinthe CSfCRegistration Letterissued forthe
solution.

T=0

WLAN-RP-2

At a minimum, the organization must provide the
followinginformation when reporting security
incidents:

e (CSfCRegistration Number

e Pointof Contact (POC) name, phone, email

e Alternate POCname, phone, email

Classification level of affected solution

e Name of affected Network(s)

e Affected component(s) manufacturer/vendor
Affected component(s) model number
Affected component(s) version number
Date and time of incident
Description of incident
Description of remediation activities
Is Technical Support from NSA requested?
(Yes/No)

WLAN-RP-3

Solution owners must reportasecurity failure in any of
the CSfCsolution components.

=0

WLAN-RP-4

Solution owners must reportany evidence of a
compromise or spillage of classified datacaused by a
failure of the CSfCsolution.

WLAN-RP-5

For Gray Network interfaces, solution owners must
reportany maliciousinbound and outbound traffic.

WLAN-RP-6

Solution owners must reportany evidence of an
unauthorized device/user gaining access to the
classified network via the solution.

WLAN-RP-7

Solution owners must reportif asolution component
sends trafficwith an unauthorized destination address.

WLAN-RP-8

Solution owners must reportany malicious
configuration changesto the components.
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Req # Requirement Description TgLeer;;tje/ Alternative

WLAN-RP-9 | Solution owners mustreportany unauthorized T=0
escalation of privileges to any of the CSfCsolution
components.

WLAN-RP-10 | Solution owners mustreportif two ormore =0
simultaneous VPN connections from different IP
addresses are established using the same EUD device
certificate.

WLAN-RP-11 | Solution owners mustreportany evidence of malicious | T=0
physical tampering with solution components.

WLAN-RP-12 | Solution owners mustreportany evidence thatone or =0
both of the layers of the solution failed to protect the
data.

WLAN-RP-13 | Solution owners mustreportany significant =0
degradation of services provided by the solution.

WLAN-RP-14 | Solution owners must report malicious discrepanciesin | T=0
the number of connections established the WLAN
Access System.

WLAN-RP-15 | Solution owners must report malicious discrepanciesin | T=0

the number of VPN connections established by the
Inner VPN Gateway.

13 ROLE-BASED PERSONNEL REQUIREMENTS

The rolesrequired toadministerand maintain the solution are defined below, along with doctrinal
requirements forthese roles.

Security Administrator— The Security Administrator must be responsible for maintaining, monitoring,

and controllingall security functions forthe entire suite of products composing the WLAN solution.
Security Administratordutiesinclude, butare notlimited to, the following:

1) Ensuringthat the latest security-critical software patches and updates (such as Information

Assurance Vulnerability Alerts (IAVAs)) are applied to each product.

2) Documentingand reporting security-related incidents to the appropriate authorities.

3) Coordinatingand supporting product logistic support activities includingintegration and

maintenance. Some logisticsupport activities may require that the Security Administrator escort
uncleared personnel.

4) Employingadequate defenses of auxiliary network devices to enable properand secure functionality
of the WLAN solution.
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5) Ensuringthat the implemented WLAN solution remains compliant with the latest version of this CP.

6) Provisioningand maintaining EUDsin accordance with this CP for implementations thatinclude
them.

Certificate Authority Administrator (CAA) — The CAA must be responsible for maintaining, monitoring,
and controllingall security functions forthe CA products. CAAdutiesinclude, butare notlimitedto, the
following:

1) Administeringthe CA, including authentication of all components requesting certificates.

2) Maintaining and updatingthe CRL.

3) Provisioningand maintaining EUD certificatesin accordance with this CP for implementations that
include them.

Auditor — The Auditor must be responsible forreviewingthe actions performed by the Security
Administratorand CAA and eventsrecorded inthe auditlogsto ensure that no action or event
represents acompromise tothe security of the WLAN solution. Auditordutiesinclude,butare not
limitedto, the following:

1) Reviewing, managing, controlling,and maintaining security auditlogdata.
2) Documentingandreportingsecurity-related incidents to the appropriate authorities.
3) The Auditorwill only be authorized access to Outerand Inneradministrative components.

Solution Integrator — In certain cases, an external integrator may be hired toimplementa WLAN
solution based on this CP. Solution Integrator duties mayinclude, butare not limited to, the following:

1) Acquiringthe productsthatcompose the solution.

2) Configuringthe WLAN solution in accordance with this CP.
3) Documenting, testing, and maintainingthe solution.

4) Respondingtoincidents affectingthe solution.

End User —An End User may operate an EUD from physical locations not owned, operated, or controlled
by the government. The End User must be responsibleforoperatingthe EUD in accordance with this CP
and an organization-defined user agreement. Remote Userdutiesinclude, butare notlimited tothe
following:
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e Ensuringthe EUD isonly operatedin physical spaces which comply with the end user
agreement.

o Alertingthe Security Administratorimmediately upona EUD beinglost, stolen, orsuspected of
beingtampered with.

Additional policies related to the personnel that perform these rolesina WLAN solution are asfollows:

Table 24. Role-Based Personnel Requirements

Req #

Requirement Description

Threshold /
Objective

Alternative

WLAN-GD-31

The Security Administrator, CAAs, Auditor, EUD User,
and solution Integrators must be cleared to the
highestlevelof data protected by the solution. When
an Enterprise CAisusedinthe solution, the CAA
alreadyin place may also supportthissolution,
provided they meet thisrequirement.

T=0

WLAN-GD-32

The Security Administrator, CAA,and Auditorroles
must be performed by different people.

WLAN-GD-33

All Security Administrators, CAAs, EUD Users, and
Auditors must meetlocal IA training requirements.

=0

WLAN-GD-34

The CAA(s) forthe Innertunnel must be different
individuals from the CAA(s)forthe Outertunnel.

Optional

WLAN-GD-35

Upon discoveringan EUD is lost, stolen oraltered, an
EUD User mustimmediately reportthe incidentto
theirSecurity Administratorand Certificate Authority
Administrator.

=0

WLAN-GD-36

Upon notification of alost, stolen oraltered EUD, the
Certificate Authority Administrators must revoke that
EUD’s certificates.

=0

WLAN-GD-37

The Security Administrator(s) forthe Inner Encryption
Endpoints and supportingcomponents on
Enterprise/Red Networks must be different
individuals from the Security Administrator(s) for the
Outer VPN Gateway and supporting components on
Gray Networks.

WLAN-GD-38

Administrators must periodically inspect the physical
attributes of infrastructure hardware for signs of
tampering orotherunauthorized changes.

Optional

WLAN-GD-39

The Auditor mustreview all logs specified in this CP at
leastonce a week.

=0
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Threshold /
Objective
WLAN-GD-40 | Security Administrators mustinitiate the certificate T=0
revocation process priorto disposal of any solution
component.
WLAN-GD-41 | Auditingof the Outerand Inner CA operations must =0
be performed by individuals who were notinvolvedin
the development of the Certificate Policy and CPS, or
integration of the WLAN solution.

Req # Requirement Description Alternative

14 INFORMATION TO SUPPORT AO

This section details items that likely will be necessary for the customerto obtain approval from the
system AO. The customerand AO have obligations to perform the following:

e The customer, possibly with supportfrom a System Integrator, instantiates asolution
implementation that follows the NSA-approved CP.

e Thecustomerhas a testingteam develop atest plan and perform testing of the WLAN solution,
see Section 14.1.

e The customer has system certification and accreditation performed using the risk assessment
information referencedin Section 14.2.

e The customer provides the results from testing and system certification and accreditation to the
AO foruse in makinganapproval decision. The AOis ultimately responsible for ensuring that all
requirements from the CP have been properly implemented in accordance with the CP.

e The customerregistersthe solution with NSA and re-registers yearly to validateits continued
use as detailedin Section 14.3.

e Customerswhowantto use a variant of the solution detailed in this CP will contact their
NSA/IAD Client Advocate to determine ways to obtain NSA approval.

e The AO will ensure thatacompliance audit must be conducted every yearagainst the latest
version of the WLAN CP, and the results must be provided to the AO.

e The AO will ensure that certificate revocation information is updated on all the solution
componentsinthe solutioninthe case of a compromise.

e The AO will ensure thatany Layer 2 or Layer 3 control plane protocolsthatare usedinthe
solution are necessary forthe operation of the network and that local policy supports theiruse.
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e The AO will reportincidents affecting the solutioninaccordance with Section 12.2.

The system AO maintains configuration control of the approved solution implementation overthe
lifecycle of the solution. Additionally, the AO must ensure thatthe solution remains properly configured
with all required security updates implemented.

14.1 SOLUTION TESTING

Thissection provides aframeworkfora Test and Evaluation (T&E) plan and procedures to validate the
implementation of a WLAN solution. This T&E will be a critical part of the approval process for the AQ,
providing arobust body of evidence that shows compliance with this CP.

The security features and operational capabilities associated with the use of the solution must be tested.
The followingis ageneral high-level methodology for developing the test plan and procedures and for
the execution of those procedures to validate the implementation and functionality of the WLAN

solution. The entire solution, toinclude each componentdescribedin Section 5, isaddressed by this
testplanincludingthe following:

1) Setup the baseline network and configure all components.

2) Documentthe baseline network configuration. Include product model and serial numbers, and
software version numbers ata minimum.

3) Developatestplanfor the specificimplementation using the test requirements from the Testing
Requirement Annex. Any additional requirementsimposed by the local AO should also be
tested, and the test plan must include tests to ensure that these requirements do notinterfere
with the security of this solution as described in this CP.

4) Performtestingusingthe testplanderivedin Step 3. Network testing will consist of both Black
box testing and Gray box testing. Atwo-person testingapproach should be usedtoadminister
the tests. During test execution, security and non-security related discrepancies with the
solution must be documented.

5) Compile findings, toinclude comments and vulnerability details as well as possible
countermeasure information, into a Final Test Reportto be delivered tothe AO for approval of
the solution.

The following testing requirement has been developed to ensure that the WLAN solution functions
properly and meets the configuration requirements from Section 11. Testing of these requirements
should be used asa minimum framework forthe development of the de tailed test plan and procedures
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Table 25. Test Requirements

Threshold /

Objective Alternative

Req # Requirement Description

WLAN-TR-1 | Requirementhasbeenrelocatedtothe Key
Management Requirements Annex.

14.2 RISK ASSESSMENT

The risk assessment of the WLAN solution presented in this CP focuses on the types of attacks that are
feasible against this solution and the mitigations that can be employed. Customers should contacttheir
NSA/IACClient Advocate to request this document, or visit the Secret Internet Protocol Router Network
(SIPRNet) CSfCsite forinformation. The process forobtainingthe risk assessmentis available onthe
SIPRNet CSfCwebsite. The AO must be provided a copy of the NSArisk assessment for their
considerationin approving the use of the solution.

14.3 REGISTRATION OF SOLUTIONS

All customers using CSfCsolutions to protectinformation on National Security Systems mustregister
theirsolution with NSA priorto operational use. This registration will allow NSA to track where WLAN
CP solutions are instantiated and to provide the AOs at those sites with appropriate information,
including any significant vulnerabilities that may be discovered in components or high-level designs
approved forthese solutions. The CSfCsolution registration processis available at
http://www.nsa.gov/resources/everyone/csfc/solution-registration.shtml.

Solutionregistrations are valid for one year from the date the solution registrationis approved, at which
time customers are required to re-registertheirsolutionin orderto continue usingit. Approved CPs will
be reviewedtwiceayear, or as events warrant. Registered users of this CP will be notified whenan
updatedversionis published. When anew version of this CP that has been approved by the D/NMis
published, customers will have sixmonths to bring theirsolutions into compliance with the new version
of the CP and re-register theirsolution (see requirement WLAN-GD-15). Customersare also required to
update theirregistrations whenever the information provided on the registration form changes.

15 TESTING REQUIREMENTS

The testingrequirements for the WLAN solution can be foundin a separate document, asan annex to
this CP. Thisdocument containsthe specificteststhatallow the Security Administrator orIntegratorto
ensure they have properly configured the solution. Contactthe CSfCPMO to obtainthe WLAN CP
Testing Annex.
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APPENDIX A. GLOSSARY OF TERMS

Authorization (To Operate) — The official management decision given by a senior organizational official
to authorize operation of aninformation system and to explicitly accept the risk to organizational
operations (including mission, functions, image, or reputation), organizational assets, individuals, other
organizations, and the Nation based on the implementation of an agree d-upon set of security controls
(NISTSP 800-37).

Authorization Boundary — All components of aninformation systemto be authorized for operation by
an AO and excludes separately authorized systems, to which the information systemis connected.

Authorizing Official (AO) — A senior (Federal) official orexecutive with the authority to formally assume
responsibility for operatinganinformation system atan acceptable level of risk to organizational
operations (including mission, functions, image, or reputation), organizational assets, individuals, other
organizations, and the Nation.

Authorizing Official Designated Representative —An organizational official actingon behalf ofan AQin
carrying out and coordinating the required activities associated with security authorization.

Authorization Package — A security package of documents consisting of the security control assessment
that provides the AO with essential information needed to make a risk-based decision on whetherto
authorize operation of aninformation system ora designated set of common controls.

Assurance — Measure of confidence thatthe security features, practices, procedures, and architecture of
an information system accuratelymediates and enforces the security policy (CNSSI 4009).

Audit — The activity of monitoring the operation of a product from within the product. Itincludes
monitoring of a product for a set of pre-determined events. Each audit event may indicate rogue
behavior, ora conditionthatis detrimental to security, or provide necessary forensics toidentify the
source of rogue behavior.

Audit Log — A chronological record of the audit events that have been deemed critical to security. The
auditlogcan be usedto identify potentially malicious activity that may furtheridentify the source of an
attack, as well as potential vulnerabilities where additional countermeasures or corrective actionsare
required.

Availability — Ensuring timely and reliable access to and use of information (NIST SP 800-37).

Black Box Testing — Testing the functionality of acomponent of the solution, such that testingis limited
to the subset of functionality thatis available from the external interfaces of the box duringits normal
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operational configuration without any additional privileges (such as given to the Security Administrator
or Auditor).

Black Network— A network that contains classified data that has been encrypted twice (See Section
4.1.3).

Capability Package (CP) — The set of guidance provided by NSA that describes recommended
approachesto composing COTS components to protect classified information fora particular class of
security problem. CPinstantiations are built using products selected from the CSfC Components List.

Certificate Authority (CA) — An authority trusted by one or more usersto create and assign certificates
(1S09594-8).

Certificate Policy — A named setof rules that indicate the applicability of a certificate to a particular
community and/or class of application with common security requirements. Forexample, aparticular
CP mightindicate applicability of atype of certificate to the authentication of parties engagingin

business-to-business transactions for the trading of goods or services within agiven price range (IETF
RFC 3647).

Certificate Revocation List (CRL) Distribution Point (CDP) — Aweb serverthat hosts a copy of a CRL
issued by a CA for VPN Components to download (see Key Management Requirements Annex).

Commercial National Security Algorithm (CNSA) - Set of commercial algorithms capable of protecting
data through Top Secretlevel (previously known as Suite B).

Committee on National Security Systems Policy No. 15 (CNSSP-15) — Policy specifies which public
standards may be used for cryptographicprotocol and algorithminteroperability to protect NSS.

Confidentiality —Assurance that the data stored in, processed by, ortransmitted by the systemare
protected against unauthorized disclosure, and confidence that only the appropriate set of individuals or
organizations would be provided the information.

Continuous Physical Control - The AO defines whatis considered “Continuous Physical Control.”
Previously called “positive control.”

Control Plane Protocol — A routing, signaling, or similar protocol whose endpoints are network
infrastructure devices such as VPN Gateways or routers. Control plane protocols carry neither userdata
nor management traffic.

Cross Domain Solution (CDS) — A form of controlled interface that provides the ability to manually
and/orautomatically access and/ortransferinformation between different security domains
(Committee on National Security Systems Instruction 4009 CNSSI 4009).

Data Plane Protocol — A protocol that carries the data beingtransferred through the solution.
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End User Device (EUD) — A form-factoragnosticcomponent of the Mobile Access solution that can
include amobile phone, tablet, orlaptop computer. EUDs can be composed of multiple components to
provide physical separation between layers of encryption (see Section 5.1.2 for explanation of detailed
differences between VPN EUD and TLS EUD solution design options).

Federal Information Processing Standards (FIPS) — A set of standards that describe the handlingand
processing of information within governmentalagencies.

Gray Box Testing — The ability to test functionality within acomponent of the solution, such that full
management privileges are granted (i.e., knowing passwords for security administratorand Auditorand
access to the capabilities associated with those privileges). Inaddition, the use of any and all testing
equipmentand/ortesting software used inside and outside the developed solutionis available.

Gray Network — A network that contains classified data that has been encrypted once (see Section
4.1.2).

Gray Firewall — A stateful trafficfiltering firewall placed on the Gray Network to provide filtering of
ports, protocols, and IP addresses to ensure trafficreaches the correct Inner Encryption Endpointoris
dropped.

Internal Interface — The interface ona VPN Gateway or Inner encryption component that connects to
theinnernetwork (i.e., the Gray Network onthe Outer VPN Gateway orthe Red Network onthe Inner
encryption component).

Locally Managed Device — A device thatis being managed by the direct connection of the
Administration Workstation to the device in a hardwired fashion (such as a console cable).

Malicious— Any unauthorized events that are eitherunexplained orin any way indicate adversary
activity.

Management Plane Protocol — A protocol that carries eithertrafficbetween a system administratorand
a component beingmanaged, orlog messagesfromasolution componenttoaSIEM or similar
repository.

Protection Profile — A document used as part of the certification process according to the Common
Criteria. Asthe genericform of a security target, itistypically created by a useror user community and
provides animplementation independent specification of information assurance security requirements.

PublicKey Infrastructure (PKI) — Framework established to issue, maintain, and revoke publickey
certificates.

Red Network— A network that contains classified datathatis notencrypted (see Section 4.1.1)

Remotely Managed Device — A device thatis being managed by any other method besides thatgivenin
the definition of a Locally Managed Device.
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Security Level — The combination of classification level, list of compartments, dissemination controls,
and othercontrols applied to the information within anetwork.

Split-tunneling —Allows network trafficto egress through a path otherthan the established VPN tunnel
(eitheronthe same interface oranothernetwork interface). Splittunnelingis explicitly prohibitedin
WLAN CP compliant configurations (see WLAN-CR-12).

Secure Real-Time Protocol (SRTP) Client— A component on the EUD that facilitates encryption forvoice
communications.

Transport Layer Security (TLS) Client— A componentona TLS EUD that can providesthe Innerlayerof
Data in Transit (DIT) encryption.

TLS Component—Refersto both TLS Clientsand TLS-Protected Servers.
Virtual Private Network (VPN) Client— A VPN applicationinstalled on an EUD.
VPN Component— The term used to referto VPN Gateways and VPN Clients.
VPN Gateway — A VPN device physically located within the VPN infrastructure.

VPN Infrastructure — Physically protected in asecure facility and includes Innerand Outer VPN
Gateways, Certificate Authorities, and Administration Workstations, but does notinclude EUDs.
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APPENDIXB. n ACRONYMS

Acronym Definition
ACL Access Control List
AES Advanced Encryption Standard
AO Authorizing Official
AP Access Point
ARP Address Resolution Protocol
AS Authentication Server
BIOS Basic Input/Output System
CA Certificate Authority
CAA Certificate Authority Administrator
CBC CipherBlock Chaining
CDP CRL Distribution Point
CDS Cross Domain Solution
CNSS Committee on National Security Systems
CNSS Committee on National Security Systems Instruction
CNSSP Committee on National Security Systems Policy
COTS Commercial Off-the-Shelf
CP Capability Package
CPS Certification Practice Statement
CRL Certificate Revocation List
CsfC Commercial Solutions for Classified
Ccsv Comma Separated Value
CuUI Controlled Unclassified Information
DAR Data-At-Rest
DDoS Distributed Denial of Service
DH Diffie-Hellman
DHCP DynamicHost Configuration Protocol
DHS Department of Homeland Security
DM Device Management
DN Domain Name
DNS Domain Name System
D/NM Deputy National Manager
DoD Department of Defense
DoE Department of Energy
DoS Denial of Service
DSA Digital Signature Algorithm
EAP-TLS Extensible Authentication Protocol-Transport Layer Security
ECDH Elliptic Curve Diffie-Hellman
ECDHE Elliptic Curve Diffie-Hellman Ephemeral
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Acronym Definition
ECDSA Elliptic Curve Digital Signature Algorithm
ESP Encapsulating Security Payload
EST Enrollment OverSecure Transport
EUD End User Device
FIPS Federal Information Processing Standards
GCM Galois Counter Mode
GOTS Government Off-the-Shelf
GPS Global Positioning System
HIDS Host Based Intrusion Detection System
HMAC Hash-based Message Authentication Code
HSM Hardware Security Module
HTTP Hypertext Transfer Protocol
HTTPS Hypertext Transfer Protocol Secure
1A Information Assurance
IAVA Information Assurance Vulnerability Alert
ICT Information Communication Technology
IDS Intrusion Detection System
IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force
IKE Internet Key Exchange
IP Internet Protocol
IPS Intrusion Prevention System
IPsec Internet Protocol Security
IS-1S Intermediate System to Intermediate System
JIMS Joint Incident Management System
KM Key Management
KMI Key Management Infrastructure
MAC Media Access Control
MDM Mobile Device Manager
MOA Memorandum of Agreement
NDP Neighbor Discovery Protocol
NIAP National Information Assurance Partnership
NIDS Network-based Intrusion Detection System
NIST National Institute of Standards and Technology
NPE Non Person Entity
NSA National Security Agency
NSS National Security Systems
NTP Network Time Protocol
0] Objective
OCsP Online Certificate Status Protocol
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Acronym Definition
OoID Object Identifier
OPSEC Operational Security
(O Operating System
oSl Open System Interconnection
OSPF Open Shortest Path First
PKCS PublicKey CryptographicStandard
PKI PublicKey Infrastructure
PMK Pairwise-Master Key
POC Point of Contact
PTP Precision Time Protocol
RADIUS Remote Authentication Dial in User Service
RDP Remote Desktop Protocol
RFC RequestforComment
RSA Rivest Shamir Adelman algorithm
S3 Secure Sharing Suite
SA Security Association
SCRM Supply Chain Risk Management
SHA Secure Hash Algorithm
SIEM Security Information and Event Manager
SIPRNet Secret Internet Protocol Router Network
SRTP Secure Real-Time Protocol
SSH Secure Shell
SSID Service Set Identifier
SSHv2 Secure Shell Version 2
T Threshold
T&E Testand Evaluation
TFFW TrafficFiltering Firewall
TLS Transport Layer Security
URL Uniform Resource Locator
VLAN Virtual Local Area Network
VM Virtual Machine
VPN Virtual Private Network
WIDS Wireless Intrusion Detection System
WIPS Wireless Intrusion Prevention System
WLAN Wireless Local Area Network
WPA Wi-F- Protected Access
WPA2 Wi-Fi Protected Access |
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APPENDIX D. REQUIREMENTS MAPPINGS TO CNSSI 1253 / NIST SP 800-
53 CONTROLS

Most of the requirements in this Capability Package support the implementation of security controls
specifiedin NISTSP 800-53 Revision 4. Thisappendixis provided for customers who must demonstrate
implementation of aset of NISTSP 800-53 security controls as part of their Risk Management
Framework (formerlyknown as the C&A) process fora system incorporatinga Campus WLAN solution
that complies with this Capability Package.

Note that the presence of a mapping betweenarequirementand aNISTSP 800-53 security control does
not necessarily indicate that the requirementis by itself sufficient to fully address the security control.
Instead, itindicates thatimplementation of the requirement provides some degree of supportto
implementation of the security control. Additional work outside the scope of this Capability Package
may be needed forthe overall systemtoimplement the securitycontrol.

The security controls mapping for SP 800-53 is the same for CNSSI 1253 and does not representaHigh
Water Mark (HWM) since that concept does notapplyto NSS. Security controls selected under CNSSI

1253 will be tailored according to the individual impactlevels for confidentiality, integrity, and
availability and adjusted per Appendix J of CNSSI 1253.

Table 26. Mappings to CNSSI 1253/NIST SP 800-53 Security Controls

Requirement CNSSI-1253 NISTSP 800-53 Revision 4Security Controls
WLAN-PS-1 SA-4(6)(7) SA-4(6)(7)

WLAN-PS-2 SA-4(6)(7) SA-4(6)(7)

WLAN-PS-3 SA-4(6)(7) SA-4(6)(7)

WLAN-PS-4 SA-4(6)(7) SA-4(6)(7)

WLAN-PS-5 SA-4(6)(7) SA-4(6)(7)

WLAN-PS-6 SA-4(6)(7) SA-4(6)(7)

WLAN-PS-7 SA-4(6)(7) SA-4(6)(7)

WLAN-PS-8 SA-12(13) SA-12(13)

WLAN-PS-9 SC-3 SC-3

WLAN-PS-10 SA-12(13) SA-12(13)

WLAN-PS-11 SA-12(13) SA-12(13)

WLAN-PS-12 SA-12(13) SA-12(13)

WLAN-PS-13 SA-9(1), SA-12(2)(8), SA-13 SA-9(1), SA-12(2)(8), SA-13
WLAN-PS-14 SA-4(7) SA-4(7)

WLAN-SR-1 AC-2 AC-2

WLAN-SR-2 AU-8(1B) AU-8(1B)

WLAN-SR-3 AU-8(1B) AU-8(1B)

WLAN-SR-4 CMm-7 C™m-7
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Requirement CNSSI-1253 NISTSP 800-53 Revision 4Security Controls

WLAN-SR-5 SI-3(2) SI-3(2)

WLAN-SR-6 AC-4,CM-6, CM-9 AC-4,CM-6, CM-9

WLAN-EU-1 AC-5,AC-6(1)(3)(5), AC-18(1)(4) AC-5,AC-6(1)(3)(5), AC-18(1)(4)

WLAN-EU-2 AC-2(7)(a), AC-3(7),AC-5,AC- AC-2(7)(a), AC-3(7), AC-5, AC-6(1)(3)(5),AC-
6(1)(3)(5), AC-18(1)(4), 1A-2(1)(3) 18(1)(4), 1A-2(1)(3)

WLAN-EU-3 CM-7(5) CM-7(5)

WLAN-EU-4 CM-11(2) CM-11(2)

WLAN-EU-5 AC-2, AC-2,

WLAN-EU-6 AC-7(1)(2) AC-7(1)(2)

WLAN-EU-7 SC-13, SC-17 SC-13, SC-17

WLAN-EU-8 SC-13,SC-17 SC-13, SC-17

WLAN-EU-9 IR-8 IR-8

WLAN-EU-10 IR-8 IR-8

WLAN-EU-11 AC-2,AC-3,1A-2, IA-11 AC-2,AC-3,1A-2, I1A-11

WLAN-EU-12 AC-2,AC-3,1A-2, IA-11 AC-2,AC-3,1A-2, IA-11

WLAN-EU-13 AC-11, IA-11 AC-11, IA-11

WLAN-EU-14 PL-4, PS-6 PL-4, PS-6

WLAN-EU-15 AC-18, PL-4 AC-18, PL-4

WLAN-EU-16 PS-6, PE-18(1), PE-19, PE-20, SC-43, PS-6, PE-18(1), PE-19, PE-20, SC-43, AT-2,
AT-2, AT-4,PS-3(1)(2), PS-6,AC-2, IA- | AT-4, PS-3(1)(2), PS-6, AC-2,1A-4(2), PL-4,
4(2), PL-4, PS-6 PS-6

WLAN-EU-17 SC-43, SC-7,AC-19(4) SC-43, SC-7,AC-19(4)

WLAN-EU-18 SC-42(2) SC-42(2)

WLAN-EU-19 SC-42(3) SC-42(3)

WLAN-EU-20 CM-6 CM-6

WLAN-EU-21 SC-42(3) SC-42(3)

WLAN-EU-22 MP-6 MP-6

WLAN-EU-23 IA-5(1) IA-5(1)

WLAN-EU-24 SC-28 SC-28

WLAN-EU-25 withdrawn withdrawn

WLAN-EU-26 withdrawn withdrawn

WLAN-EU-27 IA-5(1) IA-5(1)

WLAN-EU-28 withdrawn withdrawn

WLAN-EU-29 AC-2(6) AC-2(6)

WLAN-EU-30 IA-5 IA-5

WLAN-EU-31 IA-5 IA-5

WLAN-EU-32 AC-11(1) AC-11(1)

WLAN-EU-33 MP-7, CM-6 MP-7, CM-6

WLAN-EU-34 MP-7, CM-6 MP-7, CM-6
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WLAN-EU-35 SI-7(15) SI-7(15)
WLAN-EU-36 AC-18 AC-18
WLAN-EU-37 AC-18 AC-18
WLAN-EU-38 AC-18 AC-18
WLAN-EU-39 CM-7(5) CM-7(5)
WLAN-WC-1 CM-6 CM-6
WLAN-WC-2 AC-18(1),SC-12 AC-18(1),SC-12
WLAN-WC-3 IA-5(2) IA-5(2)
WLAN-WC-4 IA-5(2) IA-5(2)
WLAN-WC-5 AC-18(1) AC-18(1)
WLAN-WC-6 SC-17 SC-17
WLAN-WC-7 IA-5 IA-5
WLAN-WC-8 CM-6 CM-6
WLAN-WC-9 CM-6 CM-6
WLAN-WC-10 | AC-18 AC-18
WLAN-WC-11 | SC-17 SC-17
WLAN-WC-12 | SC-17 SC-17
WLAN-WC-13 | CM-6, SC-43 CM-6, SC-43
WLAN-WL-1 SC-13 SC-13
WLAN-WL-2 SC-13 SC-13
WLAN-WL-3 SC-13 SC-13
WLAN-WL-4 SC-8(1) SC-8(1)
WLAN-CR-1 SC-13 SC-13
WLAN-CR-2 SC-17, 1A-5(5) SC-17, 1A-5(5)
WLAN-CR-3 IA-5(5) IA-5(5)
WLAN-CR-4 SC-13 SC-13
WLAN-CR-5 SC-13 SC-13
WLAN-CR-6 SC-13 SC-13
WLAN-CR-7 SC-13 SC-13
WLAN-CR-8 SC-13 SC-13
WLAN-CR-9 SC-13 SC-13
WLAN-CR-10 SC-12 SC-12
WLAN-CR-11 SC-17 SC-17
WLAN-CR-12 SC-17 SC-17
WLAN-WS-1 SC-11, CM-6 SC-11, CM-6
WLAN-WS-2 SC-12 SC-12
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WLAN-WS-3 IA-5(2) IA-5(2)
WLAN-WS-4 SC-17,SC-12 SC-17, SC-12
WLAN-WS-5 SC-7 SC-7
WLAN-WS-6 SC-7 SC-7
WLAN-WS-7 SC-7,5SC-7(14), SC-7(21),5C-7(22) SC-7,5C-7(14), SC-7(21),5C-7(22)
WLAN-IA-1 SC-7 SC-7
WLAN-IA-2 SC-8(1) SC-8(1)
WLAN-IA-3 SC-13 SC-13
WLAN-IA-4 SC-13 SC-13
WLAN-IA-5 SC-13 SC-13
WLAN-IA-6 SC-12 SC-12
WLAN-IA-7 SC-12 SC-12
WLAN-IA-8 SC-13 SC-13
WLAN-IA-9 SC-12 SC-12
WLAN-IA-10 AC-6(1) AC-6(1)
WLAN-IA-11 IA-5(1) IA-5(1)
WLAN-IA-12 SC-13 SC-13
WLAN-AA-1 SC-8(1) SC-8(1)
WLAN-AA-2 SC-13 SC-13
WLAN-AA-3 SC-13 SC-13
WLAN-AA-4 SC-13 SC-13
WLAN-WA-1 IA-5(2) IA-5(2)
WLAN-WA-2 SC-12 SC-12
WLAN-WA-3 SC-12 SC-12
WLAN-WA-4 IA-5(2) IA-5(2)
WLAN-WA-5 IA-5(2) IA-5(2)
WLAN-WA-6 IA-5(14) IA-5(14)
WLAN-WA-7 withdrawn withdrawn
WLAN-WA-8 IA-5(2) IA-5(2)
WLAN-WA-9 SC-23(5) SC-23(5)
WLAN-WA-10 | SC-23(5) SC-23(5)
WLAN-WA-11 | SC-23(5) SC-23(5)
WLAN-WA-12 | AU-2 AU-2
WLAN-WA-13 | AU-2 AU-2
WLAN-PF-1 SC-43, CM-7 SC-43, CM-7
WLAN-PF-2 CM-7 CM-7
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WLAN-PF-3 SC-7(5) SC-7(5)

WLAN-PF-4 SC-7(5), CM-7 SC-7(5), CM-7
WLAN-PF-5 CM-7 CM-7

WLAN-PF-6 SC-7(5), CM-7 SC-7(5), CM-7
WLAN-PF-7 CM-2 CM-2

WLAN-PF-8 AC-4(1),SC-7,CA-9 AC-4(1),SC-7,CA-9
WLAN-PF-9 SC-7,CA-9 SC-7,CA-9
WLAN-PF-10 SC-7,CA-9 SC-7,CA-9
WLAN-PR-1 CM-2, AC-18 CM-2, AC-18
WLAN-PR-2 CM-2, AC-18(5), SC-40(2) CM-2, AC-18(5), SC-40(2)
WLAN-PR-3 CM-2, AC-18(5), SC-40(2) CM-2, AC-18(5), SC-40(2)
WLAN-PR-4 SC-7,CM-2 SC-7,CM-2
WLAN-PR-5 AC-18(3) AC-18(3)
WLAN-PR-6 IA-5 IA-5

WLAN-PR-7 CM-2 CM-2

WLAN-PR-8 CM-7(5) CM-7(5)

WLAN-PR-9 CM-2 CM-2

WLAN-PR-10 IA-5(1) IA-5(1)

WLAN-PR-11 CM-2, CM-7(5), CA-6 CM-2, CM-7(5), CA-6
WLAN-VG-1 withdrawn withdrawn
WLAN-VG-2 withdrawn withdrawn
WLAN-VG-3 withdrawn withdrawn
WLAN-VG-4 withdrawn withdrawn
WLAN-VG-5 withdrawn withdrawn
WLAN-VG-6 withdrawn withdrawn
WLAN-WI-1 SI-4(14) SI-4(14)

WLAN-WI-2 SI-4(14) SI-4(14)

WLAN-WI-3 SI-4(14) SI-4(14)

WLAN-WI-4 CM-5, AC-6(1) CM-5, AC-6(1)
WLAN-WI-5 SI-4(15) SI-4(15)

WLAN-WI-6 SI-4(4) SI-4(4)

WLAN-WI-7 CM-6, CM-7 CM-6, CM-7
WLAN-WI-8 CM-2, CP-2(6), CP-7 CM-2, CP-2(6), CP-7
WLAN-WI-9 SI-4(14) SI-4(14)
WLAN-WI-10 SI-4(14) SI-4(14)
WLAN-WI-11 SI-4(14) SI-4(14)
WLAN-WI-12 SI-4, AU-14(2) SI-4, AU-14(2)
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WLAN-WI-13 SI-4 SI-4
WLAN-WI-14 SI-4 SI-4
WLAN-WI-15 SI-4,CM-6 SI-4, CM-6
WLAN-WI-16 CM-6 CM-6
WLAN-WI-17 CM-6 CM-6
WLAN-WI-18 AU-2, SI-4 AU-2, SI-4
WLAN-WI-19 SI-4 SI-4
WLAN-WI-20 SI-4 SI-4
WLAN-WI-21 SI-4 SI-4
WLAN-WI-22 CM-6 CM-6
WLAN-WI-23 AU-2, SI-4 AU-2,SI-4
WLAN-WI-24 AU-2, SI-4 AU-2, SI-4
WLAN-WI-25 SI-3(7), SI-4(24) SI-3(7), SI-4(24)
WLAN-WI-26 SC-5(3) SC-5(3)
WLAN-WI-27 SC-7(17) SC-7(17)
WLAN-WI-28 AU-2, SI-4 AU-2,SI-4
WLAN-WI-29 AU-2, SI-4 AU-2, SI-4
WLAN-WI-30 SC-5(2) SC-5(2)
WLAN-WI-31 SI-4 SI-4
WLAN-WI-32 SI-4 SI-4
WLAN-WI-33 SI-4 SI-4
WLAN-WI-34 AU-2, SI-4 AU-2, SI-4
WLAN-WI-35 AU-2, SI-4 AU-2, SI-4
WLAN-WI-36 AU-2, SI-4 AU-2, SI-4
WLAN-WI-37 AU-2, SI-4 AU-2, SI-4
WLAN-WI-38 AU-2,SI-4 AU-2,SI-4
WLAN-WI-39 SI-4 SI-4
WLAN-WI-40 SI-4(15) SI-4(15)
WLAN-WI-41 SI-4 SI-4
WLAN-WI-42 AU-2, SI-4 AU-2,SI-4
WLAN-WI-43 AU-2,SI-4 AU-2,SI-4
WLAN-WI-44 CM-6, CM-7 CM-6, CM-7
WLAN-WI-45 SI-4 SI-4
WLAN-WI-46 SI-4 SI-4
WLAN-WI-47 AU-12(2) AU-12(2)
WLAN-CM-1 CM-2 CM-2
WLAN-CM-2 CM-3(1) CM-3(1)
WLAN-CM-3 CM-3(1) CM-3(1)
WLAN-CM-4 CM-6, SI-7 CM-6, SI-7
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WLAN-DM-1 CM-7, AC-5 CM-7, AC-5
WLAN-DM-2 Withdrawn Withdrawn
WLAN-DM-3 SI-3 SI-3
WLAN-DM-4 CM-7 CM-7
WLAN-DM-5 AC-4(2) AC-4(2)
WLAN-DM-6 AC-6(3),CM-7 AC-6(3),CM-7
WLAN-DM-7 AC-3 AC-3
WLAN-DM-8 SC-13 SC-13
WLAN-DM-9 AT-3, PL-7 AT-3, PL-7
WLAN-DM-10 | AU-6(4) AU-6(4)
WLAN-DM-11 | SC-12 SC-12
WLAN-DM-12 | SC-12 SC-12
WLAN-DM-13 | AU-6(4) AU-6(4)
WLAN-DM-14 | CM-6, CM-7 CM-6, CM-7
WLAN-DM-15 | CM-6, CM-7 CM-6, CM-7
WLAN-DM-16 | SC-13 SC-13
WLAN-MR-1 SI-4 SI-4
WLAN-MR-2 SI-4 SI-4
WLAN-MR-3 SI-4,SC-13 SI-4,5C-13
WLAN-MR-4 AU-10(2) AU-10(2)
WLAN-MR-5 CM-2, CM-7 CM-2, CM-7
WLAN-MR-6 SI-4,CM-6 SI-4, CM-6
WLAN-MR-7 SI-4,CM-6 SI-4, CM-6
WLAN-MR-8 AU-2,SI-4 AU-2,SI-4
WLAN-MR-9 AU-2, SI-4 AU-2,SI-4
WLAN-MR-10 | AU-2,SI-4 AU-2, SI-4
WLAN-MR-11 | AU-2,SI-4 AU-2,SI-4
WLAN-MR-12 | SC-7,SI-4 SC-7,S1-4
WLAN-MR-13 | SI-4,CM-6 SI-4,CM-6
WLAN-MR-14 | PL-7 PL-7
WLAN-AU-1 AU-2 AU-2
WLAN-AU-2 AU-2 AU-2
WLAN-AU-3 AU-2 AU-2
WLAN-AU-4 AU-2 AU-2
WLAN-AU-5 AU-2 AU-2
WLAN-AU-6 AU-2 AU-2
WLAN-AU-7 AU-2 AU-2
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WLAN-AU-8 AU-2 AU-2
WLAN-AU-9 AU-2 AU-2
WLAN-AU-10 AU-2 AU-2
WLAN-AU-11 AU-2 AU-2
WLAN-AU-12 AU-3 AU-3
WLAN-AU-13 AU-3 AU-3
WLAN-AU-14 AU-3 AU-3
WLAN-AU-15 AU-3 AU-3
WLAN-AU-16 AU-3 AU-3
WLAN-AU-17 AU-3 AU-3
WLAN-AU-18 AU-3 AU-3
WLAN-AU-19 AU-6, SI-4, SI-5 AU-6, SI-4,SI-5
WLAN-AU-20 AU-2, AU-6(7) AU-2, AU-6(7)
WLAN-AU-21 AU-2, AU-6(7) AU-2, AU-6(7)
WLAN-AU-22 AU-2 AU-2
WLAN-AU-23 AU-2 AU-2
WLAN-AU-24 AU-2 AU-2
WLAN-AU-25 AU-2 AU-2
WLAN-AU-26 AU-2, SI-7(8) AU-2, SI-7(8)
WLAN-AU-27 AU-2, SI-7(8) AU-2, SI-7(8)
WLAN-AU-28 AU-2 AU-2
WLAN-AU-29 SI-4(13) SI-4(13)
WLAN-KM-1 CA-6, |A-5(6) CA-6,1A-5(6)
WLAN-KM-2 CM-7 CM-7
WLAN-KM-3 IA-5(2), CM-7 IA-5(2), CM-7
WLAN-KM-4 SC-17 SC-17
WLAN-KM-5 SC-12 SC-12
WLAN-KM-6 SC-17 SC-17
WLAN-KM-7 IA-5(6) IA-5(6)
WLAN-KM-8 SI-3 SI-3
WLAN-KM-9 SC-12 SC-12
WLAN-KM-10 | CA-6 CA-6
WLAN-KM-11 | CM-6 CM-6
WLAN-KM-12 | CM-6 CM-6
WLAN-KM-13 | SC-13 SC-13
WLAN-KM-14 | SC-17 SC-17
WLAN-KM-15 | SC-17 SC-17
WLAN-KM-16 | SC-13 SC-13
WLAN-KM-17 | I1A-5(6) IA-5(6)
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WLAN-KM-18 | SC-17 SC-17
WLAN-KM-19 | SC-12 SC-12
WLAN-KM-20 | SC-17 SC-17
WLAN-KM-21 | SC-12 SC-12
WLAN-KM-22 | SC-17 SC-17
WLAN-KM-23 | SC-17 SC-17
WLAN-KM-24 | SC-17 SC-17
WLAN-KM-25 | SC-12 SC-12
WLAN-KM-26 | SC-12 SC-12
WLAN-KM-27 | SC-12 SC-12
WLAN-KM-28 | SC-12 SC-12
WLAN-KM-29 | SC-12 SC-12
WLAN-KM-30 | SC-12 SC-12
WLAN-KM-31 | SC-12 SC-12
WLAN-KM-32 | SC-12 SC-12
WLAN-KM-33 | SC-12 SC-12
WLAN-KM-34 | SC-12 SC-12
WLAN-KM-35 | SC-17 SC-17
WLAN-KM-36 | SC-17 SC-17
WLAN-KM-37 | SC-12 SC-12
WLAN-KM-38 | SC-17,SC-12 SC-17,SC-12
WLAN-KM-39 | SC-17 SC-17
WLAN-KM-40 | SC-17 SC-17
WLAN-KM-41 | SC-17 SC-17
WLAN-KM-42 | SC-17 SC-17
WLAN-KM-43 | SC-17 SC-17
WLAN-KM-44 | SC-17 SC-17
WLAN-KM-45 | SC-17 SC-17
WLAN-KM-46 | SC-12 SC-12
WLAN-KM-47 | SC-12 SC-12
WLAN-KM-48 | SC-12 SC-12
WLAN-KM-49 | SC-12 SC-12
WLAN-KM-50 | SC-17 SC-17
WLAN-KM-51 | SC-17 SC-17
WLAN-FW-1 CM-7, CM-7(21) CM-7, CM-7(21)
WLAN-FW-2 CM-7, CM-7(21) CM-7, CM-7(21)
WLAN-FW-3 CM-7, CM-7(21) CM-7, CM-7(21)
WLAN-FW-4 CM-7, SC-7 CM-7,SC-7
WLAN-FW-5 CM-7, PL-7, AC-4(21), SC-7(13) CM-7, PL-7, AC-4(21), SC-7(13)
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WLAN-FW-6 | PL-7, AC-4(21), SC-7, CM-7 PL-7, AC-4(21), SC-7, CM-7
WLAN-FW-7 | PL-7, AC-4(21), SC-7, CM-7 PL-7, AC-4(21), SC-7, CM-7
WLAN-FW-8 | SC-7 SC-7

WLAN-FW-9 | CM-6, SC-7(5) CM-6, SC-7(5)
WLAN-GD-1 | CA-6, PE-1, PE-3 CA-6, PE-1, PE-3
WLAN-GD-2 | PE-2, PE-3 PE-2, PE-3
WLAN-GD-3 | PE-2, PE-3 PE-2, PE-3
WLAN-GD-4 | PL-2, MP-8 PL-2, MP-8
WLAN-GD-5 | PL-7, SC-13, AC-19(5) PL-7, SC-13, AC-19(5)
WLAN-GD-6 | SC-12 SC-12

WLAN-GD-7 | SA-18(2), CM-3, CM-2(7), PE-3(5) SA-18(2), CM-3, CM-2(7), PE-3(5)
WLAN-GD-8 | SA-1, PM-11 SA-1, PM-11
WLAN-GD-9 | CA-2(1) CA-2(1)
WLAN-GD-10 | CA-2 CA-2

WLAN-GD-11 | CA-2 CA-2

WLAN-GD-12 | N/A N/A

WLAN-GD-13 | CA-2 CA-2

WLAN-GD-14 | N/A N/A

WLAN-GD-15 | CA-6 CA-6

WLAN-GD-16 | CA-6 CA-6

WLAN-GD-17 | AU-11 AU-11

WLAN-GD-18 | AU-4 AU-4

WLAN-GD-19 | AU-4(1) AU-4(1)
WLAN-GD-20 | IR-6 IR-6

WLAN-GD-21 | AU-4 AU-4

WLAN-GD-22 | AU-11(1) AU-11(1)
WLAN-GD-23 | AU-5(3) AU-5(3)
WLAN-GD-24 | AU-15 AU-15

WLAN-GD-25 | 1A-5(1) IA-5(1)

WLAN-GD-26 | SI-2,CM-9, CM-3 SI-2,CM-9, CM-3
WLAN-GD-27 | SI-2,CM-9, CM-3 SI-2,CM-9, CM-3
WLAN-GD-28 | PE-19(1) PE-19(1)
WLAN-GD-29 | RA-2, MP-4 RA-2, MP-4
WLAN-GD-30 | CM-8 CM-8

WLAN-RP-1 IR-6 IR-6

WLAN-RP-2 IR-6, IR-8 IR-6, IR-8
WLAN-RP-3 IR-8 IR-8

WLAN-RP-4 IR-9 IR-9
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WLAN-RP-5 IR-8 IR-8
WLAN-RP-6 IR-8 IR-8
WLAN-RP-7 IR-8 IR-8
WLAN-RP-8 IR-8 IR-8
WLAN-RP-9 IR-8 IR-8
WLAN-RP-10 IR-8 IR-8
WLAN-RP-11 IR-8 IR-8
WLAN-RP-12 IR-8 IR-8
WLAN-RP-13 IR-8 IR-8
WLAN-RP-14 IR-8 IR-8
WLAN-RP-15 IR-8 IR-8
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