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" LIB1? (Lieb1) or poesibly LIBERAL; was ANTENED until Sept. 1984. Occurs

€ times, 22 October - 2§ December 15khk. Message of
27 Bovember speaks of his wife ETHEEL, 29 years old
carried (1) 5 ysars, ".......hushand's wvork and the
rols of METR(0) and NIL".

AMOR? (Amourt): vas ZEA---1--ot (Jeamnette?!) before October 1984;
cccurs cnce 1k December 1544k with DEZRCH.

METH (like many other squivalances in the cods book, this might bhave an
alternative reading,perbaps METED; as METR 1t
seans "meter® and as METRO it is a nickomme,
applied for ezample to the Paris subway system); )
was SEAUT until Septsmber 194k. Ocours 27 Bov. 194L.
(something sbout LIBt's wife Ethel? fkmowing about
her husbend's vork and the rols of MBTR(0) end NIL;
notice in mesasge TPd below how METR(0) and NIL come
togethsr). ‘Seems to occur 5 December 1944 in phrese
"ES(0) and TEYUTSON (Eughsont)®. Note om page T33
of the Report of the Hoyal Commission: "Metro......
- +-The Ezbasay of the U.5.5.B." E

CRANT: cccuras 26 May 1544 in phrase "of GHANT and EARL";
message menticns FFI (Porces Francais de'l
Intédrisurt) or possibly a name ending in FFI (FFY).
In 1945, GRANT vas ussd in Canada as the covermme
of Colonsl Nikoloy Zabotin, Soviet Military Attache
in Ottewa and head of military intelligsnce work in
Cansds (see Repart of the Foyal Commissiom).

B (M) covername of Vitaliy Semicnovich Msmlnigs in message
of 23 Anguet 154%k. He wvas & mesber of the Soviet
Purchasing Commission, having entsred the U.8. in
Decesiber 1943. He wvas still here in September 1546,
This oeme may be EMA, and may be the sams ENA listed
28 Wovember 194h (see below).

EANIE? (Canuck?): Occurs § times in 2 messages, 28 July snd
' 1 August 154k. SR .
ST (C1): mamﬂiﬁ‘m:ﬂ.
PA (Pat): —- . occurs 1% December 1944, L
- 9 - ) .
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: 1||.1"- ‘I-iﬂ 28 Hovember 15ks; Ina —llpnf that date the ng names
rbo. . .  ocour, apparently as opersting from New York: ERDG (Circle, or the hame

Tevt ' Krug)y KINestes(vms R--7--OLOV matil October 1584), EMA,. -=1-=, Steet-
g (this word may not be a name) --MALIAR (Painter), TAN (Jan), ENE.. s
'iﬁ';i" 16: " Covernames for places and institutions:

Ancient places (alsc rivers, etc.).

i TIR (Tyre): covername for New York.

,.r SITOR (Sidem): covernams for Londem.

#' EARFAGEN /Carthags): covername for Washington.

BIL (File?): vas somsthing beginning with TU (TUMAN, Mist?)

antil September 1945; linked with METR, vhich see.
17. Gecgraphical features. ' .
STRARA (lLand, Country): covername for the Uhited States.
0STROV (Lsland): covername for Great Britain; changed October 15kk,
- to something beginning with EK (or EX).
" OSTROVITIANIN (Ielander): Briton.

._L DEREVNIA (the Country fi.s., rm.l. &i;triﬂtan: covernams for Mexrico.
TEEEVENSKOY (Country, Fural): Mexican. ;

g ZEMLIAE (Fellow Couatigman): Covervord for soms nationality, poesibly H-E,-'

18. Miscellaneous.
BAFE (the Bank): probably covernans for the U.S. State Depertaent;
ocours 24 times, (once in the plurml from Canbarma,
probably in the literal senase).

DOM STARUHI (the 0ld Wommn's House): in 2 messages, 26 May and 1§ Aug. 194k.
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In ita present state m-ﬁdﬂn tands to arouse curicaity

more than it does to sotiefy it. This wmsatisfactory state of affmirs

makes it imperative that thila report be supplemented at intervala. It
is proposed that euch supplements not be complets revisioms of this report,
but rether ke of such a pature that they would be filed with 1t and nsed in
confuncticn with 1t. VWhen encugh matsrial has been acommlated, & Dev

report will be made.

This repcrt incorporates the previcns bicf tentative report of
2§ June 154T.

'A final reminder of the ertremely provisional nature of all assmmpticns
made in this report is desirable. Future supplemsnts will not fail to

specify those that bave become untenable.

#

iathat ]
TR R

1




- covermames 18 DrrrowATIC TRAFPIC NG

' 1. Limitatioos of +he report.

Any t Dede a4 this time on the contsots of toaific sncrypted by the
mﬁ:t necessarily be fragmsntary and gubject to correction
in « Lo the Zesssges that are in any degree reedable, therw are large

gape in solaotion of the cipher key (additive), and in the code bock only about
15 par cent of the squivalsncas are !dentified, scme only tentatively. BIoth
theae dificiencies ars congitertly being emelicratsd, with the result that

such reporta cs this vill be cutdeted very rapidly mntil a much highsr degree of
recovery Ins Seen raached.

2. Collateral iaformetica. .

The coilaizrel incrmaticn ziven about the covernames is both scanty and
tentative, for reassng implied ino persgraph 1. The most Teliable data related
to the names ae ths date and place of origln of the messagea cootalning theam.
Sioce + cf the readable treffic originated ‘n New York, it vill be neCessary
to indicate tis origin coly in the case of Weshington, Canberra, and Stockholm
messages. All the desasges unsed are dirscted to Moscow.

3. TUse of covernamea.

It s koown from the Hepor: of the Royal Commission [in Capada/ appointed
under Ordsr ia Council P. C. bkll of February 5, 1546 (report dated Jume 27,
19'1!5] that egancies of the Unicn of Soviet Socialist Republics engaged in
conspiretcrial sctivitles ere accustomsd, for resscns of security, to refer
to persons that are furthering thess activities by covernames, and in partiom-
lar that this is dons in encrypted messages sent between diplomatic installations
and Moacow.

k. m:_

The traffic encrypted by the systen {lfcontaine many covernames,
vhich ers d=finitsly proved to be such by two circumstances, (1) that many of
them aro go dseignated in mespagea (given a&s & supplement hereto) that describe
themselves as dealing with changes in covernames (ELICEEI) and (2) that many
of them are containsd in the formula: "A (henceforth B)", in which A 1s
.eridently the real name of the old coverpams and B the (new) covername.




The clasaic exarmle for the "henceforth” formula ie in a message of

23 Angust 1944, New York-Moscow, internal address SEMION. There occurs the
maﬁsﬁ expression "MAMLUICA Vitaliy Semionovich (henceforth "EM")." The next sentence

starts with "EM's". How, Vitaliy Semicnovich Mamluiga (zsual trensliteratiom;

'_'““111 Semenovich Mamlyga) 1s the name of & perscn known to have been with
the Soviet Purchasins Cormission. Aftsr giving his nams in fall, ths origipator

of the meessage geve him & covercams and immediately procesdsd to use 1t. (EM
is not known cutsids this measage, the reat of which 1s not yet readabls; bDut
ses section 15.) In this case, vhere perhaps the need for security was not
great, ths covernems ssans to be tha nems of the {nitial lstter of MAMLUIGA--M.
This circumstance zust not, hovever, lead us to smploy the term "covernams™
for initiels ased for the saks of breviiy, the erpansion of which ia elveys
eviden: from other nassages in the message concernsd. (Covernmames thamselves
can be go abbreviatad.)

5. ERelisbiliiy of ":‘eaﬂ.‘*_nE".

In the following it must be borme in mind that some of the covernames ares
aXpressed by aingls code groupe Dot yot found in other contarts and others
contain groups not yet foumd in other cantexts. When eny form has been agswmad
Tor the eguivalent of auch a group, it is hers gemerally followed by a question
mark. The forms ssasmmed are bessd (1) on calculaticns made possible by the fact
that 5 & ons-part code and ithat complets one-part codsa of the sams
are aveilabls (this process of ccmparison and calculation bas yleldsd
many valuoea thet were later verified) and (2) on the analogy of verified cover-
names. As menticned below, the covermemss fall in part imto "familiea®.

6. Families of covercames. 5

It has becoma evident thet msny of the covernames can be put into cate-
gories on the btagis of scme similarity between them. In the Report of the
Royal Commiesfion we find the alliterating family BACK, BACON, BADEAU, DAGIZT
(ell masbers cf ibe Croup "Research”; cf. p. T29). We find a Promotheus that
ssems to belong to 2 "mythology" family, examples of which in ﬁtﬂrﬂﬂ
are Jupiter and Cerca. In Bew York messege T98 appended below, we find Erie
immediately followed by Burcm (in fact, Erie gave the clue for the identl-
Tication of Huron). Thers is & family of anclent Phosniclan cities: Carthage,
Tire, and Siden. “ :

The ar—angement of the material from this point will be based an auch
estegories. First, covernames spparently for perscns will be listed: Addresses,
sigoatures, apecifically Eussian Christian names, Christisn nemes not epecifi-
cally Russian, relationahips and conditicns of age, station apd calling,
mythological nemes, names of enimals, names of plants, snd miscellanscus .

Then covernames apparently for places and institntions will be listed: Anclent
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Illlil-'-'-'l.h geographical festures, and miscellansous. ERames occurrxing only in
ey the special covermame regsages are sometimes not listed ezcept in the text of
% iiaz. of. those messages themeslves (see supplement).

S s Rl Avesnies

The adiresses and algnaturss geem to be covernemes. The constant addreas
of Canberra and Stockholm moseagos end the address of by far the greatsr part
of the New Tork moesages is expreseed by & group falling in the book Just befors
the group for VIL end five places aftsr the group for VIZ.,a (visa). All
probabilizics favor the welus VIETOE(as an address, it is to be read in the
dative case: VIETUEU, to Victor). The only other occurrence of the group is
in the spelling T-ETCRII (in which, unfortunetely, II can be secured cnly by
asgming a cre-digit gerble) in the expressicn &f Victoria and Few South Walss.”

Sew York msscages show at lesst three other addresses: 8 OTIELD (to the
Eighth Ilvision of Depariment) and SEMIONU {to Simecn or Simom), both confirmed
from other ueee, znd a group falling two places efter FETER, hence perampa
FIOTR (Feter]} or FETROV or the like.

Tae frequency of TIZTOSU in the latest Andex i1z 2k for Cenberra, % for
Stockholm, and for New York 2(6. Ne=w York four times followa thia by 8
OTDELU (with & separsting dash or periocd), Canberra 5 timss with a pericd
* between and coce without--once Canberra has simply VIETORU 8. Few York also
= has VISTORU, SEMTOND twice, VIETORU, BEORIS(7)OVU cnce, end oncs VIKTORU OT
EOMISSARI (7)AT(A7) (to Victor from the Commiseari(1)at{1?). Canberra
hes ons VIKTORU SEMIOHU. :

SEMIONU cecurs 22 times as an address from New York (twice after VIETORU),
coce from Cgrberrs (after VIETORU). 411 occurrences are after 19 July 194k.

8 OTDELT ccenras 22 timea, 11 of thege afier VIKTORD {vith or vithout
separating perlod or dash). One Canberra message begins "To Victor. In reply
= to yoor telegrsm He. 2383. 8 oTIEL(U)." _

"FETROVU", or vhatever it is, is zn address at lsast 7 times, all from
Hew York, from May to August 194k. (The group cccurs in b other passages,
twlce precedsd by TOVARISHCH, "Comrade"; once in a Canberra message. Note
that in all indications of freguency, unlssa otherwise stated, mnti-garble
Tepetitions have been eliminatsd.)

EORTS(1)OV occurs cnce in the phrase VIETORU, m:smam' from
Nev York, 17 August 154k.
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' The congtant Canberra sigoature is & group that has bean
tantatively tagged YEFIM (Joechim). Only one case of a Washington
sigoature (1) is kmown, & group presumably in the rangs of VAV to
VAE. It could be something like VAVILOV or even VAKE (Bacchna).
Bo Stockhols sigmatures are known.

The most frequent Few York sigoature ia MAY, vith sn overall
froquarcy of 16§, cnly a handful of wvhich occurrences are not

" sigoatures. Occasicoally, to distinguigh his own remarks from a

document he is trmnamitting, MAY vill use the sxpresslon "PRIMECEANIIE
MAYA" (May's oots), thus confirming that MAY ls & sigpatmre and that the
value of the sigomature Zroup is MAY (for MATA is a differect group and
certainly means "of Mey"™ in dates).

Ancitsr sigosture, in zbout the raage for ANTON (Amthomy), occurs -
1§ times (Fev York). Once {12 December 1544} the form 1s “ANTON (1)
snd MAE" (MAZ 18 possibly m gerble for MAY). All ocowrTences are
from October 194k to Jemuary 1945. The name also ocowra in the tart
8 timea (Hew York, Mey-Dececber 154k). In a message of 23 August 154h,
AFTOR (1) is associated with EERGEY (?) end AXIM, spparently in coonection
with southwestern factories &nd plants.

A slgoature in the right rangs for BOEIS occura at loast twice
as a Fev York sigoaturs, on 23 October end 31 December 1544,

SERGEY (1) (Sergina): There are 2 candidatea for this walue.
Ono occurs 2 Septerber 1544 znd 11 January 1945; the other occurs
17 timeg, 1€ May 104L - 15 Jarnary 195&5. The second one 1s essociated
vith AFTON (1) =nd AZDM (mee secticn 8).

ALEESET (Alexis): occurs 5 timee, 9 Way - 14 December 1944,



fslfi%i‘t “9 ifiuﬂ:‘ Rusaian Christiar names.
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'._"jf*?':“'-"" " Eﬂl covernanes th.t are Fusgian Christian oames bave alreadiy been
i mentioned !n sections 7 and §. Cthers are es follows:

% <r 7o,  ARSENIY (Arsenius): 1o 5 Nev York messages, 15 Juns-22 Decasber 1544.

VITALIY (Vvitalia): occurs in 3 messages, § August, 23 Angust
i i 21 December 1S44. Alsoc occcurs in » reel Dame
' (=es MAMLUIGA in section b.)

TAKOY? (Sacch): wag CHOM before September 15&L.

B AKIM (Joachim): pccurs 5 times in 8 messages (all with a SEMION
2o gddress), 16 Juns-28 Dec. 1944, See sectlon 8.

1f. Chris<ian ra=esz nos s::n:‘.’.flﬂag;r_ Pussian.

Although mary Scviet ciilzens heve Christian nases viriuslly idantical with
ners forme in othet lﬂ.ﬂgﬂﬁg&i than Bussien, it seems gals to met ©p a category
that would incipis wvazpely {(otsrmetional forms together with dafinitely nons
Russian fir=a. JI= cconectlion with ecme of these names, the following quotation
from This 13 by Story br louls Fraccis Zudenz, former menaging editor of the
Daily wortsr, (}=Crow-Eill Book Cozpany, Inc., New York and Loodon: J9AT)
po. 138-135, 18 givez fcr whatever refersnce value it may have.

Tte so-c2lled "Dutch”™ or Cer==n, coxrade--though his accent vas
indsccrainats it ry unrreinsd ser--ves the first of & long line of
peraczages vith forsigs sccents and forelgs origins vwho pa.:'udlﬁ
through the governins apperstus of the COomenist perty of the U.S.A.

No one, and leest of &1l any well-educeted Acerican, has ary complaint
abort full participaticn of ths forwign born ia Americen 1ife; our own
ancestors cams froz: sler 4o meke up thie leand of the free. BEut the right
2f thzae +Lo are bgenta of a Torelgn pover to cross our bordsrs uader
alicees and order Ameri{can cititena akout, is snother maiier. . Tet, to my
aurprize, ikis wes wvhet T found in <he duilding at Thirty-five Eest Twelfth
Streot when I entered it and begen to vork thers. :

Shese men of many oemes &nd Do Danes bore alisses 1ite Eivards®---
care.essly chogsn plurals of “Chris‘ian names”™ cuch as Boberts, Richards,
Stevors, !ichmsels, Johns end, cccasiznelly, scmething more distipctive
taken from Ecglacd or the Middile Wca.. The peand cne of these gentlemen
%0 Lypress kimself upon mo uas "Reber:s,” then ecting in a vital sscretarisl
capazity in the Perty. That 1s, be var coe of the chief factors in the
Satiozel setap. Still In the stags of pleasantries upon such mstters, I
Zaé guily rederrad 4o him as "The Chesh're Cat Commiuser™ becanse of his
perpeital mechanical amils. It vas not unpleasant but umreal. Liks the

¢ Buden: had met Cerhard Eisler under the nene of Edverdas; gees pp 135 and
13T and his testimony in District Court, Wash.ngton, on 24 July 1S4T.
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lsbrated faline, his pames kept vanishing. Shortly after my labor -
editorship began, he =uddenly cooverted himeself intc "Comrads Peters”
and then ints "Comrsde Steve™ and then, after s long time, back to
"Comrade Robertsa®. It kept coe buay trying to ksep up with these trmns-

formations.

e A
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g Before the publication of Budant's book, certain growps had tantatively
been identified as equivelent to EICEARD, ROEERT, and the like. That such
pames occur in the code book has been amply verified, e.g. by the message of
2 December 154k, lieting nucleer physicilsts and mathsmeticians. To serve as
surpamss o daily colloguy, some of these names would hawe to take on an S.

The group that seems to stand for ROBERT (it follows next after RO)
oocurs 35 timea. T grcup for RICEARD (2 places bdeyond RIT) occure 6 times
(plas cnce in EICHARD? PALMER). Eoth are restricted to Bev Tork messages.
RICEARD is the Dewv coveroams glven in September 1934 to somsons whose
previcus (cover?) Dame seems to have begun with L0 (sec message TP appendsd
belcw). A ROBERT occurs from 7 June 1545 on through 17 Jempery 1945--
of courss not neceseerily one single individoal throoghout.

It is significent thet ROBERT wes clumys "trengmitting” wvrittsn matter
to the origlostor(s) of the mesaages: the formmla "Robert? has trangmitisd”

oceura five times in the lndesx.

Ancthar i‘pdividoel of pacticulser interest is one whose name would seem
to begin with EE (or, by the =ore usual transliteration, KEE). This may be
HENRI (Senry), though there is almost certainly another and more usual
spelling of "Henry™ ia the book, GERI OR GENRIH. HEEMRIT figwmes in
armangsments for & fendervous in front of & Marico City movie houss (. Y.
messags of 1k June 104L): in other messages also be is located {n INEEVHIA
(the Ccuntry, ccvermams for MEXICO). In a message of 1f Angnst 1G4 there
seema to be talk of calling him beck to TIR (Tyre, covername for Newv York).
He occurs 21 timea, from 26 May-lf Angust 1544. The other group, GEMRI,
ocoura in message 798 (below) and perhaps in e meesage of 1 June 1544
involving the sscuring of = IEREVEESXDY (Mexican) visa.

Othsr guch peres ars:

AL' or EL' (Al?): cccurs 1 October in phrmse "Al' or EL'™ (both
attempts 0 render English Alt)

DIX {Dick): uas EHO (Echo) before October 194h4; occura in five
messagee, 23 October -26 December 194N .

DOEAL'D (Domeld): became PILOT! September 158%; this seccnd name
ayyoirz I1n =sttion 11 balow.

DURTEAN (Duncas); occurs in meassage of 26 May 15kh.

EARL (Ca=l): vas SEAT before October 154k: ocours omce
_ 26 Decembar 104k, T
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vas GUDZON before October 194&h; mc&lmlh
Decesber 1944, with AMIE?

B o vas CEDREOY! (Black) before October 196k
:’” | CEARL'Z (Charlss): wvas something else until October 154k,
L ERIKY: vas scmething else until October 15hk.
: EER1: Canberrs, twice 1 September 1545. Seems tc have
-2 furnished information on the Australian Security

Service. BSame name twice from Few York, 26 July
and 16 Aogust 1944, ° '

KLOD (Claude): Canbarra, April-October 19k5. KLOD 4s t:l.;ih-m'-
regnlar purveyor of information; bs occurs 13 timea,
B times 1o the “ormnla "'KIOD' has commmmicated™.

FIE (Wickt): 22 July 1544; message contains names DuPont, Ford,
Msllon, Welr, Pew.

(CEARL'Z ERUBD (Charlss Zrusc): 1o K.Y. message 14 Juoe 1544, this 1s the
cacs EENRIT ia to give as & passrord &t the

rerdszvous. )

DORA : %ma-m.,ﬂmmmhm.
1985.

ECRA (Cora): 24 December 154k,

OLA: a Washington femals agent; nams changed to scme-

thing slse in Ootober . Ocoura in 2 messages,
3 May and 1f Auguet 1944, both dealing with XDMAR
(that 1s, probably ERAVCEENED). It is plamned to
make these messages the sudject of a separsts report
- In the former OLA ies describsd as sesking more
- detailed information on the IDMAR affair. Ino the
latter che has something to do with the supposition
that (does not think that?) EDMAR is staying at
2§9 Vest GTth Street.

RITA: mantionsd 1§ August 1544 in the phrase "the first
. ' tvo parts (of?) the business of ETTA". (The
message also mentions EOMAR, issus of IA VOZ/Mexico
, City Communist organ/ for 7 Juns, EENEI?).

11. Relationshipe and Conditicms of Age, Station and Calling.

CTCHIM {ﬂt-'prltﬁurr]: in 3 Innqu,.l'r May - 27 December 15&k.

SVAT (Matchmaker; Son- or Danghter-in-lsw's Pather): 23 Aug. end 6 Dec. 194k,
il




ATAMAE (Hetmen)

FTLOTT (Pilot):

ml_ogul Hamen:

YTOPITER (Jupiter):
(Cores):

MIZA (Fuse):

EEO (Echo):
CHNOM (Coome ) :

Hemes cf animals.
TIULER' (Seal):
ORTOLY {Eagls):
LUR* (Hen Barrier):
GUs' (Gooee):

KDMAR (Coat etc.):

e i ~ 'I-‘l- ,_i:“'_ _|r- e DL

spparently a high American diplomatic official.
Occurs 5 times in 3 messages, 9 My, T Septamber,
14 December 1947; 1o message of T Septsmber, in
connsction with postwar treatment of Germany.

occurs & times in 3 messages, 17 May, 7 Juns,
& Detocber, 154h4.

wea DORAL'D before September 1545,

becans ORIOLY? (Eagle) in October 19#1.
in & messages, b Mey - 25 July 1544,

b July 1544; commmricated concerning Secret Funds
Divisicn, Emerscn Bigelow, aid of 92,7d¢,fdd
Portuguese escudos, Rortharn. Eurcpean divisicm of
Sscret Intsllissnce Branch, ets.

becexe DIE 4in October 154h; occurs 14 times, 2 May-

23 October, 154k."

becams YARDV? mWHr 19hh . Occurs 3 times,
18 May, 16 June, 25 July.

1§ August 1982, (s KOMAR or KTavchenks message).
was YUPITER until October 1kk. Occurs 5. Dec. 19kb.
in 4 messages, 3 May- 1T August 15hh.

changed to scmsthing else October 1ghi,

probably covername for Viktor Alssseyesvich
Krevchenko,., For a complets development of this
idea, & te would be nece Occura
mﬂ'umnmmmm,ﬁmm 3 and
23 my, » 2 on 1§ Angust, 154k; EDMAR 1s the
object of iotense interest, including attempts to
looate him (2¢ May: "uunn;nﬂ:m
in the state of Comsctioat ete.”).

oy 1
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