
p~ --1 

~I 
131 _!_ 

The "Bill of Destruction" covering the equiprr1ent of the PUEBLO 

provided for destruction of key cards anct key lists, then of the equip-

. 
ment, then codes and authenticati.:>n mat~r!ala, and tinally ~tnten.anoe 

and operating manuals. While it is theoretically possilil~ to have elec-

tronic automatic deton&tion ge&r, the PUEBLO was :lot so equipped. 
~ : ... -

The haz.ards of alltomatic detonation equipment on noard a ship are 

weighed ai;ieinst other metnods of d.:;struotion a:nd tne possible aamage 

frnm compromise and are ~enerally (,O'lsioered unacceptable. 

For the pa~t 30 years 1t has t-et?n th1:< general G .S. practice 

-
tlult, where possible, sec .. rrity of t:. ~'. communications ~will not depend 

-
solely on physical protecuon or th~ €9.U.i.P!'l....fil!! used to ~ncipher and de-

cipher the me<> sager;;. During the pa"t 20 years no equipment has been 

produced without variable elements -Nh1ch -depend upon keying elements, 

usually key lists or key cards, for th~1r primary security. In particular, 

all the com'1'1unicat1on Decuritt e 1u.1.1>m•::nts which the PUEBLO carried 

depended upon either ,:;ey Hsts or '<..P)' .:::ards. Loss of-.a particular equip-

ment with the )-.. eying element woultJ. ;1_,t Jeopardize any otlier traffic en-

ciphered by o1nilar eq...i1pP1ento u31n1J ~ifferent keying-elements. Ai;; soon 
-, -

,f ;\_ 

as notification of the capture of the PUEBL!~~f~~-re<?e~ved in Washinc;Jton, 

- ~ - ::r~~~ ... --
steps werB taken to "lupersede all keying eletttentif ~hich she carried and 

new ones were prescribed. 
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The key Ust .3.~abl&s- ne-
1

d!:;er tv -~stai·11fa;_; .-:1 <.11~1q;!e :nac~~~:4'~t-~ .... ~--'" 
" . -~-. ~~~:-;~~··::Z:~:.~ \~-~ 

_::..:::: .. · ... 

the 1nachine l..iy rnea~~;;; cl. ; . .._..-.;-_: 
. . 

~,r..,.r!'-.• ;f •· 
•I . ··•.· ...-.;,.. __ ·.;..·.;. 

permit feeler pins to :~-=ik~ cc ... t-:>;:t ~·:ro·.i4i: r:;.1_..:Jrrn;fy ·;-.o">ffion~d holes 
. . . - ..... ""': .. . ... -.._,.,........,._~ 

..•.. .... ;;:_:-~-, 
and effectively rev .. ·-ire.UH:! <:_:-L'·i"·r=-~ ·~.:;d1)1~3,-~agTii1·1 ;·10t less ofterjttl~_ri- ~>-_, . 

.. ':·-- .. .,.~ 
- ---·-:- - ",;;.;..; 

system ls astronomical .en:-· .. .-vnid_1j.~ tra.:S:'litted t!1rough __ 
. • .: .••. ~-· -: ~- -;-:-=-. 

. . - ~ _::~ .. :~~-;-~ 
- a ma.chine us1:1g_ a partic=Jl.::1f k~·;ioq efonrfNlt c;}Fl u~ly be mad at th~:--~~,---~ 

. . . . .. ·. -.~, . . . -~·· . -:-:.~-~ :~ 

~--·.~ 
-~~ . ,.. ·::.. .:... :_.,;_.'. ~ 

· National :>ecucity Agency. OJ~tivities a!e centered about tw? major-~~ 

purposes: Oi1e -is to. maintiai11 the ~P.clll'ity of the U n.ited .:itates 
. . . ' ' 

. ~· .. . -. 

. ___ .-__ 

~ • :'·-~:::.:.:.. .... .:-. -~·! 

comm.unk:ations, and· secoad is· to·t~k.~ ad~a-11~ge of the comm1Jntciatioris -

. of. target nations~ 
- . - . . . . . . -- . . - ~~¢~~::~~i4 

It is the N<ltional $ecurtty.Age~cy's Judgme_nt tfult_ ., .- --... -
·-

'• •·'·' ..:.;w_ •a•••"•--~."\.:, • ~ 

no.degradaUon.to_th.e_ secUrity •:>f_ U.S. com'm'\inications can result.:._-·:.;-...::: 
~-·· 

. from this comprom-ise even if the equipment and tne key lists· wer~ - . 

.... -~. . .~ .. 

captlll'e"d.' intact, sl~ce steps were .taken 1mmi&iateiv.· to suf)etsede' 
'-·-~·. ·: .. --: 

all_ ol the kE!ylng materials. ·In the worst possible case~ the few inessag~~ 

to and from the PUEBLO could be read 1f all materials and equipme_ht 

. were. eaptured intact. •.- '. :· .... --.~~ 
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Mess~· traffic from the PUEBLO I .as well 88. from the North. 

Koreans, indicated a destruction effort "on board the ve·a.sef by fire . . . ... . . .. . 

as well as jettisoning. From her·comrr.ui1ications, lt may be inferred 

t~t the bulk of her key material, perhaps all, and as much equipment 
.! • •• • '• I 

as·· possible was destroyed·,. bt.1t that s~vernl publications wer~ . ·. . 

probably compromised. · 
---. -....:....··· :::,, ~ 

- Th·~ PllEBl.O carried a sufficl~nt amoant of ~ollection gear to 

enable her to monitor North Korean com:nunications and radar faciliti~s 
.·. '. 

·rnls equipment wa~ Q~rierally . : .; :·.-:.-·-' 

unclassif1e.i {we are still crieckin\t ~~ µi.eces) bi.it the use to which 

-·-·-· 

:the e9u1pment co • .1.ld b-2. put .;_i·11..~L-.t:·1e f<:!.ault.; Jerived ~ilerefrom are 

e reasonably prec.ise recor~structio.i of th~ PLJ"EBLO.'s intelligence 
.. . -..:..:. 

: .. :·'===- . 

mission co..ild be accorr.c)Us .. ~·J. 

- In addition -to the ·eq uip1ne :.\t re t~rre.:i to abovt.1, the· PUEBLO 

carrted a substanti.'.'!l :hth1l:,ier of techn1cd publications and analytical 

a·ids. required. to enable h'3r to. :jJscl··~~ri;e tl1e 1nteU1ge1l.ce collection 
. ·.-:,,.--_ .· 

mis::Jion. I! thes.e 1te1.1s ·Wf:ffP. cnolur:; . .:J intact, they woul<l ·gtve"the .. ._ .. -~.-. 

North Koreans precis~ ld.or.-1i~tfo1, on ti1e 1:>>i:tent ·of U.S. ·knowledge 
. ~- ','"';"" - -~ 

:· ·\ ... ..,.... 

of their co.wnunicatio11s techr~iq u.e:;;·, ...i.s~ge··, ·and ·radai'equipments. 
. . 

. Th~ pu~licaticns also reveal ~1 more llmited u.s~ ~np~-~~J.9e·of the 
·r~~ ~ -~--~.; 

'. . ' 
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infonnaUor~' if compromised I .would st1m1.1late either of ttie' two uatlons 

tQ -change their communications praq_Uces I supersede the.lt call slon" 

systems ai'ld/or modify the it operation~1 ·codes. 

- Aith~ug"h the PoS$ible.loss of.the c0mmunicatioi1s· security 

equi~me nt oc materials in· no v.:·ay w .tll com.promise U.. S. communicottoris, 

it nonetheless ha·s this serious aspect. 

--....-~~~~~~~~~~~~~~----

The capture of the mOd.ern U.S. 

' ' " 

'comm:.micaUoris s.ecurf.ty 3G1.1~~);:,J,1ts. or tile.m~intencrnce ~n!1 operations 
·. 

manuals co~ilo. sti:nul.'3te 0;10 m c:tl1~r of thi':'s,.;; co: .. rntries (Or ~os.stbly . ·-. ··, :'' ,: :' .:: 

·-:~~ ::::;:-

C omn.; 1.1n is.t' Cnil1<\) to m.:"·~;r~· ;;··<·P< 1.::r.c-.nge.s i;1 th~ir coiT1mtrnicatfons . . . . . __ _:._,-_:~-.-· ' ' " . 

secu.rity eQ1iiprne.!1t a rd prac:th:·?.:·•·. 
. ;. ," 

!his cou_li.l. very se~~-~~s.ly hJ3mper 
I· 

. the eXt~nsfv~ s·i~ n.:il <\ i ·:·i:~~u 1r;..-! '!C·.~ ;:irc;._1uction. 01i these nations. 
--·-----... -- .. "'"'.'"-,...... .... -=-~::-:-··- --...,.-.•· 1·_-:-'~·:.:.....1 .... ·:- ~.:: -·=~~=-.~. !:·;~ .. ,·. 

j .. ;" ......... ':' . 

\.' ..... ;. ~ 

···.·. 
· Th;?re '.":c~n:.? .~;., (;<·1 -~. r\l:;t•:".·: -·· ·1.:: l. offlcer)o :-;a~ seciJritY·?ersonnel · 
• -·... .. . . . . . . . . . . \ . . . . :-;--------:_- r~f .. 

oa bo~rd ·tne shl.,;. :, (_,.·,t.:.1f. .t:.::·_;;··· •-=:·1 .. ):)'.\ oUicefs were highly 
~ ,,. 

sk..i~l;"'..--J ap~J re;>r'·""3~;! it•"'.: ·s.,\~·.r·:).·y~~r.-.;:_of •!l.,periencii in ~he'business. 
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collecUc;>n and' analytic e'tf'orts end' lJ few Of -them hed some '1t~i.d9e. 
~ . . - . 

of one or t-wo ·sensitive National.Security Agency projec:ts. Dejending· 

·on the duress to· which they may be subjected .and the .amounithey 
• • • • • • • • • • • 4 - · --'--

_; may re.f?all, serious compromis~~ of sev.E!r:al h-'9hly cla-ssified-.Pr())ects 

~"Oi.lld ensue,Jrom their .involuntary re~eiatfoi1 of the ~c~pe
0

of the 

measures by the Sovi.ets t<.>. d~ny the ~J~ '.L furt;lier .lnfotm.atlori: .. •. 
. ..~ 

However, no d.amage to 0J.t--~.~,i;~coi·1~mu.hica.tio11s securify .would. 

follow t?v~n frnr~. l the. force_f '11 01'.trq,ct_loa of· infDrir-°attoo from c~l'>tured 
; . : . . . . . . . . -~.~:.:~-.. ' 
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