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SUBJECT: Pogsible Damage Resulting from Compromise of Equipment P EdEE

ot Personnel of the PUEBLO "

The "Bill of Destruction" covering the equipment of the PUEBLO

-~

|
provided for destruction of key cards ang key lsts, then of the equip~
|

ment, then codes and authentication materials , and tinally maintenance

and operating manuals. While it is theorsiically possible to havse elec-
tfronic automatic detonation gear, the PUXBLO was :;g 80 squipped.

The hazards of automatic detonation equipment on b:nam 7a ship are e tem
weighed against other metnods of dasiruction and tne possible aamage ‘-

from compromise and are generally Consicered unacceptable. -

H '

For the past 20 years it has tesr the general U.S. practice S

that, where possible, security of ... communications will not depend

solely on phyvsical protecnOn of the eguipment used to 2ncipher and de-~

....._,._..

cipher the messages. During the past 20 years no equipment has been

|

- .- produced without variable elemenic which depend upon kevying slements, ,L
{

usually key lists ar key cards, for thesr primary security. In particular, ;

]

all the communication security @ juipmeats which the PUEBLO carried
depended upon either cey lists or xey cards. Loss of a particular equip~- -
ment with the keving siement woulq nut jeoparﬁize any other traffic en~

ciphered by sinilar equipments using different keying glements. &s soon . 3
Tz =

as notification of the capture of the DUEELO %aas received in Wasghington,

- f«»&,u

staps were taken to supersede all xeymg alérients which she carried and

new ones were prescribed, . =
.
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up'for a &rypto period wiziz;s. fs Lo inager fhan ___.’-_I-i HOurs., 'I‘he'key_
the nacnine Ly mmea

and effectively rewire tne ciive :izchinesd, again not lass often than °

. each 24 hour%. The numbar of s::r-...-.:r.\iuazio.-'ns rm .-m .g, from a carl

.4 rr'}a,chin'e using a particuler keviua élm‘z«eqt___c_
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Lhe Key list r3.tubl&.; the” xe_;'e'r o ‘z‘s.‘-;a'i",}i_"' 3 uniq e u.acnine set

card is a card punched it 2 5 owaliie o .‘--3lte:f'gr_i"an.ri is lasarted lato

.....

CBowavs nas s ihe Rey cardoan holder T

permit feeler pins tc make o.tact Caoug i raadonly '_:.c-,it'ibn'e: hoie

sYstem is astronomical a = ::-a:s_s_ag_ ~uich x.: tra:smited thro'ugiji

n unjy be road 'at. the

other end by o méc;hli'_x_e witn afi Limntical %:e'fi.'".é; elerent. .

" National >ﬂ=curxty Age"cy. act.lv:txes are centerea about two majof

bwposes: Oue .is to maintai_r: .the_ s'ecurny of ";he United Statés'

of target nations. It is the watxonal security wfancy s | udgment -that

ol

no degradauon to the sec.urity of L-.S co'nmunicauons can res ult _" i

from this compromlse even if the neuipment and tne key lists were'

captured intact, since steps ware taxen immedm;ely to Su perae do T

au of tha keying materials. ‘In the worst posslbla case, the few measage

to and from the PUEBLO could be read if all materials and equlpment i _"

were ca ptured intact
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Message trafﬁc frozn the ?UEBLO as won a8 irom the North P i ;'_”7:

NS

Kore'ans 1nd1cated a destructiov effort on board the vessel by flre

as well as jettisoning. From her-commuhtcations, it may be mfarred.

: that the bulk of her key materlai, pernaps all, and as much oquipment ' u -5-7_-

as’ possible was aestroyed but that snverax pubucations wer#

! ‘e

Sem el A

probably compromised o

a— o
'I‘nn PUEBIO carrieu a suiflcle'xt amonnt of collectlo*x gear to

enable her to 111on1t0r Morth Korpau rm.u-mnlcations and ra«:lar facinties

on the East coast as wel! a5 some of the |

Lma egaipnent was genarally

' unclassiﬁeu (we are still chfacxing T slecas) but the uSe to wh.lch

.-the equlpme:xt co\zld tp put-and tae "F'Sulta Jeriveu ther»from are s,

'classiﬂed. 1t 13 very ;:osslbie"'___ihat ifx.(\_l: e ﬂ(zuipment wa=: undamaged

- a fe«;sonably ;_)r-e'c'i_se teécr::étruéﬁi_-:;-;-. _c.f: t"!geg_ .?.UEBLO.‘_S- int_elli'gence.

o

mission coald be at:comp'lls..e-:f.

| o

In udditlrm to the eq uipme r\t reterred m abowo ; _tha PULBLO

v

carried a substantlal mmber of tPch..J,cai ,Jubncatioqs and analytical
aids reg uirec". to enab}'e her to_ '-':ilsc:z'.arge._ tha intelligeliéé collectio’n

mi.ssi,on. If thesa ite.n:. we-rp c.,fmwrw‘ jntact, they would give the

* L

North horeana precise Xl-fu.;mtion on the ﬁxtent of U knowledge

.
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# general Soviet 'con{mdhicat_lbns bta"ct’iée.s and &
[ | —

information, if comptomlseu would stimulate either of the two natl.ons

to change thetr communlcations practlces supersede thelr call slgn

systems anJ/or modify thets operational codes. » R - - -

-

. Although the possible loss ot' the communlcations securlty

equlpment or materials in no way mn compromise U S communlcattons.

it nonet‘r’xele's_s has this serious aspect. L e

lhe capture of tno moder b S

secunt}; equipme:t an:ﬁ 5>rrz£:ti.:j,-5i¥:'_.- This cbul'.-i_".téf‘/ seriéusfly ;amber a

. Thers wers 3G -(?_‘.'4 20l >‘w

ou board tae shi.. i oht 2ft :...-__--__.~s'«'-" e

" . T

o skillad and repressotad n\ EYSY y»ah uf f.,\ps-rinnr"e in th

Some of theX na.:
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. of one or two sensittve \!ational Security Agency projects. Depending

"on the duress to which they may be subjectad and the amount they

J may racall sorious comprou\iseu of several nlghly cmasified pro;ects .

_could ensue from- thexr involuntary rﬂvel&tion of the scoue of the
J.S. signals in;e_lllgehce effort xhls coula resuh ta defe“isive
measures by tné deiéts tddé.ﬁy t‘ne : >. further mfcrmauon. .

Howevgr no ”*amagn to our ow i ("Olnﬂ‘hﬂacatigna security woul\x '

foudw;@vé_n, imm the.force,f\;]_ e':\tr'a-::t_lcz;'; qf'mf.b_rmat@og ’fro‘m_""'r

. . persomiel. | e e gl

colhcuon and analyuc eff.orts and a few of thsm had some .knowledqe




