i( L UKUSA COMINT AGREEMENT
-.‘.: l ) ' . . v i
i AND APPENDICES THERETO

% ¢

g g e —

Fy Eéclassified and afﬁﬁﬁroved for release by NSA on Dd-DSQD'ID :pursuant tnj E.O.

o 2958, as amended ST56834

»




Te LU TR I L ThemeTA s v

Seema WS e L e O 0 R e’ bﬂ,l
. . ,

.:“.‘? s
M- R o

L/fm 4&»1:«:6: "y jlw..e._ P?': ""*‘:. U/W{ “f;r'*‘*“*-.-‘”’: '[
el it o T fpudiin 5T e
b&«j’,&w—tﬁ “t- LS(B ;La«/\oa

'_-cswﬂc-‘u) :DsG[Z} ) )cc, ,a.._o/( ’_?szef}

-
['4
.
/
\ -
LY
.
: /
.
<
a(
6
-
.
!
\
: Y
°
\
gf“. w T2 - . _— -
o ~
« - e - ARy S P00 2 N _.‘.ﬁ —~ e




sopr. Dwectorate_ Minute Sheet.

Reference -N'<;‘>: : D/3 6?9"

26th June, 1951,

Subject :

Copy of a revised edition of the : Referred to -
Appendices (Third Fdition dated 1st June, ' e

¢ 1951) is enclosed, -together with oopy of
& memorandum detailing the Aifferences in
lay~out between this and the present ed;i,t,i@n.

2e You will note that pages 125, 126,
127, 132 and“133 are missing., The documents
entitled Appendix M, Annexure A(5), Exhibit. -
1(125), Exhibit 2 pages 4 and 2 (126/127),
Exhibit 4 (132) and Exhibit 5 (133) in the
rresent edition should be transferred to the -
revised edition and numbered eocordingly,

After Acti'on

Qo dpp & st foou 6_ w | Gs‘..z/"
Also ofSSL (ewess) .

(Tt ety
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TOT SECRET ULTRA -

1.

2

1 November 195

ST RITISH-U, S. COMMUNIC:, TTON' ITNTELLIGENCE ;,GRERMENT -

Partics to the .l.grecunnt

The FPollowing agrecment is made between the A,r-nv—Na.vy
Oomum.oation Intelligence Board (ANCILE) (-representmg 4ho
¥.S. State, Navy and War D.,p&rtments and all other U.S.
Communication I: .tolligcnco a,xthorit:.as which m,\y function)

and tho Lonédon Signal Intclligenoe (SIGI[\IT) Board (reymesant—

-ing the Foreign 0f?ice, :-.dm,.rulty, War Offloe ’ air Ministtry,

and all other British ,1-n:|_re CGmmunJ.mtion Intelligcnoe

authoritios which may function).

Scope of the Agrecwent

The agrcement governs the relations of the above-mentioned
parties in Comunicrtion Intelligence utters only. . However,
the exchange <" sw:n collatercl material as is applicable for

toohnioal pury-ses »ud is nmot projudicial to natlonal interests

. will bo effccted between the Communieation Intclligense agencies

in both countries,

1.~ Throughout this agrcemcnt Communication Intoll! icnee
is understood to comprise oll processes invelwed in
the ocollection, production and dlssominatlon of inform~
ation derived from the communications of other nat:mns.

2 - For the purposcs of this .agreemont British Empire is
understood to mean all British terrditory other than
the Dominilons,

N [y



3.  Extent of the Apreement - Products

{a).'he parties agree to the exchange of thé products of

. ' 3
the following operntions relating to foreign communications:

(1)
O (2

(3)
(&)
(5)
(6)

colleotion of traffio

noguisition of communisation dgouments and
equipment ’

traffic anelysis
ory‘pt&nnlys‘i-a'
deeryption end translation

escquisition of information regirding communicotion
organisations, practices, procedures and ceuipment |

. (b) Such exchenge will be unrestricted on all work under-

taken exoopt vihen spocifically excluded from ho agreement at

the request of cither prrty and with the agreewent with the othors

It is the intentivn of o~rch party to limit such cxceptions to

the abgolute minimum and to exercise no rostrictions other thmi

those reported and :mtunlly a2preed upon.

2 Throughout this agreement Forecign Comunications
are understood to mean oll communications of the
Govormment, or of any Military, Air or Noval force,
. faction, party, department, agency or burcou of a -
foreign eountry, or of any person or persons acting

or purporting to act.thereforc, and shrIl include

OGA |

[cormunicetions of a foreign country whioh

EQ 1.4.(c)™V contrin informtion of Military, Pelitical or
EQ 1.4.(d toonomic voluc. Fgmign cecuntry ns usced horein is

" understood to inclwic any -country, whether or not its
government is rocopnised by tho U.S. or the British

Bmpirc, excluding only the U.S8., the British Cormon—

wealth of Nations and the British Eumpirce

- 5.
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Extont of' the jgreomont b Methods and Teshniques

“ (8) The parties agree to.tne_axchange of information
x.-egarding methods and t;ecbniques involved in the operations ,
outlinéd in paragraph 3(a). A

(v) Such exchange will be unrestrioted on all work under- -

baken exoopk that, upen nctifiéstion of thé' abher-party infornition
may be withheld by o:{tl‘mr pﬁ.rty when its special interests so
require. Suoh motific-bion will include a desoription Iof the
informtion boing withhole . su‘ff‘icient;. in the opinion of the
withholding party, to convey its signifiqanoo. It is the in-
ten‘;io,n of ocach party to limit such exceptions to the absolute

mdnimum,

Third Parties t¢ ths .grocmont

Both parties 711l regard this.ogrecment 08 ’preclurling
N .
action with third perties om any subject cppertaining to

Communication Inbelligence oxcept subject to the following

4

undar s1\:and ing;.e

(a.)It will be contrary to this Agrecnent to rovenl its
existance t any third porty whatever. A

(b) Eooch party will seek the agreceent of fh_e‘-other to
any acticﬁvz]i:h third partics, énd will toke no such
action .mtil itrn adviscbility is cpgréed-upon,

(e) The a_grocmcn*.c o the other lla\fing been obtained, 1t
will bu left to thi: parby ovwucerrud to oerry out tho
c.g.med nction in the most appropriote way, v.'i.th’out
obligation to disclose preciscly the chonnels through

whioh action is takene.

4 = Phroughout thi: pgreouent third parties arc understood
10 mean oIl irlividunls or cuthorities other than those
of the Unitcd States, the British Empire and the British
Dominionse i s
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(d) Each party will ensure that the results of any such

action 2re nade avoilable to the other.

The Dowminicns

(a) While the Daminions are not parties to this Agreement
they will not be Qegarded as third parties, _

(b) The London SIGINT Board wil], however, keep the U.S.
informed of any arrangenents or rroposed arrongements with
any Dominion agencies,

(o) ANCIB will ks no errangements with any Daninion
agency other than Ganadian except through, or with the prior
ap;ﬁ‘ml of, the J;or,;dcam‘ SIGINT Board.

(d) As regords Canada, ANCIB will complete no arrangements
with any agency thercin withml'b first obtaining the views of
ths London SIGINT Board. ’

(e) It will be conditional on amy Dominion agencies with
whom ocollaboration takes dluce “hat they abids by the terms
of paragraphs 5, 8 and 9 or thic agreetent and to the arrenge-

nents laid down in poxagrapa 7.

Channels Between U.S. and British Bupire Agencics

(a) ANCIB will make no arrangements in th. sphere of
Camunication Intelligence with ony British Empire agency
except through, or with the prior approval of, the London
S.IGINT Board, ;

_ (b) The London SIGINT Board will make no arrangenents
in the sphere of Carmnication Intelligence with any U.S.

agency except through, or with the prior approwval of, ANCIB,

-5 =~
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‘ - 10, Previous Agreenenta \

8. Digsemination and Security

C.cmtmanicért_ikon Intelligence end Secret or asbove _technioql
matbers connected thorewith will be dissemimnted in accordance
with identical seourity reculations te be drown up and kept
under review by ANCIB and tho London SIGINT Beard in collaboration.
Within the terr:y of these regulations dissemination by either
party will be mode i U.S. recipjents only as approved by ANCIB;
to British Empire recipients and te Doialen recipients other
than Camadian only ¢3 approved i:y the London SIGINT Beard; to .
Canadian reeipients unly as approved by either ANCIB or the
London SJI}I_NT Board; and to third party r?c:_i.pient.s only as.

jointly approved by ANCIB and the Londen SIGINT Board.

.. Disseminatiru and Sccurity ~ Commercial

ANCIB and tie Lencon SIGINT Board will ensLx‘e that),
without prior notifica’ion aal conaent of the other party in
_éa.ch instance, no dieserdnntion of info.rmaté.on dexived from
Commuriocation Intelligence sources is made to anylindividual
or agency, govermental or othexrwise, that will exploit it
for g@ércial purposes.,

2 v

This agmement"supersedos all previcua agreemesnts between
British and U.S. authorities in the .Carm. ication Intelligence

field.
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Apendment and Terminaticon of Agxeenenft.

This ngreewent may be arended or terminated completely
or in part ot any time by mutual agreement., It may be
terminated completely at eny tize on notice by edther party,
sheuld either consider ifs interests best served by such
action.

Activation pnd Implerigntetion of Ajreenent .

This agreement Leconces effective by sigpaturs of duly

" authoriZed representatives of the Londor SIGINT Board and

ANCIB. Thereafter, ios implerncntation will bo arranged

o

©

between the Commmnicntion Inteclligence avbhorities .comerned, N

subjest to the approval of the London SIGINT Boord ond ANCIB.






INTRODUCTION - sheet 1

INTRODUCHTON TO THE

LPPENDICES TO THE
U.S. = BRITTSH COMINT AGREFMENT

(Introduction agreed at Technical Confeérence
34st October = 45th November, 1950, amending
Introductions agreed at Techniocal Conferences
‘ch)- 27th March, 41946 and 15th - 26th July,
1948) .

1o The following arrangements governing the collaboretion
between the U,S, and British Comint igencies have been agreed
between USCIB and LSIB in implermentation of and as Appendices

to the U,S., = British Comint Agreement of 5th March, 1946,

2, None of these arrangements shall be construed as cpn—
travening any clauses of that agreement but shall teke effect
within the scope and limitations established thereby. )

3 The object of these arrangements is to ensure that
maximum advantage is obtained from the combined available
personnel and facilities of both parties.

s In accordance with these arrangements, each party will
continue to make available to the other, continuously, currently,
and without request, all raw traffic, Comint items and technlcal
matter acquired or produced, and all pertinent information con-
cerning its activities, priorities and facilities, both present
and planned, subject only to the proviso contained in paragraphs
3(b) and L(b) of the Agreement.

5 "In addition, each party will continue to maintain

liaison personnel at the agency or agencies of the other party.

6. The two parties will continue to effect such standardi-
sation - e.g, of technical terminology, layout, procedure and orr
ganisation - as may be possible,

7 By the close colleboration thus established, and by
suggestion, agreement and arrangement, the two parties will
contimue to eliminete unnecessary duplication in all fields in
order to ensure maximum exploitation of' foreign communications.
However, the activities undertaken by each party must be basioalll;
Buited to its own needs and in many cases therefore neither is in
a position to accept any formal and fixed commitments for the
allocation of specific tasks to their respective agenoies, Such
an allocation would often prevent the shifting of emphasis to
tasks which those agencies may themselves wish to undertake or

t

-3 -
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INTRODUCTION ~ sheet 2

which they may be required to underteke by the comsumers of

their product. It is agreed, however, that an informal and
flexible allocation of tasks, subject to alteration by either
party at need and sometimes without prior notification, is often
possible and desirable; that where one party accepts the informal
alloecation of the specific task it will make aveileble by radio
when desired by the receiving party the end~products of that
task; that, if the party which accepts an informal allocation

is compelled to relinguish it, it will inform the other party

as soon as possible; and that, in the event of either party
giving up a task to the other, every endeavour will be made by
the surrendering party to maintain such portions of its intercept
coverage on the task surrendered as were producing unique material.

8. In the field of interception, the two parties agree
that this informal allocation can be extended by a firm division
of "main responsibility" for coverage of certain specific tasks.
The same conditions as above apply, except that where such agree-
ment has been reached the party assuming "main responsibility"
will not, except in emergency, make major changes in cover or ¢
exchange arrangements without prior consultetion with the other

party. \

9. Each party may call upon the other for assistance when

_necessary and such requests will be met whenever practicabile,

10, Although progress has been mede in the provision of
adequate Comint telecommunication facilities, 1t is agreed that
each party will continue to keep under review this, and the
associated problem of safe hand routes for the passage of Cemint
material of all kinds, and will teke all reasonable steps towards
further improvement.

1. Since the two parties have foreseen the need for combined
emergency plans, they have gone into consideratle detail in planning
for the re—location and tasking of threatened intercept stations.

12, Each party will provide the other with copies as re-
quested of all reports mentioned in the following Appendices and
of such~like documents. '

13, All arrangements are subject to review and to
modification by agreement,

14. The agreements concluded at the 1950 Conference will
become effective on approval by USCIB and LSIB, in accordance
EF‘E*Para%rEPh 12 of the U.S. = British Comint Agreement,

15. The Annex to this Introduction shows the origins and
modifications of the various Appendices (with Annexures thereto)
to the U.S. - British Comint Agreement which have been produced
as the result of the Conferences of 1946, 1948 and 1950, and of
other arrangements.

-l -

1st June, 1951



INTRODUCTION - sheet 3

16. Tn addition to continuing liaison, the two parties
agree thet these Appendices (and the Annexures and Exhibits
thereto) should be comprehensively reviewed annually, Each
party therefore undertekes to make such a review and to

notify the other party during January 1952 of those contents
which in its view require revision. By an exchange through
liaison channels, the parties will then decide whether the
necessary revision can be made through those channels or whether
another conference is necessary.

MOn 1st May 1955 USCIB and LSIB agreed that a general
revision of the Appendices was required. They further
agreed that as a first step toward such revision USCIB
would furnish LSIB, for comment, detailed proposals which
are being prepared by USCIB. Pending agreement by both
parties on a general revision of the Appendices, the
Directors, NSA and GCHQ will:

' (a) determine jointly any changes which may be
required in Appendices C, D, E, F, XK, L, and
M and

(v) implement any such changes \vhic-;h they agree to be-
: necessary.

Although this interim authorization enables the
Directors, NSA and GOHQ, to change or interpret specified
Appendices by mutual agreement, it does not require USCIB
or ISIB to approve suci changes or interpretations
provided these are within the spirit and intent of current

UKUSA policy."

1st June, 1951
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3 INTRODUCTION
=
£
g, ANNEX
8| x
E = (Showing the origins and modifications of the various Appendices (with
Fgg Annexures thereto) which have been produced as a result of working
arrangements reached at the 1946, 1948 and 1950 Technical Conference, etc.)
APPENDIX 1946 ' 1948 1950 Other
Conference Conference Conference Arrangementa
A (Terms to be used) Produced Unchanged Unchanged
B (Principles of Security Prodiced Revised, Amnexure a(1) (later Annexurec Unchanged
and Dissemination) B1: added. '
C (Collection and exchange Produced Paragraphs 1 - 3 (Bxchange of information on Unchanged

of Raw Material)

{8t June, 1951

intercept facilities) superseded by
Appendix L.

Paragraphs 4 ~ 13 (Division of interception
tasks and seareh programs, exchange of
reports et cetera) revised and transferred
to 1948 Appendix D,

Paragraphs 14 ~ 19 (Designation of intercept
targets) revised in 1948 Appendix C.
Paragraphs 20 - 33 (Exchange of raw traffic
and standardization of raw material format)
guperseded by 1948 Appendix M,

- &

1y



INTRODUCTION

. OGA
3 EO 1.4.(c) INTRODUCTION
g : EO 1.4.(d) ANNEX
 APPENDIX 1946 1948 1950 Other
Conference Conference Conference Arrangements
D (Co~ordination of and} Produced Revised. Amended. Annexure
. Exchange of I ation D1 added.
on T/A, D/F,
E (Co-ordination of and Produced Revised. dAnnexure A(2) (later Annexure E1)
Exchange of Information added, Unchanged,
on Cryptanalysis and
Associated Techniques)
F (Exchange of COMINT and Produced Revised Unchanged.
Co~ordination in
Translation)
G . (Bxchange of Collateral Produced Unchanged Unchanged.
Material)
H (Communications) Produced Revised, Annexure A(3) added. Revised., Annexure

Tat June, 1951

- 7 -

A(3) replaced by
Annexure H1

O




and Standardization ef
Raw Material Format)

18t June, 1951

“

Appendix C (with Annexure A(5) - later
Annexure M1).

¢I8

O

=|
3| 0
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gl oeA INTRODUCT
Sk EO 1.4.(c) ANTRODUCTION
2 FO14(d) gL
APPENDIX 1946 1918 1950 Other
Conference Coniference Ccnference srrangements

I (Liaison and Methods Producsed Revised. Unchenged

of Axchange)
J (Interpretation of (Produced Unchangcd. Unchanged.

Certain Provisions in interim)

of Agreement)
X (Collaboration in Produced (with Annexure A(L4) ~ later Annexure Unchanged.

[ K1). (Subject matter not covered in 1946.)

Plain Text Field)
L (Exchange of Information Produced from paragraphs 1 - 3 of 1946 Unchanged.

on Intercept Equipment, Appendix C.

Facilities, Et cetera.)
M (Exohange of Raw Material Produced from paragraphs 20 ~ 33 of 1946 Amended,
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APPENDIX 1946 ' 1948 1950 Other
Conference Conference Conference Arrangements

N (Interim Emergency Plan - ©  Produced. (Subject matter not covered in 1946, Revised. Annexure
later (1950), Emergency Revised in interim.) N1 added.
Planning for Mobilization)

"0 (Supplementary Arrangements . Produced {with
for Co-operation between ; Annexure (1)
Specified U,S, and U.K, E subsequent to 13950
Comint Units) ' - " Conference,

18t June, 1951
2 g e
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AcFENDICES TO U.S. = DRITISH COMMUNICATION INTELLIGENCE

AGREFVFNT OF 5TH MARCH, 1946,

[THIRD EDITION - issued 1st June, 1951.]

Intrcduction to Appendices
] 1

Appendix L
aAppendix D

1l

Lppendix C

Lppendix D

Appendix I

Appendix G

Appendix H

hrpendix I

sppendix J (Interpretation of Certain rFrovisions

CONTENTS

" Annex

(Terms to be used, )

(frinciples of Security and
Disserrination.,
lLnnexure D1

(Vesignation of Intercept
Targets., )

(Co~ordination of Traffic Analysis
ané Exchange of Traffic Analysis
Meterial,)
annexure D1
" Exhibit

n

1
2
n 1 3
u n !+
n " 5

6

(Co-ordination of ond Exchange .
of Information on Cryptanalysis
and Associaoted Techniques,
Lrmexure E1

i Exthibit 1

(] 1] 2

1] " 3

" 1 l‘.

(Exchange of Communication
Intelligence and Co-crdination
in Translation, )

(Exchange of Collaternl Material,)

(Conzunications, )
hrmexure H1

(Lisison and Methods of Exchange. )

of the Agreement.)

e

tafe
-5
69

(V¢

10=-11

12=-20
22-23

24=26

27-28
29-31
32-38
39=41
L2=l),
45
46=L7

49-50
51-5k
55=61
62-66
67-70
=73

=75
76

77-78
79-8L

85-86

87-88

[cont'd, overleaf ]
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LIST OF CONTENTS ~ sh 2
EO 174.(c) LIST OF CONTIHZE - sheet

EO 1.4.(d) .
[cont'a. ] L Page

Appendix X ( Collaboration in th
| Text field, 89-91

Ennexure KL 92
" It Exhlbit 1 93«9
. 2 95
. . 3 96
1] u (] 3a 97«99
4
5
6
7

100
101102
103=111
112=117

118

@

Appenalx L (Exchange of Information on
Intercept Equipment, Facilities,
Production, Research and
Development, ) 119-121

Appendix M (Exchanpe of itaw Meaterial and
Standardisation of Raw Material
Format, ) 122
n Lnnexure M1 123=12}
u " Exhibit 1 125
2 : 126=128
[ " n 3 129_13]_
L 132
5 ) 133

Appendix N (Emergency Flanning for
Mobilization (fomerly Interin

Eriergency x'lan ), ) 134
. Annexure N1 135=139
. " Exhibit 1 140-145
f " n 2 146
1 " " 3 147

Appendix O (Supplentary Arrangenents
for Co-ocperation between
specified U.S, and U.K. Comint

Units., ) 148
n Lrnexure Ol 149-150
- 2 &
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TO BE KEPT : :

1s The terms Annexure A (1948 Genference results) and Anmexure G
{1950 €onference results) have been droppedl, and the various parts of the
conference results Kave been incorporated as hnnexures Yo the indtvidusl
Lppendices eonserned, é.g. the 14948 mrking arrangementa" for Appendix B,
formerly innexure k(1) {i.e. first pert of a camposite Anmexure 4), are

- now found directly behind Appendix B as Lmpexure Bt (o6« Pirst Annexire

to Appendix B). . e

2 Amnexire B (items not resolved at the 1948 Cenference) has beem
omitted, being regarded a5 no lohger nOeeSSATY.

Se Appemhx O has beemn introduced, with Amnexure 0% based on UC 000F13
of 21,12,50 end SB/815 (paras 1(b) & 2) of 12.2.51, ©Other similar "Supplementary
Lrrangements" may be edded later as further Annexures %o this Appendix. :

h-. The previous "List of Appendiced' and Teble 2 of the Annex to the
Introduction have been acmbined to form a "List of Contents” at the begz_mnmg
'of the new volume. .

Se i The heading snd para, 15 of the Introduction heve been .reworded, omad
the Annex to the Imtréduction has beepn modified te eonform te alterations
mentioned above.

6, (2) The document is page-—numb‘ered. consecutively throughout at the foa'b ‘
of the pages. In addatlon, each Appendix, innexure amd Exfiibit is aheetc ‘
numbered individually in the top right-hemd cormer. New pages which may be
inserted later will, if necessary, be mumbered (e.g.) 35(2), 35(k) ete,

(b) EBach page bears the 'date of this edition (71st June, 1951) in
the bottem left-hand corner. Amended and new pages which may be issued later . °
will bear the new date of issne. It is suggested that future ga;qcelle& pages
should be placed behind the Register of Amendments for reference es. -

4
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. ,}:i. «'%E:e L“"&;"J ] e )
' ) OGA
* EO 1.4.(d)
AMENDMENT NO, 9

‘ APPENDICES TO 'THE U. S.-BRITISH

: COWUNICATI@NS INTELLIGENCE

- [THERD EDE: :ION]

¢ s

Please add as footnote to)péragpaph'@é of Introduction

v oot 23

- b

o Ori 4.2th February 4954, U. S C.I1.B., was 1nformed
' , that L.S8.IL.B. ratified the recommendatlons of - ’
_ the 4950 conference, subject to the. omissicn of
. the word "direct" 7y papagraph 4(d) of Arnexure
R l . H{ .of Appendix H, ' '

-—

: . _ ~ On 16th July, L. $.1.B. was informed that U.S.C,I,B.
approved the recommendations, concurring with the
L. S I.B. amendment

HCokN g - So -

Y
27th July, 195, SUED & [-1-S1 -
1-1-S2

2N For Freedom of Information questions in GCHQ
Contact the CK Information Legislation Team

B infoleg@gcha B x30306
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- ATPENDIX 4 - sheet 1

LIFENDTX 4

CHLINEL: 4 unit or syd-divisiom of a cirewit will be
kzrwwn as a c,bann ;

.CIR_CQ-;T: & t-elELmLmica.t;ons systen between two points will
be known 28 a circuit,

COMTNT AGENGY (4BENGIES) or LGENCY (LGENCIES) where used

in this document will be undeFstood to mean an authorised
goverriient agency engaged direckly and exclusively in

the collection and processing of foreign communications
for intelligence purposes,

INT TTRM: Any dtem of Speclal Indelligence or of

Trarfic. Intelligence wich is distributed or released
by a CQMINT agency will be knuwh as a GOMHIT Iten.

CGRINTSUM: A summary or cormentary produced by a Comint
A{_;cncy‘ 'based on related CQ{INT items, which may interpret
those items in the light en one another or of information
from other sources,; will be known as g COMINTSUM.

COMMENT: Information appended to COMINT items either
in emendation or elueidation, or in expansion of the
infornation ccnteined therein, will be known as & compment.

LECRY¥Tt A foreign comrmnicaticn which has passed threugh
the stages of cryptanalysis and deeryption and is in

its original lamgunge prior to translation will be

known as a_deerypt.

DIGRAEH: AL two character grovp will be known as g &

EXTRICT: A translation in part only of a decrypt or
plain text will be kncwn as an_extract,

GIST: 4 statenent of the essential substance of a
decrypt or plain text or an abridpged version of a
translated text or extract will be known a8 & gist.

HEAUING: Cermunieation instructions for the delivery of
a foreign communication, such as call-signs, serial
nuribers, external addresses, delivery instructions,
indlcations of priority, group counts, date/time of
crigin, ebcetera, will be known as & head:.gg

LL;_N_‘GUAGE E'UIVALENT: . word or phrase and its propcsed
or agreed repdering in English as found in a Supplemental
Glcsspry will be known as g lénguage Equ:i.valent.
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ELA;N TEXT: An unencrypted foreign communication will
be known as a plain text,

PG?ITIOH: T?e tetal assemblage of equipment used as a
unit for an interception or transcription purpose will
be known as a position,

SCLNNING: The process of examining decrypts or plain

texts tc determine if they shall be issued and, if so,
in whet form and with what priority, will be known as
scanning. :

SUEFLEMENTLL GLOSSARY: 4 list prepared by a COMINT
agency containing the proposed or agreed renderings in
Enzlish of words or phrases which, though a@pearing in
Stendard Dictionaries, have additional meanings not
#iven in those dictionaries, and of words or phrases

of which the meanings are not tc be found in a Standard
Dictionary, will be known as a Supplenmental Glossary,

TRANSLLTED TEXT: 4 translation of a decrypt or plain
text will be known as a translated text,

TRANSLATCR'S NCTE: 4 remark or remarks added to a
translated text, extract or gist by the translator, in
expansion, clarification or ann¢tation of his rendering
of the text, will be known as a translator's ncte.

(It differs from a "Comment" in that it should not bear
upon the Intelligence implications of the text).

-1 -
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1, These principles #hall be the basis of all regulatlons

f'or the security and dissemination of Commmnication Imtelligence

issued by or unger the authority of ¥.5.6.I.B. or L.S.I.B.
and other appropriate officigls of the Governments of the two
parties. The scope and phrasing of such regmlations may vary in

accordance with the requirements of the Parties, Agencies,

Departments and Ministries to whom they are designed to apply,
but 211 shall be in accord with these basie principles in every
respect, To ensure uniform interpretation of what constitutes
such accord, each party shall foiward all such wegulations to the
other for information,

2. It is recognised that, while the follewing primeiples are
in general of wriversal appllcaﬁlon, certain of ¥hose primarily
applicable to peacetime mist be modified in time of war or emergency,
to emsure that the maximum operational benefit consistent with
security is derived friom the seurce, Provision is made hereunder
for the necessary modifications. TIn time of war or emergency, or
exceptionally as agreed by U,8.C.I,B. and L.8.I1.B., Emergency
Regulations embodying the emergency principles contained herein
shall be brought into forece by the respective parties,

DEFINITIONS AND CATBGORTES (Purther details in Annesuire B1)

3. Communicatign Intelligence (COMINT) is the name given to
products derived from the work of agencies, the operations of which
are co-ordinated by U.8.C.I.B, and L,S,I.B. and which study radio
transmissiens and other cemmunleatlons not originated by United
States ‘or British authorities, The terms Communicetion Intelligence
(COMINT) and Signal Intelllgence (STGINT) are synomymous,
Communication Intelligence is divided into two categories, as
follows: -

(a) Special Intelligence,
(b) ‘Iraffioc Intelligence,

b, Special Intelligence is

(2) that Commmication Intelligence which results frem:-

(1) the decryptien of texts in whole or in party
(except as provided in para. 5(b) below);
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(iv) the interception of oertain types of transmission
as may be specified by ¥.S.C.I1.B, ard L,S.I,B.}

(v) pleir texts as provided in paragraph 6 below:
{b) that Traffic Intelligence which:-

(i) 1indicates success in the production of Special
Intelligence as defined in paragraph 4(a) above;

(i1) 1is, in the case of individuel items, specificelly
upgraded to Special Intelligence by either party if
it is considered that its content is such as to
werrant thig aetion,

- Traffic Intelligence shall be designated by a separate codeword

Be Traffic Intelligence is that Communication Intelligence which
results from;- .

(a) the study of procedure signals, callsigns,message headings,
D/F bearings and other externals of commmnications (except
as provided in paragraph 4(a)(1ii) above);

(b) the decryption of the whole or parts of commamications
in codes or cyphers of such low security grading that
they are specifically classed as Traffic Intelligence
by U.S.C,I.B. end L,S5.I.B.; or :

agreed on from tilte to time by U.S,C.I,B, and L,S8,I1.B,

6. Communication Intelligence derived from plain texts
(including R/T) may be classed by U.S.C.I.B. and L.S,I.B,.as either
Speciel Intelligence or Treffic Intelligence according to the

needs of either and preferably after agreement between them, cxcept
that, in time of emergency, plain texts derived from tactical

Armed Porces circuits shall be treated as Traffic Intelligence,

- 43 -
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7. In time of war or emePgency, or exceptlonally as. agreed
by U.S.C.I.B. and E.S.I.B., thé Traffic Intelligence category as
defined im paragraph 5 above shall be extended to include the
products of certain field and medium-grade cyphers which shall

be dewngraded from Special Intelligencer and, if required,

Traffic Tntelligehce may then be subdivided 1nto separate categories
in order to permit tactical Commimication Intelligence (the
compromise of which would not endanger the more important sources)
to be disseminated to special agencies and lower echelons of the
Armed Forces. In order to prepare for this contingency, mutually
ggreed lists shall be prepared and mzintained in current status

by U,S.C.I,B, and L.3,.I,B, to indicate which field and medium-

grade cyphers fall within the provisions of this paragraph, In the
event that it is found necessary to subdivide Traffic Intelligence
as contemplated above, it may be necessery to institute an
additional Traffic Intelligence codeword to permit differentiation
in the dissemination of the products of medium-and low-grade cyphers,

8. The value of Communicatiom Thtelligenece in war and in peace
cannot be over-estimated: conservation of the seurce is of supreme
importance, It is essential, therefore, that the dissemination
acecorded to all related or resultant information be strictly controlled
and limited, The physical security of releted documents is not

alone sufficient; 4%t is essential that all reference to its existence
either direct or indirect be avoided exgept among those whom the
knowledge is necessary for the proper performance of their duties,

The time limit for the safe=guarding of Communic¢ation Intelllgence
never expires.

9. Every effort shall be made to ensure that, unless special
authority is given:~-

(a) in time of peace, no person who is a current recipient
of Special or Traffic Intelligenee or who is engaged
in its production shall be agsigned to or be engaged
in activities which might reasonably be expected to
place him in a position where he might be forced
to submit to questioning by a third party;

(b) ‘in time of war or in a state of emergency, no person
- who 1s a current recipient of Special Intelligence or
. who is engaged in its production shall be committed
to a hazardous undertaking which might subject him
to capture by the enemy or a third party,

It is considered, on the basis of present communications
techniques, that a person who has cezsed to be a recipient or
producer of Gommunication Intelligence should not be so assigned
or committed before the lapse of = period of one year in the case
of Special Intelligence, or of three monthis in the case of
Traffic Intelligence,
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10, It is of the utmost 1mportance that complete and absolute
silence en all Communication Intelligence matbers be maintained by
those who have ever been connected with the Communicatiom Intelligemee
organisation, and By all individual recipients of Communication
Intelligence, whether past or present, unless they are freed from

this obligetion by unmistakeable and categorical order of praper
authority as shall be designeted by the respective parties, If at any.
time indiscreet matter referring to Communication Intelligence is
broadecast or published, even by prominent people, this does not

free those other persons who are, or have ever been producers

or recipients of commmnication Intelligence from maintaining

absolute silence, and special precautions may have to be taken,

11, In time of war, the full value of Communication Intelligence
cannot be realised unless operational use is mede of it, However,
before the decision is made to take action based on Communication
Intelligence, studied effort shall be made %o ensure that such

action cannot be attributed to this source alone, In every case,

unless completely impracticable, actien ageinst a specific target

revealed by Communication Intelligence shall be preceded by approp-
riate reconnaisgance or other suitable cover to which the ememy

cen reasonably be expected to attribute the action, Any action
taken in the absence of such safeguards must be comnsidered in the
light of the possibility of cempromising the source, The extent

of military adventage to be gained must be weighed carefully
against the risk of losing the particular source and related
Communication Intelligence sources and against the effect of Buch a
loss on other Commands and on future operatioms, Only after it has
been decided that the overall military advantage to be gained
clearly outweighs the irretrievable loss which would probably result
from a compromise of the source should action be taken in the
absence of suitable cover,

12, When action as contemplated in para, 11 abowve is finally
ordered, particular care shall be taken on all oceasions to ensure
that personnel who may become engaged with the enemy in the course
of such action are given only the minimum information, with no
unnecessary detail,

13, In time of peace the primciple that the conservation of
Communication Intelligence sources is a parameunt consideration
affecting any action tzken in the light of Communication Intelligence
shall be rigidly upheld., '

14, The principle of disseminstion is based on "the need to
know", Each item of Communication Intelligence shall therefore be
made known only to those individuals who require it in the performance
of their duties and who have been appropriately indoctrinated.

Every effort shall be made to restrict the number of indoctrinsted
persons to an absolute minimum,

- 15 =
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15, Any Intelligence inocluding in whole ‘or in part items which
can be traeed solely to Communication Intelligence sources is to be
handled in accordance with these regulatiens, If, however, it should

16, No national of one party shall be permitted access to
the other party's Comint agencies or to the produects, or knowledgs
of the existence thereof, unless he be approved by his parent
agency or Board and be properly indoctrinated,

17. It is recognised that both parties will produce Special
Tntelligence which by virtue of its source or comtent will require
exceptional safeguards and which should therefore be limited strictly
in dissemination, Such special Intelligence will fall into two
categories:

(a) Individual items which must be restricted in disseminatiom
to the highest level only. The procedure in such cases
will be as presoribed in para, 22 below,

(b) Particuler classes of Comint which it is necessary to
restrict to limited categories of personnel, Such a class
may, with the consent of U,S5.C.I.B., or L.S.I.B. as .
appropriate, be indicated by an agresd subsidiary codeword,:

It is for the originating party to request that the other party should
afford similarly restricted distribution to such individual items or
classes of Commmication Intelligence,

18. Except in categories and individual cases agreed upon from
time to time by U.S.C.I.B, and L.S.I,B., personnel to be indoctrinated
as recipients of Communication Intelligence or assigned to Communigation
Intelligence duties shall be the subject of special security enquiries.
However, in time of war or emergency, exceptional occasions may arise
when it is considered essential for an individual to take up his duties
before the special security enquiries can be completed., In such cases,
the person concerned may be suitebly indoctrinated on the authority

of such senior officcrs or officials as are designated by the respect}ve
parties, In all wsuch cases, steps shall be taken to ensure that special
security enquiries are completed as soon as possible after indeotrination.

9 U,8.0,I,B, and L,S,I.B, shall maintain complete lists of

persons currently indoctrinated for Special Intelligence under their
respective Governments,

18t Jume, 1951.
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20, U.8.C.I,B, and L,S.I.B, shall keep each other fully informed of
the ueparm:ants, M:m:.stnes, Lxencies, (ffices, Headquarters and Ccrmands

. receiving Special Tntelligence and of the epproximate number of indoe-
trlnated persons in each,

21. . Commanication Intelligence shall never under any circumstances
or in any Fform be disseminated to eny Ministry, Department, Agency,
Orgarilsatl@n, Office, or individuel from which or from whom it might
reasonably be expected to find i%s way, offiedially or exbra~offioially,
into the pessession of any persen or group who could use it for
commercial competitiion or commercial gain or sdvantage.

OLASSTFICATIONS AND PROCEDURES

22, Special Intelljgence. Spécial Intellipence is classified
TOP SECRET. The words TCOP-SECRET and. the eppropriate codeword shall
appear on every. sheet of paper which coentains, or discloses the
existence of, this class of Commmnication Inﬁfe-llig,emce. This ruie
applies to meps and charts en whith are plotted date and information

derived from Special Intelligence, |

In

order to indicate that the specially limited dissemination referred
to in para, 17(a) sbeove has been applied, either party will prefix
the Special Intelligence codeword with the word "Special",

RS 1 e 5 e o 23, Traffic Intelligence, Traffic Intelligence is classified
EO™.4. (¢ SECRET, " The word SECRET- and |
EO l.zt.(_d]

2. Codewords, The Special Intelligence and Traffic Intelligence

O

codewords used as such beer the TOP SECRET and SECRET classification
respectively, These codewords and their implications shall not be
made mown to non-indoctrinated persons, nor shell these codewords
be used in their codeword sense in the presence of non-indoetrinated
persons,. _
25, Technical Matter, Technical matter appertaining to the pro-
duction of Special Intelligence is normally classified TOP SECRET and
designated by the appropriate codeword, Technical matter appertaining
to the production of Traffic Intelligence is normally classified
SECRET and designated by the Traffic Intelligence codeword, The
appropriate classification and codeword shall appear on every sheet

- 17 =
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26, Raw Treffic. Raw traffie (i.e, intercepted traffic showing
no evidence of processing for Commnication Intelligenee purpeses) is
normelly ¢lagsified CONFIDENTIAL, exeept where a higher classification
is mtually agreed upon. The inclusion of a case mumber in an item of
raw traffic shall not be seecmed to shéw evidence of processing for
Communication Intelligence purposes,

27, Technical Sueczss, Communications among cognizant officials

of the British end U.S, Governments which reveal actual success, progress
or proecesses in the production of Special Intelligence or Trafflc Intell-
igence in specific instances or fields shall bear the appropriate code-
word designations even though they dc not themselves reveal Commnication
Inteliigence 2s such,

28, Docutents, Except as implieitly involved in the operation of
paragraphs 15 above and 29 a) below, documents containing Communication
Intelligence amd technical matter shall memain exclusively in the custody
of persons whe have been appropriately indoctrinated, secure

from examination by non-indoctrinated persons.

29, Special Intelligence amd TGP SECRET technical matter shall
not be trensmitted in plain lamguage (unéncrypted) excépt as follows:-

(2) sealed, be safe-hand channels over routes specifically
approved by U.8.C.1I.B; or L,S,I.B, Such approval will be
the exception where such routes involve eir or land
transport over the territory of a third party;

(b) viea completely protected local cemmunication systems
exclusively internal teo Agencies cr Offices producing
or utilising Communication Tntelligence of.the appropriate
categories;

(¢) via completely protected external lendlines only as
specificelly epproved by U.S.C.I,B. or L.,S.I,B, in each
instance,

30. Traffic Intelligence and SECRET tecknical matter shall not
be transmitted in plain language (unencrypted) exeept as follows:-

(a) as provided in paragraph 29 above;

(b) by protected postal channels over routes approved by
U,.8.0.1.B, or L.5.1.B.

31, Rew Traffic classified CONWIDENTIAL and CONFIDENT IAL
technical matter shall not be transmitted unencrypted except as
follows; -

() as provided in peragraphs 29 and 30 above;

(b) via external landlines only as specifically approved
by U.8.C.I.B. or L,S,I.B, in each instance;
- 18 -
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(c¢) in the case of raw traffic classified CONFIDENTIAL
 only, the restrictions on the conveyenee of CONFIDENTTAL

material over the terriitcry of a third party may be
" Yelaxed at the discretion of U,S.C.I.B. or L.S.I.B.
to permit such transport by air or land, Suech
relaxation will be the exception in the case of raw
traffic originated by nationals of the third party in
question.

32, Except in circumstances eontemplated in paragreph 15 abowve:-—

(a) Special Intelligence and TOP SECRET technical matter
transmitted in enerypted form shall be encrypted in
special cryptegrephic channels or cyphers expressly
provided for these subjects.

(b) Treffic Intelligence and SECRET techmical matter
transmitted in eherypted form shall be encrypted in
speéial cryptographic channels or cyphers expressly
provided for these subjects, those listed in para.
32(a) above, or in the highest grade cypher awvailable,

“(¢) However; in-the case-of pr similarly secure
cyphers, the transmission of Commumnmieation Intelligence,
TOP SECRE™ end SECRET technicel matters and raw traffic
over the same channel is authorised, provided that
.such channels are reserved for these subjects
exclusively,

EXCEPT TONS

L2 R The guiding principle of tks expression "the need to know"
shall be rigidly upheld in all cireumsbtances, However, certain
limited exceptions from other provisioms of these principles

shall be recognised:

(a) With the gpprovel of U,$.C.I.B. or £,S.I.B., @issemination
need not be confined te indoctrinated persens, and the
applicable codeword need not be employed in conneetion
with the exchange,use and dissemination contemplated
in the following instances.-

(1) Certein D/F fixes and bearings graded CONFIDENTIAL.

[which must be graded at

least CONFIDENTTAL,

(b>‘ An Agency eéngaged in the production of Communication
Intelligence, may, without encrypting the appropriate
codeword in the encrypted text, transmit TOP SECRET
and SECRET technical matter over cryptographic channels
or cyphers expressly ar? e¢xclusively provided for such
technical matters, :

15%.Jﬂhe,
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(e) fn Lgeney engaged in the produedion of Cemmumication
Intelligence mey, at the discretion of the Senior
Officer concerned, after full consideration of the
risks involved ko the source, omis the classifieation
and the appropriate codewords from its worksheets
and similar documents wsed within the -Agency or
within intereept of D/F stetions in techmical
operations, The clagsification may be omitted
from raw traffiec passed beiween Agencies or from
intercept and D/F stations to Agemcies,

(a)

OGA
FO 14.(c)
£0 1.4.(d)
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(1) Hemdling of Commmnicatien Intelligence disseminated
to intercept stations.. (Referemce psragraph 4(a) (iii)
) and paragraph 5), .

(11) Classification ef plain texts. (Reference paragraph 6).

(1ii)  Indication in| |of those field
and medium grade eyphers to be a.owngraded from
Specidl to Troffic Intelligenee im time of war or
. emergency. (Reference paragraph 7).

EO 1L.4. {c)
EO l.4-(d)
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(1) HANBLING OF COMMUNICATION mmmz,cm\rtm
DISTED TO INTERCEPT § .

1. Intercept stations require detailed techmical and T/A
information, reiatlng to the metheds of operation of the circuits
allotted to them, in order to be able to recognise and esrry out
their ta.sks efficiently,

2. It is agreed that nome of the cellsign and procedure
sy&tems, DBBage headings ete,, at present known ia of swfficiemt
complexity to justify the upgrading of infermation resulting

from its solution te the Special In‘t:alligenoe category a3 provided
under paregraph 4{e) (iii) of Appendix B, Such information is
therefore olassed as Traffio Intelligence and is sibject to the
pProevisions of paragraph 5 of Appendix B.

3¢ All such items of Traffic Intelligemce disseminated to
Intercept stations will bear the appropriate codeword and will be
passed, in this ferm, only to individuals appropriately indoctrinated.

4. Within the stations, however, smch items may be further
diseminated, with the codeword omitted, to imtercept personmel not

so irndoctrinated. This is subject to the ‘understanding that the
provisions of paragreph 18 of Append@ix B regerding speciel security
enquiries apply edually %o imtercept operstors &s te other members

of the Communication Intelligefice femily, and that 81l unindoctrinated
operators shall be suitably briefed as to the security aspect of

their work.

" 5. ’ All other Communiecation Intelllgenco items disseminnted to
Intercept stations shall bear the apprepriate classification and
codeword and shall be hendled in the mAnner prescribed for normal
Intelligence recipients,

(ii) CLASSIFICATION OF FLAIN TEXT

6. With reference to paragraph 6 of Appendix B to the U.S. =~
British Communication Intelligence Agreement as revised at the

1948 Technical Conference it is mutually ogreed that the present
peacetime practice with regard to the grading of plainm text,
including R/T, in dissemination to Intelligence recipients is as
follows:

(a) a1 | are treated as
Special Intelligence by both parties.

(b) all other plain texts are normally treated as Traffic
Intelligence by L.S.I.B. and as Special Intelligence
by U.S.C.I.B.. On exchamge, it is open to either
paerty to alter the grading to conform with its owm

practice,

- 90 -
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7. With ref‘e‘re,n"ce. t6 paragraph 7 of Appendix B, it is
agreed Bo include in the | ¥ the two
parties an indication of Those fleld and medium grade eyphers
the produets of whloh ‘should, in time of war or emergency, or
exceptionally as ﬁraed by U.8.C.I,B. and L.3,T.B., bé down-
graded from Speca to Traffie Intelligence in erder to permit
the dissemination of tactical Comint (the.oompremise ef which
would not endanger the more important s«our@es to apecial
agencies and Llower coholons of the Armed Ferees.

EO 1.4.(c)
EO 1.4.(d)
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CO-ORDINATION OF TRAFFIC ANALYST

(For details see Annmexure D).

te It will be the joint objective of the parties to ensure
that the required field of traffic analysis problems is covered as
thoroughly as possible but general rules cannot be laid down for
the division of T/4 respomsibility betweem the two parties.

2. With this objective in view, unproductive duplication
of detailéd work will be eliminated and it is recognised that the
best method of furthering this proecess of elimination is %o
oxchange inflormation wherever possible in the form of partly or
fully processed material. ,

3. ; Published reports on Traffic snalysis will always be
made available to the other party.

L. * Where the exchange of published reports is inadequate the

requ” ements for a more detailed exchanpge will be stated. These
requ. .ements will be satisfied as far as pessible from the material
being currently produced - e.g. work sheets, log digests, daily
diagrams and other predigested material - but both parties will
endeavour to meet any additional requirements by modifying the form
or content of these partly-processed reports.

5 Where in any speeific case the exchange of material. provi-

ded for in paras. 3 and 4 ebove is inadequate either party mey

request copies of the unprocessed logs er chatter sheets, Such reguests
will be satisfied within the limits of the resources awvailable,

6. The method of exchange in all cases will be by radio or
by bag according to the nature and urgency of the materisl,

e - In order to facilitate the exchange of material a degree
of standardisatien will be aimed at in the use of names or
abbreviations to describe T/i features, €. 8. , transmission-systems,
call-sign systems, procedure codes, traffic types etc.

8. The methods used to indicate validity should be extended
from their present limited application to all suitable TZA matérial,
so that the weight of evidence attached to the component elements of
any T?/4L conclusion may be assessed on o common basis.

CO-ORDINATION OF INITERCEET CONTROL

9. The objective of both parties will be to ensurc that the
total intercept resources available arc used so as to give as

efficient cover as is possible to the whole field of intercept t&skg )
required by them both, There will be co-ordination between ?he parties
to eliminate any avoidable duplication by comntinuous suggestion as to
changes and by mutual agreement. -Some duplication of cover may

remain necessary to secure complete and accurate intereeption, or

for training purposes, or where the arrangement for.the exchange

of T/A information and raw material cemnot meet both parties’
requirements. :

1st Jure, 1951
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10, The basis for the continuous co-ordination involved will
be an exchange of reports comsisting of :-

(1) reports on intercept results as reguested by
either party.

{i1) 1lists of tasks allotted to stetions (on & monthly
or weekly basis as is required).

(iii) dinformation on major changes in the cover situation
: (exchanged by signal).

CO-ORDINATION OF EFFORT ON D/F

11 In general the division of work mmsf fall natup&lly
aceording te the loecations of D/F and intercept stations, and the .
intercept tasks end search programmes undertaken by eaeh party.

12, Colleboration between the parties in the fleld of D/F
shell be in the form of:- ;

(i) requests from any agency direct to any other for
bearlngs and fixes on speclflcd targets and

(i1) the cxchange of results.

13. Collsboration in the f;@,@ld:werk will automatic-
ally ocour in the normel exchange of Traffic snalysis.

OGA
EO 1.4(c)

20 1. 4. (e) EO 1.4 (d)

B0 2.4, (d)
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CO~ORVINALTION OF, (ND EXCH&NGE OF INFORMATTON
ON CRYFTANALYSTS AND. ASSOCTATER TECHNIGUES

(for details see Annexure El)

ATLOCATION OF TASKS

1. Allocation of major tasks, conferring a
one-sided respensibility, is undesirable and impracticable,
ks a pain principle, however, in order that the

widest possible cover of foreign oypher coammnications
be achieved, the two parties shall exchange propogals
for the elirrination of Auplication in ¢ases where
certain portions of a task or related tasks are not
being worked, In additicn collaboration between the
parties will take the fom of suggestion and mutual
arrangement as to the undertaking of new tasks and
changes in status of old tasks,
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"CO-ORDINATION IN TRANSLATION

1e Decrypts of foreign communications will net be exchanged
between the two parties, except as provided in paragraph 6 of Appendis
E or as may be arranged for cryptanalytic or other technical reasons,
but any decrypt or series of decrypts will be mede available on
specific request by one party to the other, if not prohibitively
inconvenient.

24 Scanning, translating and exchanging material in the
field is covered in Appendix K. In other fields, :

the &Lgencies will probebly be unable to translate all decrypts, plain
texts or R/T intercepts in full or even in exiract, each will carry
out a process of scanning such as to meet its own requirements. The
liaison officers will therefore be free to scan this material to
ensurc that any particular interests of their own party are being
served,

3 . Translation will be assumed to be in full unless labelled
"gigt" or "extraot".

L, If either party considers that decrypts or plain texts serw
its intelligence needs without translation, such deerypts or plain

‘texts will be regarded by the other as if they wore translated texts

ané their exchange between the ligencies will be precisely the some as
that of translated texts and extracts (see paragraph € below), I%t is
the intention of each party to limit such gcases to the minimum.

5 .Comments will be clearly distinguishable as such and will
be prefaced by the word “"comment.

6o Unless excepted in Appendix K, all translated texts, extrac
gists (unless excepted by paragraph 7 below), items of Traffic Intell
gence, and commengs appended thereto, will be exchanged continuously,
curréntly and without request unless otherwise arranged in speeifio
instances. Such exchange, complete or partial, will be effected by
radio when specifically requested by the parties and in additien &
complete exchange will be effected with the least possible delay
through the regular liaison channels,

7. Gists which are made by an agency for its own use but not
issued will not be exchanged but will be at the disposal of the
liaison officers who may ask for such decrypts or plain texts as may
be reguired. :

8. 411 Comintsums will be exchanged whenswer they are issued
and without request.

-7 -
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9. L3IC will be the channel #through which all Communication
Intelligence items produced by the other British Commonwsalth
Agencies (except Ottawa) will be forwarded to the U.S., Agencies and
through which the same materials produced by the U.S, Agencies will
be Porwarded, whenever appropriate, to other British Commonwealth
recipients (except Canadian).

10, The U.S. Agencies will be the channel through which all
Communication Intelligence items produced by British Commonwealth
Agencies will be forwarded, whenever appropriate, to U,S. recipients.

DIVISION OF LABOUR IN TRANSLATION

1. Each Agenoy will undertake such scennming and tramslation
tasks as are suited to its own requirements and those of its
recipients. Any exception will be by prior agreement. .

12, The continuous exchange of tramslated materiel will allow
either party to eliminate unwanted duplication in translation.

STANDARDISATION OF TRANSLATION FCRM

1 3 To avoid ambiguity and to promote ease of reading, referenst
and recording, it will be the aim of the U,S. and British Agencies

to adopt a standerd style and layout for headings, translated texts,
gists, extracts, comments and translators' notes.

ST/NDLRDISATION OF TRANSLATION CONTENT

14 Each Agency will furnish to the other, continuously,
currently and without request, copies of all Supplemental Glossaries
and other comyilations which it prepares as a result of and for usc i
its tranglation processes. The materials thus exchanged will be

the basis for continuous discussion between the Agenoies with a view
to increasing standardisation.

15, In order to develop a common standerd of validity-grading
in language equivalents, each igency will inform the other of the
significance of such gradings as it currently uses in its Supple-
mental Glossaries.
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LD M TERTLT, AND COMINT

EXCRENGE OF
MATERTAL

RN

14 Paragraph 2 of the British - U.S. Commmnication
Intelligence Agreement specifies that the Agreement governs the
relations of the contracting parties "in Commnication Intelligence
matters only", ' ‘

2e . In that paragraph it is agreed that the exchenge of
such collateral material as is applicable for technicel purpeses.

. and is not prejudiclal to national interests will; however, be
effceted between the Comint Agencies in both countries,

o In accordance =ith that paragraph, collateral material

is defined as that material from any source other than Comint

which, though of assistance to the Comint Agencies (i.e. "applicable
for %echnical purpeses"), is not directly a Communicstion ,
Intelligence natter. \

. 5 Products of arrangements with Third Party .'{ﬁernments
or Comint authorities negotiating on sn official bas:Ls are
excluded from the provisions of peragraph L aboves (See Lppendix P)

6. Information concerning Comint wmethods and techniques,
vhich are developed by the Comint Lgencies under U.S. or British
patent, is not collateral material, and 1ts exchange is

governed by varagraph 4 of the Lgreementy

EO 1.4.(c)
EO 1.4.(d)
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(For deteils See Ammesure Hi)
1e TELEG (o) RE_{H

Exclugive and readily eamma.hle tele~

" communications between Agencies, and between Agenvies

and their outlying stations, wiil be maintaimed in
order to make possible the repid flow of all types

of raw traffic from the peoints of intereceptioh to the
severnl Agencies; the rapid exchange of all types

of raw traffic, teohnical matfer and Communication
Intelligence between the Lgenciesy and the éfficient
eontrol of intercegption coverape. In sddition lateral
coomunications betwecn stations of ome party amd
Agencies or stations of the other may be previded for
the same purposes as necessary and wutually agreed.

2. IO.N CF

The terminals of circuits or chapnels intended
exclusively to carry Comint traffic between the Dritish
Ccomonwealth and the United States will be installed,
naintained and operated as arrangsd hy the appropriate
Cenint Autherities of the countries ¢omcerned ensl,
although normally such terminald will be installed,
paintained and operanted by the appropriate V.S. or
Tritish Cammonwealth suthority on whose territory the
terninals are situated, this will not be obligatory.

3. PROVISION OF JUTEMENT

The provision of equipment of all types will
be by mutual assistenece where necegsary emd practicable
and as agreed in each specific case,

b CRYFTOGRAVHIC ATDS

(a) Common cryptographic aids will be used
for cambined Comint caummmications,
The matter of cryptographie aids will
be kept continucusly under review with
the object of maintaining and increasing
security and of faciliteting communications.
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() In order tc reduce the mumber of persennel
required for communication and erypto-
graphic operations amrd thereby to
augrent the forces avallable for direet
intercept cperations, and also to
improve sSpeed and accuracy, the ultimate
goal should be the transmission of 21l
Caxint mateidad in ohwline exypto=
systens, Every effort should be made
townrds this end, consistent with the
policies of the services of Koth
countries,

5¢  Lug& ROUTES
Tag routes will be kept under review with

the object of teking full advantage of sea and air
se¥vices,

All agencies wil) be equipped to Bamdle
cicrofilm so that it may be awvailable foxr use when
1t is not practicable to send the orizinel material,

s COMMUNICATIONS LIALSON

A representative of the Director, GCH(,
and a representative of the USCID Ce-ordiziator will be
glven the specific duty of keéping under review
Corint comnmunications problems and of raising and
advising on such problens as they ocour.
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LIAISON AND
METHODS OF EXCEANGE

LIATSON PRRSONNEL

1. Each party shall maintain, in the country of the other; a
genior liaison offiicer aceredited to the other. Such officers shall
be responsible each in the country to which he is acecredited for all
liaison matters.

2, Upon agreement between USCIB and LSIB, additional liaison
personnel may be accredited, and working groups mey be assigned, to
agencies of either party by the other. AIl such additional liaison
personnel shall be under the comtrol and direction of the senior
liaisen officer.

3. Suitable office faecilities will be made awveilable as
neccssary by the party to whom the liaison officers are aceredited.

Lo Liaison officers of one party shall normally have unre-
stricted access to those parts of the other's agencies which are
engaged directly in the production of Comint, except such parts
thereof which contain unexchangeable ir.formation. The points of
contact of liaison officers within agencies for requests and
inquiries shall be as determined, established and delimited by tihe
party %o which they are accredited.

5. In addition to the above regularly assigned personnel,
visits by selected personnel for shor* periods of time to deal with
special problems will be encouraged.

METHODS OF EXCHANGE

6o Requests by one party for information or material shall be
made by that party via its senior liaison officer who shall aet
through prescribed liaison channels. The senior liaison officer of
the requesting party shall forward whatever information or material
is made available to him, normally by means of facilities under the
control of his own country., Normally the senior liaison officer of
the providing party shall be kept informed.

7o When the request by one party is for informestion or meterial
Yo be supplied as a matter of routine procedure,. the supply, after

the initial request, may be direct between the parties by means of
facilities aveilable to the senior liaison officer of the requesiing
party, The senior liaison offiicers of both parties shall be kept fully
informed of all such routine exchanges and shall be given access to

the information or material as may be agreed locally,
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84 Exceptionally, tecfre\!’u:i,aal'e‘:xchangea between the parties

may be effected directly over "on demand" gquick exchange communication
channels jointly and exolusively maintaimed for ‘that puypose. But

the use of these direct channels will be kept to the minimem and in
each ease the senior liaison officers of the two parties will be

kept informed.

P No provision of paragraphs 6 anmd 7 ebowve shall be construed
as preventing either party from accommodatipg the other hy transporting
or communicating meterial for the other party,

10. Bach party shall normally assist the other's senior liaison
officer by meking available to him fasilitles for peckaging and
preparing material for transportation. Each party.shall, to the
extent of facilities operated by or available to it, assist the
other's senior liaison officer with safe-hand and other tremnsportatien
within its own country. '
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Conseduent on meetings held in December 1947 betweern USCIB
and the Director L8IC representing the London Sigmal Intelligence Board,
the following interpretations %o certain paragraphs of the Br:r_tlsh- -
U.S. Comtumication Tntelligence jgreement, dated March, 1946 end of the
Appendices thereto are hereby agreed to by USCIB and I8¥B and mll
become Appendix J to the aforementioned Lgreement.

Te It is understoopd that the ESTIB will not initiate or pursue
any oontact with eny nation of the British Camonwealth on Comint
matters other than with the Dominions of Canada, sustralia end New
Zealand {with each of which agreements already exist) without first
obtaining the views of USCIB. (It is noted that at the vpresent time
1SIB does not envisage any collaboration with Cotmonwealth Nations
other than the aboveg_

2, It is noted that the Melbeurne Sigint Centre (MSIC) is,

in oontrast to the Communicaticns Branch at Ottawn, not a purely
nptional Centre. It is and will oont:;;ma to be a joinb W.K: -
Lustralian - New Zealand organisetion, msmned by an integrated staff,

3. It is noted that a pre-requisite for collaboration by

Canada, Australia and New Zealand with U.K. wes en unequivocal acceptance
of the provisions of the "Explanatory Instructions and Regulations
concerning the Handling of Signal Intelligence (IRSIG)" which has already
been glven by the Conmint Govaming Bodies of the Nablons ¢ rcerned and
that contimued oollaborat:.on is dependent upon their adherensce to these
regulations.

L. It is the intemntiom of LSTB to obtain from the Sigint
authorities of the oollaborating Dominions formal assurange that they
will abide by the terms of paragraphs 5, 8 and 9 of the BritisH - T,SB.
Commnication Intelligence hgreement and of paragraph 5 of Appendix E
of that agreement. Such assurance will be tranamitted to USCIB from
LSIB*.

5e ISIB will notifly USCIB of the present assigrment of
oryptanalytic tasks for MSIC and will netify USCIB in advance before
anthorising any new or altered oryptanalytioc tasks for that Centre.

* Chairmen ISTB transmitted this assurance to Ch&irman
USCIB in SB/LO9 of 17th February 1948. :
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'No-?c ,pays.s to eny of the collaboreting Dominioms® Agencies
COMINT items originated by agencies of the other party
w:.thout the comsent of that party, except as laid down
in paregraphs 7(c) and (@) below or as may be from

time to time mutually agreed.

{b) Pass to the coliaboréting Dominions via the agreed
; . ~channels only guech technical metter and portioms of the
' Status Reports as are deémed by the originating ageney
to be relevant to the agreed tasks upon which each
Dominion is engaged.
‘ 7o USCIB takeés note that, as regards LSIB's policy towards the
integrated Centre at Melbourne, LSIB intends in future:
(a) To give every encouragenent. and assistance to pursue
! as the main eryptanalytic task of the Centre
togethe_r with minor tasks of locel interest.
(b) To employ Melbourne-oontrolled interception stations

(e)

0GA
EO 1.4.(c)
EO 1.4.(d)

()

(seme of which are . K. manned) on tasks to which

they are be - - of their location, ‘which
me\n.tably

To pass o MSTC (in order that MSIC may carry out (a)
ebove), the technical and background matter relevent

t0 these tasks, whether it be obtained from U,S, or
‘British sources, except matter of U,S., origin designated
by U.S. authorities as for U.K. use only.

To pass to MSIC for.its internal use only (and to
enable that Centre to carry out (b) sbove) the
necessary technical matter required for such inter-
ception control, whether obtained from British or
U.S., traffic a.na.ly31s or cryptanalytlc sources,
except matter of U.S. origin designated by U.S.
authorities as for U,K, use only.
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APFRDIX L - sheet 1

Q ' EXCHANGE OF INFORMATION ON INTERCEP] EQETEMENT,
RiCILITIES, rRODUGTION RESE/RCH AND DEVELOW

Ly INT%CEFI‘ EQUIIAENT FACILIEIES AND FRODUCFLON

A canprehensive report (to be Xnmown as the innual
Techfiical Report) comcerminhg

(s) all interception facilities inetelled and
available.for use at intercept and D/F
stations, whethlier or not such facitities are

‘ ' in use,

(b) details of the mumbers, types and descriptions
of intercept equipment under contyract and/or
in production,’ together with probable delivery
dates.

will be exchanged émually. Reports are to show the position
as at 1lst July in each year, and should nomally be exchanged
by 1lst August.

2. Section I of the Report will be arrenged to provide

information to cover the items set out in paragraph 3,

for each Intercept end D/F station. Types, Makes and

numbers (and where appliceble, nornal end paxinun speeds)

of equipments should be included. No attenpt has been nade

to lay down an cxact format for the Report, as such a ferrmt
i might soon becane out of dzte, end might prevent flexibility,

L 3 L. HAND SPRED MORSE EQUIEMENTS

i) Single Positions rg/F;

ii Single Positions (L/F

iii) Single Positions (Lll-weve)

iv) Dopble Fositions (H/F or 4ll-wave)

v) Which of the above (i) to (iv) are capable
of double or triple diversity working

(vi)  Which of the above (i) to (iv) are fitted
with wire, tape or wax recorders

N\ B. HIGH SFEED MORSE EQUISWENTS

i) Single Fositions (H/F)
ii) Single Positions (L/F)
(iii) Single rositions (All-wave)
iv) Doubls Positions (H/F or All-wawve)

v) Which of the above (i) to (iv) are cepeble
of double or trlplo diversity working
. (vi) Types of recording (i.e. undnletor

apparetus fitted
{¥ii) Types of recording bridge fitted, and
whether capeble of accepting frequcncy
shift transmissions
(viii) Any other High Speed equipment

1st June, 1951, ~il9 -
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D.

E.
r,

G

Single Channel Radio Telepwi fer %In‘t;ermtional)
Single Channel Radio Teleprinter (National)
Multi-chennel or Multiplex T/P (International)
3-channel T/P (Netional)

2-channel Baudot

6 and 9-channel Beumdot

(i) %o {vi) ebove rafer to 5 unit systens,
Bguipments fitted for eny other sysztans

(6, 7-unit etc.) '

V.H/F LND U,H/F EQUIRVENTS

FACSIMILE OR rICTURE EQUIMENTS

HELLSCHREIBER EQUIFMENTS

DIRECTION FINDING EQUIRMENTS

Whether fixed or mebile,

TRENSMITTER IDENTIFICATION EQUIEMENTS

FREQUENCY MFLSURTNG EQUIFMENTS

ARRTLTS

. Information to include number, types, whether
used in diversity, frequency to which cut,
directivity, associated amplificetion equipment.

CONTROL EQUIrBENT

Details and use of equipnent fitted for
control of interception within a station.

SPECTLLISTD TESP EQUILKENT
Not to include standsard nmaintenance eguipment
for genersl use.

4UDIO FREQUENCY RECORDING EQUIIMENT

4NY OTHER SFECTLL EQUIEMENT

SHORTCCMINGS EXERTENCED ON OFERATIONAL EQUIPMENT

- 120 -

1lst June, 1951,
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R. SPECLLL WATNTENANCE PROELAMS, IF iNY

Notes:

(1)

(11)

4 Single Fosition nay consist of 2 or more
receivers, used in diversity, or in order to
incresse the frequency range.

A Double VYosition is ome =t which a single
operator can cover two ends of a duplex
circuit, where this is possible.

L, INTERCu‘I‘ PU’Er}LI\IT RESELRCH AND _)EVELOJ.MEI\I‘I'

Lidn 1} ;
Chorgn W Ll

iil Muun;)

(b)

gy W Y
(lonnas 1518 [116]5u =

include dCtullS of all proaects on which
dvvelcpncnt is being conducted together .
with a statement of the object to be attained.

(ii) Research and Development trends. This
to include a statement of all outstanding
problems togethsr with'en indication of
trends in research and development ainmed
at their solution. In the event that
no work is conterplated on certain specific
problems, these problems shOuld,nevbrtheless

be listed amongst those current.

Technicel Notes will be exchanged as and when
necessaly on specific subjects. These notes

to be designed prinarily for the information

of persornel actually engnged on engincering

and rescarch and developnent work on interception
¢quipment. The<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>