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sopr. Dwectorate_ Minute Sheet.

Reference -N'<;‘>: : D/3 6?9"

26th June, 1951,

Subject :

Copy of a revised edition of the : Referred to -
Appendices (Third Fdition dated 1st June, ' e

¢ 1951) is enclosed, -together with oopy of
& memorandum detailing the Aifferences in
lay~out between this and the present ed;i,t,i@n.

2e You will note that pages 125, 126,
127, 132 and“133 are missing., The documents
entitled Appendix M, Annexure A(5), Exhibit. -
1(125), Exhibit 2 pages 4 and 2 (126/127),
Exhibit 4 (132) and Exhibit 5 (133) in the
rresent edition should be transferred to the -
revised edition and numbered eocordingly,

After Acti'on

Qo dpp & st foou 6_ w | Gs‘..z/"
Also ofSSL (ewess) .

(Tt ety
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TOT SECRET ULTRA -

1.

2

1 November 195

ST RITISH-U, S. COMMUNIC:, TTON' ITNTELLIGENCE ;,GRERMENT -

Partics to the .l.grecunnt

The FPollowing agrecment is made between the A,r-nv—Na.vy
Oomum.oation Intelligence Board (ANCILE) (-representmg 4ho
¥.S. State, Navy and War D.,p&rtments and all other U.S.
Communication I: .tolligcnco a,xthorit:.as which m,\y function)

and tho Lonédon Signal Intclligenoe (SIGI[\IT) Board (reymesant—

-ing the Foreign 0f?ice, :-.dm,.rulty, War Offloe ’ air Ministtry,

and all other British ,1-n:|_re CGmmunJ.mtion Intelligcnoe

authoritios which may function).

Scope of the Agrecwent

The agrcement governs the relations of the above-mentioned
parties in Comunicrtion Intelligence utters only. . However,
the exchange <" sw:n collatercl material as is applicable for

toohnioal pury-ses »ud is nmot projudicial to natlonal interests

. will bo effccted between the Communieation Intclligense agencies

in both countries,

1.~ Throughout this agrcemcnt Communication Intoll! icnee
is understood to comprise oll processes invelwed in
the ocollection, production and dlssominatlon of inform~
ation derived from the communications of other nat:mns.

2 - For the purposcs of this .agreemont British Empire is
understood to mean all British terrditory other than
the Dominilons,

N [y



3.  Extent of the Apreement - Products

{a).'he parties agree to the exchange of thé products of

. ' 3
the following operntions relating to foreign communications:

(1)
O (2

(3)
(&)
(5)
(6)

colleotion of traffio

noguisition of communisation dgouments and
equipment ’

traffic anelysis
ory‘pt&nnlys‘i-a'
deeryption end translation

escquisition of information regirding communicotion
organisations, practices, procedures and ceuipment |

. (b) Such exchenge will be unrestricted on all work under-

taken exoopt vihen spocifically excluded from ho agreement at

the request of cither prrty and with the agreewent with the othors

It is the intentivn of o~rch party to limit such cxceptions to

the abgolute minimum and to exercise no rostrictions other thmi

those reported and :mtunlly a2preed upon.

2 Throughout this agreement Forecign Comunications
are understood to mean oll communications of the
Govormment, or of any Military, Air or Noval force,
. faction, party, department, agency or burcou of a -
foreign eountry, or of any person or persons acting

or purporting to act.thereforc, and shrIl include

OGA |

[cormunicetions of a foreign country whioh

EQ 1.4.(c)™V contrin informtion of Military, Pelitical or
EQ 1.4.(d toonomic voluc. Fgmign cecuntry ns usced horein is

" understood to inclwic any -country, whether or not its
government is rocopnised by tho U.S. or the British

Bmpirc, excluding only the U.S8., the British Cormon—

wealth of Nations and the British Eumpirce

- 5.
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Extont of' the jgreomont b Methods and Teshniques

“ (8) The parties agree to.tne_axchange of information
x.-egarding methods and t;ecbniques involved in the operations ,
outlinéd in paragraph 3(a). A

(v) Such exchange will be unrestrioted on all work under- -

baken exoopk that, upen nctifiéstion of thé' abher-party infornition
may be withheld by o:{tl‘mr pﬁ.rty when its special interests so
require. Suoh motific-bion will include a desoription Iof the
informtion boing withhole . su‘ff‘icient;. in the opinion of the
withholding party, to convey its signifiqanoo. It is the in-
ten‘;io,n of ocach party to limit such exceptions to the absolute

mdnimum,

Third Parties t¢ ths .grocmont

Both parties 711l regard this.ogrecment 08 ’preclurling
N .
action with third perties om any subject cppertaining to

Communication Inbelligence oxcept subject to the following

4

undar s1\:and ing;.e

(a.)It will be contrary to this Agrecnent to rovenl its
existance t any third porty whatever. A

(b) Eooch party will seek the agreceent of fh_e‘-other to
any acticﬁvz]i:h third partics, énd will toke no such
action .mtil itrn adviscbility is cpgréed-upon,

(e) The a_grocmcn*.c o the other lla\fing been obtained, 1t
will bu left to thi: parby ovwucerrud to oerry out tho
c.g.med nction in the most appropriote way, v.'i.th’out
obligation to disclose preciscly the chonnels through

whioh action is takene.

4 = Phroughout thi: pgreouent third parties arc understood
10 mean oIl irlividunls or cuthorities other than those
of the Unitcd States, the British Empire and the British
Dominionse i s
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(d) Each party will ensure that the results of any such

action 2re nade avoilable to the other.

The Dowminicns

(a) While the Daminions are not parties to this Agreement
they will not be Qegarded as third parties, _

(b) The London SIGINT Board wil], however, keep the U.S.
informed of any arrangenents or rroposed arrongements with
any Dominion agencies,

(o) ANCIB will ks no errangements with any Daninion
agency other than Ganadian except through, or with the prior
ap;ﬁ‘ml of, the J;or,;dcam‘ SIGINT Board.

(d) As regords Canada, ANCIB will complete no arrangements
with any agency thercin withml'b first obtaining the views of
ths London SIGINT Board. ’

(e) It will be conditional on amy Dominion agencies with
whom ocollaboration takes dluce “hat they abids by the terms
of paragraphs 5, 8 and 9 or thic agreetent and to the arrenge-

nents laid down in poxagrapa 7.

Channels Between U.S. and British Bupire Agencics

(a) ANCIB will make no arrangements in th. sphere of
Camunication Intelligence with ony British Empire agency
except through, or with the prior approval of, the London
S.IGINT Board, ;

_ (b) The London SIGINT Board will make no arrangenents
in the sphere of Carmnication Intelligence with any U.S.

agency except through, or with the prior approwval of, ANCIB,

-5 =~
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‘ - 10, Previous Agreenenta \

8. Digsemination and Security

C.cmtmanicért_ikon Intelligence end Secret or asbove _technioql
matbers connected thorewith will be dissemimnted in accordance
with identical seourity reculations te be drown up and kept
under review by ANCIB and tho London SIGINT Beard in collaboration.
Within the terr:y of these regulations dissemination by either
party will be mode i U.S. recipjents only as approved by ANCIB;
to British Empire recipients and te Doialen recipients other
than Camadian only ¢3 approved i:y the London SIGINT Beard; to .
Canadian reeipients unly as approved by either ANCIB or the
London SJI}I_NT Board; and to third party r?c:_i.pient.s only as.

jointly approved by ANCIB and the Londen SIGINT Board.

.. Disseminatiru and Sccurity ~ Commercial

ANCIB and tie Lencon SIGINT Board will ensLx‘e that),
without prior notifica’ion aal conaent of the other party in
_éa.ch instance, no dieserdnntion of info.rmaté.on dexived from
Commuriocation Intelligence sources is made to anylindividual
or agency, govermental or othexrwise, that will exploit it
for g@ércial purposes.,

2 v

This agmement"supersedos all previcua agreemesnts between
British and U.S. authorities in the .Carm. ication Intelligence

field.
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Apendment and Terminaticon of Agxeenenft.

This ngreewent may be arended or terminated completely
or in part ot any time by mutual agreement., It may be
terminated completely at eny tize on notice by edther party,
sheuld either consider ifs interests best served by such
action.

Activation pnd Implerigntetion of Ajreenent .

This agreement Leconces effective by sigpaturs of duly

" authoriZed representatives of the Londor SIGINT Board and

ANCIB. Thereafter, ios implerncntation will bo arranged

o

©

between the Commmnicntion Inteclligence avbhorities .comerned, N

subjest to the approval of the London SIGINT Boord ond ANCIB.






INTRODUCTION - sheet 1

INTRODUCHTON TO THE

LPPENDICES TO THE
U.S. = BRITTSH COMINT AGREFMENT

(Introduction agreed at Technical Confeérence
34st October = 45th November, 1950, amending
Introductions agreed at Techniocal Conferences
‘ch)- 27th March, 41946 and 15th - 26th July,
1948) .

1o The following arrangements governing the collaboretion
between the U,S, and British Comint igencies have been agreed
between USCIB and LSIB in implermentation of and as Appendices

to the U,S., = British Comint Agreement of 5th March, 1946,

2, None of these arrangements shall be construed as cpn—
travening any clauses of that agreement but shall teke effect
within the scope and limitations established thereby. )

3 The object of these arrangements is to ensure that
maximum advantage is obtained from the combined available
personnel and facilities of both parties.

s In accordance with these arrangements, each party will
continue to make available to the other, continuously, currently,
and without request, all raw traffic, Comint items and technlcal
matter acquired or produced, and all pertinent information con-
cerning its activities, priorities and facilities, both present
and planned, subject only to the proviso contained in paragraphs
3(b) and L(b) of the Agreement.

5 "In addition, each party will continue to maintain

liaison personnel at the agency or agencies of the other party.

6. The two parties will continue to effect such standardi-
sation - e.g, of technical terminology, layout, procedure and orr
ganisation - as may be possible,

7 By the close colleboration thus established, and by
suggestion, agreement and arrangement, the two parties will
contimue to eliminete unnecessary duplication in all fields in
order to ensure maximum exploitation of' foreign communications.
However, the activities undertaken by each party must be basioalll;
Buited to its own needs and in many cases therefore neither is in
a position to accept any formal and fixed commitments for the
allocation of specific tasks to their respective agenoies, Such
an allocation would often prevent the shifting of emphasis to
tasks which those agencies may themselves wish to undertake or

t

-3 -
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INTRODUCTION ~ sheet 2

which they may be required to underteke by the comsumers of

their product. It is agreed, however, that an informal and
flexible allocation of tasks, subject to alteration by either
party at need and sometimes without prior notification, is often
possible and desirable; that where one party accepts the informal
alloecation of the specific task it will make aveileble by radio
when desired by the receiving party the end~products of that
task; that, if the party which accepts an informal allocation

is compelled to relinguish it, it will inform the other party

as soon as possible; and that, in the event of either party
giving up a task to the other, every endeavour will be made by
the surrendering party to maintain such portions of its intercept
coverage on the task surrendered as were producing unique material.

8. In the field of interception, the two parties agree
that this informal allocation can be extended by a firm division
of "main responsibility" for coverage of certain specific tasks.
The same conditions as above apply, except that where such agree-
ment has been reached the party assuming "main responsibility"
will not, except in emergency, make major changes in cover or ¢
exchange arrangements without prior consultetion with the other

party. \

9. Each party may call upon the other for assistance when

_necessary and such requests will be met whenever practicabile,

10, Although progress has been mede in the provision of
adequate Comint telecommunication facilities, 1t is agreed that
each party will continue to keep under review this, and the
associated problem of safe hand routes for the passage of Cemint
material of all kinds, and will teke all reasonable steps towards
further improvement.

1. Since the two parties have foreseen the need for combined
emergency plans, they have gone into consideratle detail in planning
for the re—location and tasking of threatened intercept stations.

12, Each party will provide the other with copies as re-
quested of all reports mentioned in the following Appendices and
of such~like documents. '

13, All arrangements are subject to review and to
modification by agreement,

14. The agreements concluded at the 1950 Conference will
become effective on approval by USCIB and LSIB, in accordance
EF‘E*Para%rEPh 12 of the U.S. = British Comint Agreement,

15. The Annex to this Introduction shows the origins and
modifications of the various Appendices (with Annexures thereto)
to the U.S. - British Comint Agreement which have been produced
as the result of the Conferences of 1946, 1948 and 1950, and of
other arrangements.

-l -

1st June, 1951



INTRODUCTION - sheet 3

16. Tn addition to continuing liaison, the two parties
agree thet these Appendices (and the Annexures and Exhibits
thereto) should be comprehensively reviewed annually, Each
party therefore undertekes to make such a review and to

notify the other party during January 1952 of those contents
which in its view require revision. By an exchange through
liaison channels, the parties will then decide whether the
necessary revision can be made through those channels or whether
another conference is necessary.

MOn 1st May 1955 USCIB and LSIB agreed that a general
revision of the Appendices was required. They further
agreed that as a first step toward such revision USCIB
would furnish LSIB, for comment, detailed proposals which
are being prepared by USCIB. Pending agreement by both
parties on a general revision of the Appendices, the
Directors, NSA and GCHQ will:

' (a) determine jointly any changes which may be
required in Appendices C, D, E, F, XK, L, and
M and

(v) implement any such changes \vhic-;h they agree to be-
: necessary.

Although this interim authorization enables the
Directors, NSA and GOHQ, to change or interpret specified
Appendices by mutual agreement, it does not require USCIB
or ISIB to approve suci changes or interpretations
provided these are within the spirit and intent of current

UKUSA policy."

1st June, 1951
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3 INTRODUCTION
=
£
g, ANNEX
8| x
E = (Showing the origins and modifications of the various Appendices (with
Fgg Annexures thereto) which have been produced as a result of working
arrangements reached at the 1946, 1948 and 1950 Technical Conference, etc.)
APPENDIX 1946 ' 1948 1950 Other
Conference Conference Conference Arrangementa
A (Terms to be used) Produced Unchanged Unchanged
B (Principles of Security Prodiced Revised, Amnexure a(1) (later Annexurec Unchanged
and Dissemination) B1: added. '
C (Collection and exchange Produced Paragraphs 1 - 3 (Bxchange of information on Unchanged

of Raw Material)

{8t June, 1951

intercept facilities) superseded by
Appendix L.

Paragraphs 4 ~ 13 (Division of interception
tasks and seareh programs, exchange of
reports et cetera) revised and transferred
to 1948 Appendix D,

Paragraphs 14 ~ 19 (Designation of intercept
targets) revised in 1948 Appendix C.
Paragraphs 20 - 33 (Exchange of raw traffic
and standardization of raw material format)
guperseded by 1948 Appendix M,

- &

1y



INTRODUCTION

. OGA
3 EO 1.4.(c) INTRODUCTION
g : EO 1.4.(d) ANNEX
 APPENDIX 1946 1948 1950 Other
Conference Conference Conference Arrangements
D (Co~ordination of and} Produced Revised. Amended. Annexure
. Exchange of I ation D1 added.
on T/A, D/F,
E (Co-ordination of and Produced Revised. dAnnexure A(2) (later Annexure E1)
Exchange of Information added, Unchanged,
on Cryptanalysis and
Associated Techniques)
F (Exchange of COMINT and Produced Revised Unchanged.
Co~ordination in
Translation)
G . (Bxchange of Collateral Produced Unchanged Unchanged.
Material)
H (Communications) Produced Revised, Annexure A(3) added. Revised., Annexure

Tat June, 1951

- 7 -

A(3) replaced by
Annexure H1

O




and Standardization ef
Raw Material Format)

18t June, 1951

“

Appendix C (with Annexure A(5) - later
Annexure M1).

¢I8
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gl oeA INTRODUCT
Sk EO 1.4.(c) ANTRODUCTION
2 FO14(d) gL
APPENDIX 1946 1918 1950 Other
Conference Coniference Ccnference srrangements

I (Liaison and Methods Producsed Revised. Unchenged

of Axchange)
J (Interpretation of (Produced Unchangcd. Unchanged.

Certain Provisions in interim)

of Agreement)
X (Collaboration in Produced (with Annexure A(L4) ~ later Annexure Unchanged.

[ K1). (Subject matter not covered in 1946.)

Plain Text Field)
L (Exchange of Information Produced from paragraphs 1 - 3 of 1946 Unchanged.

on Intercept Equipment, Appendix C.

Facilities, Et cetera.)
M (Exohange of Raw Material Produced from paragraphs 20 ~ 33 of 1946 Amended,
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APPENDIX 1946 ' 1948 1950 Other
Conference Conference Conference Arrangements

N (Interim Emergency Plan - ©  Produced. (Subject matter not covered in 1946, Revised. Annexure
later (1950), Emergency Revised in interim.) N1 added.
Planning for Mobilization)

"0 (Supplementary Arrangements . Produced {with
for Co-operation between ; Annexure (1)
Specified U,S, and U.K, E subsequent to 13950
Comint Units) ' - " Conference,

18t June, 1951
2 g e
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AcFENDICES TO U.S. = DRITISH COMMUNICATION INTELLIGENCE

AGREFVFNT OF 5TH MARCH, 1946,

[THIRD EDITION - issued 1st June, 1951.]

Intrcduction to Appendices
] 1

Appendix L
aAppendix D

1l

Lppendix C

Lppendix D

Appendix I

Appendix G

Appendix H

hrpendix I

sppendix J (Interpretation of Certain rFrovisions

CONTENTS

" Annex

(Terms to be used, )

(frinciples of Security and
Disserrination.,
lLnnexure D1

(Vesignation of Intercept
Targets., )

(Co~ordination of Traffic Analysis
ané Exchange of Traffic Analysis
Meterial,)
annexure D1
" Exhibit

n

1
2
n 1 3
u n !+
n " 5

6

(Co-ordination of ond Exchange .
of Information on Cryptanalysis
and Associaoted Techniques,
Lrmexure E1

i Exthibit 1

(] 1] 2

1] " 3

" 1 l‘.

(Exchange of Communication
Intelligence and Co-crdination
in Translation, )

(Exchange of Collaternl Material,)

(Conzunications, )
hrmexure H1

(Lisison and Methods of Exchange. )

of the Agreement.)

e

tafe
-5
69

(V¢

10=-11

12=-20
22-23

24=26

27-28
29-31
32-38
39=41
L2=l),
45
46=L7

49-50
51-5k
55=61
62-66
67-70
=73

=75
76

77-78
79-8L

85-86

87-88

[cont'd, overleaf ]
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LIST OF CONTENTS ~ sh 2
EO 174.(c) LIST OF CONTIHZE - sheet

EO 1.4.(d) .
[cont'a. ] L Page

Appendix X ( Collaboration in th
| Text field, 89-91

Ennexure KL 92
" It Exhlbit 1 93«9
. 2 95
. . 3 96
1] u (] 3a 97«99
4
5
6
7

100
101102
103=111
112=117

118

@

Appenalx L (Exchange of Information on
Intercept Equipment, Facilities,
Production, Research and
Development, ) 119-121

Appendix M (Exchanpe of itaw Meaterial and
Standardisation of Raw Material
Format, ) 122
n Lnnexure M1 123=12}
u " Exhibit 1 125
2 : 126=128
[ " n 3 129_13]_
L 132
5 ) 133

Appendix N (Emergency Flanning for
Mobilization (fomerly Interin

Eriergency x'lan ), ) 134
. Annexure N1 135=139
. " Exhibit 1 140-145
f " n 2 146
1 " " 3 147

Appendix O (Supplentary Arrangenents
for Co-ocperation between
specified U.S, and U.K. Comint

Units., ) 148
n Lrnexure Ol 149-150
- 2 &
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TO BE KEPT : :

1s The terms Annexure A (1948 Genference results) and Anmexure G
{1950 €onference results) have been droppedl, and the various parts of the
conference results Kave been incorporated as hnnexures Yo the indtvidusl
Lppendices eonserned, é.g. the 14948 mrking arrangementa" for Appendix B,
formerly innexure k(1) {i.e. first pert of a camposite Anmexure 4), are

- now found directly behind Appendix B as Lmpexure Bt (o6« Pirst Annexire

to Appendix B). . e

2 Amnexire B (items not resolved at the 1948 Cenference) has beem
omitted, being regarded a5 no lohger nOeeSSATY.

Se Appemhx O has beemn introduced, with Amnexure 0% based on UC 000F13
of 21,12,50 end SB/815 (paras 1(b) & 2) of 12.2.51, ©Other similar "Supplementary
Lrrangements" may be edded later as further Annexures %o this Appendix. :

h-. The previous "List of Appendiced' and Teble 2 of the Annex to the
Introduction have been acmbined to form a "List of Contents” at the begz_mnmg
'of the new volume. .

Se i The heading snd para, 15 of the Introduction heve been .reworded, omad
the Annex to the Imtréduction has beepn modified te eonform te alterations
mentioned above.

6, (2) The document is page-—numb‘ered. consecutively throughout at the foa'b ‘
of the pages. In addatlon, each Appendix, innexure amd Exfiibit is aheetc ‘
numbered individually in the top right-hemd cormer. New pages which may be
inserted later will, if necessary, be mumbered (e.g.) 35(2), 35(k) ete,

(b) EBach page bears the 'date of this edition (71st June, 1951) in
the bottem left-hand corner. Amended and new pages which may be issued later . °
will bear the new date of issne. It is suggested that future ga;qcelle& pages
should be placed behind the Register of Amendments for reference es. -

4
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. ,}:i. «'%E:e L“"&;"J ] e )
' ) OGA
* EO 1.4.(d)
AMENDMENT NO, 9

‘ APPENDICES TO 'THE U. S.-BRITISH

: COWUNICATI@NS INTELLIGENCE

- [THERD EDE: :ION]

¢ s

Please add as footnote to)péragpaph'@é of Introduction

v oot 23

- b

o Ori 4.2th February 4954, U. S C.I1.B., was 1nformed
' , that L.S8.IL.B. ratified the recommendatlons of - ’
_ the 4950 conference, subject to the. omissicn of
. the word "direct" 7y papagraph 4(d) of Arnexure
R l . H{ .of Appendix H, ' '

-—

: . _ ~ On 16th July, L. $.1.B. was informed that U.S.C,I,B.
approved the recommendations, concurring with the
L. S I.B. amendment

HCokN g - So -

Y
27th July, 195, SUED & [-1-S1 -
1-1-S2

2N For Freedom of Information questions in GCHQ
Contact the CK Information Legislation Team

B infoleg@gcha B x30306
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- ATPENDIX 4 - sheet 1

LIFENDTX 4

CHLINEL: 4 unit or syd-divisiom of a cirewit will be
kzrwwn as a c,bann ;

.CIR_CQ-;T: & t-elELmLmica.t;ons systen between two points will
be known 28 a circuit,

COMTNT AGENGY (4BENGIES) or LGENCY (LGENCIES) where used

in this document will be undeFstood to mean an authorised
goverriient agency engaged direckly and exclusively in

the collection and processing of foreign communications
for intelligence purposes,

INT TTRM: Any dtem of Speclal Indelligence or of

Trarfic. Intelligence wich is distributed or released
by a CQMINT agency will be knuwh as a GOMHIT Iten.

CGRINTSUM: A summary or cormentary produced by a Comint
A{_;cncy‘ 'based on related CQ{INT items, which may interpret
those items in the light en one another or of information
from other sources,; will be known as g COMINTSUM.

COMMENT: Information appended to COMINT items either
in emendation or elueidation, or in expansion of the
infornation ccnteined therein, will be known as & compment.

LECRY¥Tt A foreign comrmnicaticn which has passed threugh
the stages of cryptanalysis and deeryption and is in

its original lamgunge prior to translation will be

known as a_deerypt.

DIGRAEH: AL two character grovp will be known as g &

EXTRICT: A translation in part only of a decrypt or
plain text will be kncwn as an_extract,

GIST: 4 statenent of the essential substance of a
decrypt or plain text or an abridpged version of a
translated text or extract will be known a8 & gist.

HEAUING: Cermunieation instructions for the delivery of
a foreign communication, such as call-signs, serial
nuribers, external addresses, delivery instructions,
indlcations of priority, group counts, date/time of
crigin, ebcetera, will be known as & head:.gg

LL;_N_‘GUAGE E'UIVALENT: . word or phrase and its propcsed
or agreed repdering in English as found in a Supplemental
Glcsspry will be known as g lénguage Equ:i.valent.
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ELA;N TEXT: An unencrypted foreign communication will
be known as a plain text,

PG?ITIOH: T?e tetal assemblage of equipment used as a
unit for an interception or transcription purpose will
be known as a position,

SCLNNING: The process of examining decrypts or plain

texts tc determine if they shall be issued and, if so,
in whet form and with what priority, will be known as
scanning. :

SUEFLEMENTLL GLOSSARY: 4 list prepared by a COMINT
agency containing the proposed or agreed renderings in
Enzlish of words or phrases which, though a@pearing in
Stendard Dictionaries, have additional meanings not
#iven in those dictionaries, and of words or phrases

of which the meanings are not tc be found in a Standard
Dictionary, will be known as a Supplenmental Glossary,

TRANSLLTED TEXT: 4 translation of a decrypt or plain
text will be known as a translated text,

TRANSLATCR'S NCTE: 4 remark or remarks added to a
translated text, extract or gist by the translator, in
expansion, clarification or ann¢tation of his rendering
of the text, will be known as a translator's ncte.

(It differs from a "Comment" in that it should not bear
upon the Intelligence implications of the text).

-1 -
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1, These principles #hall be the basis of all regulatlons

f'or the security and dissemination of Commmnication Imtelligence

issued by or unger the authority of ¥.5.6.I.B. or L.S.I.B.
and other appropriate officigls of the Governments of the two
parties. The scope and phrasing of such regmlations may vary in

accordance with the requirements of the Parties, Agencies,

Departments and Ministries to whom they are designed to apply,
but 211 shall be in accord with these basie principles in every
respect, To ensure uniform interpretation of what constitutes
such accord, each party shall foiward all such wegulations to the
other for information,

2. It is recognised that, while the follewing primeiples are
in general of wriversal appllcaﬁlon, certain of ¥hose primarily
applicable to peacetime mist be modified in time of war or emergency,
to emsure that the maximum operational benefit consistent with
security is derived friom the seurce, Provision is made hereunder
for the necessary modifications. TIn time of war or emergency, or
exceptionally as agreed by U,8.C.I,B. and L.8.I1.B., Emergency
Regulations embodying the emergency principles contained herein
shall be brought into forece by the respective parties,

DEFINITIONS AND CATBGORTES (Purther details in Annesuire B1)

3. Communicatign Intelligence (COMINT) is the name given to
products derived from the work of agencies, the operations of which
are co-ordinated by U.8.C.I.B, and L,S,I.B. and which study radio
transmissiens and other cemmunleatlons not originated by United
States ‘or British authorities, The terms Communicetion Intelligence
(COMINT) and Signal Intelllgence (STGINT) are synomymous,
Communication Intelligence is divided into two categories, as
follows: -

(a) Special Intelligence,
(b) ‘Iraffioc Intelligence,

b, Special Intelligence is

(2) that Commmication Intelligence which results frem:-

(1) the decryptien of texts in whole or in party
(except as provided in para. 5(b) below);
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(iv) the interception of oertain types of transmission
as may be specified by ¥.S.C.I1.B, ard L,S.I,B.}

(v) pleir texts as provided in paragraph 6 below:
{b) that Traffic Intelligence which:-

(i) 1indicates success in the production of Special
Intelligence as defined in paragraph 4(a) above;

(i1) 1is, in the case of individuel items, specificelly
upgraded to Special Intelligence by either party if
it is considered that its content is such as to
werrant thig aetion,

- Traffic Intelligence shall be designated by a separate codeword

Be Traffic Intelligence is that Communication Intelligence which
results from;- .

(a) the study of procedure signals, callsigns,message headings,
D/F bearings and other externals of commmnications (except
as provided in paragraph 4(a)(1ii) above);

(b) the decryption of the whole or parts of commamications
in codes or cyphers of such low security grading that
they are specifically classed as Traffic Intelligence
by U.S.C,I.B. end L,S5.I.B.; or :

agreed on from tilte to time by U.S,C.I,B, and L,S8,I1.B,

6. Communication Intelligence derived from plain texts
(including R/T) may be classed by U.S.C.I.B. and L.S,I.B,.as either
Speciel Intelligence or Treffic Intelligence according to the

needs of either and preferably after agreement between them, cxcept
that, in time of emergency, plain texts derived from tactical

Armed Porces circuits shall be treated as Traffic Intelligence,

- 43 -
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7. In time of war or emePgency, or exceptlonally as. agreed
by U.S.C.I.B. and E.S.I.B., thé Traffic Intelligence category as
defined im paragraph 5 above shall be extended to include the
products of certain field and medium-grade cyphers which shall

be dewngraded from Special Intelligencer and, if required,

Traffic Tntelligehce may then be subdivided 1nto separate categories
in order to permit tactical Commimication Intelligence (the
compromise of which would not endanger the more important sources)
to be disseminated to special agencies and lower echelons of the
Armed Forces. In order to prepare for this contingency, mutually
ggreed lists shall be prepared and mzintained in current status

by U,S.C.I,B, and L.3,.I,B, to indicate which field and medium-

grade cyphers fall within the provisions of this paragraph, In the
event that it is found necessary to subdivide Traffic Intelligence
as contemplated above, it may be necessery to institute an
additional Traffic Intelligence codeword to permit differentiation
in the dissemination of the products of medium-and low-grade cyphers,

8. The value of Communicatiom Thtelligenece in war and in peace
cannot be over-estimated: conservation of the seurce is of supreme
importance, It is essential, therefore, that the dissemination
acecorded to all related or resultant information be strictly controlled
and limited, The physical security of releted documents is not

alone sufficient; 4%t is essential that all reference to its existence
either direct or indirect be avoided exgept among those whom the
knowledge is necessary for the proper performance of their duties,

The time limit for the safe=guarding of Communic¢ation Intelllgence
never expires.

9. Every effort shall be made to ensure that, unless special
authority is given:~-

(a) in time of peace, no person who is a current recipient
of Special or Traffic Intelligenee or who is engaged
in its production shall be agsigned to or be engaged
in activities which might reasonably be expected to
place him in a position where he might be forced
to submit to questioning by a third party;

(b) ‘in time of war or in a state of emergency, no person
- who 1s a current recipient of Special Intelligence or
. who is engaged in its production shall be committed
to a hazardous undertaking which might subject him
to capture by the enemy or a third party,

It is considered, on the basis of present communications
techniques, that a person who has cezsed to be a recipient or
producer of Gommunication Intelligence should not be so assigned
or committed before the lapse of = period of one year in the case
of Special Intelligence, or of three monthis in the case of
Traffic Intelligence,
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10, It is of the utmost 1mportance that complete and absolute
silence en all Communication Intelligence matbers be maintained by
those who have ever been connected with the Communicatiom Intelligemee
organisation, and By all individual recipients of Communication
Intelligence, whether past or present, unless they are freed from

this obligetion by unmistakeable and categorical order of praper
authority as shall be designeted by the respective parties, If at any.
time indiscreet matter referring to Communication Intelligence is
broadecast or published, even by prominent people, this does not

free those other persons who are, or have ever been producers

or recipients of commmnication Intelligence from maintaining

absolute silence, and special precautions may have to be taken,

11, In time of war, the full value of Communication Intelligence
cannot be realised unless operational use is mede of it, However,
before the decision is made to take action based on Communication
Intelligence, studied effort shall be made %o ensure that such

action cannot be attributed to this source alone, In every case,

unless completely impracticable, actien ageinst a specific target

revealed by Communication Intelligence shall be preceded by approp-
riate reconnaisgance or other suitable cover to which the ememy

cen reasonably be expected to attribute the action, Any action
taken in the absence of such safeguards must be comnsidered in the
light of the possibility of cempromising the source, The extent

of military adventage to be gained must be weighed carefully
against the risk of losing the particular source and related
Communication Intelligence sources and against the effect of Buch a
loss on other Commands and on future operatioms, Only after it has
been decided that the overall military advantage to be gained
clearly outweighs the irretrievable loss which would probably result
from a compromise of the source should action be taken in the
absence of suitable cover,

12, When action as contemplated in para, 11 abowve is finally
ordered, particular care shall be taken on all oceasions to ensure
that personnel who may become engaged with the enemy in the course
of such action are given only the minimum information, with no
unnecessary detail,

13, In time of peace the primciple that the conservation of
Communication Intelligence sources is a parameunt consideration
affecting any action tzken in the light of Communication Intelligence
shall be rigidly upheld., '

14, The principle of disseminstion is based on "the need to
know", Each item of Communication Intelligence shall therefore be
made known only to those individuals who require it in the performance
of their duties and who have been appropriately indoctrinated.

Every effort shall be made to restrict the number of indoctrinsted
persons to an absolute minimum,

- 15 =
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15, Any Intelligence inocluding in whole ‘or in part items which
can be traeed solely to Communication Intelligence sources is to be
handled in accordance with these regulatiens, If, however, it should

16, No national of one party shall be permitted access to
the other party's Comint agencies or to the produects, or knowledgs
of the existence thereof, unless he be approved by his parent
agency or Board and be properly indoctrinated,

17. It is recognised that both parties will produce Special
Tntelligence which by virtue of its source or comtent will require
exceptional safeguards and which should therefore be limited strictly
in dissemination, Such special Intelligence will fall into two
categories:

(a) Individual items which must be restricted in disseminatiom
to the highest level only. The procedure in such cases
will be as presoribed in para, 22 below,

(b) Particuler classes of Comint which it is necessary to
restrict to limited categories of personnel, Such a class
may, with the consent of U,S5.C.I.B., or L.S.I.B. as .
appropriate, be indicated by an agresd subsidiary codeword,:

It is for the originating party to request that the other party should
afford similarly restricted distribution to such individual items or
classes of Commmication Intelligence,

18. Except in categories and individual cases agreed upon from
time to time by U.S.C.I.B, and L.S.I,B., personnel to be indoctrinated
as recipients of Communication Intelligence or assigned to Communigation
Intelligence duties shall be the subject of special security enquiries.
However, in time of war or emergency, exceptional occasions may arise
when it is considered essential for an individual to take up his duties
before the special security enquiries can be completed., In such cases,
the person concerned may be suitebly indoctrinated on the authority

of such senior officcrs or officials as are designated by the respect}ve
parties, In all wsuch cases, steps shall be taken to ensure that special
security enquiries are completed as soon as possible after indeotrination.

9 U,8.0,I,B, and L,S,I.B, shall maintain complete lists of

persons currently indoctrinated for Special Intelligence under their
respective Governments,

18t Jume, 1951.
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20, U.8.C.I,B, and L,S.I.B, shall keep each other fully informed of
the ueparm:ants, M:m:.stnes, Lxencies, (ffices, Headquarters and Ccrmands

. receiving Special Tntelligence and of the epproximate number of indoe-
trlnated persons in each,

21. . Commanication Intelligence shall never under any circumstances
or in any Fform be disseminated to eny Ministry, Department, Agency,
Orgarilsatl@n, Office, or individuel from which or from whom it might
reasonably be expected to find i%s way, offiedially or exbra~offioially,
into the pessession of any persen or group who could use it for
commercial competitiion or commercial gain or sdvantage.

OLASSTFICATIONS AND PROCEDURES

22, Special Intelljgence. Spécial Intellipence is classified
TOP SECRET. The words TCOP-SECRET and. the eppropriate codeword shall
appear on every. sheet of paper which coentains, or discloses the
existence of, this class of Commmnication Inﬁfe-llig,emce. This ruie
applies to meps and charts en whith are plotted date and information

derived from Special Intelligence, |

In

order to indicate that the specially limited dissemination referred
to in para, 17(a) sbeove has been applied, either party will prefix
the Special Intelligence codeword with the word "Special",

RS 1 e 5 e o 23, Traffic Intelligence, Traffic Intelligence is classified
EO™.4. (¢ SECRET, " The word SECRET- and |
EO l.zt.(_d]

2. Codewords, The Special Intelligence and Traffic Intelligence

O

codewords used as such beer the TOP SECRET and SECRET classification
respectively, These codewords and their implications shall not be
made mown to non-indoctrinated persons, nor shell these codewords
be used in their codeword sense in the presence of non-indoetrinated
persons,. _
25, Technical Matter, Technical matter appertaining to the pro-
duction of Special Intelligence is normally classified TOP SECRET and
designated by the appropriate codeword, Technical matter appertaining
to the production of Traffic Intelligence is normally classified
SECRET and designated by the Traffic Intelligence codeword, The
appropriate classification and codeword shall appear on every sheet

- 17 =
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26, Raw Treffic. Raw traffie (i.e, intercepted traffic showing
no evidence of processing for Commnication Intelligenee purpeses) is
normelly ¢lagsified CONFIDENTIAL, exeept where a higher classification
is mtually agreed upon. The inclusion of a case mumber in an item of
raw traffic shall not be seecmed to shéw evidence of processing for
Communication Intelligence purposes,

27, Technical Sueczss, Communications among cognizant officials

of the British end U.S, Governments which reveal actual success, progress
or proecesses in the production of Special Intelligence or Trafflc Intell-
igence in specific instances or fields shall bear the appropriate code-
word designations even though they dc not themselves reveal Commnication
Inteliigence 2s such,

28, Docutents, Except as implieitly involved in the operation of
paragraphs 15 above and 29 a) below, documents containing Communication
Intelligence amd technical matter shall memain exclusively in the custody
of persons whe have been appropriately indoctrinated, secure

from examination by non-indoctrinated persons.

29, Special Intelligence amd TGP SECRET technical matter shall
not be trensmitted in plain lamguage (unéncrypted) excépt as follows:-

(2) sealed, be safe-hand channels over routes specifically
approved by U.8.C.1I.B; or L,S,I.B, Such approval will be
the exception where such routes involve eir or land
transport over the territory of a third party;

(b) viea completely protected local cemmunication systems
exclusively internal teo Agencies cr Offices producing
or utilising Communication Tntelligence of.the appropriate
categories;

(¢) via completely protected external lendlines only as
specificelly epproved by U.S.C.I,B. or L.,S.I,B, in each
instance,

30. Traffic Intelligence and SECRET tecknical matter shall not
be transmitted in plain language (unencrypted) exeept as follows:-

(a) as provided in paragraph 29 above;

(b) by protected postal channels over routes approved by
U,.8.0.1.B, or L.5.1.B.

31, Rew Traffic classified CONWIDENTIAL and CONFIDENT IAL
technical matter shall not be transmitted unencrypted except as
follows; -

() as provided in peragraphs 29 and 30 above;

(b) via external landlines only as specifically approved
by U.8.C.I.B. or L,S,I.B, in each instance;
- 18 -
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(c¢) in the case of raw traffic classified CONFIDENTIAL
 only, the restrictions on the conveyenee of CONFIDENTTAL

material over the terriitcry of a third party may be
" Yelaxed at the discretion of U,S.C.I.B. or L.S.I.B.
to permit such transport by air or land, Suech
relaxation will be the exception in the case of raw
traffic originated by nationals of the third party in
question.

32, Except in circumstances eontemplated in paragreph 15 abowve:-—

(a) Special Intelligence and TOP SECRET technical matter
transmitted in enerypted form shall be encrypted in
special cryptegrephic channels or cyphers expressly
provided for these subjects.

(b) Treffic Intelligence and SECRET techmical matter
transmitted in eherypted form shall be encrypted in
speéial cryptographic channels or cyphers expressly
provided for these subjects, those listed in para.
32(a) above, or in the highest grade cypher awvailable,

“(¢) However; in-the case-of pr similarly secure
cyphers, the transmission of Commumnmieation Intelligence,
TOP SECRE™ end SECRET technicel matters and raw traffic
over the same channel is authorised, provided that
.such channels are reserved for these subjects
exclusively,

EXCEPT TONS

L2 R The guiding principle of tks expression "the need to know"
shall be rigidly upheld in all cireumsbtances, However, certain
limited exceptions from other provisioms of these principles

shall be recognised:

(a) With the gpprovel of U,$.C.I.B. or £,S.I.B., @issemination
need not be confined te indoctrinated persens, and the
applicable codeword need not be employed in conneetion
with the exchange,use and dissemination contemplated
in the following instances.-

(1) Certein D/F fixes and bearings graded CONFIDENTIAL.

[which must be graded at

least CONFIDENTTAL,

(b>‘ An Agency eéngaged in the production of Communication
Intelligence, may, without encrypting the appropriate
codeword in the encrypted text, transmit TOP SECRET
and SECRET technical matter over cryptographic channels
or cyphers expressly ar? e¢xclusively provided for such
technical matters, :

15%.Jﬂhe,
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(e) fn Lgeney engaged in the produedion of Cemmumication
Intelligence mey, at the discretion of the Senior
Officer concerned, after full consideration of the
risks involved ko the source, omis the classifieation
and the appropriate codewords from its worksheets
and similar documents wsed within the -Agency or
within intereept of D/F stetions in techmical
operations, The clagsification may be omitted
from raw traffiec passed beiween Agencies or from
intercept and D/F stations to Agemcies,

(a)

OGA
FO 14.(c)
£0 1.4.(d)
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(1) Hemdling of Commmnicatien Intelligence disseminated
to intercept stations.. (Referemce psragraph 4(a) (iii)
) and paragraph 5), .

(11) Classification ef plain texts. (Reference paragraph 6).

(1ii)  Indication in| |of those field
and medium grade eyphers to be a.owngraded from
Specidl to Troffic Intelligenee im time of war or
. emergency. (Reference paragraph 7).

EO 1L.4. {c)
EO l.4-(d)
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(1) HANBLING OF COMMUNICATION mmmz,cm\rtm
DISTED TO INTERCEPT § .

1. Intercept stations require detailed techmical and T/A
information, reiatlng to the metheds of operation of the circuits
allotted to them, in order to be able to recognise and esrry out
their ta.sks efficiently,

2. It is agreed that nome of the cellsign and procedure
sy&tems, DBBage headings ete,, at present known ia of swfficiemt
complexity to justify the upgrading of infermation resulting

from its solution te the Special In‘t:alligenoe category a3 provided
under paregraph 4{e) (iii) of Appendix B, Such information is
therefore olassed as Traffio Intelligence and is sibject to the
pProevisions of paragraph 5 of Appendix B.

3¢ All such items of Traffic Intelligemce disseminated to
Intercept stations will bear the appropriate codeword and will be
passed, in this ferm, only to individuals appropriately indoctrinated.

4. Within the stations, however, smch items may be further
diseminated, with the codeword omitted, to imtercept personmel not

so irndoctrinated. This is subject to the ‘understanding that the
provisions of paragreph 18 of Append@ix B regerding speciel security
enquiries apply edually %o imtercept operstors &s te other members

of the Communication Intelligefice femily, and that 81l unindoctrinated
operators shall be suitably briefed as to the security aspect of

their work.

" 5. ’ All other Communiecation Intelllgenco items disseminnted to
Intercept stations shall bear the apprepriate classification and
codeword and shall be hendled in the mAnner prescribed for normal
Intelligence recipients,

(ii) CLASSIFICATION OF FLAIN TEXT

6. With reference to paragraph 6 of Appendix B to the U.S. =~
British Communication Intelligence Agreement as revised at the

1948 Technical Conference it is mutually ogreed that the present
peacetime practice with regard to the grading of plainm text,
including R/T, in dissemination to Intelligence recipients is as
follows:

(a) a1 | are treated as
Special Intelligence by both parties.

(b) all other plain texts are normally treated as Traffic
Intelligence by L.S.I.B. and as Special Intelligence
by U.S.C.I.B.. On exchamge, it is open to either
paerty to alter the grading to conform with its owm

practice,

- 90 -
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7. With ref‘e‘re,n"ce. t6 paragraph 7 of Appendix B, it is
agreed Bo include in the | ¥ the two
parties an indication of Those fleld and medium grade eyphers
the produets of whloh ‘should, in time of war or emergency, or
exceptionally as ﬁraed by U.8.C.I,B. and L.3,T.B., bé down-
graded from Speca to Traffie Intelligence in erder to permit
the dissemination of tactical Comint (the.oompremise ef which
would not endanger the more important s«our@es to apecial
agencies and Llower coholons of the Armed Ferees.

EO 1.4.(c)
EO 1.4.(d)
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CO-ORDINATION OF TRAFFIC ANALYST

(For details see Annmexure D).

te It will be the joint objective of the parties to ensure
that the required field of traffic analysis problems is covered as
thoroughly as possible but general rules cannot be laid down for
the division of T/4 respomsibility betweem the two parties.

2. With this objective in view, unproductive duplication
of detailéd work will be eliminated and it is recognised that the
best method of furthering this proecess of elimination is %o
oxchange inflormation wherever possible in the form of partly or
fully processed material. ,

3. ; Published reports on Traffic snalysis will always be
made available to the other party.

L. * Where the exchange of published reports is inadequate the

requ” ements for a more detailed exchanpge will be stated. These
requ. .ements will be satisfied as far as pessible from the material
being currently produced - e.g. work sheets, log digests, daily
diagrams and other predigested material - but both parties will
endeavour to meet any additional requirements by modifying the form
or content of these partly-processed reports.

5 Where in any speeific case the exchange of material. provi-

ded for in paras. 3 and 4 ebove is inadequate either party mey

request copies of the unprocessed logs er chatter sheets, Such reguests
will be satisfied within the limits of the resources awvailable,

6. The method of exchange in all cases will be by radio or
by bag according to the nature and urgency of the materisl,

e - In order to facilitate the exchange of material a degree
of standardisatien will be aimed at in the use of names or
abbreviations to describe T/i features, €. 8. , transmission-systems,
call-sign systems, procedure codes, traffic types etc.

8. The methods used to indicate validity should be extended
from their present limited application to all suitable TZA matérial,
so that the weight of evidence attached to the component elements of
any T?/4L conclusion may be assessed on o common basis.

CO-ORDINATION OF INITERCEET CONTROL

9. The objective of both parties will be to ensurc that the
total intercept resources available arc used so as to give as

efficient cover as is possible to the whole field of intercept t&skg )
required by them both, There will be co-ordination between ?he parties
to eliminate any avoidable duplication by comntinuous suggestion as to
changes and by mutual agreement. -Some duplication of cover may

remain necessary to secure complete and accurate intereeption, or

for training purposes, or where the arrangement for.the exchange

of T/A information and raw material cemnot meet both parties’
requirements. :

1st Jure, 1951
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10, The basis for the continuous co-ordination involved will
be an exchange of reports comsisting of :-

(1) reports on intercept results as reguested by
either party.

{i1) 1lists of tasks allotted to stetions (on & monthly
or weekly basis as is required).

(iii) dinformation on major changes in the cover situation
: (exchanged by signal).

CO-ORDINATION OF EFFORT ON D/F

11 In general the division of work mmsf fall natup&lly
aceording te the loecations of D/F and intercept stations, and the .
intercept tasks end search programmes undertaken by eaeh party.

12, Colleboration between the parties in the fleld of D/F
shell be in the form of:- ;

(i) requests from any agency direct to any other for
bearlngs and fixes on speclflcd targets and

(i1) the cxchange of results.

13. Collsboration in the f;@,@ld:werk will automatic-
ally ocour in the normel exchange of Traffic snalysis.

OGA
EO 1.4(c)

20 1. 4. (e) EO 1.4 (d)

B0 2.4, (d)
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CO~ORVINALTION OF, (ND EXCH&NGE OF INFORMATTON
ON CRYFTANALYSTS AND. ASSOCTATER TECHNIGUES

(for details see Annexure El)

ATLOCATION OF TASKS

1. Allocation of major tasks, conferring a
one-sided respensibility, is undesirable and impracticable,
ks a pain principle, however, in order that the

widest possible cover of foreign oypher coammnications
be achieved, the two parties shall exchange propogals
for the elirrination of Auplication in ¢ases where
certain portions of a task or related tasks are not
being worked, In additicn collaboration between the
parties will take the fom of suggestion and mutual
arrangement as to the undertaking of new tasks and
changes in status of old tasks,
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"CO-ORDINATION IN TRANSLATION

1e Decrypts of foreign communications will net be exchanged
between the two parties, except as provided in paragraph 6 of Appendis
E or as may be arranged for cryptanalytic or other technical reasons,
but any decrypt or series of decrypts will be mede available on
specific request by one party to the other, if not prohibitively
inconvenient.

24 Scanning, translating and exchanging material in the
field is covered in Appendix K. In other fields, :

the &Lgencies will probebly be unable to translate all decrypts, plain
texts or R/T intercepts in full or even in exiract, each will carry
out a process of scanning such as to meet its own requirements. The
liaison officers will therefore be free to scan this material to
ensurc that any particular interests of their own party are being
served,

3 . Translation will be assumed to be in full unless labelled
"gigt" or "extraot".

L, If either party considers that decrypts or plain texts serw
its intelligence needs without translation, such deerypts or plain

‘texts will be regarded by the other as if they wore translated texts

ané their exchange between the ligencies will be precisely the some as
that of translated texts and extracts (see paragraph € below), I%t is
the intention of each party to limit such gcases to the minimum.

5 .Comments will be clearly distinguishable as such and will
be prefaced by the word “"comment.

6o Unless excepted in Appendix K, all translated texts, extrac
gists (unless excepted by paragraph 7 below), items of Traffic Intell
gence, and commengs appended thereto, will be exchanged continuously,
curréntly and without request unless otherwise arranged in speeifio
instances. Such exchange, complete or partial, will be effected by
radio when specifically requested by the parties and in additien &
complete exchange will be effected with the least possible delay
through the regular liaison channels,

7. Gists which are made by an agency for its own use but not
issued will not be exchanged but will be at the disposal of the
liaison officers who may ask for such decrypts or plain texts as may
be reguired. :

8. 411 Comintsums will be exchanged whenswer they are issued
and without request.

-7 -
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9. L3IC will be the channel #through which all Communication
Intelligence items produced by the other British Commonwsalth
Agencies (except Ottawa) will be forwarded to the U.S., Agencies and
through which the same materials produced by the U.S, Agencies will
be Porwarded, whenever appropriate, to other British Commonwealth
recipients (except Canadian).

10, The U.S. Agencies will be the channel through which all
Communication Intelligence items produced by British Commonwealth
Agencies will be forwarded, whenever appropriate, to U,S. recipients.

DIVISION OF LABOUR IN TRANSLATION

1. Each Agenoy will undertake such scennming and tramslation
tasks as are suited to its own requirements and those of its
recipients. Any exception will be by prior agreement. .

12, The continuous exchange of tramslated materiel will allow
either party to eliminate unwanted duplication in translation.

STANDARDISATION OF TRANSLATION FCRM

1 3 To avoid ambiguity and to promote ease of reading, referenst
and recording, it will be the aim of the U,S. and British Agencies

to adopt a standerd style and layout for headings, translated texts,
gists, extracts, comments and translators' notes.

ST/NDLRDISATION OF TRANSLATION CONTENT

14 Each Agency will furnish to the other, continuously,
currently and without request, copies of all Supplemental Glossaries
and other comyilations which it prepares as a result of and for usc i
its tranglation processes. The materials thus exchanged will be

the basis for continuous discussion between the Agenoies with a view
to increasing standardisation.

15, In order to develop a common standerd of validity-grading
in language equivalents, each igency will inform the other of the
significance of such gradings as it currently uses in its Supple-
mental Glossaries.
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LD M TERTLT, AND COMINT

EXCRENGE OF
MATERTAL

RN

14 Paragraph 2 of the British - U.S. Commmnication
Intelligence Agreement specifies that the Agreement governs the
relations of the contracting parties "in Commnication Intelligence
matters only", ' ‘

2e . In that paragraph it is agreed that the exchenge of
such collateral material as is applicable for technicel purpeses.

. and is not prejudiclal to national interests will; however, be
effceted between the Comint Agencies in both countries,

o In accordance =ith that paragraph, collateral material

is defined as that material from any source other than Comint

which, though of assistance to the Comint Agencies (i.e. "applicable
for %echnical purpeses"), is not directly a Communicstion ,
Intelligence natter. \

. 5 Products of arrangements with Third Party .'{ﬁernments
or Comint authorities negotiating on sn official bas:Ls are
excluded from the provisions of peragraph L aboves (See Lppendix P)

6. Information concerning Comint wmethods and techniques,
vhich are developed by the Comint Lgencies under U.S. or British
patent, is not collateral material, and 1ts exchange is

governed by varagraph 4 of the Lgreementy

EO 1.4.(c)
EO 1.4.(d)
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(For deteils See Ammesure Hi)
1e TELEG (o) RE_{H

Exclugive and readily eamma.hle tele~

" communications between Agencies, and between Agenvies

and their outlying stations, wiil be maintaimed in
order to make possible the repid flow of all types

of raw traffic from the peoints of intereceptioh to the
severnl Agencies; the rapid exchange of all types

of raw traffic, teohnical matfer and Communication
Intelligence between the Lgenciesy and the éfficient
eontrol of intercegption coverape. In sddition lateral
coomunications betwecn stations of ome party amd
Agencies or stations of the other may be previded for
the same purposes as necessary and wutually agreed.

2. IO.N CF

The terminals of circuits or chapnels intended
exclusively to carry Comint traffic between the Dritish
Ccomonwealth and the United States will be installed,
naintained and operated as arrangsd hy the appropriate
Cenint Autherities of the countries ¢omcerned ensl,
although normally such terminald will be installed,
paintained and operanted by the appropriate V.S. or
Tritish Cammonwealth suthority on whose territory the
terninals are situated, this will not be obligatory.

3. PROVISION OF JUTEMENT

The provision of equipment of all types will
be by mutual assistenece where necegsary emd practicable
and as agreed in each specific case,

b CRYFTOGRAVHIC ATDS

(a) Common cryptographic aids will be used
for cambined Comint caummmications,
The matter of cryptographie aids will
be kept continucusly under review with
the object of maintaining and increasing
security and of faciliteting communications.
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() In order tc reduce the mumber of persennel
required for communication and erypto-
graphic operations amrd thereby to
augrent the forces avallable for direet
intercept cperations, and also to
improve sSpeed and accuracy, the ultimate
goal should be the transmission of 21l
Caxint mateidad in ohwline exypto=
systens, Every effort should be made
townrds this end, consistent with the
policies of the services of Koth
countries,

5¢  Lug& ROUTES
Tag routes will be kept under review with

the object of teking full advantage of sea and air
se¥vices,

All agencies wil) be equipped to Bamdle
cicrofilm so that it may be awvailable foxr use when
1t is not practicable to send the orizinel material,

s COMMUNICATIONS LIALSON

A representative of the Director, GCH(,
and a representative of the USCID Ce-ordiziator will be
glven the specific duty of keéping under review
Corint comnmunications problems and of raising and
advising on such problens as they ocour.
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LIAISON AND
METHODS OF EXCEANGE

LIATSON PRRSONNEL

1. Each party shall maintain, in the country of the other; a
genior liaison offiicer aceredited to the other. Such officers shall
be responsible each in the country to which he is acecredited for all
liaison matters.

2, Upon agreement between USCIB and LSIB, additional liaison
personnel may be accredited, and working groups mey be assigned, to
agencies of either party by the other. AIl such additional liaison
personnel shall be under the comtrol and direction of the senior
liaisen officer.

3. Suitable office faecilities will be made awveilable as
neccssary by the party to whom the liaison officers are aceredited.

Lo Liaison officers of one party shall normally have unre-
stricted access to those parts of the other's agencies which are
engaged directly in the production of Comint, except such parts
thereof which contain unexchangeable ir.formation. The points of
contact of liaison officers within agencies for requests and
inquiries shall be as determined, established and delimited by tihe
party %o which they are accredited.

5. In addition to the above regularly assigned personnel,
visits by selected personnel for shor* periods of time to deal with
special problems will be encouraged.

METHODS OF EXCHANGE

6o Requests by one party for information or material shall be
made by that party via its senior liaison officer who shall aet
through prescribed liaison channels. The senior liaison officer of
the requesting party shall forward whatever information or material
is made available to him, normally by means of facilities under the
control of his own country., Normally the senior liaison officer of
the providing party shall be kept informed.

7o When the request by one party is for informestion or meterial
Yo be supplied as a matter of routine procedure,. the supply, after

the initial request, may be direct between the parties by means of
facilities aveilable to the senior liaison officer of the requesiing
party, The senior liaison offiicers of both parties shall be kept fully
informed of all such routine exchanges and shall be given access to

the information or material as may be agreed locally,

- 85 -

1st June, 19514




__W_To v
—NEVERTO BEREMOVEDFROM-FHE-OFFEE-
- —
APPENDIX T » sheet 2
84 Exceptionally, tecfre\!’u:i,aal'e‘:xchangea between the parties

may be effected directly over "on demand" gquick exchange communication
channels jointly and exolusively maintaimed for ‘that puypose. But

the use of these direct channels will be kept to the minimem and in
each ease the senior liaison officers of the two parties will be

kept informed.

P No provision of paragraphs 6 anmd 7 ebowve shall be construed
as preventing either party from accommodatipg the other hy transporting
or communicating meterial for the other party,

10. Bach party shall normally assist the other's senior liaison
officer by meking available to him fasilitles for peckaging and
preparing material for transportation. Each party.shall, to the
extent of facilities operated by or available to it, assist the
other's senior liaison officer with safe-hand and other tremnsportatien
within its own country. '
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Conseduent on meetings held in December 1947 betweern USCIB
and the Director L8IC representing the London Sigmal Intelligence Board,
the following interpretations %o certain paragraphs of the Br:r_tlsh- -
U.S. Comtumication Tntelligence jgreement, dated March, 1946 end of the
Appendices thereto are hereby agreed to by USCIB and I8¥B and mll
become Appendix J to the aforementioned Lgreement.

Te It is understoopd that the ESTIB will not initiate or pursue
any oontact with eny nation of the British Camonwealth on Comint
matters other than with the Dominions of Canada, sustralia end New
Zealand {with each of which agreements already exist) without first
obtaining the views of USCIB. (It is noted that at the vpresent time
1SIB does not envisage any collaboration with Cotmonwealth Nations
other than the aboveg_

2, It is noted that the Melbeurne Sigint Centre (MSIC) is,

in oontrast to the Communicaticns Branch at Ottawn, not a purely
nptional Centre. It is and will oont:;;ma to be a joinb W.K: -
Lustralian - New Zealand organisetion, msmned by an integrated staff,

3. It is noted that a pre-requisite for collaboration by

Canada, Australia and New Zealand with U.K. wes en unequivocal acceptance
of the provisions of the "Explanatory Instructions and Regulations
concerning the Handling of Signal Intelligence (IRSIG)" which has already
been glven by the Conmint Govaming Bodies of the Nablons ¢ rcerned and
that contimued oollaborat:.on is dependent upon their adherensce to these
regulations.

L. It is the intemntiom of LSTB to obtain from the Sigint
authorities of the oollaborating Dominions formal assurange that they
will abide by the terms of paragraphs 5, 8 and 9 of the BritisH - T,SB.
Commnication Intelligence hgreement and of paragraph 5 of Appendix E
of that agreement. Such assurance will be tranamitted to USCIB from
LSIB*.

5e ISIB will notifly USCIB of the present assigrment of
oryptanalytic tasks for MSIC and will netify USCIB in advance before
anthorising any new or altered oryptanalytioc tasks for that Centre.

* Chairmen ISTB transmitted this assurance to Ch&irman
USCIB in SB/LO9 of 17th February 1948. :
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'No-?c ,pays.s to eny of the collaboreting Dominioms® Agencies
COMINT items originated by agencies of the other party
w:.thout the comsent of that party, except as laid down
in paregraphs 7(c) and (@) below or as may be from

time to time mutually agreed.

{b) Pass to the coliaboréting Dominions via the agreed
; . ~channels only guech technical metter and portioms of the
' Status Reports as are deémed by the originating ageney
to be relevant to the agreed tasks upon which each
Dominion is engaged.
‘ 7o USCIB takeés note that, as regards LSIB's policy towards the
integrated Centre at Melbourne, LSIB intends in future:
(a) To give every encouragenent. and assistance to pursue
! as the main eryptanalytic task of the Centre
togethe_r with minor tasks of locel interest.
(b) To employ Melbourne-oontrolled interception stations

(e)

0GA
EO 1.4.(c)
EO 1.4.(d)

()

(seme of which are . K. manned) on tasks to which

they are be - - of their location, ‘which
me\n.tably

To pass o MSTC (in order that MSIC may carry out (a)
ebove), the technical and background matter relevent

t0 these tasks, whether it be obtained from U,S, or
‘British sources, except matter of U,S., origin designated
by U.S. authorities as for U.K. use only.

To pass to MSIC for.its internal use only (and to
enable that Centre to carry out (b) sbove) the
necessary technical matter required for such inter-
ception control, whether obtained from British or
U.S., traffic a.na.ly31s or cryptanalytlc sources,
except matter of U.S. origin designated by U.S.
authorities as for U,K, use only.

- 8’8:-

1st June, 1951

TOP SECRET







“

0GA —TOP SECRET-

EO 1.4.(c) : 7O BE KEPT UNDER LOCK AND'KEY :
EO 1.4.(d) NEVER TO SE REMOVED FAOM THE OFFICE.

APEENDIX K - sheet 1

- 89 -

1st June, 1951,




OGA . |
EO 1.4.(c)

0149  _ _TOP SECRET

TO BE KEPT UNDER LOCK AND KEY :
\NEVER TO BE REMOVED FROM THE OFFICE.

LYPENILZX K - sheet 2




0GA TOPSECRET

EO 1.4.(c) TO BE KEPT UNDER LOCK AND KEY :
EO 1.4.(d) NEVER TO BE REMOVED FROM THE OFFICE.

O

- 91 =

lst June, 1951.




“TOP SECRET

TO BE KEPT UNDER LOCK AND KEY:
NEVER YO BE REMOVED FROM THE OFFICE.

0GA

EO 17TT)
EO 1.4.(d)

-
O
®
O
- 92 =

18t June; 1959




TO BE KEPT UNDER LOCK AND KEY:
NEVER TO 8E REMOVED FROM THE OFFICE.

OGA
EO 1.4.(c)
EQ.1.4.(d)

o LPPENDEX. K
- Lnmemzre K9

EXHIBIT 1 .

18t June, 195%




TO 8E KEPT _UN'DEN LOCK AND KEY :
OGA NEVER TO BE REMOVED FROM THE -OFFICE. '
EO 1.4.(c) 3
EO 1.4.(d) )

Exhibit 4 - sheet 2

@

18t June, 1951




Annexure Ki

OCA
EO,1.4.(c)
EO 1.4.(d)

Tst June, 1951

"3D1440 IHL WO¥A Q3A0KW3Y 39 OL ¥IAIN
TAIN ANV N0 ¥3IANN 143N 38 OL

TIEOIS dO1—
®

gy

9

...95_



TO BE KEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

OGA
EO 1.4.(c)
EO 1.4.(d)
\
O - EFIBI? 3

« 96 -

1st June, 1951




“TO BE KEPT UNDER LOCK AND KEY:
NEVER TO BE REMOVED FROM THE OFFICE.

0OGA _
EO 1.4.(c)
EO 1.4.(d)

—97*

18% Jone, 195¢




i

13

DGA TO BE KEPT UNDER LOCK AND KEY :
X0 14(C) . NEVER TO BE REMOVED FROM THE OFFICE.
F0 1.4.(d)

IX K
kanexure K1
Exhiblt 3(a) ~ sheet 2

o

- 98 =

18t Juhe, 1951




i€

TO BE KEPT UNDER 1.OCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

OGA
EO 1.4.(c)
EQ 1.4.(d)

A.rme;mre X1
Bxhibit 3(a) - sheet 3 _

- 99 -

18t June, 19%1




i€

TO BE KEPT UNDER LOCK AND KEY :

OGA
NEVER TO BE REMOVED FROM THE OFFICE.

EO 1.4.(c)
EO 1.4.(0)

AErENDIX K
' irnexure XK1

U EXHERIT L
U ool £ -

- 100 ~

1lst June, 1551.




EO 1.4.(c)

EO 1.4.(d) TO BE KEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

——
LEVENDIX K
Annexure K1
Exhibit 5= sheet 1
Q L0 BNOTX X

Annexure K1

OGA
EQ 1.4.(c)
EO1.4.(d)

@,

1st June, 1951,




—TOP—SECRET

TO BE KEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

—
—

0GA
EO 1.4.(c)
EO 1.4.(d)

- 102 -

1st June, 1951,




N

TO BE KEPT UNDER LOCK AND KEY:
NEVER TO BE REMOVED FROM THE OFFICE.

Anvyexure K1
Exhibit 6 - sheet 1

EO 1.4.(d)

- 103 =

1st June, 1951.




APPENDIX K

LRI AN

Exhibit 6 - sheet 2

Annedare KA

"II1440 IHL WONS QIAOWIN 39 OL NIAIN
"1 AN ANV AD0T ¥IANN LdIX 39 OL

OGA
EO 1.4.(c)
EO 1.4.(d)

A

- 104 -



Annexure K1

(b) ()

Exhikit 6 - sheet|3

OGA
EO.1.4.(c)
EO 1.4.(d)

18t Jure, 1951

326440 FHL WONS QIAOKWTY 39 OL ¥3AIN
P AT ANV AD0T ¥AONN 143X 39 Ol

138045 40+t — .

o « )

- 105 -



K

Ai]ném:lre K1

APFENDT)

(b3

- (o)
L}
B
Q@
2
[1)3
3
o
+
=
A
o
#
&
H
-
P
H
18t June, 495t e
OGA
EO 1.4.(c)
EO 1.4.(d)
"3D1440 IHL WOUA OIAOWIY 39 OL ¥IAIN
: A3 ANV D01 Y3ANN 1433 36 OL
A ;-

S8



(b)

Bxhibit 6 - sheet B

HEERNDTX o

Annexare K1

1st June, 1951

OGA
EO 1.4.(c)

EO 1.4.(d)

CADHIO ZHL WOYH 0IAOWIY 39 OL ¥IAIN
' 1 AZX ONY ¥D01 ¥2aNN 143X 39 0L




X £

OGA
EO 1.4.(c)

Annexure X4

EO 1.4.(d)

Exhibit 6 - sheet 6

1st June, 1951

"31D1440 JHL WON4 GIAOWIY 39 Ol ¥3AIN
A ANV XD0T ¥3ANN 143X 39 OL

1HRIIS dOL
o

Ui ]

O

- 108 =~



"OGA
EO 1.4.(c)

Exhibit 6 -~ sheet 7

Annexure KA

(b)

()

=0y =

T8t June, 1901

EO 1.4.()

‘321440 FHL WONA GIAOWIN 39 O4 ¥IAIN
A3 NV 3207 YIANN 1d3) 39 OL




(v)

APPENDIX K

Exhibit 6 ~ sheet §

Jnnexure Ki

- 110 =

18t June, 19%51

201440 IHL WONL GIAOWIN 18 OL WIAIN
TAIN ANV XDO0T¥IANN 143X 38 O

N\

N¥0V

OGA
EO 1.4.(c)
EQ 1.4.(d)



",:OGA
£0 14 )
4.(c Annexure Ki

%. _ Exhibit 6 - sheet 9

JO BE KEPT UNDER LOCK AND KEY:

W)
-
£

C
(®)

- 111 =



OGA
EO 1.4.(c)
EO 1.4.(d)

O

TO. BE KEPT UNDER LOCK AND KEY:
NEVER TO BE REMOVED FROM THE OFFICE.

LEVENCTX X
Lnirexarg K1

Exhibit 7 - shest 1

ist June, 1951,




OGA 7O BE XEPT UNDER LOCK AND KEY :
EOQ 1.4.(c) ' NEVER TO BE REMOVED FROM THE OFFICE.
EO 1.4.(d)

Annexmre X1 -
Exhibit 7 - sheet 2

1St JU,‘GG., 1951‘5



it

EO 1.4.(c)

Eo.1 4(d) TO BE KEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

LEPENDIX K
Annexure Ki
Exhibhit 7 - sheet 3

18T June, 1311,




. EO 1.54)

o

OGA

EO 1.4.(c)

. TO.BE KEPT UNDER LOCK AND KEY :
NEVER TO B8E REMOVED FROM THE OFFICE.

hvexure K1
Exhibit 7 - sheet &

- 115 =

1st June, 1991,




—TOP SECRET

TO BE KEPT UNDER LOCK AND KEY:

OGA NEVER TO BE REMOVED FROM THE OFFICE.
EO 1.4.(c)
EQ‘L4(d) = o
i ' APPENDIX X
Annexare KL

Exhidbis 7 - shest 5

- 116 =

lst June, 1951,




]

TOPSECRET

TO BE XEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

LPPENDIX K
hrnexure K1

" Exhibit 7 -~ sheeot 6

0GA
EO 1.4.(c)
EO 1.4.(d)

1st June, 1951,

w 117 =




OGA
EO 1.4.(c)

TO BE KEPT UNDER LOCK AND KEY:
NEVER TO BE REMOVED FROM THE OFFICE.

EO 1.4.(d)

LTPENDIY K

knnexure K1

BYHIBIT 8

- 318 -

lst June, 1951.







APFRDIX L - sheet 1

Q ' EXCHANGE OF INFORMATION ON INTERCEP] EQETEMENT,
RiCILITIES, rRODUGTION RESE/RCH AND DEVELOW

Ly INT%CEFI‘ EQUIIAENT FACILIEIES AND FRODUCFLON

A canprehensive report (to be Xnmown as the innual
Techfiical Report) comcerminhg

(s) all interception facilities inetelled and
available.for use at intercept and D/F
stations, whethlier or not such facitities are

‘ ' in use,

(b) details of the mumbers, types and descriptions
of intercept equipment under contyract and/or
in production,’ together with probable delivery
dates.

will be exchanged émually. Reports are to show the position
as at 1lst July in each year, and should nomally be exchanged
by 1lst August.

2. Section I of the Report will be arrenged to provide

information to cover the items set out in paragraph 3,

for each Intercept end D/F station. Types, Makes and

numbers (and where appliceble, nornal end paxinun speeds)

of equipments should be included. No attenpt has been nade

to lay down an cxact format for the Report, as such a ferrmt
i might soon becane out of dzte, end might prevent flexibility,

L 3 L. HAND SPRED MORSE EQUIEMENTS

i) Single Positions rg/F;

ii Single Positions (L/F

iii) Single Positions (Lll-weve)

iv) Dopble Fositions (H/F or 4ll-wave)

v) Which of the above (i) to (iv) are capable
of double or triple diversity working

(vi)  Which of the above (i) to (iv) are fitted
with wire, tape or wax recorders

N\ B. HIGH SFEED MORSE EQUISWENTS

i) Single Fositions (H/F)
ii) Single Positions (L/F)
(iii) Single rositions (All-wave)
iv) Doubls Positions (H/F or All-wawve)

v) Which of the above (i) to (iv) are cepeble
of double or trlplo diversity working
. (vi) Types of recording (i.e. undnletor

apparetus fitted
{¥ii) Types of recording bridge fitted, and
whether capeble of accepting frequcncy
shift transmissions
(viii) Any other High Speed equipment

1st June, 1951, ~il9 -
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G

Single Channel Radio Telepwi fer %In‘t;ermtional)
Single Channel Radio Teleprinter (National)
Multi-chennel or Multiplex T/P (International)
3-channel T/P (Netional)

2-channel Baudot

6 and 9-channel Beumdot

(i) %o {vi) ebove rafer to 5 unit systens,
Bguipments fitted for eny other sysztans

(6, 7-unit etc.) '

V.H/F LND U,H/F EQUIRVENTS

FACSIMILE OR rICTURE EQUIMENTS

HELLSCHREIBER EQUIFMENTS

DIRECTION FINDING EQUIRMENTS

Whether fixed or mebile,

TRENSMITTER IDENTIFICATION EQUIEMENTS

FREQUENCY MFLSURTNG EQUIFMENTS

ARRTLTS

. Information to include number, types, whether
used in diversity, frequency to which cut,
directivity, associated amplificetion equipment.

CONTROL EQUIrBENT

Details and use of equipnent fitted for
control of interception within a station.

SPECTLLISTD TESP EQUILKENT
Not to include standsard nmaintenance eguipment
for genersl use.

4UDIO FREQUENCY RECORDING EQUIIMENT

4NY OTHER SFECTLL EQUIEMENT

SHORTCCMINGS EXERTENCED ON OFERATIONAL EQUIPMENT

- 120 -
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R. SPECLLL WATNTENANCE PROELAMS, IF iNY

Notes:

(1)

(11)

4 Single Fosition nay consist of 2 or more
receivers, used in diversity, or in order to
incresse the frequency range.

A Double VYosition is ome =t which a single
operator can cover two ends of a duplex
circuit, where this is possible.

L, INTERCu‘I‘ PU’Er}LI\IT RESELRCH AND _)EVELOJ.MEI\I‘I'

Lidn 1} ;
Chorgn W Ll

iil Muun;)

(b)

gy W Y
(lonnas 1518 [116]5u =

include dCtullS of all proaects on which
dvvelcpncnt is being conducted together .
with a statement of the object to be attained.

(ii) Research and Development trends. This
to include a statement of all outstanding
problems togethsr with'en indication of
trends in research and development ainmed
at their solution. In the event that
no work is conterplated on certain specific
problems, these problems shOuld,nevbrtheless

be listed amongst those current.

Technicel Notes will be exchanged as and when
necessaly on specific subjects. These notes

to be designed prinarily for the information

of persornel actually engnged on engincering

and rescarch and developnent work on interception
¢quipment. These netes also to include data

on signal analysis, frequency lists, and other
material associated with intercept problens,

- 100 =

1st June, 1951,

TOP §




- OGA

EO 1.4.(c)
EO 1.4.(d)

SPEENDIX L

XA b} 4

st
\(e—

18t October, 195



- APPENDIX L
Annexure 11 - sheet 2
/..‘»‘\
OGA

EO 1.4.(c)
EO 1.4.(d)

C

1st October, 1953







YO BE KEPT UNDER LOCK AND KEY:
NEVER TO BE REMOYED FROM THE OFFICE.

“ 122 -

18t June, 1951




TO BE KEPT UNDER LOCK AND KEY : \
NEVER TO BE REMOVED FROM THE OFFICE.

‘s ~rADAL
—TOP SECRET ACORN.

Annexure Mt - sheet 1

APPENDIX ¥
Q ANNEXURE M4
O
@

0GA

EO 1.4.(c)
() EO14(d)

- 423 «

18t June, 195




A
/

“

TO BE XEPT UNDER LOCK AND KEY :

NEVER TO BE REMOVED FROM THE OFFICE. .

OGA
EO 1.4.(c)
EO 1.4.(d)

18t Junc, 194

- 12 -

Amnexure M - sgheed 2




APFENDIX M
Annexure A(5)

Byvhilhs 4 4

xp.

OGA
EO 1.4.(c)
EQ 1.4.(d)

CLEARANCE /

Date’

G.MT. y Mathad




B LT LAY Al L e R

~Te'es

(J

OGA
EO 1.4.(c)
EQ 1.4.(d)




OGA

EO 1.4.(c)

EQ 1.4.(d)

h —— e it = . ——— .
n

ket s b e e e =T b — i e ——



QGA
EO 1.4.(c)
EO.1.4.(d)




—TOPSECRET

TO BE KEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

OGA —
EO 1.4.(c) \PPENDIX
EO 1.4.(d) g L

Txhibit 2 - sheet 3




TO BE KEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

£ —

APPENDIX M
Adtiexrre M1

EXIRTT 3

Exmbit 3 - sheet 1

OGA
EO 1.4.(c)
EO 1.4.(d)

T




OGA
EO 1.4.(c)
EO 1.4.(d)

TO BE KEPT UNDER LOCK AND KEY :

NEVER TO BE REMOVED FROM THE OFFICE.

Exhibit 3 - sheet 2

1st June, 1951

- 130 -




O,

U *
TO BE KEPT UNDER LOCK AND KEY :
NEVER TO 8E REMOVED FROM THE OFFICE.
fassl al e

LPPENDTX M

femire M _
Exhibit 3 - sheet 3

OGA
EQ 1.4.(c)
E01.4.(d)

18t June, 1951

- 13 -




z VRNV E

. '.Ju_Ji—..

BRPO DT ANNAD

0OGA

EO 1.4.(c)
EO-1.4.(d)




EO 1.4.(c)
EO1.4.(d)

OGA

-
T OPNAY 20-64887 Y «m
% il !

S A

_-..ﬂ.x?.nm,

W AL 0 e A




OGA o
EO 1.4.(c)

140 TOP SECRET

TO BE KEPT UNDER LOCK AND KEY:
NEVER YO BE REMOVED FROM THE OFFICE.

18t June, 19%




TO BE KEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

OGA .
EO 1 il —
EO 1.4.(d)

Annexure M - sheest 4

- 135 =

18t June, 195




OGA
EO 1.4.(c)
EO 1.4.(d)

iE

TO BE KEPT UNDER LOCK AND KEY :
NEVER TO S8E REMOVED FROM THE OFFICE.

AFFENDIX N
Anmexure Ny - sheet 2

15t June, 195




i€

TO BE KEPT UNDER LOCK AND KEY:
NEVER TO BE REMOYED FROM YHE OFFICE.

r——
. ) AFPENDIX N ,
Annexure W -~ sheet 3
OGA
EO 1.4.(c)

\{:D EO 1:4.(d)

18t June, 1951



ig

0cA —TOP SECRET

EO 1.4.(c) TO BE XEPT UNDER LOCK AND KEY :
EO 1.4.(d) NEVER TO BE REMOVED FROM THE OFFICE.

- 138 -

18t June, 4195




&

TO BE KEPT UNDER LOCK AND KEY :

OGA NEVER TO BE REMOVED FROM THE OFFICE.
EO 1.4.(c) '
EO 1.4.(d)

LEFENDID. N
Anpexure M - sgheet 5

- 139 -

158t June, 1951




i€

TO BE KEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

OGA
EO 1.4.(c)
EO 1.4.(d)

0

LIPBNDIX N
Lanexure N1
Exhibit 1 - sheet 1

ArTENDIX N
lnnexure N1

EXHIBIT 1

1st June, 1951,




TO BE KEPT UNDER LOCK AND KEY:
NEVER TO BE REMOVED FKOM THE OFFICE.

ARCENDIX N
Annexdirse N1 .
Exhibit 1 - sheet 2

— OGA
-’ EO 1.4.(c)
EO 1:4.(d)

- 141 =

1st June, 1951.




Ee

TOP SECRET

'TO BE KEPT UNDER LOCK AND KEY :
NEVER YO BE REMOVED FROM THE OFFICE.

s ENDIX N
Annexure N1
Exhibit 1 - sheet %
OGA
Q EO 1.4.(c)
' EO 1:4.(d)

- 12 -

1st Juns, 1951,




TO BE KEPT UNDER LOCK AND KEY :
NEVER YO BE REMOYED FROM THE OFFICE.

e

N\ LPFENLIX N
snnexere N1
Exhibit 1 ~ sheet &

OGA
o EO 1.4.(c)
- EO 1:4.(d)

®

- 143 -

1st June, 1951,




OGA
EO 1.4.(c)
EO 1.4.(d)

14

—TOPSEGCRET

TO BE KEPT UNDER LOCK AND KEY :

NEVER TO BE REMOVED FROM THE OFF{CE.

ACTENDIX N
Annexure N1

Tvhihit+ 1 o chaoot B

1st June, 1951,

- 1 -




i€

OGA
EO 1eduiinn

“TOPSECRET-

TO BE KEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FROM THE OFFICE.

EO 1.4.(d)

Ar@ENDIX N
hArmexure N1
Exhibit 1 - sheet 6

1st June, 1951,

-~ 145 -




OGA
EO 1.4.
EO 1.4.

g

C

TOP-SECRET

TO BE KEPYT UNDER LOCK AND KEY :
NEVER YO BE REMOVED FROM THE OFFICE.

gfo

. Annexure N1

EXHIBIT 2




it

TO BE KEPT UNDER LOCK AND KEY:

OG A NEVER TO BE REMOYED FROM THE OFFICE.
EO 1.4.(c) ’
EO (N0 — APCENDIX N

Annexure N1

C
®
O
@
- 147 -

18t June, 1951







o

Q.\

TO BE KEPT UNDER LOCK AND KEY :
NEVER TO BE REMOVED FAOM THE OFFICE.

LPPENDIX O
OGA
EO 1.4.(c)
EO 1.4 (d)
- 148 -

15t June, 19%)




g

TO BE KEPT UNDER LOCK AND KEY:
NEVER TO BE REMOVED FROM THE OFFICE,

OGA
EO 1. duta

EO 1.4.(d) Ammexure Of - sheet 1

.Q




it

TO BE KEPT UNDER LOCK AND KEY :

NEVER TO BE REMOVED FROM THE OFFICE.

e e eesny

LPPENDIX O

linnexure O - sheet 2

OGA
EO 1.4.(c)
EO 1.4.(d)

18t June, 19%

- 450 -







' Reference No- :

D/T163, -

Exhlblts, ‘hithérto contained in the papers of

three separate conferences,

- 46th February, 1955,
| R S e R =t
|. . Referred to x
x .tfi}*»;ﬁj 1
v 4 Appendlx P and 1ts Annexures and i

for convenience as one.- documen

~have, been retyped:
it and T attach

52 cqples for the TS, authorlt;es

. (“D‘. \ {.ﬁg\&g 4

{
us

] r-—'\
.43

T S —— e

| After Action

7

"}&_ :)“ E‘*

g

ir‘ _"*:f
Ve

T DA s i .




F e e T TP ——

— o s i

©CA
EO 1.4.(c)
EO-1.4.(d)

TOP SECRET

TO BE HANDLED IN ACCORDANTE WITH IRSIG

- S BIC/B/1

14th February 1952

COMINT RELATIONS WITH PARTTHS,

AFPRCTTNG BRUSA T I@N

-- GOVERNING ANY COMINT ARRANGEMENTS WHICH MAY BE MADE
WITE mmm BERTITS OVISIIE YHE: FRAMIWORK OF ALLIED OQMMANDS

1e For pm*poaes of this Appendix, ma.nganents with Third Parties

. are def:i..ned as’ enly those wihich arg negotiated with Third Party

@ovexmments or COMIIIQT authorities negotiating on an official bagis,
The products of-. 'thes'e .a:rmx,gements should be completely emhumgea.bleo
2. RBither pesr'ty may negotlate independently with Third Porties, subjeoct
to the protvigicns of th:,s ﬁppend_uc The negotiating FPexrty should, o8
far .as possibdle, keep the othezs porty currently informed of the psrogress
of the negotiations,. I " ‘
34 - Wherever and whemevér securl’cy' considerations permit, the U.S, and
UK. notional authorities m._y enter mto relationships with Third Party
Governments or COMINT o.uthor:.t:.es m.th the object of obtoining:
(u) réw traffio (mclud:mg_ of type or quality not
readily avnilnble through BRUSA 3.nt“er-oep-‘c frcilities;
(b). emd~product and technicel moterial wirg.ch cannot readily be
obtained through BRUSA facilities; = '
(c¢) inbterception sites.

4. Normally, either party @y, wi thout prior consen‘i:ll"'-gf the other

and subjec‘b‘only ‘to proopt notification, arrange with a::w

for. the purposes stated in paragraph 3 above, In this conneotionm
- s . 8 o /th-e deo
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BRC/F/1 (continued)
the possible security compromise involved.in-mercly presenting require- P
ments should be considered,* - ' \
5. Either perty may conclude an agrcement which .invo_l};'es the supply |
to a Third Party of | '
() raw traffic sclected in oecordance with identification criteria :
established by the Third Party; (such selection ot being S {
rotrospeotive), or taken on cireuits using fuced callsigns =~ ‘ |
and/or fixed froquencies, iee. circuits from which the | '
provision of traffic does not disclose the solution of.
=, . complex eallsign cnd fregquency sy.s“bemé - o
() D/F results on the transmissions involved in (a) above;
(¢) . T/A data (i.e. eallsigns, frequencies, schedulos .and
procod:-ures) in respeet to the traonsmissions involved in (a)
aboves
(d) interception stecrnge or guidance upon trmxsnﬁ;ssior;;s of the ll
type involved in (a) above; _ | | ) ;'
(e) general edvice not rovoaling knowledge of specific techniques o .
or cm?nt probl.crig; T
provided .Qr‘lly- tho.t before impléaenting such an agreenent, thcA othor !
perty ‘is.rconsul’c-.cxi on the technical problems involved, such as the 1
sterilization of raw traffiec,
/6o ees
* 'Releasa.blc' equipnent is defined as that equipment which is /:"
, relea.so.ble under the national policics of the country making the
élel:.very. In general releascble equipnent is considered 'bo bc ’;:hat
which eithor can bo prchased commorcinlly or is aveilsble through | i

governmental sources and eclossified nmot highor than CONFIDENTTAL.
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BPG/T‘/ 1 (continued)

6e Before entering into exchange arrangements involving tho firnishing
of end-product, or of raw traffic, D/F results, technical materinl, or

guidance beyond those speeified in porsgraph 5 above, cach porty mst

‘obtain .‘the-c-:onsént of the other, The decision to reloase such data

will be besed on 4 congideration of the risk factors involved and the
benefit likely to accrue in the technieal or intclligence fields, Due

weight must be given to the technical competencc of, and knowledge already

aveilable to,-the Third Poxrty.

3

8. In negotiations with Third Portics all possible assurances should. be
obteined that the Thiwvd Party will safeguard all metorinls receivegd,
will not make them availsble to any other Power, and will conceal the
existence of its_a.érement with the U.S, or UK. The precisec terms
of these a.ssuranc;es rst be left within the discretion of the U.S. or
UK. rlegotieting authority according to the circumstances of each- case,
9« Both parties to 'the BRUSL agreement will pool their knowledge of
foreién COMINT orgtmizat;i.ons' up to the agrecd limits of exehangc of

coilaoteral,

- 4 v

10, In negotiations with Third Parties every effort should be merde to .

‘avoid disclosure of U.8./U.K. colloborction in the COMINT field., If

end vhen the question is raised by a Third Party, adnission of the

extent apd nature of such collaboration must be kept to a minirum and

/ln g




RN N PO The following principles will govern any arrangerncent which may be

. .COMIT euthorities in advance,  Specific arrangenents for any allied command

-4 - BEC/F/1 (continued)

|
: : . 1
in no cese reveel collaboration exceeding the scopc of the arrengement |
. existing or wider nopotiation with the Third lorty concorneds, | (W
BASIC PRINCTILES GOVERNING LNY COMINT RRANGIMENTS WHICH MY BL MLDE WITH

THIRD PARTIES WITHIN THE FR.MEVORK.OF ALLIED COMMANDS

- madé with Third Perties within the fromcwork of allied cormands,

within an allied command, which nay necessitate disclosurc of information K

12, .- Prior to cntering inte any COMINT co-operation with Third Parties

regarding or resulting from U.S. and U.K. COMINT activities and collaboration,

specific arrangements for such co-operation will be agreed by the UeSe/UT.K.

"which heve a bearing on U.S:/U.K. collaboration arrangcments under the
BRUSA agreement will be mnde dnnoxurcs to this appendix, R

13 Particivation in an Allied COMINT structure should be limited o
. nations

(a) contributing substontial forecs to that nllied cesmand and

adequate COMINT support to those forces or,

(3) capable of making a significant contribution to thc U.S. and

U.K. COMINT effort within the command, s
L, - QCo-operation with Third Parties within the allied cormand structure
should be. confined within the limits necessory to meet the essentiol needs
of the commsmd. The relense of U,3, ond UeK, COMINT end-product to Thimd  w e
Party nationals in allied cormends should be avoided if possible’and in any

.cvent should only be made after ogreenent betwecn U.8, and U.K. COMINT

cuthorities, ' If such material uust be relecsed to Third Parties » the necd-
.. torknow principle rmast be applied strictly and the mnterinl linmited as

follows:
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BEC/F/ 1 (continued)

(a) Peacetime
(1) Traffic Intelligence necded for planning purposes provided
it is effectively disguilscd.

(i)  Specinl Intelligonoe only whem embodied in general
intelligence summeries fron which no information can
be troced back to COMINT.

(o) Fertime
(i) Traffic Intelligence in categories mutually agreed as
releasable in umndisguised form by the U.S. and U.K,
COMINT authorities, and other Traffic Intedligence
when effectively disguised.,.

(ii) Special Intelligence effectively disguised, in
categories mutonlly agreed as releasable by the U.S.
and UK. authoritiocs,

15, As a condition of participation, there should be prior acceptance
of agreed security principles bosed on 4ppendix B apd similar te those
given ot Exhibit 2 to Ammexure P1 to this Appondix end agreed by the
U.S. and UK, COMINT authorities,

164 In any allied COMINT arrangementa there mmust be no revelation
that U,Se/U.Ke COMINT collaboration exists outside the particular
concerned, or that within the commond U,.8,./U.K. COMINT collaboretion is
more extensive than that to which Third Inrty nations ore admitted.

17¢.  COMINT units of participating nmsio*ns would be at liberty to pass
COMINT availeble to them to their national COMINT orgoanizations and to
units of other participating nations bub not to units or natiomals of

non=-partioipeting notions..
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AVPENDIX P

I. GENERAL

k[ The following principles affecting the COMINT arrengements for

SACEUR apply to plamning for wartime except insofar as provision is made
in paregraphs 26 - 29 below for additional peacetinme co-operatione They
will be-the basis on which the U.S. and UK, COMINT authorities will
negotiate with SACEUR end on which subsequent ncgotiations with Third

Porty nations should be conducteds: LAny alterations of principle which

oy become necessary e.s the result of these negotiations will be agreed

between the U.S. end U.Ke COMINT authorities and appropriate amendment
mede horein,

24 - In order that the arrangements contained herein may be effective
on the. outbreak of war, it will be necessary to initiate plamning in
peacetime with the Third Party mations concerned, This planning
aotivity should begin as soon as pos.sible'.

3 In order to promote the greatest possible readiness for wer,
it may be necessary to extend this peace time co-operation beyond the
stage of plannings The decision when to enter upon this second stage
will be taken by the U.S. and UK, COMINT authorities at some later
date in the light of the then prevailing internmational situation ond
of the experience gained in the course of co-operation with Third
Party nations on COMINT planning,

NOTE: Pertinent definitions for the purposes of this paper are

given at Exhiblt 1 heretos /\

EIDER
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APPENDIX P ( }
ANNEXURE P4 (continued) '

II. DETATLED FROPOSALS

SACEUR Y _STRUCTURE

L, The SACEIR Y Structure should have the following clements:

() & sonior Y officer at SHAPE (SiCEUR Y officer)
assisted by a Y gtaff,
(v) Y staffs, wherc required, at headquar ters of major

- subordinate Force Commandors under SACEUR.

(e) Nationnl armed forces Y units. provided specifically
for direct support of their owm notional forces
operating under SACEIR.

5« The reaponsibility for formulating and inplementing
. SICEUR's Y poliey should lie with 4.C. of S. (I),. SHAPE.

DARTICTRATION IN SACEUR ¥ STRUCTURE

6. Perticipation in the SACEUR ¥ Structure, including Y staffs,
should be open to all nations contributing to SACEUR cormand,-

as’'a normal nininum, combat forces equivalent to & Ul.S, or '

British Corps, ‘t‘;oge't’ger;w:}th Y units adequate for their direct

support, provided thot these nations undertake to enforee appro-

priate security measurés os set forth in Bxhibit 2 hereto,

and also undertake. *b.o apply the principles set forth therein,

as o minimm, to all other COMINT.activities under their

controle ‘ ' /*3
7« Toch partieipéting nation should provide and naintain the i
Y units needed for the direct support of its forces under

SHCEUR and should ensure their operational cefficiencye.
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P! (continucd)

8s

:mclude-

(a)

(»)

()

(a)

(e)

(£}

COMINT authorities as x

FUHCTIONS OF THE SHAPE Y STAFF

The functions of the SHAPE Y Staff under AC, of s.(I) should

effecting eny necessery genernal co-ordindtion of the

SACEUR Y effort;
establishing s for as national differences permit

- ymiform -operatiomnl gmocedmfé's between-Y wnits of

different nakions;

giving technical advice as required to the SHAPE Intelligeﬁe'e
Staff on''the inmterpretation of Y iﬁfomation recoived by
SBAPE, and arronging for the the SHAPE In’celllgence Sta.ff )
to receive all the.Y. im?om:nt:_on -;'va:r_l&hle in the
Command which moy be of value to it;

formilating omd supervising compliance with —"
regulations and polieies gov g the preduetlon, handb.ng

and dissenination of Y mato::'n.&l within the &:.CEDR Comx:nnd.

.in aocordance vn-.bh the agreed seomty principles in Exh-._a.bn-.t

s

2 hereto;
a.rrungn.ng far Y wnits to receive such tec;h,nlcal mtetm.al
and end~produst, whether produced in the SACER cbmand* '
or rescived from national sources, ‘as my beo neeessa:ry
for. efficient ‘conduct of their 0peratlons .
co-~ardinating arrangements for tho exchenge of tm.ffm
between Y units within tho SACHUR ¥ Strustire and for -’;ha

flow of traffic fron Y units in that structure to notiona
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(g). arranging for naterial of technical COMINT interest ,
includ:l.ng prigoner of var interrogations, prisoner of war
reports, and captured docunments and equipment to be made
immediately available as appropriate to the elements of the : .

EUR Y Structure and to national COMINT authorities :

(h) establishing.and stating to the appropriate authorities
requirements for such special cormrmmications end crypto=
chonnels as ray be necessory to meet the operational and
security requirements of the Y effort within the SALCEUR

cormmande

FUNCTIONS OF: ¥ STAFFS AT SUBORDINATE COMENDS
9e Y staffs at subordinate commands should perform functions
corresponding to those of the Y staff at SHAPE,

FUNCTIONS OF Y UNITS

10¢ The ma.in task of a Y unit should be to serve its orn command or
fomnt:.on with informition of iimedinte value about forces dircctly
oppos:.ng thﬂ.u command or formations

11. When necessary a Y unit may support a cominnd or formntion of a

different portieipating nnticn, Any arrangements for such support 5
: . e - ‘,)

or any corbination of Y units of one. notionality with those of another
nationality will be subject to agreement of the military cormanders of
the forces for whose support the units were provided, or of the cognizant

national COMINT authority if required,

. ———e
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Pl (continued)

COMINT UNITS IN THE SACEIR AREL NOT ENGAGED IN DIRECT SUFPORT OF FORCES

124. =~ BEach nation with forces serving undor SACEUR mey individually
arronge with the authorities concerned to operafc, in the theatre
notional COMINT units not provided spec»ifieallyl or exclusively. for
direot support of the forees under SICHUR, - These units will not
operate as part of the SACEUR Y Structure ond will not be subjest to -
the arrangements for iﬁte.r-all:i;ed c-o-oéera.tion. -

134 The U.S. and the U.Ke will paintain an cepekLaEd sepigaiion
and;,.j,nsofb.r as pr&ctiqablo;..:{; physical separation ’b‘e%ym;an the ¥
units anc}th@‘:lr national COM]ENT units. . | .

The It is recognized that ccrtain COMINT units at the higher
levels (eeg+ drmy Group) would be direetly supporting both SAGEUR and
their national COMINT orgonizationse Each participating nation twould

heve .discretion ebout such matters as the right of access of othor

nationnls to these units,

-~GO-QPH%&1TION'WITH THIRD PaRTICS T.TITHJ'IN SiCEUR Y STRUCTURT -

456 - . Co~operation with Third Z~rtics -within the SICER Y Structure '

" should be confined within the limits necessory to neet the essentiel Y

needs of the 4rmed Forces contributed by them to S&CTUR and must not
reveal that there is COMINT collaborotion between the U.S. ond U.K.
outside the sphere of Y, Within the limits agreed for the relcase of
COMINE siberial prodused by U.S. and U.K. organizations (see paragrephs

20 and 21 below), co-operation with Third Parties should be wholcheorted.

EIDER
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16. The chanmels for- the provision of sonhnical asgistmie-e to Third
Parties Prom UsS./U.K. nationnl COMINT souress shotld be via the highest
leveld of U.S. and U.Ke Theatre COMINT orgomizati-ons or via tho SHAPE Y |
staff whichever is moro appropx;ia.te in individual eases;

17 In so far as consistent w:.th’e;hne agreed limits for the release of .

U.S. and UK, COMINT, ond in opder to sccurc the ncoessary degree of }

" uhiformity, Third Parties should be persuadod to adopt certain cosmon |
operatidﬁal procedurcs (e.g. 'IzhoseAp@_r'l:s of .tho BRUSA notation system

used by the U,8. and U.E, Y units supporting forecs under SACEIR).

NATIONAT, QRGANTZATTONS
18, The Y units and ¥ staffs of the participating nrtions would be

at liberty to pass to their own notiopal COMINT organizations and to

othter participating nations, but o those notions enly, the techniecel .

meterial and traffic produced or receéived by then‘:solves, The nationel
COMINT organizations of the partioipnbing nations should in burn provide
such technicnl support both to their own Y units and through the SB‘APE

Y staff to tho Y units of other participoting notions as they may oor;sié.er
would be appropriate and of assistancce to the Y cffort under SuCEUR.

Such materinl shall be handled in accordsnce with the rogulations in O |

Exhibit 2 herocto.

EXCHANGE OF INTTRNALLY FRODUCED COMINT END-PRODUCT BETWEEN SGCEUR
ME ATLIED COMMANDERS

19 Exchange with other major Commonders of NATO of intermnlly

produced COMINT cnd~product amd apprecintions should be ns sgreed befd
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LNNEXIRE P! (continued)

the Supreme Allied G@dws concermed and should be confined to

the highest levels mrecticable. Such exchonge should take place in
B secure aryp{pagra.phic channel provided e_aacgl_g-sivaly fortho.tptmose.
48 a conditign of su,ah. exchange, the st?curity_:pri[neip;c‘:_&ske‘t:fqrth; in
Exhibit 2 hereto shall be applied as o minimm for ‘the h:.\ndling of the

materinal in the Commands o-ene'eiq:'nede.

RELEASE OF TRAFFIC INTELLIGENCE PRODWCED BY. UeS. D U.K. ORGANTZATIONS
20, The releasc to Third Parties in the SACEUR Command.of Traffic
Intolligence rproduced by U.S. and UK., orgamxizetions will, within the

limitotions of the need-to-know and the provisions of Exhibits 2 and 3

" hereto,.be subjest to the Pollowing conditions:

(a) PFirst (releaszblp) Category

Class T

R A s e mr e omewoww wm w O -

This congigts of Y mrtorial, both end-product and techniocal
materinl, produced by U,S, and U.Ke Y units, and mnberisl
of the same ldnd and supplementory to it produced by U.S.
and U.K. COMINT organizations, —This cla_sgwj.ll norma-llv
be released automnticelly in wartine but the deeision to |
commence automntic rclense of this class wvill be suhé‘e_ct

to matual agroement betwcen the oognizant U.8. and U.Ke
will be withheld at any time by both parties if either

party dcclares that releose would be hamardous to its

-

national interests,
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.G.I_Lnss I1
This consists of COMINT r¥terinl, both end-product and
‘techniecl material which, although produced by a U.S. or

U.K., COMINT orgamization other than & ¥ unit, would be

capeble of production by .Y units, and which, if pa.s,csed'
de ":‘:I"'"t-o"'a Y init,~ would enb:blé';::th's.mf wunit %o adhieve a- ="
significantly higher degree of oxploitation of its mérmal
“$asks.’ * Both U.S. and U.Ks hational COMINT authorities mmist
be in agrcement before moterial in this class may be released. }
They will coentinuously review the olass and rmointoain agreed

lists of the moterial included in it. -« - = ' J

() Second (Non-releassble) Category

' This consists of the remainder of Traffic In‘sel’l.:.gence not 4

included abové, L% finy not be released to Third Pnrties

v " except as 1nda.cated in Exhibit 3 hereto. ] !,
REIE.u.Sr.. OF smcm D\]TELLIG-ENCE ' -

[}

21,  Specinl Intelligemeo will only be released to Third Parties in i

the SACTUR Cormvmd in accordance with the provisions of Exhibit 3
hereto, E T

7y

mmcrm,s FOR DEALING WITH COMINT M-PROﬁUCT J:ITZERODUCED llT. 0_ALLIED

S BY THIRD PARTIES

22,  COMINT and—pm"ciuct introduced by Third Parties into Allied
Intelligence channels will be handled in adcerdence with paragraphs
20 cnd 21 of Dxhibit 2 hereto.

. TOP
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ANNEXURE P! (continued)

CO-OPTRATION IN PLANNING OF WaRTIME Y STRUCTURE

254 . It is agreed that co-operation with Third Parties in planning
the wartine structure should b.egin in pe&cet;me and as soon as possible,
and that there should be step-by-step implementation of the SACEUR Y
progromme in consononce with sa-tis-fcgc'bory testing of each'-succ-essive \
steps It is cons:.d.ered. advantogeous to establish relatlons W:L't"l one

Third Party nation at a time until all those cons:.d.ered eligible are

included, . Before.making any proposals to individual Third Party nations

P

which, moy necessitate thé disclosure of information regarding U.S. or U.K.
plans for Y, S4CEUR should seek the concurrence of" the U,S. or U.K, bO
authorities, ) _
2y - - . In any approach to Third Parties within the SACEUR G‘or.mnd; with
rcga.rd 1o the planning of a wertine Y structure the following principles
shoruld a.pply' .
(2) There rmst be no disclosure' to Third Parties of' any
UsSe/UeK. COMINT collaboration outside the SICEUR
Cormaond, ond co-operation in planning should be
conducted without revealing present U,S, ond U.K.
COMINT successes or the secale and nature of their
present and planned COMINT effort.
(b) ds a condition of co~operation in planning the
SACEUR Y Structure Third Party nations must accept and adhere
 to mimimmr security regulations governing the production

and handling of Y material,

-9 -

TO
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y

Vv

2~

(¢) Tnowledpe of bhe details of the planminmg of the SACEUR Y -
Structure must be restricted to nationals of those nations
taking part in ‘s;ha.t planning.

25, The plémping and negotiations ih ony approach should be déne by

the SACHUR Y officer, assisted by such officers of the U.S. and U.K.

services concerned s it may prove nécessary to appoi_ﬁt.. He ond his
staff éhoulc:l, éstabl;sh, within the framework of the agrced wartime
arrangcements, a skeleton uérganization and comméati.ons network designed

" to ensure the ~‘o.w:-eir:}r]_y expansion and effective operation of the Y structure
" on the outbreck of war, They should alse develop such common or similar
procedures os mty be desirable and practicable, "

28, In order to co.rry' out h_ls Planning fa.sk., and in erder to advise
Third Party nations, the SACEUR Yoff‘lcer should be provided with pertinent

infoymation on the sobjceta listed below, The nations corneeyned should

each desigﬁa.te the anthority with whom hc may commanicate on those and
other ¥ matters, "
Types of Y units

Numbexr of units pl,cumed-

Adminigtration
~ Basic operational onganié&tion >

Monpower complements (by function)
Number oOf intercept positions
(in broad categorics, eegs H/F Voice, D/F)

Freéduency ranges of interecpt cquipment

Communications equipment of Y units

e ——— o e —— i m n =

v e o —— . — o i o~ —— . —
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LIMTTS OF PEACETIME CO-OPERATION BEYOND FLANNING THE WARTTME STRUCTURE

27+ 4s planning of the wortime structure proceeds, it may become
necesscry to und@rtelw further peacebime co-operntion with Third Paxrty
nations contributing forces to SACEWR in erder to ensure the groatest

possible ‘readiness for war. ..

. 28, The Pirst phase of this further co-operztien will eonsist of o

limibed edchalge with Third Pacty nations of traffic and techical
moterinl,. The material provided by UsS. and British COMINT Aaut.hori"t»i.e»s
w1l consist oftselecbed traffic cnd techmicel dnte designed to assist
Third Party nations ‘to 4trfin Y:and Tntelligence persomnel for eventual
‘service with forces undexr ‘SACETR, The commensement "of» this phase will
be subject to the agreement of the U.S, -and U.K, COMINT authorities
and the provision of the material may be progressively expended, mtha_n
the following limdtations, as specifically egreed by U.S. and UK, COMINT
authorities in each case and in the fallowing order:
(2) Raw t:rc.f‘fio selected in accordance with identification
criteria known to be available to the Third Pewrty,
(b) Raw traffic selested in accordance with identification
criteric not known to be available to the Third Party,
and not involving rovelation of more than low grcde technical
N . success,
(o) Results of troffic annlysis and plain text not involwing
solution of complex callsign or procedure systems,
2%« a8 a second phase and depending upon developments in the inter—

national situetion, co-operation mey later be extended by agreement of

the U,S, and U,K. COMINT authoritics within the limits agreed for wartj
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co~operation, - This gecond phﬂ.sé will be dosigned to cover actiinl needs -

which will by then have begome apporent, It will be eonditioped by

the greater lmowledge of Third Party activities and of the security .

.risks involved which will have becn acguired during the corlior s;%ages .

ler

of pecacetime co-operation, .. “ -

T [ —— . PS—.

30. COMINE dissemination to Third Porties in peasectime, beyond that
rrovided for above, Will be govermed by the primciples and regulatitns - -

contained in Exhibit 3 herete, ond will comncnee en o date to be agreed [

by the U,S. and U,K, COMINT authorities and SACEUR.

T e e ——— ——— = v mmr e — e —— ———
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0GA
EO 1.4.(c)
EO 1.4.(d)

COMMUNICATION _
INTRLL IGENOE
(COMINT):

END-PRODUCT:

PARTICIPATING
NATIONS: =

PROCESSING:

o

RaW TRAFFIC:

INTELLIGENCE: *

BEC/F/1
APPENDIX P 14th February 1952

DEFINTTIONS
Intelligence information and techniocal material
resulting from the interception and stﬁds; of"

telecomrminicationse.- - (GOIZEI_ZNT includes Y, q.v.)

Tntelligence information produced by COMINT

~ activitiess

Nations contributing Y activities to the SACEUR

Y structure and entitled to receive the ‘resu:lts A

. of the COMINT arrangements for KICEUR in

accordance with agreed con&itiop._s._.. e N T

The action required to.produce COMINT from

'tr&ffic e

‘Traffic showing no evidence of processing for

COMINT purposcsSa.
That COMINT which results from: Ciat et

(a) The decryption of texts in whole or in port

except as.provided in paregraph 11(b) below;

(¢) The deeryption of callsigns or message
headings encrypted in codes 6r eiphers of
high security gradings as my be spccified

by USCIB and LSIB; or

- (d). The interccption of certnin types of

transmission as mey be specificd by USCIB

and LSIB; -



7.. TECHNICAL .

L

@

8, RARTIES: *

B BEC/F/4 (contimed).

(e) Certain categories of plnin toxts,
as ngreed by USCIB and LSIB.

Data cencerning: eryptographic systens, commmi- °

cotions procedutes and methods of target countiics

and related informntion.
A1l 3ndividuals or autheritics other. thon those
of the United States, the British Empire, and

the British Dominions,

Interception tclecormmnicotions activity

" (including messages, chatter, proscdure, cteo).

10. TRAFEIC ANALYSIS:*

Study of commmications networks, procedure
signals, cellsigns,.l)/F bearings and:other
technical aids to produce information by all
means short of actual decoding or decrypting of
the text of intercepted cormmnicotions,
Thot COMINZ which results fromi "5
(a) The study of proeedure signi:'_‘l.s , call-
signs, messago headings, D/F beerings
and other. externals of oamminications,
except the deeryption of callsigns or »
message headings enerypted in ocodes or
ciphers of high security grading as moy
be specified by USCIB and LSIB;
(b) The descryption of the whole or parts of
_coﬁ:mmié&tioﬁs in cedés or ciphers of
such low security grading that they

are specifieally classed as Traffic

Intelligence by USCIB and 13T

»
B a

w

. —— e et g .
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OGA.
EO1.4.00) "~ .
EO 1.4.(d)

A=

12, WaRTIME

® .

I<

the Y UNITS

(d) Certain categories of plain texts, as agreed
by USCIB and LSiB.

A period of actual hostilities involving SACEUR's
command.
COMINT which mobile ficld units can derive friom the
timely processing of traffic procured by them by
listening to enemy corrmmications for the purposs of
providing intelligence for the commanders of the forces
which they are directly supporting.
Mobile military field units exclusively engaged in

Y activity.

* Definitions marked with an asterisk will require modification or omissica

before being used by the Y Staff Officer in discussing axrrangements with

non-U,S./UsK. parties.
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FRINCIELES FOR THE FANDLING OF Y

Te. .. These pm.nclples shall be the basis in peace ard wer of a.ll
secmrity regulations s pol:.c:t.es governing the production, handling and

dissemination of Y,

.DEF

2 . 'Y is Commwmication Intellig_ence whieh mobile field units ecan -

"derive from the timely processing of traffic froocured by them by

listening to enemy oemmunications for the s-.é_ of providing intelligence
for the eommanders of the forses which they are directly supporting.

It includes raw traffic, emd-product, technical material, working documents
and captured material used in its production, It also includes intel-
ligence reports, appreciations and sméa:ies besed en Y unless the informa~
tion is so generalized that it cannot be traced back to a particular item

of Y or to Y in general. ' :

GENFRAL, PRINCIPLES OF SEOURTTY AND DISSEMINATION
Je Nations participating in the SACEUR Y effort must, as o conditlon

of participetion, agree to acoepf and adhere to these regulaticns, -

ba Each country perticipating in the SACEUR Y effort will designate

a na.tio_nal authority todee.l with all questions of Y security and enforce
these regtﬁatlons. .

Se . Fach national authority.will des:.gnn.te a Y Security Officer- 'bo
whom Y materials and commnications relating therete shall be oddressed.-
6. " SACEIR will formulate and supervise complionce with seourity

.

regulations and policies for Y within the SACEUR command, »

— SECRET — —
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- ~-Fxhibit 2 (continued)
Te Before on individual in a.ny capacity has accéss to the knowledge O
or results of the SACEUR Y effort, he must be soreened and cleared as belng

of unguestioned loyalty by his notionnl atifhority. The screening must be

a8 ’ehorough as poss:_ble and ‘.t least os thorough as thot given: t6 1:1&:1.v1dm13

having access %o COSMIC mfonno.tlon. In addition to such clearance, ea.oh

-1nd1v1dm..1 scrv:u]g under SACEUR comm&nd mist be specifically nominated to .

receive Y elther by SaCEUR or by the concermed national authorlty. In the .
latter case thc nomination must be approved by SUCEUR. In emept:.ona.l c&.rcum—
stances under opero.t:.onal conditions the above requ:.rem@nts for screening,

clea;rano-e and nominetion may be waived for ’chos-e individuels appointed

to certc.:Ln koy posts, o l:l.st of’ wh:x.ch should be ‘drawn up by SACEUR., Such

personnel m._y be gn.ven acceSs to Y upon ’che authorlty of" the appromu.te

tele e

'

commond.ers

8. Prior to being given access to ¥, each individual will be Y

indoctrinated by a specisl werning on the sensitiyi.t.-y of ‘Y sourdes to
compromise and be required to sign a document drawing dttention to his .

speeial resportsibility for scxfeguard:mg Y and ‘o’ the 'consec';_iuences

, wh:.ch the law or adm:mn.s&e.‘&:.ve or exéduﬁlvc ordey of his o&r.-y, -or order

of SA.CEUR pmorv:l.des, 1f elthor by :Lntent or neghgence he a.llows Y to oome

to the notice of un'xuthor:,zed persons. It must be stressed’ that “there

is no time llmt in that the :.nformo.tlon st .-T;)e s&f‘egudl‘déd indefinitely,

9 Distribution of ¥ mist be on the need-to~know principle, i.c, ench w5
item of Y shall be made known only to those Y indoctrinated individunls who
require it in the performance of their duties. SACEUR will meintaim  ~
control lists of :mdootmnnted Y reeipients in forces under his commond

other than those enga.g in the production of Cormunication Intelligence,
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He will ensurc that the number is kept to the minimm consistent with

" essential intelligenoe and operationnl needs, Notional authorities will

maintain similar lists of their own netionals and apply similar
restrictions,

10, Y indoctrinees must not Bé allowed to rumn a greater risk of .
capture or interrogation by enemies or potential enemios than is shisplutely
necessary for the efficient performance of thelr dutiess This must olso
apply ‘to & périod of six months after they have ceased to roseive Y -
material exsept during active operations in cases of impelling ne¢essity,
M, The greatest care must be taken not to. betray Y success by actions

based on it, Efforts should be made, if at all possible; to devise suitable

cover, such as reconnaissance, The source should ‘on no account be.

needlessly risked,

12, SACEUR wi:ll determine the level to which ¥ will be disseminateds
Normelly, in ground forces this will not be below & Corpsas¥ In
exceptional instances, where it is essential for immediate-operational pur-
poses, informntion based on Y may, as specifically authorized by a . ¥
indoctrinated commander, be disseminatod below the mormal level bo

unindoctrinated individuals provided the source is not disclosed, Where

-possible, names, timc, positions and other data identical with' that from

the original text must be omitted, or, if the retention of such ax:.ibem or

items is essential, ‘mast be carcfully paraphrased. Such information-

+Notc; Throughout this paper whare level of cormend ‘is expressod in srmy
torms, it shall be understood to include commnds in other services with

equivalent requirénéh'bs.
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o
must be passed by a seoure despatch service, by a segu_-rs_]:ime or in a

eipher system approved by SACEUR, It must not be passed in clear

by radio (including radio telephone).

13,  Knowledge of the methods tnd scope of, and the teohpical mterial
resulting from, the SACEUR ¥ effort will be restricted to the mations |

of the nations which partielpate in the SACEUR Y efforts Access to the

Y end-preduct should, as far os posgible, be similarly restricted.

ELAS SSIFICATION AND PROCEDURES:

Ahe AYL Y resulta.;ng from the SACEUR Y effort will be clasaified
designnted by a codeword (exeept as provided in peragraph 19
below)e The glassification and the codeword shall appetr on cvery sheet

of paper which contains or disecloses the existence of I except that, at

-the dm.scre'tlon ef -the unit commender, this provision need no‘c be D.ppllﬁ(

to purely working docunments within a Y unit., The codeword indicates

. that the material rmst be handled In accordence with

these principles, and used in its mean:mg, the codeword for Y .
will also heay thz classification SSCRET. The ocodeword. and

its implication sha.ll aot be made kmown to persons not mdoctrnzated

~Ain ¥ nor shall it be.used . in -its codeword sense in the presence

. of suoh persons,

15, . In peacetime, if Y documents ore. to be transmitted by bag

€

within SACFUR's Cemmasnd, the reute and procedure rmst be .s.p.ecib.li,y

authorized by SUECEUR having rega:rd t0 the adequﬂoy of the secunty

of tho route and proo efdgr__‘aﬂ. Documon‘ts should be dou'ble—wrapped a:n&

eddressed to & Y :i-.ndo.dtrinated officer (by name, not functiom); the

= dpwe

——SECRET—— | ;
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Armiexure Pl
Exhibit 2 (oontumed)

lnner envelope should benr the approprinte security classification but

. not the codeword. In wortime, discretion will be left to the local

comonder to maks the mas‘t seocure amngemanta posa:.ble. As & mintymm,

-docurernts mst be gent ‘by h&mﬁ. of of‘fmer or by a ~secure despatch service,

- x . -

16, IL Y in 4rorsuitsed within ACTUR -y oorzwpd ry.alsctricsl

'map.ns 0r by any physical means not o-emplétely secure, & gescure orypto—

graphie chemnel reserved oxclusively for this requirement _i:us"e be used,

- Participoting nations must additionnlly emsure thet when Y is similorly

transmitted into, out of, or externally to the SACEUR cormand the
cz:y;gtqgraphic”system or systems specially provided are used exclusively;
1:7, The highest standard of phy's:l.oa.l seou’n‘.ty myst be appzlied to the
cusiedy of Y by national au‘ehorltles and w:Lth:Ln SACEUR!s commmad. Nm,
exoept when in ‘t:r&ns:l.t under cond:Lta.ons ?rescrl'bed herein, Y mter.uﬂ.s D.ml
comminications relating thereto must nt all times 'be. ‘

(o) undar the direot surveillange of o Y mﬂmtm‘.nd.&*bed iaerson

.,,respons:v_ble far their safe~keeping, or )
(b) locked in a tbree-eomb:mation safe a.cceSs:Lble only to
Y. :Lnd.ootrma.ted perscmnel or _

(e) stored in a look:ed eompe:r'tnent which is under conatant
mea.lﬂmoe by on amed sentry a.nd which is accaessible
only to Y :Lndoot::'mated persozmel. ‘

18. . 3 d.wuments mist be destroyed as soon as they bave ae&sed. to be of
uses_ Tb:l.s is particularly lmportant in f:,eld conda.tions whm'e

destruotion mus'b be by f:_re.




a4 7Y

"BEC53/B/Fincl
049 °
19 Mexch 1953

:D( P
sanexure ¥l
hihit D e
Exhibit 2 {continued) D

19 In order that nccesscry operational use cen be nmade of certain
types of low-level toctical Y (sucH as DI/F bearings ond plein text
messages) on which irmedinte action must obviously be taken in combot
opem'blons SACTUR moy preseribe less stringent sccuwrity regul-.:tlons
whleh will permit the dissemination of such ¥, without & codeword and

at o clossificetion not below Confidential, to unindoctrinated

recipients who need to kmow. S et

20.  COMINT end-product or imtelligence bosed on COMINT introduced

into Aldied mt'elligénce chammels by Third Parties porticipeting in

' the Y-structure .of the cormand should be hondled in Y-channels aond

gubjected to the seecurity measures prescribed for hondling Y. Wher‘e'
sueh Third Pa.rty C iy furnished by o poarticipating National COMINT

authority or organization and is of a higher gradc thom Y naterial preduced

" within the Y-structure or thom the COMINT supplied to the Y-organization

. and its d:.strlbut:.on will be kept to o minimum, . .

by Y.S./D.K. COMINT outhoritics, it will be passed through Y-channels

2. COMINT end~produst or intelligence baacd on COMINT introduced
jnto Allied intelligence channels by Third Partics not perticipeting in

the ¥-structure of the comrind should, whenever possible, be transferred

~ to Y-channels at the first voint: at which such end+product or intelligence

come to the attemticn of ¥ persommel, and from thot point tronsnitted direotly Q
to the Su}ﬁ‘em:e Allied Comrender's Y Officer, Corc should -be token not

to compmomse the exp_stenoe of Y-ghanrels as such. The Supreme Allied
Commenderts Y Off:.oer should bring any such moterisl to the attention

of the AC of S (I) fPor decision as to further action or disseminction.

-~ 6 =
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Rahibit 2 (continued)

In deoiding om such further action or dissemination the 4C of 8 (E)
will give full comsideration to the need to protect GOMINT,

224  Natiemal authorities and SACEUR. must expand these principles
into a set of regulstions adapted to local comditions. Copies of the
Y semirity regulations of each natiennl authority will be forwarded.

to SACEUR through Y chnnmels,
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EXHIBIT 3

RELEASE OF U.S. AND U.Ks COMINT END-FRODUCT TO THIRD

PARTY NATTONALS IN SACTUR COMMANDS IN PEACE

AND TR

TRAFFIC TNTIEE[LIGE\TCE

4y (a.) Traffic Intell:.gence (as ourran‘bly defined by USCIB
and LSIB) ey be passed in peacetlme to Third Party
“notionals in SHAPE on a need-to-=know bas:Ls for
'pla.nn:mg parposes under the conda.tlons set forth
below.
(®) When passed to Third Pa.rty na.t:l.onals , Traff:uc

Intelligence m_:ust be d:.sgulsed effectively, in such

a w-ay as not to be o.t_i-:ributa'ble in whole or in part

to COMINT, and must be ascribed in precise and

positive terms to another séurbe chosen fo_r its
' '_pla.usil;ility. The digguise will inelude as a
(i) r.e;noving inessentials“.

(3_1) _peraphrasing any r@ua.:v.m.ng text, mumbers and
times being rounded off and, whenever possible,
o.pproximtions being substituted for precise

. statements,

(c) indoctr:imted UsS. or British recipients or undisguised

'I‘:r:a.ffic Inteljigence in each Staff Division in SHAPIJ _

| » Intclligencc should_ be d.;'.ssemina.“b-ed for plmmlng

purposes 1o Third Porty notionals.  4.C, of S. (I)




-2 - fﬁ{VTVH(continued);

ﬁll refer each cese to the cognizant U.S. or U.K. national

_ authority whieh originated the Troffic Intelligence (or O
whose COMINT units did so), asking for clearance to pass '
th:Ls partic{u;lar Traffic Tntclligence to Third Perty
naticnals and forwarding a. copy of the disguised form in
which it is proposed todlssemlnate the information together
with the proposed distribution, or requesting’ that it be

furnished to hin in disguised forme

(a) Disguised Traffic Intelligence will not carry the Troffic .
Intelligence codeword, When it has been disguised, and
when the source to which it is to be attributed has been
-chosen, it will carry the sccurity gra.du.ng appropriate to
that source and will normally be dissemin;ai;ed and haadled
in the marner customary for thot source, Where it is
considered that disguise my not be fully effective and
that the intelligence should not be withheld, it shall

be given special handling through 5.S.0./G.C.U, channels

in accordence with the following pronr‘is:si_.ons:- .;
the disguised Traffic Intelllgcnce must be shown to
design-atcd Third Party nationals by the G2 or Chief

| Int:elli'genoe Officer or by- an indoctrinated UeS, or

British officer on the Staff, in order not to draw
attention to the function of the S..S.O./G.C-.U.,‘
copies should not bé pas-sed.' %o Third Party nationals
for retention. b-y-_' them. | .

24 Special Intelligence items as such will not be disseminated to

Third Porty notionals in peacetime in any form; however infornmation

d@ived from such Intelligence may be disseninated to Third Parties /m/_\
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SEAPE :\.f it cair be embodied im:general intelligense summaries in such

a manner as 'to- ensure that the’dnformatiom ¢atHot he treced back to
COMINT in genéral or any specific item of COMINT.  A,Ci of S¢ (I) should
inferm thé cognizant UiS. and U.K. nationsl authorities-of any Special
In?&ellig;enéé he considers Shoulalb; made: available, -and they will make

every effort to make it Bwailable in this forms™ -

3. . The U,S, and UK. national authorities will ensure that each is
informed ‘of any action token by-the otherunder the above provisions,
and meterial mey be excluded from these osrrangements &t the request of
either authority. - The U.S. and UK. motional anthoritices will keep

these arrangement8 under review,

IT. FWARTIME D
mRATRIC INTELLIGROE | -
L () Traffic Inbelllgetaoe, Frgrie whethe;m-oauzm

S&GEUR’s Commpand or rece:n.ved from U.S. or U.K. national

author:.t:.es will only be dlssmmted to Third Paxrties

if it fo.lls inbo the first (releasable) oategory as

defined in paragraph 20 of "COMENT APRMTGH&EH\EPS FOR SACEUR",
.'('b) Da.ssem_natlon of such ‘I:mfflc Intelhgenoe to Third Perties

shall be by whlchever of the following clmme]ﬂ is

_ o.pproprm.ate.
(1) via 8. S.O./G Cs U. oha.nne:l.s '
(:Li) the ocase 01: coman&s which aonta.:l.n no integrated
U.S./British persormel, £rom .{:h-e apmmiate
inter-allied SACM ocammand 3

(iu)ﬁ'an 8 U8, or U.x. ¥ u.n:l.t or com*r wnit direst o
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(6) ‘Second Category Treffic Intelligemoe (see paregraph 20
of COMINT ARRANGEMENTS POR SACEMR) shall not be disseminated

as-Traffie Intelligence to Third Perty rationals In intexw O'
allied SACEUR commands bpt may be disseminated, whaen

Iﬂmﬂﬁﬂi’y‘, in accoxdanse with the l;-_esgulﬂtior_zs. set forth

below for the dissemination of Spéoial In'be.’l-_."lj-,-gem.e,

5. - (&) ‘ E‘or-es of wertime dissemination to ‘I‘hﬁtr&-;;ty A;-
nationals in inmter-allied SACEUR Commends, Special Tmtelligenoe ®
will be divided into two categories:

(L) oonditionally r¢leaseable (d.wgtu.seq), N
" (11) wmrelessable,’
(b)  The V.S. and U.K, COMINT authorities will ourremtly
maintain -an agreed list of the material in both categories.

CONDITIONALLY RELEASARLE B
6s (a)  Disguised Speoial Intelligence will be passed initially’

only to eomands which comtain an integroted U.S. or
British element, but the UsS. and T.Ko mational COMINT

suthorities will review the s:.tua.tion in the light of .
latexr cmnmstonces. tmaer-the conditions set forth

 below disguised Special Intelligenoe will be passed in
wartime in inter-allied SA mas which inolude
U.8. and Bri'l::l.sh elements dmm to Az‘uw level for ground
forves™ on a striot nee&r‘bo-lcnow basis through the o
8.8,0./G.C.U. system, -

*Note: Thmughout this paper whe&‘e lervel of omm.nd is empressed in
. zumytecms it sballbe tmdmtood to inohxieoomzmds in other
Bervices with equivalent r
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(b) Exoept as provided for in paragraph 8(a) below, disguised
Spe¢ial Intelligence moy only be disseminated to Third
Party nationals in such a wey as not to be attributable
in whole or in part to COMINT, Disguising shall include
as & mininmum:
(1). removing inessentials; ‘

(ii) paraphrasing the remaining text , mumbers and bimes
heing round.ed off and, whenever possible, approiima-
tions being stbotituted for precise siatements;

- (iii) . ascribing the item in preqisé”:é.hfi positive terms o
ie.nother source which is chesen for its plausibility
- . and which, by the special securlty handling arrange-~
ments nom]-;l.y preseribed for it, will permit retention
.only by U.S.. or British naticnols,
(c) Disguising of conditionally releazable Special Intelligence
will be the responsibility of the q:ogniza.n% U.S. and UK.
national authorities who will make suitahle .ma;ngements
to prevent the circulation of more than one disguised
k ve:qsion o_f the same Aitem,
(@) . Disguised Special I‘ntélligence will be disseminated with
a secur:.ty grading appropriate to its asoribed source and
hondled in a ma;nner consif;;;;_'eﬂt wi.th. @at s-ourc:c_. Copies
- of disguised. Special Intelligence will not be passed to
Third Portics for their retention,
(el . Dlsgulsed Special Intelligence will not carry .1-‘:.he. Sp?ac:.al
. Intelligence, codeword and will be the only version used
for inter-allied purposes in all inter-allied SACEUR
commands, The disguised version will also be made

available to U,S. and U.K. national Intelligence agenciec
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. *&ae note on page '4.

-6~ ppc/3/1 (contimued).

(£) ° The undisguised versions of these items will also be

' passed to the 8,8.0./G.C,U.  They will carry the Speciel

s
(@)
7 need~to-know basis to:
(i) efficers of Third Partiés holding the posts of
Comm.nﬁ@r, Députy Oommender, Chief of Staff, G2, .
G3, G5 and Signels Officer (or their equivalents);
(11) additional Third Party officers, nominoted bj
JACEUR on the reocommendation of an appropriate high-
ronking British or U.S. Officer. Such Third Party
' officers must be approvéd by naine by UCIB and .
1SIB, or in exseptional circumstences by one of these
- only.
(h) & list of Third Party officers entitled to see disguised
Special Intelligence will be minteined by the $.8.0./.6.C.T. .
and reported back periodically to USCIB and LSTB
| (1) Bxoept as provided for in the above perngraphs
relevent to Third Perty mationals, disguised
Spooial Intelligence must be given the same treate
mmct as any Other foim of @ecml m%elligenoe-.
FMERGENGY. FROCFDURE ' - 2
o In eyoeptional instances indootrinated U.8, or British eemmenders

at the level of Army or higheir+ may pass releasable Specml Intelligence

in operatiomal érders or other commmications to Third Party nationals
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~7- BEC/F/1 (continm

who urgently require it for purposes of witel eperational importance.
Such orders or communications will be so worded that if they be
captured the, source could not be identified as Special I;}tejlligenc;,g‘._ -

Only egssential specific items 7;1&1 be transmitied, e.nd _nomes, times
RIRE N J '
posf'blons and other data from the originnl texts will be po.mphrased N

as far as poss:r_-.hle. —

SPICTAL, INTFILIGENCE NSSENTTAL 70, THE

—e, -~

8+ . Informetion from Speo:-w.l Intelllaence esscmt;m.‘l. to the SnCEUR

Y effort may be disseminated by U.,S.._./.,_U.._K. mationnl autherities in cither

| (a) if it can pL..us:.'b].y be regmesented ap the rosult of furthar
processing of Y moterdal at nationcl oentms, or if 11:
can be represented aos arising from captured documents,
and if there ‘is mo reason why it should not ceme to the
knowledge of Third Porties, it will te pade availcble,
on o need-to-know bosis, to Third Porty as well as U.S.
end British participants in the SACEIR Y efforty

(®) if the cbove is not cpplicable, it will be passed by
TOP SRCRET COMINT channels to an authorized Special
Intelligence Recipient cddressed by nane at U,S, and
Brit:'.Lsh Y units with a need to know; the recipient will
exercise the utmost discretion when cpplying -~ if he
considers it necessary to apply - the ASptx:ial mt,elligeﬁ@e
information to the Y effort of his unit, Undexr no
circunstances will material in this second categoxry
be made availeble to Third Party nationals,

SPECIAL WEATHER INTELLIGENCE




- B BEC/F/1 (continued.) .

PPN
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REVISION - R
10, Tt is realized that the crrangenents for the wartime éi;ssem:ma

tion of Special Intelhgence 08 def:.nea '\‘oorve mby need rev:Ls:Lon in ‘Ehe
“light of- experience end future conditiens, even %o the extent of
indocmne.‘b:ing Pully & Timi{e§ nysher of spec:.f:.oc‘i foreign nationnls

in highly responsible positions sithin the S&C"UR d. .

OGA
EOC 1.4.(c)
EO 1.4.(0)

R 1
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1e The foliev}ing m-igles affecting the COMINT arrangements
for SABI&NT a.pply to planing for wartime except inmsofar as provision
is mde in peragraphs 26 - 28 below for pAditional pe&cetime cooperation,
. They will be the be.sis on th.oh Gb.nadia.n/U K./U. S. COMINT authorities
will negot:.ate mLth SXOIMT and on which subsequmh negotiations with
Third Party nationg should be conduc‘béd'." - ‘Ikryt&%emtaﬁens in. pringiple:
which may beoome necessm.ry as the result “of these negotintions wills
be agreed among C&nd:mq/U.K/‘U.s. COMINT nuthorities and appropriate .
amendment mﬂe hea'em.

27" Tn order that the CLI‘I‘ngGmen‘bS corntm.ned herein may be effective
on the outbreak of wor, it will be neocss&ry to initiato ; in
peacetime w‘ith tho Thud Po.rty mtlons conemod. This planning activity
. should beg:m as soon as pess:.ble. ' .. s wai L

3¢ In ordm‘ to promote thc greatest possiblo readiness f£gr: pry it
may be neoessa.ry to extend this peaoetimo coopem'b:.on beyord the s‘ba.ge
of pJJmni.ng ) The decision whem to entcr u_pon this socond stagé '
will be taken by Canada.a.n,/U.K./U.S. GOMDIT authomhos at same later

date in the hght of the then preva:l.h.ng international situntian tmd

O

of the experience gain-ed in the course of coopmta.on with Third Poxrty
nations on COMINT planning
NOTE Pertinmt defin:l.tions for the purpose of thig phpar are

given in Exhib:n.t 1 hcreto.

*
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71, DEATLRD PROPOSALS
ke  The SACLANT Y Structure should have the following elements: C—
a. 4 senior Y officer at SuGIANT Headquarters (SACLANT Y
" Officer) assisted by A T s%‘a‘ff. o T
b-- Y Officers a.nd ¥ S'I:o.ffs, where requ:.red at headquarters
of maaor su'bord:.n‘rbe Coxmmnders under S.LCL’\’NT . .. )
Ce Natlonal Y muts prov:.d.ed for Support of SAGL&.NT fomes.'
) 5. . It 13 recoanded that t’he rosponsn.blhty for fonmlatmg and ) .

:x.mplementi.ng SaCIANT Y polmy 5o with A, o. of S. (I), sAcm

A

PARTIC]:PATION IN SACLM :

B Partlclpa’e:l.on in the SuCIANT ¥ Structure, :x.nclud:l.ng Y staffs,‘
should be open to all nﬂ.tlonrs contrlbuting comba.t f‘orces to SACDLNT
command, together with Y units adequate for their direct support, or
contributing Y units for generel suppo.rt of the SACLANT cosmawmd, It
shall be & cond:z.tlon of partlc:.p'mtlon that these notions undertoke to
enforce appromc.te securlty mensures oS set fortn in Exh:.b:l.t 2 nereto,

and also undertake to o.pply tho principles sct forth therel.n, as a

m‘i.nmnm to all othe:c' COMINT activities under then_r eontrol. Partlgipatlon .
in thc activ:.ties of the S..GIANT Y Structuro should be luuted to those
n’mt:.ons whose geovraphlca.l loc'xtlon & nd Y un:.ts oo.n, in Su.CI_uNT'S -
oplm.on 3 c@ntr:l.bute to the ovcrallﬁ effoctlveness of‘ the structure
Partac:.t:.on only in the shore—based d:n_rectlon find@r operat:.ons w:Lll
not necessarlly ent:Ltle a no.tlon or 1ts nat:.ono.ls to recelve other . g
types of ¥ 1nferma.t10n.

7. Each partieipating notion should prov:.de and fwintain 1ts own

Y units con‘tri'but@d for the suppert of SACLANT, or of forces under hJ.S

command, and should ensure their operational -effz.c‘a-.eney.

—OP SECRET
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FUNCTTONS OF THE SACLANT- IMQMTBRS Y STAFF

8e . Wlthln the llm:x.ts of D.greed cooperation, the functions of the

SACTANT Hea.dqum:'ters Y Off:l.cer a.nd Staff should mclude-

R g

Be Effect:.ng a.ny neeess*\.ry general coordination of the

SA.CIANT Y .eff‘ort s

b-. . Ikstabhsh:t_ng as far as n,..tlonal differences permit
um_f'orm operat:.onal pcr-@cedures between Y units of different na.t:.ons-

Ce Giving technlce.l advice as requ:.red to the SAGLANT -

Hea.dq_u.rters Intelllgence Sta:f'f on the :Lnterpretu tion of ¥ :Lnftlen

-'T-, BT

rece:l.ved by SACLANT Headquarters, and arranging for the SAOLANT

Headquarters Intelllgence Stoff to receive all the Y information amlbble in

the SA.CIANT Comn,.nd which my bc, of va.luo to it;

. d.- ' Formula.t:l.ng o.nd superv:l.s:l.ng compl:l.a.nce w1th seourlty
regulo.tlons ond policies governing t"le productlon, handling, and da.ssean:m&-
tion of Y material within the SiCLaNT Comwmd in accozd:mcc with the agreed
.seourlty pr1nc1ples in Exhibit 2 herctoe o

Se arra.nglng for ¥ units to receive such -teehnieal

u.terlal and end-products, whether produced in the SuCL.M Comme.nd or

~ -

received from nationnl sources, as 1oy be necesse.ry for efficient conduct
of thelr operations,

b Establishing and sta.tlng to the approprlate ﬁ.uthor:.tles
requ:x.rements for speclal comnmm.c‘_tlons a.nd crypto~channels os necessary

to meet operational and sccurity requirements of the Y effort Wlth:Ln

SACIANT 's Commond,

g- Subject to security regul'ttlons x:m.nta.a.m.ng effective

linison with other activities, such as radio warf".re, which rlc‘y rela.te to

(qu1g eme

\EIDER

or affect the discharge of his COMINT responsibilities,
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Ve eTr .

he Arrenging, within the procedures s‘ti-pulmted by NATO,
for material of tochnical COMINT interest, including .p“r:'i.sone'i' s
interrogations, prisoner of wer rcports, and co.ptured documents and equip-
ment to be made immediately available as appropricte to the elémeﬁ%s; Vof

the SACTANT Y Structure and to national COMINT aﬁthoritiés.

FUNCTIONS OF Y STAFFS AT SUBORDINATE COMMANDS ®

9 Y Officers and Y St'xffs at subordinate cormnnds should perform
functions corresponding to those of the ¥ staff ot SACLANT Headquarters.

FUNCTIONS OF Y UNITS

10e Y units should intercept 9;1'-16.- pfbcess materlalo.nd f;rovi&e D/F
information te meet the 're%z:irements' prescribed by SACTANT, i Any combination
of ¥ units of one nationality with those of another will be subject
' to agreement of cognisent notional COMINT authorities if requlred. )

CONGEPT OF OPERATTONS

11. International cooperation in Y within SOCLANT!s Comm&ndls
expec*l‘:—ed-to consist of': .
e Coordinated shore~based é.’i‘rec-tion findsoi‘ 'o-peratior.ls By
national nets and stations organized and controllod as mitually agreed
among the pa;'tioipclting nations, ‘ |
. be Direction finder and interccpt operz;.tions in allied
vessels, Y )
- Ce Interception ond processing by national Y units of enemy g
commmunications of tactical interest to SLCLANT, ‘
de Certain exchonge and coordination vith S&CEUR'S XY

structure,
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COMINT UNITS IN THE SAOIANT ARTEA NO'I.' ENGAG—ED IN SUPPORT OF FORCES

may individually

12.- Fach ﬁatioﬁ with forces serving und.er SACLANT
arrange to operate in SACLANTis area national COMINT units not provided
specifically or emclus:.v‘ely for suppért'-'of the f*oices undex SACLANT,
These un:Lts will hot ‘operate as part of the SACL.NT Y structure, and
w:Lll not be subject to the a.rra.ngemen“ts for inter=allied coopemtlon
unless a,greed by the nations providing them. L -

13, Cdna.da U.Ke, a.nd U.S. will maintain an operational separation
and, :msofa.r os pra.ctlcable, a physlca.l sepa:mt:.on between the Y un:.'bs
and the:l_r natlonal COMINT un:_ts.

114-9 It is recognl-z-ed Ehat cortain GOMINT units at the higher levels

would be directly suppe-'i:ting both SACLANT and their mational COMINT

orgenizations, Each participating nnfion' would have discretion o.’b.out'such
mtters as the right of access of other ndationals to these units,

COOPERATION ‘TITH THIRD PARTIES WITHII‘T SACLANT Y STRUCTURE

15. Gooperat:x.on with Third Parties within the SACLANT Y structure
should be oonflned w:.thn.n the limits necess&ry to rreet the essemtidl ¥
needs of SACLANT and the forces under his ‘coxsm-m.n& and mu.st not revea.l
that there is COMINT colla'boratlon among Canada, U.K., “and - U.S, outside
the sphere of Y. Wlth:in the l:Lm:Lt., a.groed for the rclease of COMINT
m_ateriaji produced by 'Caxmd.ianfU.K./ U.S. orgonizations (see paragraphs 20
end 71 bélow), cooperetion With Third Parties should be wholchearbeds

9 6. The chﬂnne'is for thc prevision of toehnical matorial to Third
Pa:t'tles f’rom Cano.dla.n/U K./U.S. na.‘blonai COHI:NT sources should be via -

the” SI‘CLM ¥ ste_f'f.

PR
e .t i
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17« . .- Insofer as consistent with the agreed Limits for the N
release of Canadien/U.K./U,S, OOMINT, and in order to secure the C
neo-essé.ry degree of umiformity, Third Parties should be persuaded
to a.dopt certain common operational proceduress

NATTONAL ORGANTZATTONS

18 - The Y units and ¥ stoffs of the participating natioms
would be at liberty to pass to their own national COMINT orgnizations ‘
and to other participating motions, but to those mations only, the
technicel material and traffic produced or rescived by themselvese .
The notional COMINT organizations of the pprticipating nations
should in turn provide such technionl support both to their owm Y
upits and through the SACLANT Y stoaff . to the Y units of other partisipa~
ting nations as they moy consider would be appropriate and of #s-sisg*ha;}ca ‘

to the Y -effort under SACLANT,

.

Exhibit 2 hereto, L ‘

EXCEANGE OF INY PRODU C E‘ED-BRODIL‘TS BEI'W'EEN SACTANT

q‘v. vo

AND 0 stmmmmm commmnms

"'19. Exchange ‘with other major Commonders of NATO of internally
produced end-products and intelligence sumnories besed thereon

should be as agreed between the Supréme Allied Commanders concerned and

should bBe ‘confined %o the highest levels practicable, Such exchange w7

should take place in a secure cryptographic chomnel provided exelusively
for such meterial, - As a condition of such exchange, the security

pcrincipies set forth in Exhibit 2 hereto shall be applied as a.m:l.n:lmJ.m '

for the handling eof the material in the Commonds concermed.,
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(O FERASE OF TRAFFIC INRLLIGENGE PRODUGHD BY G.ANAD]M Ko/ UsSs
204 The relense o Third Parties in the SACLANT of

Troffic In’celllgence produced by Cmm&mn/ﬂ..&/ﬂvs. orgonizatiens will,

withina the h_ma,to.tlons of "l:he necd~to-kmow a ond “the provisions .of Ez;blba.t 2

&nd 3 hereto, be subjeot to the Pollgwing ceﬁd;tlons

as Pirgt (releasable) C_e..teéggjz_
’ , . _CCLa-s_s I -
This comsists of Y materidl, both end—pro&mts '

and technical materini, produceci by Cana&:L&n/U.K./U 8. ¥ wits, and meberial of
-the same Xdnd and supplemen:ta.ry 0 it produced by nata.onal Camndian/W,K./T.S.
“GOMINT organivations, This class will norially be relensod automatically in
wertise but the seision to cormence a_._utczmhic release of this class will be
subject to mtual agreenent among ‘the \c::_-.og_);imrt Capadian/¥.K,/U,S, COMINE

authorities, i1l or any part of tds.upturinl will be withheld at any time by
these parties if one porty declares that release would be hagaxdeus 4o its
w-mational interests, ' '

‘ . o : Ehss IT e

¥ % This consists of COMINT mter:le;l, both mdipr’oduo’ss
and technical material which; although produced by a Cnmdmn/u.x./tr.s. COMINT
érg&m.za.dblen other than o 44 u.nJ.t woul& be ca.pa'ble of produo’t:l.on by Y
W U.TD.tS "and which, if paased to 8-Y unit, would enable ’chﬂt tm:Lt te achieve
o significontly higher degree .of cxploitation of its norma.l ’msks‘
‘Q Canndion/U,K,/U.S. netictial BOMINT authorities -mst be ia agreement before
material in this class may be releaseds  They w;u.ll cont:muously review

the olo.ss end maintain agreed . lists of the ma_temal :.ncluded in it,

50 3 bs . Second (Nen-relessable) Go.tegozy

This consists of the remainder of Treffic Twbelligasoe

not included eaboves ° It mny not bé released to Third Parties exoeD: /"\

$ndicoted inm Exhibit 3 hercto.

\EIDER
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AT OF SPRCTAL INTELLIGENCE

21, opec1;1 Intcll:.gence will" only b relec.sed to Third. Parties: - C

; Cod in. g.ccorda.nce w:Lth the provisions of . Exhibit 3

22,  COMINT endvpf-;éaxict initrodused by Third Parties into Allied

Intelligence channels will be handled in accerdance-with paragraphsg 20

gnd 21 of Txhibit 2 heretos

23, It is agreed that c-ob.pemti.@ﬂ with Third Parties in plonning

the wartine structure should begin in peacetime and os soon as possible,
and thnt ther= should be - step~by—step ‘implemenmtion of the SACIANT Y - l
program in eongonance with satisfao tory testing of each successive °

';c;z%'ep, It 1s considered ‘adva.ntageous to establish relations with one

Third Party notion at & tlmc wntil all those considered eligible #re

included, Before making any proposals to individual Th:.rd Party nations. .
Canadien/U.K.

———————— ..

th.Gh ma.y necessitate the diselosure of mfozmtlon regardin,
or U.S. plans for Y SACLANT should seek the concurrerce of Ga.na.d:.an,
U.X. or U,S, COMINT authorities.

2.4 Tha, a.ny "pproach to ThJ_rd Paxrties within ‘bhe SAGLANT Command

wn.th regard to the planning of a wartn.me Y S't-ruc’bure the follom.ng

principles should apply: Coe e " G |

Do There mast be no dlsclosure ‘to Third Pa.rtles of any

Conadion/U.K. /0.5, CoMINT collo.‘bomtlon eutsme the " SACLANT _' - |

.:

Comnd, and eo.opematl@_g in plesnis g

shbuld be oonductea m.’chout
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Q revealing present Cemodsnn/U.K,/U,S, COMINT successes or the sotle
and nefure of their prescnt and plonned COMINT effort,

be A8 o condition of cooperation in playming the
SACLANT ¥ strueture Third Party notions must aceept and adhere to
rminimm security regulations goverming the production and handling of
Y mitericl. .
. Ce Rnowledge of the details of the planning of the
SUCLANT ¥ siructure must be restricted to notionals of ?c;hose nations

© talkdmg part in thot plenning,

25; The planning and negotictions in any -appro&oh should bs done
by the SACLANT Y officer, assisted by such oa.?fiocrs of the Canadi~n/U.K./
U.S. Services concerned as it may prove necessary to appoint. He and
‘his staff should cstablish, within the fromework of the agresd wrkime
arrangements, a skeleton oergonization design-edA to ensurce the orderly
expansion and effective operation of the Y structure on the outbreak of

. wor,

my be desirable and practicable,

They should olsc develop such cotmon or similar proccdures 28

26, In order to carry out his planning tesk, and in oxder to

advise Third Porty nations, the SACIANT Y officer should be provided
with pertinent :Lriformation on the subjects Zl_isf;éd below, The_ nations
concerned should ecch designnte the authority with whom he may commumicate
on thes¢ and othor Y motters.

Types of‘ Y units

Number of units plenned

Administrotion

T 3 Basic operationtl organization

Manpower oomplements (by function
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Number of intercept positions O
(in broad categories, e.g., H/F Voice, D/F
Prequency ranges of intercept equipment

Commumications equipment of Y umits

27. It is recognized that in addition %o the :n-ec‘essity to

plan for wertime COMINT' cooperation within SACLANT, peacetime COMINT .

readiness for wartime operations. The progressive of phased mplementa-
tion of sueh arrangements should be accomplished, within the limits
»?f "-a.greed wartime cooperation, in acecordance with the procedures
deseribed below,
28«  The Y activities included in the SA.CLANT Y strusture, |

should be organized and conducted in petcetime as follows:

Qe Phase I -

A SACLANT Y Officer should be appeinted to begin
laying the groundwork for agreed wartime arrangements, for SACLANT ' .
to obtain the results of natiomal shore-based direetion findex .
operations. SACLANT should koep COMINT authorities of partlolpatmg
nations advised of the progress of o,_z.ly planning cor axrongenents with
other NATO members that aff ects them, Nations concerned should

cach designate an authority with whom the SACLANT Y Officer can

O.,

commmicate on direction finder matters,
b.e PhD.se IT -
When the above arrangements for shorebased direotion

finder operations are made, the SACIANT ¥ Officer should arrenge for
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operational drills during NATO exercises or maneuvers,”

+ The use of information based on D/F and shipborne iptereept
operations will be in ascordance with the following provisions:
1, Shorebased D/F Operations. Fixes and the fully

evalunted results of shorebased D/F operations, during NATO
exercises or maneuvers, may be passed to nationnls of those pations
participating in the B/F operotions. During the exercises, infoymntion
resulting i'ron D/F Pixes my T:é.' possed to nationals of nations
pertic;ipatimg in the exerocises, even tnough these nations do not
participete in the D/F aperhtioné; when the following cnnda.\‘bions Tl
are fulfilled: o
o (1) When speeiii@ly authorized by SACLANT,
(ii) When o real advantage to the exercise then
’ in progress would accrue, and
(1ii) °© "When the intelligence onn be attributed to
another source, or, if this is not pos'sib_'lﬁ:,
the true sowrce is nct stated,

During post-exercise conference, shorebased D/F informntion
or results may be disclosed to ncotionals of nations not participoting
in the D/F opercticns only as alrendy disclosed in the course of the
exercise, (This is not to prohibit the use, during post-exercise
conferences, of intelligence or situation summaries issued to all
porticipeting units in the exercise)s

2 Shipborne D/F and Interception, During exercises,

results of shipborme D/F operctions and the shipbornc interception
of plain text or self-evident code messzges may be passed to nationals
of those notions participating in the exervise. The analyzed results
of shipborne D/F and interceptian operations mey be made available in

post-exercise ceopference without megtriction,
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- Ce Pho.s:e III- '

Depené.in,g on develc;pments in the 1ntematlon,..l
s:.*ln.mtlon, eooperation may later be extended within the eea
1imits of wertbhme ocooperation by Canadion/U,K./U,S. agreemen‘t as

a.a‘l:ual needs develop nnd as incroased knowledge of Thi:;\i Poxrty

aotlv:.tles &cqu;.red during organization and plenning, provides
& better basis for assessing the se@urity risks involvea.. |
Coozﬁa,n'\thn between SACEUR and &LCMT el ensure consonance of
practlces will be required, ) )

29  The dissemination of COMINT to Third Parties.in

SACLANT's Command in peacetime will be as indicated in Exhibit 3,
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IEFINPTIONS
1. COMMUNICATION Information and technical mafterial
( GCAINT ) reaulting from the interception and study of.
. telecommumications for intelligence purposes,

(COMINT includes Y, q.v.)

Intelligence information produced by COMINT

activities,

3. PARTICTRPATING Nations contributing Y activities t6 the SACLANT

NATIONS:™

Y structure and emtitled to receive the results of
the COMINT arrangements for SACLANT in aceordance
with agreed conditions,

L, PROCESSING: The action required to produce COMINT from

. . tI.‘a.f"in. _

5. RAW TRAFFIC: Traffic showing no evidence of protessing for
COM.'IZ[‘!'.'l1 purposes.

6.‘ SPECTAL . That COMINT which results Prom:

- INEEILIGENCE ¢

(a) The decryption of texts in whole or in

part except as provided in paragraph 11(b)

ﬁ ::EZ)) e belovj s

s
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7. TECHNICAL

- 8, THIRD PARTIES:™

(¢) The decryptior of callsigns or message

hegdir-mgs gncrypted in eodes or ciphers of
high-Becurity gradings as may be specified
by CRC, LSIB, and USCIB; or

(d). The interception of certam%ypes of'

trenmission as may be specified by CRC,

1SIB, and USCIB;
(e) ' Certain categories of plain texts, as
agreed by CRC, LSIB, and USCIB, T
Data concerning c;ryptographic gystems,
communieations procedures and metheds of target
eountries, and related informetion,
A1) individuatls or awthorities other than those
of Canada, the United Kingdom, ané the United

States,

Intercepted telecommunications activity (ineluding .
messages, chafttér, procedure, et6,),
Study of communications networks, procédure

signals, callsigns, D/F bearings, and other

technical aids to produce information by all

‘means short of actual decoding or deerypting of G

the text of jnteicepted communications,

That COI\EINT whieh results from:

() The study of procedure signals, callsigns,
mé‘ssagé headings, D/F bearings, and other

/extemals
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U externals of communications, except the
decryption of cellsigns or message headings
encrypted in codes or eiphers of high
security grading as may be specified by CRE,
LSIB, and USCIB;

BGA (b) The decryption of‘the whole or parts of
. Ed::31;31:4.(c) eoumunications in codes or ciphers of such low
EO 1.4;(d)
security grading that they are specifically
classed as Traffic Intelligence by CRC, ISIB,
(o) ]
that they
are gpecifically classed as Traffic Imtelligence
by CRC, LSIB, and USCIB;
. (&) Certain catugories of plain texts, as agreed -
by CRC, LSIB, and USCIB. |
. 12. WARTINE: L period of actual hostilities inwolving
SACLANT's command, i
13. X: COMINT derived from the timely processing of
‘ traffic procured by listening to enemy
communications for the purpose of providing
Q tactical intelligunce for the conmanders of
the combat forces, |
14, Y UNITS: COMINT units engaged in the production of

Y.

¥ Definitions marked with an -asterisk will require modification or

omission before being used by the Y Staff Officer in discussing

arrangenents with non-Canadiem/U.K./U.S. parties,
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LFPENDIX P
. Q T s dnnexure P2
| FXEIBIT 2 !
INTRODUCTION
1. These p&'ﬂnc‘;ii:ples--shall be the basls in peace a-ﬁd war of
i all security regulations omd polio‘ies. governing the pro‘d.ucﬁion,
hahdling, ~nd diss‘eaﬁ,ﬂzllﬁ.on of Yo |
. JEE‘NEION
2. Y is Corpmmnicatiop Intelligence derived from the ta-m.ely
processing 'of' traffic proeured by lis’cm to enémy commmumiea bions
i for the.pnrpose of providing tactical intelligenee far 'Ehe‘éezvs
of ‘combert forces, It includes raw twoffic, end-products, beohmical
material, working documsnts, and caphu‘e& ma‘t?erlal used in its
" production, It also I:anludes intelligence reports and sumiries
! based on Y unless the information is so generalized that it coanpod
| be traced Back to a particular item of Y or to ¥ in géneral_. )
@ GENERIS, PRINGTPLES GF SEOURITY AND DISSRAINAPION |
3e Nr;tions' poﬁicipating in the SACLANT Y effort musé, as a
eondition of perticipation agree te accept and adhere to these |
principles,
f 4. dach country participating in the SICL.NT Y effort )
I =y will designnte a notional authority to deal with 211 questions ;‘;f Y
V security and enforce these principles. | |
I 5. " Boch natienal authority will designate a-Y Securi ty
:_ Officer to whom Y materials and communications relating thereto
% shall-be addressed., . i
|
{
I
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6. - SACEAN? will formilate and supervise complionce with
security regu.laﬁfibns'&ﬁa 'poli;oiés for Y within the SACKANT com:;_amd.\
7s Before en individual in amy cepacity hes access o the
knowledge or results of the SaCLANT ¥ effort ». he must be screeped amd
cleared as being of unglestioned loyalty by 1‘m‘;s. wational authorrby.
‘The sereaning mist be as thorough as possible and at least ag thorough
as that given to individunls having decess to COSMIT informetion. In
eddition to such cleszanco, these. individuels serving wnder SACLANT!'s
Cormand mist be specifienlly nominated $o T e — 'bysmeéJiT
or by the conecrmed notional Authority. In the latter case the
nomination tmst be approved by SACIENT. In exceptional circumstances -
under o.pem*&ionp.l‘@ondifeibné the above requirements for screeming, .
elearance and nominatioh may be- wa:wed for those individuals appeinted to
certsin key posts, & list of which should be drawn up by SACIANT, Sach
pexsonmol may be given aceess to Y upon the a.uthmii-y of the appropm.ate
. commander ¢ ' -
8 .. .Prior to being given access to Y, edch imdividual will be
Y indoctrinatod by & specisl worning on the sepsitivity of Y sources, to
compiomise and be required to sigan a document drawing attention to his
S@ééi&i responsipility for safeguarding Y and to the. copsequences. which
the low or administrative or executive order of his cozm'&g&, or order of
| SMOLANT, mrovides, if cither by intent ¢r megligenoe he allows Y fo ceme
to the nokicc of umaunthorized persons., It mst be stressed that there
48 mo bime Timit in thht tho informbion mest be safeguarded indefinitely,
e Distribution of Y must be on the need~to-know minciple,
i.ee, each iten of Y shall be méde kmown only to these Y indootrinited
individuals who reguire it in the performance of theiyr duties, SACLANT

will madntain oontrol lists of indoctrinated ¥ reaipients in forces under

o

\f\_,
A -
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h:Ls conma.nd. otther. thon- those ongagod in the proé.uo‘bioh of Commmniecation
Intelligence, ~He wilt ensive that the nuiber is kept to the minimm
omsistent with-essen¥inl jﬁ*ﬁ'ellig'enc&._m;d operational meeda, ‘-N'a.-.ﬁona.l
authorities will maintain similar lists of their own natio.mlsl and apply
similor restrictions, _

1& Y indootrinees must mot be allowed to run 8. greoter risk
of capture or interrogation by enet‘.n:‘.aes.or po’sm?éial enemies ‘ﬁkm-is
ab-s—oluﬁely neoegsery for the efficient éérfeﬂmmc;a of their auﬁ-.es. This
Jmst also ayply to a per:l.od of six months after thhey have ceased. to reccive
Y mﬂterml eamep’s during act:we opera.twns in ca.ses of mpella.pg necess:n.t—y.

1. - e greatest care nn.ist b dakisn upt o betray Y success by

actions bascd on ite Ef‘for*bs should. ‘ne made, if et all possible to d.av:use

P
R
E] DA

sujjta’Ble cover, such as reconnaissances The so‘urcs should on no accmmt be
needlessly risked, _

12, SACLANT will determine the level %o which Y v}il; be dis~
seminated, Th exceptional instances, wh@'re itlis essential for :"mmeéia.'be
operationnl purpescs, informtion ba.sed on Y mny, as s‘pec:if;i;cally outhorized
byay a.na.ootr'z_na.ted camander, be disseminated below the normal level to
mindojctr:inated :|.nda.vidua.13 provﬂ.é.ed the Bo@e is not disoclosed, VWhere
possible, nomes, times, P;Jsiﬁ.OI—IB, and cther data identieal with that from
the original text must be omitted, or, if the retemtionbf such an Item
or items is essential, mist be carefully paraphrased, Such information
mst be passed by a secure courier s;ervﬁ.oe, by & secure line, or in a

cipher system approved by SACIANT, It must not be passed in clear by

radio (including radio telephone}.
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13, Knowledge of the methods. and scope of, end the

techrnical merteriel resulting from the S4CLANT Y effort will bc_a restricted

%o the nationals of the mations which participate in the SACLANT Y

offort, Ascess to the Y end-products sheuld, as for as possible,
be similarly restricted. o .
i A1 ¥ resulting from the SACLANT Y effert will be
clagsified SECRET and designated by a codeword _(excgpt as provided
in p_é.mgjrgph 19 below), .The classification and the codeword shall
appear on every sheet of paper which contains or discloses the existence
of ¥, except that, at the discretion of the unit commander; this pro-
visieon need not be applied to purely working documents within a Y unite
The codeword indicates that the material must be handled in accordance
with regu:l,a-tiogs based on these principlcs and when used in its
codeword sense w:l.ll algo bear the classification SECRET, The code-

word end its implieation shall not be made known to persons not

inated in Y ner shall it be used in its codeword sence in
the presenee. of sugh pérsons..

156 In peéacetime, if Y doeuments are %o be tronsmitted.

by bag within SACT.ANS

1's Command, the route and procedure must be

specially authorized by SACLINT, hoving regard to the adequacy of

‘the seour:r.ty of the route and procedure., Documents should be double-

wrapped and addressed to a Y indoctrinated officer (by name, not
function); the inner emvelope should beex the appropriate security
ei&‘ss:ificatien but not the codeword, In ,we.rtig‘xe , diseretion will be
left to the locdl commander to make the most secure arrangements
possible, As a minimum, documents must be sent by hand of officer
or by a secure courier scrvice.

= k=

SECRET
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16, Ewpcept in the oxoeptional imstamces deseribed in

Paxagraph 12, if ¥ is trensmitted within SACIANT's comstnd by

electrical means or By n.ny physical means not completely secure, it

mist be encrypted in a decure cryptographic channcl reserved exclusively

© for this reguirement. Partiecipoting nations rust néditienally

ensure that when Y is transmitted into, out of, or extermally :’_c,o the
SACIANT command it is encrypted in & eryptogramc channél apecially
approved by SACLANT for *bhls PUrposes A

174 The m;g}mt standard of pysical security st be

applied to the custody of Y- by national authorities and within SACLANT's
. .,-... 1ds,  Normelly, except when in trangit under _oon@itims-preseri‘b.e&'

* herein, Y materials and cozmunications reloting thereto mist at aLL

times bet

(2) under the direct surveillance of a Y
indoctrinsted person responsible for their safe-keeping, or

(b)  locked in a fthree-combinition safe mqesuble

orly to Y indoatrinated persenmel; or

L . (c) stored in o loeked compartment which S5 umder

constant survelllance by an armed sentry and vwhich is necessible only
to Y indootrinoted persomnel.

18, Y documents rmst be destroyed as soon as they have
ceased to be of use, This is particulorly impertant wmder hazardous
conditions, |

19, - In order that necessary operationsl use can be

mde of certain types of low-level tactical Y (such as Dizection

finder results and plain text messages) on which irmediate action must -

obvicusly be taken in combat operations, SACLANT may permit the

- b -

SECRET-
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disscmination of such Y, without a'codeword and at & clagsification
not below Confidential, to unindoetrineted reoipiemts who.need to .
know. )

20, COMINT cmd-groduct or intelligemce based on.CO‘in"trddﬂeéd

into Allied intellipeénie chamnels by Third Partics participating in
the Y-s t’mcimro of the command shouwld be hondled in Y—éhannals and sub-
jected to the security measures prescribed for hardling Y, Where such
Third Party COMINT is furnished by o perticipating Notfomal COMING

oathority or orgomfization and is of a higher grade than Y material

produced within the Y~struoture or than the COMINT supplied to the

Y-organization by GY/UF/Contdian COMINT authorities, it will be passed
through ¥ chammels o.nc'L its distribution will be kept to a minifmim,

21, COMINT end-product or imtelligonce based on.COMINT introduced
into Allied intelligenpe channcls by Third Parties not participating
in the Y-structure of the comrand should, whenever possible, Beé
traniferred to Y~channels at the first point at which such end-mroduct
or inte]ligcmce came to tho attention of Y personnel, and from thxt
point tronsmitted directly to the Supreme Allied Commander's Y (fficers
Géire showld be taken not to sompromise t:r_xe exlstence ‘of Y channels as

such, The .Supreme Allied Commander'!s Y Officer should bring any such

~material to the atbtemtion of the AC: of S(I) for decision os to further

notion ox disseminntion., In dociding on such further astion or
dissemination, the AC of S{I) w:i_.ll give full consideration to the need
to protect COMINT,

22, Novionil authorities and JSTANT mist expoand these prineiples
into a set of reguletions adapted to local conditions. 'G'opie's of the
Y seourdty r‘egt_ila‘bions of each mationnl outhority will be forwnrded %o -

SACLANT through Y chonnels,

-6 -
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An_pexu_re P2
“ EXBIBIT 3

RELEASE OF_ GANADLA_AI/U.K./U 8. COMINT END-

PRODUO;DS T0 | PARIEI NATIONAIsm szm,w COMMANDS

I PEAGﬂ “fND T’AR

TRAFFIC INTELLIGENCE

la, Traffie Intell).genee {28 currently dzﬁned by CRC, LSIB, end
[TSCI’B) may be passed in peacetime to Third Party na.tmnals in SACLANT®s
Head.qgmi;ers on & need~to-know basis for planning purposes under the
conditions set forth below.-

b, VWhen passed to Thir& Party nationals, Traffie In‘eeilligéme mst
be da.sgulsed effeotlvely, in guch a way as not to be attrlbutable in «.’hole
or in part to COMINT, and must be asocribed in precise and pos:.tlve terms
to enother source chosen for its pla.usa.b:.l:l.ty. The disguise will mclude
a3 a minimom:

(.l) removing inessentials: ; :

(2) paraphrasing any remaining text; rounding off pﬁmberis |
and times; and, \ihenever possible, substituting |
approximations for precise statements.

o, Indootrinated Oanadian/U.K,/U.S. recipients of undisguiged
Traffic Intelligence in each\staff Division in SACLANT Headguarters will
recommend to A,C. ofgs L) Whioh Traffic Intelligence should be
disseminated for planning purposes to Third Perty maticnals, A C. of

S.(I) will refer each case to the cognlza.nt Canadian/U,.K, /U, S. nat:l.onal

SECRET
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SAw7 & 3 /7.

.'aujﬁhori'ty ‘vmch .opiginatﬁed the Traffic Intelligence (or whose COMINT units
.,dld S0),. asklng for. clexara.nce to pass this particular Traffic Intelllgence
--.to Thlrd Party natlonals and elther for'ward.:_ng a copy of the d::.sgulsed form

“'hich it is proposed fo dlssemlna’ce the :mformatlon, together with the
' proposed d:Lstributlon, or" requestlng that it be furnished to him in &
.dlsgulsed form.. . 5 g e o .
. d._ ' Dlsgulsed Traffic Inte]_'l.lgence will not carry the Traff:Lc ' :.

| Intell:_gence codeword When it has been d.lsgulsed ; and wh-en th.e. sourcéio

.'whlch it is 10 be attrl'buted has been chosen, it will carry the security

gradlng &ppropr:.ate ‘to that source and will norma_'Lly be disseminated and
- hand,led in the mammer cust'omary for that source., Where it is comsidered

“ that d’;i-s:gUiSe' may not be -fully effective but that the intelligence should

.not be vuthheld :Lt may be shovrn to designated Third Party nationals by the

'.-A.C of S (I) or. Ch:Lef‘ Intelllﬁence Offlcer, or by an indoectrinated Canad:l.an/

; .-JU.K /0.8, offlcer ‘on thé Staff provided that the nata.oml COMINT authority

; .concerned has approved .coples may not be passed to Third Pa.rty nationals .

. _fo.n retentlon- by them,

‘:SPECIAL M"LLIGENCE | |
| 2.. . Special Intelln.gence items as such will not be disseminated to

| Thlrd Party natlonals in. peacetlme in any form, however, information deriwved
: fr@m such :Lntelllgence mey be disseminated to nationals of Third Partles in f\"
) .SACLANT‘S Headqua.rters on a neeo—to—-k:ncm basn.s for plamning purposes if it g
: ca.n b.e ;embod:g-.ed in general intelligence summaries in such a ma-.-r_mor as to
. ensure that the infc;nﬁ&tiOn cannot be traced baC"k §o COMINT 1n general or any

' ':speoific‘item of COMENT. A C. of 8,(I) should inform the cognizant

\



SAC/E/R/T.

Canadian/U.K. /.S, national authorities of eny Special Intelligence he
considers ‘ghould be made available, and th‘ey-will make every effort to make

it available in this form,

COORDINATTON

3. Cognizent Cenadian/U.K./5.S. natimmal autherities will ensure
that e&cﬁ is infommed of any action taken by the others under the above
provisions, a;ld:.mat.gria_‘l_ may be excluded from these varrangementé, at thm;
request of one of the authorities. Canadian/U.K./U.S. national euthorities

will keep thef.;e arrangements under review,

II. HARTIME

TRAFPFIC INTELL IGENOE

La, Direction finder results may be transmitted without a COMINT
codeword, but suitably classified, to allied commanders and units who need
to know, Intelligence based on or incorporating D/R results but containing
no material reguiring the COMINT codeword, suitably 'cla.s,sifj___é\_d_ may.also be
so transmitted,

b, Traffic Intelligence, as such, received from Canedian/V,K.A7.S.
national authorities, will only be disseminated to nationals of Third
Parties if it falls into the first (releasable) category as defimed in °
peragraph 20 of "COMINT ARRANGEMENTS FOR SACLANT, "

Ca Disgemination of such Traffic Intelligence to Third Parties!
shall be by whichever of the following charmels is apprdpmté: !

(1) via special COMINT charmels (i.e, U.S.-SSO Systen,

U.K.-GCU System, etc)

P\
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(2) In the case of commands which contain no integrated |

. Canadian/U,K./U, 8. personnel, from the appmpriat.e
inter-allied S:CLANT commanc; |

(3) frem a Conadian/fU.K./U.S. Y unit or COMINT unit direct
to the integrated SACLANT command or f‘ormatlon wfthh it
supports, ) :

d.. Second Category Traffic Intelligence (see paragraph 20 of .
COBINT ARRANGE‘I@NTS FOR SACLANT) shall not be disseminated a.s Traffic
Ivn'te.llige‘ncé to Third Party nationals in inter-allied SACL.NT Cormands; l
however information derived from sueh traffic iﬁtellig-ence may be
disseninated on a striet need-to~know basis to nationals of Third Parties
in SACLANT's Command if it can be embodied in gemeral intelligence swmaries
or operation plans and orders in such a menner as te ensure that the
infermation cannot be traced back te COMINT Jln"‘gene-’r.al er to any specific
‘item of COMINT, | |

e Vi eed 4 o

5 Speeial intelligence as such may not be disseminated to any ‘
_national of Third Parties in SACLANT's Command in any form except as |
provided in paragraph 8 below; however, information derived from spé'ci:al |
intelligence may be disseminated to nationals of Third Parties in SACGLANT's
Commend on a strict need~to~know basis if it ecan be embodied in general £ P ﬁ:

intelligence summaries or operation plans. and orders in such a manner as

to ensure that the information cannot be traced back or attributed to

COMINT in general or tq any specific item of COMINT,




SLC/B/R/7
EMERGENCY PROCEDURE
6.  In exceptional instances indoctrinated Canadian/U.K./U.S.

e‘ommanders. may pass releasable Speciel Imtelligence in operationsl orders

or other _communicatiens to Th:u'dParty nationals who urgently requu'e :Lt

for purposes of vital operatioﬁal importance, Such orders or commﬁniedtiens
will be so worded that if they be'comp;romised the source could not be
identified as Special Intelligence, Only essential specif;'ic items will a

be transmitted, and names, times, positi@n-s 5 end other d'at.a from the

B R e At S . oy SR ol

orlglnal texts W:Lll be paraphrased as far as poss:.ble

DISSEMINATTION BEYOND THE SCOPE OF THIRD PARTY ARRA;NGEHENTS
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