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1 ( 1 25) 1 Exhibit 2 pages 1'· and 2 ( 1.-2.6/1 27}, 
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present edition should be trans~erred to the -
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i'OP SECRET ULTRA 
1 Novemhe;r 1945 

~ 

1. P.a;rt.i0-a to t'p;e. J'..grec®.h~ 

• 

-'rhe f0).lowing agreement :i.a t;D8.di;l 1:x::tw0cn the Artey"-Navy 

Col::il!ll.U'licat ion !nto 11:1.,gcnoc Board ( J~c;I:J71' (rep.reae·nt ing the 

'6·. s. stntG' Na-vy and war '.J)::rpartroot-it $ and' a).1 ot-har w.. s. 
1 - ' 

Cominunict.ttion r:-.tolltg'9·noo <.\µthori:ci(}~ w:hiqh ~Y funotiOI).) 

az:ld t.ho J,~¢0n S~n.."l.l J;l'ltclligef:oe (S"!GIN.T) Boa:r?d (re]lt'eSQnt ... 

- ing the F.or.e:ign Of.~ ice, :'~ dl!l;,.ro..1 ty, W~r Office, i..ir Ministry," 
. ~ 

and al],. othot' British 3«2::iire Cotnmunioflt:\.on InteUigenoe 

a~horit~oa which mn~ function) • 

2. Scope 9f the L.;.grce'fiient 

Tb._c agreement g;av0rns .tho rell\ti.onu of the o.bovo....mentioncd 

po.rties in C01Jl'!lunic:--. tion Intcllj,.genoe u~tters only. . Rowcvor., 

the exchange:; 11f c;u.·;h collo.terc.1 l!ll\terial a.a ia o.pp.1.icnble f -or 

teohnioa·l pur-~:y- sen -:-•c;1..~ is l<lc;>t prejudicial to nut ionaJ,. i.nteres.ts . 

. will be efh:: o ·~cd bc~!L-cn the Communieati"on Intclli.genee agencies 

in both countries. 

1. - Throughout this ngrcoDicnt .Cc:rllll!lunioation IntolJ:~ jCnl'C 
is Wlderstood to compriBc oll processes lnv-olvpd in 
the oolkction,. production and .diai:ioutlno.t.ion of 1,nfom
ation derivod fronJ thG comunico.tion.e" of other wit ions. 

2 - For the purposes of this .ogr~ement British Et:rpire .i~ 
und.e::ratood to mean all British tcrr-itary other tM.n 
the: Dominions. 

' 

..... 2 

~ .. 
' 
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3.. Extent of ~-A~ement - ~redust~ 
i . 

. . "" ... 

{a), 'the ~ritie.a ::1.gree to the excb.ru:1ge ef the, products of 
3 

the f~ll©Wing operntions re.ln.ttng to to~ei.gu eOijllDunioo.tions: 

( 1} colleoti6n of traff'.io 

( 2) C\oquis,i:tion of communiel\..t.ioa dQQ.umeata and 
eqai.pm:mt 

( 3) tro.ffic nllf!.ly.ain 

( 4) oryp"tc'l.nnlys:La 

(5) da~!'Yl;ltion ~nd tr~nslation 

-( 6') Requisition of' informe.tion rcg!'.q'ding communio0:tion 
orgunisations, pF~ctiocs, procedures and cqui:pment .1 

(b) Such e-xohango will be unre.s-tx:_ioted on a.11 work: under

taken except \/non &kJccificn.lly exqludod fr-om t.ho A.gre-emcmt o.t 

the roqueat of ci.tber ·1.~l'.rty ;:i.nec with th6 ogreement witl:l the ot-hor. 

It is the intontiu!l of o-'.:ch v..-,_rty to limit such exceptions to 

th.:: absolute minimum and to c:xorcise no rostrioti.ona other i;hAn 

those reported and .r.utun.14' ~8Z'COd upon. 

3. Throughout this Clgr"ecment Forcf.gn Cot1m1.U»icnti.ona 
nre understood to mean ~ll cO!rirnLmicO.tiona qf thii · 
Govorrnoont • or of o.rry Mil itnry, Air or No.vnl f oroo 1 
fo.ction. party, dop:i.rtmnt, agency or buroo.u of a · 
foreign e.ountry, or of nny vcrson or -pcraons nct:ing 

. or purporting to act. therefore, nnd shr 11 inc ludo 
d GA · ·I looratilun ic..". t ion a of a. foreign .:; o untry wbi oh 
EO 1.4.(c)nny cont.':'..in inform:i.tion of Militnryl'I Pullticn.1 or 
EO 1 4 (d~conomic vc.luo. li'cr-1:::ir;n ot:untry ."\a used. herein is 

· · l,tnde-rstood to inclw'.i.c ,_,ny ·country, '\vb.ether or not its 
govarnr;::ent is rucogniscd by tllii U.S. or the British 
Empire, exc~udine unly the TI.S., the British Col!Ullun
wculth of No.tiona c..nd the Bri'\iish Empire~ 

3 -
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4. Erten~t of tti.e !1.gt'QC[!'.!Ont .- u·othods ana Tcohnig.ues 

5. 

' · (a.) ·Tho· po.~ios ag:t:ee to the. o.xcb.o.nge of inf-0rJQO.tion 

rogn.rding G'!Cthods nnd techniques inv-olved in the operntions 

01:1tliooa in µ1rugro.ph 3( ~). 

(b) :Such ~cl'l?.lngc will 'tc ·wu:-es1:rioted on a.11 w-0rk und.cr

teck:qn cxooj;t thn.t, up_~ ncti:fiC;~-tiein of the: other-party inforci-.tion 

imy be withheld by either -p1rty whcm it~ spocial interests so 

require. such noti£ic:·.t ion will inclwie 0. description of tho 

UU'ormti.on ooj,,ng vi thhclC' ;-. aufficicmt,. in t=b.c opinion 6f thC 

withholding y;ru-ty ~ to GO·rorcy :i., ts signi..ficanoo. It is the in-

t<:mt:.i.o.n of oaeh i;m-ty to limit such c:r.co-pt-ions to t.b.e a.bsolatc 

minimum. 

t 

Both par·~fos -,~ill regard thiS.':l.grceoent n.s preclud~ng 
4 

action with third.parties on a.ny subjoct n~portuini.ng to 
' . 

COlIII!lunico.tion Intolligcnco oxoept aubj~ct to the fallowing 
I 

undcrstandinp-;. ~ 

( a).f.. It will be cl'.>ntrr,ry t-:-.. this .A.grccr:Hmt to rcvel\l its 

exismncc t.·- ·'.ll1Y third. :po:rty whlltever. 

(b), Ea.oh pt.'\rly will sccl< the t1.grocment of tb.e·.other to 

any netionvdth third pe.rtic.s, i:.na will to.ke no such 

( o) Tho n:grocr:lont o·._> the other h~ving bC;cn obtained, it 

will l:x.: 1~ft. to t..h;~ "(lA..rl;r o~rncerTh::d to oo.rry out tbo 

~greed notion in the moat D:pprapriote vro.y • i;:ithout 

obligation to disclose precisely the ch.':';IUlCls thro~h 

~hioh nation is taken. 

4 - Throughout thi::. 1.p,rc-0;..:cnt third ]?l?.rties ore unrurstood 
to 111co..n ull. ir:liviC.u':';ls. m.· {'.uthoritice other th.."\n those 
.of the United St.."\tos, the Briti::ih :empire o.ne the British 
Dominions. 

4- -
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( d) Each party will e·nsure the. t the :re aul tll of i;i.nY au.oh 

·action :?.re r.Jade a.vo.il~ble t-o the other. 

6. The DQlzj.ni<ms 

7. 

( n.) While· the Da:rl.nions arc n0t partie e to thia AgreeDBnt 

they Will not be regarded as thir(i. ~ie-s. 

(b) "The LGndon SIGmr .Boa.rd will.; however, keep the u. S. 

infOI'liled of aey .'.lITangepen.ts or propo,sea -o.rro.·ngements with 

a.rf3 Dominion agencies • 

. .( o) ANCIB will oo.ke r:io arrangeoenta "wi:i:h aey Da..-iinion 

a.gency other than Canad.inn' except th;l;-ough, or with. the prior 
·> 

~pprovo.l of, the London SEIN.I' Board •. 
I 

·(d) _.,\1;1. :reg~rds Canada, ANCIB. will cor..iplet~ no aTr.9.ngement.s 

with ahy agency therein without first obtaining the views of 

the London SIG;INT Boa.rd. 

( e) It will be condi tionnl cm ~ny Dooinion: a.gcnoie a with 

whoo collaboration ta':ee.3 :;:ilu.~ ·:.'w.t they .nhic$ by the terr.is 

of paragraphs 5, 8 o.nd. 9 or' thiL: 1greer~nt and to the arPange-

Channels Between U.S. an~ Bzi: ti sh Eppire Ag<mcica 

(a) .ANJIB will nak:e no ~ngeimnts in th.; sphere of 

CCJ'!ll!lllnica.tion Int~lligcnoe l1i th o.ny B;ri ti.$ Empire agency 

except through, or with the prior a.pprovo.l of, the Londcn 

SIG JM' Boo.rd. -
(b) The London SIG INT Boa.rel w:i.11 mo.lee no o.I..tt.tnge~nts 

in the sphere o."-' CCLTi:lllnication Intelligence with any U. s. 

age noy except through, or with the prior approvnl of, .ANCIB. 

- 5 ... 
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.8. Di~sominn.tion and Secw.tt_X 

, 
I ? • 

--.• 10. 

Gc:ur.unicn~ion Intel:)..igence e.nd 'Seere-t or above teohnioo.l 

wattera ~onne_oteq .thorewi th will be -disseoinn. tecl in 11ocordAnoe 

vt.i tb identi<;ial . .seour;i.ty re£$tiona tc be drawn up and kept 

under rev:j.ew by ~IS r-.nd tho London SIG.INT Boo.rd in collaboration. 

'Ni thin the te.rr..::J of the ::;e re ~}lb. ti on s di sseJjl:i,.rta:ti on by either 

party wil).. be made to U.S. rcoip-l.ent:s only Q._S npproved by ANCIB; 
' . 

to British Etipire recipic·nts and, ~<::\ Doi.U:~::.c :n recipients other 

than Car-iadia.n only ua l\pproved by the Lone.on S.!G-INT Board; to 

Canadian re,eipient.a only o.s apP,i."'Oved by either ANCIB or the 

London SIGINT Boo.!rd; and to thir-d party recipient.s only as 

jointly a:pproved by ~cIB· ·'lric_l. t:Q.e Lond®n SIG-INT Boo.rd. 
' -

Dj.sser.ri.nnthu 11n(i Socu-rity __ CoijJµlflrcia.l 

ANCIB lllld t.!1-3 Lcnc:~on SIGINT ~d will enL th.'l.tt 

withOl>t pri« not:ifica'inn :m! c.onsent of the otr party in 

each instance,, .no clir.senino.tion of' inforr.Jation derived frOiil 

-Cr;am.mi.~tion Intelligence squrcee. is ~de tv :i..ey\incl.iviaual 

\ 
qr o.gency, ·goy?rnr.icnt.."!.-1 or otherwise, tho.t will e.iploit it 

for ~omueroill.l purposes. 

' I') 

:f'rqviaus Agreenepta 

This agreeiucnt - guper.sed.oa o.ll previous .:tgreemnta betwee.n 
I 

Bri ti ah and U.S. a.u tht>ri tie$ in th. . . CorJJU . . i.ca ti on Intelligence 

field. 

- 6 --
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11. .L\oepd.Gent ~d Terminatic-n of Asreeuent,. 

12. 

This :~greerc,ent. ~ be a.r.ntided'. or tc;rr:-:..inated ~ote!y 

or in pa.rt at ll.rJY til:1e PY T:a.lt\L'll a~erJent. !t may be 

t~n:ri.1'¥lt~d canpletely ut any tiL~ on notice· by e~th.er pa:rty, 

.shruld e:i ther consider it:f? :interests be·st served l;>y such 

action. 

llcti va:t.i,on, ?-Pd .~-w.ieuQp._te.tion of ~gree~n.t . 

This a.greeiiei:it. l.'eca:.0a e·ff o-cti ve by "signature of duly 

cmthorized rep:res.entativ:es -::f the Londoz:t .lH\;00 Boo.rd and 

ANCIB. 

between the Compunicntion IntelligeB~ a·.':~h··Jrities coricerned, ... 
subjeot to tre app:r-ov.tl of the London Sili-iN'J' BQo.+d a:n.d 1m1B. 

7 
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TOP SECRET 

JN'l1!{QDUCTION - sheet 1 

.IWL'RODVC-flON TO THE 

Ji.PPEND ICES 'JP B. 

U .• S. ..:. BRITISH COMllrr I.:~ 

(Introduction agreed at Technical Cont'erence 
31s·t October .. 15th November, 1950, !llll~nd.ing 
Introdl,J.ctio:ns a.greed B!t· T.echnioal C~renees 
11 th .... 27th Mar-ch, 1946 and 15-th - 2·6th July., 
194.8). 

1. The following arrax-tgements go-verning the collaboratiop. 
bet'ffeen the U.S. and BrltiSh Co.mint Agencies have be~n agreed 
between USCIB and LSIB in :i:cplEll:lentation of and as 11.ppend:ice.e 
.to the U.S .... Britis·h Comnt Agree:cent of 5th March1 1946 .• 

2. None of these arrangements shall b~ oonstrued aa opn-
travening any clauses o:f' that agreement but shall ta:ke effect 
within the scope and limitations established thereby. ~ 

3. The object of these arrangements is to ensure that t 
max:iJmlr.l advantage is obtained fror:l the cOI!lbined available 
personnel and facilities of both parties. 

4. In accordance with these arrangements., each party wilil. 
continue to make available to the otherJ continuou.aly, curre:nt.;i:Y, 

, and wi. thout request, all raw trai':fic, Comint items and tec~ieo.p.. · 
matter acquired or produced, and a:ll pertinent ini'ormation c~m-1 

cerning its activities, priori t'l,es and facilities., both p-reserrt; 
and planned, subject only to the proviso contained in par&gr~~s 
3(b) and 4-(b) of the Agreement. 

5. - In ad.di tion, each party will continue to maintain 
liaison personnel at the agency or agencies of the other party. 

6. The two parties will continue to effect such stanEl,anJ!i
sation - e.g. of' technical tenninology, layout, procedure and o:;n.
ganisation - as may be possible, 

7. By the close collaboration thus established, and by . 
suggestion, agreement and arrangement, the two parties will 
continue to el.imine.te unnecessary duplication in a.11 fields. in 
order to ensure maximum exploitation of foreign communications oi · 

However, the activities undertaken by eaoh party IID.lst be basioa!li 
suited to its own needs and in many cases therefore neither is :in 
a position to accept any fonnal -and fixed commitments for the 
allocation of specific tasks to their respective agencies. SuQ'.h 
an allocation would often prevent the shifting of emphasis to 
'b:l.sks which those agencies m.a.y themselves.wish to undertake or 

- 3 -
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l:NTR.ODVCTION - sheet 2 

which they Iil.8.y be require"d to undertake by the consumers of 
their product. It is agreed, however, that an inf.oI'I!lE!.l and 
flexible allocation of tasks., .subject to alteration by either 
party at need and sometimes witlq.out prior notift.cation, is often 
po·ssible and desiraple;. that wl:l.ere one party accepts the informal 
alloeation of the specific task it will make avail~ble by radio 
when desired by the receiving party the end-p:roduc:ts of that 
task; that, if the party which accepts an informal allocation 
is compelled to relinquish it, it will inform the other party_ 
as soon as possibl.e; and that, in the event of either party 
giving U:p a tas·k to the other 1 every endeavour will. be ma.de by 
the surrendering party_ to maintain -such portiona of its intercept 
coverage on the task surrenaered as were producing unique material. 

8. In the field of interceptio:o., the two parties agree 
that this informal allocation can be extended by a firm division 
of "main responsibility" for coverage of ce!r'tain specific task.a. 
The same conditions as above apply, except that where such agree
ment has been reached the party assuming "main responsibility" 
will not, except in emergency, make major changes in cover or 7 
exchange arrangements without prior consultation with the other 
party. 

9. Each party may ca.11 upon the other for as·sistance when 
. necessary and such requests will be met whenever practicable, 

10. Although prog~ess has been made in the provision of 
adequate Co~t telecommunication facilities, it is agreed that 
each party will continue to keep under review this, and. the 
associated problem of saf'e hand routes for the passage of Cemint 
material of all kinds, and will take a.11 reasonable steps towards 
further improvement. 

11. Since the two parties have foreseen the need for combi:rH~Q. 
emergency plans, they have gone into considerable detail in planning 
for the re-location and tasking of threatened intercept stations. 

12. Each party will provide the other with copies as re-
quested of all reports mentioned in the following Appendices and 
of such-like documents. 

13. All arrangements are subject to review and to 
modification by agreement. 

14. The agreements concluded at the 1950 Conference will 
become effective on approval by USCIB and LSIB, in accordance 
,;1~P~h 12 of the U.S. - British Comint Agreement. 

15. The Annex to this Introduction shows the origins and 
modifications of .the various Appendices (with Annexures thereto) 
to the U.S. - British Comfnt Agreement which have been produced 
as the result of the Conferences of 1946, 194-8 and 1950, and of 
other arrangements. 

- 4 -
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16. In additioR to coRtinuing liaison, the two parties 
agree that these Appendices (and. the Annexures and Exhibits 
thereto) should be comprehens·i vely reviewed annually, Each 
party therefore undertakes to make such a review and to 
notify the other party during January 1952 of tho.se contents 
which in its view require revi~ion. By an exchange th-rough 
lia\ison channels, the parties will th:eR decide whether the 
necessary' revision ~an be ma.de th.rol:l:gh those cha.nn:els or whether 
another conference is neces·s.a:ry • 

. "On lst May 1955 USCIB and I.SIB agreed. that a general 
reviston of the Appendices was re.quired. They further 
agreed that as a first -step toward such revision USCIB 
'.!would furnish LSIB, fo~ coIQ111ent, detailed proposals which 
are being prepared by USCIB. Pending agreement by both 
parties on a general revision of the Appendices, the 
Directors, NSA and GCHQ will: 

(a) determine jo-intly a:n;y changes which may be 
required in Appendices c, D, E, F, K, L, and 
M and 

(b) implement any such change a which they agree to be : 
necessary. 

Although this interim authorization enables the 
Directors, NSA. and GCHQ, to change or interpret specif'ied 
Appendices by mutual agreement, it does not require USCIB 
or ~IB to approve such changes or interpretations 
provided these are ~ithin the spirit and intent of current 
UKIJSA. policy. 11 

- 5 -
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A (Terms to be used) 

B (Princip],es of Security 
and Dissemination) 

C (Collection and ~cha.n.ge 
of .Raw Material) 

lat June~ 1951 

IF.l'RQ:OT,JCTI ON 

(Showing the or-igms and mo.difications of the various Appendices (with 
Annexures thereto) which have been produced as a result of working 
arrangements .reached at the 1946, 1948 and 19'50 Technical Coni'erence, etc.) 

1946 
Conference 

Produced 

ProdU~ed 

Produced 

Un!Zhange.d 

1948 
Conference 

Revised. Aonexure a(1) (later Annexurc 
B1 · added. 

Paragraphs 1 - 3 (Exchange of information on 
intercept facilities) superseded by 
Appendix L. 
?aragraphs 4 - 13 (Division of intercept~on 
tasks and seat-eh pr9grarns, exchange of 
reports et cetera),revised and transferred 
to 1948 .Appendix D, 
Paragraphs 1~ - 19 (Designation of intercept 
targets) revised ·in 1948 Appendix C. 
Paragraphs 20 ~ 33 (Exchange of raw traffic 
and standardization of raw material forma~) 
superseded by 1948 Appendix M. 
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1950 
Coni'erence 

Unchanged 

Unchanged 

Unchanged 

• 

'J31JJO lUi MO\IJ ~Hi\OM!V ll 61:'11!1\!f'f 

0 -- ; . fo-------..1!1--13•·..._i .. " 0~ ........ ~ .. ~0"'$.---aa__.Ndn~~·Qd1J--d• J..._' --

0 

Other 
Arrangements 



s· i •. • · ~!i:E1fl8P-::Ji-:l:l~S--...d-AO......a.!
~. ~ 
g I 9GA 
~· ~ ~o 1.4.(c) 
~: ~ E? 1.4.(d) 

\ 

D (co-ordination of and\ 
. Exchange o~ ~nfonnat{fn 

on T/ A, D/F, I .....__ __ ___. 

E ( Co-·ordi.nat io!1. of and 
Exchang~ Qf I~forroation 
on Cryptanalysis and 
As-sociated Techniques) 

F (Ex.change of co.MINT and 
Co-ordination in 
Translation) 

G . (Exchange of Collateral 
Mat'erial) 

H (CommW1ications) 

1st Jime, 1951 

0 

1_946 
Conference 

r'roduced 

Produced 

Produced 

Produced 

.Produced 

Revised. 

INTRODUCTIQN 

AA.NE:X 

1948 
Conference 

Revised. .Annexure A(2) (later Annexure E1) 
added. 

Revised 

Unchanged 

R.evised. Annex.ure A(3) added • 
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1950 
Conference 

Amended. .Annexure 
D1 added. 

Unchanged, 

Unchanged. 

Unchanged. 

Revised. Annexure 
A(3) replaced by 
Annexure H1 

0 

Other 
Arrangements 



z~.? 0 Q) 
H .. ':.; 
E-+ i!.! 
0 
::i· . .. 

g >< o::: Q) 

a«~ 

1QGA 
EO 1.4.(c) 
EO 1.4.(d) 

d0-1 
IN'l'RODUC'l'ION -- . . . .. -·-··--.;:.....;;:.:;. 

---------- ·- ·- · . 

Ai.'.lf'ENDIX 

I (Liaison and Methods 
of Eir:change) 

J (Interpretartion 9f • 
Gerta in ?rov i sion:;> 
of A.g~eement) 

K Collaboration in 

Pl~in. Te~t Field 

1 (Exchange of Informat"ion 
on !ntereept :E.;quipment, 
Facil:i,.tie.s~ Et ceter?..) 

M (E:icchapge of Ra:w :M:atE=;rial 
a,nd stand.ard.J...z;:i,tion ©f 
Raw M;ater~al ]'ormat.) 

1 ~t Jilne, 1951 

0 

1946 
Confe'['eree 

?roduc~d 

(:P-.. co duce d 
in interJJn) 

191,~ 
C :: · ~ · •:'erence 

1950 
Ccnf.'erence 

-----------~-- ---··--·--------------··-··-

Revjsed,, Unche .. ngec1 

Unchanged. 

Produced (with Annexure A( 4) - later Annexure Unchanged. 
K1). (Subject matter not covered in 1946.) 

J?roduced from paragraphs 1 - 3 of 1946 
Appendix C. 

Produced from paragraphs 20 - 33 of 1946 
Appendix C (with Annexure A(5) - later 
A:rmexure M1 ) . 

- 8 -

Unchanged. 

.Amended. 

0 

Other 
::rTangementa 



AP?EiNDIX 

1J ( ~nt.ed.m Emerg~ney P~ -
later ( 19'.50), Eru~rgency 

· pla.:nni.p,g for Mobilization) 

O (Su:i;>plementary Arr(!.:Q.g·em!'1n·t9 
,for co.:....operation between 
Specified U.S . and U.K. 
Coroint U'ni.t-s) 

1 ·st JUl'le, 1.9'51 

0 

1946 
Coni'erence 

.IN'l'RQDUCTION 

1948 
Conf ~rence 

?roQ.uy.ed.. (Subject matter not covereQ. ip, 1946. 
Revised in interi.{ll . ) 

- 9 -

• 
3Ji330 3RI wou 03XOW31 39 01 nx::m 

: ).3)1 ONV 51561 ilfoNI I ran !i 01 

13tl:>3S dOl 
e. • 

1 ~:50 
Confer eace 

Revi s e<i.. .Anne-:xure 
N1 added. 

Other 
Arrangements 

. Produced (with 
.Ann ext.ire 01) 
subsequent to 1950 

· Conference . 

0 
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NEYH lQ !\E tFMOYfD HOM l:HF Of:KE 

1.. ·The tenn.s: lumentre ./I. ( 1948· 90nf.erez:ro:e r.e~lil...1:s} and .A,?mexure .e 
{1950 c·onte:renc·e ie.esul-ts): have 'Qee.7;1 d;ro;pJ1letl.,, aria tl'>liz. ~0lll:~. _pa+t·a· ~f '~~ 
€:on.f£;irimce ·re.~µl ts .hAv.e bi;fe-n ~o~~-At.~ci a@ M$e~e 1t¢ '.tr·llw inili~®:a.l 
A.Pf>er.idi(}es ooru;seme<i, e •$·• i»ae ~· 1948 Wo:t~· t1.r~e1;1ie-n~'11 fee~ Ai-W~~'ii; ~, 
.f~rmerly .A.rmexure A(1) (i.e .• f-i:rst ~t- of ~ o•anpeJaiit;e Am'4~e 4), BTe· 

- .now fullnd directly b~ /i.~p>e~dU; 'B. ·a;a .. ~~X'C:l!re :a•r (:· i..·th ~.::i:J·t J.Me~e 
to App~n~x B) .• · -

z. .4JmeXUF-e :f ( i terns. no:~ ~~ol ved ~t the 1-9\B eent'erenc-e ). .li1a.s bees 
~m:ttea, b.e~ ~g~a~d ~~ m;> i~~~~ ~~eeS$~fy • 

--

.3.• A.ppc;m:dix. Q· ha.a been "i.n.trodu:ced,. Wi Ul Jmn·eJC!U:re· .01 ba:a.ed on UC ·OO.OJ1 ;3 · 
of 21' ~ 12.'°· B.Jld SW~15 (~e 1 (b). & Z) ~f 12 .. :~"~'1, :Qith~it eimU.~ '"Sl~M>·leme~~ar:Y 
Arrangement.$11 may ~e- ~ddte.d l~ter a;a ~the.!!" 11.nn~ree 11!~ .tlllli.s Afl;p~~l!: .. 

4, ~he pr&Vi~'e "!IJ~at. ·9f Appll!~i~!=!d' ~d Ta;ple ~ ~t t!n.-e: ~ex t .o !bh:e. 
Introduction have been ac:im'Mneii to . .f'otm a. 11L:i,st 6-f O~~.:ti"e.Jita'" e.t $~ be:g~i~. 
of the new- v.olume .. 

:5. Pl're b.eaQiP;S and- par.a.. 15 of the :rpt;r-0dueti:<;>n .have beeri , r.~'.Ild:em'., Cll'.l.d 
the Annex to the Introd:uotiGJ!l. he,·e be~ modified. te e~nt'-e-mn t© aJ.~iti.or.iie 
-Il;l.entioned a.\>Ove..; 

6, (a) .The <i.O.~ent is 1>a.ge.,.,..n'Ll.l1l'bereel c:ons·ec°';tt:i,Y-ely tt.w~t at ~ke f.o¢t. · 
of th:e page. In ad&i:tion, each Ap;pelld~x, Anri;e~e. ~ E\i:tiib.i't is ~h-e.~te 
rumi'ber.ed inPi vidually in the tQ'p right-ha:Dd cpraer. N·ew paigea -wt,d,.ch may 'b:e 
l.tlsert~d. later will, if ne~e~~a:cy, ~e .ntmJl>·ere·q ( e~ g.) 3:5\a.), }.51(~) ·;e.~--c~ · 

(b) Each page b.ear.s ·the 'date of this_ e_dition (1st -;Ju.ne,. 1:~~'.>f) i~ 
. ...,..- ...; 

the bottom ieft-h.a.n..d eorne.r. .Anended a.m:a :ae:w pa:ges ·:wM.e'h may b·e ieaure_d i1l:te~ . 
will bea.r· the ne.w date of isaue-. It i.a e·~g~:t~~ t~t _ft}.~ ~0.fl~e;!.~ci pa.g-e-l;l 

should be placed behind the Register of A.utendme-.nt& foil'? l'e:f.e;!'.epce :p.urpeS'.e~. -
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0 

e 

0 

J.. 

2. 

3--

4 .. 

· ~IX .4 - sh'eet l 

~ 1· A unit O'ir .Si,1-"ti-.ti,vi.siotl- of .a cirmri. t will be 
brown as ~ ~'~ ... 

.CI1'ClJtT"r i.. 't-01.f:e~.®.ii::i~a s.yst-e:o be'tiween two pointa w.i:U 
be kAoWn e:s a c;i.rcui, 't;, 

.eQMtmr JI;~~ {1...GcENQLEs) oF ~EN~ (4GEroIES-} where used 
in thi"s docmen~ w.i 11 :tie. unc"l!e:tsk.ooEI. t-o ~ an autaoris~d. 
[)"OV.erm,en'.t'l ·a, genG:Y" .engar;e·a. •Oirec.fil_y aio1 d ex-elllll:Si v~:a._y in 
the GOll<:i:c't:iQh rb,nd prO.C~'SS.:in'g, of' forei8f1 eoomuro:eation$ 
fur intelligence purpose:s.. · 

G-om'l' IXm: k.ny .:it:ea of' Speci-tl. I"Rtellig~-nc:e or of 
Tfu.i'f'll..c·· rntelli_g-Once nc~ i-s dislb-ri~iied or rel.eas-ed 
by a. COITNT agency 'Will 'ee- ·km,"WM., a,s a COMINT I~. 

5. GIFffFfl&UJ:l: A, S~Fy or -~ei::ttary produced b-y a Omiht 
Aeey,ci bo:i·sed on rel.a tP-.d C~ t.teras, which ~y ilate~r©t 
those i t.a:rs in the li@t -on one f\.ll'Ot-~e-~ or .of" infornati011 
froo. oth0r a.mire.es.; will bo lo:rew.n aa ~ C'~SUM. 

6. COMMa'IT:: Inf'oi'I:ntion appe:md:ecl to COMINT it.ems. either 

7. 

in eoenQn.ti-O:I'l· or elucidation.,. :::i.r in ·~~o.I}a·ion of the 
inf'oI'JJB;'bion Bcr'l.ta.Ui,ed t"h-erein., will 'be· knOWn a& ~ ~OE'.Ql~f. 

:JJJ!,GRYJ·T 1 A f'ore,igp cttu:ru~p.·ticn Wb.:j,-eh ha.a pas·sed thro'l:Lglri 
t~.c. stage~ of cryptanalysis and clecry.ption and i..s in 
its original langun.ge prior to translation will b.e 
kno-mi as a decw~· · 

8. DIGRJ.JH: J:.. two charac·-t.er gr-o\ip Will. be known as a tli.RfflJ?~· 

9. EXTRL.C'l': £.. transla~ion in part only of a.decrypt or 
plain t.ext Will be kncwn as an extract. 

10. GIST~ J.1.. statehent of the es·sential substa.Iioe af: a 
C1e"C'"""rypt or plain text or an abridged version of a 
tra.nslated text or extract will be known a-a a p-§t .• 

11. K&'.illING: Ccnr.mnicati0n ini;?tructions for the delivery of 
a foreign cannunication, such as call-signs, s~ia.l 
nun.bars·, external addresses, delivecy instructions, 
indications of priortty, grouD counts, de.te/tir:i-e qf 
Gric;in, etcete;;ru., will be known as .a headip.g. 

12. LLJ.l"'G:Ut.i,GE :wJJJ;V~: ~'.,. word or phrase and its pl'opc;aed 
or ·aurse(l rendering in English a.s f'ound in a Suppleui.ental 
G1csso.ry will be known as a L£.n.wage Equivalent. 

- 1-0 -
1st J'µpe, 15151 •. 

TOP SECRET' 



0 

0 

TOP SECRET 

• TO IE KEPT UNDER LOCK Ar4B IEE¥ . 

Nf¥flt W Iii RliMQ¥1ili> Flll:Cn1 ll IE 8FFIEE. 

13. 

14. 

4~~'ENDIX ~ - sheet 2 

:i:-14.lN Tm.cT: An unencrypted f oreii<-Jl cor.n:ru.nica, ticn will 
be know"ll as a pli;tin te:i:ct. 

i?OSITION: The tctal asseoblage of equipnent w~ed as a 
unit for an interception or transcription pu.Fp.ose will 
be kno~..JP as ~ !Josi ticm .• 

15. SC.iiliNING: Tne process of exai:tl~ing decrypts or plain 
texts to det,enJine if they shall be issued and, if so, 
in what forn and with· what priority, will be known as 
sca.nnin3. 

16. SUPl--'"LEMfil:J'r.i..L GLOSSiIBY: il list prepnred by a COMINT 
agency containing the pro;;osed or agreed renderings in 
En.:~lish of words or phrases which, though. ap,p.earing in 
Ste.noord Dictionaries," have· additional :r.ieaniilgs not 
p,iven in thos.e Gl.ictiono.rie.s, and. ot; words or phrases 
of which the neanings are not to be found in a Standard 
Dictionary, will be knmm as a Suppl!:mental Glossary. 

1 7. TRi1NSL.i,.TED TEXT: 1'.. translation of a decrypt or plain 
text will be kncwm ns o. tran~lated text. 

18. TH.£.i.NSIJJ..TOR' S NOTE: 1~ rena.rk or reoa.rks added to a 
translated text, extract or c;ist by the translator, in 
expansion, clarification or annctati.on of his rendering 
of the text, will be known as a tra,nslator' s pote. 

(It differs fror:1 a "Cor.rr.ient" in tha. t it should not bear 
upon the Intelligence inplications of the text). 

- 11 -
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OGA. 
EO 1.4.(c) . 
EO 1.4.(d) 
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I _ 

1. The$e prinGi-p1e:a ~a,J,l be the baad,.-s -0t a.11 regulations 
.f ·oc the se.c.urity e.n.<i disaernin"ion of" C~ication U:i;t·e.J.l;i.gen.ce 
iasuea by or :im~er the authol'lity of .lf.S.C~I.B. Dr L .• s. I~B~ · 
an:d G>ther appir·opria.-te ~f f:i.cia'.1.s o;f t.he (jQv.e~men-t-s. of the two 
parties . The scoi;e and phra·a~g of Slich t~gp;la.ti.ons· may vary in 
.accorrn.a.rH~e wit-h the re qu.iremen ts. of the ~EU."t:te:s, .Agencies., 
Dep~-tments .and Min.iRt-ries t :o- ~hem. th.-ey are 8iesi~ci to· a~ply_, 
but ·a1J. :shall b:e in acoord w:i,t~ thes·e ha:IS'ie 1?rinciple:s in ever;y 
reapee-t4 To enaUTe unif:'orm in:t-errweta. '&i~~ of wf.i.a'.f; C'On!St-i tut.6'8 
s.uoh accord, each party .shall f"~d all Bl:t-Ch :z;iegµ.lati0ns to the 
other- for inf'~tion. 

2. It. i ·s ree.ogni.sed that., w.hile; the f-oll<;;>wirilg ~i.~wzi;ple.s ~e 
in. ge:m.eral of "tll'tlv.ersal appliea:tion~ ce:rta.in of -t.m,.os.e iti'r~ily 
-applicable to pea:cetime must be mod:i-f\ied ·in time ol wa,r ol?;'' emez--gency-., 
to &~sia;Fe that the $ximuni. 0penia1:d..onal b,enefit c.ons·ist~111t t;Oi.th 
secl,U'it.y i{! tleri ~ed from the S$ill'c·e. Prov.i;s-i.on is mad!e hereu.n&er 
for the neces.safy moo.ifi~ations.. In ti~ Gif war or. emergency, or 
e-xcepti.onally a:s agreed by U. S .:c .•. I .. B • .ai.l!i L ... ~. l. B-• ., Emergency 
Regulations em:bodymg t~e emeFgen~y p:rin-ciples containiea he:t>e'in 
sha:U be br0ught int·o f pree "bt tlae rE:specti ve pa.Ttie:s .. 

DEFINITIONS AND CATWOOR~ (:Further details in Anne~e B1) 

3. C0JP111Uni.eati:~ In.tel;tig.~~e (CQMOO.) is tl:1e name given t-o 
products derived from the wm-k of a:g~nc.ies, the opera-tli;0na c'/f whieh' 
are ·co-ordinated by u . .s.c.r.B • . and L •. s\ .. I.:B ... ~d whioh .-$tu"dy :ira~o 
trans)llissiens- and Dth,er ccrmmmiea.tio.Rs -not originated by united: 
States• or .British authoritie·s.. The tepn:s 0QDmiU21}ieation :rnt;~I,l:La.e~Q".~ 
( COMINT) and Signal IntelJ;ig-ence ( S.I'GINT )- jli,'e syn<>n~ymcus: . ' ' · · 
CollDIIUl1icat.1on !ntelligence is divided into two c.~:tegories- 1 as 
follows:-

(a) Special Intelli.gence. 

(b) 'i'raffio Intelligen~e. 

~. Special Intellig~ce is 

(a) that Communication Intelligenee which .result.s froID.;-

...... 

1 at .J11me., 

(i) the decry:ptioh of texts in whole or in ~arty 
(except as provided ip para. 5(b-) below); 

~fQp SECR 
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( i iT) the iptercep.tion Gf oertain type·s of transmission 
as may he specified b:y U,S.C. I.B. and L,S. I.B. J 

( v) plai.N t·ext.s a."$ pr.ovid:e'd in paxagraph 6 below: 

.(b) that Trclfie IntelH.•gence whl~:-

(i) 

(ii). 

indica te:s sueoess in the prGduc·tion o:f S:pe.cia.1 
rntelligenee aa defined in paragraph ~(a) e.bov,e; 

i 'S ,. m the cas.e of i.ndi:viaual items' sp.ec if ioally 
upgraded to S]lecial Inte·lligence by ei th~r party if 
it is considered t~t it~ content is· .such as to 
warrant this aetion. 

5. Traffic Intelli . .g,eyi.ce is that Connnunieation Intelligence which 
re sul t.s fromi -

(a) 

(b) 

the study of procedure signal-a, eallsigns,m~e·sage headings, 
D/F bearings and other ·exte:rnals of co:omn.micati0ns (except 
as pre>vid,ed ill paragraph 4-( a) (iii) above); 

the decryptton of the whole or parts of' comnnmicatiana 
in codes or cyphers of such luw security grading that 
they are specif'ically classed as Traf'fic intelligence 
by u.s.c.I.B. and L.S.I.B.; o~ 

Traffic Intelligence shall be designated by a s0epa:rate codeword 
agreed on from time to time by u.s.c.I.B. and 1.~.l.B. 

6., Communication InteJ.ligence derived fr0m plain texts 
( including R/T) may be clas·s ed by U. S . C. I. B. and L~ S. I. B • . as either 
Special Intelligence or Traffic Int.elligence a.ccording to the 
ne.eds of either and preferably after agreement betwe-en them, except 
that, in time of emergency, plain texts d-erived f'rom tactical 
Armed Forces circuits · shall be treated as Traffic Intelligenee. 

- 13 -
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7.. m t:ime .0f wa:r ·or emergency, or excepticn:ia.lly a$ 8\ge:ed 
PY U'.S .. C.I.B. ancii 1i·.·S.i.;s., the ~r.a.f;f'ic· Iri'tell:igence C'~te1gocy as 
defined. in paragraph. 5 a,boV.e sM.tl 'b~ e~.ended t:o in.cll!idie the 
products •Gf C.ertain :f"ie:Jid anji me_d:fa.im--grade eyph.ers· :which shall 
be d©w:ngr.ad.ed f1;'.0I11 Spee·ial mt.ellige:n.e:e :· and, if re quired, 
'.li'raff];.e Tht~lli.gehc.e ma;y then be subdivided mto !3ef)~ate ca.~.e.gories 
in oI;'der to permit. tactical Co~icat;i,<;>tt :fn,iAelJligence (the 
cornpromis'.e Gf which woti.4:0. pot e;nc~l~:in-ger· Mji.e mo:re impo:r:-tant s0u:rce,s) 
to be dis·semmated ·to speeil.4], t;1,genc:i..e.s ~d lower echelons: of the 
l.rmed :fforce:s. In oit'der t.o prepare f.or this ,con:tll).gepcy, mut:u;ally 
·a.greed lis·ts shall be: pr,epared .~di, J.tl$'.i:nta:ined in otlr.r.ent stat-us 
by u~s.e:. I.B-•. end 1.s. I;:El:. to .ir'J.ca.±c·?.f>.;; v11:hich 

0

f'ield and med'imn. ... 
.grade ·cyphers fall \:rj:t:hin the pro>V1.s:i.ons· of' this paragrap!h, fi1 the 
event that it fa found n.eeessary t0.' su=b.di¥id;e TFafftc Inite·l,ligen;e:e 
as c~mtemplated above, it may be ne.e'e.s:se.ry t.o. inst.itu;t;;.e an 
~dditionai ~raffic Intelligence ee.deword t:o pennit differentiation 
in the dis'Seminat;lon .cf the prO:eil:l!cts of med;ium-and low-gr.a.de cyphers, 

. . 
GENERAL PlUNGU'LES O;F· SEC:l,.~ffl IM· l;US'SWJl;r;NAT iWN 

- - - - . . ·- . - -· -- ... - -

8. The v:aJ:ue of C:o:mmu.nicatioi:i !ntell,ise~ee in vra.;i:- and in pe~ce 
ca:nnot be O'Ver-e:stimated; C{)nservat:ion o!f the seiarce is cf supreme 
importanc.e. It i·s e•ssential, therefcre, t.l~t the dissemination 
accorded to all related Gr xe·suJtant infoFin!:tf.ion be strictly controlled 
and liin.i ted, The phys·i-cal s~curity of re.latea document.s '.is not 
alone sufficient.; it is ess:ential that all referenc¢ to it.s exj.st.e:A:ce 
e:L ther direct or indirect ·he. a:v:oided ex·c.ept among tho:se whom the 
k;now1edg0 is nece:ssary for the proper perf.ormance of their ca.uties .• 
The time limit for the safe-.gurupding of Cortun'lll\lica.t.ion Intelligenc.e 
never expiree. .• 

9• Eveey effort shall be ma.de to ensure that, ooleiss spec·ial 
authority is given:-

(a) in time of peace, no pers.on who is a current recip.ienit 
of Special or Traffic Intelligen.©e or who is engaged 
in its production shall be ass.ign:ed to or be engag.ed 
in activities which mig}lt reasonably be expected to 
place him in a position where he m,ight be f orc·ed 
to submit to questioning by a third party; 

(b) in time of v;mr or in a state of emergency, no pers~on 
who is a current rec:Lpient of Special Intelligence ·O!r' 

who is engaged in it.s production shall be· coiI)lnitt.e.d 
to a hazardous undertaking ·which might subj:ect him 
to capture by the enemy or a third party, 

It is considered, on the basis of' presert communications 
techniques, that a person who has ceased to be a recipient or 
producer of eommun:ication In'.telligence should not be so assigned 
or colllJ!litted bef.ore the lapse of a period of one year in the case 
of Special L71telligcnce, or .of three tnon:ths in the case of 

·Traffic Intelligence, 

- 14 -
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1 O. It is Gf th,e l:l.tinost importance tl:lat c·omplete a:nd absolute 
silence en all Gomrmnication Tu.tell:Lgenee matter.s be ma:iritained 'b:y 
those who h.:.'1.ve ever been ·ednne·cteGI: wHh t'he Go1IliJi!Uriica.ti·cm Intelligemee 
orga.i'.lis~t.ion, ap:_d llY all mQ:.iVic1U~l ;I'ecip~·ents of. Cornnnm.:iticat.ion 
Intelligence, wh.ether pas~ olt pre·s;err~ ,, ~le.i;i,$ t·P:ey .are fre·e·d from 
this obligation by unmista,keal;>le· a,n,d c~Ibeg0r:hcf:l1l. .or.til;er 0f proper 
a;ut1'l.Gr:tty &s s}iall qe desigr:i.ated by th,e re;spectiv:e pai!r:'ties. Ir at ~y. 
time ;in4i$creet matter r.efer;r'ing t.o Coll)t!lUnication mtell:i.gence is 
broadcast or published., even by prominent wee!Ple, this doeis not 
free those other pers1ons who a:re·., or have <;iveit' been producers 
or reeipie•tltS Gf Com,rrninication J,htellig_en:ce from maintaining 
absolute silenoe, and Special FJifeC~JJti;©tJ.$ Iliay imve t:o he taken. 

11.. In t.ime of war, the full value of GoimIIUrt.i.cation Intelligence 
cannot be realis.ed unless operationa;l use is iila.de of .it. However, 
before the decis·ion is :IP?.id~ to t'ake action based on Gomrm::mice.ti~n 
Intelligence., stu9.ied effort shali !be made ho ensure that ~such 
action cann·ot 'Qe at.t:t:'ibuted to this .soull?ce alone. In e.vecy case, 
unless eomple't-ely impr$cticaible, acti0l'l. against a specific tar.get 
Fevealed by Communication IntelligenGe sJ:ll;>..;11 be preceded 'Qy appro;p"" 
riate reconnaissance or other suitable cover 'it'o Which the e~emy 
can reasonably l;>e expected t,o attribute the action, AIJ,y actiOI'l 
taken in the ab.senee of s-uch: safeglif):rds must b'e considere.d in the 
light of the poss.ibili ty of corrrprom.ising the S·GUrce. The :ex'tent 
of military advantage to b~ gaine.d mus$ be weighed CM",efully. 
ag.fdnst the risk of losing the particl:l.lar s.ou~ce and related 
Communication In.te1ligenee s·ources and against the effect of Suci'J. a 
los·s on other Commands and on future ope;ratiorrs. Only after it hai;i 
been decided that the overall military advantage t.o be gained 
clee.rly outweighs the irretrievable lo.a$ which would pirtobably re:S'l!l.l t 
from a compromise of the sourc.e shcl:l.ld action be taken in the 
absence of suitable cover. 

12. When action as contemplate<!!. in para. 11 al;>ov.e is finally 
ordered, particular care sha:ll be taken on 1111 oocasi0ns tG ens!UI'e 
that personnel who may become engaged with the enemy ±n the cour.s.e 
of such aetion are given only the minimum infoirina.tioR, with rro 
unnecessary detail. 

13. In time of peace the principle th.at the conservation of 
Communication Intelligence sources is a paramount coRsidcr.a tion 
affecting imy action taken in the light of CoIIlll1l:lPie~ti0Jl Int·elligence 
shall be rigidly upheld. 

14, The principle of dissemination is based on "the n.eed to 
lmow". Ea.ch i tern of Cormnunication Di.telligence shall therefore be 
made- lmowri only to those individuals who· re.quire it in the performance 
of their duties and who have been appropriately indoctrinated. 
Every effort shall be made to restrict the number of indoctrinated 
pe:rsons to an absolute miniip.\lll'l, 

- 15 -
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15. lmy Int.e1ligenoe including in whole ·or in pa.l't items which 
can be t~aeed solely to .CJonllnt:J:nid'aticn J)qtelli.g.el)¢e s·ou.rcea is to be 
handled in ~cc,oraanGe with these regt:tlati:<:)n~.. 'If., h.ewe:ver, it sl:J.ould 

16. No national o'f' one party shall be permitted access to 
the other party's Comint agencie:a or to the products, or knowled~ 
o'f the existence thereof, unless he be approv.ed by his parent 
agency or Board and 'he properly indoctrinated. 

17. It is recognisad that both parties will produce Special 
Intelligence which by virtue of i t.s source or cootent will re·quire 
exceptional safeguards and which snould th~refore be limited stric~'J,y 
in dissemination, Such special Intelligence will fe.11 into two 
categories: 

(a) In.di vidual it ema which must be res·tricted in dis serninatiom· 
to the highest level only. The procedure in such cases 
will be as prescribed in para. 22 below. 

(b) Particular classes o'f' Comint which it is n~cessary te 
restrict to limited categories of' personnel. .Such a cla.sa 
may, with the cons.ent of U,S.C. I.B. or L.S.I.B. as 
appropriate, be indicated by an agread subs·idiary codewerd, · 

It is for the originating party to request that the other party shouJA' 
afi'ord similarly restricted distribution to such individual items or 
classes of Communication Intelligence, 

18. Except in categories and individual oases agreed upon from 
time to time by u.s.c. I.B. and L .. S. I.B., personnel to be indoctrinated . 
as recipients of Corwnunication Intelligence or assigned to Communi.oation 
Intelligence duties shall be the subjeet of special security enquir:ie·s. -
However, in time of war or emergency, exceptional occasions may arise 
when it is considered essential for an individual to take up his dl!l!ties 
before the special security enquiries can be completed.; Ih such ca:s:es~ 
the person concerned may be suitably indoctrinated on the authority 
of such senior officers or officials as are designated by the respective 
parties. In all such cases, steps sha..11 be taken to ensure that special 
security enquiries are completed. as soon as ·possible after indoctrination. 

19. u.s.c.r.B. and L,S.I.B. shall maintain c~mplete lists of 
persons aurrently indoctrinated for Special Intelligence under their 
resp_e.c ti ve G.o,vernment·s. 

- 16 -
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20. U • .S ... C.I.B. and L.S..I.B. smul. ke.~ eai;ih otber fully inforned of 
tP.e Dopa.rtwent.e, ;Mlnistti(;s., .L~~enci-es., Cf'fice·s, Heaa~rteil"s aad C~ds 

' receiving ap·eci.a.J.. Intelli,genG:e and ©'f the ·approximate number of indoc-
. tr:ma:t.ed p©-rs.one in ea.ch. 

21. GommuniG:ation. Intelligence· ahal.l ne.v.er un&er an:y .eircumstanoes 
or in ~y f onn .. be dis-semitl:at.ed to any Min:i.st-ry, Department,. Agc;:ncy, 
Or.gartisa't·i©XJ.., Office, or ind.:i v:tdual from 'ivhilc'h .or from whom it migat 
re'as·ana:bly ·· be e~eeted t~ find it.1;3 way., of'fieialJ:y or e.rlra-.of'f"ioially, 
intb t:he f>&ss·e.ssion of any per.son or group- who could use it for 
commer-eial eompe~:l/tiion OT commercial gain or advafltage. 

22. S:pe.cial rn:tell',ige.~_c;:ie. Speeial Int~ligence is classified 
TOp S:EOU!£. The worS$ TOP··-SECRm' and. the. apPropriat:e codeword shall 
ap'pear an e"wery . .sheet of' papez:: which ·CG'>r.i.ta:i.n~, o;r dia·c.lose~ the 
e;dstence of, this Cl$.-s·a ot ee~;i.c'a.."t:l.o:fl. In1re1l;i,ger-lee. ~'.his :r;-ule 

\ ::::··.\······ ... ... -a.p_p_l_ie._s_t_o_ma_. _P ... " s_an_· d_c:_har ___ · _t._s_s_!n_w_·h.i.e>_-, ___ h_a.r._ . .. _e_l!>_· l_' o_ti_: t_.e_d_· · _aia._ •. • _t_· a_a:n_· _d_in_·· .. _f_orma_· __ -t_.i_o:n_ .. ___ \ a ... ived from Sp.ecial I)ltelli~ence. ·1 

I ID ...____,, _ __,.._.,.....~-.,....-....,..,-,_., ______ _,,, ____ ..,......,...... ____ ....... ____ ...... __ ...,,. 
or.der to indicate t.hat the specially lirdted dis·s:em.ination ref'erred 
to in para. 17(a) abeve M"S been applied.., e'.ither party will pre:f'ix 
the S.peci.al Intelli·gence codeword with the word ~'Special 11

• 

23. T?;"affic J;n.telligence. Traffic Intelli.p;ence is Glassified 
··SEcro;~I\ "" The""WOl"'d SECRE'.f .... and I 

·24. Codawords. The Special Intelligence and T:ra.ffio Inibelligen.ce 
codewords used as such bear the TOP SECRET and SEOREJT claSS"ifieation 
respectively. These codewordg and their implice.tions shall not be 
made known to non-indoctrinated persons, nor sh.all these codeword.a 
be used in their codeword sense in the presen-ce of non-indoetrinated 
persons •. 

25. T~chnical Matter. Technical matter appertaining to the pro-
duction o~ Special Intelligence is normally classified TOP SECRET and 
designated by the appropriate codewora. Technical matter appertaining 
to the production of Traft'fo Intelligence i"B normally classified 
SECRm and designated by the Traf'fic Intelligence codeword. The 
appropriate classification and codeword shall appear on every sheet 

- 17 -
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"l.___ ________ I 
26. ~'i" .'r'raffio. ·!'?Aw t:z"a.ffie (i,.e. int.er.cepted traffic s:hOwing 
no evid{:nce of pr·©e.e~sing f'~r Co~!eeAd .. on Inte.liigenee pur.peis.es) is 
normally clas:sif.i-ed C:Oli!FIDENT'.I.AL, exeept were a higher classification 
is mutually agreed upon. 'l'he :i:noluei.on of a ea.se ll:l.lmber in an item of 
raw traffic shall not b6;: seemed to :s'htow eiride:ri.ce of proc€'ssing for 
CoB'.IIl1Ul'licat±on Intelligence purposeB .• 

27. ·T~chn.icaI Su~c?a.s.. Ce.mmuni.C{l:t,i-ons a:n;1cmg C'0.gnizant 0fficials 
of the British and' u~·s. Governments w:}lld,e'h reveal a:.etuaJ. auccess, pro·~~S.{!! 
or pr.0ce.sse.s in tihe prooucti0~ ©f Speeial b·teli!l..geno,e o:r T'raffie Tht:ell
ig.ence in speeif-io ~·s·tapee{! or f"i.elds shall b·ea.r the appropriate C'cde
word. de·fli-gna:tian~ ·even -th.oCl!gh they d'o not theD1S·elv-es· reveal COlllillW1iicat.icm 
Intelligence as such. 

28. Poo\.l;tr\~n;t'S, ~ce;it as implieitly invo,lved in the ope-rat.ion of 
,paragraphs ~:.5 .ab.ove· and 29{ a) be:low, documents containing .Commun:Lca:t.ion 
Intelligence ruid techni.cal matte:u shall .memall:l ~~lusively in the cusitody 
of' persans whe have li>een: a,pproF.>r.iately indoe-trinated, secure 
from examination by non-indoctTinat~d per$~ns. 

2.9. Special Intelligence and T·OP $ECREr technical matter shall 
not be tran,'$ID.itt.cQ. ih plain lan,gu..a,ge ( un¢nc~te0:) except as f o.11.ow;S; -

(a) sealed., be safe-hnnd ehann.el.s· ov.er routes· specifically 
approv.ed by U.S.·O. I.B .. or L~..S. I.B • .Such appr-0val will be 
the excepti;0n where such r~tes involve air or land 
transport air.er the territory of a third party~ 

(b) via completely protected local cGmmuni.cation systems 
exclusively Uiternal to 1.:g_cnaies or Offices protiLud:n.g 
or utilising CoID!Dl!:lnication Intelligence of.the appropriate 
categoriesi 

( c) via Gompletely protected e.'JCte.:rm.al landlines only as 
specifically approved 'by U .. S .. C. I,'.B. or L.S. :r.B. in each. 
instance, 

30. Traff'ic Intelligence ~d SECRET technical matter ah.all not 
be transmitted in plain language (UhencFyptecil.) exeept as follows:·...-

(a) as provi~ed in paragraph 29 above; 

(b) by protected postal channels o·ver routes approved by 
u.s.c.I.B. or L.S.I.B. 

31. Re::w Traffic classified COITT"IDENTIAL ond CONFIDENTIAL 
technical matter shall not be transmi.tted unencrypted except as 
follows:-

(a. ) as provided in pe.ragraphs 29 and 30 above; 

(b) via external landlines only a.s specifically approved 
by u.s.c.r.:e·. ~ t.S.I .. 'll!. in e~ch rn.atance; 
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(c) in the ca:$e -GJf ra;w trg:~ffic;:: classified CONFIDENTIAL· 

(.a) 

only, the re;stFictio;rn';i Gn: t:he con:veyanee (ijf' CONFIDEN.l'IAL 
ma:i,;e~ia,;I. ,iver the ter~i.t-oTy df a third partw 'ID2i.Y bEi: 
relaxed at the disc!l;'et.ion of U.$ .•. c. :r:.B. ~ L .. S. LB. 

to permit s'0!ch transt>GFt. "b:y ~¥' er land. Su:ch 
r .e1a.xa. ti on will b~ the <)Xc.~pi;ion in. ithe cas.e of I!'aw 
t:r.at:fi~ ·9cigi:?1'~te4· by nat·i.onals of tke thi~~d p.l'IXty in 
q,1Jie st:i .on. 

Sp;e:c.:iial :i;:nteTli.ger.lce ~O: TCll? SECRET teehnicaJ. IIlf:l.'t$eT 
transmi t-ted ·m ene:r:>yp'We:d_ forJ!l shall :be e~cirl y.pted m 
sp~ci~ c:i;'yp't'0gre.]Jn~c charm.els or- o-ypkeTs eX)?!Pe;s·sly 
provich~d for the1s·e su'brj.eicts. 

('b) 'rr.af'f'ic fi).telligel'lee :8;.;'1iEI. SEC~' te;e'~ic·al :matt·er 
transm:i;tted in ¢nccyiptea. form ·shall. be en-er:;rPted in 
special e:cyptog.raphi.c ot~@ls .O;t;" cyp'.13:ers ex;p_re~:s'.l,y 
pro:vidied f ,or thes~ sitil;>j.ect.s., those iis·te.d in para. 
3 21( a) above, ·O!r' i:i1 th,e h.i:ghes:t gra.ae cypher a:vaila.ble • 

----fc} HoYYieve"r, '-".n the case of I ~r similarly s:ec'UI"e 

EXGEPrIONS 

cypbe-rs, the trp:nsmis~i'on of Gon:Dmmi€atio:Fl.. IP:te.l.lig_ence, 
T.o:F? SEGRE~ 2nd SEC.Rfu'T te'Cl1r:ti-¢E>.l ~ttell's an<l :r.aw tiraff'ic 
over the sa:me· ctu.mnel is authc~ised, prorlded that 

. s-uch .chaJi:P:els- .are Pe:serve<;l, · fo;t- thes:e su!b:j;ects 
exclus.i vely. 

.33. The guiding .pr·inciple d;f tc·3 e:xpre·ss·.ion "the :n.ee.d to mGw"· 
shall be rigidly upheln m ~l <;:.i.r~~~stances.. ]i!eJWever,. c·e!l?tain 
limited except.ions frQ1tt other p:r:'ovisioP..s ·of thes:e pTir-iqli,:ples 
shall be r¢cogni$ed: -

(a) With the ~ppToval of U.$.C. I..13. or L •. s. I .• B., dlis·s·eminati0p, 
ne_ed ·not be conf'ir.lecii t-0 indoc·trin.a t.~d p·er,s®ns_, ·8lliJi<il, t~e 
app1icable codewo~ci need not b.e empl(!)iYed in connec!tien 
w.i th the exchange, u.se a."1d diss-e-iPinB;t.'.ion cemtempla:ted 
in the fo:lowing instanc·~s z-

(i) Certain D/F fixes and bee.rings- graded C.GNFIDEN'r'IAL .•. 

'(ii)· 1 ~·r7n catc•c£fos • .,a •• ,., •• of mhin ~ .... 

. hvhich ll!Ust 'be -graded at 
eas CONFIDENTL'\L. 

(b)' An .Agency engaged in the production of Cottnnun.ication 
Inte1ligen.ce. may, without en:c:rypting the approp_riate 
codeword in the encrypted text, t:ra;hsmi t TOP SECRE',[1' 
a,nd SECRET technical matte!!:' o:ver cryptographic channels 
or cyphers expressly ~:i.. . exclusively provid.ecil for such 
technical matters. · 
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0 
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" TO H nn I !NQfl I QCK • HD ~E:Y . 

OGA 
EO 14.(c) 
EO 1.4.(d) 

•li¥ill lQ II HMQViD HON l.Wi onic~ 

(~} t.n t~geney en_g3cg.ed. in tne PW'<'d~?.-¢n of C~-i·~at.i,.on. 
mtelligepc.e. may, a:t th~ discreti,on p.f th~ S.i:m1.0r 
Ofi'icer concsrn.ed, a:ft.e;t' Ml consi-de:ratioa .of the 
risk-s in vol \(ed: :t.o tlile ·sOUili'c:.e, oIIlllt. t-he classifies. ti GE. 

and the ap:pr.opria~e codewe>Pii'S fioom :its wmf\ks:heets 

{d) 

.anti similar CkJ~eRt'S: ·w~e<ij. witm ~e ~Agency ©F 

~th:in int·e~~pt ~· .D/F s-tations in techffl.<ml 
opera:t.i.ons-, 'I'he cl'G:S.stfie'a.ti:on may be omci. tt.ed 
from raw· trl.il.f.ffo passed bet:w.¢:en J..g¢·r.i:G:~s o-r froni. 
rntG;rrc~t and .D/F -st·~t.i,.ons. t:o .A~»ei!as. 

/ 
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TOP SECRET 

• TO llf npr I 'NDll'u i.oc;K ..,.,a IEEY. 

Hf'lfll T6 BE llff 18'tf8 Filer 1 lllf 8fftef. 

( i) 

Artn~ure B1 - sheet 1 

1·,_-~e~E 
. -.. ;,.-:_· --.~~ ~ 

~d.ling o,f C~mrnµnicat-3,®'n Int~fllige.nc_e 0,isseniinated 
to mt:erc_ept. -stationa:.. (Referet::toe pa:r'Olgr.a-ph 4(-a)_ (iti)_ 
·and paF"agr a p.h. '5) ~ 

{ii) Cla~ifica.tt.on ef plain t.e~t:s. (Ref~n~e p~aph 6) .• 

(iii) IndicatioN-. inJ lo£' those field 
cmd mediwii gr-ha.e eyphe:ts to be dovmgraded fr-om 
Special to Traffic. Ihtellig-en,ee i:m time ~ war ar 

- emergency. (.Ref 6re:n~e wa:grap-h 7 } .• 
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OGA 
E:O l . 4 . ( c ) 

EO l . 4 . (d ) 

;~:g· 

l.:nne~~~ :5:1 - s~ffiet 2 

( i) ~L_ING· OJ<l ~!I::Q..Aii'"JiON ~LLI~mQ~ 
~1s~,pm ~-·~om · s1ar:i;~s. 

1 • I:;iite!r'pew"t irtat ions re~ui?'e .&fta:iled teo:lmical ·and 'P./ A 
·Wormat:ion, relating to the- m:ethe~ ·bf O"Jie~Uon. of the eir.cliit.s 
e,llottad, t:o t{rem, ·in orda~ tu be -a.bl.a ~o r~·co-gn:i·tJ"a &n'El ~~t'y out 
their t&s!ks e-fti~.ie~tJ,y-~ -

2.. It is agre.ed 'that;· n0·l'le. of t~ Qa:).)._~-;i:~ ~& pr~~edure 
SFB-te~:J ~.aaage heael4'.gs e·t0-t 1 at ~l"e$0n'b. kno'wn is. p;f S'l;tffic·:Lent 
eomp.-16xity to j .astfut'y the upgr~~ .of' inf~rmat.ion re-su;L'.l}ing 
fr.om i.t-s soh1tiori, 'to tihe Spe~],~ Inte.j.J_ig.-&Ilo·e G'a:tegc.i;y. a:s p!l."ovided 
under paragraph 4{ a) (iii) ·of A]l<~nd.!bt'. _:B,: ~ WG~M . .on is 
tb.~refore o~as•sed as T!iaffio Int.elH.gene.e and ia st:ibject t.9 the 
prcwisions 0.f' .paragrap:h _5 of" A>p,pendi-x B •. 

3, A.11 s-uch items of 'fyaffic Intellig.-ence eiss.em:i.na:ted to 
Interoept st'.ations will beiar- tile 0:~ropria,te .e,;@dew0rd and w:i.11 'be 
pa'S'a~Gl, .in t:hi~ f~rm, only to ind:i.vid~:s .a,,ppromiriateJ.._y ~doot.rinatad. 

4. Wi tbim the staticms, howeve-r, BU.ch i 'ee:·ma moy be- fU:rther 
diseminated, with the ·coiile-word omitte<a, t"G irite.reept pe:t'.s .omi.e-i FJ.0-t 

so indoctrinated. Tt.lis ia subject t .o t.h@ 'Wl~rat·~·uJ,ing -M~:.u.t the 
_provisions of pa.r~e,pb 18 of Appenaix B r.e:ga::r-Cl;ing &p&ci~ seceUJ?i ty· 
enquiries apply e~~ual)\y ii;o iii1te.rcep-t ~er,e.t~a &s t® oM.i.ex me~ers 
of' the CoIIllll:lnica~:i.on Intelligoo-ce f ~ly, and that -all tminaootr:i,~:t-ed 
operators B"hal] be sui-tooly 'briefed na to the se:cl.U'ity aspect of' 
their work. 

· 5. All other Communication Intelligeneo items d::i-sae-rµ:Lnated to 
Intercept stations shall bear the appr0pri~te cla:aa-:i,fi·c:~ion -and 
codeword and shall be handled in the· Illlliiner pr·escribed f'Or normal 
Intelligence recipients. 

(;ii) CLASSIFICATION OF :!;1.AlN ~T 

6. With ref ere-nee t.o para.graph 6 of AFf>Ciµl~ B to the U.S. -
British CQininJJn:i,o~tion Intellig_enoe 11.greeroor\t: a:a revised at the 
1948 Technical Conference it is mutl.W.lly o.gre.ed that the- present 
peacetime practice with regard to the go.ding of plain' text ., 
incLuding R/T, in dissemination to Intelli_g~DGe recipients is as 
follows: 

(_a) 

(b) 

. , 

al.ii I ore treated as 
Special Intelligence by both po.rties. 

all other pl~ texts are normaJ.ly ·traated as 'l're,:f'fic 
Intelligence by L. S. I .. B. o.nd as Special In.t.elli_gence 
by u.s.c.I.B.. On exo~e, it i-s qpen to either 
party to alter 'the &rwH.ng to conform with its owr:i 
practice. 

- 2~ -
1 st J1me-, 1 951· 
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TOP SECRET 

• PU'WR TO Iii! lttl 10' ED hUM I Ht Of Pict. 

~~B ~ - - ·- ... 

lumeXlil"·e B1 - · sheet 3 

7. 'Iii th r<>i"•re.nOe 'fr-0 pa»:a: ~ ~endix B, it ie 
agreed 'bo includa U,i..- the:,! ~t ti1'e two 
perti.es .an i.nlii.cattoo of tJh~se ;:'.@iL ~ ~um grade ·~nh.e1'.'s 
the prod:not·s of -..n:lie!~/sbould, in time. -of war or e·me-rge.ncy, or 
e=xceptioonally a,1f agra~d l;iy U • .S~ . .C.I,:B.. M¢1. L.~.I.B:., "be a:omi.
gr:a.ded frG)lil S~.iftl t .e TrftffiGt Ifl"t-clli.$er-we ih -©rlie~ to .Permit· 
the. dl,ssend:~tiQn of ·t.aot·iC~ C.oDJ.!nt ( tA~. -OO~~~se 0f w.h:i.eh 
w.ouJ..d not _fjl~er tihe ~ ll!Wortant OO\;Jr.0e!;!'.) to special 
ag-e.neie.~ _,and,···· iowe;r;- eehQ)..op·& ot· t ·he .t~.a. Fere&.~ .. 

.. ·· 

EO l . 4 . ( cl 
E. O l . 4 . {d I 
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NEVER TO BE !lEMoVfO f'ON l'Mi erneE. 

f, ubr:Til""' . -
Ag":,i::~'(µpC, p 

CfQ-OIUHN~I'Q;N O:j!1 TRAFF;,EC i\NJ\;L:;t:S·Is AND EKCHliNGE 
. OF ~IC $11.L"YS'Is Mli~fAt . .. . - . . ' . 

(Fer G:etail,s see Anne:x:uFe D1 ) .• 

1. .. . !t wi_ll l;Je t'ne jeint 9bje¢-t;lve €lf the parties· t .o ensure 
that the required f ie.l.d of trai'f~c ·~~ysis p!f'.o~lems is covered as 
thoroughl;y as poss.ibI.e· but general rule:s cannot be laiS: aG\il:p; for 
thi;i divisiqn of Tit ... res;po:r:i:~ib -ilit:y betwe:en the t:w.o part.ie,s .• 

2. Wi t:h this ;Gb-jective 1n view:, ~pToS..uctLive duplieation 
0f det·ailed wo:rk will be eliminated and it is r~cogn:is.~d th·at the 
be.at method of! furthering ·th::d,,s ]ltec;;ess of el'ibnination i.s to 
eocchange inf:0rma.tion wherever poss-ibl~ i.n t~e :form of' partly or 
fully p;rocessed material. , 

3. Published report.a on Traj'fic. ;:.:r;ialy§lis will alwa:ys be 
made available t·o the other party. 

4-. Where the exchange of publis:he:d reports i-s ina~equa,te the 
reql,.;'"' ~ment-s for a more .deta;il--ea -exchange Wil-l 'b.e st-ated. These 
:te.q_µ .. ernef.1ts will b'e satisfied as far as p©e.$i:Sle from the ma,terial 
bei-qg currently produced - e .• g. work · sheets.~ log dige.st.s;, d!aily 
diagrams and oth19;r predigEH:i·ted material - but ©ot;h partie:s will . 
endeavour to mee·t any a.a:di tional requirements by modU'ying t.ho fo!Mrl 
or c·ontent of these po:rtly-procesEe0: report:s .• 

5. 
ded for 
request 
will be 

Where in any spee:i,f ic case the exc·hange of mate.rial- provi
in paras .• 3 and 4 !,l.bove is inadeq\J:Q.te either -party mey 
copies of the unprece.ssed log-s ~:t chatter sheets. Such re.ques-'ts 
s·atisfied within the- limits 6f the res·.ource.s a.v:ailable. 

6. The ioothod of exchange i .n all cases ·will be by ra:di.o or 
by bag accor9-ing to the nature and urgency of the material. 

7. In order to facili.tate the exchange of mti:terial a degree 
of standardisation will be· aimed at in the use of names or 
abbreviations to describe T/i1. features ., e. g~, tra:nsmis:sion-systems, 
call-sign systems, procedure code's, traffic types etc. 

8. The methods used to indicate validity ·sheuld be extended 
from their present limited application to all suitable T/,J.:1. material,. 
.so that the weight of evidence attached to the component elements of' 
any T/J~ conclusion may be assessed o:a o. coIImlon basis. 

CO-ORDINATION OF IN'l'ERCElT CONTROL 

9. The objective of both parties will be to ensure that the 
total intercept resources available o.rc used so as to give .as 
efficient cover as is ]>oss-ible to the whole field of intercept t~ska . 
required by them both. There will b0 co-ordination between the po.rtie·s 
to eliminate any avoidable duplication by cont;inuous suggestion as to 
changes and by mutual agreement. ·Some duplica't.ion of cover m::ty 
remain necessary to secure complete and accurate interception, or 

f0r- training purposes, or where the arrange~nt ·for . the exchange 
ef' T/ A J;I?ifomnation and ra:w ~terial c·oon\Dt- iooet bbt~h ;partie:s' 
re q:u;i..retnep.ts. " · 

1st Jtme, 1951 
--.rt::#i~----:~f!'-tc-i~t---l-~--11~~~~ 
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TOP SECRET 
TO I! l:!ll'T tlNDi!K LOCK AND Kt t : 

NEYER 10 BE kEHOYED FKOH IRE OFFICE. 

1..?:'J:'ENOIX D - sheet 2 

1 O.. The ba'S'i's for the conti-n-11ou.s co-ordination i.nvo·lv-ed will 
be an exd1B:nge of reports co:x:isi·sting of: -

( i) 

{ii) 

(iii) 

report.a on intercept results as reques.ted: lily 
either party. 

lists of tasks e.llotted to stations (on a monthly 
or vreekly basis as is requj,.xecl). 

information on ma.jot' changes in the ~over- situation 
(exchanged by si.grml ) • 

.cO-ORDINli.TION Of EFf'ORT ON D/F.._l __________ ...,.:JA 

oGA 

11. In general the diV'i1~ion of work must fu.11 na.t.W';'·&lly 
.&ccordi.n,g tea t:be losations of D/E1 anc:L :Ln..te>rcept. station~~ and the 
intercept tasks· -~ see.;roh progrrumnea U!fl;d€rt~n by e~¢h party. 

1 2. Collaboration between tne parties in the :e-ield of D/F 
sh.all be in the form of:- - · 

( i) 

(ii) 

reque.sts from a.ny agency <l.ireet t . .6'· any othe.r for 
bearings and flxes cm spec.i'f'iod .)~a:r-get.s tmd. 

the exchange of results. 

1 '· Collaboration m the fi.~laJ I WG>r'k will aut<m:aatic-
e.lly occur in the no~l exqhange of Tr-ll.f_fl!c l~ys·is .• ..... -

,,----· 

OGA 

80 :. . 4 . (c) 
80 :. . 4. (d) 

EO 1.4 (c) 
EO 1.4 (d) 
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NEttk 10 it ktHOfED P'll01'1 T"t OPP'tC!\ 

.(i.Fi:-""E.tIDIJt ~E - sheet 1 

co-0imn..&.TION OF t ~ ~CHirN.GE OF OO!O~~lCN 
,..,N. l'l~"mk?.fAi:_'\l'~T-S- o.n-. 11C.CO'OO. ~<iiltl ~rT\iT'Pl:I.:.<' 
~ · ~~ ~'l~vt.µ~· lliil.~ · . . _&'iµ ~.:. ·- ,;::~ ~~Jt~~,-'A~· 

(for details ·see . .Anne~e El) 

1.. -Allocati.on 0f Elajor tasks., C'O:J'lf·eml'!.'g o. 
one-s1ide.d respcm.s-ibili ty • is l!i.i:ld!.esi~'l'll,e .and iopra.ctic~bl.e. 
ks a oa:in princi:pl.e_, however, in oroeF -that thc-
wide$-t possible cover Gf foreign oy,pher COCD:lunica:tion>S
be achieved, the two ·paTties shall .e;iceha:J:tge pro~OSal-a 
fOF the ·elimnation oif d:~plica:ti.on in ca.a.es where 
cef'tain porti0ns of" a task o.r r~lated tasks. are no.t· 
being worked. hi a-diltian collaboration between tbe 
parties will truce the fom of su~es·tion and mi:J.tuai 
arrangem.ent a.a to the tmder;f;a.king. of new- tasks and 
chang-es in sta t:us of old ta-ska. 
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~IX F - ·shoet 1 

~CHANGE' . OW QQMMOOIC/tTIUN INTELLLGENCE AND ou-o:anm!l';rotrm· ~s~imoo .. · · · - · 

1. Deocypt;s .of fo~e5\gn oommun:ioat:ions will not. be eocchanged 
betwee,n tihe two partie~1,, exc·eiF't ai;i provided ir,i. paragraph 6 of Appena.E 
E or as may be arranged :f:or e~ta'i:.lalytic or Gther technical reasons, 
but afo/' de.crypt or .s-erie:s .e!f' decrypt·s will be ma.de avaH~l!rle on 
specif)i..c re:q,ues:t by one party tc:i the other, if not prohib-itively 
inconV.e·i::i.ieRt. · 

· 1J field. is oovered .in ..(1.,ppendix K. IFJ. .other fie.lds, 1 

:: 
Sqa.nn:·;· rT · translating an<il eJC"oh~±ng material in the 

e ligimoie·sW'r~ probeibly b.e unabcle to trB.Flslate all decry-pts, plQ.in 
texts qr R/T in-te.roept:a· in t'ulJ. .or e.ven in extra:ct, each will oi;irry 
out a process of scanning such ·as to meet it's own requ:ireme.nts. Tho 
liaison officers will therefore be· fr.ee to S'Can this material to 
ensure that any particular intorest:s of their own party are be.ine 
served. 

3. Translation will be assured to be in fu.11 unl.0s.s lo.belled 
"gist 11 or 11 extraot 11

• 

4. If' either party consider.a that decrypts· or plain text:s ser\1'1 
its intelligence needs withotit translat·ion, such decrypts or pla:i:n 
·texts will be regarded by the other .a.s if they wore translated. to:icts· 
and their exchange between the J1.ge.ncies will be preo.isely the sl'.'.JW a-a 
that of' translated texts and extraets {see paragraph G. below). It is 
the intention of each party to limit s·uch cases to tht3 xninimum. 

5. . Comments will be clearly distinguishable as s.uch and w.ill 
be prefaced by the word "comment.". 

6. Unless excepted in Appendix K, all translated texts, extraq 
gists (unloss excepted by paragraph 7 below), items of Traffic Intel! 
gence. and comments appended thereto, will be exchanged continuously, 
currently and. without :request unle.ss othenrise arranged in apead.fio 
instances. Such exchange, complete or partial., will b-9 effected by 
radio when specifically requested by the parties and in ad.di t .ien ·a 
complete exchange will be ef'feot·ed with the least J?OSsible delay 
through the regular liaison ohonnela.. 

7. Gists which. are made by an agency for its own use but not 
issued will not be exchanged but will be at the disposal of the 
liaison officers who rray ask for su<ilh decrypts or plain texts as may 
be reg;uired. 

8. .All Comintsums will be exchanged when.e'V€r they are issued 
a.hd without request. 
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9. LS'IC will be the eh:annel ~hrough which all Communication 
Intelligence i tams produced by the other Bri t;l,sh Gon:unonwe·a.l th 
Agencies (except Ottawa.) wUl be forwat'<l.ed to the U.S • .Age·ncies and 
through which the same mat~ials produced 0y tne U.S. Agencies will 
be forwarded, whenever appropriate, to .o-ther Briti-ath Colloonw:ealth 
re:oipients (except Canadia.lll). 

1 O., '!'he U.. S. Agencie-s will be the ehan:p.el t ·hrough which all 
CODimunieation. Intelligei?lOe items pro'duced by British Commomre-alth 
Agencies will be f0rwarde<i, wheneve.r apprQflriate, to U .. S. re.oipi.e-nt.s .• 

DIVISION OF LABOUR JN TR4NBLAT.l0N 

11 • Each, Ag-enDy will undertake such scanaillg and translation 
tasks as a.re a-uited to its own requircment.s and -those of" its· 
recipients. Any exception will be by prior a.greemen~ . 

12. The continuous exchange of translated material will allow 
either party to eliminate unwanted duplication in tirooslation. 

STAND.ARDISl4'ION OF TlilliSLATION KlRM 

1 3. To avoid runbigui ty and to promote ease of reading, reforono1 
end recording, it will be the aim of the U.S. and Bri ti ah Agen-cie s 
to adopt a standard style and layout for headings, translated texts, 
gists, extracts, comments and translators' notes .• 

STJ.NDKRDist.TION OF TRli.NSIJ.TION CONTENT 

14, Ea.oh .._'\gency will furnish to the other, continuously, 
currently and without request, copies of all Supplemental Glossa:ri~-s
and other compilations which it prepares as a result of and fOir us~ il 
its translation processes. The materials thus exchanged will be 
the basis for continuous discussion between the Ag.enofos with a. view 
to increasing standardisation. 

15. In order to develop a con:mon stand.8.rd of validity-gadirifl 
in language equivalents, each J..gency will .inform the other of the 
significance of such gradings as. it currently use-a in it:s Suppl6r-
mental Glossaries. 
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.. J,ll;TEl\t;~r. .I ..... _____________ _ 

1. Pi:n:~a.gi;aph 2 of' "fh:e Bri.tish - U •. s. 0oooruni·ca ti.on 
Intelligence Ag;ceel';il.ent speoif'ies that the :ligreeinent goyerp.s· the 
relntion-s- of' the contre0ting parties ·11 in Oonnunioati~n lhteUi:genct? 
matters only". · 

2. In that pare.graph it ;i.s a.greed t~t t};.t<; e~cha'P:ge. ,of' 
such collateral material ~s is e..p;plicable for techn;ic.al pcu;]X:l:l:!es. 
and is not prejudicial to J.'$-tional interest·s. roll, how:ev:er, l:>e 
effected betr .. een the Comint Agenc:ie.s in po1;fu. countries. 

3 • In a ccorda.nce '.'."i th th.at paragraph, co lJ.,a te!lfa 1 material 
is defined as that Ba.teria1 from any source 0t~er tha:a -Comint 
nhich, though o'i' nssistano~ to the Gomtnt· Agencies (i..e. "ap;plic~:ble 
for technical purposes"), is not di+ect],y a CoE~uunication . 
Intellii;cnce natter. · · 

.· · 

5. · Produqt$ of arrangel!l.ents rd. th Third Party -G;O~emJments 
or Conint authorities negotiating on an official bB,sls nre 
excluded fror:i the provisions of pa.·::ragraph 4 ~bo~7{ .(Se.e Appen~ PJ 

6. Infol'.'r!lD.tion concerning Comint methods and tech@.que~, 
·"11ich are devc.lope.d by the Conint f;gencies i..rii.der U". S. o:r British 
patent, is not collf'teral material, ap:d, :i,._:t$ e~c"han,ge is 
g0verned by paragraph 4 of the Lgre~~ent~GA 
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(F\Jr -<ieta;ils See .A:rlfle~e El) 

1.. -lt'~~o~, .~P~ · 

:&cclas:i vie ~d ;re.tl~ly ~te;nsjl).~ t-eJ...e
cCll!leunications '©.et.ween Agen~s ,_ .and be.tw~ ,Ag__ert.ni-es 
and their outlying stati0!\8'• will :tg.e ·r:iaint:ainea in 
orde:r t.o I:lll.~0 ppssi:b.le the ~~i·Q. n-0.,. of .a-ll 't1;pe8 . 
of' raw traffic frcr:i th.e point.s Qf int.•o.~t-ioh t:o th~ 
.seveml Agencies-; the rapia ex~~ of all i:J.yp.e:s 
of raw traffic, teohn~eal ~ t-Wr a;D(i :c·~·ica:tion 
Intelli.genoe between the l.gen-ci~sl El-nci the: et'.fi~t. 
e.ontrol of iater.c~tion covem.ge.. In -e,ddit.ion. l:a:tieral 
Ca::::JI:lluni~tions °betweon s.tati~ Qf O~e pe,rty a:r.rd 
Agencies or s-tati~ns o.f t-he other·.~ t~ p~V;idfiHl for · 
the sane purp.oses as neG:es.sacy ~d ·tiutua.:1.i,y a'g'l_'.eeG;. 

2.. ~ION MUNT~~~ ~ION OF r::· .. ·. =.: , t . ,-·,· R ,.'.F("::o·- \!YI ! . J .--- - . ' 

The. temina..ls of ci:rctii!a or e-~els in.tended 
exclusively to ca:rry CCDint traffic betw.e~n ~ :Prit;I;~ 
C.oooonwealth an& th~ United S1t~tes· wUl b.a .ina·Wl.00.1 
r:iainte.ioed and operated. as ane.:ng.e.d by tbe a.ppr.eprl&t.e· 
Cmint .huthori ti ea of the cOl:l!ltriea conc·e-r.ri.etil, M{l.1 
al though noma.lly su.ch t e~na,.ls w:Lll be lilstall.e~, 
paintrined and operated by ·t:ne app~$¢.e. Y.S .. or 
~ritish C01:JD.onwealth authority 0n vro,-6.8..e. temtocy tbe 
,t.a:rninals arc s;ituated1 this will not "ri>e -oblige.t.()ry,. 

3. FROVISION OF }[4~ 

Th-e provision of equipoent or all types- will 
be 'by nutua.l aasist-e.nee where neee(:l.~ ~d pra.c.:tica.ble 
and as agreed in each specific case;• 

4. CllYPl'OGW\J.filC 4JP§ 

(a.) Cornon eryptogra-pb.i,c a.ids will be uaed . 
for c~bi:ned C:ar:tlnt c~ca tiona. 
The matter of c~i;>to,gra.pbi~ a:ids wil.1. 
be kept ~ntin\l0li~Y undeT revi.ew with 

. l~t June, l.951." 

the object of ~nta.ini.P.g and increasing 
s.ecurity ~d of' facilitating c.cmnmico.tions. 
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(b) In order tc r-e&re-1~. M~e nU'l;iber of' p.€:rsonnel 
l."'e-quired fo;t e~\Jl!l'icatioa and ~cypto
gra_jili.ie opera.ti:ons a:Rd 'thereb-y to 
augµent the fmroee aViailab.1e for eiireet 
in:t..erGe.pt op~Fati~iila, and: also t-0 
im-prov:~ speed and ·acoHr.a..cy. the Ult~te 
goal -should be the tm.·r-iSE;)i..:asion ()£'" all 
Ca::rl:nt mt$~ in Qh•line ~t-e. 
ayst:.ecs. ENeey effOTt -sliould be oode 
t~:rds thl:s ~~. © on,sistent W§.llili the 
p01iciea of th.e &errloes of ~oth 
ooi,m.:tri.es.., 

:Cag rout.es w.i.l~ be kept \.Ulder revi.e:w. with 
the o'bjeet of ta.kin_g fuli ad'Val'l'tag.e of sea &I)·d air 
services. 

All agencies w:tl:L be ·~pp.ed to l:Umdle 
r:.icrM"iln so that it 'I:#,1.Y be ava,ila.ble f©irt li&e when 
it is . :not practieable to sena bhe ori&tnal l!ltl. t.erin.1. 

7. CQMMDNIOATIONS HMSON 
. I 

A representative <J>f the Pi.rector., ~~..t 
a.nd a representative qf tq.e USCID C©-o:ria.inafan• "Will b.~ 
given the specific: duey q.f keep;i.ng \:lnde~ revt.ew 
Conint ccx:1n:unioations problans and of raising 8:ll!!1 
advising on such prcbleos as they oce-ur. 
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1. Each party sh:a:ll maintain, in the oo'UI).try of the othe:r, a 
senio;r liaison officer aiccr~-di.ted to the othe.r·. Such officers s-hall 
be respOnsible each in the country to which he is accredited for all 
liaison :matter,s. 

2. Upon agreement between US'C.IB ~d, :fuSia, aaditional lie.:l.son 
personnel may be accrredited, and WoT.king groups may 'be as·signed.~ to 
age:ncies of ei th.er pa!'ty by the other, .All such additional liaison 
personnel shall be ur..d:er the control a:nd. direetion. of the sertlor 
liaiso;r. officer. 

3. Suitable off'ice facilities will 'be made available as 
necessary by the party to whom the liaison officer-s are accreditea. 

4. Liaison officers of one party shall normally have unre> .. 
striated access to those parts of the other's agencies which are 
engaged directly in the prod.uc:tion of Comint., except such parts 
thereof which contain unexcha.ngeable ~r.:l'ottnaticm. The po:ints of 
contact of liaison officers within agencies for reques·ts and 
inquiries shall be as deteminea, estublished and delimited by the 
party to which they are accred.i ted. · 

5. In ad.Q.:ition to the above regulq.rly as.signed pe-rsonnel" 
visi ti;; by selec ted personnel for sher~ periods of tiae to deal w.::. th 
special problems will be encouraged. 

METHODS OF EXCHANGE 

60 Requests by one party for iri..fenna.tion or material si18.ll be 
made by that party via its senior liaison officer who shall act 
through prescribed liaison channels. The senior liaison officer of 
the requesting party shall forward whateve1~ int'onnation or material 
is ~de available to him, no:n::ially by means of facilities under the 
control of his own country. Normally the senior liaison off'ic·er 0.f 
the providing party shall be kept infoi"'Illed. 

7 ~ When the request by one party is for information or m:a.teriai 
to be supplied as a matter of routine procedure,. the supply:, aft.t}r 
the initial request, may be direct between the parties by means -of 
facilities available to the senior liaison officer of the reque.s-;;ing. 
party~ The senior liaison officers of both parties shall be kept f'uliy 
infon::ie.d of all such routine exchanges a..YJ.d shall be given access to 
the information or material as may be agreed locally. · 
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8.. ExceptiOlllB.11.f, tec:h:tri,-aal e;iac~ea b.et.ween the part.ie:s 
may be e:f'fected directly over "on dana.nd" qu.iok e~ang·e communication 
:channels jointly and exclusively ioa:in:t.a:ined fox that ~os,e. But 
the ust2 of these direct channel.a Will be ·k~t t-o the minimam and in 
ea:·ch ease the s:enior lia:ison officers of the two parties wili be 
kept in:f'o:rmea. 

9.. No provision o~ pa.ra·graphs 6 and 7 e."'oove shall be construed 
as preventing ei.ther par~y fr.om -aoeommoaat~ the other lzy transporting 
or con:miuniea:ting mate-rial for the othe.r party~ 

1-0. Each party shall normally assist the other's .aeniO'r lia.1.son 
officer by making available to h:i:m fa:oilittes for paokaging and 
preparing mate.rial for tre.nsportatiop. ;Ea;oh party. shall, to the 
extent of facilities operated by or availabl~ to it, a.ss~st the 
other's senior liaison officer with safe-hand.and othar t.ren:sporlat~n 
within its own country.. · 
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:Conae.q_u·en-t en me.ettnigs held in :j;)ee~ber 1'947' betwe·en US.CD3 
and the .Director W-lC r-e.pFe.s·eJ\t~ t~e :ti!}n®~ SJi.~ JJa-;t:elti._g_eJW.e :Bl?)~.d,. 
the -following ut-~etatio~ to. ee~ta.in pa,ra.-graJ>hs of the Jtlti-Sh- ... 
TJ.s·. C:~caticm: tnt·e1.lig:ens.e w,eement~- G:a.ted ~b,. 19.'lf~ .a;cii G~ the 
~pen.di.o·e~ tber.e-to a.re 1h.e!l:'eby asi!i'~~<,i ~ by 'irac:m ~ LS.ll an'd -will 
becom:e Apjp~X J t~ t~e afM"-em~o!l;;i.~e& Agpe.emen-t .. 

~- . rt :ts ~rs-tb:G:JGI.. tba·t -t~ '!SJ:B ·will not 1111. tiue- or' pursue 
any contact With- ai:rj na-ti1Gn o'f the 13ritiah CQllillllQDWea.J,:t}.l. ~ CT~t 
matters other than with the. ])::nn:Lnions cf· c~ Au::itralia and. New 
Zea.lana {with -eaah of w:hl.-0~ a,gree,:De.n-ts aJl,rea:ey e-xi e-t ~ wi t'hou-t first 
obte.ining the vi.ews o~ 'iJsCD3,. {It is noted. t~ at t'he present tilrae 
LSTB do6;ls not eh-vi,sa~e any collabor.atiollJ. with Cotmn;onwealth Na;t-i"Gn.i;; 
other than the above)~-

2. It. i.a neted that the UelbG:l;li'ne $i_g_tnt ce~t-Pe- (J11~n:o~- i ;s, 
in Qont:rast to the -Communioa:biona Branch at ·Ot:ta~t not &. M.elir 
na,tional. Centre. It ·:La and wil.;L oo!rl);t~e tc:> be a ~pJ..at liT,K. -
J..us·tralinn - New Zea.land -0.rg~satioR, ~a by an i.n:tH~g:rated S'tat'"!f,. 

3. It is noted that a pre-requiig;ite 'f~w co11abo.ra.tioh by 
Ca.na.d.a., Au-strelia and New 2;eaia.mi wi tb. U. K. we.a 0.E. unequ.ivocel a~c.epta,nce 
of the pJ;Ovisioruii ~ the ·"E~lanatoey InstF1,ll)t],.1SJns -e.I'lii!, R'&glllat±<mia -
concerning the Handling o.f Sigo.a.J.. ~n,t-eJ,1.ig.en;e~ (~JIG)" whieh. has· alr.ea.d,y 
been given by ta~_ Cocint Governing :&c:>cti.e:s. of the ·N'El:t-io~s lili\.noennea ~e, 
that c0nt1.nued o611aooration is d·epend<e-nt upon t~ei:r a~e-renee te- th~se 
reglilatio.rrs .. 

4. It is the intenti,Qn -oif I.SIB to 0 1btaiE.. from ~hie S1.g;i..nt 
authorities of the collaborating Dominions fo~ aa.seren-ee til8,t they 
will abide by the terms -of paragraphs 5~ 8 and ·9 of tl'!.e British - U',..S.. 
Communics.tion Intelligence li.greeme~t and of paragraph 5 of .A.pptm~ .:El 
of' tha. t a.greemen t. Such as_sur-ance will be transmi tte<i to US.Cfil fl"0m 
U3m:'. 

5. LSIB will notify USCLB of the present a.asi·gnai.ent o-f 
oryptana.lytic tasks for MSIC e,nd will netify U'SCIB in e.d:v.anoe betor.e 
authorising ariy new or altered. oryptanal.ytio tasks for- that Cent-r-e. 

• Chairman ISIB transmitted this assurance to Ch!.iman 
USCIB in SB/409 of 17th February 1948. 

• 
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~l.X ,J - .sheet 2 

Both USC:IJll and L$l_JJ will: 

(a) ·Not paiss ·t0 a:wJ' ;o:f' the eolliabo.ra. ting D.oiruiniol'l!s 1· 1',genei.e-s 
C.OlirnNT it.ems orig~ted :by agencies o:i' the ot:liler :par~y 
wi t'hGut tl:l.e co~s~;f!t o;r.· t~t f)act;y:, e:K!p:ept .a;s lai,~ t!lown 
in ]>a~.gr.aphs· 7{c) a.fid .(a} below or as mFJ,y b.e from 
t:llne to t:Line mutual.ly a,gr.e·ed. 

('b) Pas·s :00 the collaootati~ Dominions via the a;greed: 
channels .only euGh te~}lnical I1l8. t.ter an;d JilOrtiQB'S .of ·the 
Status· ReportG· as ·a.re S.eetne~d by the origlrtat-ing agency 
to be tr;elevant to the ag,re.ed tasks upon which meh 
Dominion is .engaged. 

7. us·cIB takes note . that, as regards LS'IB Is policy towards the 
integrated Centre at Melbourne, I.SIB intends in futur~: 

(n) To give every encauragell'.l.ent. and assistance to pursue 
I las the JOO.in cryptanalytic task of the Centre 

.(b) 

togeth€'.r with minor tasks of local interest • 

To employ Melbourne-controlled interception .stations 
(som~ of' which are·u.K. manned) oµ tasks to which . 
they are best gµited by reason of their location, whi.ch 
inevitab1:y,I I · 

(c) · To pass to MSIC (in order that MSIC may carry out (a) 
above), the teclmical and background II10.tt~ir: r:eJeva:R'l;l 
tO these tasks, whether it be obta:i;ned from U .s,. G>;r 

.·British soµ.rces, e;>reept IW:tter of U.S. erigin des·i~ted!: 
by U,S. a:Uthori.ties as. for U.K. use only. -

( d) To pass to :MSIC for. its inter:p.ai use only ( a;nd to: 
enable that Centre to carry out (b) e.bove.) the 
necessary technical matter required for sueh inter
ception control.; whether obtained f:rom British (\)!!:' 

U. s. traffic ap.a.lysis or CI'YJ!)ta,na.lytic sol::U'c.es, 
except matter of tr.s. origin designated by u.s. 
authorities as for U.K. use only. 
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TO I! Ki!P I ONDl!R LOCK ANO KET : 

NEVH fQ :IE Rfl 1evw FROM iHE OFFICf. 

l. 

.~~~.IX L ,... ~t l 
- - . 

~UL ... -- . 

EXC!WiG:E OF. ~™''"TI.GN .ON IN,tERC~ EQ.l:l'I;mEN'I'. 
~ii:C!!J?rn:s, ~~PUGT!ON., _ R.'@.SEti:ROR 1JW ~OJaB! 

~Ef1' ~w~ .FJtQM~~ss.~ .~OOOQWJtON 

A ccnprehen-sive :repairt ("f<.o be l<;;Rown a·s .the .Mm·lil.9:1 
TechJU.paJ. Report) COJ!l'G"~'ni::i:ng 

( e,) 

(b) 

all int-erceptie:n fae·ili'ties installed and 
available .f ·or use at int.e;i:'Ge:pt and D/F 
stati.on:S, whether O!P p.ot s~c'l~. fa:Gilities ar·e 
in uae, 

details of the nUI:Ibers • types an:d descriptio~s 
of int.e-rcept equ±poent l::mder cont.r&c'b an<l/or 
in ~reduction, · te>ge-t'helt' w.i,-th :p'I"oba: bJ. e d.eil'ittery 
dates., 

will be exchanged annually. REJ}'orts . a·r~ t-0 sh:ow the ;posi tiein 
as at 1st July in each year., '1!ld shoul~ ·n·o~lly be e:x:chan$ed 
by 1st August. 

2. _ Section I of the Report will b.~ a,r.~nged to pro-vid.e 
infoI'Dl.'l.tion to cover the itens set out in paragraph 3, 
for each Intercept c.nQ. 'D/F sto.tioA. Typc:s,, Makes and 
nunbers (o.nd where appliceble. non:nl and pa:J{jnun i?pieed~) 
of cquipocnts should be included. No atteopt has been ~~e 
to ln.y down o:n exact f on:ia t for the Report, o:s s.uch ~ f.en:iat 
night soon bcca:ie out of da·te 1 and night pre>-i·ent fletlbili ty,1 

3. 

l.st 

i) 
ii) 
iii) 
iv) 
v) 

(vi) 

Single ~osi.tions !H/F) 
Single Positions I/F) 
Single Pori tions ill-wa:.vo) 
Do"Q.ble Positions R/F or ;i~U-wa-ve) 
Which of the ab0ve ( i) to (iv) o.Fe capable 
of double or triple diversity wctkin$ 
Whieh of the above (i) to (iv) C?-re fitted 
with wire, tape er wnx recorders 

B. HIGH $FEED MORSE EQUiiMENTS 

l
i) 
- . ) 

. ~~i) 
iv) 
v) 

(vi) 

Single-Positions (H/F) 
Single Positio~s 1I/F) · 
Single J:' 0 si tion·g .Ail-wave) 
Double Positions H/F or .All-wave) 
Which of the above (i) to .(iv) arc ce.p~ble 
of double or tri,plo ( diversity wor\cing 
Types of recording i.e. undule. to~) . 
apparatus fitted 

{Vii) Types of recording brldge fi tt.ed, and 
'Whether- ca.pa.bl€ of rwcepti:ng fre<}tlency . 
:Shift tran~s.~ien'8 

(viii.} JJ.:riy otho:r .Hi . .glt S'.l;>eed eq1.'lipr;ient 

Juna;
1951t 0 p fE c R E J . • 
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NfVEll TO·DE REMoVfP f'QN l"li 9FFICE. 

c.. vr~~-c _WN.'JJ~G ~QVJ:?:~~
: i) 
,'ii) 
' iii} 
iv) 

>'!) 
Vi 

vii) 

Single C~el ~q.io lr.el.~p:rti t·er (I.nt~rnatibnal) 
Single Crumnel ·&t.Lo 'relei'rini\)~ {Na 'ti¢00I) 
Multi-channel ·or Ml!ll tip::Le::r T/P .(.Ifict·erna t-:i.Bi-lal) 
3-cllaM;el '!/1? (~ ti,oru;tl) 
2 ... cha..nn,el Baud.'.Qt 
6 and. 9-.Gllannel ~:diot 
(:;,) to {vi) ab~ve T-ei('·er to .5 tmit ·systa:m. 
E~uipoents fi 'M~ed for ~Y' 0their; sy~-tm.s 
( 6, 7-uni t etc .• ) · 

D. V.IJ/F ii.ND u.ff/F ZSJUI~S 

E. F.b.CSililLE .OU :L'ICT.l;J"RE EQl.J~S 

l!'. HELLSCJ.JREIBER EQUU¥ENTS 

G. J)ll,ECTI.ON FINDING EQUiiMENTS 
s. I A• • 

Wnether fixed or nobil~. 

I. FREQUENCY ~URING EQUU11ENTS 

J. .&,;ER.Il..,LS 

. Inforna ti on to include nuober, t;Ypes, whethe"l" 
used in diversity, frequency to which cut, 
directivity, associated anplification equipr.l'€nt. 

L. CONTROL EQUlli~ 

Details end use of equipoent fitted for 
control .of interception within a .station. 

M. S?ECIL.LI~ TEST EQUI~ 
Not to include standard na.intcnance equipl!;}©nt 

f.or general use. 

· P. 4i.NY ffi'HER S?ECiiJJ EQUli~ 

Q. SHORTCOMINGS EX:i:'ERIENCED ON OPERb.TIONb.L .EQ~ 

1st June, 1951. 
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Notes; 

(i) A Sin·gle Positic.m D2.j consist of 2 or Dore 
rece.ivers, used in diversity, or in order t ,o 
incr.ee_se the frequency range. 

(ii) A Double Position is one- ~~ t which o. single 
opero..tor can cover two ends of a duplex 
circuit, where this is po.ssible. 

4. IN,l'~C41'. EQLITfNEN';I' R:BSEL'.l:~CH MID ),)EVELO:.:i·M;Elfr 

(a) r~te~~~t ,;;";'£',ent ~~o~• will oe ~~,, 4..i 
~W!l8s yr_P;r;, e le~. c..a..r.e '-.1ia: lee Be,.,c,,~e:r ,. 

~ .. , • J ~--"--7 tllesr P rrort s . m 11 l? • ;hn li..-:s . e.e R ti Qia.•. . 
~ tr;,,~"-'"' ·~~~~~7:1:; ~· · "''"'-''t~~-~, .~"f-·~~ .... c 
""~~ ~-~n unae~ ~vdo~t. --:rm:.s ~-
(~ L'ld /11/,/S'1J. include dE:tails· of- ~ll proJects on which 
-f ti ~J1,i.) dev·elcpnent i .s being ·c-onducted together . 
fJ with a stl'.teDent of the object to be a t w ined. 

(ii) I\Gseo.rcb :_:.-,nd Dev·e;j.opnent trE;mds-. 'l'his 
to includ:e o. stuteDent of al1 outstanding 
pro bl or.ts together with· an i ndica ti on .of 
trends in reser~rch and developoent ained 
at their solution. In the evant th..,,.t 
no work is conter-.pla ted on certain specific 
problens, these probler:1s should neve:rtheless 
be listed ar:.ongst thosG current. 

(b) Technice.l NotGt:. w"ill be exchc"..nged as and when 
necesimry on "sp-ecific :;u:bjects. Thesi:: notes 
to be designed prLTJ£lrily for the info:rr.u:ttion 
of personnel actually engnged on engineering 

1st June, 1951. 

and rE;s<=l~rch and deveJ.opr,ient work on intercepti.on 
equipnent. These notes <1.lso to include data 
on signn.l analysis, frequency 1-i.sts, and oth er 
r.iatcrinl associated with interc·ept probleos. 
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TOP SECRE-T 
TO BE HANDLED IN ACCOkbANCE WI I H IRSIG 

B'.00/F/1 

1.4th Februa:cy' 19'2 

CO'MINT ~~s rn ~ EJ~.rns, 

AFFIDT:rNG. ~~ ~J-On'SHFs. 

I 

nilf-&T.n.·~": . - .~'.r.11 1!< ,,.n~rn.- ~ Cl"l'H'nTm linn1 · 1i~,,,. . • ~- , . m "CR.JTCH· ,11.v BE. w..DE~ · £1AO!l:.LJ ·· -' :&:,.r"~ U'\,:IV-~·~'4~ - · · VJU:.JU.'4'.L ~U!lt.I,~ · ' ··O 1Tl.J,;J,;! ' MLL...l. 
. . · ~ . ·:· . -·. -·· - . ---- . . - - -- . - .:.. ...... _ _,.. __ .. ...,,:.._·_ -~..:.-· -·-··· ~ 

1. For\~_M·es of. this Appen.<itix, ~at:lgaB.ents with 'Thiri Parties 

. a.r.e dei'in~ .. as \~illy thoa·e which ~~ n-egotiat~ with Third Pnrty 

()ov-ernmel!lts ~ coM:i:NT authorities negotio.ting ~ Odl official basis. 
', ', 

The i:a-OO.ucts of\ tbeS;·~ .. -~en ts shcmld be o(ll'Jlf)let.ely emho.ngeo.bleo 
·.. ... 

2. Ei:the.r ~tj\ IDD.Y ~ot:i.nte :i.nd:ependently with Tr.d.ro ~es., aubjoot. 

to the proV:ii:i~Otts ~\. thi~" .. ~di.x. <r·fl;c n~oti_o.~ Pe.riiY ahoul\d.,, o.s 

f'tir .as possible, keep .. , the oth,_w pq.rty currently info;r~ of the pro.gress 

of th.e negotiations. 

3. · Wherever and whenever seouri·~ consid0rations permi~'.-' the U.S.. and 

u.K. nn tiono.l o.uthori. ties ~Y entce!' 1,nt.o relati:onshipg w.i th Third Part.y 

Governments or COY:mT o.uthorit;ies v.i.th "..-f;he objoot, o:f obtD..ining: 

"(n) · r6:rr traff'io (ineltiding .... I ____ .............. t of type or. qua.li ty not 

readily D.vnilo.ble through BRUSA. b:i:tercopt facilities; 

. (b ). end-pr;oduot a.nd toohniqe.l o:>. teria.J: ~o}1. oanno,t roo.d:i..1y '}:"'~· 

ob t.Aincd through BRUSA. ::facilities; 

(e) interception sites. 

4. No~ily, eith~ pn.rty rao.y, without prio:r conBent· ~ .. 9f' the other 

o.nd subject only· 'to. pronpt -notif'ico.tion, a.rronge with El31yl 

for. the PJ,rpps·es stated in ,parn.gro.ph 3 o.bove. In this e.onnootion 

/the ••• 
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BRJ/F/1 {continued.) 

the possihle s iec:uri ty compromise involved. i~·-.:p!3rcly presenting require ... 

I!lents should he cons·ideroo.+ -

.5. Either party nay conclude ·c:n ngr.ceme~t .MU.ch invo_lv.os th0 supply 

(o.) ro.w traffic sclooted in nccordruic·c with identific'O.t;i,on criteria. 
; ' 

es·tn.'plishec:1 by 'the Thl:rd Pilrty; (s~h s:election .not hoing' 

:r-ctrospootivo), or to.k~n on c:ir.cui ts u.sing f'i.Xed callsli,~ · 

ana/o;r- fixed frcquo:n:cios, i.e. circuits from whic.h the 

provision of' trb:ffio does not dis·close the solution of' 

c·ol!lplcx cn.llsign c..nd frequency sys ter;iS; 

(b) D/F results on the tro.nsi!'Jissions involved in (a) above; 

(.c) . '.I'/A data (i.0. calls.igns, frcquenc.ies, schedule$ .a.nd. 

~c·cdures) in res·pcct to the t:r:<o.nsms.si.0111S· involved .in (a.) 

a.bo~o; 

(d} in.t~rception st©cra.ge or guid:Dm.ce upon transmissions of th0 

type =41volved in {n) above; 

(e). general. e-.dvic.e not rcvc..'\ling knewlecilge -0f specti'ic techniques 
, . .. 

:·.: . 

or current pr~~lcnU;i; 

provided C?nly tha.t bef0re implcrJ.entin,g such cm ngrocrnmt~ the other 
... 

po.rty is cons~lt:cd on the technical prob'l~ involved, s:UC.h as the 

steril:Lzation of raw tro.:f'fi~~ 
/6. ' •.• 

+ 'Releasa.blc' eqUipoent is d.ef'incd as that eq;uipaeNt much is 

releas·able under the nationctl policies of tho country on.king the 

In gencr.o.l, r.eleo.so..b.le oqUipocnt is considered to be . thnt 

gover.mnentai -sources v..nd cln.ssif'ied not higher thD.n CONFIDmTD\L • 

.. 2 ... 

~- -. 

. _, .. 
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6. Befo-re .:mtering into e~hmlge arrangements involving tho turniahing 

of end-product 1 or of raw tr-&ffic, D/F results., teohnic-£1.l m. ter.iD.1, or 

gu:idanee beyond thos.e speeified in ~·/l.raph .5 ahove, each ~ ~t . . ' . . . . 
. -

obtain the conBent of the other. The dcc.is~.oo to ~~loo.se .s-uph .~~ 

will be bc.sed on il. consideration o:f' the risk faotors involved &na 1$.;e 

benefit likely to accrue in the tcchhi.cmJ. ol' into11igcncc fields. Due 

weight must be given to the teehnioo.l conpe-tenoc of, o.nd. knowlc<ilgc weaay 

available to, · the Third PD.rt~. 

8. In negotiations with Third P~tics c.ll possible D-ssurances .s'hol,!llCl be 

obtained thnt the Third Party will s·Q.fegm-..rd n.11 ue.t0tinla received., 

will not make them aw..ilc.blc to aey othQir Pom:ir, a.nd will ooncca.l the 

existence of its agI'eOBen~ with the U .s. or U JC. The precis.e terms 

of' these assure.noes r:mst be left with.in the -dis.cretion .of the U.S. o!r 

u.K. negotie.ting authority a.ccorcling to tho circunstancQs .of ~h· Cfl.S'.e. 

9. _Both _PU'ties to the BRU~. o.greement will pool t.hpir kno:wledge of' 

foreign COMINT org0;nizo.tions up to the a.greed 1iw:i, ts of exe~o of 

colla.teral. 

10. In negotia ti.ens with ThirC Partios cwecy- e.ff·ort l'?-hould.. pe OQ.do t-o· . 

avoid disclosure of u.s./u .K.. collo..borc.tion in the COMJNT f""ield. If 

and When the question is raised by o. Third l?a.rty, a.il::lission qf the 

~tent -and noturc of: sueh collaboro.tion oust be k!cpt to a mni_mom and 

/i:n. ••• : 

-
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in no· c·~e revee.1 collaboration ex:cr,eed:i.ng the scope of' the arrnngeraent t 
l· 

"':' . 
II 

&l.SIC ·ffiINCfiliit'.S GOVEP.NDfG :.NY COMINT .. ~~tGll®lTS lllll.CH M.~ :aJJ:: :W:..PE WITH .. ~ . . . . .. . . . . - . . .. - - -- . . .. - .. ... '. - - . . - - I 
I 
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The f'ollow.:i.ng principles Will govern any ru:'rml;gCDCnt much INJ.;y be I 
r. 

.FJDde w.i th Third :i'arties ID. thin the .f'.rn:r..16r1ork of allied coJ:1EL..'Ulc1s. 

12 •. ·. 1-rior to entering into cny CO:MINT c.o-·Opcra.tion ID.th Third Pnrtics e l 
within a.n allied coIIlLlOJl.d, which r.:in.y neccssi tD.te di.rrclosurc of" information 

rcgN:lding or resulting f'ron. U.S. ruid U.K. COlillrr activities and collabora.tion, 

spec.if\ic a.rrangenen;fa f'or such co..,.op0ra.tioB will be n~reed by the 'U.S"../cr.K. 

·.>·::_ .· .. cOMJJ:rT cuthovit.ies in aclvn.nc:e. Specific o.rl'!'....ngcoa:nts for ~y allied col!IBElnd 

. ·-whicJ.1. have a he~ring ori. tJ.S./U.IC. collab.oro.tien DJ:TmJ.gemcnts under the 

B:RUSii. E'.,greecen t will be mn.de ..ilnnexuros to this ..:1.ppend.i:i<: • 

. 13-. Po.rtici:;_Jl\.tion in c:.n ~';.llicd COMilfl' struc.tu.re should be lin:i:ted to 

. nn.tions 

(n) contributing sU.:bs·t..".ntial f'Ol'eQS to that ['.lliccJ. COi":Jirl(l.nd a.nd e 
adcque. te COMJNT. suwort to thos.e forces or, 

C-.)) capable of' r.11lking n signif'icant contr:i,"bution to .the U.S .• and 

u •. K. COMINT ef'f'0rt within the COmr:lllnd. 

l.J+. · .Co-·opero.tion w:i. th Third :i?nrtics within the a.llied co.r:1mi:md s ·tructure 

should be. oonfined m.. thin the limits neccss·c.ry to rnee.t the es·s ·cRti.a.l needs 

of the ¢ ollll:iEmcl. The release of u~s. l:'..nd u.K. COHI.NT cnd. ... prod.uct to Thim 

Party nationals in. allied cOI:ll'!llmds should be a.voided if' pos·sible~ o.nd in a.ny 

. cv~t "should only be mD:de n.f't0~ o.:.gre~uc:m t 'hetmeen u. s:~ o.nd u. K • . OOMINT 

cuthori ties. · Xf such ml'. tcrinl wus·t be relcc.sed to ThircJ.. I:>nrtics, the need

- . to':"khow principlo uust he applied strictly and the watcrinl 

-4-
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Thl?C/F /l (continued.) 

(a.) Pcac eM:,1!1.e 

(i) ~c Il'ltclligence necd:ed. t .or pi~ ,?Drpeses :provided 

it- is e-;t"fectively disguised. 

(ii) special !nt·elligono-c only wb.Cl'l embodied in general 

intelligence ~i-es f:+at.l wlµ.--ch ~o info-~tion can 

be t~ed ba.ek t .o COM:ENT. 

(b) Wb.rti~ 

(i} Traffic li:rtelllgence in categories nutually ~reed as 

relell.sable in und:i.sg_uiscd forra by tho tr.s. and u.K. 

COMINT a..uthori ties, and other Traffic Intel.ligenoe 

vm:en effectively disguised •. 

(ii) Special rn:tell.igence ef'fectively disguia.ecl. 1 in 

categories routulllly agreed as reloo.s~ble by the u.s. 

15. .As a con.di ti on of pa.rticipo.tion, there shouJ.-d be prior Mceptl.\ll.ce 

-- of a.greed security pr1ncip1.es bnscd on .Appendix B t!,ll.d similc'.l.r t<0 those 

aiven at Ex.hi bit 2 to Annexure P1 to this .ti.pp«:mdix e.nd agreed by tho 

U.S. anci u.K. COMINT o.uthoritics. 

16. In any allied COMINT arrruigemcnts there I3U:St be no revel.a tion 

thn.t u.s./u.K. COlfiNT colJAboration exiats outside the poxticulo.,r-~ 

concerned, or that within the oor:aoo.nd u .. s./u·.K. COMINT o-olJA,boration ia 

d. T!l.Ore extensive than that to much Thi.rd Tu.rty Tlo1 tions a.re &di!li ttea.. 

17.. cmrmr units o:f po.rtic ipa. ting nations would be 0. t liberty to pa.sa 

COMilfr avnilAble to them to their nationa.l OOMrnT org.o.niZl'.tions a.nd to 

uni ts of' other pa.rticipo. ting no. tiona but not to uni ts or Ill'. tionn.ls of 

non-pe.rtioipe.ting nations •. 
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1. The following principles a.:ffectl.ng the GOMilrr a:rra.ngements for 

8ACEaR apply to pla.nnirig · f'or wart~e ex.o.ept inS'ofa.r ·in.a· provis:ien is m:de 

in paragraphs 26 - 29 below for additional pencctioc co-oper;o.tion. Tbey 

will b.~. :: the basis on which the U.S. o.n.d U.K. CO:MINT a.utl:)iori ti~s will 

negotiate "with 8AGEaR and on Which subsequent Regotiatio:ns with Th,;ird. 

Porty nations should be condi;l.c tea.. · .4ny o.1 tera'bions of' :priE.ciplo which 

my become necessary c.s the result of' these ncgot::Lo. tions will be -~eed 

between the· u.s. a:nd U.K. COMINT authorities and af>pi'OJ;>riate .amendment 

2. · In order that tlle arrang~eniis contained herein 'INJ.Y be effective 

on the. outbreak of war, it will be necessary to initiate planning in 

peacetime with· the Third Fa.rcy :nations concemea. This pJ.anm.ng 

notivi ty · shoUld begin as soon us possible. 

3. In order to prOlllate the greatest pos·sible readines·s for war, 

it rrny be· necessary to extend this pence time -00-opero.tion beyond· the 

stage of' planning. The decision when to enter upoh this s ·econd stage 

will be taken by the u.s. q.nd u.K. Cm£1NT authorities at some later 

date in the_ light of' the then provn;iling international S'ituD.tion and 

of' the expei-ience gained in "the course of c~perotion with Third 

Party nations on ·COMINT planning. 

NOTE: Pertinent definitions f'or the purposo~ of' this piper are 

given at E:ilhibit 1 hereto. 
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APPENDIX P .-... 
ANNEXDRE. Ft (continued.)(~ 

4. The SACEUR Y Struct'ure shculcl hl'.vo th0 folloning elor.1e:nts.: 

(e..) .A s.cni or Y of fie.er a. t SUL~ ( &.C'.mlJR Y off'ic er) 
assisted by a. Y s·taff • 

(b) Y sta.f'f's, nher'c requ:i.Fed, c,t hea.dqu..-i.rters of i;X\jo+ 

(e) National arr~ec"!,. f'orc·es· Y units. provided specifica.J.ly 

operatir-lg under SACEUR. 

5. The reapons·ibd:.littJ f'o!' formulating and inpleaenting 

. S.l.~'s ·Y policy ::::hould· lie with ~ .. c. of s. (I),.~. 

PJF?.TICJI>L.'.HON Il~ &1.CEUR Y STRUCTUPJ!l 
...... ._:""'!"'~·-;.;., . . - ~....... -----

6. l,.~..rticipEttibn in.·the &lC!:IiR Y Structure, including Y staffs, 

should be open to n.11 nations contributing t.o &'.l;Cl:JUR. cori10<'\Jld;· 

a.s · o. nornal ninirJura, conbut forces equivalent to 11'. u.s. or 

Bri:'i tish Gorps together , with Y units n.deq'QD.te f 'or their ilirect ' ' . . . 
support, pr:"ovi,ded . _tho.t thes.e na.tions undertake to enf'oree o,ppro":' 

prciate s.eeuil:'ity iii.eo.sures o.s set forth in EXh:ibit 2 hereto, 

and. also undertake" to appl;r the p!t'inciples s·et :forth therein, 

as o; minirflllE1 to o.11 other· COMI:NT_ .... activities under the.ir· 
.. ' ' 

c·ontrol. 

Y uni ts neeclec1 f'or. the direct support of its forces lmder 

Sal:CEUR a:n:c1 ·should ensure their 0pe:r;atio:ntll efficiency. 

·- 2 -
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APPENDIX. P 
ANNEXIIRE Pl (continued) 

Jrolt:CTIONS OF.~ ~·y l?'f.AF! 

s. The t\mctions of the Sli.U'E. Y .Staff uncl-er ~c. of s.(I) should 

inolude: 

(a) 

(b) 

(o) 

(d) 

(e) 

' 

SA.GETIR Y e:f'tort; · 

esta.blls~ c.s f'o.r na na tiOn.a.l ·d::i.fferences permit 
. ' 

: · 'l.mif.orm ·opera.tionnl prooecl~es be tweer)..- Y: mu.its of' 

giving tecbnie:a..l: tl.dvioe .as required. to the. .SHAPE Intelligel'J.0'e 
··"\ ... 

Staf'f 6n':·the interpretation of Y inf'oraD.tion rec·oived by 

' 
SH.iPE, tldld. ~ing for the the SH4PE Intelligence sto.t:t; .. 

' - .~ '.. . :~ 
(. 

to recei~ all th-©-Y·~m"o.."lti.on. o.vailahl~· in the ~- .. 

Comnand which JTt:l.Y be of vn.lue to it; 

regulations and policies governi.ng the produetion, ha?idling 

and dis·s em:i.na. tion of' Y r.10. torilll w.i.. thin tlie Sk.CElJR Comcnn.d 

.in accordance with the agreEd reouri ty principles in EXhibii: 

2 hereto; 

~ing f·or Y uni ts to ~eive such tech,t).i.ctll w. terial 

and· end:...produot, whether :producod in the S{l.tJ;EOR COIDO.ncf' 

or reo~ivea.· from n.a tional sources, o.s rJEJ.y bo nee.esatU.'Y 

£or. eff'icient·conduct of their operc.tions; 

·. (f} oo.-ardino/Jrl.ng a.rrangeiaents fo:r tho e:mhAnge of trattie 

between Y tmits within tho·~ Y StruotUre ond:for the 

f'1.ow of traf'fic f'.roo Y uni ts in 

.. 3 -
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,.~IX -J?. 
· . .1U'JN'EXURE P1 (continued) 

(g). arz'.a.tlg~ f:E)r. mterial of teclutica.l COMINT interest, 

ip:cludi.ng pri.~:oner of uar interrogations, prisoner of war 

reports, an~ captured documents and. equipment to be nad.e 

L-imedia tely o.vo.ilable ns approprio.te to the e10I!lents of the 

~. Y St:itucttlre .ar-i.c1 to na.tiono.l CO.MINT authorities; 

(h) es1:!p.')Jlishing .. and sta til\_a; to the appropriate a:utho!r'i ties 

requirements for such special oomt!ltlnications and crypto-

cho.nnels ns r:iny he necessn.ry to me.et the opcrc.t;i.oTh"tl DJ;ld 

security r ·e<!Uirel:len ts of the Y effort within the Sl.i.CEUR 

comrrnncl. 

9. Y staff.s "at subo~nate corr:m.'Ulds should perfor).]l functi0ns 

corresponding to thos·e of · t he Y ·.sto..rr· at "Sfll~. 

1 o. The aain tE--sk: of a Y unit should he to s·erve its m:.n conm1a.nc1 or 

fe>rmation With inforw:ttion of fil·1ed:ic.te value about fbrces c1ircctly 
: . -.-.~ ~ . . . : -

oppos~ tho. t c-omno.nd or formo.tion. 

11. ~en nec.essa:ry a. Y. unit P..".Y suppol''f a conn::Kmd or forint'.tio+;i. of a 

different ~tiei~ ting · nr. ti~n. .. my a.rrangeraents for such· support 

1 

or nE.y c·or.:ibination of Y ~ts of one . n['.tion..".l:ity with those of <'-nether 

nntionali ty U"ill he subject. to n,grcewent of the nili to.ry cer_ir~ders of 

the fore~~ fair wh0se support the uni ts were ·:provided, or of 'the cognizant 

rta tion<-~ COMINT autho:t]. ty if required. 
·-

r 

--
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.iU'.PENDIX p 
ANNEXlllRE P1 (con tinuoo) 

COMINT ·UNIT.s IN Tl'l.I; SA.en />!ml ;NOT F.l{GAGED Dr DIR:roT str.ProRT OF FORCF.S --····-- ... -- .....;..,.__ - . . -~.- .- ·, . -:- ... , - . --- -.· - -

12·. ::~ · :Eb.ch nation with forces serving undor $.OP ~Y indi.Vi.cl:w.lly 

arrange with the a.uthoti ties· concerned to opern.~q~ in. t.;he. theatre 

direct support of' th!.';). f orcres under S.l.dlEIUR.· · -Theac :un;L_ts Will not 

6perate o.s pa.rt of the SACEOR Y StJmc4ure o.nd will ·not .he .subje<iJ·t t.~ ·· 
. ·. . .. . . ' ,. .- . 

the arrangements for intcr-~ll:Led. co-operation •.. 

13. The U.S. and the U •. K. :will r.IDintn..;i.n. B.;:n o;perl\.tionnl a.epa.rution 
.·· 

a.nd, _ ~ofb.r ·e;s prac tiqo;blc,. a physico.l se)?t..'\!'£?.t~on ·hetyre_en the Y 
• • !"' .. r·· 

uni ts tmd. th~ir nc. t).o.nal .COMINT uni ts,. 

14-. lt is recognized thn. t certain COMJNT '1lil4 ts n. t th.~ Jiig:qer 

levels (e.g.· Army- Group) would be directly supporting both 8£\CEUR ~d 

their Mtiona.l COUINT orgn.niz.."l.tions. E..."1.ch pn.l;"ti.cipating na.tion trou1.d 

he..v.e .. di:scretion e.bout ·such QD..ttcrs c.s the right of acc·css of oth.J.r 

.na.tionr.ls to these units. 

· · OO-OPflR.ATION· WITH THIRD :P~TL:'.:S 'JITHJN S,U;CEUR Y STRUCTURE . . - -· ----... ~-- - -._-.-~------· 

15 •. . Co-operation Wi,th·Third. i.~.rtics .,\tlthin :t;h.c s.illEUR Y Structure 

·should be conf'incd within the li.nits necessary to oeet the essentie.l y 

needs Qf' the itrr.lcd Foro·es contributed. by them to SACEUR ~d nust not 

rev:~l tmt there is COliINT colln.borntion betveen the u • .s. c,nd _l'J.K. 

outside the sphere of' Y. Within the li.i:rl.ts a.greed f'_or· .the r_elcase of' 

cm~ ~tre:t'io.~ _-prou"UC·6d .. by···~.s. and u.K. orgo.nizq.ti~ns (see pQ.ra~ro.phs 

20 and 21 below), co-opera. tion with rhircl l:>o.rties should .. -i;i wnoi"ehenrtea. • 

. ... 5 -
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AEPENDD:: J? 
ANNEllJRE P1 {eontinued) 

16. 'Th.e c:ha.nn©ls f.©.r- the provi~on. o:f t·~et1.l assi~tance to Third 

Parties t'rom u,s./tr~K. nAtiono.l.. C'OMINT ·aou:r:'Q·e·$ ~oUld 'b-e· vi!!.. the highest 

levels $f u • .s •. and U .. K •. 'l'hentre CO:M:EN:T org~zn.tions or vi.to. too SHA.PE· Y 

s ta.ff' whichever- 5,.s -ms:r-o appropriate in indi vid~ 0.::i.ses. 

17. In so 'far o.s consistent with 'the a.e;reed li:mi ts- forr the relco.se of 9 
U.S .• nnd ·u~~ doMJNT, and .il). ~er to sccur·_c the nooeS:S.'.U'y d0gree o:f 

· mri.formi ty, Thi.rel Pn.rties .should be persu:i.dcd to t."..dopt certn.in COJW!Oil'l 

. ,. .... 
opero. tio.M1 -prooedure:s (e.g.. those p."l.rts of tho BJRUS1l noto. ti on system 

used by the u.s. c.nd U .. K .. Y tm.it.s &11pport;i..ng foa;ucs 1.m.dcr .B.l\Cf:ll:IR)._ 

~ OF Y MATERWi B'1$I'W}J5!'f UNITS UNDJ!R SUCE!JR #ND 'rHIHD Pil.RTY 

NATI0™-4 ~ONS 

'18-. ·'l'he ·y Uni ts and Y s ta.ff a of the- pgi.rtieipa-til'lg n..~ t.ions would be 

i· at liberty to pass to their own nc.tio;rt'.l.l d-OlrrN1' org.mtlznt.io:ri-~ nn.d to 

oth:Di' p.<\rticipatin,g nations·, -but tO those llll.tions 0nly, the tcohnioc..l .1 
JJlC;terial !l.n.d tra.N"ic p.rodue.cd or rooeivod by thems.olvos. The no..tionr.l 

COMINT organ:tzn.tions· of' ·th-a pn.r-ti~.i~ti'.ng n:o.tions. should 'in tuni prOV'ide 

such techhiool s~pp0rt both to- their own Y mtl ts ond t!ui'ough the ~ 

Y sta!ff to tho Y uni. ts of' oth-er pt\rtici;pc.ti.1\g nD-tions ns they m'.ly oo~ider 

would he a;ppro;pri..'\te and of n.a.sistruicc to the Y cl'fort under SU.CEUR. 

Such. Jll!l. t~l -BhA11 he ht\.ndled in a.oc-ordt-.no 0 with th~ .rcgul..."I. t ions in "0 
EXhi.bit 2 h.er-0to. 

]SX~PJ or !tfT~Y :ERODUG]ip COM:Qfr TINl)--~O'.mJOT lm'.r.i~ S4GECT.a 

.AND D'fimi ~ A!LW CO~~ 

1 ~. Ex:c~e with oth'Gr IOC\jor OotIIIDC'..nders of NA'rO of internAlly 

:#'©duc0Cl COMINT cnd-produot o.nd Apprccio:bions- should be ns- agreed b 

I 
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I 
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~IX p 
kNNEXI1RE P1 ( o.on tinuea) 

the Sul;>reme illied Corrmanders concomed Md shoUld be confined to 

tOO l,U,g'hest levels pro.ctica.blc. Sueh exchooige shotl,ld: ~.~ . ~l<!L-€e in 

a s-ecura cryptographic chAnhel provided e:x~i~iv·aly .fo~ . ~hat .purpose. 

as a c ondJ. tj.qn of BWlh excha.ng e, the s ~uri ty . :F-¥-oi p~c.s . ~ct , fox-th in 

Ilxltlbi:t 2 hereto .a})a.11 be a..ppli.eQ: liS a. minim1.Jm for ·the hAndling. o-f. the . . - . ' .. ::. 

R&I~. OF ~1;c· .. Il~Tl!U,a;m~:rro~_· lRQ~ ¥1· v.s.. :ill[) u.x._ ~~lONS' 

20.. The relea.s.e to Third Pm.J:::ties in the SACEUR:Co~d - c;>'£ ·Tro.ttic· 

Intclligeno-e produced. by u .. s. a.nd u.~ ,,orgruri.~a.:t;i:ons will, n:thl.n the 

limito.tions of th.e need-to-know Md the provisions o£ ~b:Lta 2 n.:nd 3 

hcx0to.,-. be subj.ob t to the f'oll0wing · conditions: 

(a) First (reloosablp): Ontegory; 

C~as I .. . - ' ··- . 

This c.onsi,$ts ··of Y m..'\tc:r.io.,l; _both ~nd-pr-Oduct ani;1 .teebnioa.:). 

mat~, produced. by u~s. Ol'l.d tr.:K:. Y '!;lllits, tmd mntori41. 

of the same lq..nd o.nd sup.:plemen~ to -it prod.Uo~ }>y U:.S-. 

o.nd U.K. COMrnr orga.niza. tions-•. . '.I}ris elo.ss will normo..:Q.y · -
' . - ·· .. '.I. ·- '-··· ..... _ . . 

be released automticlllly in wti.rtioe but th0 d.CGisi-ori, to .... 

collll.ilehce c.utomntic rclc:isc of this cln.ss \?ill be aubj·ept 

to mtuAl o.groement b~twcen the oogniz.:i.nt u. S-. a.nd ~ .• ;K.. 

:~OMINT nuth0:i;-i tie~~ _- -_4-1;~ .o~ c.ny po.rt of this !llllterial. 

will be withheld at o.n.y ti.me by bo~ pm_-ti.~~- ~t: -~ ~e:I\ 

j:t\rty· dcoln.res that :releo.se wao.ld · be hA~ to 1, ts 

:pati0n~l interests. 
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ANNEXURE P1 ( cont:i..Jl:ucd) 

This oonais.ts of . COMDl'I' mtorlAl, both end-prod.uc"E ~ 

teohni.C"'"""1 IlY.l.tcri&.l wt>..ioh, t:W.:though. prod'llced by n. U.S. or 
·. 

U.K. COMINT organization other tl'ia.n a Y unit, ~uld be 
. . . 

capable of p:rocll:re'lri..on by . Y uni ts., and which, if passed 
. . . . 

··- .. ·-·-= _:·to-·.e Y-uro:.t,-:="wocil& erill.ble::'t:aAt uiµ.t to aiilu:eve a· -:-' .. ·· • • .J • - • -

s:tgni:f'io·roi.tly hi,gher ·aegree of ©xploito.tion of i.ts n'Onnal · 

-tusks; - Both U.S • . emd U.K;. national COMINT· a.uthoriti.es mu:s-t 

be -:Ln ngr.cemcnt hefore mtca:cie.J. in th:i~ -olass IIJD.y be relensed.. 

They will continuausq review the o]Asa ·a.'1'.ld rainto.in o.g_re'<3d 

list~ cf the ·mll terit:l.l included in it". 

' ~ · · ~b,:ls Gonsis ts of tho retl0.inder- of ~rattic Intelligence not 

inelu.d¢ o.botie. rt n"l.y not' be released to Third ~ti.es 

~ ·• exo.cpt i:-.s indi.eo.ted in Exhibit 3 he-retq .• 

RF{IEfiS~ o/_ ~~ WW.,$~' 
21·. Specie.l Int·elligenao will only be .reloo.sOO. to Third l?n.rides in 

the SAC'.EUR COJ:JDEtnd in accoril.lmce with th.e :prov;lsions of Exhibit 3 

hereto~ · 

BUNC~ ~ ~G. v.rrtr COMlNT ENP:..at®OOW Jlf.I!RODVCED p A.I£FEID 

c~ !Ix .~ J?MTIE$ 

22. COMJlfl' end-prodt:iet i.ntroduc,(oo: ·by Thim Fart-i"~s in:to Allioo 

Intellig-enc Gl channels 'Will be habdled in a.Cc~e with ~ra~ 

20 end 21 of Dxhibit 2 h-ereto • 
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fi.P.l?ENDIX P 
.ilNNEXIIRE :J?1 (c0nti.nu©d) 

C'O-O~ION IN PLANNING OF 'VT.ilm Illfil Y STRUCTURE 
-----------·--~·~·.--... ... - ~-~ ---· .. ------ ...... ::...- .. ~··-

23. It is n;greed thn. t co-o:per<:1. tion with Third Tu.rties in pl.a.nning 

tha wnrtima structure should begin in peacetime and as soon as possible, . . . 

and that ther:e should he ·ste±>-by-step iLlplementa.tion .er£ the SAOEOR Y 

progz:D.li:me in cori:sona.nce with &'1.tisfn.etory testing of' each succ·es·s;ive 

step., It is considered OJdvnntc.geous to esta.blish relations with one 
'C. 

Th:i:r'd Party [[ll). t~on. at a. tine until a:u those c;:.onsidered eligible l.' . .:.t·e 

inclu9.ed. , Before,IilD:k:ing n:ny. proposals to ~ndiviC!1t:ial T~ro :i?ru;-ty nations 
~ ..... 

which,, ~Y n~es'Sito.te the disclosure of information r~goxd:ing u.~,~ or u.~. 
. . . ' 

p~ for Y, ~ should. seek the ooncurrence of' the U.S. or ,U.&. OOJfiNT 

authorities. 

24.,'-,'. In ,o.ny nppronch to Third Parties within the ~ Oor.:na:nd with 

rcgo.rd ·i.o the ~lanning of a we.rtir,10 Y :strucue the following principJ,.e~ 

should apply: 

(a) There L'D.lSt be no disclosure to Third Parties of o.:ny 

u.s./u.K. ooM:iNT collaboration outside the Si.l.CEOR 

Comcund, ~.nd co-operation in pL."1.Il:ning should be 

conducted with.out revealing ,present u.s. on.cit u.K. 

CO:MINT successes or the sc·n.le and na. ture of' the·ir . . 

pre~ent ~ plc.nned CO!l{lliT effort. 

(b) .is a conili tion of co-operation in pla.nnllig the 

Sti.CBUR Y Structure .Third J?nrty nations must accept and adhere 

to ~ security regulc.tions governing the produ,otion . . 
and bp.ndling of' Y a'\ ter:i.n.1.. 

- 9 -
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APPENDIX. P 

D 
l:IUl:K 

.ANNEXURE PT (eon tiriued) 

{e) Xnowled:g-e of too detai.ls of the pla:nnll\g of the SACEUR' Y . 

5b"i:lctutee ma.st he restrictred to nati:onals of thos.e nations 

taking part in tba t planning. 

25. The ~~ and. negotiation:S :bh o:ny a:ppro<i:ch s.h.o\lld be oo~e- by 

the ~ Y officer, o.ss•is·ted by sillCh oi'"ficers of' th.e .U.~-~ and rr.x. 

s.ervioes conoerned as it pia.y p!roVe .necesS'o.ry to ~p:pc;iint.. He a.na: his 

s taft shov.ld establish,. VO. thin the framewo.r k: of the o.grce.d .. vw,rt:i;nte 

~cnien-ts, a sk.eleton ,orgruiiz..."\tion e;rni commun.i6ations ncrlworlt designed 

to en.W~ the ·orderly expansion Md effective e>-pc~tion of the Y strU.eture 

. . ' 

·o:n the outbree.k of war. They should Gl.lso dcv·elop such common or similar 

prG:>cedure.a ns ~y b,e desirable and pr:'l.etica't:>le. 

26. In ora.·e-r to .oorry out hl.s plAnning to.ale:., and. in srdcr to advise 

Third Party no, tiona, the BACEOR Y · off5;eey. shonlQ. b.e ~ded m. th pertiitcm t 

inf'oa:mation on the subjects listed below. The n.,."Ltion:s c·oneerned ~hauld 

oooh des'ign.a te the lil.uthori ty with 'Whom he ouy c-omrntlinicc. tc on thcs•e a.nd, 

o thCll;' Y nn t t eir;-s • 

.: }"·-· .· . 

. . 

TYJics of ·y units 

Nmribcr o:f uni ts pl,.."\lln-ed 

Ba.s:i.c opero.tion.:1.l o~o.niza:tion 

Manpcrwer · c·omplemen ts (by f'unC tion) 

Numher of intercept pos.ihons 

(in brood co.tcgorics, e .. g ~ H/F Voio~, D/F) 

Fr.e'qucncy ranges of: il'tt·erecpt equipment 

- 10 -
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.G.PFENDIX p 
ANN'.EXlJRiE P1 (continued) 

LllITTS OF .PFA:CN,rl)AE CO,.OP.Eltil'ION ;BEIDNJ) ~G T'lJ;!l: WA;J\{T'.IJ.{E; _S~'.J\'URE 

27. ~ pln.nning o'f the mtrtime structure prooeeda, it JJJAy become 

neeessc.ry to under~ f!Jrther peace-ti.mG co-op(A'!'(\ ·Hon -w:i th Thi.rd ~ - . \" :. 

nati0ns contributa_ng forces - to S:£lCEUR in &rder t-o· -emure the uoateat 

pc;>saible ·readine~ f'or war._ 
28. The ikst phase of this fu:rthet- o_o-operv.ti-Gn will e 'onaist of a. 

limit~ e:ic~e vri . .-th Ttµ::rd Paz:ty n-ntions of tro:f~ic an<i techrfioal 

mo.teria.J,.. The eutari.al. provided. by U.;$. and ~ri tis·h COMINT authorities 

will e "onsiat' ofq::;e-1.:eo'-bed traefi.O" c.nd. t·eohnical dntc. d-es~ed to ass-ist 

Thil.'ld Party mtions 'to -, tri.iJn Y: ll.llc;l. Tuta_J..ligeno'e p~s:onn~ for eventuo..l 

. service with forces under SAC~. The cqm.etlJll;cment ·of this pms-e Will 

be subject to the ngreerae;!'lt- of the U.S. ·o.Jlld U.K. C~ a.ut_hori:ties :-

and the provision of'" th© z:;n terial mo.y be progres·si vely ~~ within 

the follomi.ng limi.tations, .:ia specifico..lly ag;reed by U.S. ~d Ui0K. COM:mT 

o,uthorities in eoch ca.so and in the following order-: 

(a.) Raw trc.ffio selected in o.-ccordanee w.i th :i.denti£ic-ntion 

cri terio. !mown to b-e ~.:vn.ilAble to the Thi.rd. 1".rty. 

(b) Rclw trn.ft'ic sel~ted in nccord.a.nca with identi.f'iecdiien 

cri teric.. not lmown to be o.vn.illl."Qlca to tho Third Porty, 

~ not involving rovela tion o:f more tho.n 1.0-tT grc.de technicaJ. 

s~cese. 

(o) Results of tro..f:fio o.nAJ.ysis OJld plo.in text ~ot involv.ing 

solution o~ complex coJ.lsign or procedure systems. 

29. i..s a. second phAse l\lld depend:ing upon developments in the inte~ 

na.tionnl aituc.tion, oo-ope.rotion mAy lo.ter be extend.Gd by agi;-eeElent of 

the rr.s. a.nd. U.K. COMINT authoritias mthin the limits 
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..J.PPENmX p· 
~P1 

. ~ . ·. . ~ 

co-opera. tion •. .- 'I'his second phase will be d-0.s~ned to cov·cr ll.e"t\Jl) .. l ·needs 

W:hich mll by then have bCQOine np.PO;retlt. It will bo cond:iti.o.ned by 

the greater lmowledge off Third Porty activities ~nd of the s.oour{ty 

,, . 
. risks involved which. will• M.ve hccn acquired durin,fi tho wli'c:r s"tagcs 

of' pe11Cetime o-o-opero.tion. 

30. COMIN'f dissemil'1:&Vtion to '1'hird ·Po.rtics in pooe.eti.ne, beyond tho.t 

-pFovidcd for- ·a.hove, will be governed by the pri;Rciplcs ·~d regtU-a ti6ns · 

c 1onto.in.ed in Exhl.'ll>~t 3 h~et11>, nru1 it.ill ~e on o. do.t.e to be agreed 

by the o.s. ond u.-K. CO.LITNT Q.uthoritics and Sl\G.Elm ... 
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TO !IE HANDLED IN ACCORDANCE WITH IRSIG 

3 •. Pit.RTIC:IP.ti.TING 
N'J\'XION$: . ~ .. 
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e. 

D 
. ·· 

.. -·· 
OGA 

... 

EO 1.4.(c) 
EO 1.4.(d) 

... · 

.. · 

B!G/F/1 
1 }+.th February 1 ~)'52 ~lX. p 

lu)ne:x:ure P1 

Intelligence informD-tion ·o.nd technioal ~terial 

resul.ting fr.ora the intero·eption ruicl stuay or· 

telecor.:D:.lllhico.tions.. . ( cmwrr includes y' q. v.) 

Intelligence iruon"'l,,."'..tion produc,ed .by QOM1NT . .;;. ...... - . . - . 

ac tiri tics.-

Nations c·ontri.butirig ·y activi 'ties to the SU.CEl.lR 

Y structure e..ri.d e:r-i:titled to rcc.eive the :resµJ..t;s ... .. ,,,_ -· . 

of the QOMINT arrangements" for .s.lQEtJ:a in 

ncoordance with a;greed conditi'0n:.s~ •. _.: .. : .:. . _ ... 

The oo tiqn required to . produc.e COMJNT from 

tro.ffic. 

·Traffic showing no evid~nce of processing for 

.COMINT purpos.cs • . 

• • • ,..! . .. ct t 

. . 

(a) The· decryption of texts in '17hoic. ·or .fu ... jlrt 

except o.s . provided. in po:rc.gro.ph 11 (b) helow·; 

(c) The d.ecryption of cn.llsigns or .oe.ssage 

~ea.dings encrYJ?t.cd in cod.es or ciphews of 

high security gradings us n"'l.y be spcc.ified 

'by UOOIB. \lild LS:i:J3; or 

(d) . The interCcJ?tion of certain types of 

.transmission D.'S r!'C.y be spooif'ied by USCll 

o.nd LSIB; . 

- 1 
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'.B!C/.F/1 ( contirru.ed). 

(e) Certcd.n categories of pL"'.i.n texts, 

o.s ll,g_re~ by USCIB and LSIB. 

DD. t.1 e:oneerri.ing· .cryptogrophio syst_ens-1 oocrmmi-

. co.t_ions proo.edm-es and. methods Qt' tclrge.t coun:trics 

8. All individuals or uuthori tics oth'<ir .. tho~ th~.e 

of' the Unitoo sta.tos; tho British ~c, 1lI'l.d 

the British D.0J!li..nions • 

In t~roeption teleo-01Ermicc. tions oc ti vi ty 

.. (includiDg. mes·s-o.gea, chatter, proo-cd-ure_, etco)o 

1 O. TRll.FFIC .d.NA.Ii~SIS:= Study 01.' eon"Jlll'ri.ca tions neimorks., p::;"ooedure 

11. m.trFrc: 
~IDJiA!IPE;i z 

signals, callaigns, . lJ/F bearing·s c.nd : a.th.er 

tec.'hnic·n.1. aids to produce inf'cmntion by o.ll 

means short of llCtual 'dooodiing or decrypting of 

the t~t of .intercepted CODfilllni.c·o.ti.ons. 

(a) 'l'hc study Gf proe ed-urc ~igntls, Go.11.,... 

signs, message hood:i.ngs, D/F beori.ngs 

c.nd other. externals 0£ oamtrunica.tions, 

except the doo..ryption of oal.lsigns or 

pessage hea.dlin:gs $Crypti;d in codes or 

ci pher.s of high eecu+i ty grodin,g r-..s ooy 

b.e speeif'i·ed.. by USC'IB 3dtd LSIB ; 

(b) The deeryption of the whole or parts of 

cotiQur-1.iCt:" .. tions in cod¢s or ciphers of 

.sueh low security grnding tint they 

are sPec if ie·0.lly c1n.s s ed. n..s Tro.ffie 

Int:elligenec· by USCIB nnd :L,S .. 
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- } BID Jeh (continued) 9 

OGA · 
EO 1.4 .. (c)" 
EO 1.4.(d) 

.... , 

( d) Certain ~tego:r;i.ea 0-f plai11 t ·erls, o.s agr~ed 

by UOOIB oaid LSIB. 

A period. of oo tuaJ.. hostilities inVol vin:g SllCEOR 1 s 

COMJNT which mobile fi.cld. uni ts ean derive f'ro::a tba 

tiraely pr<>c ess·ing of tra.,f f io· prooured b_y th(;I;l by 

lis tcm,ing to en.emy com.nmic-o. t ions f.or the J!l'l..lrpos e oi£ 

providing intelligence f'or tlle ~era of the force~ 

"trlri.ch they o.re diree tl..y su.pporti!'lg. 

1-4. Y UNITS Mclbi le: mi.li. ~y :ti eli. uni ta e.xql.u.si vcl,y cngo.g-ad. in 

Y activity. 

x Dei'ini tions LJarked with o.n asterisk will require oodi:f),co. ti on o;r-- O!llssicn 

bef'ore being used by the Y Sta.ff Officer :;i,n discussilig nrro.n,gCib.ents ci.th 

·non-u~s./u~K. parties. 

- 3 -
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m.INcU W.~ flt§ RAliIDtJNG- OF Y 

~l'ION 

1 .. ... ,. Thes-.e ~ci;pJ.es sha.J.1 be the ba-sis- in .P·e:&ce. ~ ~ of all 

s-ec.\llrity regulations an.4 polici.es gov~ the pr~duction; ~ and 

• aiaeemi.nation of Y • 

. J)EFAA'flgN, 

2. "Y i.s Oonmunication Intell~nce whi-O'h tnc:ro-U-e :fieM mil.ta ea.n .. , 

. derive frmit the timely proe essi!lg of traffic lll"~ by them by 

li~~e:nimg to enenzy oommunisa.tiona for the purpos,6 o'f' provic3.ing int:e.U.igenoe 

for the-~a· of the :fo--roes which they are dir.eotl.y S\1.pporting. 

It includes raw traf'.fj:e., end-pr~t, teohnical mat.eri.~, working Jq.oo~ts 

and 0$.ptured material us·ed in i t ·s prod.uct:ton. It also inc:LQ,des int.el.-

ligenoe r~orts, a.p:precia.tions· a.nd stlllllnB..ri.es ~s-ed ~ Y unless the infq~

tion is so gtmeraJj:zed that it cannot b·e trao-ed back to a particUl:ar .. item 

of Y or to Y in general. 

3. _ Nations pa.rtioiIS-ting in the SACEXlR Y eft'ort must, ·n.s o.. cond:S:_~~on 

of pa.rtioi~tion, agree to accept and adhere to these regulati©ns .• 

4. Ea.oh country participating in the Sti.CmR Y e:ffort lrill d:esi.$m:i.te 

a na tiona.l authority to .d;eal w:l th &ll <[tlestions of Y security and en:fore e 
. . 

th~e regulationB. 

5 • . Ea.ch na. tional author:!-ty .. will designD. te a. Y Sec-ari ty O:f':f'io er -to .. 

whom Y ma teri.a.l.s and ccmmmi.ca ~ions rel.a.ting tb-ereto shall ee orldressed.~ 

6. SA.C'.l!IIR will formulate and supervise complio.no-e with seouri ty 
• 

regulatio?l$ and -policies :for Y within- tne SACEOR oonnnana. 

SECRET 
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AP?ENJ)IX p 
. . Annexure P1 

.: .. : ·:·----,···Exhibit 2 (continued) 

Before lli1. individual in any capaeity has access to the knowledge 

or results of the ~ Y ~f'fort·, .. ne :rnuSt be screened and cleared. as heing 

The screeni~. mus·t be 

. ~ thorough n.s possiqle and o. t leo.s t 0..s thorough oo tlw. t g.i ven · to ·.J.nd:i!idllil.ls 

having access to COSMIC inf'ormn tion. In add.i tion to such cl&'\rtmce; .eooh 
. indiridu.c.l SC~ tmder SACEUR °CO~ IllUS"t he specifioo.Uy nominated to 

r 

D 

~ec,eive y either by SdCEUR: or by the con.oerned national authority.···' .:In the e 
latter case the nom:iric.tion must be approved by sucn. In ~exceptional e-h-cuxn-

. . 

stonces under opera.tionaJ. 00nd.i.tions the o.boV"e requirements for screening, 

clcar.a.nc-e a.nd neminatio:a .mn.y be Waived :for th~~e-indi.Viduals a.ppointed 
. . . . ··· .. 

-Su.eh 
.. . ..... 

persomi·el mAy he given .Mc:ess to Y upon the authori t;y o:r- the a'PJ#-0¢'1.o.tc . . . 
.. .... : . ·: .. :1:· .. 

c·oll'lliiD.nder. 

B. Prior t~ heing given access to Y, each. individ:uill wii:i'\c Y 

indootr:i.EAted. 'by ·a. spec,ia:J, ~ng on the sensitiyity of "Y s·o~es to 

compromise and be rcqui;r¢d to sign a document drawing cittention.to his 

special resportsibility £or saf'e~ Y and t.o · the ·conseqµences 

. which the law or a.dmini~~C.ti.ve "or ··exooti"tiV'!c:r-.ord©'.ii' of ·his "cetm:f~i·::-0:r- ord~ .. . . . . . . . 

. - . ·.• . 

of' SACEUR, provides, ~ either by intent or negli.genc.e he ·allows Y to oomo 

to the notic'C eif' i:mauthorized persons. It lllUSt be str'es·sed ·that ··there 

is no time l~ t in th.-'\t the iruf'orma.tion mus·t be safe~~ indefinitely• 

Distribution of Y must be. on the need-to-know principle, i.e. each 

item of y shall be JMdo kno~ only to tho.s-e y indootrinatea. indi Vidunls who 

r<3quire it :i.n the perfonnance of their duties. SACEUR will mzintad.n 

c'ont:rol lists of ind.ootrina ted Y r-eeipj;.an:ts in f grc·es under ·his c·omrnond 

other ~ thos·e engaged J;n the production of' Communication ·rntelli.gence. 

- 2· ..,. 
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~U:E' 
Anne:irure P1 
Ex:h.ibit 2 (continued) 

He w.i.11 ensure thnt the number is kept to the minimufil c·ons·istent with 

css entin,J. intellig cm.6-e and opera ti.on..'"'..l needs• Na.ti0nal a11thorities will 

maintAi.n similar lists of' their own ru::.ti0nals and apply similar 

restrictiens. 

1 o.. Y indoctrinees rau:s.t not. be· allowed to run a gr0<.1.ter risk of· . 

capturd ·'or inteIToga tion.: by· enami.es or p6tentii:Q eneil¥los than is a;b:s'o'lutely 

neceSSUJ:'Y f'ot' the. ef'f'icien.t perf'orrao.nce of thcii..r duties. This mus.t o.lso 

apply ·to o. period of' a:iX months after they hn:Ve coosed to receive Y ... 

mc.ter.io.l ex1Jept· _during active operations in c~~s .9L·A-!1!~~:!1'~-~~$i.~Y;• 

11. The grentest care I!lUS"t. be tnken ·nat to. betray Y Sttcciess. by actions 

based on it.. Efforts should b.e made,. if' at all possible:;· te dev;ise suitabl$ 

c·ovar, ·such o.s· reconnaissam:e .• The so:uroe shot1ld. ·.bi:i no account 'be. 

needlessly risked. 

12. SACEUR will dcteroine the level to which "Y. ·Will be dissenti.n:ated. 

Normally, in ground forces this Will not be below a o:orps.+ In 

e exceptiona.1 instances, where it is essential· :for iimn:ediiite·.·operiational pur

poses, inforraa.tion based on Y may, ns specifically authorized.by a.Y· 

indoctrinated comr..w.nder, be dissem:ino.tod below the normal level to 

unindoc·triiw. ted. indi vidua.ls provided the sourcG· is no:t diso1os,ed. Where 

·possible, names, time, ·positions and other.data. identical with· thaJt ·from 

the originn.l text must be omitted, or, if the" retention of' such OJi• .. item or 

items is essentia.J., mil.st be carefully ;poraphra.s.ed. Such i.nf'oI'$1. 'ti on· 

+Note: Thr0ughout ·this pa.par where le'liel ·or c~ :is cxpre::mod· ·in :army 

t~., it sh£l.ll be 1.mdorstood to include eOllmli.nds in other serv:i.o-es with 

equivaJ.en t requirements. 
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APPEND:IX P 
Annexm-e Pl 
EX:hibi t 2 (con ti.nl.l!ed) 

rm.lirl be pasa-ed by 8. Seo\.'tr-e d~s-pa.tch -~e~ce, by a secure. line Qi[' in a 

cipher sys·tem approved by .SLWEUR. It IilllBt not be passed in clea.r 

by ~io .( inoJ.uding ~adi.o telephone) • 

13. Knowledge o-r- the methoda on.~ scope o.f, and the tec~~l mo.teriaJ.. 

resul t,,ing fJ;'OOI, the SACEU.R Y ~fort . wi.ll. be re;s tric~ to th~. na..tions 
• • ~ I 

of ·tj:).e no.tiq:z:i..s ~c.h participate in. the SAcKoR Y ¢fort. .Aec.ess to tho 

Y and-prod'l;Wt· sh0Uld., eis ft:i.r fl..s possimle, be s.i.milD:rly res·trieted. 

@'L$~IE1il:Cil.TION .AND ~S: 

.1.4.. · ~ Y rosu.lt:t._ng from the -SACEUR Y .ef'fort 'will be clo.ssi:Eied 

~ and desigpA '.t·ed; by a. c·od.eworo (except o.s p-rovid~ in para.grt\ph 19 

b-e~ow). The Qllis-s:i:-fictll.tion and the ooo@wOrd a:h:all a-ppell.r on every sheet 
• • ~ • •• > 

of pa;;per 'Which con~s or d:iaelo.se.s the ~ateno€l of Y, except that, at 
~ . . · . 

. ·the d:ise~etion of'. _:j;_he unit .collJrue.nder, this provision need n.o-t me !l.]i>pliet"l.t 
• l : 

to purely vror~ doenoents W:i.-tbin n Y .unit.. The codeword indiea tes 

... tluat the materinl Iml.Bt be ha.ndled in o:ceord:.anoe ~th 

these principles, a.nc: used in its~~, the codow:ord. :f'"or Y. 

trl.11 aloo l'eat thie cla.~t.ifl.oation ~. The oodeword and -.... 

its i,m::@l.ica t;ton. s.haU ~?t b~ r;iade known w persons not i!J.doo"trtna t·od 

in Y ~ ShAll it be. uaed.. ~·its codeword aens'e in the presen,oe ... ,• ··- . . . . 

Qf suoh parsons. 

1 5. · · . In .peno-etime, i:f' Y .dpcl..fillpn. ts o.re. to he ~mi t t.ed by ~o.g 

within SalCEdR 1 s CeEU:iWnd., tho route and proc edl.lre I!lUS t be .s.p.eo:ill.ll,.y 

. .au:fuo.:z::i.~ed by Stl:CEUR ¥.ving :reg~ to the a.deqwioy._·of the securi. ty 
' - • - ' ,,.. ' ' ' ' ~ .. I'• ' ~ 

of ·tho rG'ltlt·e. ~ prooed:~1r~. .- poc.UliWn.ts should be double-wrnppcd and 
. . - - - ~~ . - - . . . . . . . . ~ . . -

M.drea:s:cd 'to E>- Y indo.c·trinated of.ficor (by name, not f~ti.O??-h the 

-
- 4 -
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~ AWEND±; :p 
.il:mientre Pt 
Exhibit 2. (eamtinued) 

In ~tU:ne 1 dis.ore ti on will be_ left to the l6oal 

oomtM.nd.er to make: the ~st aooure ~emei;ita pos·sibl.e. .4a e. mi'-ntunnn, 

-dootu:ron:t8 Im:la-t "Ge ~-ent by_~ of' Q:ffioer or -by a SecU!re ~patc.h S>ervi-Oee 

1:6_.. ft..Y h_1i:ror'~·~-a Qnrt·1.pr1. by~OO.l 

. mep.na ·or l?Y. -D:rq physieal meims. not 00.mpi~tely secure, a s.ool!Fro orypto-
. . . 

gra.-phie o'hm;miel :r;ieaerved ~l.uai~ .. for· ~ requirement _z:iust _be .used. 

Po.rtioi?iting na.tions IilUst o:Qditionll.lJs' ~e that when Y is -s:i.LJ.iln:rl,y .. . . . 

tr.a.m;mi.tted into.,. -0'\1t of~ or externo.lly to the SltCEOR oOiilllMd the . . . 

crypt~phic __ system or_~~ys~ spec:i.o.lJ.¥. ~ed. are _tWed exclusiveJ.y. 

1,7._ The mghes-t standard of phys-ioal seoutrity IIIUB-t be applied to the 
·J- . ' - . . . 

cus:t0city .ot: Y by i:a-tional a.11~orities and within SACEIJR's cOirJCnEUqd• N'orrml1;y, 

except :when in: ~it_ 1.lllder co!l<li. ti~n.~ -preacri~. herein, Y mo.t·er.io.ls l.lJl.d. 

comrmmi cntions reh ting thereto lill;lS"t; n. t oJJ. times be: 

(o.) . 

(b) 

. (c) 

under the direot BUr'l'eilla.nce of n. Y indootrinA ted person 
... ; .·:.;:·: .... :. - . . ·.: ..... . ·' ' 

·- ... res~ble for the·ir saf'e--keeping, or 

l~ked in a. three-o~bino.t.ion sa:fe a.ocessib1e only to 

Y.i.p.doo~~t~ p~anne_l, or 

a-tared :tn _a. J..ooked eo~pnrtmen.t whi?h is under oona_~t 

~e by a.n anned.. sentry~ which is aoc·essiole 
• • - •4• 

only to Y ind.oo~ted ~onneJ.. 

18. Y dooum.ents must. be destroyed. .a.s soon as they hnve ~eased to be of 
I 

use. This is _particularfy ~arta.nt in field conditions where . . ... 

destruotio:n r.rust be by f'ire. 

.. 5· .. 
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~IXF 
~~cPI 
t:x:h,i bit 2 (cont i,hued) 

19. In .orde!i that ncc!E:sst>.ry opc:ro:tion.c.l use c·&m be o.."\dc of' c.c.r'bain 

types of low-lav-el tooticnl Y ($uch o..s D/F b~s fln:d plo.i.n t~ . 

Iaesso.ges) on whieh. i..CmediAte Mtion. must obVi.oualy be to.ken iii, combo.t-

opero tions, sacrnJR r:ny ;p~escribe lesi; stringent sccuri ty r-eg~tions 
:... .i· 

whieh will permit the di.s1seo.i.roti.on of sueh Y, l'(.lthout a codewarq,. o.rui 

at a. c:J .. o.a.sificca.tion not bel0\7 Oonfidenti.:i.l,, to unindoctrino.ted 

recipients who need t-o mow. '· 

20. ·eQMJ:NT ena..,..;.proo.uc't or i.:wtel4goncip pc..sed on. COMINT' introdtl.Ged 

in.to .iillied int·ell~·enee chemnels by Third. J:>oxties po.rtici;J:Cting in 

'th.@ Y-stru.eture .of ~e cowt:nD.n.d: should be he.nd1.e9: in Y-C'M.rui~ls .. ~d 

suah Third "Party c~ is furn:i...sh.ed by o. ~tici:i;n ting No..:ti.on..."\l COMIN'l' 

authority Oit" organizo..tion and is of' a higher grc'.:l:do tht:m Y nlll.otcrio.l ~l::l.C·ed 

wi tmn the "!-structure or til..."'.:ll. the co~ supplied irn the Y-or.g~.;nization 

by u..s./tJ.K. ·cOMJ:N'F o.uthoti ti<;fs-; it will be ~s.~ed th:r;:QUgh t-c:han:nels 

and its distribution wi..11 be k.e-pt to u oi.nir.'nml. 

21. COMIN.!' end.-produet or in.tell:i.,g-ep:ce ·bnsoo on C'~ in~duc.ed 

into illiOO. int.elllgence: e'hAnne~s by Tili.rd Purtics -zyot ~ticii:e ting in 

the Y-structu;vc or the cc~d shotil.d, Tibenri'e.r, possible_, _ be tro.naf'erred 

to Y-ehannels a.t the first :point, at which such cnd:.o.-produ.ct or int<alligence 

0 

come t"-o the ~ttention o:f Y persom::tel, o.nd frq)n thnt point tro.nswittaa. directly 0 
Coxe sh0uld·be tnken not 

. ~ 

Cb~er's Y Officer shcmld bring D.ny such I:.lllt0ri.r.1 to the fl.ttention . • , . . 
·of' the MJ o!f S (l) for decision as to further a:ction or dissecll.nt'.ti..on. 

- 6 ~ 
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]lj:;h5.bi t 2 ( conl;:i.nued) 

L:n d«l~dipg on !llIDh further action or- diss:eminri.tion the ;.c of S (.I) 

will give full consicil--era.tioo. to the need to pro~t COlOOT. 

22_. Nat-i<!>nal n:uthoritie-a O:nd SADR:. must e:icpru1d these principles 

SECREI. 
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BID/F/1 
APPENDJX P · 14th Februar-.:r, 19 .52. 

Annexure ·;?t 

EXHIBIT 3 

RELEll.SE OF u. s. 1..ND u .K. c~ ~'.m.QDUCT ~o THDW. 

PARTY N.'..TION.iLS JN SACEfJR c~s IN PEACE -· -. -·------·.-~....... . - ,,_..---. ... _ ..... -_ .... -·-.-·-----

(a) Tr.af'f''ic Intelli.g~e~ (a!? currently defined by UOOIB 
'j ·"-::. 

and LSIB) nay be pas·sed in pooeetim.e to .Third Party 

nationD-ls in SHA.J?r: on a need-to-.; know be.sis for 

~ing purposes under the conditions set forth 

be1.ow. 

' 
(b) When pas_scd to Third Party natior..als, Traffic 

Intelligence hlUSt be disguised effectively, ll1 S"\l.Ch 

o. wa.y o.s not to be a~tributable in whole or in part 

to COMINT, and must be ascribed in ::precise nip,d 

positive terr,18 to another souree chosen for its 

plausibility. The di.i:Jguis·e w.i.11 include a:s a 

rrl.nimura ! 

( i) removing iness.en tio.ls; 

(ii). ~phro.sing any remaining text, ntlLibers ruid 

times being rounded of'f and, whenever possible, 

o.pprox:i.r:£1.tions being substituted for precise 

statements. 

(c) Indoctrih..."l.ted u.s. or British 11 ecipients or undisguised: 

Traffic Intelligence in each Stn.f'f Division in ml.PE 
. . . . . 

Intelligence should be ~sser:iina ted f'or plani.J:ing 
' -

pur~oscs to Thi~d Porty nc..tion~ls. A.c. of S. 
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(a} 

'F9 BE llAHDL!D IN ACCOKOAN0£ WITH iilSIG 

- 2 - BRJ/F/1 (continued). 

will refer each cc.se to the cognizant U.S. or U.K. :n:o.tion:D.l 

authority tr-_hieh origin,'J.ted t:}l<? Tro.ffic Intclligenc.e (or 

who~.e COMINT units !ii.id. so), asking for clen:rance to pass 

this particula:r Trof'f'ic Intelligence to Third Pa:rty 

nationals and forwarding a C'O'.PY of the disguis.ed fom in 

which it is proposed to d:issemint\te the: inforr;ntion together 

With the propos·~ci.distribution, <;>r requesting thilt···i:t"b·e 

f'urni.shed .to bin .in disguised form •. 

Disguised T~ic :tntelligcnc:e ~:11 not cttrcy the Tro.f'i'fo 

Intelligence codeword. When it $s been disguised, and 

when the· sourc·e to which it is to be attributed bD.s been 

· cho~en~ it will Carr'.{ the_ security grading c.pproprio.te to 

that s.ource and will nol'Di'.llly be dis·sel'.')inntcd ~d haadled 

in the manner custom.'.lry for tl'l::t source. Where it is 

considered th~t disgu,ise r.ny not be fully effective o.nd 

. t})...."l.t the intelligence should not be withheld, it shall 

b'e given s-pecio.1 hancµing through S.S. O./G.C'.. TJ. ehunnels 

in ooc:Ordnnce with the following pro;vii.sions:-

the disguised: 'f.ra.ffic Intel.l:lgcnpe oust be shown to 

designated 'Third Pm:'ty nntionals by the G2 or Chief' 

I:htelli.ge:noe Officey or by ru::i indoctr.ino.ted u • .s. or 

British officer on the S~f', in order not to draw 

attention to the function of the s •. s.o./G.c.u.; 

c·opies should not be passed to Third Pru;-ty nationo.ls 

.... 
2e . Special Inte1ligcnc·e it-erns· as such will not be diss~c.ted to 

'l'hLl"d .Pa:r.'t'y rtn tiono.ls in pea:c.etime in Q.ny f .orn; howaver inf'o!I'D£l:tion 

·Gl.er~:v:ed. from such In:tel;ligence DD,y o·e diss·or~rl.nated to Third Parties 

.. .. 

r 

0 



TO BE HANDLED IN ACCORDANCE wltA nma 

:BM/ll'/I (eer1 U.naeili) • 
.. !' . .. 

SHAFE. i~ ·it call: be emb-oclied>m.:,uenexnl iatellig· · eno-e s1rnmvi.~ es. in· suoh 'O I • ~,- : · 

a manner a.s 'to ensure that the'id..nt'armatiO!t .. ~~t b.~.~~·~ back to 

\) COMiNf ·in· general or a.ny· speoif'ic i tam of ;COMINT • . ·. A.,C.. of s. (I) .should 

Q 

. . 
inform the cogn.izant U,a.S. •. ll.:Ad. U.K. nntiona.l o.u~g.tj..ties."of' any Special 

Intei.lil..g;ene e he cons-i.d:ers shouli ·be ~cf .avzj.JA~ :!.~-;, 'and they will mke 

every af:fort to ~e it tlV!lila.ble in this .forra.:·.- -

c~tON ·~y· 

J. . ThS u,..s·. M.d u.x.:·-nn.t±ODA1 D.Utho.ri-ties will ~ that et:tah is 

·info~ ·of~ o.ey- nctiOE. trikeri "b'~-the o:ther·- 'Ul'.ider:.)the. a,b.ave provisions, 

and .ma-terial nny he excluded :from. these ~a'llents at .the -request o~ 

(n) 

(b) 

,,. •, . . . 
II. W,ABXJ;ME 

l_"J . 

. ·.. . . :.~·· ..... -.:.. .• ·:: - . :_:.;_ --~~i:... -. . ..... ;. ·. __ -~--- , . .. . _'; ... . ·--:···:· -'·' _,. . 
Traf"f ie In telligeno:e,, a.a .a udi, 'Wlie~proa-u.6ea W1 e?ltPL _ .. -·~· · 

S.iCEUR's Conmand or reoeiv·ad. .f:roin U.S.~ · or U.K. natimi:al ~·, 

author-i ties 1 T:dll only "be dissominatea · to Thi.rd Parties 
- -· ' . 

if' it fa.lls into t"he first (releasnble) ~~tegory ns 

y 

Dissemination of such Trn:f'fi.c Intelligence to Thi.rd J!Errties 

shall be by whichever of the f ollo~ ohrum:cls is 
. . - . ' . _ .... 

a..pproprin te: 
. . 

(i) via s .. s.o./G.c·. u. oh.annals; 

. (ii) in the oase o~ c~d:s which o~tain no integrated 

u.s./Briti,sh pers~el," f;~ the .. ~~priate 
inter-al.lied SA.CEtlR o~; 

(iii)fiooin ri."'u.s. ~ .. u.~· y. urii.t or' coM:rnT uriit. direOt to 
...... . ::- ' - ·rt.: rr~ : . •: . . ' . - .. 

the .. iiitegi-a ted · SACEtm 60TTQTIEl.ild or f ormition lriu.oh it 

supports~· ·.· .. 
- ~ 4 ·" r.• .. . ' -~ ..... 

- 3 -
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BR),/F/1 (oant:inued). 

··Seoenel Ga:,t~ory Tra.tt.ic Intelligence (see ~~p:h 20 

of C-OMINT ~'$. FOR. SACm!R) sWl not be disaemilla.ted 

r 

as. 'l'raff~ ~-li.telligf>?W e. to Thi?."d Party nationaJ.s i.& in t.ei- O 
allied BAOU o~ ~:&.may be ~semi.nated .. , *en 

i;iiooes~ 1 .in a.oco~e ·with ;pbe .:regul.a ti~ set forth . 

"'belew f©r the d!i.sa-emina,tian ot Sp~ial Intelligence. 

~-i...:.:.:..; '=..-:....."'!.. • 

. {a:) lilOr ~es of l\18.t't!me dissem.ina.ti-0n to Third Party 
• . L . . . • l ~ 

natiooa.J.s .in intez~ll:ted BADEtlR Chrnrnands 1 Speoic.l :tu_te~eno-e e 
will be divided· into. two. oa. teg~_s: . 

( 1) oondi tionalJ..y r~easeabl~ (d:i..Bguised), .. . - .. 

(ii) unreleasa.'ble. · 

(b) The tr.a. ~ U.K. COMJNT ~tbonties will ourr~tly 

maintain ·an a.greed 'list of the :ma.tePial in both categories. 

-.~ONiDITl~T. m«·~iE (l)I$'UISm) SP.iX{~· IN'l'n,.LI~ .. -. "~- · ... ·· :' · : · -

(a} 

only to oomnands \i:'hioh corrta.in an integrated u.s. or 

British element, but the u.s. ·n.nd U.L Xi8-tioiaal CO:M:nrr 

a.nth~ ties will rev:i..ew the situation in the .light of 
. . 

later cireums·tll.nees • Unaer · tp.e oon<ti tio?lB set :f'ortk 

helow .dis·gui~ Special Intelligenoe will be ;passed in 

~e ·in, int~ed aACmJR Conrnru:ids whieh insl~e 

11.s. and i.ritish elam6!1ta down to~ level for ground 

:f'o:roes+ ~·a si;r;tet ~e~~~~ ~~ through ii\te 

8-•. s..o./G .• c. U •. system. 

~ote: Thrcaghou:t .~s P-li>er :wher:-e level ot o~ is. oipress ed in 
' .· ·· 

army- ~. i.t ~11 b~~ .. 1,Mderstood to f,nolude oomnanda in other 
• ' 0 0 I 

sav;i.o.es with equivalent requirsnen~.• .. 

Q 
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- 5 - Bro/F/1 (continued). 

(b) Except as: proiri,€1.ed for in p...'U"agro.ph 8(a) below, disguis·ed 

Spe6ial :(ntelligence ~y"only .l?e dis·seini.n:£1:ted. to Third 

~ty n:ationo.ls in Sl:lch a_ way ns not tq ~e attributable 

in whole or in pa.rt to COMINT. Disg:uis·ing ~hall inclUde 

as a .minimUm.: 

(i). r~ ines_sentials; 

(ii) pa.raphrnsi.ng th.e remn.ining text, nµmbers nnd times 

beillg r0tm~ off and., whenever possi:p:J-e, appro~"" 

tions b.~~.n~ st:botituted for precis-e s·;;atements; 

(iii) . ascribing the item in precise--:B.rid positive terms to 

another sou.re. e which is cfl.·.o$'$n. f'or its pJ.(:l:usibili ty 

and which, by the _speoini security handling ~e-

ments norma.lly pres~ribed for it, will perm;i. t retention 
I • 'I ' ' 

. only by U.S •. or British nutir.~o.l&o 

( c) Dis~sing o~ ccmdi tionally releas.:l.bll\l Special Intelligenc·e 

will be the. re.sponsibility of the °.ogni~t U.S. and U.-IC. 

national .a.uthotj ties who ¢.ll make sui. ta~.le a.rrnngemen:ts 

.. 
( d.) 

to pr.event the ci.rcula ~-iOl'.l ot; more than ·".me . disguis·ed 

version of' tne same iter.a0 

. P,~sguiscd Special Iiltelligcmce wil: be di.ss.emi.nated with 

~ secuT.i..ty grading appropriate to its n.soribed SOilrce and 

hn.nclled in n manner consi'~t.ent wi.th .~t sou:ro.c. Copies 

o'f . disguil?ed .. Special Intclligen~e will not be passed to· . . . . . . . . 

Third Po.rtics f'or their retention~ 

( e4 .D.i~gaj.sed Special ~telligence will n.ot ,Q.r:J.r!:Y the Special. 

~t~ligence . codeword and wi;Ll be th~ only versio!l: use.d_. 
. . . - . . . . :.:. . 

fo.r ~~.er.-allied pqrposes in all int~llied sacElm. 

commands. The disguised vcl'sion Will also be Imd.e 

a.vai1Ab1e to u.s. and u.K. nntiono.1 

.. '5. 9i'!' 
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- 6. ... :Sl1C/F/1 ( contilmed) • 

. . 
(.£) The Un.disguised ·v~ions of th'.ese i tana will ~o b-e 

""(g) 

po.S'sed to the s •. S~ o~fG..c. U. · They Wil;f carry the Speei..e..l 

I.n"bell.i.g.e:n~e. :cod.ewo~ 
_,. 

need-to-know brurls to: 

{i} .effio~s or Thim Parties lW~ the ~ts 0-1? 

ComJ!l9llder, ~ty a nTmmnd er, mi.ief- of Sta£:!'~ G:'.?., 

G-3, G5 and.· Signe.ls Officer ·(~IC' the;U- equivalents'); 

(ii) ad.di. tiorui.l Thi.rd Party ot'i'.i:oers ,' nomino. too l;>J 

Jl.LC'EUR on th:e reo0n:onend.a.tion of' a.n. .a.pprofPl":i.a te high-

~ British or u~s~ offic.er.. Such~ Pnrty 

0ff'l.cers ImISt he a:pprcved by name by 't.JOOIB and 

LSIB, or in exo€)?ti·onal ciroumsta.OO·es by on·e- off these 

-only. 

(h) ..l list o!f' Third Party o.ffieiers entitled. to see diaguis.ed 

, 

Special Intel.ligen.m,e will be mo:in~~ by the s.·s.o./.G.c.tr. 9. 
and report<XL bnck period.iclUl,y 'be UOOIB and LSIB. 

(i} Exo:ept- o.s }m'ovided for in the above wagro.;iila 

;r.-e.levant to Third~ nationals, di-sguis.ed. 

~iaJ. I:nteJ.li.g~e must be given the a·ame treat

am as aJlY other foi"Jn of Spero.a.1 mtelligenoG·• 

T. In e)n·ep.tion.a:L ;Lnstanc·es indootrina.t0d u •. s. O.r Br:i. tish •annna:iiders 

o.t the level of" krIDy . or h::Lgbeit-+' .ui;.y pasi;J rel-e8$8.b1e Sp~!i..al J'ntelllg«mce 
. ... . ... 

in ~rational Gri.e.rs. ar ·other coliliilD..U'lioo.ti-ons to Third Fnrty nationals 

+ . . . 
. ~· not.e on ~e 4• 

TO 
- 6 -
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·pGA 
i;.p 1.4.(c) 
~q 1.4.(d) . " 
' I 

,~\ 

~ \ . . ~. 

... 7' -

~ urg'ently requ:i,.r-e it . fpr purpos·es of rit::-..1 operati.on..."ll. importo.noe. 
' . . . . . 

SUcb orde.1\s ·or coI!l[Jnlllic.:\cti.ons mll be so worded tb..'\t if they he 

captu!t"ed the . ~ource c·ould not he id·entifioo n.s SpocW.l Int-ellip,ence. 
. #. •. ·:. . - .. ..... ··: .=:t• . 

Only es-sen ti~l, a:p~:i,t'ic items ~J.l be trcns:mi tted, c-.nd,. no.mes, times 
. .: . . ' . : '(~ .. · ! .... ·· .. ..,J ! . ~ .· -~ T .e.. • ..- . !."'i_,,··.:.: . . "·. 

posi"tions a.nd other dA ta f'ro~1 ·the ori~i.nD.l te!ll:ts will be po.paphras 00.. 
I ' 7°: • "i • • • 

as ft>.r El'S po.a si.ble • 
~. . . . 

" 

Y e'f'fort 'OAY be diss~ted by U.,S./,'tr.:l{. ir:t.J:9~l nuthor:t.~.ies in either 
• · . .. -~- - · . ,1 . . . - ·- . 

~-· , .. . :. . . . . :··_,., . . ·. --_!:, 

(a) if it co.n. pJ..D.usibly l)<!} :repres~ted ~o ti?:c result qf . t:uxt~er 

(b) 

I ,L - .: 

proc.ess·in.~ of Y ED. 't0'rittl a. t n.:i. ti.on..."..l oen.tre.s, or if it 

co.n be repres~nted o..s t'.ri.sing frDEl c£\p'hired dooi;ments, 

and if there 'is n<> ?i'OO.scm uhy it should not cone to the 

knowledge of ·Third Forties, it mill oe Dl\de l\;.vni.lc..b1-cJ 

on a necd-tcrkno.v bnsis, to Third Rtrt.y a.s well 0;s U.S. 

£'.nd British pa.rtic.ipo.nts in the SAO:muR Y effort• 

if the c..boire is not c.pplicnble, it will he· po.ss-ed by 

TOP ~ COMINT channels to an o.uthoriz:ed S:pecial 

Intelligence Recipient c.ddrcs·.sed by na.oe o.t u.s. and 

British Y mU. ts 'With a. need to know; the · recipi.en t will. 

exercise the utmost discretion when £>.pplylli,g "" if' he 

considers it necess~ to npply - the Specfa.l In.t.ell:i.genee 

i.nt'orrnation to the Y eff'ort of' his unit. Under no 

circumsto.nccs vdll fil£1.tcrial in this .seC'Ond C'l;ttegocy 

be mncle ll.va.il.Able to Third Party no.tionn.ls. 
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8 - BFC/.F /1 (continued) • 

~SION·.·· :-.. · .. 

10. It is ret-.lizoo tM.t the etr.I'MgeDCm~ far the m.lrt.i.ne dji.ss~-

tion elf Spe©ial ~t-¥~~~~·~;~.s def~~~:·.~~?:'-~:--~~W n~e~. ~~.~~:~~. m ~he 
.·l.1$h.t of · erperi~ and futur~ .contiU.~~:s, even to the .e~tEm:t of 

indootrln:e.ti:rig fully e. ··limi te4 n~cr of s:peo:ifi©d foreign :BD.tiono.J.s 

in high1y responsible positions ~th1n too ~ ~~ •. · 

- .. 
T 

. ' .·. 

. . ,•·'-· 

.OGA' 
EO 1 .4.(c) 
EO 1.4.(d) 

... , . 
;.l . 

., . . 

• • 1, 

--· -- . . .. .. . _ .. ~ -- . ........ 

{ 
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- \ ""'· APPENDDC P ... ~ . . -- ·· 

-. i: . 
.ANNEnlRE P2 . . 

C.014"NT ~~s-~ ~IAW; 

r. GEI$lt 

1. The f oUoWing principles itreC-til:ig the c~ arrangements 

tor -SACIANT apply t 'o p~ f~r :w'artime. ~~t - iUa.ci'ar aa· provi~ion 
. . 

is made_ ~ pe.rag:m_pha 26 - .2.8 below for additionl\l. pelkC-etme cooperation. 
.~ . ·. 

They will b-e the 'basis ~n which Ohnad.:1An/U .. K./U.s. C:OlaNr authorities 

wi~ negotiate with .SA.OI.ANT· and on wiU.ch subsequent neg.otin.tions with 

TbW. Jla.rty nat~ ahouJ.d be conductea:;- ·· --mty-~~~:ia:a ~ . P~izi:.pl~ :: . 
. . 

which r,rny 1:>eoome ~ecessary l\S the re$'Uit ·o.f these nG1gotiD.tiori..s- will· ;'. 

~-;·- .. , Tu order that the ~eraen.ts contained her.ein l!lfl.Y b.e ettectiw 

on ~.c, rutbree.k of war, it w.ill _ be neo-cssa.ry· to in:i;tio.to pl..ann;i.Illg 1:n 

peaeetime with tho Third. Po.rty FJ.D.tions coneernoo. This p~ Q.Ctirlty 
. .· . ~ 

~hoµld _begih ~ soon as possible. . - ~. 

3. In order to pr~te the grcatoe-t posaiblo r-0.,'\dinea·a f~ -~;· · it 

"Im.Y be n~easary to ext-end~~ ;eo.oeti.ti~: .6~b~tion·beyort.a. ~tho s~e 
, . . 

of p-1n.nn1ng. The d~sion when to enter ~ tbis sooond: stRg~ 

will be ta.ken by Co.nadifl.ll/U.x.iu~s. OOMmr: O:~th6ptios at · ~-amc ta.tar ·. , .. .. . . . 

date in the light of the th~ prevniling · -~t~tiona.l s1-truatian and 
. . 

. . 

of' the experience gained in the course of coo:Pera.tion with· Third :j?nrty 

nations.on~ planning. 
. . 

Non: Pertinent definitions for the purpose of this· pb.por are 

given in Exhibit 1 hereto .. 
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. . . . ... 

SACLA;NT Y STROOTURE - .... - . ·- - _...... 

The SAclIANT Y Structure should. have tho following elements: 

a. A senior Y off'':i,.cer ~ t SACIANT Hood~unrters (SA.Cr.ANT Y 

b. Y Officers and ~Y-St.arf.s, where required, a:t headquarters 

of' nnjor subordinate Co~ders under SA.CLANT. 
. . _. ; ....... · . 

c. Nat:i,ona.J. Y uni.ts previded. f .qr support of' S[U}IANT faro-es. 
,,. : .. . -~· .. . :~"~. : . . 

:tt is recommended tbt\t the responsibility f'or .f'o:rnru.lAting and 
. . .· ... . .. . •.. · .. . . ~. . ·~ 

implementing SADIANT Y polfoy lie with Jl .~ CJ. of' s. (I), SACIAN',r.. 
. .~.~ ···. 

~Tr~IP14TIOJN m ~J.T.T x smyc'l:'tJRE . . 
6. Participo.tion .in the SACLt'Urr Y Structure, including Y sta:f'fs 1 

should be open to all nn.tions c:e>ntributing c·omba.t f'oro·es to SACUlNT 
•' ~ 

c·onuna.nd, together with Y WU.ts o.dequa.te for their direct seyport, o~ 

~ . 

shall be o. c·onditi.on of' p.-n-ticipation t~'1..'\t these no.:tions undertake to 

enforce a.ppropr:i.&te s.ecur.ity mel'.su;r.cs o.s siet forth i:a E:x;hi:bit 2 hereto, 
. . . . 

o.nd a.1so undiertalte ·to nppl.y th0 princ:iples· s·ct forth therein, a.s a. 

(J 

'. 'futi~~~ tion e . . . ~. 
minimum, to all other COMINT ootivities under their c'ontroi. 

. . :. .. - .:_,r· . , 
in .the ac ti vi ti.e.s of th@ s:..c:u:NT Y Structure should ho limited to those 

·-
nn tions· vmose geog;L"a.;phical loco.ti.on nnd Y tmits can., in S:~r...iNT ts 

opinion., c0ntribute to the overall eff'octivcnes;$ G>f' the s·tr-ucture, 
. . 

Participation only in the shore~based direction finder operations W:Ul . . 

not nec·esa·arily entitle t\ no.ti.on or its nntionuls to ll;'eceive other 

7. Each p..."ti'ticipatj,.pg tl1ltion should provide and tiaintain its own 
~·. 

Y units oo:p.ttlbuted f'or the su-ppert o:f' StiCUOO, or of :forces under ms . 
oomrnand, and ahouJ.d ensure their operational ef'f'ic:ieil.cy. 

SECRET 
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:FONGTJONS OF THE ;SACTAN'.t'·· HEiillQ&Fl.TmS Y STAFF ------· ····- - ., .... ~·····~~ 

H. . Within. the lj;mits of o.gr.eed coopcro.ticm, the f'unctiona of' the 
. ' .... \ . ·: ·:!'..: ··:. '• 

SADIANT· Headquarters Y Offic·er 8.na ·stuf'f. sho~d include: 
. . _.::. : ·-~~- .: . . : .. r~ ·: ··-~··.:: -~~ :::· ~-·.-,.···::·.. ·. . . 

D.e Eff'ecting any neee.ss-¥'Y general COO~"l.tion of the 

SAC~ Y .effbrt; 
............ 

b • F.stn.b~shing o.s far ns :m'-tional di.ff'erences permit 
... ·. · . . . .. 

:unif0r_tn opieratio:m.al procedures :Semreen y units of' ditt'erent nations; 

c .• Giving tecbnic"ttl ·c.a:rice as r~~ed to the &ldLlNT -
: ... :, . . : . ... . 

:Headquarters Int~µig·ence Stn:f'f on the interprete;tion o:f Y inforoati0n 
. ' 

received by SildLANT Headqu..:"'l.I'ters, end n.rra.nging for the SiiCL.lNT 

-~~adqu~ters In.tel~igence Sta.ff' to receive o.ll the Y iriformut:lcin: ·a'VniL.-ible .in 

the SAGI.ANT Coom:md which rrny b0 of value to it; 

d. Forrau.lating o.nd supervising corapliQJl.Ce m th security 

regulations o.nd policies governing the production, handling, o.nd disseJDinn ... 

tion of Y nntario.1 within the ~lT Col!!ra'.lild in oocordnncc with the agreed 
... . . 

. seouri ty principles in E:xhibi t 2 hereto. 

e. ~a.nging for Y uni ts to roo·eive such technieo.1. 

nnterial o.nd end.--products, whether produced in the SACL.;00 Cm:im.."1.nd or 
~. . . ... 

received f'rom nationc..l sources, o.s r:n.y be neces·scry for efficient conduct 

of their operations. 

£ •. Establishing nnd sta. ting to the appropr:iate authorities 

requirements for specia.l communications o.nd crypto ... cho.nnels o.s necessary 

to me.et opera tiona.1 and socuri ty requirements of the Y ef.f ort W:i,. thin 

g. Subject to security regulatio~, o...~ntaining eff'ective 

lio.:i.son with other activities, such a.s radio 'fJO.I"f'm-e, which t'if'~Y relate to 

or nf'fect the discharge of his COMINT responsibilities. 

·, ·~ this papcw do not include radio vro.rfa:r:-c.) . . ' 
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h. .A:ci-l.\Ilgipg, within th0 proc·edures'. s"tipulo. tea. by NATO, 

' 

for material. orf toohnic.nl co:MJ::NT 'interest, including prisoner of ~ 

interrqgations, :Prisoner of wur reports, a:nd ¢0.ptured doeuments mid e~Uip

ment to be made iinmedia;tely o.vo.imble l\s a.pproprin.te to the elements of 

the Sl\.CLANT Y Strqe-ture nnd to no. ti0Ml. COMilrr a.uthori ti es• 
FUNCTIONS OF Y STAFFS .. ~ SUBQlillnt:aE COMM;.l.NDS 
'!'-_.:- . . . •• ----·· ·-- · -~-- .. .. - - - ·----~---- . 

9. Y Officers an;d Y Stn.f'fs n.t subcr€Li.ne.t.e co;:F.:i....'\nds should perf<:>m 

fu:n.G!tions c•orrespondi~ to tho,s .e of the Y. stn.ff ~t Sil.CL.iNT Hea.dq'Un.rter·s. 

FUNCTIONS OF Y UNITS - - ··· ··· - -

10. Y units .should intero,cpt mid proces'.S Wtterial and provide D/Ji' 

0 
~I 

inform.'1tion to meet the requireraents prescribed by &WLi.lNT. imy combination 

of Y uni ts of one ;nn.tionall ty w.ith those of' nnothcr ·~U be s:a,bj-ect 

to agreement of' cogniiant n..".tio:n...'11 COMJNT o.uthori tics if 1~eq'Uired. 

·'CONCEPT OF OiP.ERf1TIONS 
~-·---.;,,, . ...,..._.~~ 

11. Intcrn..'ltional coopcrn.tion in Y ·within &iCLLOO's Co~a is· 

expected. to c.onsist of: 

a. C'oordinn.ted shore-be;sed direction findior operntions 'by 

national nets ru:i.d stat;ioT-1$ organized np,GI. e·or.itroll·OO. as rnutUnlly O:greed 

among the po.rtio:i;.IUting nations. 

b. D,irectien finder n.nd intercept operotions in nllied 

vessels. 

c. futerc~ption o.,nd p:rocess'ing· by nc..ti.ona.l Y tm.its of enemy 

communications of taotiooJ. interest to SUCL.~. 

d.t Gerta:tn e:itQ.l'!..~e a:nd ·cooroin..'1. tion ni th ~ 's y 

I 
I 
~ 
I 

I 
I 
f 
I 
I 
l 

I 

I 
I 

i 

I 
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12. Each ~tion with forces .serviiig md~r SiicL4NT may inal'V"1dua.lly 

arrange to opera'te in SAdLilN'Tis.atoea national COMINT Units not prov.i.ded. 

speciffcal1y or .e:xx::lusi:v-~ely· fop- supPort: -0f the. f'o~.oo unGier SACU.NT .• 

The_s!e:-t~.ts,:will .hp~ :;qpel:'ate o.s pa.rt of t~e $.~Lr.~ Y s~~~" ·and 
:-·..:: 

will not 'be subject to the !l.r!'.nnge:men'ts f'or intel""'allied ccpoperotion 

unles~ :~gi-e~ ·by ihe nations providing them. 

1 J. ~eiiiiaaa, u. K., :a:na:. u. s·. tvill mizito.in nn opero. tiono.l s·epir.ation 
1 ·~:· -.. '·,. ' . . . . . . . 

and, l.hsofar. n.s pro.cticable, .a physical sepo..rO.tion. between the Y ~ts 

and their: nationa.i COMM ~it·s. 
1·.··. 

1~~ ·rt is roo~ized th...1.t 'ccrtnin QOMINT units CLt the ~gher levels 

-~ld be directJ.y suppO:rting both SilCLANT nnd their Il.l:O. tionlil COM'.INT 

organizations. Ea.ch pq.rticipc."'l.ting na.tion· would ha.ve discretion o.:b.out such 

oatters .n.s the right of access of other n.6.ticila.ls to these units. 

cooPERd.TroN \iITH THTIID PARTms WITHIN Sci.c:LUNT Y STRucTtIRE 
--·--~ ___ _._._...._.._ ... _ - .. . - . - -

15. Ooopero.tion with Third Forties within the &l.Cu~ Y struc~e 
.,. -

• !. • • • • ·:. ,. 

should be cohf'ihed Wi th:Ln· the 'limits necessary to i:,reet the essential Y 

needs of SACL6.NT and the forces under his cOELJD.Bd a.nd liUlS't not ·reveal· · 

that .there is c"6.M:r:NT c.oui.bbrati6n among Ctl.nado., u •. IC.,· tind·U.S. ··outside 

the sphere of' Y. WJ.~ the limits a.greed for the "release of co}u:NT 

~terial ~od.uc.00. by ·a~an/U.K./u.s. orgnnizntions (s·ee para.graphs 20 

e.p.d. ~1· b~low)~ coopero.tiori~~th Third Parties should be wholehearted.. 
. .. . .. 

· 1 ·6;, · · The cbrumels for the provision of tcchnica.J. ma. tori.n.1 to Third 

Parties' f;~r.1· canruua.ti/u.i.;u·.s. neitio:nai 'c01o:NT sources' should he via 

.· . ...-:.·· ... ·-·· .... : 

. -:· .... ·. ·. . 

CRET 
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17. . . · Tusofa,r. ais ~~ns?-~tent· With_ the ~gre~.Q._ ~ t~ for t.be 

rel.ease of Ca.nadia.n/U.K./u. s. OOMINT, a.nd in order to s·ecure th~ 

necessary degree of anil'omity, T'bird Parties should be persuaded 

~ OF. Y ~' -S.lnWm>i UNITS UNO~ SllCW.:'l1 AND TH:I:IRD. FAR:L'Y . . - -

18. The Y un:i:ts ruid Y stAff..s of the J!>Ortieipo. tillg nai. tions 

·'-

0 

would be a.t liberty to :po.s·s to their own nntionnl COM!NT or¢zo.tions e 
and to 'other pD;l"iiie·i:pa~~ !il.n.tio~, but to ~nose no.t,;i.ons only, the . 

technic;:o.l materio.J. ond. ·trruf':f'i·e prod,:uo:ed. ~r rec,eived· _'b-y-_themael.ves .•. ·~ 

Tne nn.tioJ.W.l COMINT or.ganizo.'l!ions of the pµ.rti.cipod~ing nations . 

should in _turn provicihe 'S'l;l.Oh toobni0a.l. su:pport -both to their on Y 

mi ts and throilgh the SAGI.ANT. Y staff:.:bo the Y units ot oth0:t' ~tioipi

ting. nati0ns as they "I;IJD;y C;(J>nsid<3r weuld he appropriate a.nd of a.ssis:tn.nce 

to the t ·effort under :SACLlNT. 

Slroh IIlE\. te!t"i.al shaJ.4-. '.ll>e >bap.dl~~-- in M?-o~e·e wi tp. the_ re~ t-ions in 

~b~ t 2 hereto. 

·• • •• ·"'!!: .'"' .... •. -.. •:::- ··--"'# 

ANP ·~ ;~ Ar.t.UlQ 001'P4filn)EaS 

· 19. Emhange 'with other mn,jor G~~s of N,.~l]lO .of interno.J.l.y 

prodiweet CQMlNT ·end-pro:dup·ts o.nd intellig.enc·e ·aummo:ri.es ~sed. th~~:n 

should be as ti:greed betiween the Supr~e. ·.i.UU.e.d c.~ders .c.oncern~ a.:nd 

should be ·,confined to the highest levels pra.ctio:o.ble,. Sue~ eXC'.~e 

s·~cpuld take place :i,n a. secure cryptographic ~ho:nncl provi~ed: eml~ively 

for .such. materia:l.- ·.As a eondi.ti.on o't: ~ ~~~·e,_ tpe .a·eour.ity -

principles s.et forth in Exhibit 2 hereto shall be appµ.~ .. as a .~ 

for- the nandli:r:lg elf the mnterial in the Gojnmandg oono~ed. 

9 ·I 
I 

I 
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Q ~ Of_ ~J;d ~JK~~Q~ Jl<ODOOED BI ciJJAoiAw/~4-/tr.S. ~~-tgw 

• 

. 20 • The rel-ens.e to 1rhkd ~tie.a -:tn the Sil.C"L&NT ~ o'f · 

T;i;"('..ff.ic .I!1 te llig-cme e p;:rodU©·ed by ca.ne.d.ia..n/tr..K./tr .,$ • Ol;'gc:JJ.i zo. tie:as -wi. ll, 
. "'· ' . 
•• : l • 

"Wi.thin the 1~~ tations .. ~f the nee,G..-to ... lm9-w m.nd ·the prmisi0ns .of' ~bit 2 
. . - .~·"'~ . ...,.;.:. : . 

and 3 hereto,, he subj.eat. to tbe foll~ c·etull.'..l!;ion.S! 

a.- F.ir;::>t (~elea~able) Cs;ti;lg~ 

_Clas_s .I 

This eo:t:i:::ni.sts· of' Y ~-te!r'tal,, b:oth -end-prod:lilC-'t;s 

an8. t-eehnictl material, pr~e(J. l;>y C~!'i-8:.dian/U.1(,./U .s. Y m1i ts; .a.n4 eyi.te~.ial o-f 

'.·the -same kind b.het aupplem~~ to 1t. ·l?~~d\l.COO. by nati~ c~.x./nr.s. 

'GOMINT o.rgc:mi~,a;tiorrs. T'nis class wi'.Ll, i;i.or,;cll.y :be r-elc.."..Soc! autol!lS.ticall_y .in 

~tL-ID but the C._oo·i~iG>n to :o-.r..JQence · ~.ute>raa tic r.cJ.._0£•8~ of t~-lis o-,J,as.s. will oo 
.-. 

subjr;;c-t to L-cu.tu,o.l agrem..ient iwong ·the c.o¢~t CB.'i!'arliam/H.K./u.~ .• COMIN1Jr 
~' - . 

o.uthori-ti-es. LJ..l or any pa.rt of "\tl:li-s--.);.lfl.~ur:iAl will_ be mthheld at ·any' t;tm.e b-y 

these parties ~ one party· dec_lares ~t rel.ea.a·~ WOlild: b-e ~ "U> its 

-Clo.as II 

This consists 9f COMINT mD..-terii;a.J.J both ~yioouots. 

o.nd "toclmiool mAte:r;--inl which; nlthough produced by a ClJ.nadi&n/U • .K~/tr .. s.. C'OM;INT 

·,B.rgo.:iiisat.ion other t(h?-n. o. r. unit, ·would l?e oa.pa.ble of:: F.,t:i.e~ 'by Y 
. . . . . ~ '.~ . .· - _.,. 

o. significo.ntly higher degree .o·f -exploitation of its nol"IJlll.l ..... ~sks. 

·Q C£mo.dia.n/U.K./U • .S. na"tiofu.1. bOlID"T o.uthoritie-s ·must- b.e in a.greGment b-.efo;t"o 
.. ~ · .. :. : ~ , ..... 

mat~in.l in this -elas-s my be rel~sOO... They ~ll continuously review 

the olo.ss o.n.d ~ntn.in agrced.-~s,ts of'. t~ -~..ti?~tl included. in it. 
. . ..... . -,· 

Second (N:~r.el,easabl~) po,tegory 
. ' - - ( - ' . . . 

This consists of the reroaind.er of T.roti'ic . .Jnte.~mwc 

not includod c.bove. · It I!lnY ~~t b~ released to Thim Ri.rties 

t 
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~C.~; ~~l?t.~ fTt~ ©~' -~~ep:gcT ~O~'. fWro: ·~~·:· 

.. 
. Q~;Q~'.tQN E:; . PI .. 1mI-1:l~ o;F ~~-Y .s~oo~: 

2.3·. It is agreed t-bat c·0oper.a:t;i::pli With ThiXd Farties in p~ .. 

th9 wart:i:ne .s·t.ruc 'tt:tre shc;>ul<it lf:>egin in p.00,e•at;ime. and O.s SOOE. as p@ssii;>l~, 

t:m:d that. ther·3 should be · s;tep-by-step izll!>ll.em~:r,i.t..'\ti.on of the 84QLAN.T .y · 

?I'ogpt'l;m in eorl'.soruMw~e Wit-41 sa.tlsf'~tory ·testing ef eaoh. siliccessive · 

·wtc!P• . lJt i.s cons·iai.erea udvo.ntageous tp ~s'U'.blish re.l~tiE>hs w:i, th o:ae 

;~hilrlld Rlrty :r..r~ ti on .at, l!i. t;i.rae -µn til o.11 · thos·e co:asidered e.ligib.le · ·a:.r-e 

b.i.e:lud:ed.. B cf~re nnkin.$ any propoSA;Ls to · individual ']M.~ J?a;.r.ty IW.-ti~ns. 

:which ~y :necessita.te the diselosure::: of Woma.tion r~g~ Cana:diai'l/U.K. 

ocr-· U.S. "l':i ·~s to:i; J _, &1:GLA;..~ sho:u;l.d s·eek the: ·conc'l!lITerlce 9£ Can:a:dian . ~L . . . .. ., 

24.. t:r.i. ai'l;y a.ppronch to Thi.rd. ?n,rties within tne ··.sAOIANT oommnna 
w:;tth :t."$g~d t0 the plla.nning of o. -wartime Y s·~:i;u:re the :roUOwing 

pr.±ncipl.es should npply: 

a,. Ther.¢ liThl:St be :p.o dis©losure "to Third J?:artie~ of o.ny 

·Crui:adic.n/U .:K./tJ. •. S.. ·COMINT' collaborh!tic;>n ~;ts;hde the-.. SACLt\.NT 

·Cd}i'~nd.,. ~<i c:oop~~ ~i®i :~ p~ · §~6~~ · 'b~ .ooncl1w·t .¢0; w1:thout 

: ·. H .. 
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reveoJ..ing presen"t.C~U.K./u.s .. COMINT auc·ces·aes er the so•c.le 

b. As o. condition of C.OOP.e:i:-a.tion ih p~ the 

SAeLdNT Y structure Third ~ty no.tions m.st accept ruia o.dhere to 

nii;drourn securi.t:y regu~tions governing tho produc'lli.on· o.rui ~ 0£ 

y ni.'1. teri.D.l. 

c. Rnowledge of the dcta.i1.s of tha pl.mlnihg of the 

s.le-LlNT Y s-Jruc tl.µre must he restricted to M tioMls of thos-e na tion:s 

.. to.k::mg pE}rl. in tl1!\. t pJ..:>.nning. 

25. The pknning D..nd ncgotic.tion.s in any approach should be done 

by the Sil.Cu.NT- Y offic·er, o.ssistoo by such officers 'Of the Ca.na.d:i:~U.L/ 

U .s. Services concerned as it ITJJ.y prove necossa.ry to appoint.. lio- L\lld 

·his stcd'f should csta.blish, within the framework of the agreed. wrti.mE> 

na:-ro.ngeracnts, D. a-k-eleton orgo.nizn.tion designed to en.sure the orderly 

explnsion Ctnd eff ectivc operntion of the y structure on the outbreak of 

wnr. They should o.ls·o develop such comon oa.~ simil.a.r proc·cdures ~s 

JIC.y be desirnble n.:nd pra.ctico.ble. 

26.. In order to co.rry out his plAnn;i..ng task, 00'.ld in order to 

o.dvise Third furty n.."..tions, the &i.CIANT Y officer should be provided 

with pertinent informntion on the subjects listed below. The no. tiona 

concarned should ec.ch desi.gnl'.tc the authority with whoo he :rna.y c-onmn.m.ioote 

on thes~ mid bthor Y w.ttcrs. 

Types of Yunits 

Numoer of uni ts pl.D.n..Tled 

Adraini s t:ro tion 

_Bo.sic operc.tionc.l orgD.n.ization 
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NUt-nb©r of interc·ep-t positions 

. - .... 

;(in bro0:d oatctig,ori es~; e .. g :. , F/F V" o:to·e, D/F 

Fr_eq.\'lency ;:r0J.1ge$ of .intercept equipnent 

comi:nunicat;L0ns ~~uip:inent 0f Y uni ts· 

27. J'.t is re9ognized th_a.t iv, ~ tion to the P.·ec·~~S'i ty to 

plnn :for wartiBe C.OMINT' cooper°'tion within SACIANT, peeo·etime COMJNT 

. of agreed. wartime c.ooper~ tion, in ooeordance with the ~edures 

.28. The Y ncitivities included in t-he SACLANT Y ·stnwturre, 

n.. 

ll:\:Yi~ the ground.work for tiigreed wartime £:irrang:ements, for SACIANT 

to ·obtain the resitl ts of no. tio:iw.;!.. shore---bn:~ecl direction :f'fn<ae.r' 

operat;tons. 

natiens: advised of the progress of' n:py pL."llming cr: ·a"("!'Qnget:ients with 

Nations. coneeli'l1ed ~hould 

OO©h designate an a.utho~i ty 'With whom. the SA.CLi\NT Y '()fficer ean 

When ·t~ a:b.ove ar!'alllgements fdr sh:o:r;'eb~OO: direction 

fin<i}er o~t:.ions are mo.de,. th©· SAGLANT Y ON'~c,er should a.rrange for 

o . 

• 
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+ The uB'e of i.nf'onmtion based en D/F and s:hipb.orne intereept 

operations will be· in accordance with the ;f'ollow:ing provisions: 

1. Shotr~~-00. Ph o:gernworur._ Fixes and the fully 

-evaluated :res.\tl:ts of shorebas-ed Dft operations, during NATO 

e%eircis·ea or ~euvers, may be paa>.sed t .o hatiOnD.ls of those nations 

result~ i'rom D/F fbtea my be· po.seed to mtionAla .of .'natio:ro.s 
. . 

pc:rticipa.ti:ng in the exercises, even thOUgh these na.ti'on:s 4:0 not 

pa.rticipc.te in the D/F c:Perntion,s; when the following ~ditions 

are fulfilled: 

(i) 

(ii) 

When speci;t'ioal.1y authorizer.. by SA.CI.WT·, 

When n real advantage to .the exerol.se then 

in progress WGuld a.ocrue, and 

(iii}° ;:·.When the. intellig~ce onn be nttributed to 

another eour.ce, or, if this is not pos.s;i,bh, 

the true source is net ~ta.tea.. 

During post-exercise conference, shoreb.:i.aed. D/F inf'ormntion 

or results rm.y be disclosed to nc.tionals of nation:s not particiipct~ 

in the D/F opercticn.s only .a.a o.lrendy disclos-ed in the course a£ the 

exercise. (This is not to prohibit the uae, during post-exercise 

conferences, of intellig~e or situation- .sUillii.1£Lri.es is-sued to all 

po.rtioip:!.t:ing units in the exercise) • 

2. Shipborne :P/F~ Int.eroeption. During exeroie~s, 

results of shipborne D/F ope.rn..tions o.nd the shipborne interception 

of pl.a.in text or ael.f-erident code mess~es may be passed to nationals 

of those no.tiona pe.rticiputing in the axerois.e. The a.nalyzed. results 

of shipborne D/F and interception operations may be mad.Iii availa.ble in 
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. . . . . . 
FM.a.a rrr·;. .. . · · · · · -·· -··· · · · · · ·· 

.. 
. ~ ·. '\ ,. . 

D()pen£!.ipg on develo;ixnents in the i:nternatio:r:ic.l 

~i tun. tion, e:oope:ra tion rray later be ex-tended wi 'bhlll the agreed 

llmi t~ ~f we.rt7Jlme -0oopern non 6y CMadiruVU .x./U. S. agre~nt oo 

aetual needs dovelo-p n.nd as incrQO.Ered knowledge of Tbi.xtl ~ 

o:. better basis for a.saoosing_ the sesurity J;'isks involved. 

Coori.:i,netticm between Sl1.CEOR o.nd Sh.CIANT to ensure oonsonano:e of 

pra~tioes will be requj.rad.. 

2 9. The dissecinA ti on o-f COM!NT to Third :Po.rti.es . in 

StlCI.lNT \~ CY.OClnlli.tl.0. in pea.o.eti.me will be as inclica ted .in Exhibit 3. . . 

-. 

... 

ET 
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-yg BF HANQL,i~ .... AU:OkbANt! WITH l~G 

1. CQ:MLi"UNICA'l'ION 
INTEUJ:~dE 
(~h 

2. 00}£JN'X -~ 
~®®.1'§.: 

3-. P,AllTICIF JI.TING 
N.f..TIONS: .• 

4. PROCE$SING: 

5. RAW TRAFFIC: 

6. SPEOD\.L -- - . 
rnTEIUGENOE:· 

·--.,,, 
········ ····· ........ 

····· 
----------... 

SAC/IJR/7 • 

.Anne:xure P2 

:ElHIB:IT 1 

Information and t-eohnical mate.rial 

resulting· from the interception and stud;y- of. 

tel-eoommlmi-ea.ti.ons for intelligence purpos.es. 

( COMINT inoiu.des Y, q. v.) 

Intell.i.genoe i.n:fo·mia.tion p-rodµ.eed b-y COMINT 

activities. 

Nations contributing Y activitiea-·to the SACLhNT 

Y atructur-e and entitled. to receive ·the result.a ot 

nith agreed conditions. 

The action :requir.ed to produce CCTMINT from 

traffic. 

Traffic showing no evidence o~ proees~'ing for 

COMJNT purposes. 

That COMINT which r~sults Trom: 

(a) The decrypt·ion of texts in whole or in 

part except as provided in paragraph 11 (b) 

below; 

/(c) 

" ' 
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( c) The decryptioB of call signs or message 

headings enbcyptcd in oodes or C'i.phexs of 

high··""Bccuri ty gradings as may b-0 speei:ficd 

by CRC 1 LSIB) and U:SCIB; or 

( d) The interoept:i.:on .of -Gertaih type.a of> 

tranEm.ission as may be ape.cii'ied by CRO, 

LSIB, and USCIB; 

( e) · Certain Ql!l.tegories of pla:in texts, as 

ag;reed by CRG, LSIB, 8l'1Cl USC:r:::B • . 

Data concerning cryptographic systems, 

c·OlllmUni.~tions procedure.s and met:tioa.s: o'f· target 

eountrie·s, a.nd related information. 

9 · 

· 8. THIRD PARTIES : • · All individuals or au-thoriti~~ other than t~.se 

to. ~~c. •· 
i~NJ.tY$I§; . 

11. ~~°- . • 
~t.Jt]GEJ;fQE: 

of Canada, the United Kingdom, an.cl the United 

States. 

Intercepted t ·elecommunicat.ions activity (ino.luding .e 
me.asages, chatte:r, procedU.re; etc~).· --· 

.Study of cOilllil'Ufilcations networks, procedure 

signals, callsigns, D/F bearliig·s,. a:.n4 other 

technical aids to pI1oduce i.n:f'on;iation by all 

Deans shorl of actual decoding or dec-:eypting of 0 
the text of interee~ted cornml:U')ication·s.. 

That COMINT whi~h results filom: 

(a) The study o~ procedure S>ignals, co.llsign-s, 
' . 

message headings,. D/F bearings, and o-ther 

/ exterrnala 
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12. WARTIME: 

14... Y UNITS-: 
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externals of communications_, .ex-ca-pt the 

decryption of callsigns · or message he:e.dinga 

encrypte.d in eoCJ.e·s or -cipfue~s of high 

security grading as may be specified by CRe, 

LSIB ,_ and US'QIB; 

(b) The decrypt;ion of the whole -or pa:rts of 

c0J:;ll!lunicati0ns in e.odes or ciphe_rs o-f sueh low 

seearity gradin_g that th.ey 0.1'.'e sp.ce:i.fiea:l],y 

and USCIB; 

( o) 

are speci.f'ically class·ed ae 'l'raf'fia :r,.i.telligence 

by CR.C, iLSIB, and USGIB; 

( d) Certain ca:t..:gories of pl.a.in te~, as agreed -

by CRC,. L3IB, and USC:J;B. 

t .. period of actual ho.at.ilities invoiv:Uig 

SACL.liNT rs command. 

COMINT derived t'rom the timely processing of 

traffic procured by listening to enemy 

connunicntions for the purpose of providing 

tactioal i.ntelligU'lce for the comoanders of 

the eaubat forces. 

COID1T units engaged in the production of 

Y. 

• :ref'initions markea with an -asteri.sk will require Eodification or 

omssion before being U;3ed by the Y Staff Offic:t;r in 

an-angem.en-ts wUh non...Ca.:nadien/tT..K • ./lJ. s.. pECrt.ie-s.. 
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o.ll soouri ty regu.lntions o.-nd policies g©V'eriting the production, 

11C(haling 1 r.nd d:i~J"s·emiz:i.9.tion of ¥. 

.DEFINITION 

2. Yi$ C-G~-0·~-.tioja · tn:t~_JJ.g.~e d~v¢ ;t'r{Qij11 t~ tme·:i,y 

:processing of traffic proeured by listening to enelny .eonmawU.ea,:bi~ 

for the· purpose o'f prcN"i.<U:ng ttlctica.l intelligene·e far -tm:e · cOI!ID8.:t<lders 

of ·c:oalw~t f'oreas .• 

· production~ It o.1so includes intelligence .reports arid sur.~ies 

ba.sed on y unl-·<:rss th~ i.nf'onntion is so gene:rali~- t)l.a.t ~t e·D.?$E)·t 

be traced b-e.ck to a: p..trticul.Ar i ter.1 of Y or to Y in gimaral,. 

. . 
3. Na.tions . pllrticipa.ti.ng .in the &lCLdNT Y eff·o.:rt ·Dnl:S.t., as a 

aondi tion of participi t:j.on a.gree to Q;Q.eep>t nnd ~ere to these 

principlas. 

4. :::O.C~ country partic:j..piting in the SilCr..:..NT Y et'fort 

td..11 design.."\te a: ·nc.tiol'l.!.\l a.uthoricy to deal with all questions 0-f y 

security mW. en.force these princif>l.es. 

5. · Dlch na tionA1 n'.lthori ty will design~ te a Y $·ee'4ri ty-

Officer .to whoo Y DA terials llJ.!ld cortmruni.ca. tiona rela.tirig there:to 

shn.11-·be addressed. 

- 1 ... 

·SEC RE~ 
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-6·. ~'t wi.11 f'ormu.J.at·e. and su~·e OOJ11plio.nee wi tlil. 

.s.eeud.t:y ~egtila~-On:S · ~tft. ·polio;i~s ·fo;r .. Y -w.:Lthin the SACUNT c~Q. 

kn!0wl~e or rca:q.l ts. Gf' t...11.c Si..CIJ.NT ! effort, . . ~,e IIILLS.t be scx-ee.t'l.00. ~ 

e.loored Ila being of Uhgtl~stion;ed J,oye.lty by J'lia :aa:tionAl au~?r:L:t7Y• 

fl'le sereeniag IiIU;St bie oo thorough as pbssibl.e and a~ 1,eaa·t £\.$ tho~~ 

O.S. that g.iveE. t .Q- 5J,nC!ivir;li.1ilJi:a· ~~ ~C0S$ to- COsme: inf.Orro?-tio.n. In 

Mldition to such ·G.l~anc;o, thea~ . 1n4ivi~ f!-ervling ~er ~'s 

c~~ ·lill,i~ b-e · ~poo.;i.f~ fl.omi.nated to ~ec.eive y either 'by .@~ 
. ~~ -·--~ ,,~ 

... 

a1l~e ~ti :r;i,oniml.ti0n l::Ay be · waived. fCYE' tho-Ere iru4vi<iiua1.s. o;:@p©·int®St to· 

c~ key ·po.trb~, Gt. lis.t o-£ wh.ic'h should b.e drawn up by ~.3'.ANT·~ kb 

~©nn-o.l r:JAY be .~i.ven ooe-ess to .Y u.PQn the· authari.ty o£ ~ ap;prowia.~.e 

a. . a-ior to be~ g_iv.en e.cc.ess to y' e0.ch. ind±vid\18.1 will be 

Y in.d.oo~ too by o. spooial wn.rning on the .aena:i t.i'vi ty ~ y · &·o:i.lr¢'es. te 

e.'O~pttJ1 §le ~ ~e r~q~OOi. to sig-n a doc~t dra'Wing atibentiqn t:o h;i..s. 

s>geoJt.al. r<;:spona:i:J':>ili fy r O;f saf. ~ Y a.nd to the 001'll'! eq:v:eno.-es. which 

1!ih:® law e>r ~s:trat.ive or executive order of his com1.tt"y1 or ori.er of' 
_. ~ . 

~' ~es, if ~itller by ±:o;ten.t <»!' ~-.lliig·era.o.~ he ~a Y tGl e·om(} 

to the :n{);bi.~·c of'' umi.uthori:z.ed pers·0na,.. It· ImSt be S'tress-ee. ·that there 

. :;i 

·is· hD t:i::m.e ·u,,;.t in th:i).t 'the int'o:ir-m'-...tion must be .s.af~©d inS.~initeJs-~ 

9,. matr±'bu:ifdon o~ Y ·mus_:b be ·oia t~ need-to-k:n:o-w ~J)l0, 

i •. e.~·, ell.Ch. ;it~· of_ Y sb$J.J, he ma~ .. o known on"ly t.o -these Y indoo~'ted 

JrndividUAls who reqttire it ll!. the perfo~e of the!:[r .duties.. ~ 

will ma-iRtain control · lists cf indc~rtriM tea. Y recipients in f oroca under 

.. 2 

SECR.EI' 

.( 

I 



.) ... 

.· ~· ... 

SE.CRE'l'· 

.,. 3 ... 

B-ID-53/P/Find 
04-9 . 
1 9 Mairo'!i 1 '_5_3 

bis c·OIIElB.rul. other :eh.~1: t]).Ose -011gngoo in the prad:ucftiei} ·of -C:onmnmioation 

1-0'. 
- . 

. . 
abs-olut._ely n~.es'aa:r:y :fo.r tae etf:i.eie?\t perf'o~oe oft tbei.r duties. ~ 

I!D.1St ~SCi> a.ppl.y to a ·peri-OO -of Six i!!Dnth:P after they ha.Ve o~·ed. to receive 
. . 
Y material acoept during aetive operat!i.0ns :i,n cas:es_· of ~f>o;11;ipg neo·essity• 

,. ;\. 

11". '.I-.'\e greatest care ~t l>e taken mot to bett-0,y Y s-ueees-s ey 

actions bas® on it,. Ef'f"orls should he ttad.e.. if at an. posf!.il>le. t.o ·liavise 
. . ,>.> 

.::·· ·-
suitable cov-f:lr, such a.a reconnAiSS!l.p.ce .• The sourc·e ehouia: on no acooi..B:tt be 

needlessly risked • 
. 
12. ~ w.ill determine. the J,evcl to wi:lic.h Y will b:e dis-

semino. tea.. In eme.pt;iono.J. instAnces • wh0re it it! ea-sentia.l f-or immediate 
. . . 

ope.re. hl:oDAl. purposes, inf on:ia ti on bo..sed on Y r:ay, as apeei.f"ica.lly e-u th®;-ized 

·by a Y ihdoctrinat-ed. cOJJlll'\OJld.er, be. disseminated below t..lw normal leve1 to 

unindoctr:i.no.ted indi.vidUAls provided tlre source iS act d:isolosced.. Where 

pos.sible,, nrunes,_ times, positions, and ether ~ta iaenneal ·with that from· 

the origi.n.D.l text .must be o~tted, or, if the retention e;f such an ±t.em 

or i terns is ~aential, JIIUBt b~ caretu:µ.y .pa.ra.phra.s-ed. 

EU.St be po.ssed. by a see'uI"e courier s·erviee, by a secure line, or in_ a 

cipher system ~pproved by &lCUNT. 

radio (including radio telephone)-.. 

It must not be ~ss.ed in olel!.t". _b-y 

- 3 -
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1'3. Know;Ledge .of' the methods ei.ncl scope of 1 e.nd the 

...,. 
~ 

: 
' 

technical ma:t.eri:al .resµ.i ting .from the ~0,;u'i}JT Y effort will. b~ restr,:kc~e.d 

t.0 t.he; nat~oMls rl3f t'he. natio~ Which J?.B.Ftiq;Lp!!l.te in the Sll.CIANT Y 

-eff0rt. Access to the. Y end..opred-uc·ts sh®'lll;ld; as far M ws·sible, 

~e sfumi:La:rly restrie:tea. 
·~ 

elas·s:i!.£j._,ed ~~ and designated by a c•od:eworo ( exc?pt as provid~ 

in ~.ragr~p}:). t9 ~el.o;W). • .The clas·,sifi.eation mid the. c:qG.ew.ord sh.all 

.appear .o;n ev:ecy· sheet b;f! paper which c·ontains or discloses . the ex:i..S'tenee 

<iJf Y, except that,. at ·th:e ·discret;t.on of tne illlit coratian(ller; t~s :Ell'O

vision nee<h ~ot 'fu·e. aP@lied to purely worklllg aoewients.' within a :Y mrl.1!. 

Wi:t;h regtiltttions ba:sed on these :princ:i,.p1cs and ffl;l:en :ia,s.ed in its 
• '!",. 

The eod:e-

lli.d~©tr\ili:l:ated. in y· n0r shall it be us.ea. in its cG>de.wc;rd sence in 

1:_?,.. In p·@oo:etme, if t· doc'llUnents .~!'l to be ~Llit:t.ed.. 

blf '©ag ~tlµn Sil.Q~ 1$. C:ommand, th;e rout·e and proce.dure- must. be. 

$.}!>ec!fual~y a11a;thorized by SA-OL.lNT, hnv;ii:ig regard to tP.e o.d:e~ue.cy of:. 

Iloou..ment.s should be d:o:uble-

wrapped: and a0:dress.ed to a Y indoetrimted officer (by ~e, not. . . . 

In .~.:rtime, dis·oretion will b:e 
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1·6. ~pt lt:..tJ. 'ijle eX0,eptional ~t~o-os· d.escil'-i"'boo in 

-\) ~rop}l 12, ·if X ts ~tted within s.am: .. 1~N'?'•s· c~d ~¥ 
! 

·el.~tri-Oal means or by· any plzysic:a.l m:~i;i not cor>lpietely .sooure, i-t 

~:t be ~tea.. ;i;ri o. secure. cryptog~phic c·~cl. res:e.rved exclusi v-e-ly 

f"Ol' this. r.eq~reae~it,. Pa;rti.eipating -na tiona ms~ aaeJ..ti,0f.ially 

ensur~ that when Y is· tranami tted in t:0, out of, or ex~+nJl:l.;l,y yo t,b;e 

:SA:.CLANT · comaiLnd it is enccypt:e4 ill: ti. e;['.yPto..g~J?h,ie ebamie1. s.pooW).y 

e 4pflrOVed by ~ "f'or thi.S" purp<YS:e9 

17. .The trl::ghes't ·stam~?;'d of ~-i..oa:l sec'\Jlri ty .LI\.lBt· "QB 

applled tG tpe c;us'frod\Y .of Y~ nati"onal a:uthoriti-~~· ~· uitA:i.n· "S.Af:'.:&AN,P-'s 

. .e·ommmtd.. N~l.1¥, ~ wtien :i.n tro.n13i t ~e-r . .con¢t:bions. preaerib.ed: · 

here;in., Y ~.teriaJ.s and oOl:!!m,lnieati.ons ·rel.c.timg _tb.eretC> llJl:IS>t o.."t -0;:).l, 

ti.roes be-: 

llidioctrlnli;-ted ~on :r~s£>bi':l.$~~1e f-of' ~eir ~~.k;e~p~ .• ~ 

(b) locked in a. fillr.e.e-e.omb:i.nC.ti.on s~.r> Coee6s'Si:hl.e 

only to Y indootrina.ted pers~nneL, or 

(o) stored in .o. locked c-or.ipartment which~~- ·under 

constrult su.rv-eillm.nce by ap. a.r:med a-entry a.nd wru,.ch ie Cl:IZ.c.es·sible only 

t~ Y ind.oo~tcd personnel. 

18. Y doctlElents must l!le Q.es·troycd as soon .a.s they hnve 

ceo..sed to be of use. This is pa.rticulnily i..npo~'l;:l;l.nt tmd~~ J.w.zarS:oua 

I_ ,.... ~ cond.itiona. 

19. In order t.hD.t nec·essro-y opc..'Ta.t:i,..onp,.'1 use cb.n be 

-
nnd.e r;r.f cer.tain types of 1.ow-leve+ tootico.l Y (sueh ~ Dw.ection .. :~. . . 

finder results and .P]Air!. text raea sages) on which, ~~to a.e tion IilUSt 

obviO\:lS-;Ly be tnken in c.omba t opere tions, 'SA.CLUf.r ~ permit th;e 

-~ 5 ..... 
. . 

S·EC.RET 
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disa.crnin;:.ltion. of SUOh r, without ll..' codcwora·ruia. at ll cla$'fri.f'iQlltion 

not below do.nt'iEL'et).t-~1.l ;; to un.indoc:b::.i.ne:ted. :rooip:leats who , neoo . t .o . 0 

ao:., COMlNT. Gma-wodtlct or intellig"9Ilo-m bC\sed on COM!N'l' intro~ 

into .llli.ed ir.i:telit~'€ channel~ by Th,i.rd. Pa.rtiea ~i~ipo.t~ in 

the t--s~·ture· e-t:· the oatnlllll.nd should oe hAnQJ.·ea. in Y-chl;lnn.ela end .sU;b ... 

j~ired. to the sec:uri:by m.oosureS' preserilied .for hrulfil..i.ng Y-. Where ·.auch 

Third P:A:rty c~ i ·s. ~shed by m. pe:rtiei~ti.ng No.tU>:aal d~ 

~t~or:ity or oxgo:nizt\.tS.on o.nd is of· o. ~;her groda than Y T.a?5terlfl,1 

~oducoo i'Titran th.e_ l-:staruoture or tbAn the COMJNI' su..P:Pll.ed to the 

y ... ~rg:url..za ti~ by ·uSftnV~ COid!NT a.uthpri ties, it will b.e pa,ssed 

21.. Cmf.l:NT end-prodl:rot or intelligcno-e b.."\a.ed on, COMINT i.ntli'od\Ji;ecil 

':Lilt0 Al.lied in.tell.igenoe chann~ by ~d .Earlies not participa.ting 

:lb. too Y-a~tt«-e of· 'lthe c:omiilo.nd .should, whenever pos-sibJ..e, ee 

~fel'.Ted. to Y-ehnml-el.s at' the fir.st pG>int a.t. whi.S1h .sucP, .end-~t 

or ini;eJJ..igenc·e c~ t.b tho o.tt~tiol!l of Y personnel_, a.nd from ~t. 

:Pont t:ra.nsmi ttecl clirac.tly- to the .Sa:Prem.e Allied C on:iznancle:c ' s Y Of"f;Loer •· 
. ' 

cii.re siha,.~ld. be ta;ken ·n.ot to oomprOD1i.a.e t}:le existence ·of' X ~hannel.a 01s 
r 

mwh. The . SUprerae Allied C~deJ;'' s Y 0tticer· ahOu.ld b.rl.ll,g a:ny such 

··mt~ to tho nttient~o:n of" the Jj/J; of S{I) for dec.iaion o.s to :f"u:Fther 

M'ti.On or -disa.epin:o. ti.on. ni doo"i.~ on such further M tion or 

di:!!a-.~tion, -the .MJ at s{r) will give full consideJ;'a.tion 'bo ·the need 

to protect C'OM:mT. 

" -
in 'b0 A set· o-£ ~ tiona adapt"ed to ·1oc.al conditions. Copie·s of the 

1 s:oour,i;.ty r@gl,l).ations of eoo.h ~ti,o.:QD.1 o:uthori ty -rill be .fo~ed to · 

MC~·T. through Y chrumels.. 

- ·6: -

SEC.RET 
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I 
I 
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I· 
·e 

RBLEl\SE Q:Jr_ GANADU:N/u.X.. /U.-~· COMINT END-
- . l ·:·. .,. : ~· . 

. ia:. Tr~£~-~ ~~te:µig~oo { as currently defined by CRC, LSIB, and 
·: .. ~-

USG-IB) ma...y qe pa-ssed _in peacetime t.o Third Party na.tioru;iJ.s in SACL/iNTts 

Headql.lar~ers OJ;,\ a need-~o--kn?Vi basis for plannlllg purposes under the 

con di t-ion8 set forth below·. 

b. when pt:s-seGI. to Third Party national.a., Traf_fio Intall.j,genee must 

be ·disguised. ef'f-eotively J in such a lla:y as not to be attributable in whole 

or in part to OOMINT, and must be ascribed in pr-eoise and poaiti~ -terms 

to another s~uroo_ -0hosen for its plausibility. 

e as a mininn.ua: 

The disguise will inoll:l.:d:e 

( l) removing inessentials: 

( e) PB.r'?-phras:j_ng ~y ~ text; row:Jding off nW!lbera 

and times; and, \tbenever possible, sUl::>s.tituting 

approximations f cr precise statenents. 

o. Indoctrinate~ Clanadian/u.K./u:.s. re.eipients of rmdisguised 

Traff'ie Intelligence in e~ch Staff Division in SJ\CL!i.NT Headquarters will. 

reeammend to A.O. of s. '(I), whio~ _Traffic Intellig-ence sh.ould be 

disselilinated _for planning purposes to T_hird J?e.rty. na.tiona,1.s. A.O. of 

s. (I) wri.11 refer each. case:; to the cognizant Conadian;U.K./u.s. national 
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·authrndty which o_riginat~d the Traf f.i.c Intelligence (or wi:i.ose COMIN:T unit.a 

.did so),. a:Sk:i.ng for. o1~;ai;ance to. pas·s this particulaJ;" Traf'fic Intelligen~e 
. ·-.·-:-·• - .... ···-: ... ~ .. · ... · .. 

·.~o. ·Th.ird Party nat~onals ·~d either forwarding a. copy of the di·sguised form 

··in '•'ln;tch· :ft-"is ·pto~pd~ed t~-··di;~-~minate the .. Wormat.ion., together with the 
·. . . . 

•. ·.r' •. 

· propq,~·ed distributloti, olrt r.e(l~sting tha.t it be furnished to him in·" . . '. . . ' 

:di.•. s·rn1·is·ed form ·0:- ·- . ; •. 

d". DJ,sguised ~raf'fic Intellige.nee w:i.,11 not ca;rry the Traffic 

'When it has. been disguised, and when the. s.ource to 
. . 

:which it is to b.e att:ribu,ted has been chosen, it uill carry the secu:ri ty 

g:ra~· a~;rop~ate "to that source and will no:mnally be di.s:seminated and 

. 'M.ndled in the manner "cust·omo.ry for that so:urce. Where .it is cops·iEJ;ered 

:that Gli.·$'gUise may oo.t. be :fully effective. but that the. intelligence Sho"ltld . . ': . 

. Ijlot'. b.e w:i.. thlleid, it .:rriay be· shcrv7n to designated Third Party nat'iopals by the 

· .. .i\.~O. at: S.{I) o.r Chief Intelligence Officer, or by an indoctrinated Canadian/ . . . . 

· -~U~K~/CJ •. s.'. officer .-on the ·_:st~f, pro'Vided that the nution:al OOMINT authority 

.· COFJ.©~rn:~d ·bas: approved; ;copie·s may not be passed to Third Party ?¥l~iona.J.i;i e 
. f.o:r.. reten.tion by them • 

..... ~· 

. 2.. speciaJ. Intelligence items ns such iTI.11 not be diss.erallla.ted t·o 

~:i'.rd Party :natio!l1als. ~ .pe-acetime in any f·om; hovrever,; ±nf'orraation deriv.ea: 
. . . 

· frem ~~ :l:nfel:J:.'igenoe ma,.y be disseminated t_o nationals of Third l?arties in 

, $1.i:.0#{'~'·1? Iiieadquarters on: a ~eed-to-lmow basis for planning PW1>0ses :if' it 

· !Can 'be : embodied 'in. general intelligence surfilJ.aries iri such a manner as t"O 

... ens·ur-e that the ll:lf'~rm~idon cannot be trac.ed back to comm· ~n general 0r any 

A. G~ of s~ ( I) should inf'o rm the cognizant 
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Ca.tiaaia.n/U .. K. /tr .. S. national a.uthori tie·s oif Al\Y ·Spe,cial .Intelli.ge_n-oe he 

eonai.cle-rs shoula be made available, end they w:ill make every erf ort. to l!IBlce 

it available · in this .:form. 

J. Cognizant Canadian/u.K.)B'.s. na·ti.anal authorities \rill ensure 

e that each is il)f'omed of any action tak-en. by the ot'h~a i.m.deir the above 

provisions,. ~d J?la.t.e~ial may be exaluded frcn tbe.se a:rrru'lg0l!lents. at the 
:_. . . 

request of one. of the authorities.. ~dian/tr .K./U. s. no.tionol aut:horl tie.s 

4a. Direction finder results mBy be · transmitted :without a COMINT 

c·oaewo.rd, but .suitably clasaifi-ed, to ·BJ.lied ooI!IIJIU)!dera and unitg ~ho ne·ed 

Intelligence baaecl on or incorporating D/F reaul. t.s 'lmt oonta.inir\£ 

so transmitted. 

b. Traffic Intelligence, as au.ch,, received :f'rom Canadia.n/Y.K.;U.s. 

ne:tional authorities, will OJlly be disseminated to nationals of Third 

Parties if' it falls· into the first (releasable) ca teg.ocy ais defined in 

paragraph 20 of ''COMINT ARR/.JiGEllEN-TS FOR s.t\.CLANT. 11 

c. Dis.aemination of such Trat'fic Intelli.g~nce to Thi.rd l?ll.rtiea.: 

ehall be by whichever of the following channels is apPropriate: : 

(l) via special COMINT cbatinels (i.e. u.s • .:.sso Syste.ra,. 

U.K.-GcU System, etc) 
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( 2) In the case of comr.;ian&s 'iihich contain no integ:rate·d 

Capa,Cq.ap/tJ.K./U,S. personnel, fron the a..ppropr.ia.te 

inte.r-.allied Si.CL.ANT comr;ianr.:.; 

( 3-) f'rGm ~ Canad;i.anfa .K .. /o. S. Y Unit or COlUNT ,unit direct 

te tht;l integrated Sl~CIJ~T colill!!Md or fomation 'lmieh it 

suppb~.s. 

Second Categocy Trf.\ffic Int.elligence (see paragraph ?:~_ ~f-

CQMINT .ARfulliG-E'.MENTS fem St\.CLANT) shall not be disseni~ted as Traft'ic 

Intelligence to 'Thlrd ]p~rty nati.o.pal.s in inti;::J;'-i;tl1i.ed .st .. CL..'.N'P eot.nna;nd~' ; 

however llrl'orm.ation derived from such traffic intelligence may be 

disseminated on a stri~t ne·ed-to-lgio:,:; b~sis to nation~ls Gf ThirQ: J?art;i;e•.s 

0 ---

in S:.\c::J'.NT' s Command if it C'.an be embodied .in genera,l . ;Lmt~l.;L:j..genc·~ :$w:l!;l'.ar-ie,s 

or- ·operation plans .and orc1e·rs in stlch a manner as t©· ensure that the 

We-.pna,'f;.i-ola e~ct be traced baek te COMINT il:i: ·geRetal or to any spec:if:ic 

·it·em of OOMINT .• · 

5. Special intelligence as such may not be disseminat~d to filly 

.nat±ona!l of Third Parties ±n SAai:..ANT' s CollUiland in .a;a,y form e~cept. a~ 

prov.idea in. para:grapn 8 below; however, i,nf0:rma:t;io;n deriv:ed from spe·cial 

ihtelligenee may be di·ssem±nated to nationals of Third Parties in &~Cuti.NT'' s 

Command on a st.riot need ... t,o ... lmov-: b~sis if it ean be .em.bodied in .gene·riil 

intelligence summ.arie,s .Or 0peTatio;n plans. and orders m such a manner a:s 

teY ehs'l!ll'e that .. the Womat·ion cannot be traced back or attributed to 

·COMIN'J? :in gene~l .Gtc:. tq i:i;ny specif'ic itera 6f' COMINT. 

i-""'\ I 
' ..., 
~J" I 
. l 

I 

I 

I 
I 
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6. Di exceptional instance'S inc1octrinated Canadi·an/u.K./rr.S. 

eommanders may pas~s ;releasable Special :tnt-elligenc·e in operational orQ.ers 

or other '?Olll:11unica.ti9ns to T!'iird Party nationals ~:ho urgently require it 
. . . . . 

fo:r purpo:ses of vital operational importance. Such oxders or communications 

will be .so worded that if they pc cornpromisec1 the source co~lC!. not be 

identified as Special Intelligence.. Only essential specif'.ic items ·will 

be transmitte·d,. and names, ti.me:s, posit~(;ms, apid other O::at.a from the 

original· texts will be paraphrased; _as tax= as pos~1bi~~-·--:---:.:. ... --·-· , __ ......._ ______ ":""_ .... 

DISSEMINAT.ION BEYOND_ '.I'HE SCOPE OF mnID 1"1.~RTY ilZRJ:\N.GE!.XENTS 

· }.. . Spe.cial. Intelligence vv"1:11 be passed t.o SACLANT Co:mm9.Ilds :i,n 

_accordaJ!ce .. ~•v:ith s·eparat-e arra.Ilbement s for e~}).ange anc1 dis·sernination. w,i. thin 
. ·. . . 

Si:..CL.i;.NT·1 s· Oo+nmand ·of COMINT beyond the scope of Third Pru:-ty collaboration. 

8. Wonnation from Special Intelligence essential to the S .. i~OLANT 

Y effort may be dis·seminated by CfiNADiliN/u.K./U. s •. national authoritie.s 

in either of two ways: 

a. if it can plausibly be represented as the result 0f further 

prooessing of Y material at national centres, or if' it can be repre·sented 

as arisi.nf; from ·captured documents, and if there is no reason why it should 

p.ot come to the knowle<Jf;e of nationals of· Third Parties, it ·will be :made 

available on a need-to-know basis and apj?ropriately classified t.o Third 

(\.,. V Party as well as Canadian, U~K., ana. U.S. participants in the SACLiiNT Y 

effort; 

b. if' it cannot be represented as in a, above, it :wall be 

passed by TOP SECRET OOMINT channels to an authorised Special Intelligence 

Recipient addressed by name at .Cana.ill.an, U.K., and U.S. Y units with a 
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:seec~-:-t·~knO'ii; the reeipio:nt •ii.11 exercise the utr.mst Cliscreti-on wen 

applying-i.f he consi~ra it necessary to apply-ihe Sl;>eoial Intellige·nce 

infornat.ion to the Y cff~rt of his unit • Unde-r no ~ircum:stances- 1~1 

.ma.t·erial in this seoenG. eo:teL;ory be I!Jl;\de a'Vaila.ble to il'hir.c.1 I:'a:rly 

n:e. t icmals. 

, ..... -· 
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CHANGES .IN PHRASEOLOOY IN APJ?ENDIX Q 

BPC53/Q/Final. 
048 

19 March 1953 

1. The Oonf'er.ence recommends the following changes in 

phraseology to clarify references to British Commonwealth Countries in 

paragraphs 11 - 16 of' AppendiX Q. The changes; which are in fact 

.:tnsertions in ell cases, are underlined below: 

a. The title of para. 11 to read: 

e "PRINCIPLES OF. COLLABORATION .AMONG COMINT CENTRF.s OF THE 

tl~ S,, '.:ANlJ .TBE .. U. K. AND OTHER :BRITISH COMMONWEALTH COUNTRIES". · 

b. The first sentence of para. 11 to begirt: 

"Otl)er British Commonwealth etc." 

c. The second sentence of para •. 11 to read in part: 

"traffic and technical. material. with other Ccmmonweal.th 

centres etc." 
I 

d. The subheading within para. ll to read: 

"PRINCIPLES OF COLLABORATION AMONG THE U ~ S. 1 AND THE U •. K. 

· ·'. 

AND CYrHER BRITISH COMMONWEALTH OVERSEAS NATIONAL CCMIJ:.!T CENTRES."· 

NSA'"Fo"im 781-C135· 1 -Jul 52 

e. The title of para. 13 to read in part: 

"PRINCIPLEs OF COLLABORATION .AMONG THE .U.S. 1 AND THE U.K. 

AND orHER BRITISH COMMONWEALTH etc." 

f. The first sentence of para. 13 to read in part: 

"involving both U.S. and British Commonwealth forces etc." 

g. The first sentence of para. 14 to read in part: 

"co-operation amoilg the U.S., and the U.K. and other 

Connnonwealth etc.-" 

1 . 

C.AN:OE 

·, 

. ·"'-
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TO BE Kf P1 I 'NC>il\ l.QEI( Af4D l(t I : 

14!¥!?1t Te Bl! ltl!I tM'!D flltOl'I THI! Ot'Pla, 

~fe/2 

... :~fY .-~~~:-~?0 - .~~---~Y~-~:~-~~--:· . 
Ci~J{IutJ;ON OF .U: •• S:. -muti.ISH ~-~ION . · · . · 

- - • - ••• • . • 5 - - .- - ·-· - • - - - - · · - •• • • • 
OHO 'o •• •o - , ... --.~• ... •• •" • • "10~ "•• o• I• o -

INTEtLIGENCE -COWJKJRt~.!ON J!N WAR ... 

··1-. :_ . ... 

. . 
·Gon<tinue to ·be th-e ·n:lairi 'ba·ais· ·(}ff r ·e"lation'S b.e~.<m the tiwo pa!"tiee· l:n 

war. 

2,,. In intery-retatd.ari. of -this.· i~e-~t :~d: aia ~ ~-d~:ti9~ A~)~x 

' theretG, th-e ·general p:dnciP,le~ ~Cl eons·.idoe~tl.<m.s a 1§-aifi-.c.d. 'bel·ow p~e.wae 

' . 
theatres . of ·opara:t ion ~vol. ve &# ·by in t~rna t i.onhl a@;-ee~ t $. :in · ··a$'ii'ecif:'ic 

cas~.s o:na.= by· eneinY comJJU.pli.c'ations -o.na.-.cfypto&m.phic ::g.vactiees. :. 'T}leis~· . 

:r-e.ctors ·will ru"fect such :l..zdpori~t Jar'tic.uiru:~ a.:..s f:g~c.,} ·gr-Q.p~cal. lQ~'at±on-s ,. 

the responsibilities o:f the cra:o:NT unit.-s ~vo1~·?, ·aAa "~ ~~6. ~d 
scope of exchan·ge and GOMJNT distri'butian.. · 

4. "The aim of the two parties is to ens-ure th.Q.t the g NaW.s·t. p~-s:L.ble 

contribution -consisten_t · wit~ sec-~t.y ·:Ls made by their cDilibmed _.c,- -ef.I'~t 
to the pi:'o.secution of e. war.· · · · · 

5. NoJ1I18..].ly, collaboration -will be e·ffected tl:lrough -~o.--ordiJul ~l;C>~ o-t· 

the e.pp.ropria te COMINT organizat·ions • . How~r, :whe-~ JWcess:e..r-y . and f.e:as-ible ,_ 

COMINT org,'lli.i.zatians JDaY be integ;ro ted. o:p. e. U • .S. -Brit.ish basis •. 

6. .Arrangements in nationtil territor:ie,-$ :or in th~at!re:s in ~ the f.ot-~es· 

stated in thia Appen<lix. 
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... ·: 

~m::s. m wmm·.:::: .: . .::·<_.:;._.::::.. ... , ....... . 0 
. ····-···· --····· ---- -· .. 

~t.h. pn;rt,..~es will .. remain f're.e. t0 re~bl.ire. tP.eli;r n&tional COMINT 
.. :. ::·. -- :·· . .. .. ·." ... ::.. . ..: : _ .. ·. . . : . ... . . : · .. : . 

Centres. both 0:-t ?ome , ~---~~~a.~_as .. t~ · ~~e~.al<:~· :nnY. task r.eievan.t to· their 
. ~.· .. . .. . . ... , ..... ··-··· . - ...... ·-·· --:· ·- . . .... ··- . . .. -· . . 

pa~ioti.aJ. wol;'ldw.;t.de ~te:rests, ond to set up such aadi tion,al cent:re.s as· 

may be necessi;uy.. S~bjeGit t.o tf,J.is. ovettid:UJ.g pri.Il!ciple, the~·-·will 'l;le· ~ 

·. ·~tb:b:~· .ai~i~i:Qti of' t~s-k;s' b-~tW:e·en the 'cirticrui den;t~~·s: Wtii~:t:i · ~l Un:aertake 

:~.~.:~he· ·8i'eai.e.~·t pois·sibi~ nmnb~r of· fii.~e4 oomfuitmenit:s,:: in ~cco;&nce, with the .} 

.a.. in view of· t;h,e geo.graphica,,1 location of' GCHQ with re~peet: . to the 

: .. :.': .. ~Gp~e~ ~~lit~; and in co~si'a:ero:tion ,odi' the tr. S,. F0tcea· irt~0lved, the u. s. '· 
J • 

m t~:· ~Vent. of ·a 
0

gel'.ler.3i Yi.ar :m· :E:i:llx>pe. Oi' the Middle.·Eas·t betWeen the 
. . .. ·. -. . . . j ,, . . . . . ; ·:: . : . . -~ . ···: .:· . . . ·. . . . . . .: . : . . 

Y/.e~tem P6we·rs and t~e Russian B:oc.? will .inunedia tely 'l:Wl<a!erto.ke to: aiigment 

·that pa~-£" ~f G C H'Q: : J!>~0auchg oom re:kevant 'fro the war in t-hese l¢ea.s 

-.bf :tm.e· p:roVisifon ·0f a sub1s .. tan·tia:L ·nt:mlber of 'coMtNT proce·s·E!il:J.g personnel 

as .reqUired, B:na.. 0f such e<fllipment ·as· .:rroy t,heri be detenn~ed to be b.oth 
L •it • '·:·' :•: 
fea_~·fble, and ~~rof'i~ailp1e. .T~ u~8,·~ v.i.11 ~o.rticipa~e with ~- ·e.qllf).i vo·ice .) 

in the ·detemirre.t·ion o-f'· priof'itioes ~4 &1.1,ocat:ton cpf" re.so:urees rli th respect 

tc:;,, the cemm,;IDeca COMl:Wr! effort at GCHQ•. . . The intercept reso:i.1F-~es of' the 

lJ.;s •. Elll!d U. K. which are e;gsential for .eov~ri;l;ge of Etrn.OFE and contigµo~ 

are~s w.;L1J; 'J:i·eeoore av.nilal;iloe to tru; comb:im.ed. COMINT effort at GCHQ, except 

f.b!r those .;require:d ap.d! reserve.d fair direct. ·1=1-uppo:rt of the· field fo:rces of 

ei tne·r RQ.t:io:h or re~~rved. fG.>,r other p:ucyo•ses by e:±ther p.a:rty.. The,t :iart 

;re1s·et.ved" fb;r the la titer pm1>o·se:· wil.1 lile· c.~-ord!ilii;t;!3.d with thGse: supporting 

the eomb.ine.d ef:fort P,t Gc!dQ·. Traffic· fr.om a1_1 sources· .will be mg.~ 

.a:-vailable to both A~SA and G·O H 'q to the e:rlen t req;uir.ed ond po!s·sible. 
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immewt~ly ~able to tbi~ µite],J.li:geaoe o~ga:t.ti~tiws ·olf :&eth ®'~. 

-,,. In the ev.ent ·o'.f' :Gm!Q 'bemg Wise.bled -for" ~ areas:cm: ·.dur·mg. the. 

war, the ~b~d ·effori: Will '.be t~a.ns.f~nect t-o a'14eh c;itM-r ~e?:i.~~ ~~ 
may G.e ·~:ty a;gpee-a.. ·· 

~-~~ .· · , .. " . ~ ~4~ t~sn· :bo ~d.e!irta~g ta.sk's ()?1 .a w.-~lawide ~asie.,. fkFlM will. 
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. ··~-p:ai~~~r b~. the .. pt~e~;pa:i· t~it?~e t"-<:>r ~ .. ~:.. ~·d ~it~t:ih -e~'lQit'ai>-im o!f' 
~: __ . . / -

.all_ .gFaG1e$ -or cm· 'r~l:~va:n~ ,,. .. to t~ 1 l$iri:t~,s"h }!!-a~e~ei 
may· °he i:tll:!Jegrat~ ;in .it 'Im> .aS1sist m tJrit;? !VI.Gr~~ ;l;,1i is re~:ognize:d' lm·~t- i.t·e 

·greate.:r in·~~r~ibii,.-l.;icity t©· ~ .ae-t:i,.0~ Will ·~~ .H~ :n.eme1;1:S~ 'f'g't" .it t _o 

duplieat:e mueh o:f' t.he work undertaken 'S.ib OOMQ .• 
• ; • I 

-FIDNGIFLE~. <;JF--COTJJ®¥~H·µN. a.«NG: Q~ ~s_ o~ 1~_.Tlt~~ - · U..l. 

AND WTISH e~ COilN'.l'ro:ES. 

n. Bri tiah Conmxm.w:ea.l.th countries may bia ino'.lude:d in the 001:hab.cn1:ati~ 

.,, 

· ~ . -
of cnd--p-J?Odll,Gt,, t~f'ic:, and teclm.i.pal material. with ~weal<th Ci!~a: m.la 

Jn- <>:d-<li.tir...... . wo:rlr'iM,>,tof m~ie-s .. 't-t- - _._,,,v., ~ .. 

qf one nati0n may. be assigned to national CGMINT G.entrea- of' an:othe>.r n-a;ti-0n. -as-

mutun.lly agi-eed.. 

PRJNCIPLES O:F COLLABORATION J\MONG u.s. I U.IC. Mm. BRITISH CO~_ 

OVERSEAS NATI_~ COMINT gmIT!WS 

(Note: 11 0veraeas National C~ Centre·" a.a used in this section. is. in:t-en.-de<il: te 
4 

mean any c.entre of .one nation net provide.a, solely f<;J~ th.a c!lirect su;ppor~· o:t a 

singl.e service, regardless of' the auth.ori ty or agency :ve.aponaibJ_e fu:F: J,..-e>oal. 

management of such a centre.) 
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(Jf .-such tt.i-·e-s¢l:ilil'l,a t .icm., 'Ill. •eomman se.oOire· ewt~~l ~e. e:s...S$t~. f\J .• 

19. Follovtirig upon. the ~tertninati©ll ¢f the o~1il affi1t"Uetur.e f'-or i£iPN" 

theatre involv1hg both '!J.S. an:d. British fON'PS, t.bi;: parlie:s '6onc~~e:dt ;vO:jt 

p.roceed f orthn th to draw up plan-s :f'br the ·C'QMIN'! .s~~i:)l f-<:>.i!' t'~ ~a:!?~ 

in question. 

. . 
whi.ch the forces of only Gn;e GJf the natiana· ~e engaged. are no:t s.lal'b,je·e.•t. 

to the special. principles stated :in this App~d.U:-1 eii.o~ :w~ :vtl.n, . 

inf om the others of plans made and or.geniza tions a·e:t. tj.:p mi thee.¢ ~~a._$.. 

21. The parties cono.erned will from tiJne to t~ review the pl.ana 

ma.de :for COM!NT wa:r mobilisation.; insofar a.a the ~. S. aniil U.K. ~ 

cance:med, this ha.a special reference tei the s·ca.le ©f the antieipa. te.d 

U. s. COMINT eft'orl in the u. K. .ana vice versn.~ 
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COLLABORATION :BETWEEN u.p. AND U.K. NA';l'IONAL COMIN'X CENTERS 
\ 

INTRODUCTION 

' ; 
,,: 

1.- This Annexure sets forth agreed arrangements for the implementation: 

of the prfnclples of collaboration contained in pare.graphs 7 - 10.of 

Awen 'x Q to the BRUSA Agreement. Although these principles apply in 

part· cular to a wartime situation; at least two s14ages are involved iri the · 

e.ff ctive implementation of the provisions of this Appendix. These are: 

a. Peacetime Augmentation Program to be effective up tp 

the day of full mobilization. 

b. Wartime combined ef'fort at full scale. 

2. During peacetime, combined NSA-GCHQ eff'orts ·will be established 

\on specific problems, as a.greed between USCIB and LSIB. , Arrangements 

tor combined eff orte will be me.de for those probiems which under existing 

cr.onditiens can be most effectively processed at one .center.. These 

arrangements will be kept under continuing review e.nd are subject to 

change by either party. Any additional increases in the peacetime aug-
' i 

mentation program will be as agreed upon between USCIB and LSIB. 

WAR'l)IME COMBINED EFFORT AT GCHQ 

. . 3. That part of GCHQ producing OOMINT relevant to a war in . 

Europe and contiguous areas will be augmented with U.S. COMlllT res,~es 
and will "form a combined o:peration to be named the Combined Center, 

Europe (CCE). 

ORGANIZATION 

4~ The or 

l 
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b. Director, OCRQ, will be assisted by two Deputy Directors, 

one appointed by the Director, NSA, a.nd the other 'oy the . 

U.K. The U.S. Deputy 'Will be prime.r11y concerned with 

the Groups assigned to the CCE, the U.K. Deputy pri2na.X'ily 

· · . . . with those OCHQ. elements which will rems.in outside the CCE. 

c.. Director, GCHQ, will be further assisted by a number of 

Assistant Directors, of whom one, appointed by the 

Director, NSA., will have major respone1b1li ties for 

Production Vi.thin the CCE. 

d. · Below Directorate level, the CCE will be organized into 

a series of groups, each responsible for a specific sphere 

of operations. 

CQ~.IBU'l'ION OF RESOURCES TO THE CCE 

\ 

* i.e. Investigation of transmissions with unknown technical 

characteristics. 

'"l'OP SE·C·RE'f CANOE 
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b. Smell portions of GCHQ may be retained outside the CCE 

for such purposes as special explo1tation or dissemination 

. tasks required by U eK• intelligenee consumers, particula.r:ly 

Q w1 th ref ere nee to subjects outslde Europe and contiguous areas. : 

" 

Form 78l·Cl3S 

c. The U~S. will contribute substantial COMJNr resources to 

the CCE, details of which are given in Exhibit 1 to this 

Annexure. 

J . . 
6 .•. · The ma.in tasks of the ;ccE will be : 

a. Technical COMINT support of U.S., U.K. 1 and ct.her British 

Commonweal th ti$ld resource~ in- Eur0pe .and coutigt:l.OUS areas • . 

b. · Technical COMINT support '. of the Y uni ts of Third Party Nations 
I , 
r ' 

participating in the Y structure of Allied Commands 1n 
· i I 

Europe and cont~~ous a.rbae, in accord.a.nee with the provisions 

ot Appendix P • . : 1· 
. ' ' 

c. Operational control of u.s., UoK., and other British 
: ! 

Commonwealth field resources essential. to the coverage of 
' 

· Europe and contiguous areas, except those required and 

reserved for close support of the· field forces of the 

contributing nation or otherwise reserved by the 

contributing nation. 

d.· Processing and exploitation of COMINT.ma.terial relevant 

to Europe and contiguous e.ree.s. 

e. Research in support of such processing and exploitation. 

f. · Production of COMI.lTl' information e.nd the distribution 

of such information directly to appropriate national or 

c~ined COMINT centers. 

J 
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DISSEMINATION ARRANGEMENTS 

8. · a. - Par~aph 8 of Appendix Q provides that the complete end 

prodt.tct of. the CCE will be ma.de inmledia.tely available to the ·1ntell1gencie 

organizations of both nations. To this end, the US intelligence liaison 

officers at the CCE will receive the end-prod'tl.ct of the CCE • 

. OGA 

EO 1.4.(c) 
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b. The CCE will endeavor to produce end products in the f'.'•orm 

or f'orms ac·ceptable to the US and the UK for dissemination to a.11 authorized 

·intelligence recipients and this will be the form in which the "inf'orma.tion 

will norinlilly be disseminated. 

c. The US intelligence liaison officers will be responsible for 

di.seemina.tion to US Commands and other US rec,;l.pienta abroad and for the 

dissemination of' selected items to their parent US intelligence orga.ni-

zationa; GCHQ will continue to be responsible for dissemination to UK 

COmma.nds and UK Intelligence Organizations. 

d. The US service intelligence liaison officers and GCHQ will 

collaborate in dissemine.tion to Al.lied Commands, and combined cryptographic 

channels will normally be used. In exceptional cases where there is 

disagreement between GCHQ and US service intelligence liaison officers on 

e.d.dresseee or on the substance of the inf'orma.tion to be disseminated. 

to Allied Commands, either may disseminate · provided that it .. is1
ma.de clear 

.. "'. _.t · ":. ' 
-<;::J '~ 

that the other is not committed and that the •• :;,t-:tori:i3hip to e:ny other 

disseminated version is stated. Every effort will be made to a.void or to 

resolve -such disagreements. Copies of CCE end products disseminated by 

electrical means to Allied Commands will be innned.iately disseminated to 

the e:ppropriate intelligence organizations of both nations, as required. 

e. The US intelligence liaison off'icers will have aceesa 

to those points in the CCE activities .where the CCE end product beM 

comes available ~or dissemination. 

f. ·The U.S. Intelligence Organizations do not intend to 

establish intelligence production groups at the CCE. No exact estimate 

of the number of intelligence liaison personnel necessary can be ma.de 

a.t this time; however, it is expected that they will be in such numbers 

as to operate a watch in connection with ea.ch point of dissemination. 

5 
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INTEGRATION OF PEFSONNEL EXCHANGED BETWEEN CENTRES 

10. Personnel exchanged between NSA and GCHQ will be integrated 

orgenizatione.l..ly within each center, will remain assigned to their 

' home agency, and wil.l be otherwise responsible to a resident bead 

from this home agency. In the case of a problem which is to be 

worked as a primary commitment at one center by a ccmbined NSA-GCHQ 

6 
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group, the exchanged personnel will be integrated in both technical 

,- and operat·±on.al. .management positions within the group. In the case !ot 

a. problem ·worked j"ointly at both centers, exchanged personnel will ~ 
' 

integrated technically into the groups at es.ch center. An equal. 

voice in teclmice..i and operational management w·111 be exercised only ! 

on these problems bei:Pg worked as a priinary camnitment. at one center 

by a combined group. 

E:3TIMATE OF' PERSONNEL AND EQUIFME:NT REQUIRED FOO WMTIME AOOM!!!NTATION \ 

PROORAMME 

ll.. · Exhibit 1 to this ADnexure contains the estimate of 

personnel and equi:pment required._ for the wartime augmentation 

program. .Its details will be reviewed from time to time by both 

parties and revised as necessary. 

SUNDBY ARRANGEMErrttS FOR CONTINUATION OF ~OMBINED· OPERA.TIONS IN THE 

EVENT OF_ DISRUPUON THROIDH ENEMY ACTION 

7 
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OPERATIONAL AND LOOISTICAL REQUIRF.MENTS FOR THE WARTIME AUGMENTATION 

OF GCHQ 

1. It is estimated that e. total operational strength of 9000 will be 

needed for the ca;: in war to dea,J- with th~ !problems 

assigned to it. The UK intends to contribute about 6ooo of this tota.l. 

In view of the importance of the CCE to tbe US intelligence effort it 

is felt that the US should endeavor to supply the additional 3000 persons 

who would be required. 

2. Existing UK mobilization manpower plans allow for an increase of 

5500 to GCHQ's peacetime establishment o:f1 4ooo in the first twelve months 

of war. Of this 5500, 3200 will be prov:l.ded during the first three 

months of war. 

3. The bulk of the increase is intended for the reinf'orcement of the CCE 

and supporting groups, which may be expected to give these groups a total 

strength of a.bout 4000 by M /. 3 months, and of the final 6000 by M /. 12 .months 

4. A small proportion (at present estimated at 300) o:f the GCHQ staff , 

may be sent overseas and would thus not be available to the CCE. 

5. During the period M /. 12 months, the U.S. targC't should be to reinforce 

the CCE by 2000 persons. It is recomme~ded that this increase be phased 
\ 

as follows : - - \ 

· (a) . By M J 6 . The provision of a~ least 500 persons, o:f whom\ the 

majority should have had training and ~Xperience in COMINT producti]'n and 

reporting activities. ; 

(b) By Mt 12. The provision of a further 1500 persons. It. ~s 
! 

realised that for practical reasons the majority of these will not have 

had extensive training or ·experience in CCl-UNT activities. Nevertheless, 

every effort should be made to ensure that as many as possible have at 
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least had basic COMINT training and that a cadre of trained COMINT personel 

be included in this gro\lp to ensure the effective integration of the group 

with the CCE. 

6. It is recognized that the U .s. contribution to the CCE may be 

reduced in accordance 'With any al.location of personnel to other national 

or combined centers i~L-~~~~~~~~~~~~~____.lworking on CCMINT 

problems perte.i n:I ng ;to Europe and contiguous e.reas • 

7. Equipmen.t req1firements for the Centre should be considered in detail 

so fe.r as possible in advance of war by N.8.A. and G.C.H.Q. In this 

connection it is intended that G.C.H.Q. should make the maJdmum possible 

contribution i ,ii the development and use of anaJ.ytica.l machinery fo-r 

research and ·exploitation. The U.S. contribution of stand.a.rd IBM 

equipment should be commen.sure.te with the U.S. contribution. of' personnel 

to the ccy, based upon existing proportions of sucb equipment to 

proceesiilg personnel within NSA. 
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PRINCIPi.E:S OF WARTIME COLLABORATION AMONG COMINT CEN'fERS OF THE 

U.S.,,. U.K •. , .Am)OTHER B~ITISH COMK>NWEALTH COUNTRIES. 

1. In the event of hostilities involving the u.s., U.K., Canada, 

Australia, and New Zealand, hereinafter referred to as c9llaborating nation 

the COMINT collaboration among these nations will" be such as to ensure the 

greatest possible contribution to the prosecution of the war consistent wit 

security. 

2. Normally, collaboration will be effected through direct co-

ordination between the appropriate COMINT organizations. Where necessary 

and feasible, hewever, COMINT o:a:ganizations may be integrated as mutwlily 

agreed. 

3. Field COMINT resources of one or more of the collaborating 

nations operating in a theatre supported by a national or combined center 

will be provided by that center with such technical assistance as 

may be required and mutually agreed. In order to facilitate such 

arrangements the national authorities may assign liaison and working 

groups to these centers as necessary. 

4. Arrangements in theaters in which the force.a of only one of 

the nations are engaged are not subject to the special principles 

stated in this annexure. 

5. The COMINT authorities of the collaborating nations will remain 

free to require their National COMINT Centers both at home and overseas 

to undertake any task relevant to their national worldwide interests, 

and to set up such additional Centers as may be necessary. Subject to 

this over-riding principle, there will be a broad division of tasks 

between the National COMINT Centers in order to insure the maximum 

ti-Ii1ely ·interception and production of COMINT inf'ormation. 
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6. In accordance with the ·ab0ve the folloving arre.ngemeht~ 

a.re projec:~d:ln view of the geographic proxilllity of the Jan 

I 

\ 
and the U.S. National COMINT Centers, and of the \ 

close relationehipe whibh wtll exist between the : 
\ ·, 

military forces of the two nations in time of - - ' 
.. an integrated effort on specific probiema may be 

required. Such collaqoration may involve an exchange 
' \ 

o:f technical personnel between the two Centers: e.nd\tbe 

provision by NSA of technical support to tQ.e iht.egrated 

effort to the extent desirable and feasible. \ 

\ 
b. In ·the Pacific Area collaboration is required minimize 

the need of duplicate interception and process· 
\ 
I 

facilities. The U.S. rather than establishing 

National COMINT Center in tne .Southwest Pacific~ will 
. - 1 

I 

coordinate its COMINT operations in this theater with the 

center in Australia as required. 

c. The U.S. National COMINT Center(s) concerned with the 

Pacific area will have direct conumm1 cation w1 th the 

COMINT authorities of the col.JJU>orating nations in order 

to effect rapid exchange of COMINT material'as required 

and as mutually agreed. 

d. The U.S. envisages the assignment o:f a U.S. working pa'rty 

to the center in Australia ilmnediately upon the outbreak 

of hostilities involving both parties. This working 

party will take part in the operations at the Center in 

Australia end will·serve as the cadre :for any further 

augmentation of the center in Aust~ia which may become 

desirable as the var progresses. 

11 
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: I 
,'e •. The U .K1 will increase its contribution of personnel to the 
. I 
; center in Australia on the outpreak of hoetili ties·. 

-E$'TABLISHMENT OF 0~$AS NATIONAL CQMINT cEN'tER$ 

7. ·eur:rent plens conBider the possible establishment of COMINT · 

Centers as set forth in Exhibit l to this Anne.x:ure. .Its details- will be 

l:'e'V'iewed from time to time by the parties concerned and revised a.s 

necessary. 

ES'l'ABLISHMENT OF OVERSEAS- COMBINED -~ 

8. With reference to U.S. and U.K. plans to establish National 

COMINT Centers in 

erea. 

,. 
- ~ 

OGA 
EO 1.4.(c) 
EO 1.4.(d) 

__________ . · circum-

12 
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. ';c'.tie U~.s. -Bit~t isWi Gon$1:un;'.Leation ~'t'e.lJj·gence J~@;~~!4t: oi 1 9:46 , . . . 

the !£>P~rt<\l;i~~ t::t<ie.re:to, · ~ ~-'he .. ·o;per~t.hig: -~~,~~~i$: · i>~ed t:~reon. 

will ·cont:inue to be the~ b~iS of relat:ii;pn$· betwe~~~~~ tw0 p~ies 

in war. .. · ·'· 

Appendix ~heret.0., the ge:tieral ;r;r,i;aciple:s ana.· c.onside~a:tioru3 sta,t.ed 

helGW provide· for J?arl:iGular spheres of w~~e .collaboration 1lle$:ween 

·the two parties. 

3. The i.m.ple~ntat;io:p. of these .Princ·ipJ.es ·-.n11 'Se conditioRed by 

ca.Sea ~ by enemy con:mrunications and cryptographic p;r,act.ices., 'I'.:008.e 

factors will afi'ect such il;:iport,ant l?~icuiars ~- ge.qgraphiou l<:>¢at;i.o;ns . ., . 

tll.e respon.sibi.lities o:t the 00!.;:ill~ unit,s involve©., a:pd the degree •· 

scope of exchange and. COMINT distri.bution. ·.'· 
.. 

4. T.he aii-n of the two parties is to ensw:'e that t11e great.e.st 

possible c.ontribution consistent ~dth security is made by th:e:;i.;r 

:combined c~ effort to the prosecution Qf a war. 

5. N<?rma.lly, collaboration ·will be ef'feetea. throug].1 co.-o;p<jl.iJ;:lat:~on 

of the appropriate COMIN'I' organ,izations. J[owever, where necess·ary 

and feasible, COMINT organization8 rrw,y 'be · mtegrat~ on a U.S. -Britii=rh 

basis. 

6. .Arrangements in national territories or fa1. theatre.a in which. 

the forces of o?Lcy one of th13 patiens are eng~ged are !}9t subjeet to' 

CRE-T 

.--... - - ~ ... _ 
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t,:Qc• special p.idnci;ples $t . .a-ted in this Appendix. 

PRlNC'.lIPIES· OF· 00.lli.'.iBORA.T.illGN '.BRrW(!)m U.S. •. .t® U,K •• N~~:COI\f;..':L QOM1NT 
. - -~ .. .. . . ~. .: : .. . . . . ·: .. 

~~ .... "',. ··~ ..;. 

7.. Both parties mill rema:L--i. f~e to re·quire their :natio~ G'Q'MlNT 

may be necessary.. Supj¢ct to this o;verridi.n:g principle, there. will ~e. ~

br.o.ad diVis'.Lon o:t' t.a:sks. between tho :na'ldonal O·entres which will ~dell!--t@lce 

the greatest pos·sible n'\lmlber of fixed commitments, in acco:r'danee with 

the prinei;pJ,e.s set ~ort.h in the Intr0auot.iGin· t·o the::i'e Appendices,. 
. . -

8. In view of the geogaphical looe,tion of GCHQ Vr,i.th res_pect to 

the Europeo.n theatre, apd in consideration of the U.S. For.CE;S inv.olvccU:, 

t~ u. $ .• , in. the e:v-ent of ::'. general war in Europe or the Mio.dle Ea:st 
~ . . . 

1retw:een '!).he W:est em ;Bowers and the R:1~:$·s·ia:n Bloc, wi 11 i 1rnrafldiate.1y 'Ui1,~ett~ake· 
• .r'•. . 

t~· ·augment that part ·of GCHQ J>:ir"~d'Ucing CO:M!NT relevant t.o the wror in t'h.ese· 

a:r~a:s. lily the provision of n ·a'l.ibst·l:mtUl number oi' OOMDlT pr0cesia±ng 

pers·omiel as required., aOO; of su~h equipment fill may then oo det.enndm.ed. 

t.o b.e both feasiolc an.cl proi'it able. 't'iw u. s. w,i.11 participate filth ap, 

w:itth ~spect t.o· the e0I'i!!bil'led C.OMDT'r effort at GC:W:Q. The intercept 

resouroe~ of' th.El u. s. ~ tr.K. which are essential f,(!>r c0verage o'f': 

EY:ROPE a.'"ill eont igt!l.Ous. areas will bec0me availe;hle t,o the combiEed 

OOMJ:NT· effort at. GCE:Q., .e'.X!cept for thos·e re:qµir~c1 and :reserved for 

all'e:ot support o!f' the ;fiie·ld ~orees of e:i:tn.er ni~ti0n er reserved f'otr: 

0th.ex ~oses·· by .eitbe•r party. ·That pa;rt ree,erved for t.he l.attex 

purpose will be co-or~tea with those SU.:l?POrti..-rig the cODl'b:W:leG.-e:f'f'ort 

a:t. GCHQ. T.rafi'ic· f'rom. 1all s.ouxces vtil,1 be :ma.de · aiia.il.able to -both. NS.A: 

a:nd GCilQ to the extent :re·guired anc1 posa'ib:le~ The complete ex:'l4..-;i,:>roduet. 
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ot the 'combined eff'~rt at · GCHQ Will. be ma.de :i.Dmedi.~1:.eJ,y available t.o 

9. 

the war, the coab;Q:i,eq. e.f.fort· yv:ill be transfer.rec; to such other eef'!tre 

as ID£f.Y be LlUt,ua.111.y agreed. 

rill in pa.rticµl!a,r bq t -he prill,cipal centre ["or US and U'!L\. exploitation of' 

p.;LJ. g7:'rid~s o;f' C01ID1T' relevant to the._l _____ ..Jl•:ire'~· UK personnel mq.y 

be iri:tegrS:ted .in ~t: t·o ~,,ss:ist :in this work. The ·'68 will t:a.'ke account of 

UK views in tb:e GI.etel?lilination Of· prin:tit.i.es ~ alloeation of resource:s 

with ~e'Speet t :o th9 fff'Ort. relevant to a general_ wa;e ~ 

that a:rea.,·--··· ;tt i$/ ~cog~~eP: .th:a,t ~lf$J.:. 1s gte~t.e:r- invulneFabiJ,.ity t .o 
... ./ ~ . ... ,.. - . . - · ·· .... ·:. ! :. . . , ~ ·.: - ~ . . ~ - - . .. .... .. 

enemy-:·a.cticm .. wi11 ma...~ .. < ~t .. ~pes·sary :f,'o:r_ it to c1up1ie~;te nmoh of the .:W.Ork 
..... . : . . . ..... .. ... _ ·. ~.. . . :: .;, . . . . - ·-·· ... 

. --- . ... . ·- · .. ··-·.,. -·. -·: ... ... 
undertaken t~t GCFIQ. 

- ..... ~-...... :: ·. · .... : :. ·.i.:;_ ...... - ··' ·.• . .... :. ___ . _ _: 
t • • • , ... 

PRINO.IPIBS _OF C©LLllBO:R1~ION ... ::liONG COMnfr .CENT$S O~i' T:'rlE U, S. , .U, k. ,--····- .. 
>" ? 

11. .Clther British .COl:llllonwealth.. countries _may ~ iriolucted in the 
.-· . . . . . . . 

.- .-

colTubo;ation oi U.;$. at.id U.K. National COhiiJNT Centres as agreed by tm 
: .- . ..·.· .. . 

National COMJNr authorities o:f all parties concerned. With;in the lirn:;ts 

iso ag:teed' exchanges of em-product' tra£i'i9' ~ technical :ma.:te:rial 

with other Commo:p.wealth centre~ will b~ as caaplete as required and 
· .. · 

mutUB.l:cy 'a.greed.. rn· addition, .working parties of one nz.tion may be 

assigneci to national COMINT centres of another nution as llIUtua.J.];Jr

igre~d. ·.· .: · 

PRINCIPIES OF COWlBOR~:.TION ~~MOl'TG T$ J!. S. , ~:JIT.D THE TJ. K • . -•~W OTHER 

BRITISH COd!iONW.GiLTH OVERSE~,S N.~XION"'.L CJ<J,ITNT CENTRES 

fNote: "Overseas National COMINT Centre'" .. as used · :i,.n this section is 

I 

l 

,. ' 
) ,' 
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;i,Rt,ended to n~an any ·centre cf one n.l.'l.tion !)Gt provided s0leJy fer tJ:re 

<ilfr.eet s:Q:ppQrl bf' e. i:;:ingle ·s,ervice,. reg.a:r.dles·s o1' the autiw;r-ity or ~g~;i:;i:oj' 

re·sp.onsible :ror 1£>·ca1 :r:~gOi:1Cr+'t· of a.ti.eh a cent.re.) ' 

12. I'f; "filaY be ~©eS'Sa.Ty to establish OV:e.rscas na:tien.aJ:. CQ~ 

centres t ;o· ensure· tilnely . processing ©i' <ne;rtE',in high 1Gve1 :OOM:grr . 

ipi:t.er~pted there,.. Wai;s includes est::.-..blis1ll.10nt by e:itl\J.er pa..."iiy Q.f 

0ldidi.t,ional centres ·t,o support the pit'os·eoutien of tlie war in the: 

EuropeOll and Middle E.;!'.$t . ar.ee~. Where ns.:;ces·sary 0r C'::cs.irab.le, work;:i,pg 

pa.rt ies of one ::ant ion rna:y be n.ssign0c1. c,s i.;IU.-tually agree& ts;i_ Gvers·~·3.!f1· 

cen:bres of qnothcr. Exefu'.l"'cre of enc'!-urbduict traffic and teclmical . . ' • ' "'C> ·- ~ , J . 

. . 

:oat,e;r;>ial· will be as: complet.0 as require8..' 

;E>BlNOil>IES Q;B1 oqw~oa.:;x~o:N :MONG ·THE u. s ... JiND THE U.K • .;W .. OT!lE!R 

::6IUTIS£); e~4QNW;E.;;LTH~ SfilRVlCE COhIDTT. IDTITS . . ~Vl.J?-ED __ FOR p~T .·sugpom 

QF Q~>!l' . FQ~OE,c.3 (J;NCllllQ:ING SERVICE ;QR ~EE4i1.'RE. omr~s) 

t 3.. .·. · · '!.P:he degree .of' int.egrat:l-on of COMINT activities w:l;t];'rl:.p ftnY' 

the·.a.t:r.e · involv.:ing both tl.,s. s.Rd. ~1'.itisl~ C<;.>µmiemre:a.lth fo·rees ·will,·~J?~nd 

9p th,e degreQ o:r. i.nt egr.a:~ i©n .of' operat :ions ru11f .. co~'irnariC!.' .. in that. th~~t:r;:,~. 

Upon this. bas.is. loGal co..;.orairultio~ $.~ co•op©rat.ien wi.11 b€ effect:e:d in 

q;e.c.o.rean¢e w:ith tJ:ie: polieies of the:; ··:pat:ional ·crau:NT a.uthorit.i.es e01we:ctl¢d. 

.. . I • 
Nori-aally, lateral e:x!chenge• and other d;i,pect lateral q:o.-..operation 

~ ..... 
._ 

antong U.S., U.K. ·aruil otl~r C'o~Il'uea1t.h ServiGe COMINT 'W'J.it:s prov:l.Q.eQ. 

..fqw dj.t.¢ct sUpJ?Ort of Combat Forces will be ca.rrfod o,n at tbe h:ighewt 

le:v;e.ls: that wi.11 :meeil7 es·sent·ia:l operat:b.1.;g reqttlrements. 

Natiop.al Ce:p.tre~ Vil,l ;provio.e appropriate t .eefuni.ca:l swpporl 

f<pr,. ana.· obtain n:e.cess'.ary· .· rmterioJ. f'reru. Semo~ unit:;:J Gf oth:er . . :_. ~ 

. · ······ · ... 

the ;partie·s concerned. ll'lzj' 0perate in a;rzy 'th.eat.re of w::i.r interception 
... - ~ ...... 
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DISSai:Il'U,!l';I.QN _OF .Eam-HWD.UOT 

17. In 'Ei!Di3 cc:mnand. in\ro_lving- U .. S. ~ U .. :K. .:fe;re>es , leva.ls of 

·~·s~"ti0.n fo.r oot_h f.o~cea will be identical as agreed by -bbe U.S.. 

:e.n.d: U .. K. :na.ti-0nal CCID:NT ·8.\:lthbr±ti.es. Such dissei;nina.ti.0n er£ ~-pro-d,u~

will, normally -be 'Via 'natiolllB.l efu.e.:n.?Wla; . . fJ!/q ~ther meaJlS of dissemination 

wili be i::nlt:ua.1.ly ageeilli Up_<m "by 'the l'l?.t.i0DB.l ·aut'.hoti.t l:os.. ~ puirpoges 

18-. Ir@leruel't'tarti·on of" tbe: ·pr_ovisioms. of truts. ~el:ldiDG. ~ll re·~ 

extensive cmqrrmnjo.13Jtions, p.le.:ns tor whi:ch ~hbttld be ;<ll.rawn up a.t the 

e~lies_t f"~asible t.ime. 

for a:i:ry theatre involving b·0th ~ .. .S. and U-.lt •. foroe;s ,. t·he parties 

oonaerned will proceed f'ortmrt.t:m. to d;raw iw plans forr t'he COONT 

-st:ru.ct.ure. for the theab·e in qµe.ation. 

in which. the f'orces of only one o;f the nat·i'0)1S ~ -e~aged axe no-13 

·aubject to the special principles s-ta.ted in th:1s fiPf>endix, each pa;tty 

-will inf'o;J';'7il t'he o~hers of pl.8ls m.ede ancJ, organiza..t ions ~t Up. in 

these areas., 

21. The parties 0oncerned will :f'r6n i ime to tii:Je review th& 

plans me.de f'_or COMJNT war raob;i..li.sa.tion; in-s0:f'AI> as the U.., S. aEd U.K. 

are Concerned, this_ has special referunce to 'bhe scale of' the 

ant=!-cipat.ed U. s. COMINT effort in the U .. K. and vice versa. 
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COLL.imQRi!T.I:ON W:TWEEN j:r. $,_ hND U.K. N:liT.IONlJ:, :a~r:r -~ 

!NTRODUOTION ~ · 

""· ... ·:.. 

1.. This Jume:irure set,s :fc;>:r'th .agreed. a.rr.~~eme)'.l).iH> for tl'le 

implement.at.ion ef tlile pr:iP.oiple·s of eollS:boiFat:io·R. contained in J?EU"a:g~a~® 

7 ·- ~ -o ·.of Appendix Q· to t:he BRUS.A 1.igreement., Alt:l'10ugh t-bese ;pr.;i.:nd,.p~-s 

irtvG>lved in the e.ffective ll,a:plement'fl;t:ien of the provisicm~ ef' tltls· 

Appendix. 'Thef}.e are: 

a, Peacet~, .Augmentatfowi· ]?'~:gram ... to 'be 

e.f,.f.ective lilP t .o· the a.a.y· of i'iall ~biUZ'at:io;p.. 
' . 

. b, Wa.rt·±me ·combined ·effort at :f\l.11 scale, . \ 

2, During peacetime, couibiried NSA...GCHQ ef.f'orts will ~ 

established on spe~ific ·prob1ems., as agreea- ·oot:w~~n uscnf aii1 LS'lB •. 

Arrangeioonts for comP,ined efforts will. be made for those problems 

which under existing condit·ionS can be · I!lOst ef':f'ectivezy proees·sed. 

at one center. These ·arrangements will ·be kept under contin:uing 

review and are subject to chruJge by either party. 1:.,r-i:y additional 

increases in thi3 pe;acetime a.ugmentat ion p:to~am will be a.a agreed 

upon . between USCIB and ISIB, 

W .ARTThilll COMBINED ;&81FORT ff!· · GCHQ 

3. That part of GOHQ producing COM.INT reie:v~t to a war :j,.I'l 

Europe and oontiguous areas will be aUgm.en;ted wit~ U,S, 

.. ·· 



OGA 
E.O 1.4.(c) 
E? 1.4.(d) 

'filuroye ( CGE). 

O)G~J'UZltl'JON 

4. The organization erf the CCE .-rill~ as £allows.: 

b, _Director, ·GC"'.nQ, ;rill be. assiste.d by two Deputy 

D-ireotors, one appointed by the D;l..rector, NS-~ 

and the other 'by the U.1\. The U.S .• Deputy will be. 

p~:i:marily co.ncerned with the Groups assigned 

to t.hc CCE; the U. K. Deputy P:r;~i.13 with those. · 

GCHQ eleuent.s which will rerJain outside the CCE. 

c. Director, GCHQ, will. be ;furtb&r '!lSSist.ed by a 

number. of ~:_ss.istant Directors1 of wil.Oi.J. On©' 

a.ppo.inited by tlJe Director, NS!i., vdll bAve I!l.B;jor 

res~?E'.ms;i.bilities for Pr.oducti6n within t~ COE. 

' 
Below Directorate lev<ill, the CCE will .be orga:ni.Z~<& 

int-0 a. &G:ries. of groU'J?S, each responsible .:for a 

spcei,.i.~o sphDre of' operations. 

c<w1RI:Burroif ()$! :BE9o~s TO ~HE OCE 

\, .5 •. 

\\\\ 

•• i.e. 'Investiga:ti-on of' transmiasions with unknown technical. 
. ' 

cheract e-~istics .. 
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"b, Sna.11 pox:-tions of GC6Q may be retained outside the 

c .. 

~. for ·S·~h .PUT.P.O'Ses ~ "s. sp~cial e.x:,f)loit .·:tion. or 
- .··- -; ... ...... .. _' . . · ...... . · .. -. ··-- ... . -- ...... ... _. - . ·-·· 

d;i,ss~tion t~ks req_uireCl .. by U.K. intelli,gence 

consur.iers, pa.i"ticularly \"nth refc:c.e~.:. to subject.s 

The · tr, S. will ~o:ntribtate substantial COMJ]!"'T resources 

to the COE, C:l.ctaila of which are g~vc.-n in Exhibit 1 t.o 

this ..tlnru:::xure. 

T ,.IBK;:; Of TBE CCE 

0 

. ·· . 

6. :: .The .Zita.in tEi.slcs of th.G OCE Will be: 

13riti.Sh COLllllQ.IlWCillh fiC;ld resoure'iS in Europe and. 

contiguous t•.rea.i;;. 

b. Tech. .. nioa.1. COMINT support ·of the Y t.t.-U ts o:f '!'.lll.rc. 

Party Nations part'i.<!:ipe.t:i.ng in the Y structu.;..'e of 

Allied Co:or~~nds in Europe arul oontiguous areas, ;i.n 

accorC.once with the provisions of ~end.ix P. 

c.. .Operational control of' ~.s!, U.K., a.nd other British 

COO'!GlOl1W<.:::llth i'ie_ld re.sources essential to the 

coverage of Europe 3l1.cl cont i&,uoua are RB, except 

those require.::.. and reservec. for elose support 

of t~ fiel.i.:1 forces of the contributing nation 

or otherwise rcse:r:-vect by the contributing nation. 

d.. Processing e.:.id exploitation o'f: C<XINT L1a.tcria.J. 

:r:e J,cv~:t t.o Europe allil ·contiguous areas . 
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qdnp.lete end product .of' t:ti..e COE will be D:m,d.e 1,:;:ip.eci.iat,€::1y available to the 

intellig~nce organiz.~tipns of both nations. To this -end, the US 

hit"31ligence liaison officers at the CGE :vv-ill rec::eive the end-pro.duct 

of the CCE, 
......... --·~ 

b. T.he COE! will endeavour to prodl,l.ce epd _p:roc1ucts in 

t'he fom. ·or forms acceptable to the :US ant1 the lJ"K :for c1issenipation t,o 

all authorize.cl :intelligence reci:picnts and this will be the f'orw. in 

which t.he inf ornat ion will norruolly be diss~t·ed. 

c. The US iJ.1ttllige:ace liaison ofi'iccrs 'Will 'be 

res~or.siblc for disserui.'7lation to us. Cor,:~12.nC:.s ari .. d other US recipient'S 

abroad cru.1 for the cliss0r1ination of selected items to the.ir pc,r.ent tJS 

intelligence orgp.nizations; GCHQ will contib,u.~ to be res2onsio.i~ for 

dissecination to Ui\. Cor.uanC:S ancl UK Intelligence Organizations. 

d, The US sc::rvic0 int.elligenoe liaison o:tficers ane. 

GCHQ will collaborate in O.iss·e:mination to 11.llied Cou.!fill·~i:s, lilI'..d conbined 

cryptogra.:2hic chci.nnels 1vill noI'lll..'llly be used. In 0xceptional c·c.se.s wlier~ 

there is c1.isagreeue11t between GCRQ ru:i.d US service i..l'ltelligence liaison 

officers on addresse8s or on the substance of' thG in.forr!L'.ltion to be 

0. _ disseilli-iated to ..:Ulit;c1 Cori!l.µuacls, ~itlwr r.uty disse:ci.J.1ate provided tlwt 

it is m.a.cfo clear that th~ o·(;her is not COlilI.:Ut.tect o.nCL t:hat tl10 

relationship to any- o-!;~r di~seinii.:-i~tecl vb~s.ion :i,.s stated. Every 0f'fort 

will be m...."l.de to avoid or to resolve s:tJ.ch c:·.isagreeuents, Copies of 

CCE end products c1iss<:lliiiru.\ted by electrical Deans to ).llied Co1::irocmds 
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e. 'The US intc.llig~nce liais-cn ot'!'ieers 'lf.i.ll lu-.vc 

~c·cess. to tho&e :i;>oint.s ih the COE o.ctivitfos where the ~ encl, prod~t 

. . . .. .. .. - ···. - . 

of tlic .. :mm:be:r of intelligence liaison :i.JCrsonnel ~oessa.ry c~.n be ~~~ 

at· t.Ms· t ·i1;.ic j hovtever-, it i:ll. expcctec"',. t .hat t.he.y will 00_ in SUGh nor.ab~s· 

as to oparr..tc a -nnt.ch in can.!ection rith et".ch :a,;oi.nt O'f <.li.S"S.~.:i:ru>:ti~ 
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. mtcgr~t©.c.1. oi~g~lizat io-na·l .iy -;-:>i_ thin e.~Qh . centre):'.j will ~~¥1-. ~Sigilled 
: . . . . ·'? l' • -- -

to ·thpir hor.J!;J ~$", a.nit tti..11 be. otherwia-e .r~spo~-iblc. to ... ::i ~esiCl.~nt 
... , .. 

hee;J,i from this ·hbme ~ency. Ln the c·ase of a prGblei:H which is t .o ·be 

worked as a prillla.cy colilru-itment at one eentcr by -a c0ilbine€'.!. N.S.'i..,~ 
' ,., -

grbup, the exch.,.-;.nged personnel will be integrateC:. in bot.h t-eehnical. 

and -operational. mmw.geru.ent pos.itio~ w:i:-thin the c,TOU;l?. In the oaec 

of ci. )?l:'obleu worked Jc:>intl_y at both. centers, exehanged personnel will 

be int®erdc:;c teehnicell.y into. t~ group.s at eaon cent.er.. fu"'l equo.l 
l· 

voice in technical an.a. O:;?erc.tion.:il w..:n;·. gedent will be e:x:e:rcised only 

on the.se probleGB bei...'"11!!; 'rV'orkc.:<~. as ::. pr:i:ma:..Jt cor.n!tltrnent a.t o~ cent.e;r-

1 f. E.L.tlbit l to this . AnllliJ\.-ur~ cont Dins the esti.ulcste of 

personnel ·'mc1 eq_uipr.1eat r0.qw.re<.1 for the vra.rtirae .3.U.~~ntation 

proe??c$1. Its cletrils •till be reviewecl. fi'or.1 ti1:1<~ to t:i.;1...: by both 

part i~ s · aJ..1,d. revistc. .as necessary. 
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~\TIQN ~JJ /NP !:OOJST.IO:AJ'.i · REQ,D~!llfilifTS .. :roJR :THE w ::RT.JllE ;..u~.r;J.TION 

OF GCHQ . . . . ~ ·: - ~ 

1.. · lt is estimated that a total oper~tional strength of 9000 will b.e 

~~igned to it. The tJK ~J.ten,<3;& t -o co11t.ribute about GlOOO of' t-his t:o•tal, 
. , 
·J:n view of' the ire.p.ort.ance of' the CCE to the I.JS :int,elligence effort · it 

is felt that -the US should emieav.o'Ur .to suppl.;r the additional 3000 :pers.o.ns 

who wouia·· be req:ui,rea..· 

5500 to GCHQ 1 s peacetime este.blisbment 01:.' 4000 in the first twelve mon'~h:;! 

of' war. Of this 5500, 3200 will be provided during the first three 

months of war. 

3. The bulk of the increase is intended fen;~ ·i;~ - reixu'orceru.ent of' t.he COE 

.and supporting groups, which PJB.Y ~- expected to give ·!;hese groups a total 

strength of' about 4000 ·by M ,L 3 m.onths ~ and of tha final 6000 llfy lii /. 12 

mohths. 

4.. A small proport.ion. (at present est.imatea· at 300) of the. GCHQ stati' 

may be sent ove;rseas and would t~1:U3 not be available to the CCE, 

5. During the period M:,L 12 months, the U.S. target sboulcl be to 
.·- "'\ 

U reinforce tl:i..e CCE by 2000 persoxl.3. It is .recommended that this increase 

be pha.'3ed as follows: --

(a) By M ,L 6. The provision of' at least 500 persons} or.~ whom the 

majority should have had training .and experience in COMil'"!T piod:uotion 

and reporting activities. 
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(b) "By :M: ,4 12~. Th0 provision oi' ~. i'urtheit' 1500 i:ic:cso.ns .. '.It is· 

rcalise.d thi:~t fer• praot:ica.1 reasons tho illc."'..jority of t.huse viill not pa:vc 

li:ad exhmsive training or eX±X;}I'~ence irl. COMINJ; .ac·tivi.'C'ief?~ Never~l-ielc:s.s ,. 
. _.:...:.:._. 

every ei':i:'ort sho\ll.O. be :made to (;n$"Urff ·~,hat as mm1y as pos~;ihle h;ay.e ~t 
. . : ·-...... 

lea:S't had basic CO:MINT ·traii"dng -.9.n.a. .that a ce.dr0 o;f tr~ined CQHTh"'l' personQl 
...... ·; .. 

be included in ·this g:i"o@·-·t·o ·ensut"0· ·me E;·fiJect:i-ve -i-nt.egrat:ion ... o.f .. t;.}!~" - g;ro:i;\p 

..... ':;," 

~-- It is recognized that the tr. S.. contribution to the CCE. may bG 

rec1ueod in acuoraance with aey allocation oi' pcrs·onncl to otner .nat.l!onaJ. · 

o,r cOJJ'lbi!lled centers· in 

J?TO li> leras perl aini:n.g to Europe anc1 contiguous areas. 

Equ±prnent regµirl!;mcn:i:;s for the Cei1tn~ should be considered. in 

c"Let <dl as :far s.s possible· in ad.vnnce of' 1,w..r by N. ;5. -~.. an.Et G~ C.H •. Q. ]in 

t:h'.ks CO]ll'.l.C:ct ion it i is i;r..t <;}n¢:.cc1 t:hat G. 0. H. i~. shb'ulc3. make the ma.:x::illTullI). . 

possible cont;l7ibution in th@ clovelopmorit and us~ of' analytical TI1Cil9liin'0ry 

for :!?esearch anO.iexp.loi'\i.~.t:ion. The U. z .• contrib'l!ltion of s-t.a.'Yidard. IBM 

eqrlipmcnt should be ~orrnro.n.surate v1ith the U .. S. con"cributic:i o:i:' 

pe':rs:onnel t.o tJie GCE, b~.:sod upon existi.Pg pFO:flort.ions of' such equ;ipment 
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. ' 

Australia, a.ml Ne:v:r Zealand, herei:nai't·cr- refe~re·cl t :b a.s co.11::1.:)::lorating 
. . · ... 

eIIB.UTe t~~· grca:~e.st po·s~si1?le. coritr.ibuti,on t·o the prosecut-iem . o;f the w1ar 

consist·cnt wit'.fu security. 

2. 

ordinat.ion betwe.a:ii the appropriate GO}.(CNT owgt\.niz1'1ot:i:QP$. Wl~erc ~e.cessa.:cy 
'. ' 

and feasible, howqver, GQME-.TT qrg~"iiz·at.idns mti.y be il'ltegr..at·~c:l as ntu.t~lly 

.agreed.. 

3. 

. .• 

will 00 J;>l'OVided by that. center .with SU.ch t.:i:chni.cal .assista;.1.0e as "fflaY SC 

required and mut-µal~ agreed. I.n ·qirO:er .. to f~ciii?c;~;.ta such arrai:igcrae.nts 

the national authoi•ities may a.ssigp : liai::!on and working"groups t'o th.es·© 
. -. •: 

centers as neces·sary. 

4. iirrang;;;ments in tl~ater$· iit . wi~ich thE3 i'orces of only <me of 
u:. 

stated in this annexure. 

5. Th0 COMIHT authorities :Of t~ collc .. borati:ag ne.tiona w:ill 

remain fre<:; to r0quin.~ their National CQ1Ui~ Oenters both at ~orae and 

ov0rseaa .to undertF.1.kc any task. ·r~+$'v~~t to .treir natiorn:1l wo;r-ldY-ride 

interest.a, and to 1:1d up such addHiohal Cent.ers <~s" r.aay be 
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:S:U:t>jccib to this ove:r--riGl.:ing principle., t.hoi·0 w.ill be a. broad 

divi-sio:n of tasks betwc;gn the Na,tional COi:AJl;·T c011tcn: in orde;.· to 

ins·urc.; thG iiU'..Xi:DJt,l;,I. ti:rn.oJ,y inte::.~ccption a.rid pmduetion of CCJMINT" 

6.. In a;ccordance 1'Jt""itEh t;h0 above;; the follm;ing arra.nge:u:K .. nt.s aJ.."e 

preje.ct.eci: 

a~ In view ·of t~10 .g0ograph:i.c. pr.ox:iwity of the Cai1B:di&n 
. : . ·--:~- .. .: ___ .. ·. 

a:ncl the U. s. Natione.l COMTII'l' Centers, ~· of' t.he 

close relationships which w:ill exist bot.vf.;;en tr...e 

milit.e;;Fy f'orce.s of tlw two l'lat.ions in tiriie o:f VIM, 

art integratc.i;O. .Jfi'orl on spocif'ic ;problems may be 

reg:uiTe-G.. ;Siµ.ch Gollaboration '!.nay involve an ex0hange 

of te.chnical :;;ic:rs·orm.el bet'Vfeen the two Conters ant'. the, 

provis·ion by. NS .. A of technice.l support to the :integrated. 

effort t.o the extent ·a~sirable ape\. fensible. 

b. In the Pacific }"X~a collaboration is 1~-..:quired to 

... 

1:1ncD ....... _., 

0 

process.it.lg fa.Gilitits. The u. d. rather than esta"~J.ishing 

a National ClDMT.NT Center in th;.; Southwest Pacif'ic, will · 

center in :Australia as required. 

c. Thl.l) U.S. Nat:icn1.:a.-l. COMIN'"i' Gc::.1ter(s) concernce1 wi..th t!1e 

Pacif'ic a:re"-'. vvill hav0 d:i,rect co:;;nrn.i.picat :ioh with the 

r 
~ 

\ 

l 
I 
! 

order to eff'~.ct rapid excha;nge of C01UNT material as 
i ': 

requi.recl_ and 8..S lI!Utual~y agreed. 

CL.. Th~ U.S. envisages the assigi'lhJ.ent ·of" ·.'."l. U.S. working party 

to the oente:i,· .in 1\:us~ra.lia :hmr!1Bdi:;!.tely upon the ouifbrea:..lc 

of hostilities :involving ",.)Q:t.h parti,<.:s. This working 

party will t8!11;1i· part in: t-.he· -~p~·r~·~ions of the Center 

! 

c 
'1 

0 

/I 
(./ 
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in .t..ustr~lio. snCl will servo as thu cadre f'or a;ny. 

e. The u.K. will increa.S.:5l its eo1:i.tribution o'f: 

o-f hoat.ili.ties_. 

:Centers as ~et; forth in Exhibit· i t -0 this ~e::rore. Ika d®ta:i,ls wtll be 

n~mes-s:uy. 

-8. With re:fe;:r<:;rtc~ to 11-. s •. and u.:K. pla..~ to es.tabl.i..<Jh N1t::tt ·i0~ 

dCMIN'i' O<mte~s- in .... l _____ ...JI(••• Exbibi,t 1, paras. 1 .,..,_ 6) 

.eU-cuo.stp.nC.cs "iU!Y re:qttire the e-atablishm~-nt <:if .J- combined UK-US eent~ 

in t:hls .area. _ 
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ANNEXURE Q.l 

19 March 1953 

C9L~ORATION BETWEEN u-.{>. MID l.J.K. NATIONAL COl'UNT CENTERS 
\ 

.. fNTRQDUC'XlQN 

.. 
· .·' 

1. This AnneX\ire sets forth agreed arrangements for the implementation 

of the -principles of coll8:Qoration contained in paragraphs 7 - 10 of 

Appen · ·x Q to the BRUSA Agreement. Al thou,gh these principles apply in 

part cUlar to a wartime situation.; at least two stages are involved 1~ the 

(~lementat1on of the provisions of this Appendix. These a.re: 

a. Peacetime Augmentation Program - to be effective up t~ 

the day of f'ul1. mobilization. 

b • Wartime combined effort at full scale. 

2. During peacetime, combined N~-GCHQ efforts will be established 

on specific problems, as agreed between USCIB and LSIB. - Arrangements 

for combined effortlJ will be ma.de for those problems which under existing 

conditions can be most effectively processed at one center. These 

\arrangements will be kept under continuing review and are subject to 

change by either party. Any adcll tional increases in the peacetime aug-
:. I 

mentation program will be as a.greed upon between USCIB and LSIB. 

WART~ GOt-mINED EFFORT AT GCijQ 

. 3. . That part of GCHQ producing COMINT relevant to a war in 

EurClp,; and contiguous areas will be augmented with U.S. COMil'IT re•+• 
and will form a combined operation to be named the Combined Center, 

EUrope (CCE). 

ORGANIZATION 

4l The organization of the CCE will be as follows: 

.1 

. . " ' .. . ·· - .. .. ·' . :- .- ·, ; . - . . . . . 
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.b. Director, GCHQ, will be assisted by two Deputy Directors, 

one appointed by the Director, NSA, e.nd the other oy the 

U.K. The U.S. Deputy will be primarily concerned with 

the Groups assigned to the CCE, the U.Ko .Deputy primaril,y 

with those GCHQ elements which vill remain outside the CCE. 

c. Director, GCHQ, will be further assisted by a number of 

Assistant Directors, of whOm one, appointed by the 

. Director, NSA, will have major responsibilities for 

Production within the CCE. 

d. · Below Directorate level, the CCE will be organized into 

a series of groups, each responsible for a specific sphere 

of operations. 

CONTRIBUTION OF RESOURCES TO THE CCE 

--~-1~~-------------==================================~~ ~r. ·. 
( * i.e. Investigation of transmissions with unknown technical 

characteristics. 

2 
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b. Small portion.S of GCHQ may be retained outside the CCE · 

for such purposes a.s _special explo1.tation or dissemination 

tasks required by U.K. intelligence consumers, particularly 

Yi.th reference to s~jects outside Eur6pe and contiguous areas. 
I 
I , 

01 The U~S. Yill oontr:Lbute .substantial COMINT resources to 

the CCE, details of which a.re given 1n Exhibit l to this 

Annexure. 

TAslCS OF 'l'HE, CCE 
1 

6.. 'l'he me.in tasks of the· iCCE 'Will be : 

a. Techntcal COMINT support of U .. S., U .K., . and ot.ller Bri tieh 

Commonwealth field resources in Eurape and contiguous areas. 
i 

b. Teclmieal COMINi' st«>port :or the Y units of Third Party Nations 
J • ' 

' 

participating in the Y structure of Allied Commands in 
: ; I I -

EUrope and con~~~oue areas, in accord.aDce with the provisions 
~ i ; 

of Appendix P • . : ,,. 
' ' 

c. Operational. control ot u.s., U.K., and other Britieb 
- ! I . 

'\ 

Commonwee.lth field ree6urcee essential. to the coverage of' 

/I !except those required and 

reserved for close support of the- fiel.d forces of the 

contributing nation or otherwise reserved by the 

contributing [18.tion. 

d. Processing and exploite.tion ot COMI:NT material relevant 

.---t-9.__ ______ ______. 
e. Research in support of such processing and exploitation. 

f. - Production of COMIN'I' information and the distribution 

of such information directly· to approp~iate national or 

combined COMINT centers. ,. 
~ 

3 
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8 .' . a.· Par~aph 8 of Appendix Q provides that the complete e.nd 

prod.µct of the CC'E will be made- immediately available to the intelligenc~ 

-u organizations of both natiooe. To this end, the ~ intelligence liaison 

[ ~J 
I -

\ 

- form 7:a.1.:c,13s. 

officers -S.t the CCE wi_ll receive the end-product of the CCE. 
OGA 
EO 1-4.(c) 
EO 1.4.(d) 
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b .• The CCE will endeavor to produce end products in the :f':orm 

or f orme acceptable to the US an~ the UK for dissemination to all authorized 

int·elligence recipients and this will be the form in which the in;fotmation 

Wiil norma.J..ly be diss·emine.ted. 

c. The US intelligence liaison off.icers will.be responsible for 

d.i~semination to US Commands and other US recfpients abroad. and for the 

di'aaemination of selected i terns to their parent US intelligence organi-

zations; GCHQ will continue to be responsible for dissemination to UK 

Commands e.nd UK Intelligence Organizations. 

d. The US service intelligence liaison officers and GCHQ will 

collaborate in dissemination t·o Allied Commands, and combined cryptographic 

channels will normally be used. In exceptional cases where there is 

disagreement between GCHQ and US service intelligence liaison officers on 

addressees or on the substance of the in.formation .to be disseminated 

to Allied Commands, either may disseminate· provided that it oi(ma4e clear 
-#·'!.::!;~.,.' . 

that the other is not connni tted and that the re~t-;l!otf~hip to any other 
....... ~-

disseminated version is stated. Every effort will be made to avoid or to 

resolve -such disagreements. Copies of CCE end products disseminated by 

electrical me:ans .to Allied Connnande will be immediately disseminated to 

the appropriate intelligence organizations of both nations, as required. 

e. The US intelligence liaison officers will have access 

to those points in the CCE activities where the CCE end product be-

comes available for.dissemination. 

f, The U.S. Intelligence Organizations do not intend to 

establish intelligence production.groups at the CCE. No exact estimate 

of the number of inte::LJ.igence liaison personnel necessary can be made 

at this time; however, it is expected that they will be in such numbers 

as to .ope.rate a watch in connection w1th each point of dissemination. 
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10. Personnel exchanged between NSA and GCHQ will be integrated 

organizationally within each center, will remain assigned to their 

home agency, and will be otherwise ·responsible to a resident bead 

from thi~ home agency. In the case of a. problem which is to be 

worked as a primary cammi tment a.t one center by a combined NSA-GCHQ 
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group, :t"he exchanged personnel will be int~gra~ in both technical. . 

and operation.al !)lB.Xlagementpositions vi.thin the group. Iil the case iof' 
i 

a pr.obiem ·worked jointly at both centers, exchanged personnel will b;e 
. ' 

inte'grated techriicB.lly· into the groups at each center. An equal 

vo!Lee ±rt technical and operational: management will be exercised only : 

.1 on these .problems be4ig worked ~s a. pri.J,n.ary commitment .· at . one center 

·by a ccillb'ined group • 

. . ··· - - :. . . . . . . I .. . . .. . . 
ESTn.ME OF PERSONNEL AND EQ~ ~QUIREI) FOR W~IME A'.(;JJ~ATION 1_ 

·PROO:RAMME 

11. ·Exhibit l to this .Annexure contains the estimate of 

:personnel and equipment required. for the wartime augmentation 

program. Its details will be reVie'Wed from time to time by both 

parties e.nd revised as necessary • 

. STA,NI>BY . ARAANGEMENTS FOR CONTINUATION OF JOMBINED OPERATIONS · IN THE 

EVENT OF DlSRUPl'ION THROmH ENEMY ACTION 

7 
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OPERA.TIOAAI., AND lOOISTICAL REQUimMENTS FOR THE WARTIME At.JGMENrKrION 

OF GCllQ 

1. It is estimated that a total operationa.1 strength of 9000 will be 

needed for the CCE in war to deal \.Ii th th, !problems 

assigned to it. The UK intends to contribute about 6ooo of this/ total. 

In view of the importance of the CCE to the US intelligence eff?rt it 
' ' 

is felt that the US should endeavor to supply the additional 3qt>O persons 

who would be required. 

2. Existing UK mobilization manpower plans allow for an increase of 

5500 to GCHQ'a peacetime establishment of 4ooo in the first twelve months 

of war. Of' this 5500, 3200 will be provided during the first three 

months ·of war. 

3, The bulk of the increase is intended for the reinforcement of the CCE 

e.nd supporting groups, which may be expected to give these/ groups e. tote.1 
. -

etrength of a.bout 4000 by M J 3 months, and of the final 6000 by M J 12 months 

4. A small proportion (at present estimated at 300) of .~he GCHQ sta:f'i' , 

mAY be sent overseas and would thus not be available to ~be CCE. 

5. During the period M J 12 months, the U.S. target should be to reinforce 

the CCE by 2000 persons. It is recommended that this :tp_crease be phased 

as follows: --

. (a) . By M J 6. The provision ~f at least 500 pei:sons, of Whom\the 
i 
' 

majority should have had trai&ing and experience in COMINT producti]'n and. 

reporting activities. 

(b) By M J 12. The provision of a further 1500 persons. It. i:,s , 
' 

realised that ·for practice.J. reasons the majority of .·these will not ha.ve 

had extensive training or ·experience in C(l.UNT a.cti'vities. Neverthelese, 

every effort should be made to ensure ·that a.a many. as possible have at 
OGA 
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least had basic COMINT training a.nd that e. cadre of trained C<HINT personel 

be included in this group to ensure the effective integration of the group 

with the CCE. 

6 . It is recognized that the U .s. contribution to the CCE me.y be 

reduced in a.ccorda.nce with a:ny all.ocation of personnel to other nation.al 

or combined centers 11~~~~~~~~~~~~~~~----Forkl..ng on COMINT 

problems pertaining to Europe and contiguous areas. 
' , 

7. Equipment requirements for the Centre should b·e considered in detail 

so far a.a possible in advance of war by N.S.A. and G.C.H.Q. In this 

connection it is intended that G.C.H.Q. shoulq.·make the maximum possible 

contribution in the development e.nd use of 13.lieJ.ytica.l machinery for 

research end exploitation. The U.S. contribution of standard IBM 

equipment should be_ commensurate With ~he U.S. contribution of personnel 

to the CCE, based upon existing proportions of such equipment to 

processing personnel Within NSA. 

~1·op 
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PRlNC]]?I$$. OF W1'Rl'.IME COLLABORATION AMOWG COM:[NT CENTERS OF Tm; 

I. In the event of hostilities involving the u.s., u.K., Canada, 

.Austraiia, and New· Zealand, hereinafter referred to as collaborating nation : . . 

the COMLNT c01laboration among. these nations will be such as to ensure the 

gr,eatest possible contribution to the prosecution of the war consistent wit 

security • 

2. Normally, collaboration will be effected through direct co-

ordination between the appropriate COMINTorganizations. Where necessary 

and feasible, howe.ver, COMINT m:ganizations may be integrated as mutua:lly 

agreed. 
\ 

3. Field COMINT resources of one or more of the collaborating 

nations operating in a theatre supported by· a national or combined center 

will be provided by that center with such technical assistance as 

·may be required and mutually agreed• In order to facilitate such 

arrangements the national authorities may-·assign liaison and working 

groups to these centers as necessary. 

4~ Arrangements in theaters in whiCh the forces of only one of 

the nations are engaged are not subject to the special principles 

stated in this annexure. 

5. The COMINT authorities of the collaborating nations will remain 

, free ~o require their National COMINT Centers both at home and overseas 

to undertake any task relevant to their national worldwide interests, 

and to set up such additional Centers as may be necessary. Subject to 

this ov~r-riding principle, the.re will be a broad division of tasks 

between the National COMINT. Centers in order to insure the maximum 

timely i:nterception and production of COMINT information. 
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.. l' j· 
6.. . In accordance With the .e.bcwe phe felloving arrangeme is 

a.re projected: j' 
a. In view of the geographic proximity of the C . 

1
,an 

/ 

b. 

- c. 

\ 
and the U .s.. Natio:na.1. C~MINT Centers, and of the. l\ 
·close relationships· Which will exist between the \ _ 

. . m.:1.li tary :forces of the two nations in: ti.me of 

an integrated effort on spe.eific problems may be 

required. Such collaboration may involve as excb$ge 

of technical personnel between the two .Centers' and\the 

provision by NSA of technical. support to the ihtegrat·ed 

effort to the extent desirable and fea·sible-. 
. \ 

In the Pacific Area collaboration is requi'red o m1ntmtze 

\ 
\ the need of duplice.te interception and process 

facilities. The u-.s. r.ather than establishing 

·National COMINT Center in the Soutmrest Pacifi~p will 

. I 
coordinate its COMINT operations in this theatet With the 

center in Australia as required. 

The u.s. National COM:tNT Center(s) concerned with the 

Pacific area will have direct comrmmi cation with the 

COMINT authorities of the collabore.ting nations in order 

to effect rapid exchange of COMINT materie.1-as ·required 

and as mutually agreed. 

d. The U.S. envisages the assignment of a u.s. working party 

to the center in AustreJ.ia immediately upon the outbreak 

of host1li ties involvi·ng both parties. This working 

party will take part in the operations of the Ce11ter in 

Australia a.pd will serve as the cadre for any further 

augmentation ot the center in Aust~ia which IDlcy" become 

desirable as the war progresses. 
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• I 
_1e .- The U .K~ will increase its contribution of personnel to the 
/ I 
i center in Austre.lia on the outpreak -of hostilities. 

·ESTABLisHMENT OF_ OVERSEAS NATIONAL COMINT CEN'l$RS 

7. Current plane consider tbe possible establishment of COMINT 

Centers as set forth in EXhibit 1 to thie Annexure. Its details vill. be 

' 
~eviewed from. time to time· by the. parties co·ncerned aDd revised as 

necessary. 

· 8'.. 'Wi.th reference to U.S. and U.K. plans to ·establish National 

COMINT Centers in._l _____ ..... ~see Exhibit l; pa.ra:s. l and 6) circum-

· stances may require the eetablishinent of e. combined UK-US center in this 

area. 

r 
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