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APPENDIX B
ANNEX C

TYPES OF INFORMATION WHICH MAY BE HANDLED IN ACCORDANCE

WITH NORMAL SECURITY REGULATIONS

1. Information pertaining to COMINT which neither requires codeword protection
nor the caveat "HANDLE VIA COMINT CHANNELS ONLY" will be classified and handled

in accordance with U.S. or U.K. governmental security regulations in effect for

information unconnected with COMINT or COMINT activities.

SECRET

2. Information, the unauthorized disclosure of which could result in serious
damage to national security or national interests, will be classified SECRET.
Examples of the kind of information which may warrant this classification are:-
(a) Construction and budgetary matters pertaining to COMINT collection
or processing organizations and installations, provided no reference
is made to their specific functions.
(b) Base rights negotiations for COMINT sites, provided no mention is made
of actual purposes for which the sites are intended.
CONFIDENTIAL

i Information, the unauthorized disclosure of which could be prejudicial to
national security or national interests, will be classified CONFIDENTIAL,
Fb:amp]:es of the kind of information which may warrant this classification are:-
(a) Personnel reports and documents, civilian or military, which indicate
authorized or actual COMINT agency strength in total, by organizational
element, short title or symbol, by primary element, or by function.
(b) Regulations stating the general mission and functions of COMINT
activities that do not reveal specific COMINT techniques or procedures.
(¢) Correspondence on hazardous duty restrictions pertaining to individuals
released from COMINT assignments.
UNCLASSIFLED

& Examples of the kind of information wiﬁ.ch is UNCLASSIFIED are as follows:-—
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(a) Cover names assigned -;a'a; "Rapid

out of context. | >
(b) The terms "Communications Intelligence" and "COMINT", "Signals

Intelligence" and "SIGINT" when used out of context. -
(c) References in broad, general, non-specific terms to intercept, }

direction finding, morse operator analysis and radio finger printing y

as sources of intelligence. ﬁ
(4) Elementary principles of traffic analysis, military cryptanslysis i

and cryptography. ‘4
(e) Mention of interest in computer type circuits, if no indication is o

made to type of systems in which they are to be used. )
(f) Individual job titles and descriptions that do not contain
information otherwise listed above as requiring classification.
(g) Project numbers and titles used in justification of purchase of
materials when no technical usage is specified.
(h) The fact of association between any U.S. or U.K. COMINT agency

providing it is not shown to be in the COMINT field.




