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'WP 5£1tEI "Emil"" 

TECHNICAL CON?ERENCE 
FOR THE D<PLEMENTATION OP THE u.s.-BRITISH 

COM?.IDNIOAfiONS INTELLIGENCE AGREEMENr -
Hth - 21th MABOR, 1$tf>. ' 

INTROOOCfiON 

~ 
1. The following ~ements governing the ocllabora.tion 'between the 
Waslu.ngton and London COMINT (SIGINT) Centres have been a.greed betwee»"" 
ST~CIB and the LONOON SIGIJJT BOARD, lll implementation ot and as _tp~oeEJ 
to the u ,s I - 'British oommunioa.tion Intell:i..geno,e- Agreement of 5th :Ma.roii, 1946. . . -
2. Node of tho~f:: a.irangomonts s1li:.11 be oonstrllcd as oontra;em.ng any 
ols:uses of that .Agreement J but shill ~e cffeot within the aoope end lllll ta-· 

rtiona established thereby. .. 

3• The- ObJect Of tilcee arrangomcnte l..S to ensure that the maximum advantage 
~~ obt~:inod :t'ran avaJ.1.able rersonncl and f~cl.litios. 

_ ~ 4.. In aooorda.noe m. th tlloac ll..rrLIIlgcMenta, e~h party mJ,.l ma.k:e a.val.lau lo 
• to the other, oontinuously, curren1.ly .md m.tt!Q.y.t requpst, all raw traffic, 

1' &J OOMINT items and Techniotl t•!B.tter a.oquirqd OT' pr~ed, and all pertinent in­

\.i!J/-. fOl'mAtionoonoerning its activitzos., ~?~orit:i,es and availablo facilities. 

' . 5. In addition, eaoh party 'r!l.ll m.:u..nt~m luieon porsonnol at thp other's 
c~ ....... ' .. -

\ 
6, The two parties 111.ll also ~ffoct such 3t ...... !"..ci..J.rdisation of tcohm.oal term-
inology 1 lay-out 1 prooEldU.T"O and o.cg.::.ru.aotion a.:; may be possible. 

- ---7; As 11 result-of the close; ooll:iboro.tian thua eatabliahed and by moo.ns of-
caa.tirrua.J:-s'dggeStion, mutual agreement and 1'llltual arranger..ent as to changc,.s illade 
thsre Wl.l.l be effected a oantinuous elJJll.l.l'lB.tion of Ul'Urantod duplioation.·~lthough 
t~ aotivitJ.Oe undertaken by each party shall be as baaioall.y suited to' its o.'D. 
n.&3de. 

a. l!D.oh party may oall upon tho other for assist&noo 'tthon nQoesa,,..ry and sucll 
requests1 \n.ll be met whenover praotioablc, 

9. All possible division of' labour bet-wean thE> Ocntroe will 'be nade. It 
is ~tcntion of both pa.rties to effect a f'uller llltcgration of effort grndl..:G.ly. 

-101 It l.S I hO'i'lever I agre1...d tho. t t.hl.S intontJ.Ol'l cannot be implemented tO t.h1.. 
bo&t advt.>.ntage untl1 i,h._ teluoa;i...n.u:u.ca. tions avail.a.blu for OOMINT purposes e.ro 
aQ.oqaate to ensure the suff101ontly rapid roceipt by eaoh centre of results fran 
the otlu.-r 1 s oomro..tment"S. 

I • 

111 1 F6r this reason, it is agreed that" early provision· of ndequa.tc co~ 
~ _ o~~oation faoil.1tics ia c3suntl..!l.l.. SUOh comr::iunioatl.one are necessary J 

Mhe:rmoro, to provid.a for oocrgcnoies and to permit the d.L.velopcent ot qper­
ational teohniques for the. h:mdll.ng of new typc:.s of tranSIJl.ssion, 

12. For the saa: reason'" and beoauac tL-c prosent situation regard.J..ng snfchand 
routes aoross the Atlnntio i~ unsatisfactory, oo.ah porty will keep trans-Atlantio 
ml\l.l faoil.itica and rcqu.i.ranents under revic\I and uill take full advantage of aey 
J.JTrprovenent ma.de in sea and air llll'J.ls .. 

1~ -Ea.oh party will pronde th<. other with 't'ro or nore oopios of all reports 
~jlWililNBIJi!1;f#iBJ-IJ<ll&BwQRllx:triiVAliDUUU. _And s1m1~ documents ' 
subo'i tted in aocordanee with the a.ppendioee. 
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14. All ai+.mgecents cxc subJcot to revJ.ew.' Those ~tabb.shmg the. ex­
change of rntcrial iJilY be nod.ificd by outual agrcenont ~t' expcricmoo ahO'i'ls 
th:it too great a proportion of the personnc.l ~vai.ln.ble ie being employed ' 
thereon. . 
15. These ~erionts , .. 111 bec0'1C effeotive on approval by STJ'.NCIB and 
the~ '3IGINT .P.oAfID l.D. c.ccordanoe \.12.th p:ira.. 12 of the U.S. Britiah 
ca::D"1Un1oa.t1on Intelligence Agrecnent. 

' 
----------------
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.APP]lIDIX A. 

TERMS TO BE USED 

1. CRL..NNEL: l. uru.t or sub-di.vision ot a.. ci.rcw..t W1.ll be known as c. channel. 

2. 

5. 

-· 

CIRCUIT: A tclecowcunica.tions systeu beWo&il two po1nts ..nJ...l be lmomi. o.s 
D cirouit. 

co;ITNT ITEH~ JJJy 1ten Of Speal.E\l Intelll.gence or of Traff1.0 Intelligence 
WhiCh 1s distributod or reh.a.sed by- A. COMINT centre will be kncxm as a 
CClflNT Itec. 

OOMINTSUM: !. BUCCl'll"Y or 00LT1.CD.tary baaed an. related OOMINT itocs, whl.cll 
J:Ja:J interpret those itea.a in the 118ht of one another or of l.Dfornatian 
fror: other sourooo, \a.11. bu known as a. CCMIN'l'StM. 

COlIMENT: Inforoo.ticn o.ppcndc<1 to 001ITN1r itcc.s oither in auenentian or 
e!uclaation, or in C4pElllSian o-r the J.Dforna.tion oantnl.lled therein, m..u 'to 
knmm rs a OOI:ll:lont. 

~RYPT: fl foreign o<D1Ull1.C8tion ~oh hn.s pa.saod throu&h the stages of 
~sis end clooryption and is m its originaJ. l~o 
prior to trnnslAtion will be me.., B.O e. decrypt. , . 

7. DIGRl\PH: 1. t\To cM.rr-oter group will be known ae a dl.grl".ph. 

8. -fEXTRAm'-: A transl.a.tion in po.rt only of n. decrypt or plain toxt w.ill bcr 
· kiiOWli as an erlra.ot • 

10. 

GIST: J. etc.tcnent of the essentlAl substanoe of a decrypt or pl.ru..n text 
oran nbridged vera10Z2 of A. trrinsl.atcJ text or extract will be known as 
a gi.st. ' 

HEi'..DING.: OalCllml.oe.tian J.nStru.otione for the deliveey of c. foroign 
corrnm1oa.tion, suoh a.a oo.D.-eigns, earui.l nuobcrs, oxtemal ad.dresses, 
d.oliva:cy instructions, l.l'ldi~tions of priority, ~oup counts, Jate/thle 
of origin, e~octere., will be known o.s o. headl.nc;. 

11. LtNGUJ.GE ~UIV.iLENT: J. ~rd or phrase 8hd i.:;s proposad or e.greed 
renderinp, in fiiS'.b.ah a.a found in a SUpplomental Glossary will be knn'wn o.e 
a Lan{;ua.ge Equi va.lant. 

0 

12. PLlIN TEXT: l..n unenoryptull foreign oonr;n1nication will be kn.mm. as D. pl.a.in 
!ext. 

13. POSITION: The total a.sac ,b~o of oquip.ient 1l'3od !3.B a unit for an :1ntor­
oept!on or transoription purpose 'WJ..ll be known ~3 n. position. 

14. SCANNnes The process of exaL'l.llU.ng -ieccypts or plru.n texts to dotc:rw.no 
It thoy Bho.l.1. be issued M.d, if' so, l.?l what fern and with what ;priority, 
will be lmovm as soarming. 

15 • mJ:PPLEMm'rl.L GLOs.stJ«: A. list prop.:u-od by a COMINT cent re conte.inJ.n.S the 
proposed or agreed rendenngs in English of 'ftO:rds or phrases whl.ch, though 
appearing in Stande.rd Diotiana.ries, have additional ceemngs not ep...von in 
those d1ct1onaries, and of wor-J.s or phrases of mu.oh the ueanings a.re not 
to be to~in a. stonde.rd J)l.otionary J will be known as a §Upp10Iile?lta.1 Glos~-

l 
I 16 I •• I. 

llkme ot these &?TaDgt111erita shall be construed aa contn.Yen1ng 
ciau.es of the Ba.sic Agreement!, Blk shall take ettect wit.bin :::' 
aeope and lillitaUona utablished thereb7. l 
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16. TRf..NSL/.TED TEXT: ;. translation o£ a c1ecrypt or plain text 1till be 
lcilow. n.a a transla.tad text. 

17. TR.'>NSILTOR'S liOTE: i\ renark or remrks nd.!ed to o. trcn.slete.d text, 
:extraot or gist bY thl. trllnsla.tor, in expension, clarJ..fioa.tion or 
0JU1oto.t:i.on of his rcmd.oring of the text, uill be knmm as fl. trans­
lator• s ncrte. 

(It differs from a 11con:.ient" 111 th.'lt it should not beer upon tho 
Intell].3CI10C l.1.lplicat1ons of tho taxt) • 

• 
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INTRODUCTION 

AI'Pl!NDIX B 

PIUNC~ 01' 
U ,S. - BRI'l'!SH COMIIDNICA!l'ION lNTELLIGENCE 

SIDUIUTY AND mss:EMINATION 

1. Thcec prmciples shall be tho be.sis of all regulations for tho 
saourity and disserunntion of coa::runica.tion Intelligence issued by or 
undor thv authority of STANCIB or the LONDON SIGINT ID.ARD and other 
appropriate officials of tho Govc.rnmcnts of the two parties. The scope 
ond phre.sing of such regulations may vary in a.ocordt-Jloc -rn.th the roqu.iro­
oonts of the Parties, Agencies, Departments, and MJ,Juetrios to id1on they 
l\.?'C designed to opp~, but a.11 shall be in e.coord m..th the so basio prinoiploe 
in every rospcot. To ensure unifono interpretation of wha.t oonstitutos 
such aooord, ea.ch party shnll forward all such regulations to the othor for 
information. 

DEFINITIONS A.ND Cl1TV.GOPIF..S 

2. Qa:municat10n Intelligence ( ocmNT) is the name given to products 
derived from th8 work of agencies, tbO operations of whiah arc oo-ordinatcd 
by B'UNCIB or the LONDON SIGINT :001'.RD and which a~ radio. transru.ssions 
and other ooi:;:rmm.icetion.s not origin.a.tad by unitvd states or British 
authorities. The tcms COIT.llml.ao.tian Intelligunce ( Cam:NT) and Sl.gnal 
IJitell.igenoo ( SIGINT) are synanyoous. c~ication rntolligcmoo is 
d!Vided !iito two categories, as follcws: 

(a) Special Intelligence 
(b) Trat'f'ic Intelligence 

3. §>eoial Intolligcnoe is that conounioation Intelligence which resu.lta 
from tho decryption of the. tc..~e or substance of encrypted cmioo.tions~ 
OOttnmioat ions In telligonoc obtll.l.D.ed fi'c:n pl am language message a 'fEJB3, on 
~C?B-~ion, bo ola.esod as SpoOJ.e..1 Intelligence.. Special rntclligenco is 
dc'Bignatcd by tho code word CREAM. / 

I 
4-. Traffic Intcllit;cnoc 1.S that c~atl.on Intel.ligenop which results 

f'ron ~ses of comuniontion notworks, procedure signals, oa.11 signs, 
D/F bearings and other teohm.oal EUd:s, i.e. Ccnz:nmioation Intelligence 
obtained f'ron ll1tcrcepted cc:aunmica.tions by all 'QCRnS short of the actual 
decoding or deoYPhering of the texts or substance of thoso ocrn-nm\oa.t1.0ns. 
Q_cncrum.cntion Intelligence obto.:mcd frOi'l pla.m language nessa.gos i• 
no:rnnll.y included in the. Tnl.ffio Ditelligcnoe category. Traffl.o 
Intelligence is des:i.gnn.tcd by tho code word IVORY. 

5. If Cor:crunioe.tion Intcll1.7,1.-"noc obte.inc.d by the prooeases doscribed 
in pora. 4 above clearly rof'leats thu use of inf'OI'iila.t1on derived frolil 
enorypted wesSD.ges, it shall be cl.as.sod as Special Intolliganoc. 

6, In tl.T.10 of var or nntiona.l ooc.rgonoy it "1DY be found necessary 
to sub-dl.vide both spooial Intelligence and Tr'\ffic Intelligence into 
eraaller ontegories Ill order to p~I'l:l1t certain ol1saes of corcunication 
rntolligenoe ( oompronicc of \7h.l.oh would not 1..n.bnger the wore J.rJPOrtant 
sources) to bo chstribut0d to speoia.l c..gencies and louer echelons of 
IJilitary f'orcea W:l.oh, for soouri ty reaeona, would not norne.JJ.y rooci vo 
other ca..-rn.m.10at1on Intell1acnce. 

GENER/.L PRlNCIPLES OF smuRITY l.ND DISSmilNA.TION 

7. The value of Carrruru.oa.tian Intclilgenoe in war and in pea.cc cannot 
be over-estica.ted;. conservation of i;he source is err supre:lile J.q>ortonco. 

-. - - - --- -
1 None ot these ~1 •hal.1 be aonstrued as contrannina aq 

~ - v..- c.laWIGll ot the Buie Acre"'8nt., but shall take ettect within the 
ecope Uld lia1ta.Uona e.tabllahed t.hel"ebJ. -• 

( 
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It is essentia..l, therefore 1 that the d.J.ssamllla.tion aocorded to all rel.l'tod 
or resultant lllfortilB.tion be etri.otly control.led CIJ'ld lir::utod. The phys1oa..l 
security of related doCUl'l8nta ia not a.lone sufficient~ it is ossC::ll.tl.ll.l. that 
~11 referoncca to its oxiatcncc oithcr d.J.root or ind:Lrcot bu avoided oxoGpt 
among t_1.ose to 't7h<D the kna,,rlodgo is nccass!ll"y for the propcn- perf'ormanoc 
of thcll' duties. Tho tllllC lrnt for the safegunrd.J.ng of corvrnm1 e-0.tion 
Intolligcmcc. never ~ires. 

B. Every effort ah.all ba lil.!l.c1e to ensure that no porson wo is e. aurrent 

10. 

11 • 

12. 

reoipient of f!pecial rntollir;oncc Cl" .mo is engaged on its production ehall, 
W1 thout spco:i.al a.uthori ty 1 

(e.) In t:i...10 of -..m.r or n."tJClJ.ll.'.. ancrgoncy be oor:mittod to 
a. ho.za.rdous undertaking '.7hJ.ch eight subJect bJ.m to 
oapturo by tho cneqy or a thirtl party 1 

(b) lll tioo of peo.oo be assigned to or bo Emgt' god in 
surreptitious nctivities which night roa.sanahly' bo 
expected to place hlm in n. position where he m.ght 
be forced to sul::ml.t to questioning by a third. party. 

Al though :fro.1 tine to tl.&lC. reports of D.11.eged Cor.munio.nti.on Intoll:i.-
. gonce a.otivitias :coy be broc.doast or published, it is of the utooat importa...1.cu 
that oanplete and o.bsoluta ailenoc. on suah an.t.tors be JJO.l.Jltllincd by those \mo 
have ever been oonnoc ted with the cooint. orsmusation, ond. by tll lll.dividual 
recipi.E:.nts of Cormn.m:;.c'1.tl.cn I11tcll.LC...encc.i, Tlhethcr past or present, unloss 
they 8.l"C3 :freed fra:..i th ..... s cblJ. .. jl.tJ..on by unrtlste.ko'"'...blc and oa.tcgor:i..oa.l order. 

In tJ.ne of ·11ar, the full veluc of ccmnmic"tJ.On Intclligcnoe cannot 
be realised unless opiJrrtionnl USO is ma.de of it. Hrnrever, mon action 
is oonteaplated in tho l..L[,ht of car JI:Jllll.1c1t1.0n Intcll.l..gcmce • the posaibtlity 
ot oanproniSJ.ng the ... ourco ahD..11 cl..~s be borne in IIWl.d ruid this &nger 
shall always be ~ighed e.ga.inst the Llllitary advan:tage to be gained. A 
m.nor advantage is not au:fficient ground for rislc..ng the OIXlproo;LSe of aey 
Qatclml.cati..an Intelligence souroe. When the decision is nade to take 
action based. cm. ccmnunioe.tion Intelligence' studied effort shnll be co.de 
to ensure thd suoh action oonnot be a.ttributed to Qmnm1oation Intell1eanoo 
cloneL In evcey oo.so, unlc:rn the senior otf'l..oer oonoerned, after 1"ulJ... 
consideration of the risks involved to the 60Ul'0e, considers it ooaplctoly 
10pr0.0tioo.blc .. a.otion aga..J...Il.St a speoifio target revoo..led by omnm1 co.ti.on 
Intelllgcnoo shall be preceded by a.wropria.tc rE:.loOilrul.isse.noe or other 
suitnble deceptive oeasurcs to 'iih:l..ch the oneJitY' can rea.sonabJ,y be axpooted 
to nttribute the act:i.on. 

In tl.Lle of poaoe tho principle thnt the oanaorV"'tion of ccnmm=toe.tion 
Intelligonoe sources :t.e a paramount consideration Q.ffooting any a..ctl..On 
token in the light of COl"'D:lllll.J.ont1.0n Intelli.gcnoo sho.11 be rigidly uphold. 

The prllloiple of d.J...aa.emrnrb .. on is based an "the need to knowt'. 
Et:..oh itco of CorJrmlioa.tion rntolligenoo sho.11 therefore be oade knmm 
cml3 to those J.JldJ..viduals .mo requ..Lre it in the perton:ianoe of their 
dut iea and \mD have be on fil>P?'OPI'l.atcl.y 11 indoctrinated n • Every effort 
aM..ll be C18.d..e to restriot tho nuabor of 11 md.ootrina.ted" persons to an 
absolute mmr:un. No nc.tl.Ollll.l of one party shall be perrutted. a.ocess 
to the other party's COMINT ngcncies or to the produots, or knowlodge 
of the existence thereof, unJ.ass ho bo approved by SThNCIB or the LONDON 
SIGINT BOARD as approprJ.Atc ond be properly indoctrJ.IIB.tcd. 

It is reoognisod thnt both Po..rties will produoe Spcoial Intelli­
gence which, by virtue of its source or oontent, WJ..ll require exoeptiO?llll 

-- -
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\ snfeguards ~d 'oJh:i.cll>ahould, th1;ircforc 1 be llm.ted strictly in d.J.ssaunn.• 
\tion to the highest level. only (see pare.. 19 belO\/). 

·\. "E;cocpt l.n Ca.tegori~a and individual ca.sea ll.~ed upon fro:n ti-~ 
t,o t100 by STiJ'JCIB and the LONDON _SIGINT BOARD, personnel to ho 11ina.oot1·11• -~­
t~d" a.a reoipients of COC!!iU?l.l.cll.tioh· .Intelligence or assigned. to CoDrumilc.1.t ... "n 
~tolligcnce duties sholl pe the aubJeots of speol.ll.l security enquiries. 

\,. STl\NCIB and the LONOON SIGINT m_ Shall uai.nto.in 00tlplcte lists-~ 
of' \persons o-m-rc?ltly 11 indoctrinatc.d11 for Speeial. ,Dltalligcnoe in their 
reapective GovorJ1JJCnts. · 

'. ·-

16 ~ . \ ~T.~.Nc:r:c 'llltl the WNDG- SIGINT BOt.1ID shall ~ep each other tu.11.y 
infoincd of the Dopc!.rlnonts 1 Ministries 1 J~enoioa, Qf:f'ioe~, Headquarters 
P.nd CoLl.JB.llds rcct. iving Spacicl. ])'ltelligcnoe C\llcl. of the a.pprap.no.te nucbcr 

18~ 

of "indoctrinated" persons in c~ch. · 

COI.J:l'l.m.1oat1on rntclli&enec aha.11 newer 'Under DIJY o1I'OUCStonocs oil 
in EmY foru be dJ.aaeru.nn.tcd to 32'.lY UUU.atzy, Dcpartnont, /..f:,anoy 1 Qrgnn1sn.­
tion, Offi~c, or JJ'ldl.vidual fra:::i .mi.ch -or frcri whc.u it n.ieht roasono.bl.y bo 
expeiotc.d td. :f'lll.d its '!P.Y, ot'fioially or extra.-of"ficia.lzy, into the 
possession 'p:f' on:,r person or r,roup mio could use it for cou::neroial 
oa:Jpeti tion \or 00!"'.alroio..l ep.in or a.dvanta..ge. 

! ·~ 

CL!JsSIFICl..TIONS ~.im PROOEOORES 

190' S,pet'J.B.l Intelligc..noe. Spcoul Intolligencf.l is cl.o.ssll'ied TOP 
Sl!XJ.RF?. The '1Drus TOP SIDRET nnd the oo~ word CRF..AM sha.ll l\ppear on 
r;:vcry sheet of papc • \,~ich cont," ms or d.J.solosea ths existence of this 

I 

olD.sa of contnmicaticn Intelligence. This rule npp Lies to m.ps and 
' cha.rte on ~nu._,, __ ...................... _......._........_ .............................................. :..i..w... .................... ...-..;'"'"""'....,,. ......... =.a...:........>1......,.""""'" ............. 

20. 

Intclli enoe 

e 01TI. SPIDill.L ORF.tilt' l 
used instead of' the code wuI\l ,...,REi\M by .. u.ther pa.rt,:r to indicate that 

it has applied the specially lln:i tc;d. h.sse;;ination referred to in po.ra. 
13 above. 

Trefi'1o Intelli£ence • TrO.ff'l.o Intcllieenoe l.S classll'ied SF.C:R-"T, 
The word Sl!X:lRET filld thfi coCle uord. IVORY shall "'.>pcur on avery sheet of 

bGA.... peper which contains ctr d.J.aolosoa the existenc~ o:!' this class of coa:nmi.-
. .. ...... _·-oa.t1on .. Int._9~_lir;cnce 1 imlcsa TOP SIDRET CRF.1\14 appears on the s~e sheet. 

Eo -i .. 
4 · (c) This rule a!lPlica ·to .. T:ID.ps .onQ. .. 01-iart ... s on \1hl.oh a.re plott~u. cln.t.:i ond infor-

EO l .A .. (d) ti 1 na on derived fron TroN' .l.O Intel i" · nee· .... 
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21 • Technical M.."'tter. Teohn1oal no.tter appo:stiunin.::, to tho 
production of Speoi81 L1tolli£enoo is nomo.11.y clasSJ..fu.d TOP S~RET" " 
nnd dEisigna.ted CREAM. Teclmioal r.la.tter A.pperta.:i.n.i.nt to the. production 
of 'Iratf'io Intelligenoo is norna.11.y ol.e.ssi:f'ied S:roJ:mll and dosigne.tod IVOtt;' 
The appropriate claasl.fica.tion anc coC.e ~rd shall appoo.r on every sheet 
0:f paper i/hioh oontauis or dl.soloscs 'the £JXistenoe of such teclmical 

uottor. ! I' 
22. Raw trnff 10. no.w tro.ffio ( i.e. mt erocpted traff 1c showJ.ng 

23. 

24. 

no cviilcnoe of processing for COUiUn.J.oation rntelligenoe purpoeos) is 
nornU..1y ola.asified CONFIDJ!NTL\L, exc~t ..mere a higher alaseifica.tion 
is DUtual ly a.greed upon. 

Teohnioal su.coess. conT.nnn.o~.:hons r-' .~ cognizant officials of 
the BrJ.tiSb nna: U.S. Govc.rnoents Hluch ravcal r ::.r ua1. suooess J proscoss or 
prc•oesses in the procluoticn of Spcol.O.l rntolll.g(.,noe or Trai'fl.o Intelli­
gence in speoifio .1.nstanoos ur ficlda sholl bear tho o.ppropriate code vord 
desi('llB.tions even though tney c1o not th<..:l:lBelns reveal Cor.J:lUllic~tion 
Dltelligenoe as suoh. 

Coue Words. The code \Vord CREAM Dnd all th.'.: t it irapliee bears 
the TOP SECRm ola.ssif'ioation.. The •oode word IVORY and o.11 that 1t 
implies bears the smRET clasl=>ifioa.t~. The~o 'ftOI"d.s and their 
J...t:Jpl1oat10lls shall not be 1lade known to 11non-.indootnnated" persons, nor 0 

shaJJ. these code words be used in their ood.e uord sense in the presc.ncc 
of "non-J.ndootrlllAted11 perarns. 

25. D:>ouoents. Except as i....:iplioitly :involved ir the operotian of 

26. 

....__~~~~~~~~~~--' 
helou 1 dOOUiuent a o onta.J.nine COl:iDUlll.ca.t 1.0n 

Int~lligence and teohnl.C1l r..ttcr shD.ll reT"IEl.J.n c::colusively in the 
poieess1on of persons ..mo h.'\vo been a.wropr:iatel.y "indootrl.Jlatea.11

, secure 
from examJnetion by "non-inJootrnteu" persons. 

Flo.in L~ge Tro.nsrussiom. Speo::i..al Intelligence and TOP 
SEOimr te0fuii081 r.1£1.t er shl'll not be trmlStl.l.ttcd l.ll pllun l.Elnguage 
(unencrypted) except ns follows: 

(a) Sea.led 1 by so.f c.-hn.nd chnnnels 1 )vt.r route i:. speo ifico.lly 
npprovud by STJ..NCIB or 'the LONOON SIGJNT mt.JID. Su.ah 
a.pprova.l '"'111 be the exception whero such routes involve 
a.ir or land trnnsp~ over the territory of e. third pD.rty. 

( b) vi:i ocr:rpletely protected local co .Dl.lll.1ontion eysteca 
exclusively intenw.l to !.genoies rir Offices producing or 
utilising L'O'.DUnJ.CD.tion Intelll.gonoe of the .:ippropria.te 
oategories, 

( o) VU\ extern.a 1_ lnndli."'l.os only ae apecl.fioally c.pproved by 
STi\NCIB er the ~ SIGTh1T BQAfID in eaoh J.nStanoe. 

27. Tra.:f'fia I?ltelJ.igc.nce .:\llU Secret or Confidential teohni.ca.1 matter 
shall not be tran.soitted l.l1 plc.in language (unencrypted) except ae follows! 

( a) As provided in para. 26 above • 

(b) ~ protecte..l p0stol chrumals over routes approved by Sr.t..NCIB 
or tho ~l'JX)N SIGINT BOARD. 



. .. ... 

28. 

- 5 .. 

Note: Tho .'.lbove restrictions an the oonvcyanoe of' ocmf'identio.l 
natoriel over the territory of n third pnrty •VlY be reliu:ed 
a.t 1the discretion of STiJl'CIB or the LONOON SIGOO BOJJID to 
pernit unencryi..it'cd :rerr trro'fio ( classJ..fie.l Confidential) 
bel.?l£ conveyocl by air ar land tro.nsport over territory 
balongine to a thl.rd pc.rty provuk..J. that tho r-evt traff'io 
hes not been on0ln.'.l.tcd by nrtional.s belonging to that third 
pt'lrty. 

E)lo~ted TrEtn . .nissians .. 
porn. 1(aovo:-

]):ccyt in oircunat~es conteoplatcd in 

(a) Speoin.l :rnte..ll1pcn'.)C an.J. TQP Sll'OlE:r teclmic:ll .rao.ttcr trnnsru.ttcd 
in (lncrypted fore shr.11 bo cnoryptad in special oryptographio 
o~ls or cyphers expressly provided for these subJoots, mid 
m no other. 

SUoh ahnnncla or cyphers shc.11 posseov nt lo~3t the oecurity cf 
th•, CCII l'.n.J. sh.c.ll be r_pproved by STANCIB or tho WNOON SIGINT 
:OCARD. 

( b) Traf'fii: Intelll.,'.!Lno~ encl SIDRE".r t....:clmi.o"' l I1£l tter tranSLll. ttod ui 
onoryptac! for·1 sh "lll. l-e oncrypted in specia.l cryptogn.phio 
oha.unels or cy;;ihcrs expressly prov'.Ld.ecl for those subJoots or in 

the hi,:hcst gr.We cy".i:-m.~r avai.l.Dble. 

e 29, Tr.<'\l'lBrUSBl.Oll • f RaW• Tr.:' f'fl.O, CryptOe;I'llphJ..c ohnnnels or cyphers foT' 
the tro.nSI."'1ssion of "rn'g' traffic" shall bo agreed upon fra l tl...lC tl];lo- by 
by STJ.NCIB lllld the LONDON SIGINT BO...RD. 

EXCEF'TIONS 

39. The gu.idl.ng prinoiplo of tht expression 11the nec..J. to,.lcno\/11 ah.1ll be 
rigidly uphel.d l.ll o.ll Cll'OUI:lstanous. H0\7E-vcr, ~erto.i.n lJ.ID.tod ~ceptions 
frCCJ. othc..r pr0V1s1cns of those -:;>rinciplea ~1 be recognised: 

0-GA ... __ ... _ 
EO 1 . 4 . ('c -) .. _ 

EO 1. 4. (d) 

(n) ({1th tho a.pprow.1 ci~ ST.. "'J'CIB or tho I.ONOON SIGINT BO/i.RD 
ci.issemJ.lll\t1on nocJ. n~'t lie confined tc., "i.ndoctruiated11 persone, 1 

nnd tr .... arrilion.'Jle codu \1or3. \11.ll m>t be CZJployod in oonncotion 
\71.th the <..Xoh.'.lnf:;c UGC,, =:U:. '"hss~ .. u.n~tion oc-_1tenpl:ited in tho , 
followi '1& J.n:::;t:lr'ocs· -

( 1) Certo.in D/F fllC..f> arul lx:.nrlllf.s [raJ.cl CONFIDENTI/J.1a 

'( 2-) .... c_crta.in. cate1or:i.es OJl.-1 series vf _,lo.in langun.gc intoroepts 
f'rcn .. l I circuits ~ded CJNFim:NTI.~L. . 

(3) Certo.lll oa.tccuric.s onc.l series of plc.i.n l~"'UC.ge mteroepta 
frao cilitnry 01.r0U1ts era.<led SECREI', proVJ.dcd the source 
is disguiseJ.. 

(b) "I Centre encragt<l in the production. r:>f C<n:ruru.catl.on Intelliecncc 
nay, ',nthou.t cnoryptl.n[; tho £.ppropr.1.ll.tc c::>..lc word in the 
cnoryptc.1 toxt, trc.nJ..ll.t TOP ~ c)l).l Snmm' teahm.o=.1 matter 
over o.ryptoern.f>hio ohc.nnels or cyphers expressly and wcolueivoly 
provided for euah toohnl.cal ~ttcr, 

) A centre engnced lll tha production of cwc.micatJ.on Intelligenoc 
ntJ.Yi a.t the d1scrct1on of thG Senior trffi.oer concerned, o'.lfter full • considarn.t1.0n. Jf th~ ri~~s involved to th~ source, CJr.ll.t the 
olassifioo.-fion anJ. tho ~pproprin.te code word f'rOtil its worksheets 
:ind ci:ail "'r doo\Dcnts used ':ll.thl.n the ~entre,, or used between tho 

Centre and its Intcroepb.on anJ. D/F stations in its toohru..cal 
operation.:J. 



._ 

I 

. 
1 • .A oocprohcnsiv" ro'Port, ocnoarninfl a.J.l 1ntoroeption to.oll1tiba 
iZJStn.l.led ond. a··'\ilable far uao, rlhother or not suoh f'o.cilities l'rl3 in .?' 
ll&e', wi.Jl be ~chllngoa on 1st Julf, 1946, and t~ter at au mm.bl:r 
1ntorvnla, · 

2,, The report v:!:ll bt> ~rronaed to FCJVLic !nfert:l\tion to ccvcr tho 
f'ollmng :!.tems, where n.pplioo.blc1 for t:ach 1ntoroc')t1on and cU.r3ction-
1'inding eta.ti.on: 

(a) ll'ull !uf'orc1D.t1on en the follcroi!l,,1 gc~rn.l UDca ro[JQX'dine 
corao t'nd non-morse intoroe3'pt nnd tro.nsorit>tJ.on -position. 

( 1} Numbors "nd ty-;:>0a at si?Jgle rcooivoJ" mnUP.l apoed positiozu .• 

(ii) • " " n n II bigh s-peocl positions • 

(111) II II n " doubllt " mnw.l !fPUC:e positions •. 

(iv) " " • II n II hi.eh speed positions. 

(v) n " II " d1vors1·,7 roocivine poait~ona. 

(vi) • II n " t~~ tr~naorl-pticn positions • 

(vii) " " II • rooor-Q1D6 positions • 

(viii) " " " " non-ccrsc torm'!.no.l' i:)OBitions. 
' I 

(ix) ti II " " ney other a~oi.:Ll ~ositions riot listod. 

(b) Dir otion finding oquip:xmt. 

( i) Number• 

(ii) 1'1'Pl• 
; 

(iii) l'requonay ningo. 

(o) Trt\namitter :!..dent tr ioat ion oQui pnt. , 
(i) Numoor. 

(ii) iyPo1 

(d) Proqoone1 ~surinl; c.qLlipnont. 

(1) Nwnbor. 

(11) ~-

lent ot theae arranpaants lhll.l be aanatrmd u acmtrneninc u, [-
clauae. ot t.he Buie Aart!.,.iit, fSUt. ehall ~ ettect. vlthia tM 
ICGpe I and llmit-at.i{llUI •at..biiahed thareb;r. 



( o) .lJltenn."\Oe 

(i) Nmber. 

(ii) ~· 

( 111) Directivi V• 

- 2 -

(tv) Frc ~uenoy to Wioh Ollt. 

( f) ~eriD.l Exabl\nt,re/llul t-!oouPl.cra. 

( i) :rru:uber • 

. {ii) Typo. 

(iii) :ii:~~ u...no~ ran,~c. 

(g) 3nuoornt1on nnd us; of cqu1p-"';1:1t f 1.ttcd for control of 
1nt.13rcoption Hi.thin l\ erntion. 

(b) Spoo~liacd tast o~ui~nt. 

( 1) NUl!lbor. 

(11) DJsorlption
1
nnd use~ 

. 
(1) 

(j) 

3nUDJro.t1cm of r.ny apao111liaad. furniture • 
• 

3. The Bix""'lmnthly ro-ports (plre.. 1 o.~..ovo) 'rill C\lso include> notes 
en tlh. shorto.:imingBt •'O"'l.iut.:-nanco, -prapoaad mod1f1011t1ons nnd ony other 
si,flnitioant op:>ra.ticn"l cb.<\1"8.o't<.ristias of the oquipDCnt. }l'otos on 
nn equitmmt :.ndor davel~nt may be inclOO.Cd. 

• mVIBION OP lNTnRa!JpflON ~ .NU 01' 811.RCJ:t PROGR..l4m8. 

4. Speoifi.C> in!.t.c.L\l nllocaiL.1 of illte~pt ta.ska c.nd. cf sen.rah 
:_rogra.mmes !a !iipi'iOtiLiLblo i'or t1.iC f o l.l.owillg 'reB.sons 1-

( a) Lo.ale of' adoquo.te coummioAtions for cr.cobt\nao at ra-w tr:lff'io. 

(b) Instabp.ity at +h'" sitlll"ticn ra~ard:illJ p.irsonnel and rooatr 
tion tno1l~t1Ga 6ur.l.llli d,mobiltsatum and racrgnniantion 
-poriod. 

{a) ID.ck of knc'qlcc~ o 1 rolavnnt probl.Qms pending furthor Goncrril 
Se.'\rch. 

' I 

5. Soioo eotunl division of in~rooption tDaka o.zista notvitb.stnnc1inc 
parn. Ji: nb5Ve, duo to gcogrr;tfdao.l aonai.Clere:t:ions: -

(a) L;r;;w~~r;,~T....lll.::..i::t.1==.::.=..:...__.=; l "'ur.::.l /.JIX)rianr.. atat ions 
,.....;;..;;.......;;..;;.....;~==~---:---:-:---_,EWt.. Br11f,isb. ata.tions those 

.. · .. .. . tholJBh there nro acme rninor Lm'ilf'rrted chtpl:Lo-
··: .. :. :~: .. ::::-'.· ....... ,_, ___ .,........._ olim.n..'\tad. 

I ,.; .::::,. - ~~: .. :;.:. -- -· 

OGA 
EO 1. 4. ( c) 

EO 1. 4. (d) 
• 

.. 
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\ __ (b) EJenioo Cirouits otber tMY i ~1t1sh 
'-:11::\ Std.t_ions DCNOr ttJO grae.t nnjority Qf'bcse Oiro\lits 

wbioh-1:1.ro nOT1 'beiri interoepted.1 

\, ·-~~;.,·· -. '-\ ',,',, 

\~· ·\:<·No division of\in~roopt:i.oo t.'.lalcs 1::: -pr~crt;iORblo ill tho f ollot7izlc 
:t;':Lolds\llJ:ltil ·cµioc;u.\tc 'i:lc;iJllDlUil:i..cc.t~ for the o.sobtingo at ra\7 mtorlAJ. ere 
Wov~--- - -

(~);:;:_I ____ __.l9:trouits. 

(br>I I circuit a 
\¥nt aup;q:&t 10h i3Xistli_• 

7• \__ The :f~-1µ'0 d.ivi~-i,on at Inte~ aovera.ge :ind sea.rah falls 
n~t~lly t'-ocot~ing to th.a loMtions Md_nnturc at intorce-pt fnciliti'os. 
There\nilJ, bo OQ'("Ordinnti0n between the pu-tios 1n tho :form of aontinuoua 
olimiriiltion, by--~tua.l agre·~t. at umro.nted du:plioation Mc of oon­
tinuows suseestieni __ ond mutual agroataJut a.a tc- __ ohanjlOs. i~ll suab 00-

ordino.t:·ion depenciQ\upcn the ~"Sien ot adequ.!\te tolecont!lmliaations for 
tbo ~o of re.~\'"~. - -

ii, \ \ \, \, • '',,, 

\ii , B. The 'b:l.ais for\_tbe rontinuob~ co-ordination involved •rill bo ~n 
J, \ i\ aJCOhaDIJ~ ;-~ mnthl:y ~rte OP ggv~z:o.g0. roo :f'O~ fb;r tb.1ao rgn:>r1;g 

\ ii ' e.ra ghP.."'Tl :na Exhibit 1L •. p-nd Exh1bit 21 
:; ii I I\ \\-.____ -._ ......___ __ ____. 

9. The ·-1 I vlll be --daamt:: ~ :"" ;: dI;r cf tho lIIOnth prcyious to much it_ ---~:pplies. Th61Wi11 bo 
, , clc,S"pOtohGd by the 10tb. dllY\ Q:f tho 1!l0nth s\lOOC errt io it c.J.'PlioD. 

'ti 
- ' 10. Rc..,,arta uill first ~\--excb.-:.nged to covor the month of Mny 1946 .. 
j :I 

' ' i \ 11. The London Sigint Cpntrc- "'dll !l.l'rollgo ~or tb.e troduction c.nd chs-
\ 'i tr:lbu.tion of th& pr:Lnteu forms Nferred to in paraero.-pb. a above. 
\ i 
\ i 

\ \_ Xlcg.NG~ OF TIEPORTS, l"BF.C!mficn' INl'OR)LTION ~~ G:i~~ S.~.RQ! lt'.]SULTS 
l ~ -
1 \ 12. Inforantion pGrtin.lnt to ~lw- d"\to list•;d in tho "tT.1&." case Boole. (ICB) 
\ \ inolwling o.(!ditiOJls, delet1.ona 1 MOd;1f'io:1tiona, rithur inf'armtion rCl'ltiVC 
\\ to interacpt control o:nd all other rl.ltNnnt 'L "'c,rtnt1on developed by eao.rch 

I 

will bo oxa't!mged by signtl 'lt l6~et-1 I I ---__ -------
13. Ee.ob pirty Will cvtline ~ne. etl\nd.8.rdiso tho form in 'ffhioh the 1.nf'orm-
a1;ion deooribad in ft\I't\• 12 r.bave 18 promUJ.go.t\)d within its 0\1fD orgo.n1sc.ti~ 
.L.tt or tb.ie he.a boon' nCJtl.C both ~ 1.es will- _o.dopt e COl'!!DOn f'or.m for t l'w rl:po:rt s 
comreJ'inlJ t}lia iJif ormo.t i.oti. 

I sx,.ND...RDJSJD DRSTGNt· TION OF JJfJ!JHc;:p;r rr. f wrs .... I ____________ ___. 
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20. As scan a.\1 it oan be e.n-e.nged eaah party l5lill turniah to the othor 
o.s ira::iptl,y as pmotioable nthout request and as a :latter of routine, cne . 
copy 0£ every itec. at ra.v trattio oollaoted OW" acquired by its opeioating 
agenoies 1 regardless of souroe. Either party DP:Y roquest speoial.ly rapid 
cle.liwey, or additional copies, of speoifl.o oategoriea of rtl.'1 traffio ancl el\oh 
sh!ll enaeavour to tieet the need.a of the othEir in this reapeot .. 

21 • The ideal means of oon.v81ing raw 'trat"f1o , 1'ral the standpoint of apoet' 
imC!. ::Jllrl""JUCl utilisation cf nenpom=.r, ie -teleoa:D\.miaaticma. Therefore tho ! - "­
curcnont • caintenanoe and utJ.J.i.sation of teleca;amioah.cm.a tra:i :interoopt 
paints to Qq:ntree, ond betwocm contras, 'Will :.c procotea end mocuro.god by co.oh 
porty to the ut:"..10et eztent of itr: J:llD3ll.s .. 

22. ill mn trw'"fl.c, ...uc..ther '1r 1.~·t exchflllged by.:Z.adio, Wl.l1 be exchrulged 
via rogular liaison oh&mlale or· sl.LCh other r..rutes as o::q be c.grcod upon. 

23. In so far as praotioable ~.'r tra:ffio YJ~hr~d 111.ll bo in the forrJS 
oanto.ined in para.a 25 tc 33 be+ow. l)epert:u.· 1 ~ fral this f'om ui.11 bo clµ::i · 
inated B.S soon as poesiblt.. 

' 24.. The inoluBl.cm of ~ o.e.se nucber in nn item of ra'\7 traffic nu not be. 
deeced to show ev1denoe ot p:rooessing for coam.uuoat:i.an Intalligenoe purposes 
end therefore the tlatorial. •lily still bo classl.fl.ed "Can:tidcmtial.". 

I 

SUNDIJIDISl .. TION OF RA~ TRAFFIC FORVAT .~ 

........ -···· 
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.APPENDIX D 

WQ"!QRPl!ATION ClF TRDFIC ANALYSIS 

1. The d.l.vis1on ot reepona::i.bil.l. ty in trat1'ic analysitt 
f~ J to :i.me extent, the division of interoep~ duties, 
It is not pru.otioable, at this stage, to d.efl.ne f\lrlher the 
dJ.vieion of responaibJ.....1.ty in .. h,_s subjel..t though this mey­
be d.es;i.rab1e at a later date. In the :meantlJDS th~re will be 
a f'ull exobnnge, .;hroush regalar liaison ~la, of a.11 
written reports on T'ru.:f'i'io .Analysis whioh a.re pr<...?ared by 
tha vo.nous trettio analysis and interoept oontrol groups~ 

3. In genero..l the division 6f work must f'e.11 no.~ 
aooording to tho locations af D/F and intercept st~tion8, 
and the interoept tasks and search progranr is undertaken by 
oaoh oentro. ' -

}+.. • Col.J.a.boro.tion beinaon the pe.rties in .the- f ... ela of D/F 
eh.all be in the form of requests tram .i.rry cent"i'B dl.re:rt to 
~ other :for bell.a. ..... .i.llciS and fl.xoa en spco_l.fiea targets. 

----~-00000000-----~ 

Hone or theae arranganenta ihall be construe~- --u contravening l.ftJ" l 
clauses ot t.he Basic ~ut aball-ti.ke effect within the 
acope and llmit.aticma est.abllahed thereby. 
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APPENDIX E 

00-oRDINATION OF, AND EXCHANGE OF INFORMATION ON, 
CRYPrANALYSIS AND ASSOCIA!rED ~CBNIQtIES 

1, ALLOCA1'ION OF TASKs. Allooa.tion of ma.jor tasks, conferring a one-
SJ.ded responsibility, ie undesirable and l.Illpraotica.ble until adequate 
c~ca.tione are established. l1'or the preBent, however, suoh 
dl.Vl.SJ.on of tasks as ·:a.a posaible will be attempted. In a.ddl.tion 
oollaborati.on between the parti.e s will take the form. of contim0.1s 
elimination, by I1111tual ll.~ement, of unwq.nted d.upll.oo.tion and continuous 
suggoation and mutual arrangement as to the undertalung of new ta.eke 
and ahartgee in tr~e status of- old ones. 
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EIC&NGE CF COMMUNICATIC?l INmLLIGEllm 

bND 

, , gcrcimmnON AN ~en. 

~ Oli' llECP.IPTS, nuNBtilIONS .!NO A880CU4TED :eROOOOTS. 

1. Deorypts of f'orci~n oorir'l'Ull.ir..ationa "lr-.U not be exchanged 
betwoan the CmrrNT centres in London and Washington, a:xcept as 
pl'OVl.dad in. paragraph 6 of Appendix. E or as rnq be arranged ~ 
oryptenalytio or other toahDioal rco.sons, but 3rf3 dcoI)'Pt or series 
or d.eoJ:TI'ts will be m3.de available on apecifio request by one Oontre 
tr the other, if' not prch1bitively inconvenient • 

2. J.s the Centres will probably be unal>l.e to tranale:i.te all 
doorypts or ple.in texts in fuJ.J or even in e:rlraat, each will oarry 
out a proooss at aoanni.ng such as to meot its own COMIN'r requirements. 
The liaison officers will thl3ro:fore be f'ree to soon this matar.l:o.l. to 
ens'Ul'e that eey p~cu.l:3..r -_rrr'l !"3ats of' their own party are ~i.ng served. 

3. Transl:'~ ,_o~, .. ill bu ~':\"med to bo in tull unless le.belled 
"gist" or "extract 11

• 

4. If either party considers that deo:cypts or plain tens aerve its 
intetl.ligenoe mads w1 thout trana.lation, auah aeOl')'pt 111 or plain tD:rla 
will be regarded by the other as 1t they Wart': trenalatod terla and their 
eJtOh.cJlge between the centres will be precisely the sace a.s that of 
transl.a.tad toxta and extracts (see peragrepp. 6 bel.cw), It 11 the 
intention of eo.cil. pArly to l1mi t auah ca.sea to the min:urrum. 

5. Canmenta will be olesrJ.,y distinguisheble a.a auoh and will be 
prefaoed by the word "oammnt II• 

fi. ill tt'tmSla.ted. texts, erlraots, gists (Ulllesa oxoepted b;y para-
graph 7 belOlr}, items af Traf'f'io Intell.igenoe and o~nts a:ppend.ed 
theroto, will bd exohengod between the COONT Ctmtres in Wash1ngton nnd 
London oontl.mlOusly, ourrontly and w1 thout ?"equest unless otherwise 
~d in spooi:f'io instances, Such oxohnngo, oornplote or partial 1 will. 
be off'eoted b;y ra.cli.o when specifiol!J.l,y requoated by the part;ies and in 
aQ,dition a. oanplete exab.mige w:lll be of'f'eoted with tile ).es.st poseib1e 
del~ through the regular liaison ohmmels. 

7. Gists whioh are made by o. Centre for its am use but not isaued 
\/ill not be exaha?iged. ~t will be at the disposal. o£ the lioiaon 
o1'fioora who WJ3 a.sk for suoh U.ea:cy;pt e or plain text 11 a.a mq be 
required, , I 

8. All COMINTSU'Kl w...l..i. be ~"lged between the produoing Omtres 
in Waabington and LJ:lndOT • vmen.,,""Or -:he,y UJ isslllld end w1 thout request. 

9. The tomon SIGJ.NT Cont re ' "ill be the channel through which all 
COKINT items prBcluoed IJ:r the ether BritiBh ~al.th Centres (emept 
ottawa), will be f'orwardud tJ the Wash; ngto:a. "OMJ:NT Centre an1 through 
which the 3ams caterial.s procluoed b;y tbe Waah1 .ceton COMINT centre will 
be f'Ol"Wlll.'ded~ 11henever appropris.te 1 to o~r : . ri ti sh Cor.tmmre al th 
reo1pient15, l emept Oarwho.n). 

. 
... ot u.... aranpnenta .u be conet.rued .. ccnt.l'aftl11.ns., I 
ol&u.ea ol t.be Buie Agre~ llh&ll tab eltect WitJd.n u. 
.cape and lialtaticm ..t&bliabmd thllrwbJ. 
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1 0. The 'fnshingtOll OOMINT ~ntre will be the ohannel. through wbiah 
all camr.r iteMS produced by British Camx:mwealth Centrea will be 
forwarded, whenever oppropriato, to U.S. recipients. 

D,IVISIOH QI!! ~JOUR Ilf TRANSLM'ICW. 

11 • Each Centre will ualerto.kc such sonnnirig o.nd trmuslation tuts 
D.B nro Rui ted to :I. to oim requira .. ian:b nDd. · tho so of its roaipienta. 
k:I:i exception rill b( by pric.•r ~":;rE:JCJl1D1lt botween tho centres • 

12. 'l!b.e continuous oXDhNlge botweon the Oentros at 1heir tnmalo.ted 
rnti.torilll will oll.mr ei tber party to climino.te unwanted dupl.:Lont:l.on in 
tre.mlation. 

\ 
• ST..iNDAHD.Is&TI<li CJ.I' TRiJ.!ULu!rJ°l)'l't R'>RIL -- ..,, -··-· '-•_...... , 

• 1·~. ~ a.void ambiguit~ a'"·J '., ~·:rorooto .tee of rowling, ref'erenoe aild 
~prd:f.ne, it will l~ !.•10 BJ.1 i .~ 1. 1:ie Coll-: - in WBBh:lngton end Im>«lon\ 
to '~t a stW'llll-1-d Ri.y1.r orul '?.. -;- ... t for .aJL.a.c1inGs, translated tms, \ 
gl.1~'8, - extracts, oaa;m.1.L'!J QJJd ~. • • J.la:t.o:i s 1 notaa. I 

G,Cl ' . To tho.t end the Loz.don SIGUfT Cmrtre J.11 prepare a. propo11ed 
atylo ~.layout which .vill bo mtrodllOed w ~ii suah mod:1.tioat1onn as .. -'­
neoossF o.s soon as it hni:i l.x.on ocnd.derec. ./ the u.s. teabnioal. 
nperttl..1.sta l)cmcorned. 

. ~Cl • ., Q[i' TRANSi i...\!rl~ OONI'ENT I 
I 

. . - ----
15: ~ a;imi~to dieC"rep3llOioa 1n 1renale.tion and to obtcin stmxltu'd-
~~ ~tion tc>:rnd.noloa, eflOh CCntre will a.t ODOO oornpilo . 
llDguiatio rcferenc oth..}r r list ot tho di 'ltionarioo and works ot 
1 with ih:l.nie, ~hlo1. .Lt currontly aooepts as standard tor the 
~~onm n:00.~ lt J.s oonoorneu, oml will oontinue to torwarcl auah 

'7· 
16. »1clt Contra ttlll.. onJ.t nthout roqueet -~ i\um.:ih to thu other, oontinUDUSJ..7, CJUITentl.3 
aomp:Uat;to.ns whioh 1 t 11!l11os ot o.ll Suppl.emantnl Glossaries and other 
lation prooeese !1h> ~~IU't"'B n13 1.1 :result ot and tor use 1n ita trnna-• 
JOntinucus d1aa:;sian ~f\teria.13 thua ~d will bo the basia for 

l·~~so.tion. Di.a C<m~n the Centres with o. view to inareo.aing .. j 
or the oth8r u the de ~s v.i.ll aim to agree f'rcm tiim to tim. on f 

4 
· °"'t.ding authority 1n e. irpeoit1o languase tiold... / 

r1; ..... In order to Wwalop a itt tandN.U of ~idi......_,,_,11.._, .. 1D , '¥' 
l.D.tJguage equ:l.w.lente, ~ C0tttp:mcm 8 .,,-&A~ 
·8Zl00 at auah g:rad1.nee AB 1.t aurre.-e will 1.ntr.m the other at the eignifio­

utl.y u.Nu3 in i ta Supplai::Dntnl GJ.osar..ri~a. 

: -~~ ' 
~t' \ 

~-r.-
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~ ~ 2 ot tho Brltil . u.a. llcllrudaatt.. :rmeJ.J.J..­
AgroDl?\Ont apeolf1ea tha~ the Asz'leament goverm the relat!.ana at the 
oantraat1f14!,'Partlea • 1n ~nrmm,,:5tlon Intelllgerme ma.ttan onl1'9 • 

2. In the flama Pur&81\...$n. 1t ls agreed that tbe emhaaga ot su.oh 
oollateral mo.teri.al as ia: appliaable for teahnloal purposes an4 1a 
not prejudicial to DB.tion. Bl t.ntctreata will, h.awner, be etfeote4 / 
between ths C(JCDfr Centre a in both oountril.e11e . r----., 
J. ,,.J I~~aorda.~o wi tl1. thie ~ph, aollateral mate11.al. 1a J 
4etbmd ~{that material~ t"rcm a.t\Y sot.trae other than CJCICIIT whlmi; ,... 
tho\lth CJf' uatste.me to ~e OOKUfT Centres (1..e. •applicable fDJ! 
toohn1o:3.l purpoaee"), La: not direotl.J' 11 Oamiunioation Iatdlllgeme 
matter1 '. , 

"-• conaequentl.y', ma~lal l1ated ln parngrnph 3{a) (2) e.D4 (6) 
ot~ Agreement, though 1obta.1md trcm aouroae otbar than 
0 1aat1on IntalUgende, la no1i oolla.teral material bealWH lt 
la a ~otl.Y 0. 01'111Dl1Dloa.tlnn Intalligenoe matter. The aml;\aap ot 
~terl.al will be UID."

1estrl.oted, exaept 111:1 prtWided 1D 
~~-vrph 3(b) of the .Agr9ement. 

5. S9m:ttlorl,r1 intonaa.t1.on ocmoeruing ~ nmthada and 
• 

, 
' , 

/ 
' 'l' . . 

f"',, '\. • 

J ' -
'1 

' I 
I I 

teoh~pa. which are developed by the OCllIR'r aentraa W1dar u.s. DZ' 
Brit~tent, ta not 0011.o.teral material, and t~awn'l&a 1.a 
gonrmd b7 pangro.ph !., of the .Agnumant. .. ..,,, 

JW!UN!t!· 
6. Col1'1.teral r..a.ter1a.l avo.lla:ble for teohnlol.Ll purptJHa to tba 
CXJmfr Centre of one port1Y will be made a'ft.11.obl.a (through the 
DnOhitX.r,y ot 11.n.iaon) to the othor Centre 1 Wlleoo pealuded 'b,J ' ~ 
parogrnph 2 of the baaia ~econt or unlooo thore 1a ob~eation 'IV'­
tbe H1nlatiz7, Deportment, AgerwlJ', Off'S..oe or peraon wh1oh ortg'nell1' 
ma4e the aollaterol materio.l available or wkloh bears tha 
reaponalbili t,y for 'the oontr.>l thereof. . 

·I ' • ....,,, 

---- of ~ ......_ .. t.o •boll.Iii ... _ .. --~-.... _______;.: 
oJ.auea o! the Buie AgreelllNlt. b1't. •ball _take errect. •it,.. t.be :. . 
IOGpe and Umlt.&tiona est.abllahad ttM1reb7. , · ~ .. - .. -

! ' 

,. 
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1'PPml>IX B 

..lJJW«;EMENTS TO BE ?LU1L F'OR OOMINT OOMMDNIC.ilIONB 

1 • ~MJNIC.ATIONS ORG .. ~8.aION • Provia1on will be 
made for exc us ve and ren.d extensJ.b e telecomuniaationa 
between Centres and bemen Centl.""ea and their outlY1ag stations. 
E:z.cept for oerta.1n D/F requit-menta, tone type equip::ient should 
be provlded as soon as a.vaila.ble. 'l'hi.s 1= neoesaary in order 
to make possible the rapid flow ot all -y~e-a of raw trattt.o from 

·... the points of intercept ton to the severr ~,entrea; the rapid 

•• 

&XOMDgS Of all typeA 'Jf rt'.'.: tl".l.fflC1 ta~hnioa.l mtter aM 
cnr:vunioat1on Int.. .Ll ~g n.!..s be~.Jen the centres; and t"he 

ef'f'ioient oontrol 01'.' ; utt:roeption ~overage, with cot1aequsnt 
redu:Jtion in wasteful ~upl k ..1.t1on. 

2. INST.aU..LA.Ttcm, ~ 1.ND OPElUTION OF T~S. The 
termiti81s of ctroUlts intended exclusively to carry <D!Ilf.r 
traffic will normn.lly be i.ast.alled, mainto.i.nad and operated b,y 
the appropriate u.s. or British CD?Im10nwal.th authority on whose 
terri tor;y t l'9 terminal.a are s 1 tua ted • 

. 
3• PJ.RTICULa CIRClJnS TO .dZ ES:r~ISH&D. The followtng will be 

set up:• 

(a) The London - Csho.wa. circuit will be caintained, operated 
and controlled ey u.x. a.uthori.t1es o.nd converted to 
oha.nnelizod radioteletype at thd earl1Pst praotioable 
t1me. London will control. ~.s. outnori.ties will 
opera~e the W~hingti... n te:rlin: l, na1ntatn the Oahe.wa • 
Waahingtoc landline, and provide f~.o1l1. tl~ tor relay to 
the Lorulon SIGOO luu.aai.J. unit 1 \ 'ashing-.~n. 

(b) A London - 4'ashi.ng~on ro..diotelet;xpe o1rou1 t wi.11 be 
establi.ehed and t-.ro oha.nnole thereof will be allooatea 
exolualvel..r to COMINT tratiio. This circuit will be 
operated by the llppropr18. te U. s. or British authoz-1 ty 
on whose terrltor,y the terminal u situated, with 
Washington oontrolllng. 

( o) The Melbourne - Honolulu ciraui t will be ra-establhhed 
:uul oha.nnalL:::ed, a.nd will pe operated by tbs approprio.te 
u.s. or »rltuh ccmnonweeJ.tb authority on w'l'].oae territory the 
te:nnina.l 1a .lilitun.ted, with Honolulu controlll!l8• 

4. BrANl1UlD .E'HOCEDUP.i: .,.rm OPERnTING SIGN .. \Ls. Standard Procedure and 
operating Sigill1ls will bi lntroliUJed for ocmbined use. The ourrent 
oombined ITocedure ~od Opera.tlng Signal.a will be adopted ini ti.all.v 
subject 'to A:l.nor modifia.a.tions whloh may be found nAress&r,f anil 
mutually agr ·ed from +1 m-o +..r- iJ.mA to ID"O'L special COMililT .re~-
menta. In a.d&i-tiC1n, thf"u.tr. A.Uthorit1.ea wi.l'L undertake the 
pre~e.ra.tion of a CCElbined OOMINT Con.mmiaat1.ona ll8.nue.l.1 ,,Ulch ~ be 
aciopted for use when approved by the LQN]X)N SIG:nfr Bo.um J.tm m'..UIJIB• 

5• COldMON CRIPrOO&WfilC .AIDS. Common o:ryptographic aids will be used for 
Oo'!lb'lned COMIN':r a onmun!oa. tio ns. I n1t1al1" COM:. SIGCtlll, one-time 
tape (SIGTO'r), iind one-time pads will be used.. The matter ot 
cryptogr-aphio aids will be kept continuously under revlew wt th the 
objeot of ma.ini:aJ ninz a.n4 inoreasing eeourity and of fa.o1ltta.t1ng 
canmunioati.c-ns. 

• 
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~IX H 

6, CC!dJiDNIC.ATIOim LIAISON. A. .-epreaenta.tive of the LODdon. 
siilnt Board a.nil n repreaentntive of m'.i.\NCIB wUl be gi:van the 
11pec1.fiq duty at Jcueping under review O<PllNT aommunioa.tiona 
pl'Obl.em arid of raising 4nd advising on such problems as theJ' 
occur. 

B. 

10. 

P:RDVISION' 01 ~. Tbe provision of equipment will be by 
mu.tUal aaela~re neceasD.l'J' and praotloebla e.nd u a.greed 
in ea.oh apeoi.fio oue. 

USE OF UNI1F.t.SED en· UnleDSed oommrotal ooblea will be uaed 
fer tranamlaslon o r.cllINT traffic only as a oonrmmtoationa 
emergency MSosure • 

TRdNS-ATLt~ •'IC ~ m~. '.rbe tra.ns•Atlnnt1o bag routes will 
'Ce" kept wu'ler reviet ·-;;:r:th tJL< objuct o~ taking full 84'98.ntege 
of hiproved ~ ariil au B'-:t .rl.\)9B. 

USE 01' ~CROPIW. .l:il Cd.rt. L'-'S "i7ill be equipped to handle 
moi'Of'! BO tha-; it ll13Y be :1.Veilohle for USB ltb.eD 1.t is not 
prt1.Ut1aeble to a.end the original I:la.terial. 

----------- ... -...,_ _...._ ------- -·--

• 

• 

-.... -

, 

() 

t' 



• 

I 

p 

.APPIDTDIX I 

,hl/..ISON .AND 

UEJ.!OOL3 FOR EXCH.iJ\JG.E 

1. Ee.ch party bhu.11 ,, C'..1.~t~n, i "1 the oount!"y' ot t~e o+..her, a 
senior liaison affioial ac orodl. ted Juu the othc • lLI..J. Ccm:.iunioation 
Intell:Lgonoe liaison matters l.l'l ell.Oh oountr,y e- •.J.ll bo under the 
ooouzonoe o.nd control of the senicr Comr.nuu.o·~i::m Intelligenoe 
ll.ai son o:f'fl. 01 a.l in th.a. t count cy. 

2. Upon a.greem;;int betwe>en STJ~.;cn <~qi the London SIGI.liT Board, 
~1.tional l:i.aison persmmel rJB¥ be accredited, o.nd worlnng ?,roupe 

• ney be o.ssi&ned, to opera.ting agencies of either party by the other • 
.All such o.d.di tiona.l. lia.iscn personnel shall be \D'lder ~he control end 
direction af the acmior l1:nson offio1tl. 

3. SUJ.to.ble o.(.>fice fEl.Cl.lit~ee "111 be node available ~s necessary 
by the party to i •om the 11EU.son off..Loials are ac.crcdi ted. 

4.. Ll.o.iaon oft'l.oiala at one ps.rt.y ahlll nomally have unrestnoted 
o.ooesa to those parts of the other' a oporn.tl.ng ageno:i.eE. which are 
engag~d directly in tho production af COiill1Wll.Co.tion Intelligenoa, 
cxoopt such parts thereof which oontru.n unexcho.ngeo.ble infonnat1on. 
1'ua po:i.n"'"a of oonta.ct o£ liaison ott1c1a.J...::i W'J. thin operating a.e,encies 
f'or reques.t;:; and inquiries Bhal.1 be as d.etennined, established and 
1....1::.Jui ted by the party to whJ..ch they a.re accred.1 ted. 

5. ln addJ. tion to the .:1.bove regularly o.ss1ghod perf!Onnel, visits 
'b-J selected personnol for sr_ort pen ods of t1.1 ·e to deol. with spe01D.1. 
problens will be enooura.geJ. 

6. Requests by o. party or 1 ta BgLnOJ.es for :i..nform.a.t"J..on or me.tcriaJ. 
sha.11 be raade by that party via its aero.or 110.: 3on ot'fl.oia.l aooredJ.. tcG. 
to tbe other. l'Tonnal.ly the other party 1 a aeruc.. 11£1.J.son ofboial aha1.l 
be kept lllf'on:ood Cit suoh requests. 

7 • The aero.or liaiaan official aat1ng through the proacnbed 
ohromels nnC. points of' contact, sho.11 rt.oeive wha.teverpcrt.i.Dent 
l.llforme.t:?.on or material is made aVOJ.la.ble to h1f"', and aha.ll forwarJ. it, 
normally VJ.cl oho.nncls Wldcr th.a oontrol o£ his cnn coont:cy. 'nle 
rooeiving party sholl give tho senior 1101son offio !.<l.l o£ the providing 
pe.rty, whAtever share in the distribution and utJ.li.zo.tion of the 
information as may be agreed upon looally. 

lone ol these &r'l"&l1gement.a ahall ~.f construed. as contra~ any 
clauses ot the Basic Agreement, blf ahall take ettect within the 
scope and Umi.tatioos eatabliahed thereby. 
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B. Bcwever, the routl..IlG exobP.Jige crt 000.:N'l' ma.tenel. raa.v be 
Bl.'f'aeted a.s mtuttl.ly agreed directly between the Centres over 
oair.:umoa.tion olw.nnels jointl;y and exclusively m!.l.ntll.ined for 
CCUD"'T purposes. In ndditicn, :i.t is oontempl.ated th.lt cbmmel.s for 
aontJ.nnm ocmfarence and ~am.ant d1rootly between t eclmioal 
sections '::JIXY be est~bl.ishad. 

9. No prov.LBJ.on of ~~ph 7 shove shall be oonstmed na 
preventin: eithor ps.rty f:ron E..Ooc1Il'l0d.s.t:i.ne the other by trmisporting 
maten.el.6 for the otbt:r ~. 
' 
1 O. Es.ah party ah&ll nonw:illy assist the other 1 111 senior li.c.i.aon 
qttioi:.i.l. by 11Ck'lng a.vcilable to hi;::. fa.c:Ll.itieE for ~ and 
pra-~.:iring ce.te~aJ. ~or tri-..llSportation. Ee.ah .:.rty shall, to the 
Ei%tent of taml1tie:1s opor.1ted by or o.vcil:?.ble -0 1t, essist the 
other's a em.er limsan cffl.cia.l w1 th s a.le-ht:.nd o.nd othor- tronaport­
a.. tion wi ~ 1 ts Otll1. oountry. 

' 

- - t . 
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INTERPRETATIO?l OP' 
CERTAilt PROVISIOUS OF THE 

4 • DEC 1947 

u.s.- BRITISH cOi!ftUNIOATION lNTEiltIGmlCE AGREEl'.U'trr 

INTRODUCTIOil 

Consequent on meetings held in Deoe~ber 194? 
between USCIB and the Director LSIC representing the LondonSignal 
Intelligence Board, the following interpretations to oertain 
paragraphs of the British-U.s. Cotl!lunioation Intelligence 
Agreec.ent, deted ?.iarch, 1946, and of the appendices thereto 
are hereby agreed to by USCIB and Lsm 8lld will becoce Appendix 
J to the aforejentioned Agreenent. 

17 

• IllTJ:RPRETATIOIIB 

1. It is understood that the LSIB will net initiate 
or pursue any contact with any nation cf the ~ritish Cocnon­
wealth on Sigint matters other than witn the Doninions of 
Canada. Australia and Uew Zealand (with eaoh of which agree­
~ents already existl without first obtaining the views of 
USCIB. (It is noted that at the present tine LSIB does not 
envisage any collaboration with Counonwealth Uations other 
than the above.) 

2. It is noted thet the llelbourne Sigint Center 
(L1SIC) ls, in contrast to the CDMDunioationa Branch at 
Otta\va, 'not a purely national Centre. It is and will oon­
tinue to be a joint U.K. - Australian - New Zealand 
orgal11zat1on, manned by an integrated staff. 

'· It is noted that a pre-requisite for collabora-
tion by Canada, Australia and New Zealand with U.!~. was an. 
unequivocal e.coeptanoe of the provisions of tlle "Z:xplanatory 
Instructions and Regulations Concerning the Handling or 
Signal I.ntelligenee (IlIBIG)" which has already been given by 
the Sigin.t Governing Bodies of the Nations concerned and that 
eontinued collaboration is dependent upon their adherence to 
these regulations. 

4. It is the intention of LSIB to obtain ~ron the 
Sigint authorities or the collsborati~ Dominions forna.l 
assurance that they will abide by the tercs of paragra~hs 
5 1 a, and 9 of the rlritish-U.S. ConMllnication Intelligenoe Agret'rDmt 
and of paragraph 5 of Appendix :E to that agreenent. Such 
assurance will be transnitted to USCIB from LlJIB. 

- l -
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5. LSIB will notify USCID o~ the present.assign-
.cent of cryptanalytic tasks for IlSIC and will notify USCI~ 
in advalloe before authorizing any new or altered crypt­
analytic tasks for that Center. 

:J 

6. Both USCIB e.nd LSID will: 

( e.) Uot pass to any of the collaborating 
Doc.inion Centers COlTJT itens originated 
by agencies of the other party uithout the 
consent of that pe.rty 1 except as laid down 
in paragra~hs 7(e) and (d) below or as nay 
be fron tine to tine mutually agreed. 

(b) Pass to the collaborating Do.minions via 
the a.greed channels only such technioal 
matter and portions of the Status reports 
as are deemed by the originati~ agency to 
be relevant to the agreed tasks upon which 
each Do.oinion is engaged. 

7. USCIB takes note that 1 as regards LSI!l's policy 
towards the integrated Center at I:elbcurne, LSIB intends 
in tuture: 

O'GA: -------------.................... .. 

EO 1·:- 4 -; .': c) 

EO 1.4. (d)-· 

(a) • To give every encoura.ge.aent and assis-
-t·ance -- to---pu·rsue J 18.s the ne.in orypt-
8.llalytio task of tlie Center together Wl.tll 
n1nor tasks of local interest. 

( b) - -.. - --. ___ To elilploy 1:i:el\ourne-controlled inter-
cept1·on .. stations ( so.ce of which a.re U ~ K,. 
manned) on- .. tasks to which they are best 
suited by relfscn of their lpoaf ion, uhich 
inevitably include ,____ ____ ______, 

(o) To pass to lISIC (in order that IISIC 
~ay carry out (a) above)~ the teslln.ioal 
Rnd baokground aatter relevant to these 
tasks, \'lb.ether it be obtained frcn u.s. or 
British sources, except matter of U.S. 
origin designated by u.~. authorities as 
for U.K. use only. 

( d) Tc pass to !~IC for 1 ts internal use 
only (and to enable that Center to carry 
out (b) above) the neoeseary technical 
natter required tor such interception con­
trol, whether obtained fron British or U.S. 
tre.t'fic analysis or cryptanalysis sources, 
except matter of U.S. origin desiBnated by 
U.S. authorities as for U.K. use only. 


