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(ii) Anne~e· Bl to Appe~di.x B 'entitled 11The_ .lssignment · 
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~ .. . . . . 

: ~ I •' • • • ' • ·.•. -

of C~Jll!T .to Categori'e~ end- Sub•Categorie e 11
• ·. . .. · ...... ·:.~·: :·;,,'.·, 

(iii) Annexure B2 to ·Appendix B entitled "Security P·rinciples _: .. ·:··. 
. , 

.gave.ming th~ Conduct of COMINT. Activities in Expoaed ·.' ·.: 

(b). (i) · AP}iendix H entitl~d 11 Communications•i •. · 
. . 

· (ii) 'Annexure H1 ·to. Appendix H en ti tle.d 1'Working arrangements . 
' ' , 

reached at the 1953- Conferen~e ·for: tbs' Implen:entation -.. · :', 
. • 1 • 

' , . r . 
-of Appendix H (Corrmunioat1ais)'1 ~ . ' - . . 

( o) ( i) -Appendix N. anti tled 11A'rranp,ements tor Emex:gencY, 

· Re-location of COMM Units" . ..I 

.(ii) Artnexure Nl to A.ppen d1x N en titled tlR&-loc at ion · of 

. US and Uk cmmJT Unita. Provision ·-of-~uipment 11 •. 

(iii) A.nnexure N2 to Appenctl.x N enti~led 1tN·ote-on US and UK 

OOMINT Uni ts already located in Te:i:-ri.tory c ootrolled by 

the other Party or already scheduled to be eo looa.ted.u 

(iv) Exhibit 1 to fL.nnexure Nl entitled rfDetails a.ffeating . ' . . 

· relooation of stations and units". 

(d) (i) The additi'on to Appendix P of a: footnote defining·: 

11releasable equipment". 

(ii) !mnexure Pl to Appendix P entitl.8d 11 COllID!T A.rrangementa 

for SACEUR11 • 

(iii) Exhibit 2 to.Annexure Pl entitled 11Principles for the, 

Handling of yu. 

(iv) Annexure P2 to !\ppendix F (adapted f.rom S:\C/E/?./? 

- {revised) ) • 

__ ,... 
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.Exhibit 2 t.o Anncxure P2 ( adapt.ed from SA.C/E/CJ./7 

( revieed) ). 

Chan~es in Phraaeology in ippendix Q 

./ (ii) . t\nne:xure Ql to .App:indix ~ en:t;itled · ''C~llaboration 
! 

between US and UlC Natioo.al OOMINT Centers". 

(-iii) Exhibit l to Annexu.re CU entitled "Ope~tional and 

UK and other British Commonweal th Countries". 

·1 • 

( v) ·Exhibit 1 to Annexure . Q2 entitled "Establishment of 

Overseas COMJNT Cent!3rs•I •· 

2. : Also attached· are .copies of ·the ~inutes of the ·Plenary Committee 
. . 

meeti~ held at the 'begir.µ1ing o£ the C,onferenae and a record of all the 

proceedings ··of the Executive Corimd.ttee •. 

-2-
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4. Item l(d)(iii) nbove is subject to trlpartite agreemoot 

between US,. ~, an d Gan ada. 

5. Ri.tification of Appendix ·e and its· anne)O.lres by LSIB will be 

subject to .t~ ·a omment of Cana di~, i\ustralian, and New Zealand COMillT 

atithorlties· • . 

6. Final adoption of parts of A.nriexure Hl, A.nnexures "Ql and Q2 

and BPC53/D Final will be subject to di9cu~sion and agreement with tm 

appropriate Canadian and/or ~ustr-3..lian and New Zealand cmmrr authorities 

at the earliest possible opportunity. 

? • Informal · discuasiona took place betVTeen US and UK COL!IN'.1' 

authorities on. the following subjects and the records or these 

diaousaions are attached. 

(~) . BPC5J/\ F.inal: "The. Establishment of a US 

Screening Group at GCHQ in Peacetime." 
'()GA ....... ....... ..... ......... . ............ ........ . 

EO 1 . 4. (c ) 

EO 1. 4. (d ) 

(.c) SA.C/E/n/5( revised): 11 Arrangements for Exchange and · 

Dissemin~tion within SACLAflT 1 e command of Intelligence 

beyo~d the Sc.ope of Third Party Collaboration.!• . · 

(d) LsIB 333/52(revised) 
. / · 

11A.rrangementa for COMINT. Disaeminatien. · 

to ·m d wi ~hin SHAPE and i ta Sub-Comm.ands. n 

B. · Item ?( c) above wil 1 be .the au bject of further informal 

discusaions_ between US, UK and Canada. 

Signed . 

~-~ roruasaneiegati on 

25 ·March .1953 

,. , . ... 
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., 
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PRINCIPLES OF SECURITY AND UISSEM!NATION 

.--

l. These prlnciplts shall be the basis .of all reguiations ·for the ... 
· aecµrlty and dissemination of Gommunica~ions Intelligence ~~ued by or under_ 

the authority of USCIB er I.SIB and other appropriate · authorities of . 
I , 

· the Govemm.enta of the two parties. The .eoope and phrasing of such. 

regulations m~ vary in 1accordJlnce with requirements of the parties, ·agencies-, . . 

departirents, l:Tld minist .. 1.es t.o wh~ they are design~ to ' apply, but all shall 
• I 

,. ·, - ' ""' ; '\:le in accord with these 1basic ~rinciples ~n every respeot and shall observe· 

the standards herein ae 1a minimum. A.s an aid to uniform ~erpretation,. 

each party shall forwar4 all pertinent Board regulatians and direotivee to 

the other for inf-ormatiqn. 

2. It. ia reoogniza.d that, while the following prinoiple_s are in gen~ra.l _; · 
I '. 

of universal applioatimt' changing conditions or emergencies and, in particular, 

the outbreak o.f gene.ra.1. ,hostllities. may require · .modific.~tion to ensure . that 

the mximum operational penefit C?nsiatent with aeourity iB derived · from ' 

·communic a.tions intelligeno e~ 
• ,' I : ··.· 

\ 
J. Comnnmicatiorl. Intelligence (COMINT) is the name given· to all 

DEFINITIONS ft.ND CATEGbRIES 
( ~ 

., . . . . ·! . 

processes involved in, . and intelligence i~formation m d technical jaterlal 

resulting from., ttte inte~ception and s tuey· ·(a) of f .oreign c omrnunic tions · · 
I ' I 

passed by wire, radio, and othc;;r e lectromagnetio means ( except :pre~s, 
. I 

propaganda, aDd public broadcasts). and (b) of seleoted foreign colll!llunications 
\ 

sent by non ... electroinagnetic means. {_see NOTE 1.:..7 

-1-
-I . ' 

' ,· 
I 

l ' ' 
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4. There are two typea of COMINT: Crypt Intelligence a.nd Traffic 

Intelligence /ftae NOTE . ~7. They are defined as follows: 

c _ b.. Traffic Intelligence is that COMINT which results from traffic 

analysis (e.g. the study of call-signs, iressage headings, 

procedure signals, volume of t raffio, precedences• D/F bearing a J 

"· ... I ___________ ___.I and from .. pWn texts. i•.e., 

infonnaticn produoed by all means short of .the actual crypt­

analysis of intercepted oornmunicatione·. 

5.. For purposes of . a eo url ty handling and control· COMJNT is di v1 ded 
. . . ( 

into Categories and Sub-.Categories .. 
,. 

I 
I 

' 

... 

a. COMINT is divided at the· present ti.mg to three Categories i 

Category III CONINT 

Categoi:y II cm.ran 

Category I OOMJNT 

b. COMINT is placed in appropriate Categories as mutually 

agreed by uscm and LSIB from time to time. 

c. As mutually agree.d by USCIB and LSIB, separate sUb­

Categories of COMINT may be established within Categories 

III and II iri order to permit differentiation in the 

processing, dissemination, e:xchange or 'tlSe of material • 

6. Cate~ory III COMINT is .that COMINT for "9th~ch the protection of 

source or content i-s the overriding' consideration and which IIIW3t, therefore, 
. 'fl ,; ~ . I ' . . . -

\

. be given tte highest degre~i1J~:~~url~y protect!..on. In genera], it will include 

a • . Crypt Intelli¥~c~ .except that spectfically i~lucted in 

other Ca.tegori~s • : . 

b. Special Weather Intelligence. 

c. Traffic Intelligence involving call-signs or message headings 

encrypted in codes.or ciphers of high security gradings as 

· '\ specified .'.'Ind mutually agreed by USCIB end LSIB • 

-2-
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d. Other Traffic Intelligence as specified and mutually aere~d 
! 

by USCIB and LSIB. 

7. CategQ!:L_ II COMINT is that COMmT for which the pro tee ti on of 

source or content is not a1w:a;ys the overr1.ding considerat~:_on and for 

.which a lass rigid standard of security fa considered an acceptable Jrlsk. 

In general, it will include' 

a. Traffic Intelligence not specifically included in other · 

Categories. 

b. Crypt Intelligence involving so!ution of codes; .ciphers 

and special systems of lower security. as specified and 

mutually agreed. by USCIB and LSIB. 

8. Categ~ I COMINT is that OOMINT_ which may be sub~ct to the least 

stringent security restricti ans an~ v.hich mqy require more extensive 

dis.se:nination in o·rder to provide for effective utilization. In general, 

it will include certain ty_fes of low level COMINT as specified and l!Dltually­

f agreed by USCIB and LSIB. 
I' . ' 

~ ASSIGNMENT 03' COM.INT TO CATEGORIBS 6-= ~ --
- 9. In assigning CO~fD-IT to a Category, the follovdng general 

criteria will be considP.red: · 

a. 'i'he intellir~nce ,value of its oontent. 

b. The difficLtlt;r of s elution o:r intercept to include: 

(1) Sensitivity of techniques employed in solution and 

exploitation. 

(2) Sensi~ivi.ty of source of intercept •. 

(3) Inter-relationships. between cryptographic systems. 

c. .Cryptographic s ophisticgtion of the country originating the 

traffic 5.nvolved. 

d, Security grading given to contents by th3 country originating 

tbe traffic involved. 

e. The advantage to be gained versus the rirsk of loss by 

utilization under a ~iven Category , ·includin g : 

. -J-
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( l) 'l'bc va·lue of ext.ending the dis ::>emina.tion of certp;ln 

COMJNT to '{Je.rmi t c Sf;cntJ.al use of 't}lC ope:x:"G. tion.9.l 

intellie;enee. contained therein. 

(2) The capa.biHty of. ce:rtain Thii'd PD.rty COMINT. 

groups to ex:ploi t tl:Je CO.MIN'J.1 in que.s~ion with the 

atten.dr1nt security risks beyond the direct control 

of U.S. and U.K. authorities. 

(3) The va:lue of ·:provtding technical guidance or 

COMINT information to Third Party COMINT activities 

to insure treceipt from them.of unique intercept and 

critical CO.MINT info:;.-rna. tion not ·otbe.rwise ava.ila.ble. 

lO. In assigning COHINT to the lower Categories the following 

ad.di tional factors will bC:! considered~ 

a.. A system or class of COMIN'I', once downgraded, rna.y not 

~ effectively be upgraded. 

b. TI1e distinction between Catego:ry _I on the one- hand 

a.nd the higher Co.tego1·ies on the other 1.s that the formeT 

does not require codewo:rd protection, whereas the latter 

. do. 
" v 

USCIB and LSIB shall. have prepared and maintained in current 

sta.tua mutually agt'eed lists to indicate COMINT placed in 

the several Categories and ill such Sub-categories ae may be 

established. 

CLA.SSIFICATION AND CODEHOHDS 

----- ·12. Category III COMIN'l' sha.11 be classified. TOP SECRET o..nd shall 

be designated by a distinctive codeword a.greed between USCIB ar:i,d LSIB 

e.nd replaced every tH·o yea.rs. Io the even t the. t us.cm and LSIB a.e;re e 

that poGitive secu1-i ty advantae;es will be obtained by ea:i:·lier change 

the n. BUCh cho.nt:;e Sh~ll be ma.de and. a ne\-1 pcrioU. of two years Sh.!l.11 be 

in effect from i;,h.:.i t date. 

- )~ -
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Category II COMIKT sha.ll be c1-e.saified-SECRET e.nd shall be· 
J 

I 

designated by a. distinctive codeword. aEµ"eed between USCIB and I.SIB and 
I . . 

replaced every two years. In the event that USCIB acd LSIB agree tba.t 
! 

positive security a.a.vantage ..,111 be obtained by earlier change :. then 
I 

' 
such change shall be ll!Bd,e and a new period of two years shall ibe in 

. , \" 
e'ffect from that date. / 

j•" 

14 . Category r·coMINT. ehs.11 be ' cls..saif!ed not lover than 

CONFIDENTIAL and eb.al.1- not be designated by a codeword • 
. , 

S. Sub-categories. Whenever a. Sub'!"category is established vi thin 
. I 

Cate ories III or II COMIN'l', it sball be d.es>ignated by a separe.te or 

e. lia,;y co~crd ,~:;~ from .time .to t~ be~en U~IB e.nd LSIB. W 

. 16. Technical material ;pertaining to COMINT shall beer the ·:.:· · ·:.:' -'· 1 .. .-:-, 

c~~saification and cod.~word app~o~riate to the most highly classified and 

· ;ensitive Category or -~b-e8t,~S~- of COMINT to lf.hieh it reiates &11d shall be 

/r'8.ndled accordingly. ..~;+.~· 
' i7. Iklcumeots which reveal actual success, progress, or processes 

in the production of COMINT shal.l bear the classification and codeword .. 
;.) . ' . 

appropriate to the most h1.ghJ,.y classified e.nd sensitive Category or 

Sub-Category of COMINT to 11.hich . they relate and shell b~. handled accordingly, 
, I 

· even though such documents may oot·reveal COMINT a.s such.· 

" 18. Ra.w traffic (i ~e., interceyted traffic showing Dt?' .evidence of 
. I ... I '\ . . ' 

_processing for COMJ.NT purposes beyo¢ sc>rting by clear _a.dd.resa elements, 
' ··: ... : ' . . \ 

elimination· of UlWSJlted messagee anl ·the inclusion or a case number ~nd/ or 
I •,·, • 

an arbitrary tra£tic designator) shall be classified not lower tban ' 

CONFIDENTIAL and noed not be desigriated by a codeword. \ 
. \ 

19~ :Codewords. 'When used a.a such, .the codewords which desi~at~ 
:I 

Catesories III ~nd II tOMINT, and .the Sub-Ca.tegories which ma.y be estdblished 
• • "V • • '-;.·1'"" ~ 

. . · , ~ ./t~.ltT. ; 
with~n these Categories shaJ.~ hear. the ~~ SEC~~ciaasification acco,ding 

to the Categor y. Thes~ code"W"ords a.nd their implications shall not be \ 
I o 

made 1mown to non-ipdoctrinated :persons, nor shall these codevords be used 

in t heir. codeword sens~ in t he presence of non-indoctrinated persons • ,, 
'; 

. ' . 
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20·. Conservation of COMINT sources is of supreme importance. 

n· is essential, therefore, tha.t the production, exploitation, end 

dissemination of COMINT, and of e.l.l relate~ or resultant information, 
' ! 

be strictly ~ontrolled and the dissemination appro~riately limited. 

The physical security of relate~ 4ocumente is not alone ~u:fficient; 
' I ,' 

it is essentilil that· Bll ref~rence · to the existence of COMINT, either 

dire~t or indirect, be avoided except ~ng those to whom the knmrled.Se 

is necessary for the proper performance of their duties. These provisions .. 

shell apply to. any ·1nte1J.igence vh1ch, ~n whole or ·in ~a.rt, includes 

information vhich ce.n be traced sqlely to COMINT aottrcee. 

21. There is . no .. t.i~e limit for the safeguarding of COMINT as de-

fined herein. It ie of tHe utmoet importance that complete e..nd abso-

iute silence on eJ.l COMI.NT matters be . maintained by those. ~ho have ever 

been .indoctrins.ted ·for COMINr. If, at any time, matter referring to 

COMINT is broadcast or published, even though by prominent peop~e or 

tbQse in authority, this does; not in any vay tree those other persons 

who are, or ever have been indoctrinated ror COMINT from their contiDuoue 

obligation to ma.1ntain silence. 

22. Except as agreed by USCIB or LSIB, al..l persona to be assigned 

to ~uties involving COMINT shall. be the subject of security invest1-

gation and clearance. As an aid to the uniformity cd investigations e.nd' ' · 

cleara.ncea 1 and to prOlllOte adequate rni~imum standards, each. party .shall inform 

the other ~ t~e atanda.rda prescribed by it fCJr thie ptll"llose. 

23. All ·.:pet"sons to be e.asigned. to duties involving Categories of 

COMINT other than Category I shall be indoct~inated (i.e., inEtructed as .\ 
to the nature of COMINT and the security regul.e.tions and practices vhi ch 

govern the handling or .COMlNT materiBl and COMINT activities ). Recipients 

of Category·I COMINI' only will not be indoctrinated. Producers o f 

Category I COMINT only need ~ot necessarily be indoctrinated. 

. . - 6 -
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a. Knowledge ofi specific Categories or Sub-Categories of ca-1.INT 

shall be kn.a.de av0.:tlable tq indoctrinated persona solely on t he basis of their 

11 need to know" . 

b. EV'ery ~ffort1 shaJ.l 1be made t o restr ict the· number of per-
. . 

sons indoctrinated for CCM;LNT to the essential mini mum. 

\"---
c. It sha.11 be ~ermissible for·persons who have access only to 

sensitive Category pr Sub~Category of CClvUNT to work .within Ae;encies 
. i . 

1 a less 
. I 

I or Centers in which there are l~cated other persons engaged in the pro-
• l . . ·. I . . 

duction or exploitation of a more sensitive ·category or Sub-Category 
I . I 

I 
; 

of C<l.UNT, onJ.y so long a.s due precaution shall be t a.ken {by providing 
. ~ . . 

segregated, secure areas or · otnei:\.lis~) to ensure th~t t he activities and 
J \ • 

knowledge of such persons are con:fined to the COM.INT material and acti-
. I 

I ~ 

vities to which they have access ~ 
I j 

. I 
24. Under extraordinary ~onditions, as determined by USCIB or l.SIB, 

• . ... 
I 

it may be essential for an individual to take up duties involving 
; j 

COMINT before the requisite inve.stigation can be completed. In such cases, 

the person concerned may be suitably indoctrinated on t~e aut hority only of 

senior offi~ere or officials as designated by the respective parties: In 

e.11 such cases, steps she.11 be taken to . ensure that ·security investigation_s · 
I 

arid clearances are complet~d as soon a.s possible arter indoctrination. 

25. Each Party shall enau'.re that complete lists 0£ indoct rinated 

persons are mB.inta.ined. 

26. · USCIB and I.BIB shall keep each other fully informed of the 
. ! . 

approximate number Qf indoctrinated persons in each 9f the Departments, 

Ministries, Agencies, · and Offices receiving CO?-UNT, by Category of Sub­

category where appli_cable • 
. ·. 

27. No nati.ona.l of 01;e :party . Shall be permitted access to the 
; 

COMINT agencies or to the C~tegories III and II COMINT .of the other Party, 

7 
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unless he hes been approved by his parent Board and has been 

properly indoctrinated. Such access she.11 be limited to the ·Categories or 

Sub-Categories of COMINT a.g:reeq by his parent agency or Board. 
j 

1 28. 1Every ef~ort shall be made to ensure that no person who 
.f 

hae a kncrwledge of ctirrent value about COMINT, such that hie capture 

or interrogation could be a substantial risk to the security of COMIN'.l', 

shall be e.ssigned to or engo.ge in actlirities of a. ha.zai-dous nature. 

30, In app),_ying these principles pe~eons who a.re or have been in-

doctrina.ted will. ·be divided into four groups : 

a. Producers ot:' Category' I_ COMINT who have no knowledge of 

other Categories are classed as Group A. They rnay be 

as signed to hazardous acti vi tie.a only on. the authority 

·of senior officers. (No restrictions a.re applied to the 

recipients or non-indoctrinated producers of Category I 
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b. Indi vi due.le who have knowledge ()f current value about 

Category II CO?<lINT a.re claased a.s Group B. They may 

be as5igned to he.:z.ardous activities only a.:f'ter six 

months separation from such material. 

c, Indi.vid.uals, other than t~ose specified in suJJ ~pa.ragra.ph d 

below, who have knowledge of current vaJ..ue about Category III 

CO~UNT a.re classed as Group C. They may be assigned to 

hazardous activities only ai'ter a. separa.tion of one ye·a:r or. 

. . I 

longer from this t~pe ()f ini'o:rma.tion. 

d. Individuals with precise knowledge of.COM.INT processing 

techniques, competence, or potential, ~ega.rding the more-

sensitive Category III COMINT material are classed as 

Group D •. Tliey. sbal,1 not be assigned to hazardous 

a.cti vi ties at any time. _, .- . --·---. -~. -·-~· ··, ~-····~ . _ __. ..... ,...-- .... ---
~~~___:~--3=-=l-.--=Th=--e_p_r_o_v~i:-~-:i-o_n_s-;-, -:in-Jiarag;raphs 28, ~9 a.nd .30 shall be' applied 

pnly by senior of'ficers and officials at a level to be established by USCIB 

or I.BIB. Exceptions shall be. a.uthorized only e.fter careful consideration 

iri ea.ch instance of the advantages to be gained, as opposed to the riok 

involved. In conside~ing exceptions to subrparagraph 29d, the protection 

offered. by diplomatic status ahould not automatically be ·considered suf-· 

:f'i cient, 'but should be· a.sseased in the light of the pfil-ticular .. circuIIL-

stances involved. Any exceptioa in the'cs.se of Group D personnel muet 

receive prior approval by the Board concerned. The considerations relevant to 

COHINT personnel serving with COMINT units in ex:posed Meas are dealt with 

in Annexure D2. All poc::>ibJ.c act.ion shall be taken to discourage or pre-

vent any ind.:l·,ridua.1. w:i.th o lmo~·ileci.ge of current value about COMINT from 

eng~ing in hc.zo.rdous activities (as d.ef'ined. i~ pe.!'e..gi.~o.:.ph 29 above) in 

any unofficinl c~~~city at any time. 

() 
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32. Except ss implicitly involved in the operation of par aphs 

35 1 1~1 and 42 below, Categories III e.nd ,II COMI_NT shall remain ~rclusively 

in the custody of indoctrinated persons; secure from examioation~~Y non- . 

in~ctrinated persons. 

DISSEMINATION 

33. The be.sic principle governing. the dissemination a.nd use \pf 
. \ 

COMINT is the "need to knO'W'". Each item of COMINT shall, therefor\' be 

made knmm only to those individuals who require it in the performanc·e of \ 

their duties and, except as epecifice.lly provided in paragraphs 35, ·:36 
\ 

a.nd 37 belo-w, are indoctrinated aod authorized to have a.ccess to the \ · 
i 

:particular Category or Sub-Category of .COMINT to 1,1hicb such item appe.rtains. 

- 10 -
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36, Category ,! COM.INT may be disseminated in o.ccord.ance with the 

nonnal practice of each Party as regards intelligence materials of 

eilnil.ar c:l.aesificatione. However, it may not be ~aesed to Third Party 

recipients except e.s provided in pa.regra.ph 37 below, end inust be handled. 

accorclingzy. It ie recognized that this disseminat.ion will involve lose 
- . \ 

of control by COM:InT author~tiee, but every efrort Ehall be ma.de to 

eneure "tha.t; the following provisions a.re enfot"cea to the maximum ext~nt 

possible . I 
I 

NSAfor111 1e1-<nS I Jul S2 

a. Whenever Category I COMINT is to be tranruni tted by a means 

\ 
exposed to interce~tion, it shall normally be trarismitted in an 

a.pprcyriate cryptographic system. It 1nEcy" be trans~~ed in 

plain language only when there is no suitable means 

communication available and when there is an urgent 

' 
·'\ 

of secw:e 

\ 
operational 

\ 

need to do so •. Hhene:ver possible such plain language 

transmissions shall be in the f onn of operntional orders so 

worded that the subject mutter cannot be traced qiec.ifico.Uy 

to its COlHNT oriGin. 

TOP SECRIST CANOE 
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31f Cates~ I COMlN'r may be d1sserai.nated to Third Party recipient~ 

under the follOW'ing conditions: 

a.. In COMINT arrangements vith Third Parties, Category I COMJNr 

may be'releaeed to these Third Parties 'in accordance with the provisions 

of Ap:Pendix P. 1 

I 
b. ~ing active b0Jt111t1es or 1n t~ case of an 

I i, 
, ,, ·I 

e rgeocy involving a matter.of. :l.J"rrportance to the national security 

Category I CCMINT roay be disseminated to nationals 
' i 

of ~ho ere ensasea :directly with the U.S. or U.K. 1n 
' ' . ' 
! I 

hostiii~ies or e.re e.1.l~ed ~irectl.y with the U.S. or U.K. tn 
I I 

Yith the eroergency concerned. Tt).Ei detennine.tion of e. req_uirement 
I ' 

i : i 
this exception a.nd the ·a.athority tq grant this exception shall 

: ' 

to 

with senior officers or;ot!icialG at a level to be establis.hed 

by US IB or lSIB. 

. 3~. In tbe event that either Party produces ind.ividueJ.. itema of 
\ 

CQMJNT.·which, by reaeon of the, extreme sensitivity of their source or 

content eba.1.1 ~e given a mer~ limited dissemination than would normally be 

siven to the Category or Sub'iCategory of COMINT within vhich they. fa.ll, 
I 

it will be fo~ the origina.tihg party to indicate the nature of the 

special handling desired and ~o request that the other Party af'f ord 

similarly limited diesemine.tion. 
I ' 

39. Category III e.nd II CC!illlr sball never Ullder BDY·circfnetencee 

or 1n a.ny form be d.issemilµ:3.ted to any Ministry, Department, ~cy J 

Organization, Office, or individual rrom which or from ~hom it/might 

reasonably be expected to find. its·wa.y, o:fficia.l:ly or extra-o¢t'icially, 

· into the possession of any person or_ group who could use it for camiercial 
I 

competition or conn:nercial. gain or advantage. 
-03 .ll. 
;:o 1. 4. (c) 

f. 0 1-4' (d) 
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I 
•v 

40. The appropriate classification and codeword shallt 

a. Appear on every sheet of paper which contain~ or discloses 

Gategory III or II COMINT or a Sub-Category thereof, technical 

' 
material pertaining to these Categories_ and,Sub-Categorles and 

docuinenta· W!ich reveal actu,al succesa 1 progress or processes 

in their production~ EJccept as provided in paragraph 35 above, 

this rulo applies to rrops and chf.lrts on. which are plotted 

data. and information.der1,ved from these ca.t.egories of COMINT. 

1 ,-:, 
- ,I 
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41. iJat0Gory III GOMINT and related techni.c;il rrntcrial sh<:i.11 

not be tran3Htitted in plain lanr;uage €XCOpt a::i f oll0\'18: 

a. Sc"lled, by sa.fehand cNinncls, over routes .opccifically 
. ' 

D.pprovcd by1 USCIB or LSIB. Each Boa.rd shall inform tre 

other of all approved routes involving transport across· 

territory of a third party, the approval. of auch routes 

to be held to t~ necessary minimum. 

b. Over landlines s pecif:lce.lly approved in each instaric e by 

tJSCID or LSIB. 

c. Ovc'r completely protected local c orornunioation systems 

exclusively.internal to agencies or offices producing or 

utilizing COhffilT. 

42. Category II OQl..UNT and related technical material ah.lll not be 

transmitted in plain l:mc;uage except as provided in par.a~raph 41 above, 

or by protected postal cl}.anne1s internal to, or under exclusive control 

of the tJS, the me, OT otber c ollabo:rating Brl ti:sh Conullon"f/ealth countries. 

43. Category I o ctlIWT and :related technical material should be 

transnd. tted by cm.1Drr channels wherever possible, but may be transmi tt0d 
' ' 

by conventional channels used for intelligence matorlals of simil~ 

classification. It shall not be transmitted in plain language by a 

means exposed to interception, except as provided i.n sub-para·graph 36a 

abo\re. 

44. Raw traffic may bG trans mi ttod .in plain language as provided 

in paraeraphs 41 and 42 above. Raw traffic classified COIJFIDElfTIAL .may 

also be t:ransmi tted in a:ccorclr.!.nce with the nonnal procedure for •,his 

.classification, except that when transported across thG territory of tl-1e 

country ori~i.nating the traffic 1 it shall be with the express sanction of 

/GIB or LSIB. 'l'his sanction will be granted only in cases of cornpelling 

need. 

16 
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45. Except· as provided in pa.ragraph 3 5 above: 

· . a. Cat.egory III COM1NT and related technical l'ik\.terial 

transJUitted in enccypted form shall be encrypted in 

speci:::.l cryptogrfl!)hic channels e.>..-pressly provided for 

these subjects. 

b. ·9;:i.togory II COHilTT and related technical material 

trClllsmitted in encrypted form shall be encrypted in 

·special ciyptograph:l.c channels expressly provided foi-

:these subjects, those listed '-1n paragraph a above,: or in 

·the moot secure cryptozraphic channel a'Vai'l.able. 

c. However, in the case of cryptographic s;yst~ms .mutually 

approved for the purpose, the tr:msmission of comrr 

related technical matters ·and raw traffic over the same 

channel is ~utborized, provided that such channels are 

46. In 

re~erved for these s ubjects exclusively. 

order to facilitate a.cm~erted aff_o~ directed t ',·1ard. 

1;he determination ano. assessrn.cn ~ of the ca.uses and effeeta· of. kri6wn 

or presumed CX.l1.ffi·IT ooropromis'.es or losses, it ~r:l .1greed that: 

a. 11henever any breach of' its COJID1T seouri ty regu ati on.s 

or any other circwnstanca v.tdch 1n .fact hll.a, i can be 

presumed to have, comprontl.soo CO~r:INT or Ga~n ' ~ odow~rds, 
I , 

or to ha:efe revealed OOMJ.N'l' successes to unaurorized persons, 

becomes ·lalown to either "•rty, it shall lr.'lnn the .rther ~ 
-means of a report embodying the p·e rtine nt facts nnd 

) 
conclusioM i r. each ·c a s e , e xcept th;i.t Ylhen t he ?a rty 

c or.c e rned concludes th at t he r e i.51 a. g ood r eason to b e lieve 

that s uch co;np i:-OJ'Hise or revel:ition hns t1 ot . r eached ~d will 

n~t , i11 foc t, i:each f orai gn na.ti onnl s , no r &po1·t n e::ed be 
\ 

r.!;o.de to t !w other Pa rty. 

-17-
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b. When over a s ignific:int ch~ge occurs in f oreian 

cryptographic or conrrnunication8 security, the Party 

discoverin.g such chanr;e shall notify the other. Ench 

Party shall· then analyze and assess the kn.om and 

suspected cir~urnstancee having a bearing upon the ch.Mge; 

these analyses and assessments shall be .exchanged by the 

Parties; and each Party shall_. thereafter keep the other 

_ fully informed of any additional information bearing 

upon. the case. 

-18-
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Notes to .ApPendix B 

Note 1 Throughout this Appendix: 

a. "Foreign communications" are understood to mean those of, the 

Goverronent, or of ony military,· Air or Naval force, facti~n, party, depart-

ment, agency'or bureau of a foreign countl'y., · or any person or persons act~ 

ing or purporting to a.ct t .here:for, e.nd shill i~.:?:wle .. l _____ lond private 
. ,.,. .......... ···· 

communi.ce.tions originated. 'by nationaj.e .. -ar· a foreign country which may 
__ ......... -

........ 

contain int'orm.ation o~ m!.lita.ry, economic, political, or .counter intelligence 

. value. 11 Fo~.ei~ ... country11 is understood to include aJJ.. countries, whether 

or "not their governments are recognized by the US or the UK, excluding only 

the US and the Briti6h Co.mmonwealth of Nations. 

b. "Technical rna.terial.11 is understood to mea.n data concerning: 

( 1) cryptosraphic systems, 

(2) communications p:roc~dures and methods, 

(3) methods and equ..tpment, as used in or designed for 

COMINT processes, 

and information related to any of the above. -

c. 11 Cotm:nunice.tions intelligence" does not include tbe interception 

and study of non-comuni·co.tions t:ru.nsmissions. The tenu Sigpal Intelligence 

(Sigint) (a~ used by the UK) includes both COMINT a.nd the interception and 

study of non-coJllllillilicu.tions transmissions. These transmissiqns a.re outside 

the scope of this Appendix. 

: ("· . , 
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Note 3 ·Paragraph 34 s~a11 be so interpre-t~d as to allow: 

a. The use or COMINT by indoctri'nated persons in the preparation of 

Nationa.l Intelligence E5tfrnatea, JIC ~ppreciationo and eimiiar doc\.lDlents 

is5ued without COMINT codewords, as s:pecifi~d by either party, provided 

the staternen~s contained in them are so generalised that they cannot be 
1 

Si;iecific 
I -

traced to a ii.- xticulo.r i tew. of COMIITT, or to their COMINT origin. 

COMlNT detail must be restricted to stipportirig papers carry:tpg the CbMINT 

codcvord. \ 
I 

,.· . ' ' ._ .. ~ 
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'i11lE ASSI CN1®'TT OF COMINT 

TO CATEOORIES /\ND SUB. - CA.TEOOFUFS 

l. This AnneXl.l.re delineates the basis for (a) tha establishment of 

Sub-Categori:es, ( b) ·the assignment of OOMD~T to Categories and Sub­

categories, ( o) the cla..asifica'tion of. COMW1' assigned to Categary I 

and ( d) the appl.icaticn ar codewords to designate Sub-Categories, as 

provided in ' paragraphs 5c, 5-8, 14 and 15 of AppcmdixB respectively. 

Thie Annexure Ja not intended to S,!)?Cify. or accompli~h the detailed 

categorization _of. all cmmn. However. alonB with the criteria 

deacri bed in paragraphs 9 ~nd 10 a f h.ppendix B, it g~yernB the .Preparation 

and· mainten_anca of current, mutually ~greed lists,' which ar$ required 

.. under paragraph 11 of Appendix B, 'to indicate the prectse ~signment of 

all COMINT to Categoriea and Su~Catego~ie~. 

Catego_cy I shall contatn :· 

a. - Traffic intellie;eme relating to D/F mission assigiunents, 

bearing reports ;md fix reports (i.e.z target _frequencie.a, 

call-signs; ''piped s1cnals 11
, other signal information, 

bearings cll1 d ftxe,s), provided that no interpretations of 

complex changing call-sign systems are included. This raaterial · 

shall normally be c lasBified CONFIDEHTIJ\L. 

· b. 1>lain-text t<.tctico.l or operational ·traffic pravi..ded that no 

interpro'tntions of cot;iplex changing call-sign sys'tems, enciphered 

map r eferences, or results of advanced t raffic analy~is .::i re 

inc lud eel. 'l'his im teri<U. sh tl l i r.c lucle l ac al procedur$1 l and 

looal Grid an<~ ";;one systcM~ used for artillery direction, 

tacticri.1 co':'rt ro l · 1nd l :ovcmcnt of ·front line units 1 onrly 
~ 

\7.ri.rnin 6' <U1d ex~rc~sc OJr tC!r!t i C·i.l c ortbnt control of air-cr;i.ft. This 

LM.t erl~ l .s h;tll norm:ll ly uc c ln.ssifie d GOl 1 f'ID~·lTI.\L. 

~ 
-1-
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<h 1'ra!fic Irrtellii:;enco or Crypt . Intelllgen.ce .from analyllis 

or .radar tracking reports . nn<l visual ou[Jervation reports as 

found in tactical or operattonal traffic~ provided that 

enciphered aircraft type designations or interpre~ationa 

. ' 
of complex changing oall ·aikn syBt:ems are not inoluded. 

\ '' 

Inolusion ~~ local (;rld' or zone refere'1ces, local· procedural 
; 

cod.ea used. tor breVity 8.nd plain-text inte:raparsed. with 

cover words is permissible. This material sh~ll norl?.ally be 

d. Crypt Inte"l,.li('.ence .from n.a.u:u toctioal moneuvering eo~s. 

when ·us od as ·such, and from jargon codes. Thie matc:irial 

shall normally _be classified· CCUFIDENTIU.. 

·· ... 
· .. 

· 3. Catogory II shall contain ··· .. 

a. tratlic Inteli":!:-::;~oe . ( i.noludins !real.y available privaay 

and brevity system.ii · except whsre 

specifically assie;ned to other Categories ·. Category I_I pla.in­

text ....tiich qualifies for exceptional handling under 

paraGraph J5g of .4ppenrlix B shall 1no1ude only · such of the 

followi.o.g aa ·is not assirtned to C-3.tegol"y III under sub-

\ paragraphs ·4d o.nd 4e be1.ow: 
\\ ;-----------------------------_.:._ ___ ___, 

b. 
J 

Crypt Intelliaenca spcciftcally :.i.ssiencd on t,he basis of 1 
\ . 

' . ( 

ccypto-sy~;toms • USU ID and LSID shall ha va sup1•lcmcnt:i.ry :\,.ists 
l . I 

of all cryptosyst.cl'.ls mutually :i.djud~cc suitnble for inclu~ion 

in .·~ni.s C::it~E;ory kept jointly· in curl'~nt statu!:; l:.y thdr· 
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paragr.a.ph 10 of ~pp&idbc n. Either I arty may, :.ft~.r 

c·onsideration ~f advan t~·ges and risks ··as provided in. sub­

paragraph 9~ of A.p~endi.x DJ . .:ies ign my c rypto-system 

currently so listed to Category II. The other Party shall 

then be notified immc:ldi ately thro~zh the technical channel 

UGed in mainta.inine the joint lists, and shall similarly 

assign. the orypto-syetem invplved •. 

4; Category III shall conta1.n1 

a. C_ljrpt Intellir;ence exc'ept whare specifically assigned tQ . 

other Categories. · 

b. Traffi~ Intalli.g ence involving cal 1-aians or message 

headings encrypted 1.n codes or ciphers of high security 

grading. 

c. 'l.'r~fi'ic Int·ellieence involving such combinatj.on ( 11 fusion 11
) 

of separate 'l'raffic Intelli~c::nce or other Category II 

sour-ces as yroduces information Ylhose value is so grezi,t that 

security of content ~omes the overriding consideration. 

e. tfa'terial involvin[~ sensitiv~ colloction p: ocedures or tho 

revelation of suc.:ess :icainst unusual, s~sitivc or cooplcx 

tr2...r.sr.ri.ssion proccduren Md devices. 

-3-
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·>/. . sEcURITY PRINCIPLES GOVERNING THE CONDUCT OF COMINT ACTIVITIES · IN 
... 

EXPOSED AREAS · 

v l. . DtrRODUCTION 

It is·. recogniioed that effective interception o-r foreign courmu.ni-

ea.tiODB and e~ecU.ve eupJ>Ort of field commanders may require the establish­

ment of COMCNT &ct:i.vities .. in locations vbich may suddenly fe.ll under un­

friendly control with consequent ·1pse o:f _CDMINT personnel and/or a.esocia~d 

cla.ssified ma.teri~s. It is -~ee~_ ~~Gn addition to the pertinent, · 

general. provi~ions of Apperdix ~t~·e! ·· ~~ci:fic provieione ~ch follov 
. ' . 

sha.1..1. ·govern ~he conduct of COMr.NT e.ctivities in such locations. · 

.,/ 2. DEFINITIONS 

~osed e.rea.8 are those 
1

vhicb a.re sueceptt_ble of being quicldy. overrun 
· .. 

by en.eJQY forces or those wherein the local political or. ... milita:ry situation 
. I ·.. . 

.is such _s.s to pose a distinct threat to the security ~ cOMLNT activities 

conducted theretn. At presenti they comprise primarily countrie~~~~~~ 
'~l ~~~~~~~~~~~~----.~ areas Qdjacent to these countries which 

are beyond defense . lines expected to be tenable. In proportion to the 

risk of loss of COMrnT personnel B:Ild/or classified :material located 

therein, such areas imrolve three situations: 

. a. Protected situationaJi.e.: those in which there is no·y 
I 

» -

reasonable expectation~ such a l?~e. 

b, Risl;y situation.s,i .e.: those in which it is likely that 

complete evacuation ot COMI.NT personnel and removal or 
. ~ 

e:ffeetive destruction o~ cl.Assified materie.1 vill be 

accomplished. 

c. Dangerous si tua.tions, 1.e.: those in vrhich it is unlikely 

th.at compl.ete evacuation of COH.1.t:\· i ·: ' ·::".l11ni::l and removal. 

or effective destruction of clE<.::;;, i 1· ' • ·: r"':'tcrilll. will 

'oe o.c·compl i shed. 1 

TOP SECRET CANOE 



T01' SECRET CAWOE 

'.~.'!.'.~ . .- · ;~:!: ".:' ti _,::-.·:i - : .. '.~G1 flUTY H 11•'r.iif.'.it1'ICM 
- "I __ ,,_--··- - - ·-··-· ·• ... ,_ ---··--~- ... "' ____ ,_ i L, •! ·';ru:U:;: D 

~~~mm:\1 re ]) :Z . . 
;; ('C :)J /i~:~·"11 :.: 1.· 

I 

j/:6 

1? 1:tn1•c!1 l') ~,-_::; 

The deaioion whether o. ('.iven n1tuat1on is ·prote~d, rioJcyo or 
- . 

. ~rous shell oo· rnado by WCIB or IBIB~ or- by. wCb. othe~~ authorities e.e · -
,. ' 

, , I I 

~ responsible tor the security at the cowrr ~tb1t1ee coneerned~ o.ncl. 
. . ' . i 

•ball~ mAe in tbe liabt ~ the poi1t1oaJ., ,,.iutary, Md. ot.be.t" taetoru 
. . . . ' . ' .. ' .. , 
. . .. . . . I 

attect1ng th9 aatety ot the c~ peraonnel and material• _· involved.'.' 
. I . . . .,. , . ., . . . .. 

4. FAql'ORS An'EC'£np -DECIBiole a;RCOODUCT CtMOO AmTrnlES IN 
I 

RISKY O~ DAMJWOOS SI'l'UA1'IONS 

· Ce»am' aat1 vi ties e~ be conducted. in ri~· ·or kn8e.1.· <.:ue . . .. 
·e~tuat1ons only after due . cone14ere;t.:t.OI\ ot the camrr ).o8'eee ~ob maY reeul:t; 

. I 

it tbt area concerned · :!.a auMenl.y c.ttaoke4, and. ot the 11.robabl~ ett~ct 

. of 1ueh lo1se'1 upon the ·conduot .ot ca.mrr aotivitie11 e~re.· · 
I 

5 • S&PJ!JARDS FOR RISK"! S ITUATIO~ 

In the case ot 'cooN'l' activities eatabliebed 1n rteq .. llitus.t1ons, . . ' " . . 

the tollDW'ing sa.teg'UN"d.8 ahoJ.1 'be applied isave •• .exoepttcxi. to them 

en 1p4101ti0ally approvdd by WC:r8 er lSI1h 
' ' 

a. - Only intercept, anaiyt1a an4 reporting ta.aka ~oh cannot 

be performed eatistactorily in eate or protected ait~tione 

eh&ll be .~saigned. 

-o. No Categoey Ill CGalfr or r.Glate4 ·4ooumenta and. teohn1cal 

nie.teriS.l. Shall 'be held except thoee easonti&l. to the 

assigned. te.sk and of current &iPPllcation tbareto, Mel the 

latter shall be maintained i,n· 1uob oondi ti on as to insure 

· imme~ate destruction, 1t neeeeeaey 1 upon sud<len thrC!a.t of 

seizure.· : 

c. No person in OrQ\.\'P D, as defined 1n aub-pera.sre;vh 3oa. of 

Append.ix :a, shell be aaaigned, unless required by technicoJ. 

cona:!.derat;tons. 

d. .F~cil.1 tics. shall be prov1do4 w1 th which ot the· complement cM 
jl ' 

• •• , l' 

. . . ~ 

ba expeote~ to destroy ef'te:t:tively, if nccesGe.ry1 s.U clMsificd 
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/ 

l 
I ' 

lS ? .. ;;.1!.'Ch 1<;·51~ 
I 

AiJi,>eiid Lc D \!
1 

i~~~OSXl)~~O _ ~~~ 

e. Appropriate ;steps sha.11 be taken to 1neure that a.dequite 

I ' arrangements ere made ~or safe evacuation o~ a.ll :personnel. 
. l 

whose loss lolOuld be dmnaging and thnt the Unit in ques~ion 
\ 

ia kept inforia.ed of· evacuation .plo.ns on e. current be.sis;. 
\ \ 

I 

SAFEXlUARDS FOR D~GEROUS SITUATIONS . \ 

In the case of COMINT units established iu dangerous situations 

tbe following saf egua.rds shall be applied; sa.ve as exceptions to them a.re 
I 
I 

spec1fica.lly approved by USCIB or I.SIB: \ 
I 

NSA r.,,,. 711f-C1 JS i Jal 59 

' I 
a.. Only unique intercept tasks which cannot be accomplished \ 

elsewhere shalJ. be assigned, a.ud qnly suCh analysis e.s is 

locally required to support these t a.Gke and pe:nn:l..t essential 

technical r eporting shall be performed. 

b. Only Cot-JINT documents or technical aids essentili a.ad of 

current applicatioo to these tasks shall be held. 
. . 

c. No Category III COMIN'l' or related documents and technical 

nta.teria.l eha.ll be held. 

d. Personnel technically informed i n COMINT" cf a. higher level 

or broader scope than is required for the limited mission 

of the unit shoul.d not be as signed il'. e.voi.da.ble . 

·e. No person in Group c as defined in 3ub-po:ra(9:~ph 3oc 

of Appendix B sbeil be assigned unless his presenc~ is 

vital for the eff'ective. :functioning· of the unit. 

f. l'lo person in Group D as defined .in sub.-paragre.ph 30d 

\ 
of Appena.ix B shall be a.Ssigned in any cif cwn.'.>tances . 

3 

-TOP SE.CRET CANOE I 



' 
)-~& ... -• 

NSA For"' 1e1-CnS 1 J"I 52 

' .TOI SECRET C1\·ilOE 

DPC 53/D/i~ Fino.J. 
01,6 

J.9 i.brch J953 

.:lppci:icdix B 
Jlnn1~:;-:ure B 2 

g. FacHities shall be providGd with which the minimum number 

of persons on duty at any one time can be expected to de-

stroy effoc~ively, if necessary, all clas::iified 0')JJIN1' 

matorials mthin a time limit conunensurate with existing 

dangers, and unit ~rsonnel shall be skilled in the use 

of these facilities. 

h. ,\pproprin.te steps shfil 1. be taken to insure that the unit 

in question is kept informed of evacuation plans on a 

current basis. 
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APPENDIX D 
.. ~ . . ; . . . . 

CO-ORDINATI.ON. OF ·'.J.!RA.FF'IC ~ALYSIS -:AND. EXCHANGE 
. OF TRAFFIC ANALysIS .,MAfEIUAL, 

(Fp~ d~~ails see Annexti:re D~) . . . . . . ·-

l. lt will be the joint oj,jective : of .. the pe.:d;:i..'es to 'ens~ tba.t ' the . 
required · field of · trattie :-ao,SJ.ye~ e . pr.a ~l~ i .s · cov~~- ~s:_ th<iiro~ as 
possible but Gn.ly general r'Ul.ea- · ·can 'be ],:aid. d.Ow tor ·tlle· d.1.vi'ai0n ot · · 
T/ A -responsicil.i :tY between ·the . two parties. · · · 

2. With thi13 obje~ive in Vi~w,, un;productive duplication o-t detail­
ed vork will be e11mlna:te·d ·a.rid ·1t :ie ·ree6gnlsed th8.t .the beE!t method: o:r· 
:rU,rthering 'this ~r·oeess · df el~ m1 nation ' is to .. ex~e' in:torniation whe-re 
eve~ pQSSible 1n t~ :t'orm O~ psrtl.j' or ~ processed_mterial. 

3_. Pt1bllsbed re_porte on _Tratfic;~is vlli a;Lwa.:ys be_ mad~ avail-
able to tb.e other party. · · · · · · : 

4. Where tbe exchange of·publiSbed reports.is i~equa.te the _re~ 
q_u:Lrelllenta to~ _a_ lfle):re detill~ exc~e vi+.1' be .atatecl ... 'i'he'3e . reqt1:1.:re- . 
me·nte _will_ be ~ti~t'ied as ~er as" po~sible ;tr.am. tbe material peing dtrently 
prOduqed - .e.g. ·work.- sheets; log . cUg~sts.~ .. da:l:)..Y diagra.ms_ an4.·otb~r pre­
diges~ed material - but both_ parties \dil : e:C.ae~"iiour· ·tQ· meet WlY 
.eddit:l,ona.l require:nle.n~,e by OOcli~ tbe·.:torm _or ;content -~ ·the'se 
:partly~processed re.Perts. · · · · · · 

5. : . Where 1n 8:trJ sPecl:fi e cas·e. the· ~e ot ma.teriAl pro,,.-id.ed tor 
11;1 paraa. · 3 and 4 .. above ::1s · .ine.4-eq~te either party: may re~st .cepies or 
the up.processed logs or c~tt'er e~ee~e. Sucn 'request6. will be sat~s!ied 
~thin the ,lilrrl. ts o:t' . ~ . res~ces availa.~l.e. 

6. The methed at exchange in all ~ses Will -be by radio or by bag 
according to the ~ture a.¢. urge~. o:(-;ne me.teria.L 

. : ... .· . 

7. In order to f s.eili ta.te the exchange ot ·:r:ae.terteJ.. a degree . o:t'. 
sta.00.ardi~ation will be aimed e.t in the U.Se ·et . names ·or AbbreViations· 
to de aeM be , T/ A_ features, e . __ g~ , t~smissi.E>n.:..rjstem.s·, eall-aigii ayst_ems, 
prQcedure codes, trattic t;ypes etc• ·· 

8. continuing · ~ttort.e ~.W:Lu be me.de.' to apply: c~n _vril.1d.ity et~s 
and teI'Jilinology in 'l/ A ~~s· of ooth Agen~es, to· :ra.cill ta.te understand­
ing and _possible re-use ·ot reports by the_otber .Af!.eney. The :tollo\tlng 

·adjecti¥&.l. meanings a.re accepted. e.s ste.ndard for the va.lidity designators 
"A11 to ~'D". . 

,. ....... .. 

.......... 

l 
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10. The be.sis for the continuous co-erdina.tion involved will be an 
excb.a.nge of reports consisting of:-

(i) reports on intercept resu1.ta as re~uested by either party • 

(ii) lists of tasks allotted to stations (on a. i:oonthly or weekly 
basis as ia required}. 

(iii)· ... 1..~ormation on major changes in the cover situa.tion 
(exchanged by signal). 

CO-ORDIN.!lTION OF EFFOl\'r Oii fJ/F' I ~ I ~KE 
. . \ 

ll. In general the di vi~i~n O~ work. 11IUBt tall\ naturally acc0rd.ing 
to the locations ot D/F·w:id intercept stations, ~the intercept 
ta.aka and aearcll programmes undertaken by ea.ell part-r. 

12. CollabOO"ation between the parties in the field o-:!. D/F sha.11 be 
in the form o:t!-

(1) requests :rrrnn any agency direct to any othE::r for bea.ringe 
and fixes on speci:ried te.rgeta and 

(ii) the exchange o~ resul.ta. 

13. ·Collaboration in tbe .. ~eldl lwork,;~·ill aut~tically 
occur in the no~J,. .. .exc.ha:lige o:t Tr~fic ~ysis • ._· -_ 

········· ·········· 
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Otm.INE OF :RE:VISIONS EFFEC'mD IN APPENDIX D 
. UKUSA' . .AGRRKMENT . .: ' . . .... · . 

A.. CO-ORDiliATION OF TRAFFIC ANALYSIS .Arm EXORANGE OF TRAFFIC ANA!JSIS MATERIAL 
.. ,.,. • .. . . ~ ~ 

Para. 1. Wording revised. 

2-7. .No revision required. 

· 8. Revised ~ order to 'incorpor~te provision for use ot validity 
indica.tora c:ontai:ned in ~/UIC Co~erence Agreement ·, July 195.l. 

9. No revision required. (R~vie-wed by NSA-61). 

10. No revision required. II " 
,, 

11. No revision requir~d. .. II " 

13. No revision required. n ,, 11 

B. APPENDIX D, ~~e. Dl, (Old eh~t ~) 

The .wording or the present heading che.nged. _tO reflect arrangements 
Ctirrently in . etfect. · · · · ·· ,. 

Para. _ (i). Exhibit 6 deleted. 

(ii). No revision requir~d. 

c. (i) CONSIDERA~IONS.GOVERN!NG A.LUX:ATIOH 0F MAill RESPONSIBILITY FOR INl'ERCEFTIE>N 

Ptµ"a. 1. 

2. 

3. 

~ . . ' - ; 

No revision re~ui.red. 

Last sentence revised in ~1.Dg witll cµ.rrent practice. 

Deleted. 
Renumbered old sub-paragraphs 4, 5, 
and 6; no other revisions require~. 
no longer applicable.: 

6, end 7 _to read 3, 4, 5 
Old pa.ragra:ph 8 deleted, 

D. (ii) EXCHANGE OF INFrnMATION .ON S'l'AlIDARD FmLD INTERCEPI' . OPERA'l'!QNs 

Para. 7. Wording revised in order to provide :ror continuin&; as opposed 
to initial , ex~e of the type ot d.ocU!nents listed in .9(a) and 
9(b). . .. . . . . 

?a (1). · DCR· Format changed to . "station Coverage Format". 

(6). D/F Ma.nual _ch.e.llged to read "D/F Manual (when available)". 

( 8) . .. Log Digest Format changed to read 11TE_CSUM ~e~t" • 

110). "DARE Format" added. 

l 
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E. APPENDIX D, ~exure Dl, Exhibit .l 

0G 
· O ]. . A , (C) 

0 1 . A , ( ci) 

Exhlbit l ha.s been a..l.m9et . c~etely revised inasmuch e.s only a. very !ew 
o-f the present paragra;pbs" can be ~ained. · 

G. APPENDIX D, Annexure Dl, .. Exhibit.. 3 
' ..,. 

Exhibit .3 hs.s been cple.tely revised. 

H. .APPENDIX D, Anne.xure Dl, Exhibit 4 

Pa.re. 1. 

Para 2. 

Para 3. 

Pare. 4. 

No revision required. 

No revisien requi.red. 

No revision re<!].uired. · 

No rev1,at:on requi;red .. 

(Reviewed by NSA-61) 

(Renewed by NSA-61) 

{R~viewed by N~A;..61-)/ / 
- · oGA 

(Revieved by "NSA-61~0 i. 4. (c ) 

EO 1. 4 . (d ) 
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I. APPENDIX D, iu:me~ Dl"t ~b_it ._5 . 

ABSOC~0N OF ·Y.S. ~ ~.K •. D_/F -FAC~~s . 

Para L No revision required. · 

Para 2a. 8th line change A!SA to -.N$A_ • . · · 

Para 2b. Bo revision reqUired.. 

(Rev:i.e..led by NSA-6J.) 

(Reviewed. by NSA~6l) 

.(Rev1.ewed by NSA-61) 

Para 3. 3rd _line, delete the word ·"i>rojectedu. (RevieWed by NS.A-61) 
' , ., . ' 

J. .APPENDIX. D, ~e Dl ' .. Exh1,b1 t 6 

Delete this .exhibit •. 
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APPENDIX H 

COMMUNICATIONS 

\ 
(For details See .Annexure .H1) 

BPC 53/H/ Final: 
O'iO 
19 rfarch 1953 
APPENDIX H - sheet 1 

l. TELECOMMUNICATIONS REQUIRED. 

~xclusive e.nd ree..~flY exteneib~~ telecommunications between Ageocies, 

and bet\leen Agenctee e.nd their outlYtng stations, wt11 ·be ?Q£:L1nta1 ned . I . . 
. I 

in order to make possible the rapid flm1 of ell tyPe8 of raw traffic 

f'rom the points of intercep~ion to the several Agencies; the rapid 

exchange of all types of ra.., ~re..ffic, technice..l ootter e.nd Communi-
' . 

cation Intelligence b.etween the Agencies; and the efficient control 
.~ ' I • 

of interception coyere.ge. In ad.di tiori \lateral communice..tiona between 
. / I 

statione of one ·party and Agencies or etationa of tbe other may be 
l 

provided ~or the same purposes as necessary and mutually agreed. 

• 

2. INSTALLATION, MAINTENANCE AND OPERATION OF TERMINALS 

3. 

Tbe 'termina.la of circui ta or channels· intended exclusively to carry 

Comint traf'fic betveen the British Common~eaJ.th e.nd the United states 
\ 

\ 
will be insta.l.ledJ maintained and operated a.a arre.nged by the 

approPriate Co:ipint Authorities of the countries concerned and, although 

nor~i.~-~uch_. term!~~ _m~~-1.nst~ed~ .. ~i~t~ine~' e.o.d operated by 

the ~pro~riate U.S. o~ British Commomtealtb au~h;r~~Y~ ~h~s~·· 
te~i tory the termi nale ~e . ~~~t~d 

1 
thie will .. :~~ -~:· ob~gatory . 

.:.._..,__'-: . ' ___ ..__~ , ,, • l• ~ ..... 1'<-.-~':.":~-~- -,~. ""! 

PROVISION OF EQUIPMENT 

The proviaioo or equipment or ell types \1111 be by mutual ass.1st~ 
where necessary and practicable and as agreed 1n"eacb specific case. 

4. CRYPTO~Rl\PlHC AIDS 

a .- Common cryptographic a.ids vill be used for combined Camint .connmtni. -

':'.at.ions. The matter of cryptog:raphi'c aids -will be l<.~pt continuously 

J. 
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5. 

b. 

. . . . -:: t.~; ~· 

· 10\PPF.,MD:U H- sheet- 2 

under reviev Vitb the object of me:!nta.ining and h:icrea.ain8 security . .". 
. · .;.· 

e.nd of factli ta ting communications. : .". ~ _'.:·:_··~'_:~~~:~:~/ :,: .. 
In crder to reduce the number of personnel required for co'llII1IUni-.-. '/~': · 

cation an~ cryptographic ·operations 8.Ild thereby to a.uginent 

rorces available f<:Yr_ direet intercept operations, and also 

improve BJ>eed and accuracy, the ultimate goal should be the trans.:·· , , 
. \ . . , _ : ~.:; 

mission 0£ ~l Comint me.terie.l in on-line cryptosystem.s,' Every . -~:> : :.: .· 
' . , .... ~ r :~·~ 

effort should. be made towB{ds thie end, consistent v::t.th the : .· · ... ~~} _ .... . .-
•• : Q\ • • • -· 

. ... · .,~~!.~~JP. 
- ·.- ~ .. ~ . ·r ~' 

policies of the Servieea o} both COUllt;iee. 

- - ::~ ·. ~~ - -

BAG ROOI'ES 
~ • - - ' ' " • :.: "., f . J • I -_,, __ -,,>k " 

. - .:~·· · ;.l· ~-: 4 

Bag rout.es vill be k.ept under revie"' vi th the object of tiling- f'ull ·\-"~::-: · · · - . ... : . 

advantage of eea and air sei-Vices. 
. · . :--· : i_-:~ .. -

, . 
. . \·. ·-'·' --, .. '::: 

6 • KICROFUJ.i 

All agencies will be equipped to handle microfilm so tba.t 1 t may be 

availa.ble f'or use vben it is not practicable to send the origill&i 

- material • . ;•" 

': 

- I . 

7. Cm+ruNICATIONS !.IAISON l .. ~ - ... 

\ . 

' A representative at the Director, GCBQ, and a representative of the -
' .\ 

DJ.rec.tor, Nations.l. Security NJ,e~y, vill be give.tj the -speeifi~ \ duty 

of' keeping UDiter reviev Comint connmm1ca-i?1ons probl.eme and e.dviaing 

' 
on such problems BB they_ occur. ~ . ' 

--g~ COMMUNICATION REQUIREMEN'l'S IMPOSED BY C1I'HER APPENDicES 
- ' 

It is agreed that vhen all. appe"ndi.cee which impose a comnunication 

requirement are appr°oved by COmint authorities concerned, such 

·cODmIUDic..e.tion requirements "ill be included in Annexure R1 • 

2 
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. · (b) Implementation will be :phased to meet the communication · · 

re~uirements o1' the u~s. intercept etationa e.nd units 

currently located and planned for location in .the U.K., 

•' 
··: .. ' , 

.. 

and ahould. be completed not later than the ds.te of 

. establishment of the u.k. cccc. . . . 
'• 

('o) The requirement far . this fa.clli ty includes synchronous 

on-line cryptographic operation and. a minimum .capability . . 

of han4i.ill8 20 per dent of its norma.1 hourly capacity . . 
I : · .. 

during': e.ny hour o~ the da.y ~ / \ 
\· ·. 

5. 'mANB-PACIFIC FACILITIES 

6. 

. . . ~ 

I I ' • . ... ·: 
a. Requirements - . \ ' 

. .. . . , ' 

. (1) 

. " 

(2) 

. ' . I 
~ . 

When the 367th Signale unit as a whole moves .f'rom Hongkong · ,_ · ·: . · 
( 1 .. 

to Okinawa there will be a requirement to pass an 'eetUD.ated 
/ . I \· . , 

J \ . 
1001000 groy:pe of traffic daily (ram. Oki.naW'S to Melbourne. 

_, ~ I 
I , I 

As a ma.t~er of expediency a.od. econOJIJY, the poseibil,ity of 
\ . 

expe.oding the existing USAF RA.AF single channel cir~t · 

\ 
between these point~ to multichannel o:peration should be 

explored. \. 
l 
\. 

Subject to later discussion between NSA >.DSB-GCRQ., it 'is 

c~naider~d that there. irla.Y be requirement~o:r direct :\ 
\ l· 

I 

fomnrunicat1on between OOE and NSA (a.nd poeai~ly Tokyo"e.nd, 
. \, . 

, .. ' . 

Hawe.1:1.) • 'rn the mee.nVhile essent'ial · communice.~ans will be . 
f . . . , .. 
!passed ~Y OCHQ ,,'-·· 

o~ COMBINED C<J.iMUNICATION Nms AND LINKS (EXI~TING ~ P~} 
a. GCBQ - 6910 SG - 365 SU Net 

(1) ~ - 6910 SG Link . 

This is a simplex circuit operated on-line . 

(2) 6910 SG 365 SU Link 

. Thia is ·a simplex circuit operated on-line. 

(3) 6910 SG Cheadle Link 

This drGuit is being held in abeyance . 
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Th&. Conterenee agreed u:pOn the rollmrlng defioitioo at "reie&sableM 

· ··. equi.~nt for insertion as a. footnote to paragraph 4 of Appendix p: 

"'Releasable• equ).p!rM!nt is dei'ined as that equipment vhioh is-re­

+eauable .under the ' national pol.icies o~ the country making t.he deliveri. 

ID ·genere.l, releasable equipment 1e coneidered to be that vhich etther can be .· . 

. pur~sed commerciglly or ia available thrQU8b· gOvernmental eoureeif a.nd 

cl.as..,~ied not lli~ thlln CONFIDENTIAL." 

'. I 

r 



~ •• - ,_ "".> 

me 

TOPeSECRET CAJjOE 

APPENDIX P 

ANNEXURE Pl 

COMINT·ARRANGEMENT$ FOR SACEUR 

l •. GENERAL 
' 

BPC 53/P /f :f.nal 
01,9 

19 lilc:l:rch 19 53 

1. The follorl0g .Prlnciples affe-~!t;ing t~e COMINT a.rra.ngements for 
SACEUR · apply to P.lenning for W'artime exce,Pt inaof'B.l)' as . pro'\•faion· is made 
in paragraphs 26 - 29 belov for additional :peacetilile co-operation. They 
will oe the basis on which the u.st and. U.~,__.q~;ul;c_authorlties 'W'ill 

O 0 ~ ... l.:':J,.~-~·-:.!.' -' -- - H O 

negoti&te with SA~ and on. wht=ch subeequent negotiations with Third Party 
nations .sho\ll.d be conducted. Ari/. e.ltera.t1ons of principle' which may become 
neceseary a.a the reault of these nesotiations will be agreed between the 
U.S. a.nd U.K. COM1NT.'author1ties and appropriate am~ndment .made herein. . . ( 

' l 
2. In or~r that the.~ra.ngements contained herein may be effective 
on the outbr.ea.k o:f ~a:r, it w:µ'.i be necessa.rY to.~nitiate plannins in pea.ce­
t~ vi th the Third Party rions concerned. Th~B -planning· a.cti vi ty should 
begin.as eoon e.s possible~, · . · 

. J 

3. I~ order to promote the greatest ,Possible readiness for war, . 
it ui..e.y be oecessary to extend this peace, time co-operation beyond. the ~tage 
of .Planning. The decision when to enter'u.Pon thie second stage 'rlill be_ 
takep by the U.S. and U.K. COM.INT authorities at some later date in the 
light of the the~reva"tTnig-"hl-ternational situation ind of the experience 
gained in the cour-se of co~operation with Third Party natione on.CQt.ITNT 
pl.ann.ioe-;. 

NOTE: Pertinent definitions for the purpose a of thi·s paper are 
gi -yen· at ~ibi t 1 her~to . . \ 

I!. DETAlLED PROPOSAIB 

SACEUR Y STRUCl'URE 
I 

4. The SACEUR Y Structure should have the .f'olloWing 

'\ 

"' el~l\.:ts: 

(a) A senior Y officer at SHAPE (SACEUR Y ·officer) 
assisted oy a Y staff. 

(b) Y staffs, where required, at head.quarters o'f maj or 
subor dinat e Force Cornma.nd.ers under SACEUR. 

'\ 

(c) Na.tiono.1 armed. f orces Y units pr ovided specifically for 
direct ,support Of their' Ol!Yi 11 £·.t iona,l f orcer, oper ating 
under SP. CEUH. 

5 . · Thf? :r~3pon s:i .hili t y for formulr~fail~ and i~plerrienting SACE.'UR 1 G 
Y .uo1:i. cv s hOLIJ.d lie with A. C. of· S · ( I ) c:yt. m,.. 

.J • J ~ -- ---' • 

--;:;--
·:.. . 
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APPENDIX·P 
ANNEXuRE Pl (continued) 

PARTICIPAT1°0N nr SACEUR y .smOCTURE 

6. Pe.rticipation in the SA~ Y Structure, includ;l.ng Y statfs, . 
ehoul~ be open to all nat+one contr~buting to SACEUR· cO?rllU.Uld, a5 a .no~ 
min~; comb~t forc~a equivalent t0 a U.S. or British Corps, together . 
wit.h Y\\inite e.dequat·e for .their dire:ct support, provided that these nations 
und.ert ' e to enf'orce e.ilpropria.te se~\irity measures as .set forth in Exhibit 2 
hereto, and also 'tmdertake to a.pp~ly ~he principles eet forth therein, as .. e. 
·minimum · to e.11 other OOMINT acti'vitlee under their control. 

7 .. . · Each participating nation. ~hoaj.d provide e.nd 1118.intain the' Y unit~ 
neei;ied r r the direct s\lpp·ort of its ~orce~ under SACEUFf e.nd sho~d ensure 
tbeir op rational.· efficiency. 

·FUNCTIONS OF THE SHAPE Y STAFF 

8. 
include: 

ni~ · tuDctions of the SHAPE: Y Ste.ff Wlder A.C. of S. (I) should 

: . 1 

(a) e:ftecting any necessary .genere.1 co-ord.ina~ion of- the 
SACEUR ·y effort; . · 

~b) establishing as fa:r as national differences permit uniform 
operation~ procedures. between Y units o! di!!erent na.tions; 

(c) 

(d) 

giving technical ad Vice as l'equir~d to tbe SHAPE Intelligence 
Bt!U'f on the intei.pretation of Y information receiv~ by 
SHAPE, . and arrang~ng for the SHA.PE Intell.1gence Bte.:t':f to 
receive all the Y!infonnation ave.ilable in the SACEUR 
CommaDd wb.ich may !be of value to it; . . 
formulating. and a . .1pervie1ng coraplie.nce with secm-ity regu4tions 
e.od policiee govertii.ng the production, hand.l.1~ and dissemination 
of Y .ma.terie.l vithin the SACEUR Comm.end in accordance with th.e 
agreed security principlee in Exhibit 2 hereto; 

(e) arl"anging ror Y unite -to receive auch technical m.aterie.l and 
end .. product, whether produced in the SACEUR Cannne.nd or 
received f?'Oln national. sources, 8S ~ be necessary tor 
e1':ficient conduct of their operations; 

(f) co-ordinating arrangements ror the exchanBe of traf'1'ic betveen 
Y Units Within the SACEUR Y Structure sod for the flow or 
tra.t'fic from Y w1i ts in that struct\U'e to national. COMINT 
authorities as required.; 

(g) a.rra.nging ror material or technical COMINT interest 1 includ,i.Jl« 
prisoner of war interrogations,. prisoner of war reports, e.nd 
captured docUJJlents and equipment to be made 1Jnm.edia.tely 
available as appropria.te to the eleinents o£ the SACEUR Y 
Structure eJld to national COf.UNT autbori ti.es; 

Fotm 78 l·ClJS 
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(b) establishing and eta.ting, to the appropriate authorities 
requ1rerent6 . ·for such special conrmmicatiollS 'and crypto-
chan.nels as ~-be neces-saryto ~et . tbe operatiorutl _and ___ _ 

aecuri ty requirements of the Y effort lli thl..n the BA.CEUR 
command. 

FUNCTIONS OF Y S'tAFFS AT SUBORDINATE COMMANDS ' 

9. Y ste.ffe at suboi:d1nate commands should perfom t'u..octions 
corresponding to tbose ot the Y staff $t SHAPE. · 

f(JNCTIONS OF Y UNlTS 
. . 

10. The l!BiD task of a Y. unit -_Bho~d be 
formation with information of immediate! value 
th.at co%ll2lllnd or !ormBtion. 

to serve i t.s O'Wn eomme.nd or 
about .forces ~rectJ.y opposing 

11. When necessary a Y unit~ support a command or ~ormation_ of a 
different pa.rti~ipa ting n8. ti on. Any. :arrangeireote for such support or ~ 
combination o'f Y units of one nationality with those of another nationality 
will be subJect to agreement of th~ ~li ta:ry co111l'118Jlders of the forces for· 
whose support the units ~ere . provide<;l, or of the cognizant ns.tiona.l COMINT 
authority if' requ~red. · · 

COMINT VNI.TS IN THE SACEUR AREA NOT ENGAGED IN DIRECT SUPPORT OF FORCES 
mIDER 'SACEUR 

. . 
12. F.ach nation ~th forces serving under SACElffi may individua.ll.y 
arrange w1 th the a.uthori ties concerned to operate in the theatre ns.tiona.l 
COM!NT units not provided spe~iricall,y or exclusively for d.1.rect support 
of the forces under SA.tarn. These units will not operat.e a.a pa.rt ot the 
SACEtffi Y Structure and 'W'ill not be subject to the a.nangements tor 
inter-allied co-operation. 

13. The U.S. and the U.K. will maintain an operat.iona.l separation 
·and, insofar as practicable, a pby~ical aepa.ra.t1on between the Y units 
and their national CO.MINT uni ts. 

14. It is recognized that certain COMINT un1 ts a.t the higher levels 
· (e.g. Army Group) woU:.d be directly supporting both SACEUR a.nd their -
national COMINT organizations. Ea.ch participating nation would have 
d1scret1oa. abo~t such mattere as the right of access ot otht?r nationals 
.to these units. 

co.:.oJ?ERATION WITH THIRD PARTIES WITHJ;N SACEUR Y STRUC'lURE 

15. Co·operat.ion ~Tith Third Parties vitbi.n the SA.CEUR Y Structure' 
should be corifined within the limits neceese.ry to meet the essential y · 
needs of the Armed P'orces contrtbuted by them to SACEUR and must not 
reveal that there is COI-IT.NT coll.8.boration between the U.S. and U.K. outside 
the sphere of Y. . Hi thin the _linii ts ag:reed for- the release 9f COMINT JnB. terie.l 

., produced by U.S. and U.K. · organizations (see parag):aphe ·20 and 21 belo<w), 
.. co-operation w1 th Third Parties should. be wholehearted~ ' 
\ 

----
,. 4 . 
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I 
16. The channels 1'or the orovisi.on of technical assistance t9 Third 
Parties from U.S./U.K. national OOHINT soqrces should be via the highest 
levels of U.S. m d U .K. 'l'he~'j:ire cmm:T organizations or via the SHA.PE Y 
staff \'rhichever is more aµpropri.:i.te in individual casee.. · 

17. In' so far as carnistent with the agreed limits for the relea.se 
of U.S •. 311 d U .K. cmm·.fT, i'lr. d in order to secure the neces~rnry degree of 
uniformity, Third Pnr"ties should be persuaded to. 'adopt certain corrunon 
operational proc-edures (e•G• those parts of the BRUSA. notation system. 
used by t e lf .s. and U .·l(. Y uni ts supporting forces under ShCEUR). , 

MOVEMENT OF Y ~Tl\.TEJ:Uftl .. BET\1EEI'-'. Ut·H'l'S .ill!DER SA.CEVR. .f\JlD ~'HIRD PJ\.!tl'Y 
NATICI~ A. OHGAN IZA'l1IOi'JS 

18. ~· Th.e 'i. llnit.~ · ~rid Y. staffs of the participating nations muld be 
at lib rty to pass to their 01'1!'1 nati.orial COHI~T organizations and to 
other articipatin(; nations, but to those nations onlJ~, tte teotu1ical 
mater a."l ond traffic r;roduced or received by themselves. The national 
·cmm{lr organizations ·of the part:J.cipo.ting nations should in tuni provide 
such !technical support both to their own Y units and through the SHAPE 
Y st~ff to tbe 'f uni ts of other participating nations a.a they may consider 
WJuid be a.;,>propriate and of t1sstsbnce to tbe Y effort under SACEUil. 
Such material s ha U be handled in accordance •·Ii th the regulations in 
Exfiibit 2 hereto. . 

dcHt1JfGE. OF INTERl'!Al.LY ffi.Orn.JGED cmr:rnr E'HD-fROUUCT BITT~'IEEN SA.CEUR 
,-vrn Ol'HER SUf RE~m :\I,LIED GOE~'.N.fDEi1S 

/~9. Exchange with other major Coi:uoan~ers of NATO of intemally 
· produced COEJNT end-product and ·appreciations should be as .1greed 

I
I between the SupreTile Allied Go1rur.mders. cone erned and should be confined 

to the highe~t levels pr.:icticable. 0 \.\ch exchange should take place in 
a secure crypto;;r~phic channel provic1ed exclus:l.vely fo:r thnt purpose. 
A.s a condition of such exchanGe, the Gecu_rity }!rinciples set forth in 

! Exhibit 2 hereto sha11 be 'l.pplied as :l'rrii.nirr,um for th.e handling of the 
I m."tterial in the Commands c once med. 

R..'SLEi\SE OF 'rR!\FP'IC !BTELI,IClEWCE rrromrG'SD SY u .s. ;\,i-'.:iJ U.K. ORGANIZA'l'IO:-~S 

\ 20. The release to 'i'h.itu Parties in the S:\CBUR Command of Traffic 
Intelligence produced b:r U.S. and U.K. orgzrnizations wi11, vii.thin the· 
limita.~ious of the need-to-knovr and the provisions of Exhibits 2 and .3 
hereto, be r;ubject to the folloYring conditions: 

. \ 

(a) First (releasable) Category 

Glass 1 

\ 
.1 

r\: 

This cor.sists cf Y m:\teri<ll, both end-product and te~hnical 
materiu, ?<>ocluced by u.s .• 2nd U.K. Yunits, Mel 1:~.terial 
of the S!:W,e kbd J.nc1. sup,: leL\Ci.'\t.1ry to it proc~u.ced by v.s. \ 
ar..d U ,J\. Q: ~.:FT orpnizatior;s. This class 1·,i 11 r.or;;1:iUy 
be r0lensed nnt or;)":t.i-::8.ll:-,r in W8~ti1~e biJt th~ dod . .sion to 
coa~e1~ce ~uto!:\=' ~.ic rr~l<:;1se o.f t.l: is cb ::;::; -,-ri. 11 b:) subject 

5 

. " . 

... 
,'"; ... 

- ' ·: ~·. 

' : : '~~' ~·· ~ ~ -·~.:-, 
' ·'": \ ~ .. : :~:;.)(~:/il''. 

,. . .. . . 
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t.o m\itu~l ;Jsreement. between t:1c cognizant U.S. and tJ.K. 
COM!IIT authorities •· All or ;.my :t.i.srt of this material · 
will be withhe:ld at any timo by both parties if dther 

· l~<:irty ck.cl~res th.:it relea3e wonlcl :,o hazordous to i tn 
na tfon<il j.rit·erests. 

Thi~ consists of co:.m·IT materiol, both. end-product o.nd. 
technical m~terinl ~hich, although produced by ~ U.S. or 
U.K. COtADl'l' ori;an1.zation other than a Y un:.l.t, h'Ould bo 

· cepDblc of production by Y units, and which, if passed 
:- tv .o Y untt, wonld enable tllat unit to achieve ~ · 

significantly high~r decree of ex~loitation of its 
. · nqrmo.l tasks. Doth U.S. and U.K. niltional COliU~IT 

.authorities must b~ in a~reement before material in 
· .. this class· may pe relea3ed. They will continuously 
" rcvie~ the class and maintain agreed lists of the 

: mllte+ie.l ittclcded in· it. · 

.'. (b) SccQ.nd (Nori~relea~Jble) Catego:a 
·1 

This consists of the· remainder of Traffic Intelligence 
." not incl tided . above~ It may not .be release<;i to Third 

Parties except as indicat~d in EY.hibit J hereto. 
. . 

REWLSE OP SPECIJ.L IN'i'ELLICENCE . -.........-.-~ .~ 

· 21. . .· ·special .Intelligence will only be released to Third Parties !.n 
the· SJ\CEIB Command in accord once \'11 tq the. prov!l.siops of Exhibit 3.r ~ereto"' 

. . l 
. PJU.~Q.IPLES . FOR DEJJ..IlfG ·;~rrH CCl';!J:J'n'. EMD -Pf.ODUCT INTRODUCED mro 

ALLIED· CH4ilvNE!§ B'i TH ~.(tlli§. . 
• j 

2~. · COMlNT enQ.-product int'roduced by Third Parties into .Alli~ 
·Intelligence: cha~ols will be handled in a·ccordance with paragra.phs 20 and 
2i'. of E~hJbi t 2 hereto • 

:co-OP.ERi~TION :IM r~~ hARTH/E x STRUC!UP.E 

23. It .. ia agr!;led tbat co";'operation ~i:i.th Third Parties in planning 
the wartime structure should begin in p~Qoetime and as soon as. possible, 
and that ths:re shou'l.d be step-by~atep implerocntation of the SACEUR Y 
programm~ i~ consonnnce with satisfactory testing.of each successive 
step.· It. is considered odvantaeeou.S to ostRblish rel.a tions with one 
Thirc:l Farty nation et. ~ time until all those considered eligible ore 
included.· . Before making arry proposals to individual Third Purty ootiona 
whieh m~y neeessit~te the di9closure of information regarding U.S. or U.K • 

. plans f c:ir . Y, SACEUR 5hould seek the concurrence of the U.S. ·or U .K. COMIN1 
a.utborities. 

24. · In any approccb to Third fortie3 within the S1-.CEUR ·command vtith 
regaid to t~e planni~ a! a Yrartime Y s truc ture the follol'1ing principles 
8.h.oul~ apply: 

( o) There must be no · disclosure to Third ?t1rties of any 
. U.S ,/U .K. CO;l.IaT collaboration outside the SACEUR 

Comu.<ind, ond co-o1>erc:.tion in. p1.anning should be 
ccnduetcd viithout r~veuling pregent U.S. end U.K. 
COf.U!·rr su~cesses or the gcale z.nd nature of their 
pre:'!cnt ~nd i:ilanned cn:nrr ef.fort. 
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As a condition of co-operation in planning the SACEUR ~ 
Structure Third Party nations ltll...l.st accept and a.clhel"il to 
minimum security regulations govel'ning the production and 
~dling: ot' Y ~terial. · 

( c )· Knowledge of. the deU;ila of. the planning of the SACEUR "i 
·structure !mlst be restricted to nationals ot. those nations 
taking pa.rt in tba. t pla..ru;rl.ng. 

25.· ·~ p~ing and ~gotiat,~ons in 'any e.ppro~ch shoul~ be done by the 
SA.CEUR Y.officer, assisted by stlch officers of-the U.S. and:U.K. service~ 

! ' 
co~~erned. a.a 1 "t; m..y prove necessary'. to._ appoint. He and his ste.:ff should 

.. e.s~~~sh; Wi 1:-bin the fra.meWQ:t:k ·of 1the agreed wa~:J.me arrangemente, ·8. .sK:eleton · 
organi~t~o~ 1µ1d coimnunicat~ons network designed to ensure the orderly · 
expan~ion and effective operation of t~ Y structure on the outbreak of war. 
'~y ~boUld ~lso develop . such common or simile.r ])rocedures as may be ~sire.bl.e 
and. pre.cti<;:Sb\e·, · 

2li. .;w .order to ca.rry out his plannthg :task; and in o.rder to a.dv~se 
Third Par-ty ~tions, the SACEUR Y·off~c~r. should be provided with pe~tineot 
infoi:mat·~on on·the ~ubjects listed below. '.The-nations concerned.should 
e~ch· designate the authority vi th wl;lom he may communicate on these and 
ot~:r y mtters.' : ! ' 

,-• I 

Types of Y tinits 
Number of uni ta plil.nned 
Administration 
Basic_ operational organization 
Me.npowe~ complements (by :function) 
Number of intercept positions 

(in broa~ categories, e.g. H/F Voice, D/F) 
Frequency ranaee of inte:rcept equipment 
Conmrunica tions eq_uipment of Y uni ts . 

LIMITS OF.PEACETIME CO-OPERATION BEYOND PLANNING THE WARTIME STRUC'J,URE 

g1. . As plannipg '{)f the wartime structure proceeds, it ~ become 
necessary to underta.lre·fUrther peacetitne co-operation with Third Parj;y 

. na.tio~ con.tJ;ibuting force·a to SACEUR in order to ensure the grea.te.et 
~~~ble .readiness for· war •. 

28, · -The f'irst :phase of this further co-operation will consist. of' a. 
limited exchange vi th Th+.rd Party nations of traffic and technical ·~terial. · 
The roa.tei·ial 'provi_ded by u.s·. and British COMINT authorities will c;onsist 
of selected traffic a.nd technical data designed to e.ssist Third Pa.r'ty nations 
to train Y and Intelligence personnel ror eventual service ·with forces und~r 
SACEUR.. T~ <;!o:mmencement of this :phase will be subject to the agreement of 
the u.s •. a.nd U.K. COMINT authoritie~ and tbe provision of the material mo.y be 
p!'OgT05 8+, Vely, expanded, vj_ thin the fOilOWing lin+t ta tionS I a5 Specifically , 
agreed.by·u.s •. end U.KL COMINT authorit~es in each. case and in the followtng 
order: 

(.a) 'Ra.w traffic ·selected ·in accordance with identification 
. cri ~ria known to be available to the Third Party. 

"7 
:••+ 
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(~) 'flaw traffic selecte1 in accordunce with identification 
criteria not known 1

1to be available to the Third Party, 
and not involving reve).ation of more than low grade 
te-chnical success: · 

: 

( 9) · Results of trafd.c nnalysis a~1d :;>lain te~ not involving 
solution of complex pallsign Or- proc~dure systems. 

29. As a s~cond ph~se nq.J depending upo!1 devel~pments in the international 
situation, ,1co-operation may l,~ter be! extended by agreement of ;the U, S. and 
U .K. COMINT authorities with~h the limits ~greed for wartime co-operation. 
'l'his second · phase will be deSigned to cover a dual needs which viill by then 
have become apparent. It wfll be conditioned by the greater kno\'rledge of 
Third Party activities and of the sec,urity risks involved which will have 
been acquired during the e~rlier sta~es of peacetime co-operation. 

, 

30. GOMINT dissemina,tio'n to Th~rd 
provided for above, will ,.Ge governed by 
contained in Exhibit 3 hereto, and viill 
by the U.S. and U.K. cm.:;r1rr authorities 

NSA For"' 781-Ci JS 1 Jul 52 
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PRINCIPLES FOR THE HANDLING OF Y. 

INTRODUCTION 

l. These pr:lncipl.es sha..1.l be the basis in peace end war of all 
security·~egulationa and policies governing the production, handling and 
dissemination of Y. 

DEFINITION' 

2. . Y is Communication Intelligence vhich mobile f'ield units can 
derive f'rom the t1mely processing of tre.:f'fic procured- by tbero by listening 
to enemy cc:mllUUilications for the purpose of provid..i1J8 intelligence for the, 
counna.nd~rs of the forces \/hich they are directly supporting. It inc.ludes 
rmt tratfic, end-product, technical ma.teria.1.1 working documents and co.ptured . 
ma.ter1,al used in its production.· It al.so includes intelligence reports, 
~pprec1~tions and sUilllllal'ies ba8ed on· ·y unless the i.rct'orma.tion is so general."ized 
that it cannot be traced be.ck to a. particula.r item of Y or to Y in genera.l • 

. GENERAL PRINCIPLES OF SECURIT'i AND DJSSE:LvlINATION 

3. Nations participating in the SACEUR Y effort must, aa a condition 
of participation, agree to accept and a.dllere to these regulations. 

4. . Each country participating in the SACEUR Y effort will d.esigne.te 
a national. authority to- deal '11th a.U questions of Y security and enf'orce 
these regul,ation.e. 

5. Ee.ch natioDB.l. authority Vi1.1 designate a Y Security Officer to 
wh.C1111 Y lll&terials end cOIIiIIU!l,ica.tions relati.ns thereto eba.l.l be addressed. 

6. SACEUR will formulate and eu,perviae C9MPliance with security 
reSU).ations ,and policies for , Y vi thin the SACEUR command. 

7. · ~fore an individual in e.ny capacity has access to the knowledge 
or results of the SACEUR Y effort1 he must be screened and cleared ae being 
of unqueatiqned loyeJ.ty by his :oatione.J. authority. The screening must be 
as thorough as possible and at.least as thorough aa that given to ind.ividuale 
bD.vin8 access to CCSMIC inf"onnation. In addition to such cl.eare..nce, each 
1ndiv1~iuµ serving under. sACEUR command must be specifice.Uy nominated to 
receive Y either by SACEUR or by the concerned national authority. In the 
1a.tter case the nomination m\.lst be approved by SACEUR. In exceptional 
screening, clearance and nomination may be vaived for those individuals 
·appointed to certaiJ;l. key posts, a list of '1hich should. be drawn up by SACEUR. 
S_uch personnel may be given access t.o Y upon the authority of the appropriate 
commnnder.· 

For"' 7Bl·Cl!!S 
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8. Prior to being siven access to Y, each 1ndividUa.l vill be Y . 
indoctrinated by a special warning on the sensitivity o~ Y_souroes to 
compromise e.nd be required to sign e. document drmring attention to his 
specie.l responsibility for safeguarding Y and to the consequences ..,hich 
the law or adrrdnistrative or executive order of his country} or order .of 
SACEUR; prOVideG, 1! either by intent or negligence he e.li0tors Y to came · 
to the notice of unauthorized persons. It IDUst be stressed that there 
is no time limit in that the infonna..tion must be safeguarded inde·r101teiy.. 

9. Distribution of Y must be on the need~to-know principle; i.e. ea.ch 
item of Y shall be made known only to_ those Y indoctrinated individuals vho 
req,uire it in tbe perlo,rmance of their duties. SACEUR vill ma.1nta.1.n control 
lista of indoctrinated y recipients in forces under his command other than 
those engaged in the production of .Communication Intelligence. He will 
ensure that the number is kept to the minim.um consistent 11.:i,th essential 
intelligence and operational: needs. National authorities will maintain 
eimil.a.r lists of their own nationals end apply similar restrictiona. 

10. Y indoct:rinees must not be a]J_owed to run e. ~eater risk of 
capture or interrogation by enemies or potential enemies than ia absolutely 
necessary for the efficient :performance of their duties. Thia must al.so 
apply to a pe~iod of six months af~er they have ceased to re~eive Y material 
except during active operations in cases of ~elliDg . ..necessity • . 

~ ... --;:."~ 
ll. The greatest care must be taken not to betray Y success by actions · 
based. on it. Efforts should be tnade, if at al.l. possible, to devise suitable 
cover, -such as. reconnaissance. ·· The source should on no account 'be needlessly 
risked. · 

12. SACEUR "ill determine the level to which Y vill be dissem.ine.ted. 
Norro.aJ..ly ~ in ground force a this Vill not be "bel.Otor a Corps.* In exceptional 
in.ntances, where it is essential fo~ immediate operatiODAl. purposea1 in.formation 
'based on Y may, as fil'eC1fically authorized by a Y indoctrinated command.er, 
be disseminated· below the normal level to unindoctrinated individuals 
prov1d.e'd the source is not disclosed. Where :possible, names, time, :positions 
and other data identical with that from the original text lllUSt be omitted, or, 
if the retention of such .an item or items 1e eesent1a.l, must 'be carefully 
paraphrased. Such :1.ni'ormation mu.st be passed by a eecm-e despatch service, by 
a secure line or in a cipher system approved by SACEUR. It must not be paeeed 
in c~efl.! by radio (including radio telephone ).. 

13. Knowledge of the methodll end scape of, and tbe technical material 
resulting from, the SACEUR Y effort \rill b·e restricted to the nationals o'f' the 
nations which participate in the SACEUR Y effort. Access to the Y end -product 
should., . us ~a.l'- aB possible, be similarly restricted. 

*Note:. ThroUBhout this paper where level of command is expre ::;eed. in a.nny 
terms, it sl'lal.l be uuderatood to 4J,clude conun.a.nd.s in other services with 
e~Uivalent requirements. 
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14. . All Y resulting from tbe SACEUR Y effort will be claaeifi~d 
SECRET and designated by a. codeword. (except a.a p):'OVided in :Paragraph .· ri · 

belOW"). The clBt1ai:fication and tbe codewo:rd shall appear on· every sheet 
of paper ~bich contains or d1scloses'the existence of Y, except tbnt, at 
the discretion of the Wlit commander, this provision need not be applied to 
:purely working documents within a. Y unit. The codeword. in.dicatee ·that tbe 
material must be hand.led in accordance \.Tith these l:"egul.ationa; a.nd. US.ed- in 
·its meaning, the code'W'ord for Y vill also .beer the class1fico.tion SECRET: 
The codeword ~~ its implication shall not be mo.de kn<iWD to persons not . 
indoctrinated in Y nor sbll.ll it be used in its codeword sense in t}le presence 
of such persons. 

15. In peacetime, if Y documents 8.l"e to be tra.nsmi tted by bog within 
SACEUR 1 s Command, the route and procedure must be specie.ll.y' authorized by' 
SACEUR having regard to the adequacy o~ the security of the route and procedure. 
Documents should be double-wraPJ)ed and. addressed, to a Y indoctrinated oft'icer 

·. · ·. 

(by name, not !'unction); the inner envelope should bear .the appropriate security -
classification but not the codevord. In wartime 1 discretion will be left to the 
local. commander to roake the most secure arra.llBeroents :possible. A~ .a minimum, 
documents must be sent by ha.nd of officer or by a secure deBpatch service. 

16.· · If •i is transm:l,tted 1lithin SACEUR's command by eJ..ectrical. means 
or by any pbysicaJ. means not COllipletely secure J a. secure cryptographic _ 
channel. reseried exclusivel.y for this requirem~nt must be ·used.- · Partici:pa.ting 
nations roust· ad.di tionally ensure that· when Y is siiilil.e.rJ..y transmitted in or, 
out of, or external.1y to the SACEUR command the cryptographic system or 
systems spe.c1ally provided are us.ed exclusively. 

17. The highest. standard of peys1.ca.l security piust be am;>lied to 
the custody ·ot Y by national authorities and within SACEUR 1 a command. 
NormaJ.J..y, excep-t when in tra.nsit under ccnd.it1ens prestt1bed herein, Y 

- ma.teriale and communications rel.a.ting thereto must at all tillles be; 

(a) undei:- the direct sW:"Ve11.l.ance of a Y ind.octrina.ted person 
responaible for their saf'e-keepin& or 

·(b) locked~ a three-combination saf'e e.ccessibie only to Y 
indoctrinated :Personnel, or 

(c) stored in a. locked compartment which is under constant 
surveillance by an ~d sentry and which is accessible 
only to ~ indoctrinated personnel. 

18. Y documents must be destroyed as soon as they hc.ve ceased to 
be .of use. Thie is particularly important 1n field condit,ion5 where 
destruction t1USt be by ~ire. 

11 -----. 
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. . . . 

· 19~ . · ln ·order that necessary. opet"ational use can be rnac\e oi" certain 
ty{le~-·of law-level tactical Y (su~h · ~s D/F bearing3 and plain t·~xt· messag~s) 
on l'1hi~h inlinediat.e nctiQn must obviously be taken in combat operations, 
·s!\Cl!.1JR ·ruay ·prescribe lesa stri ncent securl ty regulations wlrl.ch f.rUl penn1 t 

·. t~·e :d,i~s.e!'ilT\~tion of suc .h X, >1itho\,\t a code·:1ord al'_'d. at o. c la.esi'ftoation 
rwt b.~lou · Conf.id·ontiru.., to· unindoctrlnated i·ecipient~ vho ne~d] to ·kno.vr. , . . 

• ~I ' 

. '· 
20·,: _' : .· COJ;i:lrcl'T e1'}d~pl·odud o~ intellif;enco based on COMillT i .. · 
itit ro.9.uced into .1\11,ied intol lif; i:mce clvmnels \..Jy 'fhird P-3.rt.ies participa.t;.ing 
in th~ ._X-st111ctu~e of tho c omm:ind. should l:e hen dled _in Y-chartnels and 
subje¢~ed to· the securi.ty r,.easures prescribed for handling Y. ifaero such · 

. Ttlird_·,Party COllIHT is fu:rni.shed b~' .a pnrticipatinE; }bticna 1 COMINT author! ty -
.·or org·an:l,.zc:i.tion and is o! ii hit;her grad.a than Y material produc~·d within the 

· Y-~:t~cture or than the· COJ.l!i-!'r supplied to the Y-organiZa.tion \Jl tr .s,/u .K. . · 
CO!"-.ffi:T.·authortties·, it will be }X\SISed through Y-channels and its distrlbutio'fl 
will- -'.tie. k.e,pt to a minimu1n. . ' ~ ... . 

21·~-.: .. ; · COJ:CDVi' ond-produc.t .or intellia~nc~ base~ on ·coM!NT 1,n~roduced into 
l\1.lle~ 1n~C3ligence· chnnnols by ·Third Parties not participating in t·~e Y­
~true"~ure: of the command should, vthene_ver poa8i l?le, be tranafsrrcd to Y­
~hann~Ui at the !irst poin~ at \'klich such end-product or intelligence coma to 
the - a~-t~rrtion of Y. personneJ,, ::md .from th~t point transmitted dirGotly .to the 
Supr:etje A.llied ·conuna.ncler' s Y Officer. C1.1.re should be ta_ken not_. -t; o compromise 
the.existence of Y-ch:-tnnel.s as such. The Supre\ne Hlied Commander's Y 

· Officer should bring any s_w;h naterial to the attention of tbe · AC of 9 (1.) 
.. -for decision . as · to further action or dissei!lination. In decidin~ on s~ch 
fur.th.~~ a.cti~. :'« ctissemin3tion the AC.of S (J) ,,rl_ll giva full considopation 
t.o·. tt\~ n~od t9 J.-rotect COMll!T. - i ;: . . . . . ; i 

_ ~; , · · Nat~onal authorlties and SACElJR must expand these pri~ciples l 
· in.to a aot or re·gulations adapted to local conditions. Copies of the 

Y sec\tirity_ regulations -of G<\Ch national a:µthority will b~ forwa~_ed toi 
. S·\CBU:r\ t-hrQugh Y channels~ L \ 

. ~ 

~ · 

\ 

·l 

-~-~ 
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COMnlT . ArtR.\.NQW,oi.FJITS FOR SA.CLANT 

I. GE-lERAL 

l. The follo•ri.ng principles affecting tho coimrT arrangements 

for SACLAJl!T apply to planning for. wartime except insofar as 11· ovision 

is made in paragraphs 26 - 28 belm,. .for ad.di ti on al. peac etirn c ooporati on. · 

They will be the basis. on vihi c h Canadisn/u.K./u.s. COHINT authorities 

m 11 negotiate vri. th SACVJ!T and . on \•lhic h subsequent ne go ti a ti ans with 

Third Party nations should b.e conducted. tmy alterations in prl.nciple 

w~ich may become necessary as the r ·eGult of these negotiations will 

be ae:reed among Canadian/1J.K./U.S. CO:-U:NT author ities and appropriate 

amend1ilent made herein. 

2. In order that the arrang13ments cont;tined heroin lllr'lY be cf_fective 

on the outbreak of war, it will be nccess:.t:ry to initiate planning in 

pe;:\Cctime w1 th the Third Party nations cone erned. This planning activ-

it3T should begin RS soon as p~sible. 

J. In order to promote the greatest possible re:acliness for war, 

it may be necess;:iry to extend this peacetime cooperation beyond the 

st;ige of planninc. The decision 1men to enter upon this second $t.~~c 

'.'Jill be taken by Canadian/U.K./U.S. COH!l!T authorities at sw..e later 

date in the li~ht of the then prevailing inte.rnational situation ro'ld 

of the c:pcrienc e gained in the course of cooperation v;i th Thit'cl. Po..rty • ' 
' 

l'~OTE: . f'crtine1,t c.efini tions for the purpose of this PR.F<H .;lre 2iven ' 
,1 '.i 

in Bx:hibit l hereto. 
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4. The SACLANT Y Structure should have the :f'ollo\rine; elements~. 

. , \ 
a. 'A s~nior .y officer at SACLANT He6.dqus.i:ters (SACLANT Y Officer) 

I 

assisted by a Y staff. . \ 
I \ 

bar~rs b. Y Officers and Y Sta.ffsJ where required} at he 

ot' -n:aJor subordinate Commanders under. SACLANT. 
\ 
\ 

c:. National Y uni ts provided for support of SA.Cl.ANT orcee\• 
\ 

It is recommended that tbe respon'sibility for formuJ.B.t ng and 

1.mple:rrenting SACLANT Y policy lie with A. C. of S. (IL SA.CLANT 
l 

. I 
I 

PARTICIPATION IN SACLANT Y STRUCTUTIE \ 

' 6. ?-3.rticipa.tion in the SACLANT Y Structure} including Y sta.f'fsJ 

should be open to all natdions contributing combat forces to SACLANT 

coIDIM.nd, together with Y uni ts a.deq_ua te for their direct support, or 
I 

contributing Y uni ts for general s.upport of the SACLANT command. It 
. I 

sha.11 be a condition of partici:pa.tion that these nations undertake to 

en.force appropriate security measures as set 'forth in Exhibit 2 hereto, 

a.nd. e.iso undertake to apply the principles set forth there in, as a. min:. 

imum, to e.ll other COMINT acti vi ties. under their control. Pe.rti cipa tion 

· in the activities· of the SACLANT Y Structure should be limited to those 

nations whose 'geographical location and Y units can, in SACLANT's 

opinion, contribute to the overall effectiveness o~ the structure. 

Partic~pation only in the shore-based direction fin1r operations wi1i ~ot 
necessarily entitle a nation 01· its nationals to Teceive other types of Y 

inforrcetion. 

·· l.L. 
\ 
\ 

\ 
I 
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7. Eacb participating nation should provide and rilainta.in its own Y 

uni ts contrib•;ted for the support o.f SACLANT, or of forces uncler his 

command, and should ensure their operational efficiency. 

Fl.JNCTIONS OF TITE SACI..ANT HEADQUARTERS Y STAFF 

8. Within the lim.1 ts of agreed_ cooperation, the· functions of the 

SACIANT Head.Quarters Y Officer and Staff should include: 

a. E.ff'ectine; any necessary general 9oordination of the 

SACIANT Y effort; 

b. Establishing as far as national differences permit unifonn. 

operational procedures between Y units of different nations; 

c, Giving technical ad.vice as required to the SACIANT Head-

quarters Intelligence Sta.ff on the interpreta.t_ion of Y information re-

ceived by SACI.ANT Head.Quarters, and arranging for the.SACLANT Head.quarters 

Intelligence Sta.ff to receive all the Y infonnation available in the 

SACLANT Cmrn:P,.and ~h~cb may be of value to it; 

d. Formulating and supervising compliance with security regu-

lations and policies gove~ning the production, handling, end dissemination 

of Y material within the SACLANT Cc;mizna.nd in accordance witb the a.greed 

security principles in·Exhibit 2 hereto. 

e. Arranging for X uni ta to receive eucb technical: material and 

end-products, whether produced in tbe SACIANT Command or received from 

national sources, as may be necessary for efficient conduct of their 

operations. 

f. Establishing and statins to the appropriate authorities 

requirements for special communications and crypto-channe~s as necessary 

to meet operational and security requirements of tbe Y effort within 

SACIANT's Command, 

g. Subject to security regulations> maintalning effective liaison 

with other activities, such as radio warfare 1 ~hich may relate to Qr affect 
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the discharge of his COMINT responsibilities. (Arrangements in this paper 

do pot include radio warf'are.) 

h. Arranging, within the procedures stipuiat.ed by NATO, for . 

material of technical COMINT.interest, including prisoner of war interroga-

tions, prisoner o·r war reports, and captured documents end equipment to be 

ma.de immediately available as appropriate to the elements of the SACIANT 

Y Structure and to national COMINT authorities. 

FUNCTIONS OF Y STAFFS AT SUBORDINATE COMMANDS 

9. Y Officers Ell'ld Y Staffs at suoordinate comme.na.s should perform . 

functions corresponding to those of the y · ste..ff at SACLANT Headquarters. 

FUNCTIONS OF Y UNITS 

10. Y units. should intercept and procese material and provide D/F 

information to meet the requirements prescribed by SAC'Ill.NT. Any combination 

of Y units of one nationality with those of another Will be subject to a-

greement of cognizant national COMINT authorities if required . 

CONCEPT OF OPERATIONS 

11. Internations.l ~ooperation in Y within SACIANT, s Command 1s 

expected to consist of: 

a. Coordinated shore-based direction finder operations by 
I 

nationa.l nets and stations organized and controlled as mutually a.greed among 

·the participating nations. 

b. Direction finder and intercept operations 1n allied vessels . 

c . Interception a.nd processing by nation.al Y units of enemy 

communications of tactical interest to SACIANT. 
/ 

/ d. Certe.in exchange and coordination vi th SACEUR 1 s Y structure . 

16 

Farm 7Bl·C135· 
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COMINT UNITS IN THE SACI.ANT AREA NOT ENGAGED IN SUPPORT OF FORCES 
UNDER SACL/\NT 

12. Ea.ch nation with forces serving UI)der ~CLAN.I' may 

indi vidua.lly arrange to operate in· SACI.ANT • s nrea national COMINT uni ts 
\ 

not provided specifically or exclusively for support of the forces under 

SACIANT. Tbes e \.llli ts will not operate as :pa.rt of the SACIANT Y structure,· 

Bll.d will not be subject to the arrangements for inter-allied cooperation-
,., 

unless agreed by the na:t'ions provid.ii~ them. 

13. / 
Canada.., U .K., and U.S. will roainte.in an operational separation 

and, ~nsofar as practicable, a physical separation between the Y units 

and their national COMINT unitG. 

14. It is recognized that certain COMINT un;i ts at .1the higher levels 
I 

would be directly supporthlg both SACIANT and their .national C01'1INT , 
/ '. 

/ \ 

organizations. Each participating nation would have discretion about such 
I 

matters as the rigbt'of access of other nation~ls to these units. 

COOPERATION WITH THIRD PARTIES WITHIN SACIANT Y STRUCTURE 

l5- Cooperation with Third Parties within the SAClANT Y structure 

3hould be con£ined within the limits neceSSarY to meet the essential Y 

needs of SACLl\NT ond the ~orces 1.mder his command arid must not reveal that 

\ 
there i~ COMINT colla.boration'am.ong Canada, U.K., and tJ.s. outside the 

sphere of Y. 1 Within the limits agreed for the release of-. OOMINT material 
i • '\ 

produced by/Canadian/U.K./U.S. organizations (see paragraphs~ e.nd 21 

below), cooperation w1 th Third Parties should be wholehearted.''. . \ 
\. 

i6. The channels for the provision of technical. materiel to Third 

\ 
Parties from Ca.nad!an/U.K./U.S. national GO.MINr sources should be vi· the 

SACIANT Y staff. 

l(. Insofar as consintent with· the 8.fP'eed. limits for the release 

of Cc.nudian /U. K./u .S. COMXNT, and. in 01·der to seGure the necessl}ry degree 

of' uniformity, Thbd Parties should be persv.aded to udopt certain common 

operational procedures. 

.,I"": 
J. I 
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MOVEME~ OF Y MA.TERIAL BETWEEN UNITS UNDER SACLANr AND THIRD PARTY 
i 

NATIONAL 0.RGANIZA.TIONS 

I 

18. The· Y uni ts and Y Staffs of the 'participatirig nations would be 
I 

at liberty to pass to their own na.t1onal CO.MINT organizations e.nd to other 

:participating nations, but to those nations only, the technical material 
- 1 · 

and tra:f:fic produced or received by them.selves. The national COMINT organi-
\ ! l . 

z~tions of the ,.~e.rticipa ting~ ~ti on.a ahould in turn provi~ such technical 

siport both to their ~ Y ~i:ta e.nd through. the SACI:.ANT Y ata:ff to the 

· Y Jn1ts of o~ber participati~g ~tions as ·they may consider vould be ap"Pro-

pri~te and of assistance to ~h~ t effort under SACLANT. · . 
-~ ~ I I 

Sue~· material shall be haudl~ ,,'.i~ accordance with tbe regulations in 

Exhi~i t 2 hereto. ' ~ . ~ : 

EXC GE OF INTERNALL¥ PRODUCED COMINT END-PRODUCTS BETWEEN SACI.ANT AND 

OTHER \SUPREME ALLIED CCMMANDERS 
~ I 
\ . ' I 

\ ! 
i9. Excb.a.nge Yith other ma.jar Comma.nders of NATO of internally 

~ I ; 

produced COMINT end-products! and intelligence swm:zia.riea based thereon 

should be as agreed between ~he; Sup~eme Al.lied Commanders concerned and 
I 

- i 
should be confined to the highest levele practicable. Such exchange should 

take ple.c~ in a secure cryp~ogr-aphic chanr;iel provided exclusively for such 
' -

material. As a. condition of such eXchange, the security pl"inciples ·set 

forth in Exhibit 2 hereto shall be applied as a minimum for the handling 

of the material in the Sommands concerned. 

RELEASE OF TRAFFIC INTELLIGENCE PRODUCED BY CANADIAN/U.K./U.S. ORGANIZATIONS 

20. The. r elea se to Third Parties ~n t he SACLANT Coonnand of Traffic 

Intellfg1_'J:ice r r oduced by' Ce.nadian/U.K./U.S~ organi zations will, within t he 

li.mi tatton;, o:f the need-to-know and t he pro\ri~ions of f.xhibi t 2 and 3 

~ereto, be sub j ect to the following conditions ; -

18 
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This consists of Y material, both end-products and technical. 

material, produced by Canadia.n/U.K./U.S. Y units, and ma.terial·of the same 

. kind and supplementary to it produced by national Canadian/U.K./U.S. COMINT 

organizations. This cl~ss will normally be released automatically in 

va.rtime but the decision to commence automatic rele~se of this cle.ss will 
I 

be subject to nrutual:agreement among ihe cognizant CB.na.dian/U.K./U.S. 
. I . . 

COMINT authoritiLes. All or any part of this material will be ·withheld at 

e.rry time by these parties if one party declares that release would be· 

haza.rdous to its national intereats, 

Class II 

This consists of COMINT material} both end-products and 

technical material which, although produced by a Cana.dian/U.K./u.s. COMINT 

orgS.nizstion other than a Y unit, would be capable of production by Y 

~its, and vhich~ if' passed to a Y unit, would ena.ble that unit to achieve 

a. significantly higher degree of exploitation of its nonna.;L tasks. 

Ce.nadian/U.K./U.S. national COMINT authorities must "be· in agreement bef'ore 

xne.teria.l in this cla.aa ma.y be released. They will continuously review the 

class and maintain agreed lists of the ma.terial included h1 it. 

b. Second (Non-relee.se.ble) Ce.tegor,y 

This consists of the remainder of Traf'fic Intelligence not 

included above. It may not be reieased to Third Parties except as indicated 

in Exhibit 3 hereto, 

RELEASE OF SPECIAL INTELLIGENCE 

/ 19. 
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PRINCIPLES FOR DEALING WITH COMINT END-PRODUCT INTRODUCED nrro ALLIED 

CHANNELS BY THIRD PARTIES 

22. COMINT end-p:roduct·introduced by Third Parties into Alli~d 

!ntelligence cha.nnele will be handled in accordance with paragraphs 20 

and 21 of Exhibit 2 hereto. 

COOPERATION IN PLANNING OF WARTIME Y STRUCTURE 

23, It ie agreed that cooperation with Third Parties ic ple.nning the 

·-wartime structure sbould begin in peacetime and aa soon as possible, 

and th.at there should be step(by-atep i:znplernentation of the SA.CI.ANT Y 
; . . 

program in consonance vith e~tie~actory testing or each successive step. 

It is considered advantageous to establish relations with one Third Party 

nation at a time un~~l. all those considered elig~ble are included. Before 

making any proposal.a to individua.l. Tpird Party nations which may necessitate 

the disclosure cf 1nformat1bn regarding Cana.die.o/U.K. o:r U.S. I>le.ns for Y, 

• 

" . 

BACLANT should seek the concurrence of Cana.dia.n, U.K. or U.S. COMINT authori-

ties.-

24. In any approach to.Third Parties within the SACLANT Comme.nd with 

regard to the ple.nl}ing of a wartime y structure the folloving ~rinciples 

-should apply: 

a.. There must be· no disclosure to Third Parties of any Ca:ila.dian/ 

U.K./U.S. COMINT collaQo:ration outside the SACLANT Command, and cooperation 

in ~la.nning shoul.d be conducted \.rlthout revealing present Ce.ne.dian/U.K./u.s. 

COMINT aucceesee or the sea.le and nature of their present e.nd planned. COMINT 

effort. 

b. As a condition of cooper at ion in planning the SACLANT Y 

structure Third Party nations must accept and adhere to minimum security· 

regulations governing th~ production and hand.li~g or Y material. 

c. Knowledge of the details of the planning or the SACIANT y 

structure must be restricted to nationals of those nations ta.king pa.rt in 

that planning. 

25. The planning and negotiations in any approach should be done by 

the SACLANT Y orficer, assisted by such officers of the Csnadian/U.K./u.s. 
_,, --~ ---
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Services concerned as it may prove necessary to appoint. He and his staff 

should establish, within the framevork of the agreed wartime arrangements, 

-~ .. sl~~~eton Organization designed to ensure the_ ord.er:t,.z e~_anaion and __ , _ --- - ... ·-·-·-- ... --- ---- . - ·---·--· . . -·-- -
effective operation of the Y structure on the outbreak of war. They 

should also develop such connnon or similar procedures as may be desirable 

and ·pre.cticable. 

26. In order to carry out hie :planning task, and in order to advise 

Third Party nations, the SACI.ANT Y officer should be provided with pertinent 

information on the subjects listed belOY. The nations concerned should 

each designate the authority with whom he may communicate on these and 

other Y matters. 

Types of Y units 

Number of units planned 

Administration 

Basic operational organization 

Manpower complements (by :function) 

Number of intercept positions 
(in ·broad categories, e.g. 1 H/F Voice, D/F 

Frequency ranges of intercept equipment 
~ .... - .. 

Cormnunications equipment of Y units 

PEACETIME COMINT ARRANGEMENTS FOR SACLANT 

·27. It is recognized that in addition to the necessity to plan for 

wartime COMINT cooperation within SACLANI', peacetime COMINT arrangements 

for SACLANT should be developed in order .to promote ree.dinese for wartime 

operationa. The progressive or phased implementation of such arrangements 

should be accomplished, within the limits of agreed wartime cooperation, 

in accordo.oce with the procedures described below. 

28, The Y activities included in the SACLA.NT Y otructure, should 

be organized and conducted in peacetime as follows: 

a. Phaee I 

A SACLANT Y Officer should be appointed to begin laying the 

groundwork for agreed wartime arra.ngeruents, for SACLANT to obtain the 

result5 of national shore-bnsed. direction find. 0 r op~rations. SACLl\~JT 

shoul<l keep COMINT e.uthori ties of participating nations· advised of the 
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progress of any plannin~ or arrangements vith other NA.TO members tba.t 

affecte them. ·Nations concerned should ee,ch designote n.n t'."t..rtho!'.':i.·i~.·i ~,: · 

whom the SACLANT Y Officer con communicate· on tlirection finder ru::1:~terG. 

b. Phase II -

When the above arrangements for ahorebased direction finde~ operations 

are made, the SACLANT Y Officer should arrange for operational drills during, 

NATO exercises or maneuvers.* 

* The use of inf'orme.tion based on D/F and shipborne intercept operations 

~ill be in accordance with tbe following provisions: 

1-. Shorebe..sed D/F Opera. tionu. Fixes and the fully eve..lua.ted results 

of Bhorebased D/F operations, during NATO exercisea or maneuvers, may be 

pa5sed to national.a of those nations participati.ng ·in the D/F operations. 

During the exercises, information resulting from D/F ~ixes may be passed . 

to nationals of nations participating in the exercises, even though these ).'. 

nations do not participate in the. D/F operations', ~hen the following con-

d.1 ti one Bl"e fulfille Ct: 

( i ) When specifica.l.l.y a.uthori zed by SACLANT, 

(ii) When a real advantage to the exercise then in progress 

would accrue, and 

(Ui) When the intelligence can be attributed to' another source, 

or, if this is not possiple, the true source is not stated. 

During post-exercise conferences, shorebased D/F information or results 

ma.y be disc1osed to oa.tione.ls.of n.atione not particip~ting in the D/F 

operations only ae already disclosed in the course of the exercise. 

(This is not to prohibit the use, during postwexercise conferences, of in-

telligence. or situation summaries 1ssu.ed to all participating uni ta in the 

exercise). 

2. Shipborne D/F and Interception. During exercise.s, results of 

shipborne D/F operations aod the shipborne interception of plain text or self: 

ev:id.ent code messages may be passed to nation.c•ls of those nations partid­

pating in the exercise. The analyzed results of shipborDe D/F and inter-

ception oper~tions may be ID3.de available iD post-exercise conference with-
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Depending on developments in the international si tu.e.tion, cooperation 

~ later be extended within the agreed limits of wartime cooperation by 

Cana.dien/U.K./U.S. agreement as actual needs develop and as increased know-

ledge of . 'lbird Party .activities, ac~uired during organization and planning, 

provides ·a better basis for ass.essing the security risks involved. Co-

ordination between SACEUR and SACLl\NT to ensure consonance of pra~tices 

will be required . 

. 29. · The dissemination of COMINT to Thir~ Parties in SACLANT 1 s Comma.nd 

. ' 
in peaceti~ vill be as indicated in Exhibit 3. 

---~ ·-SECREI' W-· 
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SECURITY P~U~!CIPLES FOR nm IlhlrnLING OF y 

I 

DlTRODU CT ION 

1. These princ iplss shall be the basis in peace and war of all 
J 

securl:~Y regulations 
. I 

J 

and dissemination of 

I. 

DEF~HTICll 

and ·polic~es goven}ins th~ production~ handling, 
I I 

y. i 
!: 

.' 

i 
I' 

2. Y in Communication Int.elligence derived from the timely proce3sing 

of traffic procured_'by listening to enemy communications for the purpose 

or providine tactic3l intellieence for. the comm.:;inders of combat forces. 

It includes rnvr traffic, end-products, technical material, )\Qrking 
. . 

document:J, ar..d captured r.Bter~.al UQ'ed in its production. It also includes 

intelligence- reports and summaries based on Y unless the information i~ so 

generalized that it cannot be traced back to a pnrticular item of Y or to 

Y in general. 

@!Ell~L FIUNCIPI:ES OF S.ECUfilTY AND DISSEMW:\TION 

). NationD partictp:3.ting in the SACLAN'l' Y effort must_, as a condJ.ti.on 

of participntion agree to accept and adhere to these principles. 

4. Each c oontry particip8..ting in the Sfl.CLtd·IT Y effort will dtJsignate 

.:i national al'.thorit.y to deal with all questj_on5 of y security and enforce 

thcGe principles. 
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). Each natioual authority will designate a Y Security Officer to 

vhom Y materials and communications relating thereto shall be acldressed. 

6. SAGI.ANT will formulate and supervise compliance with security 

regulations and policies for Y within the SACLANT command. 

7. Before o.n individual in any ca.pa.city ha.a a.ccees to the knowledge 

or results of the SACLANT Y effortJ he roust oe screened and cleared e.s 

bei~ of unQUestioned loyalty by his n~tional authority. The screening 

must be as thorough as possible e.nd at least a.s thorough as that given to 

individuals ba.ving access to COSf:.UC information. In addition to such 

cl.ee.ra.nce 7 these individuals serving under SACIANT's Command mu.st be specifi-

~ally n~nated to receive Y either by SACLANT or by the concerned national 

~utbority. In the latter case the nomination roust be approved by SACLANT. 

In exceptional circumsta.nces under operational conditions the above 

· :req_uirements for screening, clearance and noroi.na.tion may be vaived for 

those individuals appointed to certain key posts) a list of which shou.ld 

be drawn up by SACIANT. Such personnel may be given access to Y. upon the 

authority of the appropriate commander. 

8. Prior to being given access to Y, each individual will. be Y 

indoctrinated by a special warning on the sensitivity of Y sources to 

compromise and be required to sign a. doc\.llllent dra.wing attenti.on to his 

special responsibility for safeguarding Y. and to the consequences which 

the lai., or administrative or executive order of his country, or order of 

SACIANT, providesJ if either hy intent or negligence he allows Y to come 

to the notice of unauthorized persons. It must be stressed that there 

is no time limit in that the in:formation must be safeguarded. indefinitely . 

.. :5 
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. ·9. Dintribution of Y muct be on the need-to-laJow principle, i.e., . 
.. -

each item 9f Y ahall be rn:lde kn.mm on)s to those Y indoctrinated 1n~iv1duals 
' 

·W'h? ·r.~quix"¢ it in the pel:·formance Qf their duties. 
[. 

SACLANT will maintain 

co11ti:.:91 l,.iots ot. ind.i;>ctrina:ted Y i·ccipients in t'orcee under .ht~ command. 

other than thqi;;e. engaged in the production .·. of Commun.ilea tion Inte.lligence. 

·He -~:U· .ensure that. tl~ number is kept to the minimum· cdnsistent w;L th 

. ~sse~tia:1 · inielli59nce ·a.q.d · opero. t:tona~ needs. 
, 

National authorities \1.1~ 

main~in·· s~ila.r lists of the::i,r O\ffl nationals and apply sil'Dila.i- restrictions. 

J.OA Y ~·nc]pctdnee~ must not be allowed to run a greater risk ct 

ca..p·~Jre qr ~nte~l'ogati,on .. bY enemiei;· or potential enemies than is absolutely 

n,eceii·s·~ for _the e,(ficient PGrfornance of their duties. Thia must al.so 

. -' ap;plY __ tp a· period Of Six mOnths after they ha.Ve ceasec'l. to receive Y material 

"' e~cept·d\ll"iD8 aqtive operations 1n cases of impelling necessity. 

}),. 'nie grea.test ca.re must be te.ken not to betrey Y success by e.cti~:ms 

. baaed: .ori 1 t. Efforts should be m:i4e, if at all possible, to devise suitable 

cover, such ~6 re~onnaisae.nce. The source should on no account be needlessly 

,··12 • .' SACLAlfl' will determine the level to which Y wtll be diesemine. ted • . ; 

I . , 

In exceptional instances, where it 1s essential for immediate o:pero.tional 

I·· 
:purye>ses, infol'lllation bai;;ed on Y way, as specif'1ca1ly authorize1l by a. Y 

fn~ctr:Lna.ted comma.nd.er, be disseminated below the nonna.l level to uµindoc-

trinated. individua.ls provided the source is not disclosed. Where pos;;i'ole, 

rw.mes, ti.mes, positions, and other d.a .. ta identical. with that from the 

· · 0:1.'igilria.1 text must be omitted, or, if the l'etention of such an~ item or 

item:j' ·is e·ssentia~, must be carefully :pa:c~ph:;ased. Stich in.fonnatio~ must· 

b'c .~as sect by a se.curo courier service, by a secure line, or in~ o. ciphe l' system~· 

/: 
I 

26 
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app i·~0d by /s~GJ.AWf • It· lO\m'li not be pi1::JGCd in Glea.r by i:-...,_dio (ind;1.1~:i.nc· 
. . r • 

·radfo, ~~ lepbm 1c). ·· . 

· l~ -. · l~nO'l'/ledge of thc·r~ethod .'J :1r1d scopo of , ancl the t echnical r:iatc;fial 

resultir.r' from ·l;he . S.'\.CLAHT Y effort ·1iill be reatricted tot he nationals ..., 

.of tile !"lat.ion~ ~ll1.ich part5.d_f>atc · i1{ the S•\CLti.l1!T Y e ffort • . Accosa to the 
. ~ . 

I 

·y_ en\i~pi•<;>ducts should, as far as p~ssible, be sim1l.:i.r1.y .restricted • 
. I 

. \ '. •, 
.. , i: 
1.1~~ ·. 1\.11 Y resnlting from tb1(S ;\~L!\HT Y effort will be classified 

' . . . \ 
' \ . . ~ ' ( . 

. · S~~~~ \· ~. d~.si?'~tcd b? a coder:oru; \e:<-::ept a~ provided 1.n paragra1'.>l1.19 

. belo!i.) ~ . · lhe classific<:ttion. and t he. C:odeword s h-111 api;e~r on e ver/ aheet ·· 
. . . . . . . ! 

. , . . 
. . of -~perrhi:ch c ontair.~ or discloses ·the. eY.i.stcnce of Y, exc·ept that,, at 

the discr~tion of the unit coliirno.nder J: this provision need not be a~pli ed to 
I 

. . \ 
pnrely: wolkinc: documents :-ti. thin· ·:!I· Y '.unit. The code,·1ord 1 ndicates t11Dt tl:e 

. ~~~·er;Ln i lil\\S:t be h.andled in ac~or:l;11'.ce wl. th rezu,ht i ons based on these 
' .. i .. 

prind..pl~s \;:ir, d e:1en ~ed :iJl 1. ts cod~vrord sense will also bear tha c l.assi-· 
. i 

ficati.on 5.%CRE'l'. The codenord .v ,d i:ts h1pHcation shall not be m.ade known 

to per~ons riot · ~ndoctr"ina~~d in Y ~or sh-:111 it be us ed in its codeword 

sense in the .presence of ~uch pc1~so11.s. 

15. In pea.cetiine, if Y d0: 'niants are to. be tr<msmi tted_ by bag wi th:l.n 
\ . 

SACUHT 1 {> Command, the route ;"id ·1:rocedure ntust be specially a utihorlzed by 

SA(,1Ai1T ~. having regar:<l to the a deq\.lacy of the security of the route and 

· procedure .. . Documents shl?uld be double-nrapped ond addressed .to a Y 

indoctrinate~ officer (by narm, not fun~tion); the tn_ner envelope should 

bear t.hc appropriate security classification but not the codeword. In 

wartime , discretion will b e left to th e l oca.l c o ~:irn ~md er t o m<i~<e t he most . . , , . ' 

secure arriieenien~s poss ib'Ui. As· :i mir:i num, docume;'lts r.iu .c: t be s ent by 

J1 ::1nd of oific.or or by .3 secur~ c ou:..- ier service. 
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).6. · E):cept in the e:(ceptional t nstanc: es clcsc ri bed i .n. Pa rac;raph 12, 

:.· if Y is' tral,'.lsmit:t,ed rr.i.th:tn SACLAYT's cor:11n'lmi by electric;:iJ. m~ ?.r.3 or by 

. C!r~Y' _physical tr{:) nns not C· ·tnplet,ely SCC\lr'~, it l'rC$ t bn ~:ic i"ypte<l in a 

secu~~ . cryptot;r<lphic channel r ese_rved exclus::i.vely for ~tu.a requirement, 

Pa.rticipatine nati en s mu9t · addi tiono.lly ensure th-"lt "lrllm i Y is trBnsmittad 

· fn_~·9,o~~ 9f ~ . or · ex:t,e01~lly to the St\'GIAJ-ZT conun,.'ll'td it is encr-.rpt€d ·in- ;i 

.~ = : ·C~t~graphic ch<lnnel ~P_€Cially approved by S\CL;\k!'T for thi:J purpose. 

·" 

·' . l?. ',I'h~ highest standard of physical security must . be ~pplied to 

· the "n:.stocy of Y by i:ati.onal authorities and within SACLf\J-IT's · coriµnand. · 

Nomaiiy~ except when in transit under condit:f,.on~ prescribed herein, Y 

ineterl<iJ..., and communications relating ther:ato ITTU8t at all tiioos bor 

•:, (a) under the direct surveillance of a Y indootrinated 

. per:?on responsible. for thetr safo-keeping, or 

· · (b) 10cked in a ·three-combination safe accessible only to. 

Y. ir)doctrt-na ted 'personnel, or 

(c) stored in a locked compartment '\hi.ch is under constant 

·. survet°ll.~c·e by an a med sentry end which is a~cessible ·only to Y 

··. · '-ndoctriJt.?t ed personnel. 

10, · Y. documents mU.st be destroyed as .soon as they have ceased to 

-be ·of use. 'lnia is particularly importa11t under hazardous conditions. 

19·. In orde·r that necessetry opera ti anal use can be n::ad.e of cert.3.in 

· t~s ·of l0'11-l0vel tacticcil Y (such a.5 Direction finder results and 

: . pl.liri :t'i~:xt messagea) on, _..-hich imtrcdiatc action must obvi0usly bo t.aken 

.in canba.t operations, S~Cl!ST -r~,r pcr1ait the Cisset•lination of. such Y, 
. . ~ . · 

r.r.ithout· a ·cod~word md at a classific <1tion not bc::low Confidcnti;1l, tO 

ui)indoctrinatod r.ccipients ,·1ho ne ed to know. 

2B 
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a>. COJ.IDIT end-product or intolligenee based, on OOJttirr introduced 
. . . 

· ~nto Allied intelligence channels by Third Par.ti es partil'ipating in the 

- .Y~s~ru~t.ura, :O-f the oommood a hould be bandied in Y-chennela an:! GUbjected 

: _to t~'_o securl ty irea;st\res PfBScrl.bed for handling Y. Where such Third 

·Party CClt:INJ' is furni~hed by a participating National OOMINT &uthorlty 
. . ~· 

-- or: or~a~zation and ie of a highor grade than y matorial prod.load "1 thin 
. -

th~ I-structure or thM the CCJ,tnrr supplied to the Y-organi~Uon by 

: .1'S/uK/C~nadi~ CCl:lil-TT ~ut. hori ties~ it _will be passed through Y ohannele . 
. . . 

. " . ~ . 

· '. md its distribution ''Will-be kept· to a mini~um. 

21~ . GOlilNl' end-product or intelligence based on C0MINT fn.tro'duced 

~to Allied -intelli'cence ohannele by Third PartieB not pa_rtioipatin~ tn 

: the Y-Btn1cture of the command should, whenever possible, be · f.rsnef9rred . . . . . ' 

· · to!. J~hannel.B at the: first point at- which euch end-product. cir intelligenoe 

._c'en:a 'to "the attent.ion ~! Y personnel, and .from that point transmitted 

directly to the Supreme A.llied Commander~ s Y Officer. Care s ouid ba talcan 

not ' to o_ompromise · the erlstenee of y channels a.a suoh. 

All.ied Commander's Y _Off1cer shculd bring any such materlal t the 
- --·- --- --- -

Fom> 781·Cl3S 

~ttention of the ~ ot _B (I) f(ff' decision aa to further a~tt n or . 

tliHemi~tion. In deciding OQ. .such !'urther -action or d111s - ne.tion, 

tbe -_AC Qt S (I) will give full consider&tion to the need . 

COMJlf1' • _- - ,• . 
• . . ! 

22 • . Uatio~ &uthorit~ea f!.lld SACLAl'fl' must expand ese prin~ipl+• i 
. "· I 

1n1;.o a set of i;ee;µ.lations · ada:pted to lo'ce.l cond.1 tione . , op~@a ot t.bi; 

Y eecurity regulations or es.ch na.tional authority wiil be rorW"E..rded o 
: . . 

_SACLAllT t.hrough Y channels. 

29 

. 
I 
I 



. .. :· 

TO' SECRET CAf OE 

l 
I 
I 

'!'O!' 3E9Rl!H' :sMrQE - SECURI'l'Y INFORMATION 
l :' : : 

.. I 
. I 

CHANGES .IN PHRASEOLOOY IN APPENDIX Q. 

BPC53/Q)Fi.oal 
048 

1.9 March 1953 

1. The ~op.f'erence reccmnends t.be following changes in 

phraseology to clarify ref.erences ~ Bri tiah Cammomrea.:Lth Countries in 

paragra.pha 1.1. - i6 of Appendix Q. .Tbe changes, which are in f'e.ct 

1nsertione in all cases, are underlined below: 

a. The title of :para. 11 to read: 

"PRINCIPLES OF COLl:.ABORATION AMONG COMINT CENTRm OF THE 

• ' . 

... 

. ,, 

, --
. ,, . -

u~-s,,·,AND· THE''U.K. AND CII'HER BRITISH CCl-1MONWEALTR COUNTRIES''. - ... _._ 

b. The first sentence of pare.. ll to begin: · 

"other British Commonwealth etc." 

c. The second sentence of pe.ra.. 11 to read in :pa.rt: 

11traffic and technical material vith other carmonwealtb 

centres etc. " 
.J .... 
d. The aubbeading wi thio para. ll to read: 

"PRINCIPLES OF COLLA130RATION AMONG THE u~s., AND TEE U.lC. 

AND CYrm:R BRITISH COMMONWEALTH· OVERSEAS NATION.AL CGO:Nr CENTRE'S. 11 

e • . The- title of .para. 13 to read in part: 

"PRINCIPLES OF COIJ.ABORATION AMONG TBE U.S'. 1 AND THE U.K. 

AND Ol'HER BRITISH CCMMONWEALTH etc. '' 

. f. The first sentence of pare.. 13 to read in !le.rt~ 

"invol.ving .both U~8. and British Camnonvea.ltb forces etc. 11 

g. The first sentence of :para. 14 to read 1n 'part: 

"co-operation among the u .. s., and the U.K. and other 

Commonweal th etc. " 

1 
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APPENDIX Q 

ANNEXURE ~ 

COLLABORATION BETWEEN U~f!· AND U,K. NATIONAL COMINT CENTERS 
\ 

INTRODUCTION 

l.- Thie Annexure eeta forth agreed arrangements for the implementation 

of the princ1plee of coll6bore.t1on contained in pe.ra.graphs· 7 - 10. of 

·x Q to the BRUSA Agreement. Al thougb these l'.lrinciJi'.)lea a_pply in 

cu.lar to a wartime eitue.tion, e.t least two etae;es are involved in the 

implementation of the provisions of thia Awendix. These are: 

a. Peacetime Augmentation Program - to be effective up tp 

the day of full mobilization. . 

b • Wartime combined ettort at full. see.le. 

fF.Aam'IME AUGMENTATION PROGRAM 

2. During peacetime, cmnbined NSA-GCHQ efforts will be establishecl 

on specific problems, as a.greed bet-ween USCIB and LSIB. · Arrangements 

for. combined efforts vill be me.de for tho&e problems which Under existing 

qonditions can be most effectively processed e.t one center.. These 

arra.ngements will be kept under continuing rwiev and are subject to 

cbange by either pe.rty. 

mentation program vill be as agreed upon between USCIB a.~ L9!B ~ 

WARTIME CoMBINE'D EFFORT M GCHQ 

3. That part of OCHQ producing COMINT relevant to a war in 

Europe and c;nttguouo ereae will be B'®Jlented with U,S, COMmT res,ce• 
~ will 'form a. combined operation to be DBl'.lled the Ccmibi.ned Center, 

Eur';e (COE)• 

ORGAN!ZATION · 

4. The organization of the CCE vill be ae follow: 
' .------------------------------------------------------------------------------------. 

1 
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·b. Director, OCRQ, viu ·be assisted by two Deyuty Directors, 

one appointed by the Director J NBA, and the other 'oy the .. 

U .K. The U .s, Deputy will be prima.r~ly concerned 'With 

the Groups assigned to the CCEJ the U.K. Deputy,prima.rily ·: 

-.·" .. :.· with those OCHQ elements which Will rema.in'outeide the CCE. 

c. Director, GCRQ., will be further assisted by a nwnber of 

Aseiete.nt Directors, o~ whom one, appointed by the 

Director, NsA, will have major responsibilities 'for 

Production vi thin the. CCE. 

d. Belov Directorate level, the CCE v.1.11 be organized into 

a series of groups, ea.ch responsible for a specific sphere 

of operations. 

CONTRIBl1I'ION OF RESOURCES TO THE CCE 

2. 
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b. Small portions ot GCBQ may be · retained outside the CCE 

for such purposes as _special ex:plo1~tion or dissemination 

tasks required by U .K. intelligence consumers., particularly 

with reterence to subjects outside Europe and contiguous areas • . 

c. The u~s .. vill cont~ibute substantial COMINT resources to 

the CCE, details of which are given in Exhibit 1 to this 

AnneXU?'e. 

TASKS OF THE CCE 

' 6. - ' ' 'i 
The main ta.eke of the: jCCE will ~e: 

a. Technical. COMINT support o~ U.S., U.K., and other British 

Commocveal.tb f'i~ld resources in Europe .and contiguous areas. 
' j I 

'' 

b. TechniceJ. COMIN:f support ~ ot the Y units of Third Party Nations 

participating in the Y structure of Allied Command.s · i~ 

Europe and cont~~· Sr~as, . in ~ccordanoe w1 th the provisions 
I-;, 

of Appendix P •. 
1

: ·1· 

c. Operational cotjtrpl of u.s., U.K., and other British 
' '_i 

Commonweal~ field resources essential to the cover~e of 
I 

· Europe e.nd. colit~guous areas, except those reqUired Md 

reserved for close support of the· field forces ot the 

contributing nation or otherwise reserved by the 

contributing nation. 

d. Processing and exploitation of COMINT material relevant 

to Europe and contiguous areas. 

e. Research in support of such processing and exploitation. 

t. -Production of COMIN"l' 1Uforma.tion a.nd the distribution 

~f such information directly to appropriate national or 

combined COMINT centers. 
/' 

( 

3 
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PRF.sENTATION OF U.S. INTELLIGENCE REQU:oID-IBNTs TO DIRECTOR, GCHQ 

i 
I 

8; a. ~arwe.ph 8 or Appendix Q provides thst the complete e.nd 

product of the CCE 'Jill be me.de i.nlned.ia.tely ave..1lable to the intelligence 

organizations of both na.tione. '1'o thls end, the 1..G iotellJ,.·gence liaison 

officers ·at the CCE \.lill receive the end-product of the CCE. 
OG!< 
t:o l . 4 . I c I 
1':0 J . 4 . lol 

. ' 
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b. The CCE will endeo.vor to produce end products in the f:.orm 

or .forms acceptable to the US and the UK for dissem1ne.ti0t1 to a..1.1. authorized 

intelligence recipients and this w.111 be the form in which the in!'orme.tion 

will normally be disseminated. 

c. The US intelligence liaison officers will be responsible for 

dissemination to US Commands and other US rec~piente abroad and fOl' the 

dissemination of selected items to their pa.rent US intelligence organi-

zationej GCHQ w.111 continue to be responsible for dissemination to UK 

COlillla.rldB end UK Intelligence Organizations . 

d. The US service intelligence liaison officers and GCHQ will 

collaborate in dissemination to Allied Commands,_, a.nd combined cryptographic 

channels w.111 normally be used . In exceptional ~asea where there is 

die~eement bet..reen GCHQ and US service ·intelligence liaison officers on 

ad.dresseea or on the substance of the in!'orm.a.tion to be disseminated 

to Allied Command.a, either may d.iss~na.tc . provided that .tt ,~e: ma.de clear 
- ,,>_:!' . . 

that the other ie not committed end that the re~t-:toflehlp to any other 
. ~-~ 

disseminated version is stated. Every effort will be made to avoid or to 

resolve such disagreements . Copies of CCE eod products d.ieeeininated by 

electrical means to Allied Comma.nd13 will be immediately disseminated. to 

the e.ppropr1ate intell~gence organizations of both nations, a.a required.. 

e. The US intelligence liaison officers "'111 have access 

to thoae pointe in the CCE activities where the CCE end product be-

comes available for dissemination. 

r. ·The u.s. Intelligence Organizations do not intend to 

establish intelligence ·production groups at the· CCE, No exact eetima.te 

or the number of intelJ..igence liaison personnel necessary cao be ID.Sd.e 

e.t this time; however, 1 t 1B eXJ;>ected that they will be in such numbers 

as to operate a watch in connection with each point of dissemination. 

5 
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10. Personnel exchanged between NSJ\. a.nd. OCHQ will be integrated 

organizational.ly within each ~enter, will remain assigned to their 

home agency, and will be otrerwise reSJ)onsible to a resident head. 

tram thle home agency. In the c:aee of a problem vhich is· to be 

vorked e.s a primary_cOIIIZlitlllent st one center by a cCfllbined NSA-GCRQ 

6 
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, --
group, tbe e.x:cb.e.nged pereonne:1 vill be integrated in both technical 

I 

In the case ! of' e.nd crperatione.1 management positions witbin the group. 
I 

a problem worked jointly at both centers, excba.nged. personnel Will be 
I 

integrated tecbnicel.ly into the groups at ee.c.b. center. An equal 
. ' . 

voice in technical and operatiooa.l management v:1ll be exercised only~ 
i 

on tbese problems be~ worked 8.s s I>rimar:Y cc111:m1:bnent ,e.t one cen.ter 

by a. ccmb1ned group. 
"i 

. EsTIMATE OF PERSONNEL AND EQUIPi-1ENT REQUIRED FOR WARTIME AUiMEHTATION i 

PRCGRAMME 
I 

u. Exhibit 1 to this Aimexure contai.DB tbe estillla.te of 

personnel end equipment required. for the wartime auguientation 

program. . Its details v11J_ be revieved from tillle to time by both 

partie~ and revised aa necessary: 

STANDBY ARRANGEMENTS FOR CONTINUATION OF ~CMBINED OPERATIONS Df THE 

·EVENT OF DISRUP!'ION THROUJH ENEMY ACTION 

~'' ~ L 

,.. 
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OPERATIONAL AND .. LOOISTICAL REQUIREMENTS FOR THE WARTIME AOOMENTATION 

OF GCIIQ 

1. · It ·is estimated that a total .qpere.tiona.1 strength of 9000 will be 

needed f~r the CC)!! in war to deal with. th, lproblemB 

assigned to it. The UK intends to contribute a.bout 6ooo of this total. 

In view of the importance of the CCE to the US intelligence effort it 

is felt that the US ebould endeavor to eupp:cy·the additional. 3000 persons 

who would be required. 

2. Existing ~mobilization manpower plans allow !or an increa.ee of 

5500 to .GCHQ'a pee.cet~ establishment of 4ooo in the first twelve months 
. I 

I . 

of war. Of this 5500, 3200 will be provided. during the fir~t three 
i 

months of war. 

3. The bulk of the increase is intended for the reinforcement of the CCE 

'' 

e.nd supporting groups, which m,ecy. be expected to give these groups a tota.l 

strength of about 4000 by M J 3 months, and. of the fine.l 6ooo by M_ t 12 months. 

4. A sma.ll proportion (at present estimated at 300) of the GeijQ staff 

may be sent overseas and would thus not be available to the CCE. 

5, During the period Mt 12 months, the U.S. targc-t shoUJ..d be· to reinforce 

the CCE by 2000 persons. lt is recommended that this incresae be phased 
I 

e.e f'ollow: -- . \ · 

(a) . By' JI. J 6. The provision ~f at least 500 persona, of '""""\the 

ma.jority'sbotUd have had training and experience in COMINT producti1n· e.nd 

reporting activities. 

(b) By M f 12. The provision 0£ a further 1500 persons. It ~e 
I 

realised that ·~or practical reasons the majority of these wil.l not have 

had extensive training or 'experience in CCMrNT activities. Nevertheless, 

every effort _should be ms.de to ensure that a.a nwny as possible have e.t 

8 
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lee.st had basic COMINT training and that e. cadre of trained COMINT personel 

be included in this grou.p to ensure the effective integration cf' the group 

rlth the CCE. 

6. !t is recognized ths.t the U .s. cont:ribution to the CCE ms.y be 

reduced in accord.a.nee with any a.llocation af personnel to other national 

or combined centers i~._ _________ ....,... _____ 1.:rorldng on CCMINT 

problems pertaini~ to Europe and 'contiguous areas. 

7. Equipment req_uirem.ents fer the Centre ehculd b·e collSid.er_ed. in detai.l 

1 eo_fa.r as possible in advance of war by N.8.A. and G.C.H.Q. In this 
I 

connection it·ie intended that G.c.B.Q. should lll5.ke the ma.x1mum possible 

contribution in the develcpment e.nd·use of enalyticeJ.. machi?lery for 

research and. exploitation. The U.S. contribution of stand.e.rd. IBM 

equipment sh'!ll1-d be commensurate with the U.S. contribution of personnel· 

to the CCE, ba.sed. upon existing proportions of such equipment to 

processing personnel within NSA. 
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APPENDIX Q 

ANNEXURE Q2 . (" . 

. f 
J 

PRINCIPLES OF WARTIME COLLABORATION AMJNG COMINT CENTERS OF THE 

U.S., U.K. 1 AND OTHER BRITISH COM?-ONWEALTH COUNTRIES. r' 

1. In the event of hostilities involving the U.S., U.K.j Canada, 

Auetra.lia, and Nev Zealand, ~ereioafter ref~rred to as c.?llabora.tiog natiooB 

the COMI:NT co.11.a.boration among these nations will be such ae to ensure the · 

greatest possible contribution to the prosecution of the 1'B.r consistent with 

security. 

2. Normally, co1labora:tion liill be effected through direct co-

ordination between the appropriate COMINT organizations. Where .oeceeee.ry 

and feasible, however, COMIN'l' oj.·ganiza.tions may be iotegra.ted as mutually 

agreed. 

3. Field COMINT resources o~ one or more of the coll.aborating 

nations operating in a theatre aupported by a national or combined center 

vill be provided by that center vith such technical assieta.nce as 

me.y be required e.nd mutue.lly agreed. In order to facilitate such 

arrangements the national authorities may assign liaison e.nd working 

groups to these centers as necessary. 

4. Arrangements in theaters in which the forces of only one of 

the nations ere engased are not subject to the specie.1 principles 

sta.ted in this e.nnexure. 

5. The COMINT authorities of the collahoratins nations will remain 

fl"ee to require their National COMINT Centers both at home and overseas 

to undertake any ts.ak relevant to their national worldvide interests, 

and to set up euch additional Centers as may be necessary. Subject tc 

this over-riding ~rinciple, there will be a broad division of tasks 

between the National COMINT Centers in order to insure the maxillillin 

tiroely interception and production of COM;rNT inf'orma.tion. 

'l'OP SECRET CANOE 
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d 
follaving e.rre.nge111ehta 

1 · 

are projected: 
I , 

I \ 

/ 

a.. 

b. 

l 
In viev of the geographic proximity of the C · an 

and the U .s, National COMINT Centers, and of the \ 

cloee relationehi}Ja "1hibh vill e~iet between the \ 

military forces of the two nations in time of \ 

e.n integrated ~ffort on specific p~obieme may be 

required. Such collaboration may ii:IVOl ve a.n exc 

of technical personnel between the two;Center•, snd\tbe 

pt-ovision by NSA of technical support to the ittegttf ted 

effort to the extent desi'rable and feasible. \ · 
\ 

minimize 

\ 
I 

In the Pa.ci:fic Area collaboration ts required 

the need of duplicate interception and proceae 

facilities. The U.S. rather than establishing 

National CO~ Cente~ i~ the South~est Pacific\ ~l 

coordinate its COMINT operatio.cs in this theate~ vith the 

center in Austra.lia as required. 

c. The U.S. National COMINT Center(s) concerned with the 

Pacific area. 'lrlll ha.ve direct cc)l"aman1 cation vitb the 

COMINT authorities of the collaborating nations in order 

to effect rapid exchange of COMINT materia.l'as reQuired 

and ae mutuall.y agreed. 

d. The u.s. envisages the assignment o~ a U.S. working party 

to the center in Australia immediately upon the putbre&k 

of hostilities involving both ~artiee. Thia vorking 

party vill take part in the operations of the Center in 

Australia a.ad will serve as the cadre for any further · 

augmentation of the center i.n Aust~ia. which may become 

desirable as the war progr-esses. 

11 
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// 
· 1e .: The 
-; j 

U.K~ vill increase ita contribution of personnel to the 

I 
! center in Austre.l.ia on the outpreak. of hoatilitiea. · 

ESTABLISHMEm' OF OVERSEAS NATIONAL COMINT CENTERS \ 
1 

7. Current plans consider the possible establishment of COMIN'r 

Centers a.s eet forth in Exhibit 1 to.this ~exure •. !ta details vill be 

-----re-v-.ielled from time to time by the pa.rtie.a concerned and reviaed a.JS 

11ecesaa.ry. \, 

~. , Efr.PABLISHMENT OF OVERBEAS COMBINED .CENTERS-

· 8. W1-th reference to U.S. and U.K. plane to establish National 

COMINT Center- cirC'UJll-

sts.ncee nay require the establishment of a combined UK-US center in this 

e.rea. 

12 

TOP SECRET CANOE 



OGA 
EO 1. 4.. (c) 
EO 1. 4. (d) 

..... ,. ... .. 

Form 781·Cl3S 

'I'OJj SECR-ET CAWOE 
'fOF SEORE'i' OAiieE SEGUfll'P¥ IN¥!0m4ATION 

APPENDIX Q 
Annexure Q2 
EXHIBIT I 

. BPC53/Q.s/Fina.l. 
o44 

19 Marcil 1953 

l] 

-TOP SECRET CANOE 



·._;roP 8ECRETe-

relf SECltf:'f - SECUBITY INFORW..TION BPC53/Plen/M (1) Flnal 
002 

2 March 1953 

UK/us BRUSA PlanninB Conference, 1953 

Minutes of the first meeting of the Plenary Cornrni ttee· held a. t 11: 30 hours, 
2 Ml.rch 1953, in the Lounge, ~a.val Security Station, Washington, D. C. 

Those present were: 

UK DELEGATES 

Mr. c. Loehnis 
Brigadier J. H. Tiltne.n 
Col.onel R. c. Yolland, Army 
Mr. w. Millward 
Mr. A. W. Bonsall 
Capt.a.in M. Hodges~ RN 
Comna.nder H. H. Ridler, RN 
Wing Cotm10.nder F. W. Rudson, R.A.F. 
Mr, H. J. Drvden 

Major General R. c. Part~f<J.ge, USA 
Rear Admiral earl F. Espe'-1 \µSN 
Major Oeneral J. A. Samfoi~~ USAF 
Brigadier Genera.l H. Reiche,lderfer, 
Mr. R. Forwood 
Colopel A. R. Ma.rcy, USA. 

' 

US DELEGATES 

Rear Admiral J. N. Wenger, USN 
M:r. V. P. Keay 
Mr. R. F. Packard 
Dr. L. W. Tord.ella. 
Mr. H. D. Sheldon 
GaptaiD B. F. Roeder, USN 
Lt.· Col. G. C. Long, USA 
Lt. Col. c. M."'I'ovnsend, ' USA.F 

Captain J. S. Harper, USN 
Capt.a.in J. R. Deonis, USN 
Capt.a.in W. A. Wright, USN 
Captain R. L. Taylor, USN 
Colonel T. M. Hetherington, US.AF 

USA Colonel B. Pul..l.ing, USAF 
Mr. S. D. Ellis 

Lt. K. B. Monypeny, Jr. a.cted\as Secretary. 

l. In welcoming the members of the U. K. d.elego.td.on, 1-hjor General Ca.nine 
expressed the regrets of' Mr. All,en Dulles, Chairman, USCIB, who waa UDEU>le to attend. 
the opening meeting. He stated that Mr. Dulles had designated a personal 
representative to deliver the open~ng address, but tha.t 0111¥ ver-y ehortly be~ore 
the meeting, it wa.e learned tba.t the representative ao designated was a.lso un.abl.e 
to attend. He further stated that it therefore became his plea.sure to welcome 
the B~i tish delegation on behalf 01'00 the Chairma.n, USCIB, e.nd h.ixnsel.f. 

He noted that since the London ~~nf'erence o-r 1952 ma..cy events had · 
tranSJ;lired. He CODllOOnted that he consJdered the only ein poeaibl.e in the COMINT 
business to be a. st.a.tic condition, aru:t.\e.dded that neither the UK or US had. 
been guilty of sponsoring such a condi -£:,~on. 

\' 

In concluding Ma.jor General Ca.nine '·~aid how delighted he we.a to 
welc01m Cormoa.nder Loehnis as the head of \~he British delegation. He expres sed 
tli~ hope that a.11 · the delegates enjoye d th~ir stay to the fulle s t e.nd would 
a.le.a fully complete the heavy schedule set\ out bef'ore them. 

·, . 

OGA 
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2. Commmde~ Loelmis, expressing the.nks on beha.l:f' of' the ~ delegation 
for the warm welcome me.de, said how much ha, personilly, and those of the delegation 
who had been here before ha.d been looking !'oIVS.l"d to the vis1 t ·;: .. He added 
that the one or two delegates who ha.cl not roe.de the trip previously \iould 
quickly learn to look forward to tbe next visit. 

Qn the subject of the Agenda he stated tha.t he fee.red that the 
rather ' t1~avy Agenda facing tbe delegates to the conference \18.S rather the 
ra.uJ..t of the UK because Of their desire to coxqplete the conference vi thin three 
a.o.d a haJ..f weeks. He eJq>lained that tbe shortage of .personne:l;. e.t GCHQ 
combined with the extra burdens of the n:.:>Ve to Cheltenham necessitated such 
a schedule for the PK delegates. · 

He noted that in the past, at simil.e..r confel'.'ences it he.d always been 
possible to work out solutiona to problemB which ""Were satief'a.ctory to both the 
US a.nd the . UK. . . 

Re continued 'Qy seyiog the. t, a.l though "there "W"ere apparently one o:r two · 
items on: the Agenda for · the present Con!'ere~ce with which it would be difficult · 
tp deal, he ~e .confident that the future wtjuld prove simila.:r to the past inso:f'ar 
as satisfactory: solutions ~re concerned. · ' 

• , • .!'--""r , • · ~ ---.-· ) ' 

3. General Ce.n.j.ne invited Coi:mnander Loehnis to take the chair of the . 
Executive Committee. Commander U:>ehn.is expressed bis thank.a but proposed Rear 
Admira.l Wenger in ·his ate'a.d. This vae e.cce:pted ·e.nd the e.p:pointment of Mr. H. 

, .J. Dryden a.s British Secretary, and ·Lt., K. B. Monypeny, Jr. as u.s .• Secretary 
· was approved,. 

4. It was agreed that the Executive Comroittee would. be compo,sed as follows: 

' 
Mr. c. ~bnis 

·Brigad.ier.J.· H. Tiltm9.n, Army 
Colonel' R ~ G. Yolle.nd, Army 
Mr. w. Millward 
Mr. A. W. Bonsall 
Command.er H. H. Ridler, RN 
Wing Co:mmg.n.der F. W. Hudson, R.A.F. 

. . U.S .. 

Rear Aclllliral J. N. Wenger, USN 
Mr. R. F. Packard 
Mr. V. P. Kee.y 
Mr. H. D. Sbei.don 
Dr. r.. W. Ti>rdellA 
Captain B. p, Roeder, u.s.N. 

·Lt. Col. · G. C. LO'Il81 U.S.A. 
Lt; Col. Charles M. Townsend, U.S.A.F. 

5 • . It was further e.gLeed that the first ~et1ng of the Executive CO:mmittee 
would be at 1430, 2 March 19531 in the Lounge at tbe Naval Security Station, 
and the Cba.irine.n of the various working groups would be instructed to attend~ 

6. There was no ot~r business.' 

_ .. ---·- /r;/ H. J . C • . DRYDEN 
UK Secretary 

/::, / E. D. ;.;QJJYPi::~rI , JR. 
US Secretary 

' \ - 2-
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U.K./U.S. BRUSA Planning Conference, 1953 

Minutes of the first meeting of the Executive Cormnittee 
' held at 1430 hou:rs, 2 1-hrch, 1953 

Pr.esent 

Cha.ihnan: RADM. J, N. Wenger 

U.K. Representatives 

Cd?-. C • Loe hnia 
Brig. J. B. Tiltman, S.B.L.o~ 
Col. R • . G. Yolland1 Army 
Mr. w. '\Millward 
Mr. A. ~. Bonsall 
Capt. M Hodges 
Cd.r. H. H. Ridler~ R.N. 
W/C F. • Hudson, R.A.F, 

Mr. H. J C. Dryden 
(Sec 

1
etary) 

• I 

I 

1. Revie of Conference A nda end ·or 
' ' . 

U.S. Representatives 

:RADM. J. N. Wenger tJSN. 
Mr. R. F. Packard 
Mr. H. D. Sheldon 
Mr. V. P. Keay 
Capt. B. F. Roeder, USN. 
Dr. L. W. Tord.ella 
Lt. Col. G. C. Long, USA 
Lt. Col. C. M. Townsend1 USAF 

Lt. K. B. Monypeey, Jr, · 
(Secretary) ... 

ization of the conference 

RAdm. 
l ·· ot the Exe 

RAd.in.. We 

Wenger proposed that Cfu-.' : Loebnis aaeume Cbairma..oebi-p 
utive Cammi ttee. The latter declined and requested that 

as Cha.irm9.n, Thts ' was a.greed. · 
• 1· 

ttee agreed to the proposed Conference Agenda as 1n 
Annexure 

The CoillDli ttee further a.greed truit the delegates form . subcommi ~tees 
to consider each item of the agen~~ ; 

2. Conmd ttee etructuxe and confetence program 

It '\o'B.a a.greed that the subcoinmi ttees to be appointed vould be designated 
I • 

by the pe.rticul.e.r Appendix they were to consider. 

The Cha.irnan proposed· that the US f'urnish .Secreta.riee tor the various 
' subcommittees a.nd that the Chairman· or subcommit tees be selected upon the basis 

of the party which initiated dts~asion of the items. 

The Con:mittee accepted both these proposals. 

A1'ter diecuesion the Cormni ttee agreed that subcommi tteee would normally · . 
meet initi.s.lly at 0900 each 100rning. 

The Chairman proposed that the subcom:n.1 ttee to be appointed l.e.ter gi'ffl 
firs t priority to discussion of Append.ix B and Appendix ~. 

3. Appointinent of subcommittee rrenmers, 6.Jld des i gnation of subcommittee 
chairmen. 

Tbe Co.mmittee a.greed on the composition of subcolmlittees as shown in 
Annexure 2 , and 

!\rrther a greed t hat subcommittee s B a.nd Q. meet at 0900, 3 March, in 
Rooma A and C o:f.' the Conference Hes.d.qua.rters j Subcommittee H to meet at 1000 
in Room.B; and subcommittee P(A) to meet at 0900, Thursda.y 5 March. 
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4. -committee procedures, schedules, a.nd reports 

The Committee agreed to the proposals for cot)dµ~t of committee vork 
as contained in Annexure 3. 

5. Schedule of Executive Comm.1 ttee meetings. 

It was agreed that the Ch.a.irrra.n e.nd the head CJf the UK delegation vould 
discuss the Schedule of Executive Committee meetings f\ll"'ther in order 
to arrive at an -arrangement which Would least interfere with the work Of 
the subcommittees. 

6. Additional items for inforrre.l discussions 

The Cerami ttee agreed to assign the various i te~. for i.nf'onne.l. discussions 
to eubcollllI1itteee as follows: 

(a) .Arrangements of Exchange and Dissemination within BACLA.NT 1 e 
Command of COMINT beyond the Scope of Third Party Colla.bora.t1on -
To SubConmrl t tee PB• 

(b) COMINT (beyond Third Party arrangements) between SACEU.R/SACIANT 
and subordinate commands - To SubCommittee PB· 

( c) - Definition of "re lee.sable equipment 11
• 

To SUbCommi ttee PA 

(d) USGRO - To SubComrni ttee Q.(b) 

(e) Prel1m1nary UK/us discussiona on counter clandestine a.rra.ngenents. 

U.K. 

_,.._I ...........---. ............... -.....,..._____. 

Mr. A. W. Bonsall 

u.s. 

Mr. V. P. Keay (Chairman) 
Mr. c. P. Collins 
Mr. H. L, Conley 
M9.j. J. B. P"ra.tt 
Mr. w. B. Ryan (Secretary) 

( t' ) D. s. B • - For di B CUB B ion be tween. the heads of the me a.nd 
US delegation. 

7. Announcements 

Dr. L. W. Tordel.la delivered an explanation 0£ the recent reorganization 
Of NSA. 

·1·op 

-2-

/s/ 11. J. C. DRYDEN 
UK Se ere tary 

Is/ K . n . :!·Ol-iiP.i::: m, .rrt. 
US Secretary 
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CO~TrEE MEMBERSHIP 

"EXE:CUI'IVE COMMI'ITEE 

UK 

Cdr. C. Loehnia 
Brig. J. H. Tiltman 
Col. R. G. Yoll.a.nd, A::r:my 
Mr: W. Millward 
Mr. A. W. Bonsal.l 
Cdr, H. H. Ridler, R.N. 
W/C F. W. Hudson, R.A.F. 

us 

Rea.r Admiral J. N. Wenger, Chairman 
Mr. V. P. Keay 
Mr. H. D. Sheldon 
Dr • L. W. Tordella. 
Mr. R. F. Pa.ck.a.rd 
Army - Lt. CoL G. C. Long, USA 
Navy - Captain B. F. Roeder, USN 
Air Force - Lt. Col. C. M. 'l'0\111.Send, USA' 
Lt, K. B. Monypeny, USN (Secretary) 

SUB - CO~Tl'EES 

l. Appendix B. 

Col. R. G. Yolle..nd, Army 
Cdr. H. H. Ridler, R.N. 
w/c F. w. Hudson, R.A.F. 
Mr• W. Millward 
Mr. H. J. Dryden 

2. Appendix D. 

Mt- • . A. W. Bonsall (Chairman) 
Col. R. G. Yolland, Army 
w/c F. w. Hudson. R.A.F. 

I I 
·Mrs. H. E. B8her 

3. Append.ix B. 

. Ce.pt. M. Hod.gee 

4. Appendix N. 

Col. R. G. Yoll8.nd, Army 
Mr • A. \.J. Bonsall. 
Cdr. H. R. Ridler, R.N. 
W/C F. W. Hudson, R.A.F. 

Mr. R. F. Packard (Cb.a.1rme.n) 
Dr. L. Shinn 
Mr. S. P. Ellis 
Mr • C • P. Collin.a 
Colonel K. G. Clow, USA 
Major J. B. Pratt, USA 
Captain B. F. Roeder, USN 
Lt. Colonel c. M. TCJ\-l"D$end, USAF 
Mr. Gordon Sommers ( Secret8.ry ). 

Captain N. E. Blaisdell, USN 
LCDR. R. L. J. McKee ~ 

Mr. c. c. Corry 
Major T. W. Burke, USA 
Major C. D. Pryor, USAF I · 
Mr. N. Boardman (Secretary) 

I 

Colonel A. IL Marcy, us'A ( Chairi:nanJ 
Captain G. J. Kirkby, j3AcFJJR 
Colonel Wild.ea, USAF 
Lt. Col. R. G. Holtont Jr. BA.CEUR 
CDR. J, M. We.taon, UqN 
LCDR. R. T. Conley, pSN (Alter~te) 
Captain Russell Jonis, USA ' 
Col. G. E. Sampson . 
C-"l.:pti:i.in Ji'. K. Loon.e. , USAF (Secretary) 

I . 

I 
Lt. Col. L. Booth, USA (Cha.!rmaii) 
CDR. M. B. Gillespie, USN 
Major McGreer, USAF 

... . _... ... ... ... ..... ··· I I 
Mr. R. Be.ttey 
Ha.jor O. Jones> USAF (Secretary} 

1 
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5. Appendix P(a)· 

.. . Mr • A.. W. 'Bonaal.l , 

.. :.········!......___ _ _____.I 

6. Appendix P(b) •· 

Mr. J Millllard (Chairman) 
Col. /IL G. YollAnd, ArJIJY 
Cap • M. Hod.gee 
Cd.r H. H. Ridler 
W/ F. W. Hudson, R.A.F. 

A~pendix Q (A & B). 

Mr. A. W. Bonsall 

/

Col. B. G. Yolle..ndJ Army 
Ca.,pt. M. Hodges 
W/C F. W. RudsonJ R.A.F. 
Mr. D, L. G. Crewe 
Mr. W. Millward (B) 
Mr . C. R. Forwood (B) 

Annexure 2 . 
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Mr. F. Rowlett (Chairman) 
Mr . R. E. Anderso~ 

: Dr. L. W .... Tordella . . 
t:t. .' -Co1. :~-:-ti : · li6rton;- u5A·--­
Lt. Col. G. C. Long, USA . 
Mr. A. w.· Foley (Secretary) 

Captain J. R. Dennis, USN 
Captain B. F. Roeder, USN 
Captain W. A. Hawkins / SACLANT. 
Major E. M. McBride, USA 
Lt . Col. C. M.- Tovnaend, USAF 
Mr. N. M. Murphy (Secretary) 

Mr. O. R. Kirby (Chairman QA) 
Mr. J. F. 0 'Gara., Jr~ 
Captain R. Ta.ylorJ USN 
Mr. T. A. Miller 
Mt- • F. Griffin 
Mr. B. K. Bufrbaro 
Mr. G. M. Robb (Secretary) 

:" (Chairmanship of Qs remains undecided) 

8. Appendix O. 

Mr. W. Millward 
w/c F. w. Hudson, R.A.F. 

- 2 -

Mr • F. A. Sims (Chairman) 
Captain R. O. Minter, USN 
Lt. Col. R. A. Dick.soo, USAF 
Lt. Col. L. H. HutchinsonJ USAF 
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1. The Executive Gonu;ti.ttee 'Hill cle~ign3.te ti1e Cn01irman and ~01npu;;;:i.lAon 
of each Com."l1i ttce a1-.d a lloc;l\:.c its t~.sk. 

2. Committee Cl13irmen ar.e re:3ponsible for ar.ranging wi.th the Conference 
Secretary for the rese1-vation of Comrnittee roorns. 

3. 'rhe S(')cretariat is prepared to render all typing and duplicatir.e service. 
A limited amount of stenogra~lhic service is av:;d. lable. 

4. ·working committees will not be required to submit minutes.of their 
rieetinBS• However, a progress report will be required from rill working co:nmittees 
on Thursday 5 ;-:~rch 1953· 1'bis l"eport wilJ include: 

a. Statonent o.f iter.\S con.sidered. 

b. Statemerrt of aey ite1~s _completed. 

c. Questions requirin~ resolution by the Executive Committee. 

d. Instructions required of E:xecuti ve Goi:tro.i ttee 

e. !\dditional progress reports will be submitted as directed by 
the Executive Cotil8ittee. 

5. .All pafers of 'Nh,J.tever n~tnre will be dated. Hl committee vrorkinG 
papers wi 11 carry a <late only. n l othe:r- papers, except working papers·, will 
carry a reference number constituted as follows; .~···· 

i. 8PC5J/ - BRUSE\ Plmning Gonferer:ce 1953· 

ii. Followed by Co11unittee designation a.~ foll011s: 

EX - Executive Cammi ttee 

B Appendix 0 Sulx:ommittee 

D - Appendix. D Subcommittee 

etc. 

iii .•. Follow~d by/and one of the following: 

A. - Agenda (serial number of meeting in () ) .• 

M Hi.nut es (serial number of rre etine i.n ( ) ) • 
(Binutes will be kept only of Executive and PlGna.ry 

Coiill!li ttee 1-!.eetirig.) 

R - Report 
( A.11 drafts to be numbered serially and fin<i.l drafts so 
marked.) 

iiii. Directly Ll.tlder tbe lbe c ontinuin~ the above data will be a 
serial number indicati'":~ tl~e cor..ference serial nun.lJer of the 
paper. 

1 . 
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Exo.mples: 

Anne:rnre 3 
'.WC5J/EX/JJ( 1) l;'in~l 
001 

BPC 53/F:J./i·,1 ( 2) 
251 

lat Dr.?..ft - 1st draft of the rriinute.9 of the 
2nd 1reeting of the Executive 
Committee. 

DPG 53 /D/R Final 
132 

Final report of D Committee. 

Working Committee reports after.approval by the Executive Co1Tu~ittee vnll, 
lC 

in addition to other reference, bear the words 11Final Conference F aper. 
. ' i . 

6. ,\greed p<tpers which tre appropriate for ir:clusion as dppendices, 
~nexures, or e::chibits to the Bl1US1~ l\.greeme,nt will be prepared accordj_ngly. 
All dra~s ::ire to be numbered .J.nd q£ttect. rinal drnfts •till be so marl{ed. 

i 
? • Committee reports ::md other papers which· are to ba considered by the 

Executive Comniittee will be submitted protaptly to the Conference Secretary. 
. . 

8. The Conference Secretary will deliver immediately to the members of 
the Executive Com.L~"'-.ttee ::tnc1 Workin; Conunittee p.apers desigriated by the Working 
Committee Chairman as for c 0nsideration of the Executive Comrni ttee ~nd wi 11 
notify the Colil.Jllittee Gh:J.irrnC\n conicerned wrkn the p<:1pers .g,re ready for consideratio< 
by the Executive Co]j\fl)ittee. ' 

' 
9. iitien these papers are bein:G considered by the Executive Cor.m:nittee, the 

Working Chai rm.an Md senior li1e1:1ber :of the 'Commit tee from the other delegation 
will be present. The Conferer.ce ,Se'cretary Y1ill be responsible.for notifying the 
Cl1g,:1. nnan and others concerned of tl-~e :tir;i,e at which they are t_9_appear before 
the Executive Committee. · 

' 
10. The minutes of the Execut~ve Comr:iittee meetinc;-s will be taken and 

distributed :i.~romptly to members and Workir.e Co1:imittee Chairm~n. 

11. 'l'ha Conference Secrcta:ry 'will be responsible for notifYing promptly 
Working Committee Chairman of MY 'Dc.ecutive Committee decision or instruction 
affecting their committees. 

- 2-
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U.K.ju.s. BRUSA Planning Conference, 1953 

Minute.a of the second roosting of the Executive Committee 
held at 14JO hours, 6 March 1953 

Present 

Chainna.n: RADM .. J. N. Wenger 

U.K. Representati~ 

Cdr. c. Loehnis 

u. s. Reereaentatives 

Mr. R. F. Packard 
Brig. J. H. Tiltman, S.B.L.O. 
Col. R. G. Yolland, A.rll\Y 

Mr. c. P. Collins (alternate) 
Mr. V. P. Keay · 

Mr. W. Millward 
Mr. A. W. Bonsall 

. Capt. M. Hodges 
Cdr. H. H. Ridler, R.N. 
W/C F. W. Hudson, R.A~F. 

Mr. H. J •. C. Dryden 
(Secretary) . 

Observers 

Mr. O. R. Kirby 

Capt. B. F. Roeder, USN 
Dr. L. W. Tordella 
Lt. Col. G. C. Long, USA 
Lt. Col. C. M. Townsend, USl>.F 

Lt. K. B. Mon~eny, Jr. 
(Secretary) 

Col. u. W. Wildes, USAF 
Lt. Cdr. R. ·.1.·. Conley 
Mr. A • W. Smal .L 

1. Consideration of Minut ~s of Opening Plenary Session 

The third paragraph of the ml..nutes of t~ opening Plenary See ion was 
corrected to read, 11 0enera.l Canine invited Commander Loehnis to a sume 
chairmanship of the Conference. 11 The minutes were then approved conected. · 

2. Consideration of Minutes of the First Exec~ Committee M etirig 
I . I 

The second draft of the minutes of the first Executive Comm:tttee meetin~ 
was approved a8 written. 

3. Consideration of Report by Appendix B SubcoTll!Jli ttee 
I 

The Committee took note of the :first progress report of .'l\ppendix B su;_ 
conunittee, and after detailed discussion of the Inclosure, referred back to 
the subcommittee for reconsideration for the proposed revision of fl.ppendix B. 
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4. Consideraticn of Report by Appendix Q Subcommittee 

The Comm1 ttee took note of t he first progress report of Appendix Q sub­
c oounittee. Minor revisions were made and the report. approved as corr~cted • 

. : 1'he Co~ittea f\l.rther approved th~ Inclosure to the N1port, 11E:xhibit l, 
Opel"atimal and Logistical Requirement~ for Warti~e Augmentation of GCHQ11

, wi. th 
one roinor correcticn. 

5~ . . Consideration of Report ~ A.ppendix H Subcommittee i 
. I 

- ·- ··_The Committee took . note\ f the report by the. A.ppendix !f 81lbcofumittee. 

6 . Schedule of Subcotmni tte,ti Meetings 
/ 

Mr. Ps.ckard reported that t.he Appendix B subcommittee would complete 
consi~erBtion of Appendix B, not including Anne.>CUres, by 9 March 1953. 
He e.dded that the subcorumittee propo~ed next to consider Annexure B2, 
W'hich might possibly be completed by March 101 and at that d.a.te turn 
toward consideration of .Annexure .Bl. He al.so proposed that the aub­
comroi ttee first consider the general principles of Annel<Ul"e Bl so that 
when agre nt wa.s reached, members of bis eubcommittee not required 
for ell' ing of the Ao.nexure might be relea.eed for consideration of 
other i of the Conference Agenda. 

h these proposals were accepted . 

. Kirby reported that Appendix Q subcommittee had completed 
·work n Items 6(a) and 6(0) (excluding Dissemination) of the Conference 
Agen . Re propoa~ that the euocOllll'.llittee continue coneideration of 
ItemJ 6c, d, e, on March 9, a.nd a.d.ded that coneideration of these items 
sbouli.d be completed. on M.a.x'ch 10. 

- ~The Committee accepted this proposal.. It we.s further a.greed that 
ch ll woUld be set a.a a target date for initiaticg discussion on 

D:t, seIIU.nation. 

t. Dat.e of Third. Meeting of the EXecutive Comndttee 

The ChfU.rman proposed that the third meeting o-f the Executi v:s 
ommittee be held on Tueed.a;y, 10 March 1953, at 1500 hours. 

It vas agreed. 

- 2-

TOP 

/ s/ H. J. C. Dryden 
H. J. C. Dryden 
UX Secretary 

/ s/ K.. B. l.;onypeny, Jr. 
K. B. Monypeny, .Jr. 
US Secretary 
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U.K./U.S. BRUSA Planning Con~erence, 1953 

Minutes of the third meeting of the Executive Committee held et 
1500 hours, 10 March 1953 

U.K. Representatives. 

Cdr. c. Loehnis 

Present 

· Chairman: Mm. J. N. Wenger 

U.S. Representatives 

Mr. V. P. Keay _ 
Brig. J. H. TilttllB.n, .S. B. L.0. 
Col. R. C. Yell.and, Arury-

Mr. c. P. Collins (alternate) 
Dr. L. W. Tordella 

Mr·. W. Millward Mr. ~. F. Packard 
Mr. A. w .. Bonsall 
Cdr. H. H, Ridler, R.N. 
W/C F. W .. Hudson, R.A.F. 

Lt. Col. G. c. Long, USA 
Capt. B. F. Roeder, USN 
Lt. Col. C. M. Townsend~ USAF 

Mr. H. J. c.· Dryden (Secretary) Lt. K. B. M:myPeny, USN (Secre~y) 

Obeei-ve:re 
Capt. M, Hodges 
.Mr ." 0. R. Kirby 
Mr • A. W. Small 
Mr. F. B. Rowlett 
Major ·D. M. Groajean, WAC 
Lt. Cdr. R. T. Conley 

··l. Consideration of MinuteB of Secood Meeting of Executive Committee 

The minutes·of the second meeting or the Executive Committee ~ere 
approved 'as writtec. 

2; Rearrangement o~ Agenda 

The Chairman suggested that since· certain items on the agenda might 
e_nta.il. -more discussion than others, the agenda "be rearranged so e.s to 
dispose of less controversial items first. 

It was so a.greed. 

3 ~ Oral Repo,rt of Chairman Subcomm.i ttee Pa 

Mr. Rowlett, Chairman o~ subcommittee Pa delivered an oral 
report to the Committee. -1 ---------------------..... 

\.__ ____________________ __.L He e.dded ths.t e. 
. final report would be ma.de at the next meeting ·qr the Executive Comm~ttee. 

The Committee took note of Mr. Rowl.ett•a report. 
/< 

\ // 
4. Consideration of Progress Report of Appendix R\Subcommi ttee ... :/ 

\ /: 

The Chairman suggested that the Committee briefly reviev.::·.the 
inclosure to the eecond progress report of Appendix H\ subcoµifuitte e , 
hearing in mind that -modification might be necessary d~e ~o conflicts 
with Appendix. Q Annexure s still to be considered. \ / ' 

This prOJ)osal was accepted. L~ l . 4. Id) 

1 
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The Committee then reviewed Ap~endix R and referred paragrsph ija(3) 
of Appendix H, Annexure Hl back to the subcommittee for c.la.rification. 

Minor editorial changes ~re ~de in :para.graph 6~ .. 

The Committee then approved Appendix K subject to ll10dificat1ons 
which might be necessary to bring Appendix Hand Appendix· Q into consonance. 

O~A 
Eo·· J,_. 4 . ( c) 

EO L·-4.· (dl 

6. Considero.tion of Second Gcpo1~t of Apvend;i.x Q Subcomittee 

The Cunmn.ttee then toOK r.ote' of tbe secund i.·eport of Appendix Q 

eubconmt:.u;tee and after dets..i.J.ed d1.5cusG:.:.ori l t wa.s tt{SJ:eed to refer 
parag"--aph )u of draft /\nncxure Q,l. 1.iucK to it he · sU:bcowa:u:;tee for the 
a.ct.dl.tion of a footnote. le. vras fur\.ther a(5reed to hold :i.n abeyance 

l 
approval of draft Annexut·es Ql und Q2 a.nd Exhibits thereto until 
minor editorial changes were e.cre~4 upon. _. 

7. Consideration of Second Report :of AWnd:.i.x B Subcommittee 

The Committee took no·te of ~r.e seco11d :.:eport of Appendix B 
oubcoromittee . Mr. Packard r eviewed t he inclosure to the report .to 
indicate changes ma.de by the subccmmittee to the pi.·evious d1·aft . 
Minor revisions were directed by the Committee and the following 
paragraphs were d i scussed et some lensth o..nd referred b&ck to the 
sub-committee fo r reconsideration "in tl1e light of tbis d.iscussion: 

3(and footnote) 
3b 
33b,g,h 

The Committee C.',pp1·oved Appendi;( B subje ct to minor ed.itoriaJ_ 
revisions and above pru.·agxaph~ r~submittect to the Gubcormnittee. 

The Chairman. i>o1nted out that a p1·0blem e;;.;i8tec1 in that Appendix 13 
would be di scusscd w:i. th the Cru1ad.iu.ns <>nd Ghat ob tc. i nfo.g ncrcer,i~nt 
amoi1g 'Lhe three Boards .rould. prove cumbersor.:e. 

It vas a~:ceecl to nppoint c .. n o.d hoc COl'Jr.l i ttec (; (JJ .~; i c t i nt; of 
Ml·. Dryden and Mr. Paclmrd to prese!Y~ a solution t;o L .\11~ C n1i·!l11 i i.;l;ce of the 
o.bove :problem. 

. ·- ·· --·-·- -···-------

2 
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/ 

8. F\.ttun.': Scheduling of Subconunittees 

It wo.s 8.gr-eed that Appendix B Subcommittee would consider · 
Annexm·c 132 and Bl in tbat order on ll March, and that consideration 
of Qb would c01mnence iramediately on completion of above, if possible 
on 12 Mo..rch. It war; further agreed that Pb subconunittee could not 
meet until completion of worl~ of subcomr11ittee (l}J. 

9. Date of Next Meetihg of Executive Conunittee 

The next meeting of the Executive Committee wuG scheduled for 
1500 hours, 12 March 1953· 

/s/ H.J. C. DRYDEN 
H. J. C. DRYDEN 
UK SECREI'A.RY 

Is/. K. B • ~.iONYPENX, JR. 
K. B. MONYPENY, JR. 
US SECRET.~:RY 

'·· 
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Minutes of the fourth meeting of the Executive Committee held at 
16oo hours, 12 March 1953 

Present 

Chairman: . RADM, J, N, Wenger 

U.K. Representatives U.S. ~epreeent.ativee 

Cdr. C. Loehni.s Mr. v. P. Kea.y 
Col. R. C. Yol.18.nd, Arrey Mr. c. P. CollinB (alternate) 
Mt-. W. Mil.J,.:wa.rd Dr. L. W'. Tordell.S: . 
Mr. A. W. Bonsall Mr. R. F. Ps.ckard 
Cdr. B. H •. Ridler, R.N. Capt. B. F. ~oeder, UBN 

Lt. Col. G. C. L<>rig, USA. 

.,. '· ......... - .... 1 

wLc F. w. Bud.sont R.A.F. 

I 
Lt. Col.· c. M •. Townsend, USAF 

Mr. H. J. c. Dryden (Secretary) Lt.· K. B. Monypeey, USN (Secreter 

Observers 

Capt. M, Hodges, R.N. 
Mr , ·F. B. Rowlett 
Mr. A, "1. Small 
Maj. D. M.. Grosjean, WAC 

~·.' 
'~ ~ 

l. Consideration of Minute a of Third Meeti.ng of Exec.ut:ive Comm! ttee 

Tbe tbird sentence of' para~a.ph 7 ve.s ·c~~·~;;' ~o read as follows : 
"Minor revisions llere directed by the Committee a.nd the t'ollowing 
paragraphe vere discussed at some length and ref erred back to the 
subcOJmDittee "ror reconsideration in the light of this discussion." 
The minutes vere then approved. as corrected. 

·2. Considera~ion of First Progr-ess Report of Appendix P(e.) Subcommittee 

Mr. Howlett stated th.at there would be an add! tion of two sub .. 
paragraphs, c and d, to pa.rs.graph three. He proceeded to read 
the t\iO paragraphs and after discussion by the Committee it was 
a.greed to defer .decision on them until the next meeting of the 
Executive Comni t'tee in order to enable sl.l members to have 
su.fficient time to study the proposed paragraphs. 

The Committee then discussed tbe report io deta.11. Minor 
editorial. revisions vere made'a.nd, 

It llaS a.greed to approve tbie report e.nd Tab A thereto, 
\'\.subject to 8.n acceptable reword.i ng of the le.st sentence of the 

proposed pe.ragraph 3d. 

" ,Cdr. LOehnis stated that he wished to make a reservation 
tbe.t as the U.K. team had gone rather beyond the brief given to 
1 t by LSIB there might be eome difficulty in obtaining approval 
by the latter. 

• ~, , .. , _ IV~·- ~~.,..'. • • 
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3. Q.<£Q§.!,g,er <1t1-0!1....9..L'.!'.h:trcl Yl'OC:.~~o Rr;port. of _~~~9.g_L§.~'Q~~S~f!::!'..~~ 

In pl'czentinc the report. of A~pcnd:tx. J3 Sobcomrnittec, 
~Ir. Packd rd. ::;ta tr--a. that µ:n·r•.crc i)h J, 1·1hich had been ref er red back'· 
to the subcomm:l.tteo for rcc0nsid8l'ot:iou, suid that cmrr.~n' includes 
foreic;n co1.1mun:Lco.tion::i pa::;;,,f,d by wire. He continued by:_ s.~n~. ! 
that in fact there c1xe co:d~a 1.n cj.:rcum:;;tancez ci.nd arnJ.naement,s 
undc:c winch some fo;:o:i.g11 conummicat:ionr.; rasscd by -.;nre ?-re nu~, · 1 
and "'J_ll not be. handJ.ed as COMINT. ·He ~.tated that the ::iubcomnu ttet 
fcit that t1.otwit'Estai1d:xng this .. fo--t:on::;iGtcncy ln tlic defim. tion \ 
any c ffoi:t to ex1Jo.nd the c.l<:!LLni-\:.·iot1 or to elaboro.te on this lJO:i.nt. 

in an Anncxu1:e would 'be far too detailed and involved to merit 
doi ns. co. Fu.rthennore, he said, these cazcs a.re vD.:.r:i.able and. 
.:ubject to cl10 .. n3e tmd are not sim:.tla1- on t11c U.S. i:L!ld U.K. sides. 

Cd.l" Loetuns suggeeted thut the defin:.ttio11 be accepted witn 
each s:i.de being aware of variables on eac'ri side of the Atlant ·-: 
:in the t,ray of comple:Le implcmentat:t'on.. 

It wo.s a&reed. 

After detailed diGcussion. of pa.ragro.ph 3b tre .principles set 
forth were ar;reed upon and the exact w01·dinB to spe~ify 'jTop Secret 
a.nd Sec:cet COM.INT 011.ly" wa~ left to the discretion of the subcqrnrnittee. 

Paragraph 33b ~as accepted ~G written and minor editoriaJ. 
. revisions made in p.::u:a~raph .40. 

Paragraph L~4 ,.,as refer :..·eel back to the subcommittee for 
red.1·nf'ting of 44a nnd to vcr.ify thnt it follmrs principles set 
forth in recent cOITesriondence between U.S. and U.K. on the _!;u:bject· .. 

./· 

The Committee then approved Appendix B with the exceptions of 
pa:i.'3£l'n.phs 33h 3.nd 44, subject to 1e,foo1· edi toria.1 revisionff' 
previously cli1·ected. It uas further o.greed thatJ ~bject tt, · 
reachinG a conni:on understanding of the use of USCIBJ LSIB, and CRC 
throughout the document, the U.S. i,rould fo~~-d Appendix B; minus 
paragraph!:> 33h and i,1~ to the C:'.1.n~ians. It was agreed 'that · 
Mr. Packo.i'd and M.:r. D~·ya.cn would be responsible for editorial 
cPallge.s in the final dr.'.'1£t. 

l~. ~o:t.·t on Pi:og1·e ss of !1.ppe ndix N Suocoull"i\i ttee 

1'hc CllB.irman stated tk1t the Cba.irman of Appendix N Subcoll'll'Ci ttee 
had info.nned h:im - t.hat the r..ubcommi t tee was ruakine; saL isfuctory 
progress arid should cor.tplete i cs worl~ within the ne:d:. two or three days. 

5. Conciderettion of P:rnci.·eso Hepm.-t of Apllcndix Q.(a,) Subcommittee 

. The Comrni ttee <liscu::ised in detc.il the inclosure to the report. 

'· 
It was agreed th.El.t o. ll(:W .sub-pai:·(lf;raph b be :inserted in 

po.:ca8;1:aph. G of Anne:<m·e W.. to recid in ~ffe ct as follovs: 11b. Technical 
.COHIN"r t;Upport of othe!.· COHIHT :esources c.s provided. w1dcr Appendix P." 
The :pi;·esent sub-pO.l'~Y:::>-lJh b to become c and the othe1·5 relettci·ed 
ecco1·dincµy. I t wae ag~_-ccd to i·efer t l1c sub-pm·e.{5ray,h 'ou.ck to the 
Co11u:,ittec for consicl~re.t:\.0:1 of ·Gbe e~·;:<>.ci:. '.1ordit"1[;. 

It v as furt.hel' C.(:;!."ccd th:-.t in E:d)).b ::.t l ~o A.111x;~;u:. ·e Ql 
~;CLi 'C:{).'i.'r,d1 2 1.10uld be ;.,:·0 i!w.:be ::c d 6 E.nd the C·tiie~-s ::,·c!'u;;\l.Jc;:ed 
L'.CC:O.J. t1..i11[)_y. 
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6. J.i'utm:·e Schedulj_ng of Sub conmtittec Meetinga 

It wo.s C\.greed tho.t ./\ppend'lx D Subcommi \:.tee conunenc~ worl{ 
bcfo.t·e Appendix Pb Subco)TUll.i tt;ec, 1f pozsible on Monday, March 16 
;:i.t 0900 prov.ldcd wo.dc on (~0 was compl eted. Ap1)e~Kli:< 0 Subcommittee 
would be(!;in at 1100. ./\pppndlx ~ Subcommittee wo!lid commence worl~ 
c-it ~US on 'l\;!=:odaY, March 17, dealing with the S./\Cl!.:UR. aspects first. 

It 1ras further agreed that the next meeting of the Executive 
Committee be held at 0900, Tue sduy, Ma.:rch 17, and the following roe et:i.ng 
on Thu.:tsday a.f'ternoou, 

There wns no further bus 'ine s s. 

The meeti~ adjourned at 1745. 

r .· 

/s/ H. J.C. D~YDEN 
H.J.c; DRYDEN 
U.K, SECRETARY 

/ s/ X. B. J .. '.ONYPENY, JR. 
K. B. MONYPENY,·Jn. 
U.S. SECHETARY , 
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TGP SEC~d.t' - SECUHITY INFORMATION 

U.K./U.S. BRUSA Planning Conference, 1953 

Minutes of the fifth meeting of the Executive Committee held 
e.t 0900 hours, 1 7 March 1953 

Present 

Chai:nna.n: RADM. J. N. Wenger 

U.K. Representatives U.S. Repreeentatives 

Cdr. c. Loehnis 
Brig. J. H. Til tman 
Col. R. C. Yolland, Army 
Mr. w. Millward 
Mr. A. w. Bonsall 
Cdr. R. H. Ridler, R.N. 
W/C F. W. Hudson, R.A.F. 

Mr. S. P. Ellis (alternate) 
Mr. c. P. Collins (alternate) 
Dr. t. w. Tordella 
Mr. R, F. Packard 
Ce.pt. B. F. Roeder, USN 
Lt. Col. G. c. Long, USA 
Lt. Col. C. M. Townsend, US.AF 

Mr. H. J. c. Dryden (Secretary) Maj. D. M. Grosjean, WAC (Secretary) 

Observers 

Capt. M. Hod.gee 
Lt. Col. L. Booth, USA 
Maj, O. Jones, USAF 
Mr. A. W. Small 

1. Consideration of Minutes of Fourth Meeting of Executive Committee 

The minutes of the fourth meeting of the Executive Camn.ittea were 
approved as written. 

2. Consideration of' Report of Subcommittee Fa, 

The Cha.inna.n1 in discussion ~ith Cdr. Loebnia, agreed that 
consideration of the report of Subcommittee Pa, as directed in the minutes 
of the fourth meeting, would be postponed W1til the next Executive 
Committee .meeting. 

3. Coneideration of Fourth Progress Report of Appendix B Subcommittee 

Mr. Packard revieWBd the fourth report (third redraft) of proposed 
revision to Appendix 13 {basic paper). · 

The Committee then discussed the report in detail. Minor revisions 
vere ma.de and it was agreed to approv-e this report, with the e:xcept:fon~ of 
paragraph 33h, wh1cb would ~e considered at the next meeting. 

The first report (first redraft) of Appendix B, Annexure B2 waa 
pi-esented by the Subconmtlttee to the Executive CO!lllrlittee. This report 
was diacua8ed in detail end referred back to the subcOlJllZlittee f'or 
reconsi deration, as Cdr. Loehnis stated his delegates wer e not entfrel.y 
~PPY wi th the provisions of_ the proposed drai't. 

4. Consideration of Progress Report of SubcOIIDili t t ee H 

The Committ ee took note of t he fourt h r eport of Ap_pendiX H 
Subcommittee. 

It was agreed t ha.t this report, Appendix H, and Annex11r e H1 vould be 

1 
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accepted as written. 

5. Consideration of First Prol£:ese Report of Awndi.x N Subcoron:U ttee 

The Cammi ttee took note of' the first report of Appendix N Sub~ 
committee, reviewing in detail the proposed dra.f't of Appeod:l..x N, 
Annexure;Nl, Anne:xure N2, and Exhibit 1 to Annexure Nl. After detailed 
discussion tbis report was referred back to the subcommittee for 
reconsideration, t~ new draft to be presented at the next meeting 
of the Executive Committee. 

6. Consideration of Proer;reae Report of Subcommittees Q 

The Committee took note of tbe fourth report of Subcommittee Qa. for 
Appendix Q. It wae a.greed to accept the new J)e.re.gra.ph 6b to Annexure Qi, 
an~ the rem.nnbering of para.graphs in Ex:hibi t 1- to Anne~ ·Ql, as 
submitted. 

The report of Camnittee Qb on arrangements for dis'sem1nat1ng the 
CCE end-product was noted. It was agreed to accept the report, With minor 
revisions, for inclusion in the final dra.:ft of Annexure QJ.., as 
prepared by Subcommittee Q.a. 

It was noted that with the acceptance and approval of the above 
reports of Subc(J[l]l'Ditteea ~ and 'ibi the foll.owing papers were e.ccepted 
as approved: 

Annexu.re Ql 
Exhibit 1- to Annexure Ql 
Annexure Q;2 
Exhibit 1 to Annexure Q2 

7. Consideration of Progress Report of Subcommittee 9Q (USGRO). 

The Cororoittee took note of Report qf Committee ~ on informal 
~-diacussioos of -the Establishment of a U.S. Screening Group at GCHQ in 

Peacetime •. After recommended minor revisions had been directed, it 
wa.a agreed to accept this report. 

8. The Chairman stated that the Pienary Session of the 1953 CAN/UK./US 
Tripartite Conference would. be held in the Lounge Rocm, Naval · 
Security Station at 1000 hours, 20 March 1953· Imuiediately fol.lowing 
the Plenary Session, the tirat Executive Committee Meeting of the 
Tripartite Conference would be held. 

9. The Chairman reviewed the progress of work of the various subcommittees, 
end stated tlls.t report5 tram the following vould be conaidered at the 
next meeting. 

AppendiJC. B Subcommittee 
Appendix D Subcommittee 
Appendix N Subcommittee 
Append.ix o SubcOminittee 
Appendix Pa. Subcommittee _ 
Appendix Pb Subcommittee 
Appendix ~.SubcOIIllllittee 
Append:Dc CCo.Subcommittee 

2 
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"' 
-ib .; ~ next meeting of the Execu't"lve .-c~ ttee vas ec'bea.uled :f'~ 
1500 hours, 19 March 1953· ' · 

ll.. The peeting adjourned a.t l230 h~s. : 

xOP 

3 

/s/ H. J, C. DRYDEN 
H. J. C. DRYDEN 
U. K. SE~ 

ls/ D. M. GROSJEAN 
D. M. GROOJEAN 
U.S. SECRETARY 

''( . 
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. U.K./u.s. BIHJSA Planning Conference, 1953 

Minutes of the Sixth Meotins of the Executive Committee nP.l 1t 
,, at l)oo hours;. 19 March 1953 

Present 

Chairman: R'1DM. J. N. Wenger 

U.K. Representatives U~S. Representatives 

Cdr. C. Loehnis 
Col. R. c. Yolland, Anny 
Mr. w. Millward 
Mr. 'A. W. Bonsall 
Cdr. H. H. Ridler J RN 
W/Cdr. F. W. Hudson, RAF 

Mr. V. P. Keay 
Mr. C. P. Collins 
Dr. L. W. Tordella 
Mr. R. F. Packard 
Capt. B. F. Roeder, USN 
Lt. Col. G, C. Long, USA 

Mr. H. J. C. Dryden (Secretary) 
Lt. Col. C. M. Townsend, USAF 
Maj. D. M. Grosjean, WAC (Secretary) 

Observers 

Capt. M. Hodges 
Capt. N, E. Blaisdell, U5'J 
Lt. Col. L. Booth, USA 
Mr. A.. W. Small 
Mr. F. B. Rowlett 
Mr. F. A. Sims 

l. Consideration of Minutes of Fifth Meeting of Executive Committee 

The minutes of the fifth meetine of the Executive Committee were 
approved a~ written. 

2. Consideration of Fifth (Final) Progress Report of Appendix B 
~ubcommittee 

The Committee approved the deletion of paragraph 35h from the 
redrafted Appendix B and accepted the proposed revision of paragraph lB. 
The Subcommittee Chainnan indicated the alteraticns which had been made 
by his editorial t earn sine e the previous meeting of the Executive Commit tee 
and· these were agreed with the exception of paragraph- 4.0b which was 
r€lferred back for clarification. It was agreed that the substance of 
paragraph 2 of Appendix D ( 029) concerning Security Grading of infonna tion 
relatin to D ~ would be included in Cate or I of Annexure Bl. The 

mentioned above, and subject to final 
approved the draft Appendix B. 

review, 

In discussion of the draft Annexures Bl and B2 (035) various 
al terati ans were agreed in principle by the Cocmti ttee and some detailed 
amendments were accepted. Mr. Packard and Mr. J)ryden Tiel"e instructed 
to redr.3.ft 81 d edit both Annexu res as necess3ry, to obtain the concurrence 
of other members of Subcommittee B as reouired and to submit the revised 
versions to the Chairman as soon as pos.si.ble. ·i:he head of the U.K. 
delegation expressed dou.bts whether Annemre 82 in its pres~nt form w;::is 
suitable for inclusi~1 in the B~uS~ \ppehdices ar.d although no decision 
vras takt'ln th) J vievt fo1~r> .i snpporl c1n 'r, oth sides. 
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l~PC5J/EX/M( 6) FiifaL 
OJ? 

~fter discus5ion durin whic s 
substituted for throughout the raport and other 
editorial ch on e'ea were ronde l ii/ was agreed that the report ( 029) should 
be accepted a~· a Conference P~per and included in suitably edited form iri 
the final rep,..ort of the Exec\iti ve Comm! ttee. It was furi1ier agroed that 
the sub9tanq,..e of paragraph ,2 of the report (029) conceming Security 
GJ"ading of /information rela'ting to D/l; should be embodied ln A.nnexure Bl. 

5 / 
.. • 

I 
/ 

/ 

Gonside_ration of Second fro~ress Report of Appendix N Subcomrni~tee 

; / 
I .. 
. / 

i l 

/ ./ 

After discussion, during which 11 the cognizant British authority" 
/ was substituted for 11 his British counterpart 11 in paragraph 13(bJ of t\'e 

// draft Appendix N, the cl.raft Appendix( to~ether. with Annaxures Nl and N2 
e.nd Exhibit l to the first l\.nnexure 032), were approved. 

7. Gonsideration of First a~~~on~.!!~grs~~.QP.?rts of App~dix ~b 
Su.bcommi !_tee , \ 

Aftet' discussion, during which it wa.s notea that it. Wd.S lef~,o 
SA.CEUR and SACLANT to organiz;e the exchange of cm.mlT between theinS~ves 
and thei~ respective Subordinate Comm21l.ds, it was agreed thGt: 

(a) all th.e inclos 1n·cs to the report required further discuss on •. 

( b) SAC/E/R/7 sho\lld be em.bod.i ed in the BRUS,\ Appendices as 
Annexure P2 and Sf\.C/E/R/S should rein3.in as an inf orrral 
agre~ment similar to LS!B 333/52. 
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8. Gonsidoration of Fifth Progress Repo::~ __ '?! A.ppendix__9a and % 
subcommit'tee 

After . discuaeion, c.blring which a proposed revision of page 4 
of the draft Annexure Ql wae accepted (subject to the insertion of 
11Among other duties" at . the beginning of the second sentence of . 
paragr-c:J.ph ?b., the deletion of 11and the liaison officers . referred' to in 
paragraph Sa below, 11 , and the amendment of part of the second sentence i 

.of paragraph Ba to read · 11the U .s. intelligence liPHon officers at the ! 

CCE wi 11 receive 11 ), the draft Arine:>-"Ures Q1 and Q2 and Exhibit l to each ' 
( 028) were approved. . I 
9 • ~onsideration of Additional Work for Final Report of Executive Committee 

It was agreed that . the draft Appendicec , Annexures and Exhibits and! 
the reports accepted as Conference Papers should be edited in final fonn 
and that the Chairman and the oo ad of the U ~K. Delegation would · 
pr,epare a covering report. 

I 

10. Concluding Remarks 

The Chairman thanked the U.K. Delegation and the U.S. inembers of the, 
C·onnnittee for tne work they . had put ir.to achieving such ·very sat;isfactory 
results, and Conunander Loehnis expressed his delegation's thanks for · · ; 
the help and cooperation they had recelved from their U.S. colleagues 
in a 11 f ieids • .1 · · 

11. The meeting adjourned at 1825 hours. 

TOP 
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/s/H.J.C. DRYDEN . 
H.J.C.; DRYDEN 
U.K. SECRETARY 

/s/ D. t.'i. GIWS.IBAN 
D. M. GROSJEAN 
U.S. SECRETARY 
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. : ~ ' 

~c:e,9rt ot Commi ttce QQ on 1.nfo.~1 d.1£H1\u1e!on.o of. the E.ataolishment,_ 
I 

of a u.s. Sci~aning O!'ou~.~t ~CHQ. in·Peacetime 
-

' \. 
1. On. i3 »trch l953 Conmtl t'tee ~ discueeed informally ~he ·proposa.l · 

I 

for .establishment of a us· Screening Group at GCRQ c:ontained-111 coo;r9.1~tor 

_USC~ Memoraridum UC #oo0378 to D)rector OCHQ dAte.d .29 Septetnber 
I 

1952. 
/ 

2. It we noted by the ti.s. members that the prOJlOBEJ..1: to eet up a 

U.S. Screening Group e.t GCHQ had been accepted in principles, by the LSIB .. 

It was noted~ 

need for the Group was only likely to e.rise a.!ter the 

move of 

that the ·personnel figure of 15 quoted i~ UC #Q00378 was a 
' 

ln8.Xilllum; " would probably not be necessary to build up to this figure 

e.nd :personnel would be allocated to the Group only a.s need arosej 

tha.t the pl'oblem of.'' space ap.d conmn.:.nica.tions faHli ties would be. 

red when a ccncrete· proposal wa.i; made to activate or ~tend tbe · 

a.lthough OCR~ would lio all possible to provide the neceasary space 

and facilitieaJ th.is ndght prove a limiting factor at l.eaet until the 

struc.tion of buildings to house GCHQ at Chelte~ waa complete. 

3. It was :further agreed that al though the me.in task o£ the Group . 

s dissemination of GCHQ end product to U.S. recipients J 1 t might be 

daairabie in selected cases for the appropriate member of' tbe U.S. Screening 

Groµp to participate in a.n infornis.l and advisory cape.city in the diaseminat on .. 

of GCRQ. end product to allied recipients (i.e. , NATO ComnJindB). Thie would 

normally apply tO cases where GCHQ had been e.ugmented under ~~ provisionf' :f 

Appendix Q, Annexure QJ.., but could also apply ...rhere no augmentation h!\d 

place. .The bringi~ into force of this arrangement llOuld be aubject to 

spec1~!e mu:tue..l agreement in each case. 
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4~ In the event tlrn~ one or morn of the U.S. intell.:igP.nce agencies 

desire to dis::;eminate from GCHQ direct to U·.S. rocipients by ~lcctrical 

1nennn, it was ~Lreed that such an B.rrangement v1ould be generally 

se1t1Dfac.to.ry to GCH~. and. every effort would be m2.da to provide the 

neceGs:~ry fac+lities and communications •. 

5. A. drDft Charter for the U.S. Screening Group is appended as Tab A. 

/s/ D. F. ROEDER ___ .---· 
D. F. JlOEDER 
Captain, USN 
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U.S. SCREENING GROUP AT GCHQ 

DPC 53/Qb/Final 
047 

19 Mar 1953 

1. A USCI:B Screening· Gro'up (USGRO} is hereby established as ~art 
of the SUSLO Unit at GCHQ, 

2. The purpose of USGRO is to provide means for the selection of 
GCHQ-produced COMINT items of the high priority interest to member organ­
izations of USCIB. for rapid transmission to appropriate SSO ,-s and to 
NSA. 

, 3. Each member organization _of USCIB is invited to propose to the 
USC1B Coordinator nemes of .individua.ls to sit on USGRO. Ea.ch of these 
i_ndi viduals should have a thorough knowledge of the intelligence require­
ments ·or his parent organization and of its u~s. Recipients in the · 
European·area. The number of representa-tives appointed by each organ­
ization should be limited to the minimum number needed to f'ul.fill re­
quirements. 

4. (a) USGRO is an integral pa.rt of the SUSr.6 Sta.ff, and all 
members o:f USGRO are under the control and direction of 
SUSlO. USGRO will be under the iJll!Il.ed.iate supervision of 
the Z Department Liaison Of'ficer on SUSI.O's Staff, who, 
for this purpose, is designated Offi_cer-in-Cbarge, USGRO, 

(b) 

(c) 

The individual members o:f USGRO will assist the SUSLO in 
his selection.for th~ir respective pa.rent organizations of 
appropriate GCHQ.-produce,d COMINT items f'or rapid transmis­
sion to approprio..te SSO 1 s in the London area and to MSA. - J 

NSJ\ will insure prompt disseminatiqn of all such items -it 
receives to all USCIB Member Organizations in the United 
States. 

The USGRO will be responsive to requests for "spot 11 intelli­
gence requests from the SSO's and from NSA. ·Requests for 
inf'ormation from their parent organizations in the United 
States Will be channelled i~rough NSA. 

_ (d) · Access to GCHQ working spaces will be as defined by the Di­
rector, GCHQ. 

5. (a) Conmmn1 cations facilities· will be provided at GCHQ to the 
ijervice SSO's in the London area, namely: 

Army sso 
Navy SSO 
Air For~e sso 

(b) Communico.tions facilities e.lready in existence between GCHQ 
and NSA will be used for the transmission of items se1ected 
for NSA and for consumers in the U.S. 

-1-
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( c) Unle.s~ other ::.u-ru.ocen1cnt CJ o.rf! mo.de, J:tem.s aelected for U .B. 
Anny, State Dcp,U-tmcnt, CIA,. and FBI Recipients in -the EurO· 

.peo.n QJ"c~· w:tll b.e tranomitted to the Army SSO. Items select ... 
ed for U.S. Nuv-Y Hecipients in the .l!."uropea.n area. will be 
tl'cmsml I; (;ed. to the Na.vy pso. Item.ci ·selected "£or U .s. Air 
·Force RecJpicnts in the European area will be transmitted. 
to the Air Force SSO. 

{d) . It will be the responsibility of the Of'ficer-in-Charge, 
USGRO to insure the prompt dispatch o-r all itemS · selected 
for electricaJ. transmission. 

~--
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1. This paper consirJ.crs 1·.hc Cor.un.uni~;;itions Intelligence prodtic,ed 

by combined UK/1JS/Camdi."ln coll'!.boration. This does not include Y rtoduced· 
I 

o.f which. 

\ 
'1 

in SAGL~NT's Command, instructions for the production ;1.nd handling 

are contained elsewhere. 
' 

2. It will be nccess-3.ry·to make arrangements for the followinG:·· 

(,"J To supply cm.mJT to Sf\.CLANT and to certain of his sub-

ordinate conunanda; 

( b) 11
0 arrange interchange of appropriate COMINT between designc.ted 

. ..., 

SACIANT Commands and between those commands and .::;:ipropriate authorities .outside ~'l~ 

S.A.CLA.NTts Comma~d. 

.(c) To m.qke intellii:;ence reflecting Co:iJTI'-iT available for general 

operational ·use within SACLl\NT 1 s Gor.1m:md • 

. 3. In developing these arrar~ements the following f~ctors either 

govern or affect the p--ocedures which can be adopted: 

(a) Security a spec ts I CO?ln'.T is controlled by arrru;eements· be-

tvreen US, UK and Canada. Und~r the terms of these arrangements SACLN>JT cannot 

be authorized to make ad hoc (:i.rrrotgements for COHinT. within his Commnnd nor 

to provide COl.frnT to nation::ils othe.r than those of us, UK or Canad.a. 

The number of Headquarters dealing with. COHIHT must be limited by 

tri-parttte agreement and the number of individuals within each Headquarters, 

authorized b~r ·national authorities to h<Indle COHINT, mu.5t also be strictly 

limited. 

Within SACLll.NT Headquart8rs the Intelligence Division is relati"Vely 

small and is integrated; that is, Intellicence Officers of other 11ATO nations 

are full. working members of the Division. On no account can they be re r-

mi tted to handle CO HINT material. 

Existi"'.'lg arr.:m~c1tJCnt.s require'! th::it CO':~INT be passed only by Special · 

Secure Cryptographic Channels exclusi ve1y for this use. 

-J.-
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(b) 11'imclincsG of Infor11nt:i.i:x1; crn;.Ii '. l' W \JT conttU.n in:f ormation 

or! e neray air 1!1d 0urface 1:imr0ments or enen_lY pl.:.ms ~ nd intentioo.3. It must 

be delivered wi1;hout, delay to ona or more operational 'co 1:11n.311ders to allow 
I 

'!.N'ro priate action t -o be ini tiatcd in time. 

. ~-Qe~graphy: COi.IT.H'l' relcvo.nt to Sti.CL\l'IT 1 s Command is produced 

in three locations, widely .separated, - thnt iG, in London, ottawa, and 

. Washington. · 

The major operatlmal corill'.!!anders under SA.CVU~ are separated by 

large distances, though .their areas of operati cnal responsibility . are 

'contiguous~ 
I 

Operational Intelligence Ce~ters (OICs).will be· operated in USA, 
,. 
·canada, atd UK, each prirr.arily . fed by its own national COMit11' source bJ.t in-
i ' ' ' ' . . ' 
directly receiving the products of all three. l . . 

On the other hand, _SACV~nT and CH!G;IBSTL:\NT 1 s Headquarters are 

adjacent in Norfolk, Va. ~TI.JCE\STl.A ~''l' and Cil·.IG .U'..lli/\.STL!U!T will be co-located 

' 
·in UK _:i;then ~ildings are compbted and co:-,:CAFL.~NT and CO:UAIRCM!LANT are 

co-located in Halifax, Nova Scotia. 

4. In orcli:r to discharge their operational responsibilities 

' CINCWES'l'LANT' co~,'.Ci'V!1 .~1'f T/COLLo\.I'.tCltNJ,J\;'!'L'' and cn;CEAS'I'LM!T/CH:CAIREASTI..AJllT will ' 

each have ."to maintain an OIC in 1ti ich all available COMINT end products are 

fully proeessed • .'.)ince such an OIC must function on a 2/~-hour basis the 

number of indoctrinated officers must he considerable. Should SJ\CLf1.NT desire 

to process fully COHirT material qt his o~"n rieadquarters, it would be necessary · 

to increase his intelligence staff substa}1tially by u.s.,- U.K., or Canadian 

office~s. The presence of such a group within SACLf\.HT's Intellig'ence Staff, 

a c;roup from which other ~!A.'l'O officers must be excluded, would be embarrassing 

and 9onstitute a security hazard. Moreover, in Norfolk such .:3. group would at 

the prese::t time duplicate work being necessarily performed by Cll'!CWESTJ/1.NT. 

It is therefore c on~i de red that for reasons of security and .c onserva tton 

o.f hi Ghly specialized cfficers, s ~\CL\':'l' ~hould deleg2:te to CII'.C-;'JESTLA."-'.T the 

responsibility for supplyin~ hir~1 Yri th procesned ::: './;:'.]]'I' to meet his requiremerrts 

at 1'!orfolk. I1~ could similnxly oesi~nnt8 the · :respo:-lsibility zither to 

G!!· 1-JK\3TLAF1' or cc;·G ~\l 1 L fd' lT if he r,1oves }-iis Headquarters. 

-2-
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5 • The m:ovoment Qf COMDTT to and· ·among the OIC's will then follow 

the below· pattern t 

(a) Into the OICs The ffiain flow of COMINT end products will 

be into CINCWESTLANT. OIC, in Norfolk, prima-rily :from Washington J· into 

COMCANLhllr/CbMAIRCMJLOO "ore, in Halifax, pri~r11j. from ottawaj into . < . 

: ·.- .~ .: .CINCEA.STLANT/CINCArREAsrtAfn. ore, .in the UK, primat'ily 'trom Lo"ndon. 

. . . 

.. . , . 

I 

·/ 

-. 

· ,.Betwe.en the · three·. prod.ubtng· agen~ies there is interchange 

. o.r 'ra.w .matetj.al, .teehnical · data. and . end products which :augment the.· 

' . pr·~uc,ticn of' t 'he n~tional agenoy ·eµpporting' each ore. \" 
. . ' . . . .I . • : . . . . : , . . , . I , . 

" 

.. .· . · . . . Into thfse a am& ores.\ wi- il .tie re~ 1ty11. · · . . '. . .· · · 

. ··. .. " : · ". 'c b)_·:' · B~t~eri' th~ "orcs · ·th~~ m.11" 00 /~h~nge O! ~oi'ally _ · · . 

~mpor.tant: i~~~dual : CO~~T ite1re1, . ·and o·f.':all ap~reoi~ti~s\ and·discuesicna 
. ·, ... . .. .. . " / " . I 

of plots"'b"fl,ae~ th~ ·reon.·:·, Thi~ · ~hannel.will permit e. oonate.n~ comparison ·of 
. , '. I 

plots' to re~olve differertoea -in .interpretati·on of positton o! units at sea 
. . . . . . I . . i, . . 

' - • · ', f_ , . ' I• 

·;particulal".lY in 1 the "."icin.ity· of chop. linP.e. , Such exdhange b~tween OICs . 

will il~rmaUy be repe~ttci to ap)'lOpriatB lla~\~nal JSeJ:71c ~ Int~llig.,;oe Staffs 

· (e.g., Admlralty; tisH1<; Navy'Dept.') for genei'Al information o~ interpretation 

and investigationby technicfans· if tequirec;l • . A secure cryp~~graphici ·· . . . 
i I . 

·channel · J:'or . combined use will be n,e_eded for this aB well as an1 agreed 
\ 

.. operating :i:r oc edu re • ' ' ' 

disseminated by OIC' SI 

.. 
( c ·) Out of OIC' s .• Two cate 0.,ories of intelligence will be '\ . · . . . ;\· . 

\ ! 

(i) The first will be at COMINT level and will be· sent only ' 

J 

to · subordinate commarrlers cleared to · c ei V"3 COl:iITl'IT who 
I . , , . . 

' ' 

must be U,K., U .• s. or Such consumsrs , .-. · .· . 

. Will be served by the appropriate ore throu -001.mIT ' 
·- , ~ ' 

channels. 

( i 1) ·The second category will be at non-COlrIDJT 

be 8 m·t t Q a 11 corrurian de rs cone erned through non-co; 
, I 

channels, normally in the .fom' of intelligence 

-3-
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CO/lIN'!' r11.zy be 11sc<l CJ.$ lJaclq)'rolln<l in. the sele.cti on and 1 
! 

-formulo.tion of thc;3e summaries, but items of informatio1h 
. I 

derived sqlely from CO!.UHT 1nust be rigorously excluded/ 

' ' 
from them and in addition c nre must be taken to ensure/ 

I 

that nothing in the. suwuaries as is~rned could be tracdd . 
. I 

back to O()MIN'~ in general. 

(iii) These an·angeirents V1ill apply in i:eacetiroo. A.ny 

l 
i 

I 
I 

modification to .1neet emergency or '_'fartine condi tims I 
I 

will 'be ::·.1 accord:ince with the policy of u.s.c.-r.B.,-

1.s.t.B. and Canadi~n ca~D1T Authorities. I 
I • . i" 

Responsibility for maiotainin i:; cmmrr seouri ty. . 1 .. 

I . . / . 

(a) Should it be necessary to take action in the light of .GCllQNT 
I , . 

made av,bilable under pa't".:i 5 (c) (i) above, tre utmost 

must. bJ t Ml<en by commanders responsible for is suing 
·' 

' I 
I 

ca.re 
l: 
I 

I 
operat,i.cn al orders to ensure th at neither the enemy, n'or 

' I I 
A.llied Third Fa.rty nationals and unindoctrinated U .}.{., U .s.~. 

or Canadian nationals involved, become . a.ware of the 

existence of the COMINT information. ' 
,\ 

( b) In the case of the int. elligence summaries disseminated 

as in para 5 ( c) ( 11) abov~, .it _is the res.ponsibi 11 ty of 

OIC's to ens~e that the princi~les stated are foilowed 

in thei.r preparation_. Couunanders will then be at 

liberty to uae · trem in any way tmt their classificatio,n 

(SECRET or TOP SECRET) allow. 

I 
\ 
I 
·, 
I 

?. Responsibilit! for Maintaining ca,~T Securltµr 

Form 7B1·Cl3S 

(a) Sh~uld it be necessary to take action in the light of CC-MINT 

made available under paragraph 5 (c) (i) above, t~e utmost 

care IJU.lst be taken by co1J11M.nders r esponsible for issuing 

operat i onal orders to ensure th :3.t nei thar the enemy J nor . 

Allied Third J>arty nationals and unindoctrinated UK, US, or 

Canadian nati onals i hvolved, become aware of 1:h e ' eX:i.stence of 

-Lr 

TOP. SECRET CANOE 

\ 
\ 
\ 
\ 
\ 
\ 
I 
\ 
' 
\ 

\ 



TOi SECRET·· CAW·OE 
. , ' C ;-- ln/r.: . . . ,.,], . l:. ,i f\ ) 

--"11rT'O'il=Pr::\'Sfr.!C~J1"1'1\'e~!~eAA-l_t~fe~s~~ SECURJ;TY INFORMATION Revl:::,.cd 19 Mo.rch 1953 

(b) In the ca.ae of the intelligence oummari~s disseminated aa 

in par~aph 5 (c) (2) above, it is the responsibility of OICs to ensure 
i . .. 

that th1principles stated B:t"~ follO'Wed in their preparations. Command.ere 

vii+ then be.at liberty to use them 1n any way that their claesificatione 

( SECREI' or TOP SECRET ) all0\18 , 

8.i Designa.tion of COMI.NT Recipients. SACLANT ehOuld re.c0mmend to the 

appropriate Natione.l Authorit'y ·.those us,, uk., and Ca.na.dia.n CommandeTe to whom 

h ·. c on.si dera ~OMINT should be .a.l.ailable. In e.ccordan~e rt ~h pa.rs.graph 3 ( e.), 
: . l' 

r~commend any Thi~~ Party National as the recipient of COMI.NT. 
Fi 

• 1•1 

The National COMINT autho~lties·alone have the jurisdiction to authorize 
. ~ 

·~ 

qfficera e.a COMINT: recil>ieo.ts. It ie recommended that in ea.ch 
. ! j 

nd authorized to receivejC~l'fl', the Ste.ft' Officere nomil'.IB.ted to. handle 
: !: ) . 

·should occupy the aame j n8nied positions; viz, Cbief of Staff and the 
; I 

. '· . I 
sta.:tr Officers responslb1~ for Ope.rations, Iotelligence, Plaoe and 

: :1 
C"tions. · !I : ·1 ..... ~ I ! 

I . , 

requirement rorlesch OIC to kn.av all. holders ·of .their special 

COMINT cryptographic channel. I 

i . 
9.: ~ommunications ReguirementB.!· From consideration of the above the 

. . I 

:followi~ communications ere '.required in war: · . ~ 

("a) Rapid., secure! cilrect commun1ca.t1on between each OIC B.nd 1 te 

pri.mar,y source of COMCBT • 

. (b) A secure means,?f IDUtu.e.l. exchange betveen each OIC, its 

pri.m8.ry source of' COMim', and its National Service Intelligence Staff .• 

(c) Very ra.p1d communicatioD.B. between .the O!Cs. 

(d) A secure means of ~d::ie.nge o:t ·perti;nent material between 

~oducing e.gencieQ ~n w_c;· US Sbd C~da. These :fa.cilities are assumed to 
. ' . .. ' ~". :· ' . . .' ·: . 

exist, .. 
. . 

·(e) A 151lecial COMINT cryptogr-e.:phic channel betlteen OICs and from 

O!Ca t.o indoctrinated commanders. 

(f) Secure non-COMINT crypt~pb.ic ~~el from OICs for conveying 

qperational. intelligence reports e.nd. orders to units in their areas. These 

fa.cil.ttiee are assumed. to exist • 

. ( g) Secure mean.a of mutufil exchange between SAC LANT ( e.n.L\ sub6rd1. -

na.te comma.nd.s )· e.nd SACEUR (and subordinate commands) • 
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10 . Immediate Requirements 

(a) The necessary co,mrounica.t.ion circuits ana cryptographic 

channels should be provid~d 'aa soon 8.8 possible on a sea.le 

con:meneure.te vith peacetime requir.~nta in o~der to ensure 

the requisite degree of readiness for emergency . . 

( b) To provide, ho\on:!ver, · machinery for· necessary dissemination 

in the SACIANT command no..,, · the ECM \/ill be adopted mutually 

as the oombined cryptqgra:phic CIB.chine, 

(c) So as to allow exch~e .. between. SACLANT (and subor~inate 

c6mmands) and SACEUR (and subordinate commandeJ at appropriate 
I. . 

.levels, c~o ECM. ·ccy;to • charlnel~ will be ~loyed by "',.:·:.;\ . . . I 

SACI.ANT and SACEUR e.nd. designated subordinate commanda·. 

·· i (d) The moat expeditious communications channels will be 

j• 
employed in each ca.6e, but exclusive ch~ela V;lll be used wherever 

such can be IDade available. 

(e) EQ.i c.cypto -cllanne!B Vi.11 accordingly be made available 
l 

· i as follqwa:--, 

I 
I 
li 
l . 

\ 
l 

NHQ Ottava 

CBNRC . 

Admir&l.ty 

CINCEASTLANT 

ONI 

CINCWESTI.ANT 

COMS'ffiIK/FLT -(Cam, U.S. SECOND. FLT) 

--~ .- · (:f) . ~ is alre ady used by GCNQ • 

" I 
i 
\ 

\ 
'1 

.. ----- . (g) . -

SACLANT '"1.11 later nominate additional holders in his 

ccninand. 

6 
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12th December, 1952. 

Re'f.ised. 19 .March, 1953 · 

ARRANGEMENTS FOR COMINT DISSEMINATION TO AND WITHIN 

SHAPE AND- ITS SUB-COMMANDS 

I RESPONSIBILITY FOR DISSEMINATION 

1. The Office of the Assistant Chief of Staff, G-2, Department o~ the 
Army and G.C.H.Q. will serve as executive agents for u.s.c.I.B. and· L.S.I.B. 
respectively for serviee of Com.int to S.H.A.P.E. and· its Sub-Cozmoo.nds. 

2.· Io order to provide ·for close co-ordination in the dissemination 
of U.S. aod U.K. Comint to S.H.A.P.E. and its Sub-Colllm9.nds, G-2, D/A will 
establish liaison at G.C.H.Q. 

3. 

""'· 

II PRINCIPLES OF DISSEMINATION 

a) Rear to Front ....-·· 

Fo...., 781-C!JS 

(i) Security arre.ngements satisfactory to USCIB or· LSIB must be 
made for hand.ling COMIN'1' material in all relevant headquarters 
under S.H.A.P.E., particularly in those where the intelligence 
staffs include other tha.o U.S. - U.K. nationa.la. Subject to this 
understanding, the principle of direct simultanec:ius_ dissemination 
of Com.int to S.H.A.P.E. and its Sub-COI!IIIl.'.l.nds in war-time is agreed. 
It is aleo agreed that it is· essential to achieve in pence-time 
the ~thods- which·will be required in var. Initially in peace, 
however, not all of S.H.A.P.E. 's Sub- Con:Jm9.nds are in a state 
o~ readiness to receiYe a direct service. Therefore, initially, 
only critical items will be diseemina. ted directly to Sub-
Corrm:l.nds, the rem3.inder being 'disseminated to them by ff.H.A.P.E., 
which will inform G-2 and G.C.H.Q. what material is ·so· dissem­
inated. when and a5 determined by S.H. A,P.E. for each Su_b·­
Command, routine direct dissemination from executive agents 
to S.R.A.P.E. Sub-Comma.~de vill be initiated. $.H.A.·P.E, will 
in all cases receive, copiea of all Com.int disseminated directly 
to its Sub-Colllm'3.nds. 

(ii) When direet dissemination to Sub-Coraroa.nds begins, S.H,A.F.E. 
will establish the re~uirements of its Sub-Comrna..ods. 

(iii) Within the foregoing limits, U.S. and U.K. produced Comint 
· wil.1 be disseminated directly by the respectfve execut:t.ve 
agents t0 S;H.A.P.E. and its Sub-Commands .by the most exped-

· itious means avatlable to either party. The executive agents 
will exchange all Comint di.ss~¢n9.ted by them to S.B.A.P.E. 
and its Sub-Commands by the most· expeditious means available. 

/b) Front to ReLr 

TOP SECRET.· Cl\._..NOE 
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'ti) Front to Rea.r 

(i) Ae a principle, front to rear dissemination norm:i.l~ should 
parallel Com:inand channels, vi th exception being ma.de f'or i terns 
of a cri ti.cal nature. S.H.A.P.E. · wi11 determine which of 
existing Cani'int communication channels shall be employed until 
f'acili tie a f'or dissemination in parallel vi th Command channels 
are provided. 

(ii) S.R.A.P.E. will~tennine the requirements and responsibilities 
of the Sub-Commands. 

' . 

(iii) With the cognizance fo the executive agents, S.H-.A.P.E. will 
arrange with the appropriate u.s. and· U.K. national authoritiee 
to obtain for itself and tis Sub-Commands material produced 
by U.S. and U.K. Cie1d Com.int organisations outside the S.H.A.P.E. 
Comrrand structure. · 

(iv) It is a.greed that any rear to front Comint naterial incorporated 
in front to rear reports should, BO far SS practicable'. .be 
clearly indic~ted as _such. 

III DISSEMINATION STRUC'IURE 

4. In order to provide a.dequa te Comint cha.nne ls, the ECM (SI GABA), 
subject to approval by the London Cypher Policy Boar~, vill be adopted initially 
as the combined cypher ma.chine f'or combined use in the dissemination of Corn.int 
to S.H.A.P.E. and its Sub-Commands.· This does not exclude the use of other 
approved systems in a.dditiOn to E.C.M. As soon as possible, G.e.H.Q. will pro­
vide a land-line 1'on-line'1 ~ypher system between G.C.H.Q. and S.H.A.P.E. subject 
to approval by U. $. communication security author! ttet>. "On-.1~~< .~d+o"::.~aQ:fli.tiea 
linking G·.c.H.Q. and N. S.A. are available for use subject to availability of · 
circuit ti.Jne in excess .ct' that required for NSA-OCHQ operations, and will be used 
insofar as they prove the moat expeditioue means of tra.nsznission.· N.S.A. and 
G.C.H.Q. vill ·give Comint · for S.R.A.P.E. and its Sub-Coillm3.Ilds priority in each 
category of precedence. The question of using for this prupose in peace-time one 
of the emergency cable channels between N.S.A. and G.C.H.Q., to obciate delays d~e 
to b~d transatlantic radio conditiona, should be considered by the appropriate 
a.uthori ties. 

5. It is a.greed that the ECM will be made available for ineta.llation 
at the following organisations and Comman.d.s: 

a..:2, u. s. A:rary 
G.C.-H.Q., 
S.H.A.P.E. 
A.F.N.E. 
A.A.F.-C.E. 
A.F.S.E. 
s,s.o., Frankf'urt (for A.S.A,(E) produced Comint) 
6910 Security Group 
B.A.O.R. 

/2 T.A.F. 

·) ,_ 
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6. Top priority in supply of the E.C.M. is to be accorded G.C.H.Q. ·, 
and A.F.N.E.. The priority of installation at the rerza1n1ng Comi:oand.s and 
any· a.ddi tional requirements will be detenuned by S.H, A.P.E. · 

IV COMMUNICATIONS 

7. Communications details are attached as Append.ix A. 

V IMBLEMENTATION 

' 8. The foregoing arrangements will be effective upon approval by 
U.S.C,I.B. and L,S.I.B. 

. I 
1 The S.I. o. · (Special ·Interg:ration Office ) \fill be deactivated ..as 

1 

9 • . ' 
soon as 
ination 

administratively practicable following Board approval Of the ne'W dt~sem­
ar:ra.gnements and the eatabliehroent of liaison as Drovided '1n paragra~h 2. 

•. 

J 
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I REAR TO moliT/ 
-! 

'· (£) ·U.x. c6mint I 
I 

. . I . 

I 
' : . I 

· (i) u.K. co.mint will g0 ~i~_ct ~rom a.c.n.Q. to ·~.H.A.F.El. 

(11) Initial.J.y ~.H.A.P.E• vili pe.ae on to QlbMC~~ ~~ 
~quired. ·except th.at. cri tice.l i teme my ba ae:ot 4 @Jct· 
fionl G.C.H.Q. 

,( " . I . 
(iii) Later, when s·.H.A.P.E. ie: ready, G.C,H_~~· will 1ent1. .~f 

to Sub-Comm9.nds e.e required~.' 

(~) l). s. Oomint ... ' ' 

-· ... 

" (i) U,S.: CoM.int vill go froni.Waslµngton ~ S,K.A.P.!~ ~~'·-' 
· . a •. c.B.Q, or by. a.ny other route .*1ch.JDaY be m:n-e expe 

. . a.t the tj,lne. . . ( 

Cii) In1t1all.y·S.B.A.P.E. Wi.\l ~e o~ ~ eu~-Qobma~d.s· as qui1ed. 
except . tbe.t .cr1 t.ica.l iteinp ne.y be sent 41.rect f r Om. W.:tshin.gtol\ 
to Sub-Comnands either via d.c.n..Q. or by a~ other. :route 
which ma.y be more expeditioua at .the t~." . l 

. . . "I. I 
. '(:' :(1ii)· La~r, when S.B.~.P .. E •.. is r~a.d._y~ .Wash~n . will. 6~111 41-:reet . 

· ·. . "';o Sub-Comma.nd.s e:s required e'ither via G.C,H.Q.. or by E\-1\Y". , 
otl:l.er: route which nay be more expd.ei,tious at the time. . 

Reql:iirements 

( e.) Immedia ~ 
. : . . . 

l ' . 
. (1) ' ~~-line between G.O.a•Q. and s.H.A~P.E. s.a.o. 

· (11) BCM tor -0 .• c.H.Q. 
. I 

. (iii) On-112 '.~tea bet:Yeen· G._C.H.Q." and S.H.A.P,E•\\ 

: (iv) E;CM tor ·A,F.lf.E • 

.' . : (v) One Time Pads .for A.F-..N .. S. ~11"- re.ql11red be.tor ECM Pf'O. 
. ' 

('ti) AB my be decided later. · 

(1) 
, . " 

cable channel between R. S;A~ W O.C.B,,Q.. 
'···'iy 

(ii) ' On-~ine ~~to eis.~m t~! : c~~·le ~hamtel ~en N.S,A, 
G,c.R.Q.. . · 

/ ( i 11 >' A.dd1 tional 
' 
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I .Appendix A to LSIB/333/52 
, 

:~ 

(iit) Additional land-ltne f'rom G.C.H.Q. to S.R.A.P.E. Signals 
Centre. 

(iv)-Exclusive commitnications between G-2/G.C.R~Q. 'and.::A.A.F.C.E. 

(v) Exclusive c6mmunicationa between G-2/a~:c.B.Q. and A.F.N.E. 

(vi) Exclusive communications between G-2/G.C.H.Q-. and A.F.S.E. 

Details of 2(a) 

(a) Sub-paras (1) and (v) to be arranged by G.C.R.Q. 

(b) Sub-paras (ii) and (iv) to be arranged by N •. S.A.- in consultation 
with G.C.H.Q. 

(c) Sub-para (iii-) to be further· discussed between G.C.H.Q., N.S.A. 
and ·S.B.A.P .• E. with a view to ma.king best arrangements f'or. 
earliest implementation. i 

Details-- oi 2-(b) 

(a) Necessity for· sub-para (i) in peace·-time,- to obviate-aey radio 
delays, to be-discussed later-between G.C.H.Q. and N.S1A • 

{b). 1f sub-para (i) tinplemented, sub-pa.ra. (ii) to be discussed 
1.e.-ter between G.c·.H.Q.. a.nd N._S.A. with a. view to earliest_ 
prov;tsion.. . 

(c) Sup-para (iii) to be discussed later between G.C.H.Q. and S.H.A,P,E. 

(d) Sub~pa.ra.e (iv), -(v-} alld. (vi). tO be conside~ :i.ff_J:::!:::- exp~rience 
gained e.nd in any case consideTed ·ea.sential f<' ·· .... 

ll FRONT 'l'O REAR 

5. Provision ~l t-~ at 2 -T.A.F.- and B.A.O.R. to be- discussed later 
when desired by S.H.A.•~"i, · ltl· the meantime product of 365 s.u. to be made 
available to S.H.A.t.E~ i!.lli ·A,A.P.C.Eo and.that of No. l Wireleps Regiment to 
s.H.A.P.E. by most eJCt>edltl'eue e.>JisUng routes. · 

J 
5 
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