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"BRUSA TIANNING carrrnwcm 1953 '

Final Report

. 'Iln_ Fmal pARRYS agreed bo'tween the British .-md U s. s .
: .are liated below and coples of each are a‘btached. | ‘
(u) (i) hppendix B antitled "Prinoiples of - Saourity and
. Diasemnaticn" o o
: (11) fmnexure Bl to Append:.x B entitled "The Assignment

of COMINT to Gategories ang- Sub—Categories" s

C(444) Amnexure B2 to ‘Appendix B entitled "Security Principles

.governing the Conduct of OOMIN‘I‘ Activities in Expoaed

Areas™,

“(b) . (1) 'Appenchx H ent.itled "Gommunicatims“

reached at 'bhe 1953 Gonference for the’ Implemntation B

| '-.of Append‘ix H (Gormnunioatima)"
) (e) (1) -Appendix N ontitled "Arranpements for &nergency -
‘ ' Re-location of COMI'NT Units”.’ -
' .,.(ii) Annexure M to Append:Lx N en'bitled "Ra—location of
~ US and X COMINT Units. Provisim-ofﬁquipment" .
(iii) Annexure N2 to Appendix N entitled Note - on U8 and UK

GOMINT Units already located in Territory cm'brolled by

o {11) Annexure Hl 0. &ppendix H entitled “‘Working arrangements

Iy * . . the other Party or already Bohedu'led to be 00 loca‘bed.'f:

(1v) Exhibit 1 to Mnexure NI entitled "Detalls affecting
o re'locarbien of stations and units". ,
(d) (i) The addition to Appendix P of a' footnote defining .
| "r'e.leasa;l.)le equipment®, | | | ‘
(11) Qnﬁe#ure'Pl to Appendix Plentitled "COMINT Afraﬁgeﬁenta
for SACEUR®, | N
C(1i1) Exhibit 2 to Annexure Pl entitled "Principles for the,
Handling of Y“-. | A
(iv) Annexure P2 to Appendix F (adapted :roﬁx SAC/E/R/7
‘(reviseé) ) - |
. e u\\

eclassified and approved for release by NSA on 04-08-2010 pursuant to E.O. 12958 as
amended, ST56834
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EO 1.4.
EO 1.4.

(c)
(d)

© Form78LCI3§

(v)

&)/ "(i)
T/ ()

(:1.11)

(iv)

Exhibit 2 to Anncxure P2 (adapted from SAC/E/R/7

( I'EVj.BG-d) )o

Changes in Phraaeology in Appen&ix Q

Annexare QL to -Appsndix Q entitled: "collaboration
between US and Ul( National COMINT Centers“ .
Exhibit 1 to Annexure Q1 entitled !'Opergf,ionail and
statistical requirements for the wartime augmentgti@
of GCHQ". | | :
Annexure QZ'entitled-"Principlesb of Wartime

Collaboration among CQMINT Cen‘cers of the US and the

. UK and other Brltish Gommonwealth Countrj.es“

()

Exhibit 1 to Annexura Q2 entitled "Establiahmsnt of

-

" Overseas COMINT Centars"

2.. Also attached are coples of the Ninubes of the Plenary Committee .

maet:.ng hald at the‘beginning of the Conferende and a record of all the

}

proceadings of the Executive Comrl'btee. .
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4e Ttea ﬂd)(iii) above is subject to tripartite agreecment
betﬁeen US, U?(, and Canada. |

54 ILiti.ficaht.ion of Appendix B and its annexures by LSIB wllllb"a
subject to ,t;he-oomment of Csmadian, Australian, and New Zealand COMINT
authorities..
| 6. Final adoption of parts of Annexure Hl, Annémres QL and Q2 -
and BPC53/D Final will be subject to discussion and agreement with the
appm;;riate Canadian and/or Australian and New Zealand ‘COMINT au‘bhorities_
Iat the earliest possible opportunity.

7. Infoarmal discussions ook place between US and UK COMBIT .
authorities 6n, the following subjects and the records of these
discusslions are attached.

(a) 'BPGBB/Qb Finals "The Eeiabliahmaﬁt of a TS

Screening Group at GCHQ in Peacetime.!

EO 1.4.(¢c)
EO 1.4.(d)

(c) SAC/E/IR/S( revised): "“Arrangements for Exchange and -
- Dissemination within SACLANT's command of Int-.enlligenge
beyond the Scope of Third Party Collaboration." .
(ﬁ) LSIB 333/52(revised) "Arrangemerft,a for GOLmIT'.Dissenina-‘.cim,/:
to ‘md within SHAPE and its Sub-Commands." |
8 - Item 7(c) above will be -the subject of further informal

discussions between US, UK and Canada.

Signed.

oo Mfﬁf/
| p fo

for U. S. Delegatim

sh Delegatim

-X

25 P.{arch .1953
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\ . 19 March 1953 .
APPENDIX B S " .

PRINCIPLES OF SECURITY AND DISSEMINATION
' .

DJTRODUGTION S

1. These primiplas shall be the basis of all regulations for the

-gecurity and dissemlnation of Comrunioat.ions Intelligence issued by or under ,
the anthority of USQB or ISIB and other appropriate aubhorities of . |
- the CGovernments of the two partiea. T-he gcope and phraaing of such.
regulations mgy vary ln .accordm'-oe with requirements of tha partiea, agencies,
departnnn’c.s, md ministri es to whom they are designed to apply, but all shall
be ip acéord with these ,basic principles in every respect and shall observe
the standards herein as -,a minimume - As an ald to wniform interpretation,. |
eaoh party ahall forward all pe:otinent Board regulations and direstives to
the other for in.t‘ormatiqn. ,

e 2? It 18 reoognizqd that, while the following principles are in gennra.l

| of universal application, changing condlitlons or emergenciles and, in particular,

the outbreak of general postili’oies may require modification to ensure that -
the maximum operat.ional benefit consistemt with aeourity is derived i‘rom r
.connmmications intelligenoe. | . ' o ; T

R
DEE‘DIITION S, AND CATEGORIES

~

3. Communlcation Intelligenee (COM]IJT) is the name given 'co all I
processes involvod in, a,nd Intelllgence information and technical aterial s i
result.ing from, the in'bercept-ion and s’oudy (a) of foreign ¢ ommunic tions E |
passed by wire, radi 0, and other electromagnetic meang (except press,
propaganda, and publio broadoasts) and (b) of seleoted foreign oommunicati ons

sent 'oy non-electromagnetic mean s /See NOTE 1_._7‘ ' | ” - "

. . . ’ 7 i Yot
. i i .
NSA Form 781-C13S 1 Jul 52 I ef SE GitE i eiti i BE .
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4« There are two ty-péa of COMINT: Ciypt Intelligence and Traffic

‘Intelligence /See NOTE 2/. They are defined as followa:

— ¢ .t;. Traffic Intellige}r:'e is that COMINT which results from traffic
OGA- _ S -
gg ijiz; . analystis (e.gs the study of call-signs, message headings,

procedure signals, volume of traffic , precedences, D/F bearings,

and from plain texts, i.e.,

inf ormation produced by all means short of the actual crypt~

- analysis of intercepted commmnicationa. :
( 5. For purposes of. sesurlty handling and control COMINT 1s divided
into Categories andnsub'-Categox‘(iesv.

a. COMINT is divided at the present time to three Categories:

e aa— o P

~ Category IIT COMINT

5 Gategory II COMINT - B :
Categc;ry I . OO?:ImT .
b. COMINT 1is placed in appfopri%xte Categories as mutually
: ag-reed'by USCIB and LSIB ffo;n time to time.
c. As mtually agreed by USCIB and LSIB, separate Sub-
Categories of COMINT may be establishea within Categories
III and II in order to permit differentiaticm in the
v ‘ pro.cessing, dissemination, éxnhahge or use of material,

6. Category ITI COMINT is that COMINT for which the protection of

source or ¢ onbent is the cverridi;ng' consideration and. which must therefors >
be given the highest degree b# éeourity protection, In genera], it will include
R a. .Crypt Intelhg‘ﬁnde except that spectflcally included in
other Categoriﬁs.

b. Special Weather Intelligence.

PEENES_ et s

- ce Traffic Intelligence involving call-signs or message headings
. S " encrypted in codes or ciphers of high security gradings as
- specified ond mutually agreed by USCIB and LSIB.

G
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19 Merch 1953
Other Traffic Intelligence as specified and mutually agreed

by USCIB and LSIB.

7. Category II COCMINT is that COMINT for which the protection of

whlch a lass

da

S

source or content 1s not alway the overriding consideration and for

rigld standard of security is considered an acceptable mrisk.

In gemeral, it will inclndet?

Traffic Inteliigence not specifically included in other -
Catagories. -

Crypt In£elligence involving solution of codes, ciphers
gnd speclal systems of lowsr security as ;pEﬂified gnd

mutually agreed by USCIB and LSTB.

j// B8e Category T COMINT is that COMINT which mgy be subject to the least

stringent security restrictions and which‘mqy require more extensive
. dissemination in order to provide for effective wtilization. In general,

it will include certain types of low level COMINT as specified and mitually

5 agreed by USCIB and LSIB.
{

> ASSIGNMENT OF COMINT TO CATEGORIES

9. In assigning COMINT to a Category, the following general

criteria will be considered:

e

be

d.

Thglintelligenoe,value of its qantent. _

The difficulty of solution or intercept to include:

(1) Sensitivity of technigques employed in solution and
i,

(2) Sensitivity of source of intercept..

(3) Inter~re13tion§hips-between cryptographic systems.

Cryptographic sophistication of the country originating the

traffic in%olved.

Security grading given to contents by the country originatingr-
the traffic involved..

The advantagé to be gained versus the risk of loss by
utilizatiog under a given Categor&, including:

5
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(l) The valuec of extonding the disseminatiqn of certoin
COMINT to permit essential nse of the operational
intelligenée,contained:therein.

(2) The capsbility of certain Third Porty COMINT
groups to exploit the COMINT in question with the
attendant security risks beyond the difect contrbi
of U.S. and U.K. muthorities. o

(3) The value of prdviding technical guidance or
COMINT inform@tion to Third Party COMINT activities
to insure recelipt from them of uniqué intercept and
critiﬁal éOMINT infoimation pot'otberwisé avallaeble.

10. 1In asslgning CCMINT to the lower Categories the following

 edditional factors will be considefed:" ; o N
a. A sysitem or class of COMINT, once downgraded, mdy not
¥ effectivély be upgraded.
The distinctlon between Categor&_l on the cne- hand
and the bigher Categories on tﬁe other 18 that the former

does not require codeword protection, whereas the latter

. 1¥. USCIB and LSIB shall bave prepared apd maintained in current
status mutually agreed lists to indicate COMIN? ﬁlaced in ‘
tha severa) Categories and In such Sub-categories as may be
estgblished.

CLASSIFICATION AND CODEWORDS

e
12. Category III COMINT shall be classified TOP SECRET ond shall

be designated by a distinective codeword agreed between USCIB and LSIB
and replaced every two years. Im the event lhat USCIB and LSIB sgree
that positive security advantages will be obtained by earlier change

then euch change shall be made and & new period of two years shall be

/ in effect from Lhat date.

= U o
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13. Cetegory II COMINT shall be classified-SECRET and shall be’
o 7 2

19 Maxrch 1953

5 designated by a distin%tive codevord agreed between USCIB and LSIB and
replaced every two yéafs. in the event that USCIB and ISIB agree that
positive security adva?tage will be obtained by earlier change. then
gsuch change shall be m?de and e new period of two years shallfbe in
éffecf from that date. /

s

14, Category I COMINT shall be classified not lower than
; , , .

CONFIDENTIAL and shall not be designated By a codeword.
: ]

" Suh-catégories. Whenever a Subscategory is eat&blished within
)

Categories III or II COMINT, it sball be designated by a separate or

"F‘":T
a liary codeword agreed from time to time between USCIB and 1SIB. 5§>
1

16. Technical material pertaining to COMINT shall bear the -t s

/ A | i & ‘ .
classification and dodeword appropriate to the most highly clessified and
3 ¥

ensitive Category or'Sub-cétgéQéﬁ‘Qf COMINT to which it relates snd shall be

§
) : handled accordingly. :’%

17. 'Documents which reveal actual success, progress, or processes
in the production of CéMINT shall bear the clessification and codeword
app;gfriate to the mos£ highly classified and sensitive Category or
Sub-Category of COMINT'to which.théy relate and shall be handled accordingly,

\ \\

‘even though such documents may not reveal COMINT as such.

"‘18. Raw traffic (i e., intercepted traffic sbhowing no evidence of

'y

procassing for COMINT purposes beyond Borting by clear address elements,
’ elimination of unwanted messages and ‘the incluaion of a case number and/or

an arbitrary traffic designator) shall be classified not lpwer thén

GONFIDENTiAL and need not be designated by & codeword. k

19. “Codewords. ﬁheu used as such, .the codevords which designate
1

Categories III and 1T COMINT end the Sub Categories which may be establiehed

Al SELRET .
within these Categories shall bear the TOP SECRE?ﬂclaasification acconing

to the Category. Thesé codewords and their implications shall not be‘
mode known to non-indoétrinated persons, nor shall these codewords be hsed

in their codeword sensé'in the ﬁresence of non-indoctrinated persons.

o r l: 4' - < B ! . . ~
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. 20. Conservutionlof COMINT sources le of supreme importﬁnce.
iIf'is essentia}, therefore, that the production, exploitation, and
dissemination of comm:,‘éna of all related or resultent iuformation,
ge sfriétly cdntrolled and the dissemination appropriately limited.

The physical security of related documEnts iz not alone sufficient,

it 15 egsential that all reference  to the exlstence of COMINT, either
direct or 1ndirect be avolded except among those to whom the knowledge
is necessary for the proper performance of their duties. These provisions ;
shall apply to any 1ntelligence which, in whole or in part, includes
information which can be traced solely to COMINT BOUrces.

21, There iB no. bime 1imit for the safeguarding of COMINT as de-
fined‘hereln.l It is of tHe utmost importance that complete and abso-
lute silence on a}l COMINT m&tters be. m&intained.by those who have ever
Abeen.indoctrinatednfor COMINT., If, at any time, matter referring to
COMIN? is broedcast or Eublished, even tﬁcugh by prominent pedple or
thdae in euthority, thié does;not in any way free those other persons
who are, or ever have Béen iﬁdoctrinated for COMINT from their contipuous
obligation to maintain ﬁilencé.

22, Except as agreed by USCIR or L3IB, all persons to be agsigned
to duties involving COMINT shall be the subject of security investi-
gatiqn and clearance. As an ald to tﬁe uniformity of investigations and :
clearances, and to prcmbte adequaté minimum standards, each perty shall inform
fhg Sthgr of fhe standards prescribed by it for this purpose.

'~ 23. All persoms to be sesigned to duties involving Categories of
COMINT other than Category I shall be indoctrinated (i.e., 1nstructed as -\
to the naturg of COMINT and the gecurity regulations and practices which
govern the hgndling of COMINT material ahd COMINT activities). Recipilents
of Category 1 COHJNT only will not be indoctrinated. Producers of

Category I COMINT only heed not necesserily be indoctrinated.

r -

- 6 -
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a. Knowledge of, specific Categories or Sub-Categories of COMINT
shall be made available tq indoctrinated persons solely on the basis of their

"need to know". .

b. Every effort, shall be made to restrict the mumber of per-

sons indoctrinsted for COM;NT to the essential minimum.

i e. It shall be permiseible'for'ﬁersons who have accegs only to
e | S
] a less sensitive Category or SucLCategory of COMINT to work within Agencies !

{ : . | .
| or Centérs in which there are chated_other rersons engaged in the pro-

=X | ) X .
/' duction or exploitation of'a more sensitive Category or Sub-Category
I of COMINT, ohly s0 long as due precaution shall be taken {by providing
segregated, secure areas or‘otherwise} ‘to ensure that the activities and

' knowledge of such persons are confined to the COMINT meterisl and acti-
vities to which they have access }

2k, Under extraordinary condltions, as determined by USCIB or LS1B,

L

it may be essential for an individual to take up duties inVOlving

)

COMINT before the requiaite 1nvestigation can be completed. In such cases,

the person concerned may be suitably indoctrinated on the authority omly of

senior officers or offici&is as deaignated by the respective parties. 1In
all such casea, steps ehall be taken_ﬁo.enaure that security investigatione'
‘and clearances a.re complétedae soon as possible efter indoctrination. - |

725. Bach Party ehall!ensure that complete lists of 1ndoctrinated
Persons are maintained. { A -

726. USCIB and 1SIB shall keep each other fully informed of the
approximate number of indoctrinated persons in each of the Depertments,
Minlstries, Agencles,’ and Offices receiving COMINT by Category of Sub-
Category uhere applicable.

27. No national‘of one party shall be permitted accese to the

- COMINT agenciles or to the éategories 11T end II COMINT of the other Party,

H

7
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unless he has been épproved by his parent agency'L% Board and haas been
properly indoetrinated. Such access shall be 1imited to the Categories or
Sub-CategOfies of COMINT agreed hy'his parent agéncy or Board..

(/-“ 28.”;;Ever'y ei‘f_ort shall be made to e;nsure that no pe'réon who

has a }m&wledge of current value about COMINT, such that his capture

or Interrogetion could be a substantial risk to the security of COMINT,

" Shall be sssigned to or engage in activities of a hazardous nature.

30. In spplying these princlples persoms who are or have been in-

doctrinated will be divided into four groups:

OGA

] 8. Producers of Category I COMINT who have no knowledge of
EO l.4.{d) : ’

other Categories are clessed as Group A. They may be

aspigned to hazardous agtivitieﬁ only on the authority
‘of senior officers. (No restrilctions are applied to the

recipients or non-indoetrinated producers of Category I

COMINT only).

8
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b. Individuals who have knowledge of current value about

| Category II COMINT are clagsed as Group B. They may
be assigned to hazardous activities only after six |
months Separation from such material.

e, Indiviéuals, other than those specified in sub-paragraph-d
below, who have knowledge of current value about Category IIL
COMINT are clessed as Group C. Tﬁey may be assigned to
hazsardous activities only after a separation of oﬁe year oOr.
longer from this type of information. |

d. Individuals with preclse knowledgé éf-COMINT procesgsing
techniques,‘éompetence; or potential, regarding the more.

sengitive Category III COMINT material are classed as

Group D. . They shall not be assigned to hazardous

activities at any tETé;'_"_‘m__ﬁn_,N_w_””m_w”_wﬁm“<,“\‘t

31. The provigsions in paragraphs 28, 29 and 30 shall be gpplied
only by senior officers and officials et a level to be esteblished by USCIB
or LSIB. Exceptions shall‘be‘authorized only after careful consideration
in each instence of tﬁe advantages to be galned, as oppqsed to tbe rick
involved; In conseldering exceptibns to sub—paragraph 29d, the prqtection
offered by:diploﬁatic‘status should not automatiecally be considered sﬁfJ
ficient, but should be assessed in the light of thé pértiéulart;ircum- ;
stances involved. Any exceptién in the case éf Group D pergonnel muet |
receive prior epproval by the ﬁoard concérned; The considerations relevant to'
COMINT personnel serving ﬁith CCMINT units in_exp05ed areat are deslt with
in Annexure D2. All possible acltion shall be taken to discourage or pre-

_ vent any individual with a knowledge of current value about COMINT from

engaging in hazardous activities {as defined ino peregaoph 29 above)lin'

any unefficial cepacity at any time.

Q

P
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. . t

E 32. Except as implicitly iovolved in the operation of paragraphs

35, 41 and 42 below, Categories III and II COMINT shall remain égclusively
!

in the custody of indoctrinated persons; secure from examinatipn\LY non-

indoctrinated persons.

DISSEMINATION

33. Tne basic principle governing the dlssemination guvd use\pf
COMINT is the "peed to know". Each item of COMINT shail, therefore, be
made known 70nly to those individuale who require 1t in the performance of
their duties ﬁnd, excepf as specifically provided in paragraphs 35, :36

and 37 below, are indoctrinated and authorized to have access to the|

]
particular Category or Sub-Category of COMINT to which such item appertains.

- 10 -
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36, Category;f COMINT may be disseminated 1p accordence with the
normal practice of each Party as regerds intelligence materiasls of
similar elassificaﬁions. However, 1t may not be passed to Third Party
reclpients except as provided in peregraph 37 below, and must be hendled
accordingly. It is recognizgd that thisg diéseminat}on wlll involve loss
of control by EOMINT authorities, but every effort ;Ball be made to |
ensure that the following provisions are enforced to the.maximum extent
posaible. ! . _ ’ \\\\

a. Whenever Cateéory I COMINT is to be tranamitted by & means
exposed to jnterception, it shall normally be trsﬁsmitted in an
approprlste cryptographic system. It may be transm;%tgd in
plain language only when there 1s no suitable means offéecure
communicapion avallable énd when there 18 an urgent operatiopal
need to do so. Whenever possible such plein laenguage
trensmissions shall be in the form of operational orders s0
worded tha£ the subject matter cannot be traced cpecifically

to 1ts COMINT crigin.

NSA Foim TB_1-C135 1 Jul 52 I QI SE G}kE I Gi k%q G)E
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37’J Categd®y I COMINT may be disseminated to Third Party recipients
under the following conditions: ’ |
{ a. In COMINT exrangements with Third Parties, Category I COMINT
may be'released to these Third Parties in sccordance with ths provision;
of Appendix P. .
- b. During active ho%tilities or 1n the case of an
rgency 1nvol{ring & matter’ oig.\ importance to the national secu.r:L{:y

ofleither Pexty, Category I CCIvL‘EIN.‘I' nay be disseminated to nationals
of Third Pa.rtliestwho axe enga:geia ‘:ditectly Y.lith the U.8, -or U.K. in
' thege bhostilities or are alliied Cliirectly with tbe U.S. 61: U.K. in
with the emergency concerned. The determination of & requirement

{
this exception and the atlithority to g,ra.nt this exception eha.].l

lie © witbh senior officerq or;officials et a level to be establi_s_hed
by USCIB or ISIB. | _

3%. In the event that elther Pa:rt.y produces individual items of
COMINT which, by reason of the‘ex‘tr-'eme sensitivity of the-ir source: or
content shall be given a mor;éa limited dissemiﬁation than would pormally be
Elven to the Categdry oxr Su‘bi—Ce.tegory of COMIRNT within wbhich they fall,
it will be for the originati%g party to indicate the nature of the
special bandling desired and fo request that the other Party afford
B:Lmila.rly l:Lmited dissemination. |

39. Category ITI end IT COMINT shall never under any circumetancee
or in eny form be digseminated to any Ministry, Department, Agei_hcy,
Organization, Office, or lndividual from which or from whom 1t§might

" reasonably be expected to find its way, officially or extra—ofgficiauy .
"into the possession of any person or group who could use 1t for cogmercial
o a

-(c)
- d)

competition or cammercial gain or edvantage. - i

14
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PROCEDURES

{ 40+ The appropriaté c]_.ass'lfict;tipn and codeword shallt
a. Appear on every a’heetr of paper which contalns or dlscloses
Caﬁggpry ?II or II COHINT-or a‘Sub—Categcry thereof, technicsal
material pertaining 1o these Categories anl‘dzsub—Categor'ies and
.docuinenta' vhich reveal actu_él gucecesy, progréss or processes
in thelr production. Except as provided in paragraph 35 above,
this rule ‘applies to maps and charts on_whiéh are plotted

data and information.deriﬁed from these categorlies of CCHINT.

OGE
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4l. Category IIT COMINT and related technical material shall
not be transnitbted in plain language except as follows!?

a. Scaled, by safehand channels, over routes specifically
approved by USCIB or LSTB. IEach Becard shall inform the
cther of all approvéa routes involving transport acrovss
territory of a third party, the approval. of such roﬁtes
to bs held to the necessary t.nini.mum.

bs Over landlines specifically approved in each instanCe‘by
USCIB or LSIB.

ce Over completely protected Tocal conmmnication systems
eiclusively‘internal to agencies or offices produéing or
utilizing COMINT.

42. Category II COMINT and felated technical material shall not be
transmitted in plain language exceplt as provided in‘paragraph 4l above,
or by protected pdstal channels intemal to, or under exclueive control
of the U3, the UK, or other collaborating-British Comnonwealth countries.
v 43+ Cabogory T CQIINT and related technical material Should-be
transmitted by COMINT channels vherever possible, but way be transmitted
by conventional ¢ hmnels used for intelligéhce materials of similar .
c¢lassification, It shall not Dbe transmitted in plain language by a
means axpoged to 1ntercegtion, except as provided in sub—paragraph 36a
above.

Liye Héw traffic may be transmitted in plain languapge as providéd
in paragraphs 41 and 42 above. Raw traffic classified CONTFIDEMTIIAL may
also be transmitied in accordance with the nommal procedure for “his

:classification, except that when transpor£ed across the territory of the
country originafing the traffic, it shall 59 with the express sanction of
//E§GIB or LSIB. This sanction will be granﬁed only in case; of compelling

need.

16
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45. Bxcept as provided in paragraph 35 above? |
. as Category IIT COMINT and relatved technical moterial
transnitted in enc.ry'p’t. ed form shall be encrypted in
specizl cryptographic channels expressly" provided for
these subjects. .
b. {atogary II'_COMﬁTT and related technical material
transmitted in encrypted form shall be enér_ypted in
| ‘speclal cryptographic channels expressly provided for
these subjeéts, those- lis_ted .An paragraph a above,. or in
l‘ the most secure cryptogrqphic channel. available.

Ce Rowever, in the case of cryptographic systems mmtually
apprcve;d for the purpose, the transmission of COMINT
‘related technical matters 'and raw.traffic over the same

" channel is authorized, provided that such channels are‘
r‘e_sef'ved for these subjects exclusively.
46 In order to facilitate a,lcméerted affort directed t ward.
the determination and assesémcn; -oi‘ the causes and effects of. }cﬁd\m.
or presumed COMINT compromises or losses, 1t is agreed thats:

a. "henever any br;ea.ch of ita COMINT se.curi.ty regulations
dr .a.ny other circumsﬁmmca which in fé.ot has, ot can be
presumed to have, compromlsed COMINT or CGIINT .codo-mrds, !
or to have revealed COMINI successes to unauthorized ﬁerso’ns,
:bec.onles Jmovm to either ¥arty, it shall infdrm the other
-means of a report embodylng the pertinent facts rmd ' /
c:onclusions in each case, except that wheﬁ’ the Party

‘
cone erned concludes that there is a good reason to believe
that such co‘upromlse or revelation has not. reached and will
. Xt in faect, vreach foreign nationals, no repmt nf\ed be

rade to the ovher Party.

~17=-
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- be Whenever a significant change occurs in forelgn
cryptographic or éommunicafions sécurity, the Party
diééoverihg such'change shall notif& the other. Each

' Party shall then analyze and assess the known and
suspected cirqumstaﬁces ha&ing a bearing upon the change;
these analyses and assessments shall be exchanged b-y the
Parties; and éach Party'shallxthereaftef keep the other |

~fully informed of any additional information bearing

upon. the case. . ) )

_18..
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Notes Lo Appendix B

Note 1  Throughout this Appendii:

a. 'Forelgn commﬁnicétibns" are understood to mean those of  the
Government, or of any military, Alr or Neval force, faction, party, depert-
ment, agency or bureau of a fdreign couﬁtny,'or any pefson or péraons act-
ing or p@orting to act ‘Eherefor , end shall ing;gde‘:|and private
commﬁnications originated by natioqg;audfwaﬁf;¥eign country which maey

contain information of militarﬁ, economie, political, or counter intelligence

. value. "Foreign country" is understood to include all countries, whether

_ or not thelr governments are recognized by the US or the UK, excluding only

the US and the Britlish Commonwealth of Natlons.
b. '"Technical material® 1s understood to mean data concerning:
(1) cryptographic systemé,
(2) communications procedures and methods,
(3) methods and equipment, as used in or designed for
COMINT processes, |
and information related to any of the above.
¢. "Communicetions inteliigence” does hot in&lude the interception
and study of non-communications transmisslons. The term Signal Intelligence
(sigint) (as used by the UK) includes both COMINT end the inmterception and
study of noﬁ—communications transmissions. These transmissions are outslde

the scope of thils Appeundix.

9
-7
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Note 3 ~ Paragraph 34 shall be 6 SHESTPEAET B8 16 Wllew
8. The use of COMIN? by'indoctrinaiéd persons in the preparation of
National Intelligenbe Estiwates, JIC appreéiations and gimilar documents
ispued wilthout COMINT codewords, a8 sﬁecifiéd by either party, provided
- the statements contained im them are so generalised thet they c&nnoﬁ be
traced to a p-riicular ;tem.of COMINT. ox toxtheir COMINT origin. Sp%cific.
COMINT detail must be restricted to éupportgﬁg papers carrying the CbMINT

codeword.
i

8
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ANITXURE Bl

THE ASSIMENT OF COMINT

TO CATECORIES AND SUB -~ CATEGORIES

1. This Annexure delineates the basis for (a) the establishment of
Sub-Categories, (b) the assignment of COMINT to Categories and Sub~
Ce;tegories, (o) the classification of COMINT assigned to Category I
and (d) the applicatim of codewords to designate Sub~Categories, \as
provided inparagraphs 5¢, 5-5, 14 and 15 of Appendix B respectively.
This An.nexure is not intended to specify or accomplish the detailed
cat.egorizatim.‘of,all COMINT. However, along vith the criterla
described in paragraphé 9 and 10 of A]ﬁpéndix B, 1t gqjems theriprapar‘a'bi.on
and waintenance of current, mutually agﬁeed lists, which are required

- under ﬁaragraph 1l of ﬁppendi'x B, to 1ndiéate the pz;eci;ae assignment of

all COMINT to_catégoriea and Suthategt;fieé.

» Category I shall containt

a.- Traffic intelligerce relating to D/F missidﬁ assigaments,
bearing reports nAd fix reports (i.e.: targat‘frequenciés,
call-signs, "piped glpgnals", other signal informatiom,
béaringa and ﬁxes), provided that wo lnterpretations of
complex changing call-sign systems a.re included. This mat.a:‘lia.l"
shall normally be ¢lassified CONFIDENTIAL‘.

‘b, Plalp-text tactical or operat.ionai 'trafﬂcl provided that no
interpretaticns of complex changing call-sign systenms, enciphqred
wap references, or results of advanced traffic analysis are

included. I'his material shall include local procedural and

|
{
1
!
i
i

: local grid :nd wone systems used for artlllery direction,

tactical contrel wmd vovement of front line units, ocarly
= .
wvarning and exercisc of tactical conbat control of aiveraft. 7This
. " material shall normally be classified CONFIDEMTIAL,

-,

MNSA Ferm 81 35 1 Jul 5% W
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e» Traffic Imellipence or Crypt Intelldgence from analysis

of .radar tracking reports. and visual oboervation rleport.a as
found in tactical or operational traffic, provided that
{ : encipherad aixrcraft type deéignationg or interpre?;ationa
_ / . of complcx\changing call siymn systems are not inoluded.

Inplusion oa local ;rid or zone references, local procedural

codes used. for brevity and plain-text intersﬁersedf with

. : ‘ cover words is permissible. This material shall normally be
: _ .
' \i classified.CONFIDEXTIAL.

Q.
>

Crypt Inteiligence from naval tactlical moneuvering codsgs,
{ - when-used a8 such, and from Jjargou codes. This material

shall normally Le classified CCNFIDENTIAL.

© 3. Catogory II shsll contain

\ a. Traffic Int‘el.:j:i-ggnce' (1inoluding freely availadble privaay

“ and brevity syste;né' except whare
\‘ specifically assigned to other Categories. Catogory ‘I_I plain-
| - fext which qualifies for exceptional handling under
\ Iy :

‘paragraph 35¢ of Appendix B shall inolude only such of the
followlng as is not assigned to Category III under sub- :‘
1

g ~ .para_grapha 4d and 4e belowt . {

: T
_ Crypt Intelligence speclifically assigned on the basis of
) ® o " {

. ) . ( '
crypto-systoms. USCIB and LSID shall have supplcohmentary Ji.ists

of all cryptosystens mutual}ly adjudged suitabls for ineclusidn
in this Category kept joint’].y'.in current status Ly their

respective technical groups. Thezse lists thall bo based npon

the critevia in aub-paragyapbs Qa, b, ¢, »nd a, and

NSA form TH1-C123
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parazraph 10 of ippendix f. Bither Yarty may, ~ftors

consideration of advantages and rieks-as provided in sub~
paragraph 9e of Appendix D, .assign my crypto-system
currently so listed to Category:II. The.otheriFarty ghall
thenvbe notified 1mmediateiy ‘throuzh thé technical channel
uged in maintaining the joint lists, and shall sinilarly.

assign.the orypto—sfatem involved. .

4. Category TII shall contain?

&e

b.

Crypb Intelligence except where specifically aaéigned to
other Categories. '
Traffic Intelligence involving call-eigna or nessage

headings encrypted in codes Br ciphers of high securlty

’grading.

Traffie Intelligenéé involving such combination ("fusion")
of separate Tralffic Intellirence or octher Category II
sdurce§ as produces information vhose wvalus is so great that

security of content beconmes the overrlding counsilderation.

(=

wrrman wr—TOP-SEGRET-CANOE—

Haterial involving sepnsitive collection m ocedures or tho
revelation of suc:ess against unusual, s=nsitive or coaplex

trensmission procedures and deviecs.
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APP

¥ QECURTTY PRINCIPLES GOVERNING THE CONDUGT OF COMINT ACTIVITIES IN

EXPOSED AREAS

v 1.  INTRODUCTION
‘ It 18 recognized that effective intercoption of foreign communi-
cations and effective eupport of field cummandere may require the establish=
ment of COMINT activities in locations whbich may suddenly fall under un=-

friendly control with consequent lpss of COMINT personnel and/or associated

claasified MAterials. It is agreed tbat[j}n addition to the pertinent,
general provioions of Appepdix %Z)tPE”S?GCifiC provisions wh;éﬁ follow
shal) ‘govern the conduct of COMINT acti;itigs in euco locations.

o 2. DEFINITIONS |

/

ggpoaed areas are those which are suaceptible of being quickly. overrun

by enemy forcea or those wherein the local political or~military situation

18 such a8 to pose a distinet threat to the security of COMINT activities

conduéted therein. At present they comprise primarily countried

Fnd areas ddjacent to these countries which

are beyond defenge. lines expected to be tenable. In proportlion to the
risk of loss of COMINT personnel and/or classified material located

therein, such areas imvolve three aituations.
' k|

.;__

-4, Protected situations,l.e.: those in which there 18 no

reasonsble expectation of such a loae.

b. Rigky situstions,i.s.: those inwhish it s 1ikely that
. oomplete evacuation of COMINT persounel and.remov§¥ or
effective destruction of classified material will be

accomplished. .

¢. Dengerous situstions,i.e.: those in vhich it is unlikely

that complete evacuation of COMM{-Y' ;- ¢mwmal and removal
" or effective destruction of classiiv: ! roterial will

be sccomplisbed. 1

warmmes i TOP-SECRET E€ANOE-
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3 EVALUATION oF BI'I‘UA‘.’I!IOM ™ EKPCBED AREAS -

The Aecision whethar o piven aituation 1s ‘protected, risky or
dnn,géfonu shall be made by USCIB or 1SIB, or by such oth:r authorities as’'
are responsible ror the‘sacurity of the COMINT activities ooncorned, ond
s!n].l be made in the l:lght of the politioul, mil.‘lt-u.ry and other tsc'born
affecting the safety or t.he cm:.rm' personne). and mterials mvolved.

L, FACTOESAI‘FEGI‘INGDEGISOIB CQRDUCT COMINT ]IBIN_
| RISKY OR DANOEROUS STTUATTONS ' |

COMINT aotivities ehaii be senductad 4n ri-ky.'o:r d.e.n.'ge;'f.,ue

situstions only after due conaideration of the COMINT losses which may Tesult
1£ the area concernsd is suddenly etbaciied, and 5: the probable effoot
of luch logses upon the oonduot .of COMINT aotivities al.mhen. :
'S. BAFEOUARDS FOR RIBKY SITUATIONS
In the case of COMINT activities establisbed in rﬂ.nlq aituationa,
the following safeguerds shall bs applicd save as exceptiom t0 them
ave specifically approvéd by USCIB or 1SIB: B
a. Only intercept, snaiytie and rapor‘bmg tasks v‘hioh i:annotl
| be perrern{ed satisfactorily in safe or protected situa.tiona
phsall be assigned.
©. Ko Category I1l COMINT or related doouments end tealmical
material sbell be held axeep£ those essentisl to the
" pasimnad bagk wol, off ouxvent appiiastden thereto, woll b
latter shall be maintained in such condition as to insure _
‘dmmediate destruction, if ﬁecease.ry, upen ‘eudden threat of
- seizure.
c. No parson in Grouyp D, as defined in aub-g,:a.ra.groq;h 304 of
Appendix B. shell be essigned, unlass required by technical
coneiderationa,
d, Facilities. shall de providéd with which of 1:1-5&i complement can

be expeated to destroy effectively, if necessary, all classified

NSA Form 7B1%.C135 1 Jul §2 ‘ B PO B4 Y W 8 ool [xm e =--‘ with.
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e. Appropriate steps shall be taken to Iimsure that adequate

A

. 4,,,»&-

arrangements ere made for safe evacuation of all personnel
vhose 1088 would be dumaging and that the wnit in ques%ion

is kept informed of evdacustion plans on a current basim.\

v
'

‘6.  SAFEGUARDS FOR DANGEROUS SITUATIONS
In the case of COMINT units esteblished in dangerous situations

?

the following safeguards shall be applied save as eiéeptions to them are

Y
|

' specifically approvéd by USCIB or LSIB: ' '

&. Only unigue intercept tasks which cannot be accomplished i
elsevhere shéll be assigned, and only such analysis es is
loaallj required to support.these tasks and permit essential
technlcal reiorting ghall be performed.

b. Only COMINT documents or technical aids essentisl and of
;urreﬂt applicatiou to these tasks shall be held.

‘c. No Qgtegbry‘iII COMINT or rela;ed documents aﬁd technicél
material Bhail be held.

a. Pe}sannel techn;cally informed in COMINT  of a higher level
or broader sébpe than 18 required for the limited mission
of the unit should not be assigned if evoidable.

"e. No person 1o Group C as defined in gub-parapxoph 30c
of Appendix B shell be assigned unless his presence is
vitel for the effective functioning of the unit.

f. No person in Group D as defined in sub-paragzreph 304

of Appendix B shall be assigned in an§ ci@cumstances.

\
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Facilities shall be providedlwith which the minimuu number
of persons on duby ét any one time can be expected to de-
stroy effectively, if necessary, all classified COMINT
méterials within a fime 1imit commensurate with exdsting

dangers, and unit personnel shall be skilled in the use

of these facilities,

Appropriate steps shall be taken to insure that the unit
1o questlon is kept informed of evacuation plans on a

current basis.
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 APPENDIX D

'CO-CRDINATICN. OF TRAFFIC ANALISIS ARD EXEHANGE\
OF TRAFFIC ANALYSIS MAIERIAL S

(For details gee ﬁnpexﬁ;e'D;)

1. It will be the joint objective ot the parties to’ ensure that the -
required field of tratfic ‘analysis problems ig- covered as' thoroughly es
possible but orly general rules can be laid aown fer the division of
T/A reaponsibility between ‘the two partiea.

2. With this objective in view, quroductive duplication of detail-
ed work will be elinﬂnated ‘and 1t ie reeégnised that the best method: of
Iurthering this proeess’ ot elimination 18 to exchenge irformation where
ever possible in the form et partly or rully processed material.

3. Published reports on Trartic Analyaia will alwaws be made avall-
able to the other party

. Whﬁre the exchange of published reporta is inadequate the re-
quirements for s mere detailed exchange will be stated.  These reqr

ments will be satisfied as fer as possible from the materiasl being ently
produced - e.3. work. sheets; log digests, daily diagrams and -other pre-
digested materdial - but both partiee will endeavour to meet any

additional requirementﬂ by modifying the form or content er theSe
partly~procesaed rqperts ‘

e Hhere in any apecifie case the exchange of material provided for
in paras. 3 and Y4 sbove :1s-insdequate either party may request copies of
the unprocessed logs or chatter sheets. Such raqnests will be Batisfied
within thﬁ Aimite of the- resources availﬁble

6. The method of exchange in 211 cases will be by radio or by bag
according to the nature and urgency of the material .

Te In order to facilitate the exchange of ‘materisl a degree of-
standardifSation will be aimed at in the use of names or abbreviations
to deseribe: 2/A features, e.g:, transmissien-aystems call-sign aystems,
procedure codes, traffic types etc:

8. Continuing efforts will be made to apply common validity standards
and terminclogy in T/A reports of both Agencies, to facilitate understend-
ing and possible re-use ‘of reports by the other Ageney. The following

‘ad jectival meanings are accepted as standard for the validity designators
"A" to l(Dl‘l

BeA
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EO 1.4.(d)




OGA
EO 1.4. (e)
EO 1.4. (4d)

0GA
EO 1.4. (c)
EO 1.4. (d)




10. The basgis for the continuous co-ordinstion involved will be an
exchange of reports consisting of:-

B5h .. (1) reports on intercept results as requested by either party.
Tirel,
Sdy T

SO
e
oony

(i1) 1lists of tasks allotted to stations (on & monthly or weekly
basie as is reqpired)

(111)- information on major chenges in the cover Situation
(exchanged by sigmal).

CO-ORDINATION CF EFFORT OF D/F, AND TASKS

T In genera) the division 6f work must fall’naturally according
to the locations of D/F and intercept stetlons, add the intercept
tasks and search progremmes undertaken by each party.

12. Collsboration between the parties in the field of D/F shall be
in the form of:-

(1) requests frem any agency direct to any other for bearings
and Tfixes on specified targets and

(11) the exchange of results.

13. ' Collaboration in the field[::::j::::]work vill automatically
oceur in the normal. excharige of Traffic Analysis.’

L : , oGA
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OUTLINE OF REVISIONS EFFECTED IN APPENDIK D
' UKUSA AGHEEMEHT '

A. CO~ORDINATION OF TRAFFIC ANALYSIS AND EXCHANGE OF TRAFFIE ANALYSIS MATERIAL

Pera. 1. Wording revised.
2-7. No revision required'

8. Revised in order to incorporate provision for use of validity
' indicatora contained in US/UK Conference Agreement July 1951.

9. WNo revision required. (Reviewed by NSA-61}
106. No revision required.
11. Ko revieion required. " " “

13. Ko revisioen required. " " "

B. APPEEDIX D, Anpexure Dl, (Old sheet ig)

The wording of the present heading changed,to reflect arrangementa
currently in effect.

Para. (1). Exhibit 6 deleted.

(11). ¥o revision required. - T

C. (i) CONSIDERATIQNS GOVERNING ALLOCATIOR OF MATH RESPONSIBILITY FOR INTERCEPTION

Pars, 1. No revision reguired.
2. Last sentence revised in keeping with cufrent practice.

34 Deleted.

. Renumbered old sub-paragraphs 4, 5, 6, and 7 to read 3, 4, 5
and 6; ne other revislons reqpired. Old parsgraeph B deleted
no longer applicable

D. (11) EXCEANGE OF INFQRMATIGN ON STAHDARD FIELD INTERCEPT OPERATTONS

Para. 7. Nording revised in order to provide for continuing, as opposed
© 7 to initial, exchange of the type ef documents listed in 9(3) and
9(v).

78 (l).'-DCR‘Fofmat changed to."Stetlon Coverage Formet".
(6). D/F Manual changed to read "D/F Manual (when availgble)".
(8).. Log Digest Format changed to read "TECSUM Format".

{10). "DARE Format" added.



E. APPENDIX D, Annexure Dl Exhibit 1
Exhibit 1 hes been almost comp&etely revised inasmuch as only a vefy few |
of the present paragraphs can be r¥tained. :

G. APPENDIX D, Anvexure D1, .Exhibit 3 .
Rxhibit 3 hes been cipletely revised.

APPENDIX D, Apnexure D1, Exhibit b

INTERCEPTION OF INTERNATIONAL COMMERCIAL TARGRTS
Para 1. No revision required. (Reviewed by NSA-61)
Para 2. No revisien required. (Reviewed by NSA-él)

Pare 3. No revision required. (Reviewed by NSA-61) .

- ) "OGA
Para 4. No revision required. (Re‘viewed by B8A-6Ll)Yg 1.4. (c)
' ‘ * EO 1.4.(4)




APPENDIX D,Annemu‘e Dl', ExAhibitv..S )

ASSOCIATION OF U.S. AND U.K. D/F FACILITIES

Para 1. No revision required. ' (Reviewed by NSA-61)
Pare 2a. 8th line chenge'A_ESA £o~.NSA. ¥ (Reviewed by NSA'-6i)
Para 2b. No revision required. "~ . " (Reviewed by NSA-61)

Para 3. 3rd line, delete the word "projected”. (Reviewed by NSA-61)

AFFERDIX D, Annexure D1, Exhibit 6

Delete this exhibit..
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APPENDIX R

COMMUNICATTONS

: {
(For deteils 8ee Anpexure Hy)

TELECOMMUNICATIONS REQUIRED

Exclusive and readily extensible telecomminications between Agencles,
énd between Agenc{ee end theirf;utlying 1}ations, will be marﬁtainea
i{n order to make poéaible the rapid flow’of a1l typee'of raw traffic
from the points of interception to the geveral Agencies;'the rapid
exchange of all types of raw traffic, technical matter epd Communi-
catiop Intelligence between the Agenciea; and thélefficienf cqntrol

‘ L]
of 1nterception coyarage. In additioﬁ\lateral communications between
stations of one party and Agenciee or atations of the other may be

provided for tbe same purposes 88 pnecessary and mutually agreed.

INSTALLATION, MAINTENANCE AND OPERATION OF TERMINALS

The terminels of circuits or channels intended exclusively to carry
Comint traffic between the British Commonwealt{ and the United States
will be installed, maintaiped snd operated as arrenged by the

sppropriate Comint Authorities of the countries concerned and, Althoﬁgh

 ———

normaﬁiy such terminals will be ingtalled, maintained\and operated by

T e ey e -
T e N P

the appropriate U. S. or British CcmmOHWealtb authority on whose

o tnemm e

territory the terminals

N RTINS Y S aC— = it a e . -

are gltuated, this will not be obl gutory.

.-ﬂ."'* .

e iR Y]

PROVISIOR OF EQUIPMENT

The provision of equipment of all types will be by mutusal assist;ERQi

where upecessary and practi{cable and 89 agreed in each specific case.

CRYPTCGRAPHIC AIDS

a. Common cryptographic aids will be used for combined Comint .commini-
~ations. The matter of cryptographic aids will be kepf continuously

)
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., advantage of aea and air services.
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under review with the oblact of meintaining and increasing security

and of facilitating commnlcations.

b. In crder to reduce the number of peraomnel required for communie- =%

{ R

 cation and cryptographic'bperatiove and theréby to sugment the _f e

\

forces evailadle for direct 1ntercept operations, and also to "i s

imprave gpeed and accuracy, the ultimate goal should be the trana----

:p :

migedon of ell Coming material in on-lime cryptosystems.' Every .
effort should be made tovarda this end, consigtent with the .,/f:b'7

policies of the Sexrvices of\both eountriee.

BAG ROUTES - : b BT

Bag routes will be kept under review with the objedt of tdking full

All sgencies will be equipped to hendle microfilm so that it may de :f% :

‘availsble for use when it is not practicable to send the origipal -

’ matefial.

COMMUNICATIONS LIAISON . L T S iﬁT'-f',f

A representative of the Director, GCBQ, and & representative df the -

3 A

Director, Natiomal Security Agency, will be giver the specific duty |

of keeping upder review Comint communications problems and adviﬁing A

on such problems as they_ocqur. a

'COHHUNICATIOH REQUIREMENTS IMPOSED BY OTHER APPENDICBS

It 1s agreed that when all appendicee which imposie a communication

requirement are approved by Comint autborities concerned, such

commnication requirements will be included in Annexure Hy.
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(b) Implementation will be phased 4o meet the communication -

requirements of the U.8. intercept stations and units
cwrrently located end planped for locatico in the U.K.,
and should be completed not later then the dete of
.. establishment of the U.\E. cccc. .
(o) The requi;ement for:this facility includes synchronous
on-line cryptographic ocperation and a minm capability
of handling 20 per dent of its normal hourly capacity

5

during any hour of the day. o

5.  TRANS-PACIFIC FACILITIES

" a. Requirements ' - . R

_(1)

(2)

When the 367th Signals unit as & whole moveé from Hongkong'
Ix
to Okinawa there will be a requirement 4o pase an eetimated
/

100,000 grqyps of traffic dadly %rom Okinawa to Meibourne.

As B matter of expediency and econamy, the posaibil}ty of

' § .
expanding the existing USAF RAAF single chennel cirbudt

between these points to multichannel operation shoui@ be

explored. _ ‘ ' y

Subject to later discussion between NBA: DSB-GCHQ, it 1s
considered that there may be requirement\\for direct \
?cmmunication between D3B end NSA (end posaib}y Tokyo 'and,
Haweii). 1In the meanﬁhile easential'ccmmunicé¥§pna ﬁi}l be

!

paseed by GCHQ

6.  OTHER COMBINED COMMUNICATION NETS AND LINKS (EXISTING AND PLANNED)

8. GCHQ - 6910 SC - 365 SU Net

(1)

(2)

(3)

GCEQ - 6910 SG Link
This is a simplex circuit-operated on-line.

6910 8G 365 SU Link

. This 18 a simplex circuit operated on-line.

6910 SG Cheadle Link

This circuit is being held in abeyance.

p g
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ADDITION OF FOOTNOTE TO APPENDIX P-'

The Conference agreed upon the following defintition of "releasable"

- eﬁuibmnnt for insartion as & footnote to paragraph Y of Appendix p:

"'Reiéaaaﬁle' equ.pn':ent. ia defined as that equipment which is re-
"pauhle' under the national policies of the country making the delivery.
In. -general, rqleaaable equipmeﬁt. 1e considered to be that which either can be
. purchased co;ﬁercially or 1s avallable thfough-governmental gources and .
clasgified pot higher than CONFIDENTIAL."

Form 781.C135



M SECURITY INFORMATION ‘ BPC53/P/Final

19 March 1953

APPENDIX P

ANNEXURE Pl \

COMINT ARRANGEMENTS FOR SACEUR

1. GENERAL

1., The folloving principles affecbing the CQMINT arrangements for
SACEWR apply to plenning for wartime except insofax as provision is made

in paragraphs 26 - 29 below for additional peacetime co-operation. They
will be the vasis on which the U 5, and U. K, . COMINT authoritles will
negotiate with SACEUR and on whic subaequent negotiations with Third Party
nations should be conducted. Any alterations of principle which may become
necessery as the result of these negotiations will be agreed between the
U.8. and U.K. COMINT authorities and sppropriate amendmﬂnt,pmde herein.

‘ L ) S
2. : In order that the .arrengements contained herein may be effective
on the outbreak of war, it widl be necessary to .initiate planning in peace-

 time with the Third Perty ngtions concerned. This planning activity should
begin as goon es possib137 . : 4 B

3. In order to promote the greatest possible readiness for war,
it may be necessary to extend this peace time co-operation beyond the gtage
of planning. Thé decision when to enter upon this second stage will be
teken by the U.S. and U.K. COMINT authorities at some later date in the
lignt of the thep—prevallihg internationsl Situation and of the experience
gained in the course of cohoperation with Third Party natiorns on COMINT
planning.

NOTE:  Pertinent definitions for the purposes of this peper are
given at EXhlbit 1l hereto N\

II. DETAILED PROPOSAILS

N
f "

SACEUR Y STRUCTURE ' ' - ‘ .

A R
L. : The SACEUR Y Structure should heve the following elemehﬁfz'

(2) A senior Y officer at SHAPE (SACEUR Y officer) .
assisted by 8 Y staff.

(b) Y staffs, where required, st headguarters of major
subordinate Force Commanders under SACEUR.

(c) Hational armed Torces Y units provided specifically for
direet support of their avn nsalional fOfCEu operating
under SACEUR.

5. The res DOHSWbllltj for formul.blwq and implementing SRCVUR 5
Yo o71cy showld lie with A.C. of S, (I), SH&APT,

3

.

e 3P SECRE
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- - : APPENDIX P :
: ANNEXURE Pl {continued)
PARTICIPATION IN SACEUR Y STRUCTURE

6. Participation in the SACEUR Y Structure, including Y staffs,
should be open to all nations contributing to SACEUR command, as a normal
minimum, combat forcés equivalent té a U.5. or British Corps, together
with Ylunits adequate for their direct support, provided that these nations
~ undertake to enforce appropriate aecurity measures as get forth in Exhibit 2
.. hereto,| and also undertake to apply the principles set forth therein, es a
"minimnm to all other COMINT activities under their control.,

7. | Each perticipating naion should provide and maintain the ¥ unite
needed for the direct support of its forcea under SACEUR and should ensure
their opérational efficiency.

~FUNCTIONS OF THE SHAPE Y STATF

8. ' The functions of the SHAPE Y Staff under A.C. of 5. (I) showd
inelude: . S
: l
{(a) effecting any necessary general co-ordination of the
SACEUR Y effort: ;

Sb) catabliahing as fer as national differences permit uniform
1 operational procedures between Y units of different nations;

{¢) giving technical advice ag reqnircd to the SHAPE Intelligence
Btaff on the interpretstion of Y information received by
BHAPE, and arranging for the SHAPE Intelligence Btaff to
receive all the Y information avajlable in the SACEUR
Command which may‘be of value to it;

(d) formulating and s:pervising compliance with security regulations
and poliecies governing the production, handling and dlssemination
of Y material within the SACEUR Command in accordance with the
agreed security principles in Exhibit 2 hereto;

(e) arranging for Y units to receive such technicel materiel and
end-product, whether produced in the SACEUR Command or
received from national sources, as msy be necessary for
efficient conduct of their operations;

(f) co-ordinating arrangements for the exchange of traffic between
Y units within the SACEUR Y Structure and for the flow of
traffic from Y units in that structure to national COMINT

© authorities as required;

(g) arranging for material of technical COMINT interest, including
prisoner of war interrogations, prisoner of war reporte, and
captured documents and equipment to be made irmediately
available eas appropriate to the elements of the SACEUR Y .
Structure end to national COMINT authorities;

Form 781.C135
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ARNEXURE. P1. (Continued )

e

(h) establishing and stating to the appropriate authorities ‘
requirements . for such special commmmjcations sud crypto- :

gsecurity regquirementes of the Y effort within the SACEUR
command.

FUNCTIONS OF Y STAFFS AT SUBORDINATE COMMANDS

9. Y staffs at subordinate commands should perform functions
correaponding to those of the Y staff at SHAPE. '

FUNCTIONS OF Y UNITS

10. The main task of a Y unit BhDL.Ild be to serve its own command or
formation with information of :Lm:ediate value about forces direet,.w opposing
that command or formtion.

11. When necessary a Y unit may support a compaud or formation of a
different partieipating nation. Any arrangements for such support or any
combination of Y units of one nationality with those of another natiom.lity
will be subject to agreement of the military commanders of the forces for

. whose support the unite were provided, or of the cognizant national COMINT

authority 1f required.

COMINT UNITS IN THE SACEUR AREA NOT ENGAGED IN DIRECT SUPPORT OF FORCES
UNDER "SACEUR

12, Each nation with forces serving under SACEUR may individually

arrange with the authorities concerned to operate in the theatre national
COMINT unite not provided specifically or exclusively for direct support
of the forces under SACFUR. These units will not operate as part of the

" SACEUR Y Structure and will not be subject to the arrangements fox

inter-allied co-operation.

13. The U.S. and the U.K. will maintain an operational separatlon

" and, insofar es practicable, a physical separation between the ¥ units

and thelr national COMINT units.

lh. It is recogﬁ.ized that certain COMINT units at the higher levels

(e.g. Army Group) wou'd be directly supporting both SACEUR and their

national COMINT organizations. Each participating netion would have
discretion about such mattere as the right of access of other nationals
1o these u.nits.

CO-OPERATTON WITH THIRD PARTIES WITHIN SACEUR Y STRUCTURE

15. .Co-~operation with Third Parties within the SACEUR Y Structure
should be confined within the limits necessary to meet the essential Y-

needs of the Armed Forces contributed by them to SACEUR and must not

reveal that there is COMINT collaboration between the U.S. and U.K. outside
the sphere of Y.. Within the limits agreed for the release of COMINT material

. produced by U.S. and U.K. organizations (see paragraphs 20 and 21 below) i
‘co operation with Third Parties should be wholehearted.
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AFFENDIX P
_— | APNEXURE P1 (continued/
. . ‘ /
16. The channels for the provision of technical assistance to lhird

Parties from U.S./U.K. national COMINT sources should be via the highest -
levels of U.S., aad U.K. ’lhea'pre COMINT organizations or via the SHAPE Y
staff vhichever 13 more appropriate in individual cases.s

17, In' so far as conglstent with the agreed limits for the release
of U.5. md U.K. COHIMT, and in order to secure the necessary degree of
uniformity, Third Parties should be persuvaded to ‘adopt certain common
operational procedures (e.g. those parts of the BRUSA notation system
used by ’Te U.S. and U.X. Y units supporting forces under SACEUFL). ‘

MOVENMENT /OF Y MATERIAL BETWEEN UNITS .UMDER SACEUR AMD THIRD PARTY
NATICH ﬂ/ ORGAN TZATTONS :

19. The 1 unlts and Y staffs of the part1c1pating nations vould be
at liberty to pass to their orn national COMIMT organizations and to
other jparticipating nations, but to those nations only, the techmical
material md traffic produced or received by thewselves. Lhe national
‘COMDYT organizations of the participating nations should ia tum provide
suchf’techmcal support both to their own Y wnits and through the SHAPE
Y staff to the ¥ units of other participating nations as they mey consider -
would be appropriate and of assisbtance to the ¥ effort under SACEUR.
Such material shall be bandled in accordance with the regulations in

nibit 2 hereto. .

CHAHGE. OF TNTERMALLY [ROUUCED COMIUT FHND-CROTUCT BRETWEDY SACEUR
AND OVHER SUPRERE ALLTED JOLEIANDERS

9. Exchage with other major Gommanders of NATO of intemally
fproduced COMINT end-product and-apjreciations should be as agreed
{ between the Supreme Allied Commenders concerned and should be confined
to the highest levels practicable. “uch exchange should take place in
a sacure cyyptographic channel provided exclusively for that purposs.
As a condition of such exchange, the security principles set forth in
ff " Exhibit 2 hereto shall be applied as a:minimum for the handling of the
/ material. in the Commands concerned.

Lot
RELEASE OF TRAYEIC TIELLICEMIE FRODUCED SY U S. AND U.K. ORGANIZATIONS |

0. The release to Third Parties in the SACEUR Command of Traffic \
Intelligence produced by U.S5. and U.K. organizations will, within the \
limitations of the need-to-know and the provisicns of Exhibits 2 and 3
hereto, be subject to the folloving carditions? ‘ "'—1
i
[

(a) First (releasable) Category

Class +

This consists of Y smaterial, both end-product and technical
materidl , produced by V.8, and UK. Y units, and waterial
of the same kind and supy lenentary to it produvced by U.S, ],
and UM, Q07TVT organizations. This class vall rormally

Le raleased attonatically in wartime but the decision to
cormerce ~ubomalic release of tivis clrse vill ba subject

Ferm 781-C135
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APTUEDIN P

ARNLYURE P, (continued)

to mutual ag creement betwesn the cognizant U.S. and UK.
GOWINT authoritics . ALL or uny pert of this material -
- will he withheld at any time by Loth parties if cither
-party declares that release would bhe hazardous o its
. national interests. .
- Clags 11
, This consists of COMINT materiel, both.end-product and
- technical material which, although produced by a U.S. or
U.K. COMINT orpanization other than a ¥ unjt, would be
 ecapable of production by ¥ unlts, and which, if passed
~ to a Y unlt, would enable that unit to achleve CY
- significantly higher degree of exploitation of its
- normal tasks. Both U.3. and U.K., national COMINT
aunthorities mast be in agreement before material in
.. this class may be released. They will continuously

. review the class and maintain agreed lists of the
:material included in 3it.

(p) becond (Non-releasable! Category
. This consists of the remainder of Traffic Intelligence
~ not included above. It may not bes relemsed to Third . _
Pdrtles except as indicated in Exhilbit 3 hersto. -

RBLEASE'GF SPECIAL INTELLIGBNCE

2. - Special Intelligence will only be raleased to Third Parties in
 the bACEUB Command in accordance with the provisions of Exhibit 3 hereto.

: PRLNCIPLES ‘FOR DEALIING WITH CCUINT END -PRODUCT IWTRODUCED INTO
ALLI&D CHAN“ELS BY THIMD PARTITES s

22. COMINT end~product introduced by Third Parties into Allied
‘Intelligence: channels will be handled in ac¢cordance with paragraphs 20 and‘
21 of Exhibit 2 hereto,

CO-OPERATION_IN PLANNING OF WARTIHE ¥ STRUCTURE

23. It-1s agreed that co-opsration with Third Parties in planning
the wartime structure should begin in peacetime and as soon as poasible,
and that thsre should be step~by-atep implementation of the SACEIR Y
programme 1n congonance with satisfactory testing of each successive
. step. It is considered advantageous to establish relations with one
Third Fgrty nation at o time until all those considered eligible are
" included.  Before making any proposals to individual Third Party nationa
 which may nscessitate the disclosure of information regarding U.8. or U.X, °
.plang foer ¥, SACEUR should seek the concurrence of the U.S. or U.K, COMINT .
authorities. .

24. In any approhch to Third Ferties within the SACEUR Command with
regard to the planning of a wartime Y structure the following orlnciples
should apply:

(a) There must be no disclosure to Third Parties of any
U.5./U.K, COMIWT collaboration outside the SACEUR
Comaand, and co~operation in planning should be
e¢nducted without revealing preaent U.5. end U.K,

- COHINT suecesses or the scale znd nature of thelr

© prezent und planned GCHINT ef;ort

Form 781.C13§
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(b) As a condition of co-operation in planning the SACEUR ¥
Structure Third Party nations must accept and edhere to -
. minimim gecurity regulations governing the production and
. handling of ¥ material. -

(e) Khowledeﬁ of. the detalls of the planning of the SACEUR Y _
. ‘Btructure nust be restricted to nationals of those nations ;L
taking part in that planning. ‘ '

25. The planning and negotiatéona in any approach should ba done by the
SACEUR Y. officer, assisted by stch officers of ‘the U.S. and U.K. services
concerned as it may prove necessary to eppoint. He and hls staff should
establish, within the framework-of ‘the sgreed wertime arrangements, & -8keleton
organization and commnications network designed to ensure the orderly
expansion and effective operation of the ¥ structure on the outbreak of war.
‘They should also develop.such common or similar procedures as may be desiraeble
and practicsbIE. ' :

26 In order to carry out his planning task and in order to advise
Third Party nations, the SACEUR Y -officer. should be provided with pertinent
information on the gubjects listed below. 'The.nations concerned should
each’ designate the authority with whom he m&y comminicate on these and
other b 4 mat‘bers., - ;1
Types of Y units &
Number of units planned
Administration :

" Baslc operational organization
Manpower complements (by function)
Number of intercept positions

(in broad categories, e.g. H/F Voice, D/F)

Frequency renges of Intercept equipment
Communications equipment of ¥ units .

LIMETS OF PEACETIME co- OPERATION BEYOND PLANNING THE WARTIME STRUCTURE

27. ~ As planning of the wartime structure proceeds, it may become

pecessary to undertake further peacetime co-operatlion with Third Party
.nations contributing foreceas to SACEUR in order to ensure the greutest
. POEEible readiness for wvar

28, : The first phase of this further co-operation will consist of a
limited exchange with Third Party pations of traffic and technical material, '
The material provided by U.S. end British COMINT authorities will consist .
of selected traffic and technical data designed to essist Third Party nations
to train Y and Intelligence personnel for eventual service with forces under
SACEUR.- The commencement of this phase will be subject to the agreement of
the VU.5,. and U.K, COMINT authorities eand the provision of the material may be
progressivaly'expandhd within the following limttations, as speciflcally
agreed by V.8, and U,X. COMINT authorities in each case and in the following
order:

{(a) Raw traffic selected in accordance with identification
. criteria known to be avellable to the Third Party.

Farm 781C13§
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(é) Raw tralffic selected in accordance with identiflcation
' i criteria not known'to be available to the Third Party,
and not involving revelation of more than low grade
technical success. ;
! |
(o) Results of traffic analysis and olain text not involving
solution of complex callsign or procedure systems. -
29. Aé a second phase and depcpding upop developments in the international
sitnation, co-operation may later be extended by agreement of the U.,5. and
" U.X. COMHNT authorities w1thrn the 1imits ugreed for wartime co-operation.
This second phase will be de%lgned to cover acztual needs which will by then
have become apparent. It will be conditloned by the greater knowledge of
Third Party activities and of the security risks involved which will have
been acquired during the earller stages of peacetime co-operation,

30. COMINT dissemingtion to Thlrd Pzxties in peacetime, beyond that
provided for above, will be governed by the principles and regulations
contained in Exhibit 3 hereto, and will commence on a date to be agrsed

~ by the U.S. and U.K. COMINT authorities and SACEIR.

NSA Form 781—C13S 1 Jul 52
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EXHIBIT 2
'PRTINCIPLES FOR THE HANDLING OF Y.
IHTRGDUCTION
1. These principles shall be the basls in peace and war of all

security ‘regulations and policies governing the production, handlipg and
dissemination of Y.

DEFINITION

2. . . Y is Communication Intelligence which mobile fleld units can

derive from the timely processing of traffic procured by them by listening

to enemy communicatlons for the purpose of providing intelligence for the,
commanders of the forces which they are directly supporting. It includes

rew treffic, end-product, technical material, working documents and captured
material used in its production.. It alsc includes 1ntelligence reporte,
appreciations end sumaries based on Y unless the information is so generaliged
that it cannot be traced back to a particular item of ¥ or to ¥ in general.

- GENERAL FRINCIPLES OF SECURITY AND DISSEMINATION

3. Rations participating in the SACEUR Y effort must, as a conditicn
of participation, agree to accept and adhere to these regulations.

h. - Each country participating in the SACEUR Y effort will designate
a national euthority to-deal with all questions of Y security and enforce
these regulations.

B Each naticnal authority will designate & Y Security Officer to
whom Y materials and communications relating thereto shall be addressed.

6. j SACEUR will formulaete and supervise coamplience with securilty
regulations and policles for Y within the BACEUR ccamand.

T. " Before an individual in any capacity has access to the knowledge

or resilts of the BACEUR Y effort, he must be screened and cleared as being
of wnguestioned loyalty by his national authority. The screening must be

ag thorough as possible and at least as thorough as that given to individuals
having access to COSMIC information. In addition ta such clearance, each
individual serving under SACEUR commend must be specifically nominated to
receive ¥ either by SACEUR or by the concerned national authority. In the
latter case the nomination must be approved by SACEUR. 1In exceptional
screening, clearance and nomination mey be waived for those individuals
-appeinted te certain key posts, a list of which should be drawn up by SACEUR.
Such personnel may be glven access to Y upon the authority of the approprlate
commnangder.’ :

Form 781.C138
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Exhibit 2 (continued)

3. Prior to being given sccess to Y, each individual will be Y
indoctrinated by a special warning on the sensitivity of Y sources to
campromlse end be required to sign a document drawing attention to his
speciel responsibility for sefeguarding Y and to the consequences which
the law or administrative or executive order of his country, or order of

«  SACEUR, provides, if either by intent or negligence he allows Y to came -
to the notice of unauthorized persons. It must be etressed that there
is no time limit in that the information must be safeguarded i1ndefinitelye

9. Distribution of Y must be on the need-to-know principle, i.e. easch
item of Y shall be made known only to those Y indoetrinated individusls who

. require it in the performsnce of their duties. SACEUR will maintain control
lists of indoctrinated Y recipients in forces under his commsnd other than
those engaged in the production of Communication Intelligence. He will
ensure that the number is kept to the minimum consistent with essential

~intelligence and operational needs. National euthorities will maintain
gimilar liste of their own nationsis end apply similar restrictions.

10. Y indoctrinees must not be allowed to run a greater risk of

capture or interrcgation by enemies or potential enemies than is ebsolutely
necessaxry for the efficlent performence of their duties. This must also

apply to a perlod of six months after they bave ceased to receive Y material b
except during sctive operations in ceses of impelling neceseity. ‘ ’

. ..‘ii‘"q

1. The greatest care must be taken not to betray Y success by actions®
based on it. Efforts should be made, if at all possible, to devise suitable
cover, guch as reconnaissarice.- The source should on no account be needlessly
riaked. ’ Sa

12. SACEUR will determine the level to which Y will be disseminated.
Normslly, in ground forces this will not be below a Corps.* In exceptional
instances, where it 1is essential for irmediate operational purposes, information
based on Y may, as specifically authorized by a Y indoctrinated commander,

be disseminated below the normal level to wnindoctrinated individuals
provided the source is not disclosed. Where possible, names, time, positions
and other data identical with that from the original text must be omitted, or,
if the retention of such en item or items is essential, must be carefully
parephrased. Such information must be passed by a secure dagpatch service, by
a secure line or in a cipher system approved by SACEUR. It must not be passed
in clear by radio (ineluding radio telephone).

13. Knowledge of the methods and scope of, and the technical material
reaulting from, the SACEUR Y effort will be restricted to the nationals of the
netions which participate in the SACEUR Y effort. Access %o the Y end-product
should, as far as possible, be similarly restricted.

*¥Note: Throughout this paper where level of command is expressed in army
terms, 1t shall be uwnderstood to include commands in other services with
equivalent requirements.

-0
e
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CLASSIFICATION AND PROCEDURES:

1k, . AlL Y resulting from the SACEUR Y effort will be classified
SECRET and designated by a codeword {except as provided in paragraph 7
below). The classification and the codeword shall appear on every sheeét

of paper which contains or discloses -the existence of Y, except that, at
the discretion of the unilt commender, this provislon need not be applied to
yurely working documents within e Y unit. The codeword indicates that the
materilel must be handled 1n sccordance with these regulations, and used.in
4ts meaning, the codeword for Y will also beer the clessification SECRET.
The codeword and its implication shall not be made knewn to persons not .
indoctrinated in Y nor sholl 1t be used In its codeword sense 1n the presence
of such persons.

15 In peacetime, if Y documents are to be transmitted by beg within
SACEUR’s Command, the route emnd procedure must be specially authorized by
SACEUR having regard to the adequacy of the security of the route end procedure.
Documente should be double-wrapped end addressed to a Y indoctrinated officer
(by neme, not function); the inner envelope should beer the appropriate security
clasaification but not the codeword. In wartime, discretlon will be left to the
local commander to meke the most secure arrangements possible. Ag & mindmum,
documents rust be sent by hand of officer or by a secure despatch service.

[

6. If Y is transmitted within SACEUR's command by electrical means

or by any physicsl means not completely secure, a secure cryptographic |
channel reserved exclusively for thils requirement must be used. . Partictpating
nations must additionally ensure that when ¥ is similarly transmitted in or,
out of, or externally to the SACEUR command the cryptogrephic system or
systems gpeclally provided are used exclusively

17. The highest standerd of physical eecurlty must be epplied to

the custody of ¥ by national authorities and within SACEUR's commend.

Normelly, except whan in transit under canditions prescribed herein, Y
‘ materials end commnications relating thereto must at all times ve:

(a) under the direct swrveillence of & Y Indoctrinsted person
responsible for their safe-keeping or

(b) locked in a three-combination safe accessible only to Y 5
indoctrinated personnel, or

. - {e) stored in e locked compartment which is under constant -
' surveiilance by an armed sentry and which i1s sccessible
only tc Y indoctrinated personnel.

18, Y docunents must be destroyed ag soon s they have ceased to
be of use. This is particularly important in field ccnditions where
destruction rust be by fire. -

NSA Form 781115 1 Jul 52
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Exhibit 2 (continued)

-19. . - In-order that necessary operatlonal use can be made oi‘ ‘certain
types of low-level tactical Y (such'as D/T bearings and plain text mesaages)
on which immediate action must obvieously be taken in combat operations,
SACEUR may ‘prescribe lesa striogent security regulations widch ¥ill permit

" the disseriination of such ¥, without a codeword and at a classification

not below Confidon’oial to unindoctrinated recipients vho need ’m Inovre -
20y - COMINT end-ploduct or intelligence based on GOMINT R
introduced into Allied intelligence channels by Third Partles participating

in the Y-structure of the commamd should be handled in Y-channels and o
subjected to the security rmeasures prescribed for handling Y. There such
Third Party COHINT is fumished Uy a participating Mational COMINT authority -
:or organization and is of a higher grade than Y material pmduced within the

- Y-strjefure or than the SOMTIT supplied to the Y-organization by U.S, /UK.
COMINT -authorities, it will be p'ts-scd through Y—channels and 1ta dis‘eribtrt;:l.op
will, }ie kept to a minimun.

2y GOIﬂJll ond—-product or intelligsnce based on COWINT introduced into
Allieci inteligence channels Ly Third Parties not participating in the Y-
stmcture of the comnand should, whenever possible, be tranaferred to ¥-
channéls a{ the fim‘b point, at vhich such end-product or intelligence come to
the -attention of ¥ personnel, and from that point transmitted dircotly to the
Supre'ge A1l1ed Commander's ¥ Officer. Care should be taken not. to compromise
the. existence of Y-channels as such. The Supreme Allied Command er's Y
-Officer should bring any such material to the attention of the AC of s (1)
‘Tor decision as to further acticn or dissemination. In deciding on such
furtheér action ~v¢ ddssemination the AC of 5 (T) wA 12 give full con.»idapaticn
to. the need to protcct COMTMT . )

.22 ', " "National authorities and SACEUR must expand these principlcs]
- into a set of regulations adapted to local conditions. Copies &f the
Y aecurity regulati ons.of each national authorlty will be forwarded toj
‘S’leU'l through Y channels. L |

|‘ T

P S R
4
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COMINT. ARRANGEMFENTS FOR SACLANT

I. GEMNERAL

1. The following principles affecting the CD]-.-IIHT. arrangements
for SACLANT apply towplanning for wa.rf‘ime except insofar as provision
is made in paragraphs 26 - 28 below for additional. péacetime cooparation.-
They will be the basis on which Canadian/U.K./U.S. COMINT authorities
will negotiate with SACLAIT and on which suﬁseqﬁent negotiations with
Third Party nations should be conducted. Any a.lterations in principle
which n1e;‘;r‘ become necessary as the r'elsult of the;ié negotiatims will
be agreed among Canadian/U.K./U.S. COMINT authorities and appropriate

amendment made herein.

2. In order that the arrangements contained herein may be ef{fective
on the outbreak of war, it will be necessary to initiate planning in
peacetime with the Third Party nations concerned. This planrning activ-

ity should begin as soon as possible.

3. In order to promots the greatest possible readiness for &ar,
it may bhe necessary to extend this peacetime cooperatioﬁ beyond the‘
stage of planning. The decision when to enter upon this second stage
11 be taken by Canadian/U.K./U.S, CQUINT authorities at zoms later
‘dete in the 1ight of the then prevailing international situation and
of the ciperience gained in the course of cooperation vith Third Farty

nations on COHTHY plarning.

NOTE: Fertinent cdefinitions for the purpose ¢f this paper are «iven /'’

in Exhibit 1 hereto.

13
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II. DETAILED PROPOSALS

i

i

SACLANT ¥ STRUCTURE o )

4, 'The SACLANT Y Structure should have the folléhing elemen :
8. A genior Y officer at SACLANT Headquarters (SACLANT 5{ Officer)
assistea by 2 ¥ staff._ \
b. ¥ Officers and Y Staffs, where required, at head%uarters

of major subordinete Commanders under SACLANT. ) H
c. National Y units provided for support of SACLANT EorceJY
3
5. It is recommended thet the responsibility for formulating and

twmplementing SACLANT Y policy lie with A. C. of 5. (I), SACLANT.

PARTICIPATION IN SACLANT Y STRUCTURE

b
6. Participation in the SACLANT ¥ Stmctﬁe, 1n<§1ud§.ng Y staffs,

" should be open to all naf&ons contributing combat forces to SACLANT
command, together with Y units adequate for their direct support, or
gontributing % units for genéral support Sf the SACLANT command., It

'shall be a condition of participation that these nations undertake to
enforece appropriate security measures as set forth in Exhiblt 2 hereto,

rand also underteke to apply the principles set forth therein, as a_mlni
imum, to all other COMINT activities under their control. Participation

“in the activities of the SACLANT Y Structure should be limited to those
nations whose geographical location and ¥ units can, in SACLANT's
cpinion, contribute to the overall effectiveness of the structure.
Participation only in the shore-based direction finébr operations vill not

necessarlly entitle a nation or its nationals to receive other types of Y

informztion.
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T Bach participating nation should provide and maintain its own Y
units contributed for the support of SACLANT, or of forces under his

conmand, and should ensure their operational efficiency.

FUNCTIONS OF TTE SACLANT HRADQUARTERS Y STAFF

8. Vithin the limits of agreed cooperation, the-fuactions of the
SACLANT Hesdquarters Y Officer and Staff should include:

a. Effecting any necessary general cogrdination of the
SACIANT Y effort;

b. Establishing as far as national differences pexrmit uniform
operational procedures between Y units of differént nations; |

c., OGiviag techﬁical advice ag reguired to the SACIANT Head-
quarters Intelligence Staff on the interpretetion of Y information re-
celved by'SACLANT Headquarters,.and arranging for the SACLANT Headgquarters
Intelligeﬁce Staff to receive all-the Y information available in the
SACLANT Com%gnd Which may be of vanlue to it;

' 4. Fofmulating and superQisiﬁg dompliance with security regu-
lations and pélicies governing the production, handling, end dissemination
of Y material within the SACLANT Command in accordance with the egreed
éecurity principles in-Exhibit 2 hereto.

e, .Arranging for ¥ units to receive such technical material and
end-products, whether produced in the SACLANT Command or received from
national sources, as may be necessary for efficient conduct of their
operatlons. |

f. ZEstablishing and stating to the‘appropriate authoritiés
requirements for special compunicetions and crypto-chennels s necessary
to meet operational énd security reQuirements of the Y effort within
SACLANT's Cormand,

#. BSubject to security regulations, nmaintaining effeective liaison

with othexr activities, such as radlo warfare, which may relate to or affect

¢

¥

L%
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the discharge of his COMINT responsibilities. (Arrangements in this paper

do not inéiude radio warfare.)

h. Arranging, within the procedures stipulated by NATO, for.
material of £echnical COMINT interest, including prisoner of war interroga-
tions, prisoner of war reports, And captured documents and equipment to be
made immedlately available as appropriate to the elements of the SACLANT
Y Structure and to natlonal COMINT authorities.

FUNCTIONS OF Y STAFFS AT SUBORDINATE COMMANDS

9. Y Officerse and Y Staffs at subordinate commands should perform

functions corresponding to those of the ¥ steff at SACLANT Headquarters.

" FUNCTIONS OF Y UNITS

10. Y widts shouwld intercept and procese materis) and provide D/F
information to meet the requirements prescribed by SACLANT. Any combination
of Y units of one natlonality with those of anotber will be subject to a-
greement of cognizant national COMIHT authorities 1f required.

CONCEPT OF OFPERATIONS

11. International cooperation in Y within SACIANT's Command 1s

expected to comsist of:

a. Coordinated shore-based direction finpder operafions by

natlonal nets and stations organized and controlled as mutuslly agreed emong

~the §articipating nations.

b. Direction finder and intercept operations in sllied vessels.
¢c. Interception end processing by nationmal Y units of enemy

communicetions of tactical interest to SACLANT.

-

S d. Certeln exchange and coordinetion with SACEUR's Y structure.
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COMINT UNITS IN THE SACIANT AREA NOT ENGAGED IN SUPPORT OF FORCES
UNDER SACLANT

12. Bach netion with forces serving under SACLANT may
individdaily arfange to operate in SACIANT's area national COMINT units
not provided specifically or exclusivel; for supporf of the forcés under
SACLANT. These unlts wiil not operate as partof the SACLANT Y structure,-
arnd will not be subjéct to the arrangements for inter-allied cooperation-
unless agreed by the nations providiSE them.

13. Cenada, U.K.,, and U.S. will maintain.ﬁ; operational separation
and, insofar as practlcable, a physicél separ;tion between the Y units
end their national COMINT units. |

14, It 1s recognized that certain COMINT units at,fhe higher levels
woﬁld be diréctl& suPPOfEiﬁé both SACLANT and their.nafional COMINT |
organizations. Each Bpéticipating nation wo;ld hav; discretion gbout guch

matters as the right’of access of other nationals to these units.

COOPERATION WITH THIRD PARTIES WITHIN SACLANT Y STRUCTURE

15. Cooperation with Third Parties within the SACLANT Y structure
should be confined withln the limits necessary to meet the essential Y
needs of SACIANT and fhe forces under his command aﬁq must not reveal that
there is COMINT collaboration emong Cenada, U.K., andSU.S, outside the
sphere of Y. Within the limits agreed for the release of COMINT meterial

-

r
produced binanadian/U.K./U.E. organizations (see paragraphs.20 and 21

below), cooﬁeration with Third Perties should be wholehearted.°\

16. The channels for the provision of technical material to\Third
Parties from Canadian/U.X./U.S. national COMINT sources should be via the
SACLANT Y staff.

17. 1Insofar as consistent with‘ﬁhe ggreed limits for the-release
of Cana@ian /U.K./U.S. COMINT, and in order to secure the necessary degree

of uniformity, Third Parties should be versvaded to adopt certain common

operational procedures.

Form 7B1.C13S
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MOVEMENT OF Y MATERTAL BETWEEN UNITS UNDER SACLANT AND THIRD PARTY

NATIONAL ORGANIZATIONS

18. The ¥ units and ¥ étaffs of the participating nations would be
at 1ib;rty to pass to thelr owm natioﬁal COMINT orgenlzations and to other
particifating nations, but t6 those nations only, the technical material
and traffiec pro?uced or received by themselves. The-national CCMINT organi—
gtions of the: participating nationﬂ should in turn provide such technical
J&port both to thelr ovm Y units and through the SACLANT Y gtaff to the
Y Anita of otber participating?mations &8 they may conslder would be appro-
. prigte and of assistence to the Y effort under SACLANT, d

Such material shall be handled in accordance with the regulations in

Fxhibit 2 hereto. L

EXCHANGE OF INTERNALLY PRODUCED COMINT END-PRODUCTS BETWEEN SACLANT AND

\SUPREME ALLIED COMMANDERS
i ‘ -
| i
19. Exchange with other major Commanders of NATO of internally

OTHER

produced COMINT end-products and intelligence sumaries based thereon
ghonld be as agreed between %hefSupreme Allied Commanders concerned and
should be confined to the highest levels practicable. Sﬁ;h ;xchange should
take place in a secure crypuographic channei pfovided exciuaively:for gueh
meterial, As a condition of gﬁch ekchange, the security frinciplés‘seﬁ
férth in Exhihit 2 hereto shall be applied as a miulmum for the h&ndliné

of the materiel in the Commands concerned.

RELEASE OF TRAFFIC INTELLIGENCE PRODUCED BY CANADIAN/U.X,/U.S. ORGANIZATIONS

20. The release to Third Parties in the SACLANT Command of Traffic
Intelligedce produced by'Canadian/U.K./U.S; organizations will, within the
limitations of the need—to~know'and the provigions of Lxhibit 2 and 3

hereto, be subjeet to the followlng conditions:

18
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8. First {releasable) Catcgory

Cleas I
This consists of Y meterial, both end-products and technical
material, produced by Canadian/U.K./U.S. Y units, and m;terial-of the seme
. kind and supplementary to it produced by national Canadian/v.k./d.s. COMINT
organizations. This class will normally be releésed automatically in
vartime but the decision to commence automatic relemse of this cless will

be subject to mutusl agreement among %he cognlzant Canadian/U.k./U.S.
COMINT authorities. All or any part Lf this m;terial will be withheld at
any time by these parties 1f one party declares that release would be
hazerdous to its netional interests. |

Clags II ‘

This consists of COMINT materi;l, both end-products arnd
technical material which, although produced by a Canadian/U.K./U.S, COMINT
organization other than a Y unit, would be capable of production by Y
Dstay, wal watel, e Hesewl, 15 5 ¥ Eald, would enable that unit to achieve
a significantly higher degree 6f-e¥ploitation of 1ts ﬁormal tasks.
Cenadian/U.K./U.S. national COMINT euthorities must be in sgreement before

materiasl in this class may be released. They will continuously reviewy the

cless and maintain agreed lists of the material included in 1t.

' b. Second (Non-relesseble) Cetegory
This consists of the remainder of Traffic Intelligence not
included above. It-may not be released to Third Parties except as indlcated

in Exhibit 3 hereto.

REIEASE OF SPECTAL INTELLIGENCE

2. Special Intelligence will only be released to Third Parties in

': the SACLANT Command in accordance with the provisions of Exhibit 3 hereto,

\u
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PRINCIPLES FOR DEALING WITH COMINT END-PRODUCT INTRODUCED INTO ALLIED

CHANNELS BY THIRD PARTIES

22. COMINT endfproduct-introdﬁéed by Third Parties into Allied
Intelligence channeis will be handled in accordance with p&ragraphs 20.
and 21 of Exhibit 2 hereto.

COOPERATION IN PLANNING OF WARTIME Y STRUCTURE

23, It is egreed that cooperation with Third Parties in planning the

‘wartime structure should begin in peacetime and as soon as possible,

and that there should bé‘stegﬁby-step implementation of the SACLART Y
progrém in consonance with séfiafactoryltesting of each succéssive step.
It is considered advantageoué to establish relations with one ?hird Party
nation ab a time wntil all those considered eligible are included. Before .
making any proposals £o 1ndividual Third Party nations which may necessitate
the diselosure of informatign regarding Canadian/U.K. or U.S. plans for Y,
SACTANT should seek the concirrence of Canadian, U.K, or U.S. COMINT authori-
ties.- 7
24, In any spproach t;:\ :Third Parties within the SACLANT Command with

;eg&rd to the planning of e vartime Y structure the followlng principlés

‘should apply:

a. There must be po disclosure to Third Parties of any Canadien/
U.K./U.S. COMINT collaboration outside the SACLANT Command, and cooper&tioﬁ- '

in planning should be conducted without revealing présent Canadian/U.K./U.8.

. COMINT successes or the scale end pature of their present sand planned COMINT

effort.

b. As & condlition of cooperation in plenning the SACLANT Y
structure Third Party nations must accept and adhere to minimum gecurity:
regulations.governihg the production and handling of Y material.

¢. Knowledge of the details of the planning of the SACLANT Y
structure must be restricted tﬁ nationals of those nations taking fart in
that plapning.

25. The planning and negotiations in any approsch should be done:by

the SACLANT Y officer, assisted by such officers of the Canadian/U.X./U.S.
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Services concerned as 1t may prove necessary to appoint. He and his staff

should establish, within the framework of the agreed wartime arrangements,

.a skeleton organizgtion deslgned to- ensure the _orderly expengion and

[ .-, ] TR T e

effective operation of the Y structure on the outbreak of war. They

should also develop such common or similer procedures as may be desirable
and practicable.

26. In order to cérry out his planning task, and in order to edvise .
Third Party nations, the SACLANT Y officer shéuld be provided with pertinen£
information on the subjects listed below. The nations concerned should
each deslgnate the authority'with whom he may ccmmuniceate on these and
other Y matters. |

Types of Y units

Number of units planned
Administration |

Basic operational organization
Manpower complements (by function)

Number of intercept positions
(1n broad categories, e.g., H/F Voice, D/F

Frequency ranges of intercept eqﬁipment

Communications eguipment of Y units

PEACETIME COMINT ARRANGEMENTS FOR SACLANT

'27. It is recognized that in addition to the necessity to plan for
wartime COMINT cooperation within SACLANT, peacetime COMINT arrangements
for SACLANT should be developed in order to promote reediness for wartime
operations. The progressive or phesed implementation of such arrangements
should be accomplished, within the limits of agreed wartime cooperation,
in accordapce with the procedures described below.

28, The Y activities included in the SACLANT Y structure, should
be organized and conducted in peacetime as follows:

&, Phase I -

A SACLANT Y Officer should be appointed to begin laying the
groundwork for agreed wartime arrangements, for SACLANT to obtain the
results of national shore-based direction finder operations. SACLANT

should keep COMINT authorities of participating nations advised of the

Form 781.C13§,
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progress of any planning or erragngements with other NATO meuwbers that
affects them. Natlons concerned should each designate an suihomity =0
whom the SACLANT Y Officer can comnunlcate on direction finder matlers.

b. Phase II -

When the above arrangements for shorebased direction finder operationsg

.are made, the SACLANT Y Officer should errange for operational drills during-

NATO exerclises or maneuvers.¥

Farm 781.C135

* The use of information based on D/F and shipborne intercept operations
will be in accordance with the following provisions:

1. Shorebased D/F Operations. Fixes and the fully evaluated results

of éhorébased D/F operations, during NATO exerclses or maneuvers, may be
passed to nationals of those nations participating in the D/F operations.
During the'exércises, information resulting from D/F fixes may be passed
.to nationals of nations participating in the exerciﬂes, even though these ..
nations do not partiéipaté in the D/F 0perations; when the followlng con-
d.itj.ons are fulfilled: ; 7 s
(1) When specificelly authorized by SACLANT,
(11) When = resl advantage to the exercise then ir progress
| would aqérue, and
{111) Vnen the intelligence cen be attributed to another source,
or, 1f this 1s not possible, the true source is not stated.
During post-exercisé conferenceg, shorebased D/F information or fesulta
may be disclosed to nationals of natione ndt participating in the D/F
operations enly as already discloged in thé course of the exercise.
(This is not to prohibit the use, during post-exercige conferences, of in-
tglligenca,or situation summaries 1ssued to all particijating uplta In the
exercise). -

2. Shipvorne D/F and Interception. During exeréises, results of

shipborne D/F operations apd the shipborne interception Gf plain text or self-
evident code messages may be passed to nationals of those notions bartici-
pating in the exercise.r The analyzed results of shipborre D/F and inter-
ception operctions ﬁay be made avalleble in post-e%ercise conference with-

out restriction. 2
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¢. Phase III -

. Depending on deveiopments in the international situation, cooperation
mgy.later be extended within the agreed limits of wartime'060peration by
Cana.dian)U.K./U.S. agreement as actual needs develop and as increased know-
ledge of Third Party activities, acquired during organization and planning,
provides -a befter basis for assessing the security risks involQed. Co-
ordination ﬁetween SACEUR and SACLANT to ensure consonance of practices

- will be requiréd.
29, - Thg digsemination of COMINT to Third Parties in SACLANT's Command

in peacetime will be as indicated in Exhibit 3.

Foem 78)-C138
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APPEIDIX P

Annexure P2 :

EXHIBTT 2

SECURITY PRINCIPLES FOR THE HANDLING OF Y

! ]

J
!
’

DHTHODU G ION

1. These principles snall be the basls in peace and war of all

securﬁ%y regulations and policies gover%ing the production; handling,

! ! : b
and dissemination of I.f

DEFINTTTN _ i

[l

2. Y is Communication Intelligence derived from the timely proceasing

of traffic procured by lisbening to ernemy communications for the purpose

ot provid:ing tactical intellipgence for the commanders of combat forces.

It inc;Ludes raw traffic, end—producf.s, technical material, wor}_cing
documents, ard clap'bured material uged in its production. It also includes
ir}telligence- Itl'eports and summaries based on Y unless the information is so
generalized that it cannot be traced back to a particular item of ¥ or to

Y in general.

CRNERAL PRINGIPIES OF SECURITY AMD DISSEMDHATTON

3. Nations participating in th-e SACLAMT Y effort must_, 25 a condition
of participation agree to accept ‘and adhere to these principles.

4e Tach country participating in the SACLANT Y effort will designate
a national avtherlty to deal witﬁ all questions of Y security aznd enforce

these principles,
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5. Each national authority will desipgnate a Y Security Officer to

vhom ¥ waterials and communiceiions relating thereto shall be addressed.

6. SACLANT will formulate and supervise complience with security
regulatioﬁé and policles for Y within the SACLANT command.

T. Before an individual in any capacity has access to the knowledge
or results of the SACLANT Y effort, he must be screened and cleared as
being of unquestioned loyalty by his nstional euthority. The screening
must be as thorough as possible and at leasl as thorough as that given to

. individuals iaavi;ig access to COBMIC informaticon. In addition to such
clearance, these individﬁals serving under SACLANT's Command rmist be specifi-
¢ally nominated to receive Y either by SACLANT or by the concerned neational

~suthority. In the latter case the ngmination must be aﬁproved by SACLANT,
In exceptional cilrcumstances under operational condlitions the above

" requirements for sereening, clearance and nominatlion may be walved for
those individuals appointed to certain key poeis, a list of which should
be drawn up by SACLANT. Such personnel may be glven eccess to ¥ upon the
authority of the appropriate commander.

8. Prior to being given access to Y, each individual will be Y
indoetrinated by & speclal warnlng on the sensitivity of Y sources to
compgomise and be required to sign a document drawing attentlon to his
special responsibility for safeguarding Y and to the consequences which
the law or administrative or executive order of his country, or order of
SACLANT, provides, if'either hy intent or negligence'he allows Y to come
to the notice of unauthorized persons. It must be‘streséed that there

is no time 1imit in that the information must be safeguarded indefinitely.
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9 Distribution of T pust be on the need-to-lmow prinelple, i.e., ¢
'eﬁchtitem of Y ﬁhall be made knowm only to those Y indoctrinated individuals
:who r;quire it in the pexfoxmance of their duties. SACLANT wiil maiﬁtain

control liuts of 1ndoctr1nated Y recipients in forces under his comnand

other than those engaged in theproduction - of Communication Intelligence.

'He will ensure that the number is kept to the minimum consistent with

- _gssentia}‘intelllggnce and operational needs. National authorities will
“mainfaiﬁTBiﬁilar lists of their 6wn nationals and apply similar reatrictious;':
| I. 10. Y Lndocti inees must not be allowed to 1un a greater risk of |
captu:e or interxogation by enemiee or potential enemies than is absolutely
o neceESer.er‘the efficient performance of their duties. Thia mist also
e Qbﬁi&_t@-t:pariod of six months af'ter they have ceased to receive Y material
exéeﬁt'duriné_éctive operations in cases of impelling.necessity. |

s il;. ih; gréétest care muet bé teken not to betray Y success by actions

‘_l.:vaf.aecki'-ic;ri it. !.‘.fforts should be made, 1if at all possible, 1o déviae sultable

'cover, such 6B reconnaissance. The source should on no account be ncedlessky

Vrisked. 7 _ _ ' %

g 12 SACI.-AH‘I‘ will determine the level to which Y will be disseminated.
iﬂléxceptional instances, where it is essential for immediate 5perational
purﬁqieé; information based on Y may, as spetifically authoriz;d by a ¥
fndgcttlnated éommander, be disseminated belovw the normal levci to upindoc-
tfihated Individuals provided the source is not disclosed. Whare possible,
names, times, positions, and other data identical with that from the

-oligﬁn&l tett must be omitted or, if the retention of such an’item or

: items 15 essentizl, must be carefully paraphrased. Such information must

be passed by a securge courler sevvice, by a secure line, or in‘a cipher systemi
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CV.I‘PL oved by Sf\CT AFTs  Ttgust nob be passed in clear Ly radle (1nr:1u_c11ng-

1 ).cho t(}lnphuue)

3. Kno ﬂodg,o of the nmethods md scope of, and the technical raterial
resulting fron 'b}'le-Sh.CL?LI'-!T Y ei‘fdf‘t #i11 be restricted to’the nationals
of‘ ’fhe n'\tlons th.ch p'u'tﬁci pate 111 the SACLAWT Y effort. Access to the

Y end—*products should, as far as .:oss:.ble be similarly restricted.

i

JJ%.. AL, Y resulting from the S\VLf\i‘IT Y effort wil) e classified
\
‘SLC‘I"I‘ ?nd desimated ‘cn a codex om \O{"Gp‘b as pmnded in parag raph. 19
Zbelo:w.)'., ‘Ihe classification. and 'l;he: céoaeword shall a.ppegr on evar"j aheet
oli‘ ,Pal-)el"-wh':i.‘ch contair.s.. or ciiscloses ;the evisteonce of Y, except that, at
: ‘.the ;iiscr\étion of the unit connnnaer, th‘l.s provision need not be a*nrlied to
pml'ely"cl\\;o]'kinﬂ documents vAthin. A, 8 u.mt The codeword indicates that tle
.u;ét'erinlt m\vst be handled in acr'orflzncc vith re; »ulatwns based on these
principles v‘d\ 1cn used in its codeword sense will also bear the classi~ .I
" fication SZCKEY. The codevord wd iﬁs implication shall not bo made known
to per"sons riot-indoctrinatea in k’l-no-r shall it be uscd‘in its codeword
sense in'the presence of éuch pcysoﬁs.
‘15. In peacetime, ir Y dos :ment.s are to. be transmitted by bag within-
SACLAHT's Command, the -route and 1_:1‘ocedure mus"c be specially awthorized by -
- S!\GL-\'HT,“ having regax:d to the adequacy of the securi'ty of the route and
'procedﬁré.l. Documents should be double-vrapped and addressed to a Y
l'lj_ndoctr.ina'be_d officer (by nams, rot function); the inner envelope should
bear the appropriate security classification but not the codeword. In
wartilma‘l,:(ﬁ.scmtfon' will be left to the local commander to walke the most

secure arrangeuients possible. As' a minimum, documents rust be sent by

hand of ofidcer or by a sscure courier service.

27
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36+ Bcept in the exceptional instances described in. P:Lrn'-rﬂph Ly

if Y is trans hiit_ted. within SACLAMT's copmmand by electrical msans or by

‘any physical neans not c-mpletely sccure, it mst ba encrypted in a

sécnrg_cryptographic chainel reserved exclusively for this requirement,

Participating natics must additionally ensure that 7hea 'Y is transmitted

. '-i'n_t.'p,_m__xtg gf; or exbe:nélly to the SACLART command it is encrypted 1n a
;. sngphkraphic clisnsl specially approved by SACLAVT for this purpose. |
0 il-’?,. The hig.hes‘ol standard of physical security must be applied to
: f;he custody of Y by ljl-ati onal authorities angd within SACLANT'g comman'd.'

. ‘N'-omaily,' except when in transit under conditions prescribed herein, ¥ -

ﬁi‘atarials and communications relating thereto must at all tlimos bei

;; ('a) under the direct surveillande of a Y‘indoét:"inat,ed

person responsible for thelr safsg~keeping, or

- (») 1ocked in a threc—combination safe accessible only to.

Y indoctrlnat.ed persormel or

(e) atorcd in a locked compartment which is under const.ant

.- surveillance by an amed sentry and which is accessible-only to Y

R - '1ndr.>ctrinat ed pers onnel.,

']:8, Y documente mist be destroyed as soon as they have ceased to

v .be of use. This is prticularly important under hazardous conditions.

19. In order that necessary operational use can bo wade of certain

. types of low-level tactical Y {such as Direction finder results and
fplain ‘bext messa»es) on vhich inmediate action must obvioualy be taken

“in c ombat operations, SACLAFT nay permit the disseminatiqr_\ of such X,

without a codeword ma at a classification not below Confidential, to

uwindoetrinated recipients who need to Ynow.

28
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2. COMINT end-product or intelligence based on COMINT introduced

“Into Allded intelligence chanusls by Third Parties particlpating in iha
Y-structure of the command should be handled in Y-chennels and subjected
‘to tb? ;gcufity measures prescribed for handling Y. Where such Third
~P;rty C(HINT is furnished by a participating Natlional UOMDI_T aubhority'
.', ofﬁoygsnization and 1o of a highor grade than ¥ mgtorigl prodzoed within
' .t.h.a Y-a;t.mc ture or tham the CCMINT auppiied to the Y-orgmiz’-aticn by
.US/UK/Ganadian CQUMNT awt horities, it will be passed through Y ehannels

‘ ‘md 1ts diatribrution will be kspt to a minimum,

21, GOMJ}IT end-product or intelligance based on GOMINT 1nt-roduced

' mto Allied int.elligence channels by Third Parties not participating i.n
‘the Y,-af.ructure of the command should, vhenever possible, be trensferred
t.ai I:-channels at the first poi'nt' at vhich such end—-product or intelligence

_cumu to the attentim of Y personnel, and {rom that point transmitted
'direotly to the Suprame Allied Commander's Y Officer. Care s oul.d be talfen

not’ to oompromise the existence of Y channels as such. ‘he prems.

Allied Gommnder 8 ¥ Orflcer shculd bring any such mater'!.al t t-ha

Form 781-C135

dissemination. In deciding on.such further action or disse:

the AC of 8 (I) wil) give full consideration to the need tq

Netional authoritles and SACLANT must expand these principles
into a aet of regula.tions ada.pted to local conditions. [ Copiea of th?'
Y Becurity regula.‘bions of ea.ch national authority will be romrded éo

J

ASACIANT through Y channels. J
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CHANGES IN PHRASEOLOGY TN APPENDIX Q :
. \

1. The Gonference recommends the following changes in
piraseology to clarify references to British Ccuﬁmonwea.lth Coun.ﬁriefa in
paragrephs 11 - 16 of Appendix Q. The changes, which ere in fact -
ingertiong in all cages, are underlined below: |

a. The title ka para. 11 to read: ‘
| "PRINCIPLES OF COLLABORATION AMONG COMINT CENTRES OF THE :
U:S,, AND TEE U.K. AND OTEER BRITISH COMMONWEALTH COUNTRIES".

b. The first séntence of para. 11 to begin: '
'I’M British Commonwealth ete."

c. The second séntence of para. 11 4o read in pe.rt‘;:‘
"traffic and technical materiel with other Commonweelth
centres etc." 1 '

4. The subheading within pare. 11 to read:

| "PRINCIPLES OF COLLABORATION AMONG THE UJé.,lAﬁD THE U.X.

| AND OTHER ERITISH COMMONWEALTE. OVERSEAS RATIONAL COMINT CENTEES."
e. The title of para. 13 to read in part: ‘ | ‘

"PRINCIPLES OF COLLABORATION AMONG THE U.S., AND THE U.K.

AND OTHFR BRTTISH COMMONWEALTE etc.”

. £+ The first sentence of para. 13 to reaed in part:

"involving both U.8. and British Camonwealth forces etc.”

g The first sentence of para. 14 to read in part:
"co-operetion emong the U.8., and the U.K. end other

Commonwealth ete,"
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APPENDTX

- ANNEXURE QL

COLLABORATION BETWEEN U.8. AKD U,K. NATIONAL COMINT CENTERS
: _ A\ '

~ INTRODUCTION .

1, This Annexure sets forth ag‘eeti arrangements for the inmlemente.t_ion

of the principles of collsboration contained in paragraphs T - 10.of

P

Appe x Q to the BRUSA Agreement. Althoué,h these principles apply in

.
—

partfoular to a wertime situstion, at least two stages are lovolved im the -

et

_é-ff ctive 1mplement.at.ic.m of the provisions of this Appendix, Thesa- are:
a. Peacetime Augmentation Program - o be effec’oive'up tp
the day of full mobilization.
b:. Wartime combined effort at full secale.

PEACETIME AUGMENTATION PROGRAM

2. During peacetime, combined NSA-GCHQ efforts will be established
on gpecific problems, as agreed between USCIB and L3TB.. Arrangements _
for. combined efforts will be mede for those problems which imder existing |
conditions can be moat effectively processed at one.center,. These | '

L]

arrangements will be kept under continulng review and are subject to_

change by elther perty. MMJMﬁBgun_the@&c%apg-

mentafion program wlll be as agreed upon between U;’»CI.B and LSIB‘./J |
WARTIME COMBINED EFFORT AT GCHQ ’

3. That part of GCHQ producing COMINT relevant to a war in
~ Furope end contiguous areas will be augmented with U.S, COMINT reaoqucea
and will form a comblned agperation t0 be named the Combined Centex,

Ehrope (pcz).

ORGANIZATION =
1&. The organizetion of the CCE will be as followa:

Form 781-C135 W
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b. Director, OCHQ, will be assisted by two Deputy Directors,
opne appointed by the Director, NSA, and fhe other by the .
UK. The U.8, Deputy will be primarily concerned with
the Groupe ;ssigneq to the CCB, the U.K. Deputy primerily

with those OCHE elements which will remain outside the CCE.

OGA
gg i:j:§g§ ' A ¢+ Director, GCHQ, will be further assisted by a number of

Assistant Directors; of whom oﬁe, appointed by the
‘ Director, NSA, will bave major responsibilities for
Production within the CCE,
d; ‘Belcw Directorete level, the CCE will be organized imto
a serles of groups, each responaible for a specific sphere
of opérationé.

CONTRIBUTION OF RESOURCES TO THE CCE

Form 781.C135 I OI SE GI tE i 6] tti BE
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b, 6Hmall portions of GCﬁQ may be retained outside the CCE
for such purposes as speclal explo1tgt1§n orldissemination '
tasks required by U.K. intelligence com@ré, particularly
with reference to subJects outside Europe and contiguous areas.f

e¢. The U 5. will contribute aubatantial COMINT resources to
the CCE, detalls of which are given in Exhibit 1 to this
Annexure. | ' |

TASKS OF THE CCE

6. The main tasks of the fccn will be: |
8, Technical COMINT support of U.S., U.K., and other Eritish -
Commonwealth fiéld resources in Furope and contiguous areas.
b Technical COMIN& support of the Y units of Third Party Nations
Iparticipating in ?he Y structure of Allied Cammands 1n _
Europe and contig?ous arLsa, in accordance with the provisions
of Appendix P'z-'
- ¢o Operational coﬁtrol of U.S., U.K,, and other British
Commonwealth fielh‘resourcea esgential to the coverage of
- Burope and cont;guous areas, except those reqﬁifed and
reserved for cléée support of the'field.fofcés of the
contributing nation or otherwise resérved by thg
contributing nation. _ _
d;- Processing and exploitation of COMINT materiel relevant
to Burope and contiguous ereas. ’
e. Research in support of such processing and exploitatioh.
f. - Production of COMINT 1ﬁfo;mation and the distribution
of such information direetly to appropriate national or

combined COMINT centers.

Form 781.C13§ I GI SE E ItE I
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PRESENTATION OF U.S. INTELLIOENCE REQUIREMENTS TO DIRECTOR, GCHQ

VIT {8 0ROy ICov D
1

8. =a. Earagraph 8 of Appendix Q provides that the ccmpléte and

3
.

product of the CCE will be made immediately avallable to the intelligence
organizations of both nations. To this end, the US 1nte11xéence HHateson

officers at the CCE will receive the end-product of the CCE.
’ ' . OGN

Foem 781-CY13S f e f S E E
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b. The CCE will endeavor 4o produce end products in the form
or forms amcceptable to the US and the UK for dissemination to all adthorized le
~intelligence recipients and thie will be the form in whieh the information |
will normally be disseminated.
¢. The US intelligence liailson officers will be responsible for
diesemination to US Commands and other UB re;ipienta abrosd and for the
dissemination of selected items to their parent US intelligence organi-
zations; GCHQ will continue to be responsible for diesemination to UK.
Commands and UK Intelligence 0rganiZations.
| d. The US service intelligence lialson officers and QCHQ will
collaboraté in dissemination to Allied Commandsg end combined eryptographicr
éhannéls will normally be used. In exceptional c¢ases where there is
dissgreement between GCHQ end U3 service intelligence lisison officgrs on
aeddressees or on the subatance of the information to be disseminated o
to Allied Commands, either may disseminete. provided that it. 18 made clear

*>f .
that the other 1s not cammitted and that the reﬁgmiohaﬁip to any other

disseminated version is stated. Every effort will be made to avoid or to
resolve such dlsagreements. Coples of CCE end products dlsseminated by |
electrical means to Allied Commands will be immediately disseminated to
the sppropriete intelligence orgenizations of both nations, es reguired.
e. The US intelllgence llaison officers will have access
'to those points in the CCE activitles where £he CCE end product be-
. comes available for dissemination.
’ £, ‘The U.S. Intelligence Organizetions do not intend to
establish inte;ligence—pro&uction groups-at the CCE. No examct estimate
of the number of intelligence llaison personnel necessary can be made

at this time; however, it is expected that they will be in such numbers

as to operate a watch in connection with each polnt of dlssemination.
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INTEGRATION OF PERSONNEL, EXCHANGED RETWEEN CENTRES

10. FPersonnel exchanged between NSA and GQCHQ will be integrated
organizationally within each center, will remain assigned to their
hare agency, and will be otkerwise responsible to a resident head

fram this home sgency. In the case of a problem which is to be

worked as a primary commitment at one center by a combined NSA-GCHQ -

6

o
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group, the exchanged personnel will be integrated in both technical

end operational mensgement positions within the group. In the case 'of

a problem worked Jointly at both centers, exchanged pergomnel will b:a
integreted tectmicelly into the groups at esch center. An equal

voice in technical end bperational manegement will be exercised obly!
on these problems bei_ﬁ;g worked gs & primary coomitment at ane center

by a cambined group.

. ESTIMATE OF PERSONNEL AND EQUTPMENT REQUIRED FOR WARTIME AtX;MENTATiON; -

PROGRAMME .

} 1. ﬁxhibit 1 to this Annelxm'e contains tbe estimate of
personnel and eguipment required for the wartime augmentation
program. Its details will be reviewed from time to time by both

parties and revised as neceseary.

STANDBY ARRANGEMENTS FOR CONTINUATION OF >QMBINED OPERATIONS IN THE
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. EXHIBIT 1
OPERATIONALHANDHLOGISTICAL REQUIREMENTS FOR THE WARTIME AUGMENTATION
OF GCHQ |

1. - Tt is estimated that & total operational strength of 9000 will be

needed for the CCE in wer to deal with th problems

assigned to it. The UK intends to contribute about 6000 of this totel.
In view of the importance of the CCE to the US inﬁelligence effort 1t
is felt that the US shouwld endeavor to supply the additional 3000 perscns
vho would be required. )

- 2. BEdsting UK mobilization manpower plens allow for am increase of
5500 to GCHQ's peacetime establishment of 40OO in the first twelve months
of war. OFf this 5500, 3200 will be provided during the firqE three |
months of war. | '
3. fhg bulk of the increase is lnterded for the reinforcement of the CCE
and supporting groups, which méy be expected to give these éroups a total
strength of about 4000 by M / 3 months, and of the final 6000 by M4 12 montha.
Y., A éggll proportion {at present estimated at 300) of the GCHQ staff ,

| may be sent overseas and would thﬁs not be available to thé éGE. |
5. . During the period M / 12 months, the U.S. target should be to reinforce 1:
thé CCE byleooo persons. It is recommended that this increaae_bé phased |
as follows: --. _

(a) Bth £ 6. The provision of at least 500 persons, of whom|the
mejority should have hed treining and experience in COMINT productidn anﬁ
reporting activities. |

(b) By M / 12, The provision of a further 1500 persoms. It il
réa;ised;that-for practical reasons the majority of these will not have .
nad extegsive training or experience in COMINT activities. Nevertheless,

every effort_shouid be made to ensure that es many as possible have at

. 8
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lesst had basic COMINT training and that a cadre of trained CCMINT personel

be included in this group to ensure the effective integration of the group

with the CCE.
6. It is recognized that the U.S. contribution to the CCE may be

reduced in accordance with any allocation of personnel to other national

or comblned centers 1 {rorking on COMINT

pro‘bl';'::ms pertaining to Burcpe and 'contiguoué areas.

T Equipment requirements for the Centre should be considered in deté.il
Bo far as possible 1n advence of war by N.S8.A. and G.C.H.Qs In th_is |
connection it 1s Intended thet G.C.H.Q. should make the maximum posaible
contrivution in the development and use of an_aﬁytica.l machinery for
research and exploita.tion.- T}:lle U.s. contri"pﬁ:tion of ‘standard IBM
equipment should be commensurate with the U.S. contribution of personnel-
to the CCE, based upon existing proportioi-ls of such equipment ‘t;o

processing personnel within NSA.

OGA
EO l.4.1{c) l
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APPENDIX G f |
ANNEXURE Q2

.j:
i
FRINCIPLES OF WARTIME COLLABORATION AMONG COMIWT CENTERS OF THE

U.8., U.X., AND OTHER BRITISE COMMONWEALTH COUNTRIES. 7 o

. 1. Iup the event of hostilitiéé lnvolving the V&, U.K;; Canads, ._ _
Austrdlia, and New Zealand, hereinafter referred to as collsborating vations
the COMINT collaboration among these nations will be such as to ensure the -
greatest posaible contribution to the prosecution of the war cénsistent vith
gecurity. | . | |

2, Normally, collaboration will be effected through direct co-
ordination between the appropriate COMINT orgenizations. Where peceesary _-
and feasible, however, COMINT organizations may be integrated es mutually |

" agreed.

3. Fileld COMINT resources of one or more of the collaborating
pations operating in e theatre supported by a national or comblned center
will be profided by that center with such technical assistance aé
may be required‘and mutuelly agreed. In order to faecilitate such
arrvangements the nationat esuthorities may assign liaison and working
groupa to these centers as neceesary.

4, Arrangements in theaters in which the forces of ooly one of
the nations ere engaged are not subject to the special principles
stated in this annexure.

5. The COMINT muthoritiles of the collaborating nationa will remain
free to require their National COMINT Centers both at home and overseaa
to unaertake any task relevant to their nationel worldwide interests,
and to set up such ad&ition&l Centers as wmay be necegsary. Subject to

this ovér-riding principle, there will be & broad division of tasks
between the National COMINT Centers in order to insure the maximum

timely interception and production of COMINT information.

Form 78Y-C135 W—SECWE— ‘
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6. In acéordance with the above the following arrengements

are projected:

&.

Olik

In view of thé geographic proximity of the Ca
and the U.S, Natiopal COMINT Centers, and of the
close relationshipe ﬁhiéh will exiet between the
military forces of the two natlons v time of
an infegramed effort on specific ppobiems may be
required. Such collaboration may ihvd;ve an exc
of technical personnel between the two‘Centera and\the
proviqion by WSA of technicel support to the 1%tegr§ted

effort to the extent desirable and feasible. |

a

In the Pacific Area collaboration 1s required to minimize

the need of duplicate interception and processipg \

facilities. The U.S. rather than establishing

National COMINT Center in the Southwest Pacific) will
coordinate its COMINT opérations in.thia theater with the
center ip Australla as required. . l

The U.,S. nﬁtional COMINT Center(s) concerned with the
Pacifie area will have direct communication with the
COMINT authoritlies of the collsborsting nations in order
to effect rapid exchange of COMINT material as required
anﬁ as mutuelly agreed.

The U.S. envisages the assigoment of a U,.S. working party

to the center ip Australia immediéfely upon the outbreak |

of hostilities involving both parties. This working‘
party will take part in the operations of the Center in
Australia and will serve as the cadre for any further

augmentation of the center in Austrilia whieh mey become

desirable ee the war progresses.

TOP

SECRET CANOE——

19| March 1953
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je ¢ The U.K: will Increase its contribution of persomnel to the
[/ ‘
,/ center in Austrelia on the outbreak of hostilitiles.

19 March 1953'

ESTABLISAMENT OF OVERSEAS NATIONAL COMINT CENTERS R

1

T Current plang consider the poseible establisiment of COMINT
Centers as set forth in Exhibit 1 to.this Anpexure. Jts details will be
“peviewéd from time to time by the parties concerned mnd revised as

necessary . .

" ESTABLISRMENT OF OVERSEAS COMBINED CERTERS

- o With reference to U.S. and U,K. plans to esteblish Natiopal

COMINT Centers cireun-

astances my'requ.ire the establishment of a combined UK-US center in this

Brek.

12
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Annexure Q2

EXgIBIT I
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2 March 1953
UK/US BRUSA Planning Conference, 1953

Minuteg of the first meeting of the Plensry Cormittee held at 11:30 hours,
2 March 1953, in the Lounge, Navel Security Station, Washington, D. C.

Those present were:!

UK DELEGATES US DELEGATES
Mr. C. Loehnis Rear Admiral J. N. Wenger, USN
Brigadier J. H. T™ltman My. V. P. Keay
Colonel R. G. Yolland, Army Mr. R. F. Packard
Mr. W. Millward Dr. L. W. Tordella
Mr. A. W. Bonsall g . Mr. H. D. Sheldon
Captain M. Hodges, RN Captain B. F. Roeder, USN
Commander H, H. Ridler, RN Lt.- Col. G. C. Long, USA
Wing Commander F. W. FAudson, R.A.F. Lt. Col. C. M. Townsend, 'USAF

Mr. He J. Drvden

DISTINGUISHED GUESTS

A

5, Captain J. 8. Harper, USN
L% Captain J. R. Demnis, USN

MaJor General R. C. Partridge, USA Ceptaln W, A. Wright, USN

Rear Admiral Carl F. Espe) USN Captain R. L. Taylor, USN

MaJor Genmeral J. A, Samforcl, USAF Colonel T. M. Hatherington, USA_F
Brigadiler General H. Relchelderfer, USA Colonel B, Pulling, USAF

Mr. R. Forwood Mr. 5. D. Ellis

Colonel A. R. Marcy, UBA
Lt. K. B. Monypeny, Jr. acted‘as Secretary.

1. In welcoming the members of the U. K. delegotdon, Major General Canine

expressed the regrets of Mr, Allen Dulles, Chairman, USCIB, who wes unable to attend
the opening meeting. He stated that Mr. Dulles had designated & personal
representative to deliver the opening address, but that only very shortly before

the meeting, it was learned that the representative so designated was also unable

to attend. He further stated that it therefore became his pleasure to welcome

the British delegation on behalf of: the Chairman, USCIB, end himself.

He noted that since the London Gf'qnference of 1952 many events had
tranepired. He commented that he considered the only sin possible in the COMINT
business to be & static condition, and ' aedded that neither the UK or US had
been guilty of sponsoring such a condition.

In concluding Major General Canine gaid how delighted he was to
welcome Commander Loehnis as the head of ‘the British delegation. He expressed
the hope that all the delegates enjoyed their stay to the fullest and would
glco fully complete the heavy schedule set out before them.

P . OGA
% EQ 1.4.(d)
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2., Commander Loehnis, expressing thanks on behalf of the UK delegation
for the warm welcome made, saild how much he, personally, and those of the delegation
who had been here before had been looking forward to the visit: He added T
that the one or two delegates who had not made ths trip previously would
quickly learn to look forward to the next visit.

On the subject of the Agende he stated that he feared that the
rather n=avy Agenda facing the delegates to the conference was rather the
fault of the UK because of their desire to complete the conference within three
and & half weeks. He explained that the shortage of .personnel at GCHRQ
compined with the extra burdens of the move to Cheltenbam necessitated such
a schedule for the UK delegates.

He noted that in the past, at similar conferences 1t hed always been
peesible to work out Bolutions to problemﬂ which were satisfactory to both the
US and the UK.

He continued by saying that, althoue;h there were apparently one or two.
items on the Agenda for the present Confererce with which it would be difficult’
to deal, he was confident that the future wdould prove similar to the past imsofar
as satisfactory solu‘tions were concerned. -

3. Genera.l Ca.nine 1nvited. Commander Loehnis to take the' chair of the .
Executive Committee. Commander Loehnis expressed bls thanks but proposed Rear
Admiral Wenger in his stead. This was accepted and the sppointment of Mr. E.

+J. Dryden as British Secretary, and Lt., X. B. Monypeny, Jr. as U.8. Secretary
" wag approved,

h.” It was agreed that the Executive Committee would be composed as follows:

Uthl . 2 . U.SH
Mr., C. lLoehnis ' Resar Admirel J. N. Wenger, USN
-Brigedier J.  H., Tiltman, Army Mr. R. F. Packard
Colorel R. G. Yolland, Avmy Mr. V. P. Keay
Mr. W. Millward : .' ‘ Mr. H. D, Sh&ldﬂn
Mr. A. W. Bonsall Dr. L. W. Terdella
Commender H. H. Ridler, RN Captain B. P, Roeder, U,5.N.
Wing Commnder F. W. Hudson, R. A F. -Lt. Col. G. C. Long, U.S.A.

Lty Col., Charles M, Towvmsend, U.S.A.F.
5. It wae further egreed that the first meeting of the Executive Committee
would be at 1430, 2 March 1353, in the Lounge &t the Navel Security Station,
and tbe Chairman of ‘the verious working groups would be instructed to attend,

6. There was no other business.-

i /s/ H. J. C. DRYDEN
- . UK Secretary
/3/ K. DB. ECNYPENY, JR.
7 d

US Secretary
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U.X,/U.5. BRUSA Planning Conference, 1953

Minutes of the first meeting of the Executive Commlttee
held at 1430 hours, 2 March, 1953

Present

Chaitmen: RADM. J. N. Wenger

U.K. Repre sentatives

Cdr. C. Loehnis

Brig. J. H., Tiltman, 5,.B.L.0.
Col. R: 0. Yolland, Army

Mr. W. \Millward
Mr. A. W. Bonsall
Capt. M, Hodges
Cdr. H.}H. Ridler, R.N.
W/C F. W. Hudson, R.A.F.

/

Mr. H. J{ C. Dryden s
- (Sec }etary)

U.S. Representatives

RADM. J. N. Wenger USN.

Mr., R. F. Packard

Mr. H. D. Sheldon

Mr. V. P. Keay

Capt. B. F. Roeder, USN.

Dr. L. W. Tordella

Lt. Col. 0. C. Long, USA

Lt., Col. C. M, Townsend, USAF

Lt. K. B. Monypeny, Jr. -
(Becretary)

1. Reviet} of Conference Agends a.nd orga.nization of the conference

RAdm.| Wenger proposed that Cdr. Loehnia aspume Chairmanship

o

;. of the Exetutive Committee. The letter declined and requested that
r serve B8 Chairman, This was agreed.

The C ttee agreed to the proposed Conference Agenda as in

The Committee Purther agreed that the delegates form subcommittees

to consider each item of the agenfie..‘?

2. Committee structure and confe{'ence program

It wvas agreed that the aubcormnitteea to be appointed would be d.eaignated
by the particulsr Apperndix they were to copsider,

The Chairman proposed-that the US furnish Secretaries for the various

_ pubcommittees and that the Chatrmen of subcommittees be selected upon the basis
of the party which initiated discussion of the items.

The Committee accéepted both these proposals.

After discuesion the Committee agreed that subcommittees would normally

meet initielly at 0900 each morning.

The Chairman proposed that the subcommiitee to be appointed later gilve
first priority to discuseion of Appendix B and Appendix Q.

3. Appointment of subcommittee members, and designation of subcommittee

chalrmen.

The Committee agreed on the compésition of subecormittees as shown in

. Annexure 2, and

Further agreed that subcommitteee B and § meet at 0900, 3 March, in ™
Rooms A and C of the Conference Headquarters; Subcommittee H to meet at 1000
in Room B; and subcommittee P(A)} to meet at 0900, Thursdey 5 March.

—FOP—SECRET
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L. Committee procedures-, schedules, and reports

The Committee agreed to the proposals for conduct of committee vork
a8 contained in Annexure 3.

5. Schedule of Executive Committee meetings.

It wes pgreed ‘chat the Chairman and the head of the UK delegation would
discuss the Schedule of Executive Committee meetings further in order
to srrive at an arrangement which would least interfere with the work of
the pubcommittees.

6. Additional items for informel discuseions

The Commlttee agreed to assign the various items for informel discussions

to subcommittees as follows:
(a) Arrangements of Exchange and Dissemination within SACLANT's
Command of COMINT beyond the Scope of Third P&rty Collabom’cion -
To SubCommittee Pg.

(b) COMINT (beyond Third Party arrangements) between SACEUR/SACIANT
and subordinate commands - To SubCommittee PR.

(¢) Definition of "releasable equipment'. -
To SubCommittee Pp

{d) USGRO - To SubCommittee Q(p)
(e) Preliminary UK/US discussione on counter clandestine arrangements.

U.K. 5. u.8.

| Mr. V. P. Kesy (Cheirman)
T Mr. A. W. Bonsall Mr. C. P. Collins

Mr. H. L. Conley

Maj. J. B. Pratt

Mr. W. B. Ryan (Secretary)

(£f) D.S.B, - For discussion between'the heads of the UK and
US delegation.

7. Announcements

Dr. L. W. Tordelle delivered an explanation of the recent reorga.nizatmn
of NSA,

/s/ 1. J. C. DKYDEN
UK Secretary

/s/ XK. D. (ON(PLIY, JR.
US Secretary
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COMMITTEE MEMBERSHIP
EXECUTIVE COMMITTEE
UK Us
Cdr. C. Loehnls + . Rear Admiral J. N. Wenger, Chairman
Brig. J. H. Tiltman Mr. V. P. Keay
Col. R. G. Yolland, Army Mr. H. D. Sheldon
M. W, Millward Dr. L. W. Tordella
Mr. A. ¥. Bonsall Mr. R. F. Packard _
Cdr. H. H. Ridler, R.N. Army - Lt, Col.. G. C. Long, USA
W/C F. W. Hudson, R.A.F. Navy - Captain B. F. Roeder, USN
; Adr Force -~ Lt. Col. C. M. Townsend, USA’
Lt. K. B. Monypeny, USN (Secretary)
SUB - COMMITTEES
1. Appendix B.
Col. R. G. Yolland, Army : Mr. R. F. Packard (Chairman)
Cdr. H. H. Ridler, R.N. Dr. L. Shinn
W/C F. W. Kudson, R.A.F. . Mr. S. P. Ellis
Ml". w. l‘ﬁ.ll\v'al‘ﬁ MI‘. CQ PI COlliDB
Mr. H. J. Dryden . Colorel K. G, Clow, USA
Major J. B, Pratt, USA
Captain B. F. Roeder, USN
Lt. Colone)l C. M. Townsend, USAF
Mr. Gordon Sommers (Secretary).
'2. Appendlx D.
Mr. A. W. Bonsall (Chairman) Captain N. E. Blaiedell, USN
Col. R. G. Yolland, Army ICDR. R. L. J. McKee °
" _W/C F. W. Hudson, R.A.F, Mr. C. C. Corry
| _ Major T. W. Burke, USA
"Mrs, H. E. Baber Major C. D. Pryor, USAF |
- Mr. K. Boardman (Secreta)ry)
3. Appendix H,
' Cept. M. Hodges Colonel A. R. Marey, USA (Chairman)
Captain G. J. Kirkby, ﬁ;ACEUR
Colonel Wildes, USAF
Lt. Col. R. G. Holton{ Jr. RACEUR
CDR, J. M. Watson, USN
ICDR, R. T. Conley, PSN (Alternate)
Captain Russell Jopes, USA '
Col. G. B. Sampsonz )
Captein F. K. Ioone,. , USAF (Secretary)
4. Appendix N.
- ' !
Col, R. G, Yolland, Army Lt. Col. L. Booth, USA (Chairmen)
Mr. A. W. Boneall CDR. M. B. Gillespie, USN
Cdr. H. H. Ridler, R.N, Ma jor McGreer, USAF
W/C F. W. Hudson, R.A.F. Mr. R. Battey
o Mejor Q. Jones, USAF (Secretary)
San
EO 1.4.(qQ)
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S. Appendix P(a).

Mr. A. W. Bonsall “\

6. Appendix P(b) i

Mr., . Millward (Chairman)
Col./R. G. Yollend, Army
Capt/. M. Hodges

Cdri H. H. Ridler

W/¢ F. W. Budson, R.A.F.

7. Appendix @ (A & B).

Mr. A, W. Bomnsgall

ol. R, G. Yolland, Army
Capt. M. Hodges

W/C F. W. Hudson, R.A.F.
Mr. D. L. G. Creve
CMr. W. Millward (B)

Mr. C. R. Forwood (B)

Annexure 2.
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us

Mr. F. Rowlett (Chairman)

Mr. R. E. Anderson

‘Dr. L. W, Tordella ';,
LEEGL RO Hortdﬁ',"‘USK'"‘
Lt. Col., G. €. Tong, USA °
Mr. A. W. Foley (Secretary)

Captain J. R. Dennis, USN
Captein B, F. Roeder, USN
Captaein W. A. Hawkins, SACLANT
Major E. M. McBride, USA

Lt. Col. C. M, Townsend, USAF
Mr. N. M. Murphy (Secretary)

. 0. R. Kirby (Chairman QA)
. J. P. O'Gara, Jr.
tain R. Taylor, USN
. T. A. Ml1ler
. F. Griffin
. B. K. Buffham
G. M. Robb (Secretary)

;555055

* (Chairmanship of Qp remains undecided)

8. Appendix O.

Mr. W. Millward
W/C F. W. Budson, R.A.F.

Mr. F. A. Sims (Chairman)
Captain R. O. Minter, USN

Lt. Col. R. A. Dickson, USAF
Lt. Col. L. H. Hutchinson, USAF
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- SUGSH STL‘D THSTAUCTIONS FOR COMDUCT 7F COISIITTIERE WORK

~

1. The Executive Committee will designate the Chairman and meonLb_On
of sach Comuittee and allocate its tasle.

2. Committeo Chairmen are responsible for arranging with the Conference
Secretary for the reservation of Commitiee roons.

3. The Secretariat is prepared to render all 1yping and duplicating service.
A limited amount of stenograrhic service is available. :

4a Viorking committees vill not be required to submit minutes.of their
meetings. However, a progress report will be required from all working coiunittees
on Thursday 5 sarch 1953. This report will include:
a. Statemert of ditews considered.
b. Statement of any items completed.
cs Questions requiring resolution by the Executlive GCommit tee.

d. Instructions required of Fxecubtive Coimittae

e. Additional progress reports will be submitted as directed by
the Executive Committee.

5 é&l parers of vhatever nature will be dated. all cbnmdttee working
papers wlll carry a dabte only. AllL other papers, except worklﬂg papers, will
carry a reference number c onstituted as follows: -

i. BPC53/ - BRUSA Plmning Conference 1953.
1i. Followed by Comnittee designation as follows:
X - Executive Committee
B - Apperdix B Subcommittee
D - Appendix D Subcommittee
etc.
1id. 'Follcwed‘by/énd one of the following:
A - Agenda {serial number of meeting in () }.
M - Minwtes (serlal number of reeting in () ).
(Minutes will be kegt only of Lxecutive and Plerary
Cormittee Meeting
R - Report
(ALl drafts to Le numbered serially and final drafts so
maried. )
1iii. Directly under the line continuinz the above data will be a

serial number indicatinz the conference serizl number of the
paper,
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Exaﬁples:
BPC §3/EX/i (2 lst Draft - 1st draft of the ninutes of the
251 2nd weeting of the Ixecutive
Committee.
BFC 53/9/R Final Final report of D Committes.
132

Working Committee reports after.approval by the Executive Comnlitee will,
in addition to other reference, bear the words "T'inal Conference Faper."

b Agreéd paperé which ars ap'ropriate for irclusion as appendices,
annexures, or ehibits to the BRUS! hgreement ¥11ll be prepared accordingly.
All drafts are to be numbered and dmted. ¥inal drafts sA1ll be so marked.

7. Committee reports ang other papers which are to bae considered by the
Executive Committee will be submitted prowptly to the Conference Secretary.

8. The Conference Secretary will deliver immediately to the members of
the Ixecutive Comnittee und Working Committee papers designated by the Working
Committee Chairmav as for considerat*on of the Executive Committee and will
notify the Committes Chairman carcerned.xﬂen the papers are ready for consideratio:
by the Executive Commlttee.

9. dhea thesgs papers are being consiidered by the Executive Committee, the
Working Chalrman and senlor member 'of the Commit bee from the other delagation
will be present. The CUonference Secretary will be responsible.for notifying the
Ohal rman and others concerned of the time at which they are to_ appear before
the Executive Comnmittee.

10. The minutes of the Bxechtive Commlthee meetings will be taken and
distributed promptly to members and Working Committee Chairman.

11 The Conference Secretary will be responsible for notifying promptly
Working Committee Chalrman of any Executive Committee decision or instruction
affecting their committees.
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U.K./U.S. BRUSA Planning Conference, 1953
Minutes of the second meeting of the Executive Committee
held at 1430 hours, 6 March 1953
Present

Chairmant: RADM. J. N. Wenger

U.K. Representatives U. S. Representatives
Cdr. C. Loshnis - Mr. R. F, Packard
Brig. J. H. Tiltman, S.B.L.O. Mr. C. P. Collins (alternate)
Col. R. G. Yolland, Army Mr. V. P. Keay
Mr. W. Millward - Capt. B. F. Roeder, USV
Mr. A. W. Bonsall Dr. L. W. Tordella
 Capt. M. Hodges ' Lt. Coles G, C. Long, USA
Cdr. H, H, Ridler, R.N. Lt. Col. C. ¥, Townsend, USAF
W/C Fl W. Hudson’ RQA-.FO
" Mr. H. J. C, Dryden Lt. K. B. Monypeny, Jr.
(Secretary) ( Secretar;'rg
Ubsetrugrs

Mr. O, R, Kirby

Col. U. W. Wildes, USAF
Lt. Cdr. R. !. Conley
Mr. A. We Small

1. Considerati on of Minutes of Opening Plenary Session

The third paragraph of the minutes of the opening Plenary Sesgion was
corrected to read, "General Canine invited Commander Loehnis to agsume
chairmanship of the Conference." Ths minutes were then approved corrsected.’
. - !

2, Consideration of Minutes of the First Executive Committee Méeting

The second draft of the minutes of the first Executive Coméittee meeting
was approved as written., _

. 3. Consideration of Report by Appendix B Subcommittee

’ ) !
The Committee took note of the first progress report of Appendix B sub-
committes, and after detailed discussion of the Inclosure, referred back to
the subcommittee for reconsideration for the proposed revision of Appendix B.
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L. Consideration of Report by Appendix Q Subcommitiee

The Committes took note of the first progress report of Appendix Q sub-

committes, Minor revisions were made and the report approved as corractedﬂ

' The Committee further approved the Inclosure to the report, "Exhibit 1,
Operatimal and Logistical Requirements for Wartime Augmentation of GCHQ", Hlth'
one minor correction. : :

5. .Consideration of Report by Appendix H Subcommittes i
The Committee took note“of the report by the. Appendix H subcqmmittea. N
6. Schedule of Subcoﬁmittq Meetings

Mr. Packard reported that the Appendix B eubcommittee would complete
congideration of Appendix B, not including Amnexures, by 9 March 1953.
He edded that the subcommittee proposed next to consider Annexure B2,
which might possibly be completed by March 10, and st that date turn
toward consideration of Annexure Bl. He also proposed that the sub-
committee (first consider the general prineiples of Annexure Bl so that
nt was reached, members of his subcommittee not required
ing of the Anunexure might be released for counsideration of
of the Conference Agenda.

Both these proposala were accepted.

. Kirby reported that Apperndix @ subcommittee hed completed

workdgé Ttems 6(a) and 6(v) (excluding Dissemination) of the Conference

Agen He proposed that the subcommittee continue ccnslderation of
Itemd 6¢, d, e, on March 9, and added that conmeideration of these items
should be campleted on Mareh 10.

The Commjttee accepted this proposal. It was further agreed that
ch 11 would be set as a terget dete for initieting discussion on
D% semination.

7.. Dete of Third Meeting of the Executive Committee

The Chelrman proposed that the third meeting of the Executive
Committee be held on Tuesday, 10 March 1953, at 1500 howrs.

- It wes egreed.

/s/ H.J.C. Dryden

H. J. C. Dryden
UK Secretary

/s/ K. B. lLonypeny, Jr.
K. B. Monypeny, Jr.
US Secretary
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U.X./U.S. BRUSA Planning Conference, 1953

Minutea of the third meeting of the Executive Committee held at
1500 hours, 10 March 1953

Present

'-Chairman; RAIDM. J. N.'WEDger

U.K. Representatives. ; U.5. Representatives

Cdr. 0. Loehnis Mr. V. P. Keay

Brig. J. B, Tiltman, S. B. L.O. Mr. C. P, Collins (alternate)

Col. R. C. Yolland, Army Dr. L. W. Tordella

Mr. W. M{llward : Mr. R, F. Packard

Mr. A. W.. Bongall _ Lt. Col. G. C. Long, USA

Cdr. H. H. Ridler, R.N. Capt. B. F. Roeder, USHN

W/C F. W..Hudson, R.A.F, . Lt. Col. C. M. Townsend, USAF °

Mr. B. J. C. Dryden (Secretary) Lt. K. B. Monypeny, USN (Secretaty)
Observers

Capt. H: HDodges

Mr. 0. R. Kirby

Mr. A, W. Small

Mr. F. B. Rowlett

Major 'D. M. Grosajean, WAC
Lt. Cdr. R. T. Conley

3. Consideration of Minutes of Second Meeting of Executive Committee

The minutes of the.second meeting of the Executive Committee were
approved ‘as written.

2; Rearrangemenf of Agenda i
The Chairman suggested that since certain items on the agenda might

entall more discussion than others, the agenda be rearranged so as to
dispose of less controversial {tems first.

It wes 80 egreed.

3. Orel Report of Chalrman Subcommittee B,

Mr. Rowlett, Chairman of subcommittee Py delivered anm oral
report to the Committee. | |

]
[ He added that a 2

 final report would be mede at the next meeting of the Executive Committee.

The Committee took pote of Mr. Rowlett's reyort. 7
| £F

L. Consideration of Progress Report of Appendix H:Subcommittee.

The Chairman suggested that the Committee briefly review the
inclosure to the second progress report of Appendix H subcommittee,
hearing 1n mind that.modification might be necessary due to conflicts
with Appendix @ Annexures still to be considered. L,

,"\ﬁ,—'_

This proposal was accepted. Lu L.4.td)



__TOP SRERPT—- SECURLTY IHFORMATION BPCH3/EX/M(3) _FINAL
olL4

The Committee then reviewed Appendix H and referred paragrsph ba(3)
of Appendix H, Annexure H1 back to the subcommittee for clarification.

Minor editorial changes were made in paragrsph 6e.

The Committee then approved Appendix H sublecti to modifications
which might be necessary to bring Appendix R and Appendix @ into consonance.

OGA
EO™1.4. (c)

EO 1:4. (d)

6. Considerstion of Second Report of Appendix ¢ Subcormitbee

I 1
The Cumittee then toox rote of the secund report of Appendix Q
subcommittee and after debailed discussion it vas ug.eed to refer
paragoaph su of draft Annexure Qi Vuck o the subcoummivtee for the
addition of e footnote. It was furither agreed to hold in abeyance
approval of draft Annexures Q1 apnd Q2 and Exhibits thereto until
minor editorial changes were cgreed upon. —

T. Conslderation of Second Report of Appendix B Subcommittee

The Committee ltook note of the second report of Appendix B
subcommittee. Mr. Packard reviewed the inclosure to the report to
indicate changes made by the subccrmittee to the previous draft.
Minor revigions were directed by the Commiitee snd the following
paragraphs were discussed et some length and referred back to the
sub-comnittee for reconsideration in the light of this discussion:

3(and footnote)
3o )
33b,z,h

The Committee approved Appendix B subject to minor editorial
revisions and above parzgraplhs resubmitled to the subcopmittee.

The Chﬁifman reinted out that a problem exished in that Appendix B
would be discussed with the Canadiuns and Lhatl obleining agreement
among ‘Lhe three Boards would prove cumberschie.

Tt was azreed to appoint en ed hoc commiltee corciching of ,
M. Dryden and Mr. Packard to present a soclution o Livy Comiittee of the
avove problem.

e ——— ——— e ——— el ——
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8. Futuce écheduling of Subcomuittees

It wos agreed that Appendix B Subcommittee would consider
Annexure B2 and BL in that order on 1L March, and that consideration
of Qb would coumence immediately on completion of above, if possible
on 12 March. It was further agreed that Pb subcommitiee could not
meet unlil completion of work of subcommittee Qb.

9. Date of Next Meeting of Executive Committee

The next meeting of the Executive Commitltee was scheduled for
1500 bow's, 12 March 1953.

/s/ H. J. C. DRYDEN

Hs J. C. DRYDEN
UK SECRETARY -

/s/- K. 3. NONYPENY, JR.

K. B. MONYPENY, JR.
US SECRETARY

' SECRET
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U.K./U.S. BRUSA Planning Conference, 1953

Minutes of the fourth meeting of the Executive Committee held at
1600 hours, 12 March 1953

Present
Chairman: . RADM. J. K. Wenger

U.XK. Representatives U.8. Representatives

Cdr. C. Loehnis Mr. V. P. Keay

Col. R. C. Yolland, Army - - Mr. C. P. Collins (alternate)
. Me. W. Millwerd : Dr. L. W, Tordella -

Mr. A, W. Bonsell Mr. R. F. Packard

Cept. B. F. Rosder, USN
Lt. Col. G. C. Long, USA

Cdr. B. H. Ridler, R.N. .
¥/C F. W. Budson, R.A.F.

Lt. Col. C. M. Townseend, USAF

Mr. B. J. C. Dryden (Secretary) Lt. K. B. Monypeny, USN (Secretar

" Observere

Capt. M, Hodges, R.N.
Mr. F. B. Rowlett

Mr. A. W, Smnall

Maj. D. M. Grosjean, WAC

B

1. Conmsideration of Mimitee of Third Meeting of Executive Committee

The third sentence of paragraph 7 was ‘coffrected to read as follows:
"Mipor revisions were directed by the Committee and the following
paragraphe were digcussed at some length and referred back to the
subcommittee for reconsideration in the light of this discussion."

The mimites were then approved as corrected.

2. Considefapion of First Progress Report of Appendix P(ga) Subcomuittee

Mr. Rowlett stated that there would be an addition of two sub-
paragraphs, ¢ and 4, to paragraph three. He proceeded to read
the two peragraphs and after discussion by the Committee it was
agreed to defer decision op them until the next meeting of the
Executive Committee in order to enable all membere to have
gufficient time to study the proposed paragraphs.

The Committee then discussed the report in deteail. Minor
editorial revisions were made’snd,

1t was agreed to approve thig report and Tab A thereto,

\gubject to an acceptable rewording of the last sentence of the

propoeed paragraph 3d.
AN
.Cdr. Loehnis stated that he wished to meke a reservstion
toat as the U,.K., team had gone rather beyond the brief given to
it by LSIB there might be some difficulty ip obtaining approval
by the latter.

5\‘)('p L, ,,4.1-)—-4 PR VIS S 5w 8 R .
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3. Consideration of Third Pre;rezs Roport of &QRQQQQE;E_QQQQQEEQEEQQ

In presenting the report of Appendix B Subcommittee,
Mr. Packavd stated that paragreph 3, which had been referred baclk:
to the subcommittee for reconsideration, sald that COMINT includes
foreign conmunications passed by wire. He continued by saying !
that in fact there are certan circumstances and arrangements
wder which some foreipn copmunlications passed by wire are nob,
and will not be. bhandled as COMINT, -He stated that the subcommlttEE
felt that Hotwithstaidyng this inconsistency in the definition ‘
any effort to expand the definibioun or to elaborote on this poant
in at Annexure would be far too detailed and involved to merait
doing so. Furtheymore, he said, these coses are variable and
subject to change and are not simulaxr on the U.S. and U.K. sides.

Cér. Loehnis suggeested thut the definition be accepted with
each side being aware of variables on each side of the Atlani 2 ..
in the way of complele implementestion. :

It was agreed.

After detailed discussion of paragrapli 3b the principles set
forth were apgreed upon and the exact wording to specify "Top Secret
and Secret COMINT only" was left to the discretion of the subcommittee.

Paragraph 33b was accepted as written and minor editorial
_revisions made in paragreph 40.

Paragraph LbL was referced back to the subcommittee for
redrafting of Lha ond to veri?y that it follows principles set
forth in recent corvespondence hetween U.S. and U.K. on thg/gubjectt

The Committee then approved Appendix B with the exceptions of
paragraphs 33h and 44, subjeet to minor editorial revisiond

-~ previously directed. It was further agreed that, subject to’

- reaching & commron understanding of the use of USCIB, LSIB, and CRC
throughout the document, the U.S. would forward Appendix B, minus
paregraphs 33h and bl to the Canadtans. It was agreed that -

M. Packosrd and Mr. Drydcn would be responsible for editorim)
changes in the final draft.

k. Report on Progiess of Appendix N Subcoimitlee

The Cheirman stated thnlt Lhe Chairman of Appendix N Subcormrltice
had informed him. that the subcommittee was making salisfoctory
progress atid should conplele ics wordl: within the nexl two or three days.

5. Consideration of Propgiess Report of Apvendix G(a) Subcomuittee

The Committee discussed in deteil the inclosure to the report.

It was agreed thet o new sub-parograph b be inserted in
poragvaph 6 of Annexure Ul to resd in cffect as follows: "b. Technical
COMINT support of othei COMINT resouvrces as provided under Appendix P.7
The present sub-paragroph L. to becowe ¢ and the others relettéred
accordiugly. It was agreed to refer the sub-paregranh back to the
Committee for counsideretion of the ecxyaet vordivng. )

Tt was further ogreed that in Ehibit 1 o Annesws Q1

wavesrash 2 vould be weunwbeved 6 and the clhers scruivered
secortingly.

—TOP SECRET
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6. Tutwe Scheduling of Subcomuitiec Meetlings

It wos agreed thol Appendix D Subcommiliece conmence worlk
before Appendix Py Subcommitvtee, Lf poseible on Monday, March 16
at 0900 provided work on &y, was completed. Appendix O Subcommittee
wvould begin al 1100. Appendix B, Subcommittee wold comumence vork
at 1115 on TuegdaY, March 147, dea]lng with the SACLUR aspects first

It was further agreed that the next meetlng of the Executive

" Conmittee be held at 0000, Tuesday, Ma.rch 17, end the following meeting

o Thursday afternoon.
There wae'no further business.

The meeting adjourned at 1745.

/s/ H. J.C. DRYDEN |
f.7.C. DRYDEN ;
U.K. SECRETARY

/s/ X. B. MONYPENY, JR.
K. B. MONYPENY, JR.
U.S. SECRETARY -
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U.K./U.S. BRUSA Planning Conference, 1953

Minutes of the fifth meeting of the Executive Committee held
at 0900 hours, 17 March 1953

Present

Chairman: RADM. J. N, Wenger

U.K. Representatives . U.S. Representatives

Cdr. C. Loehnis ' Mr. 8. P. Ellis (elternate)

Brig. J. H. Tiltmen - Mr. C. P. Collins (alternate)

Col. R. C. Yclland, Army Dr. L. W. Tordella

Mr. W. Millward ] Mr. R. F. Packard

Mr. A. W. Bonsall : Capt. B. F. Roeder, USN

Cdr. H. H. Ridler, R.N. Lt. Col. G. C. Long, USA

W/C F. W. Hudson, R.A.F. Lt. Col. C. M. Townsend, USAF

Mr. H. J. C. Dryden (Secretary) Maj. D. M. Grosjean, WAC (Secretary)
Joagervers

Capt. M. Hodges

Lt. Col. L. Beoth, USA
Manj. O. Jones, USAF
Mr. A. W. Small

1. Copsideration of Minutes of Fourth Meeting of Executive Committee

The minutes of the fourth meeting of the Execubtive Coamnitiee were
epproved as written.

2. Consideration of Repoft of Bubcommittee Fa

The Chairman, in diacussion with Cdr. Loehnis, egreed that
consideration of the report of Subcommittee Pa, sg directed in the minutes
of the fourth meeting, would be postponed until the next Executive
Comittee meeting.

3. Consideration of Pourth Progress Report of Appendix B Bubcommiitee

Mr. Packard reviewed the fourth report (third redraft) of proposed
revision to Appendix B {basic paper).

The Committee then discussed the report in detail. Minor revisions
were made and it was agreed to approve this report, with the exception: of
paregreph 33h, which would be congidered at the next meeting.

The firet report (first redraft) of Appendix B, Annexure B2 wag
presented by the Subcommittee to the Executive Committee. This report
wes discuseed in detail and referred back to the subcomittee for
reconsideration, as Cdr. Loehnis stated his delegates were not entirely
happy with the provisions of the proposed draft.

k. Consideration of Progress Report of Subcommittee H

The Cormittee took note of the fourth report of Appendix B
Subcomnittee.

It was agreed that this report, Appendix H, and Annexure H} would be

TOP _SECRET 3
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accepted as written. !

5. Consideration of First Progress Report of Appendix N Subcommittea

The Committee took note of the first report of Appendix N Sub-
committee, reviewing in deteil the proposed draft of Appendix N,
Annexure N1, Annexure N2, and Exhibit 1 to Annexure N1. After detailed
discussion this report wes referred beck to the subcormittes for
reconsideration, the new draft to be presented at the next meeting
of the Executive Committee. )

6. Conasideration of Progress Repprt of Subcommittees Q

The Committee took note of the fourth report of Subcommittee Qq for
Appendix Q. It was agreed to accept the new persgraph 6b to Annexure Ql,
and the renumbering of paregraphs in Exhibit 1 to Annexure Ql, as
submitted. '

The report of Committee Qb on arrangements for disseminating the
CCE end-product was noted. It was agreed to accept the report, with minor
revisions, for inclusion in the final draft of Annexure Ql, as
prepared by Subcommittee Qa.

It was noted that with the acceptance and approval of the above
reports of Subcormittees Q, and G, the following papers were accepted
as approved:

Annexure Q1
Exhibit 1 to Annexure QL
Annexure G2
Exhibit 1 to Annexure Q2

7. Considerantion of Progress Report of Subccmmititee @Qn (USGRO).

The Committee took note of Report of Committee Qn on informal
- digcuseions of the Eateblishment of & U.S. Screening Group et GCHQ in
i Peacetlime., After recommended minor revisiocns had been directed, it
wapg agreed to accept this report.

8. The Chairman stated that the Plenary Sesslon of the 1953 CAN/UK/US
Tripartite Conference would be held in the Lounge Rocm, Naval ‘
Security Station at 1000 howrs, 20 March 1953. Immedistely following
the Plenary Session; the first Executive Committee Meeting of the
Tripartite Conference would be held.

9, The Cheirmen reviewed the progress of work of the various subcommittees,
and ctated thet reports from the following would be conpldered at the
pext meeting. )

Appendix B Subcommittee
Appendix D Subcommittee
Appendix N Subccmmittee
Appendix O Subcommittee
Appendix P, Subcomuitbee
Appendix Pp Subcormittee
Appendix Qg Subcamuilttee
Appendix Qp Subcomittee

—_—— vt
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Plf) The next meeting of the Execu'bive ‘Camnittee was scheduled fbr
1500 hours, 19 March 1953.

11. The meeting adjourned at 1230 hours..

/e/ H. J. C. DRYDEN l

B, J. C. DRYDEN
U.X. EECRETARY

75/ D. 1. GROSTEAN

D. M. GROSJEAN *
U.S. BECRETARY
‘RETARY

|
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, U.K./U-S. BRUSA Planning Conference, 1953

Minutes of the Sixth Meeting of the Executive Committee helst ﬁwé_;%'

/ at 1500 hours; 19 March 1953 N
Present

Chairman® RADM. J. N. Wenger

U.X. Representatives U.S. Representatives
Cdr. C. Loehnis Mr. V. P. Keay
Mr. W. ¥illward Dr. L. W. Tordella
Mr. A. W. Bonsall Mr. R. F. Packard
Cdr. H. H. Ridler, RN Capt. B. F. Roeder, USN
W/Cdr. F. W, Hudson, RAF Lt. Col. G. C. Long, USA
Lt. Gol. C. M. Townsend, USAF
Mr. H. J. C. Dryden (Secretary) Maj. D. M. Grosjean, WAC (Secretary)
Observers

Capt. M. Bodges

Capt. N. E. Blaisdell, USN
- Lt. Col. L. Booth, USA

Ml"b A. w'- Small

Mr. F_o Bc ROWlett

Mr. F. A. Sims

1. Consideration of Minutes of Fifth Meetiné of Executive Gommittes

The minutes of the fifth meeting of the Bxecutive Committes were
approvaed as written.

2. Consideration of Fifth (Final) Progress Report of Appendix B
Subcemmittee

The Committee approved the deletion of paragraph 35h from the
redrafted Appendix B and accepted the propesed revision of paragrapn 18.
The Subcommittee Chaimman indicated the alteratioms which had been made
by his editorial team since the previous meeting of the Executive Committee
and these were agreed with the exception of paragraph-40b which was
roferred back for clarification. It was agresed that the substance of
paragraph 2 of Appendix D (029) concerning Security Grading of information

~ relating to D/F, would be includad in Category I of Annexure Bl. The

i Apart from the three points
mentloned above, and subject to final editorial review, the Commities
approved the draft Appendix B,

In discussion of the draft Annexures Bl and B2 (035) various
alterations were agreed in principle by the Committee and some detailed
amendments were accepted. NMr. Packard and Mr. Dryden were instructed
to redraft a1d edit both Annexures as necessary, to obtain the concurrence
of other members of Subcommittee B as reguired and to submit bthe revised
versions to the Chairman as soon as possible. *he head of ths U.K.
delegation expressed doubts whether Anneyure B2 in its present form was
suitable for inclusion in the BRUSA Appendices and although no decision
vas taken thig view fonn support (n hoth sides.

~1-

—TOP SECRET




LT
‘ -.:F-QP—S‘E‘GRE—PE_
w2 -
‘ d

-

—4OP-SECRET— SECURITY INPORMAYTON RPos3/EX/u(6) _FINAL
037 )

After discussion, during whicﬂ pras
substituted for [ throughout the report and other
editorial changes were made, it 'was agreed that the report (029) should
be accepted as a Conference Paper and included in suitably edited foym in
the final report of the Executive Committes. It was further agroed that
the substance of paragraph 2 of tlie report (029) conceming Security
Grading of Anformation relablng to D/T should be embodied in Annexure Bl.

5{3 Consideration of Second Frogress Report of Appendix N Subcommittee

i

: After discussion, during which "the cognizant British authoyity“
was substituted for "his British counterpart" in paragraph 13(b/ of the
draft Appendix N, the draft Appendix, together. with Annexures N1 and N2
and Exhibit 1 to the first Annexurs 6032 y were approved.

7. Yonsideration of First and Second Progress Reports of Appendix Py,
© Subcommittee . N

After discussion, during which it was notea that it was lefg\kp
SACEUR and SACLANT to organize the exchange of COMINT between themseglves
and thelr respective Subordinate Commands, it was agreed that:

(a) all the inclosures to the report requirad further discussion, .

A

(b} SAC/E/R/7 should be zmbodied in the BRUSA Appendices as

OuA

5 N kil : Annexure P2 and SAC/E/R/5 should remain as an informal
EO 1.4.(38) ‘ - agreement similar to L3TB 333/52.

=B
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8. CGonsideration of Fifth Progress Report of Appendix Q and Qb
Subcommlttee

After discussion, during which a proposed revigion of page 4
of the draft Annexure Ql was accepted (subject to the insertion of
"Among other duties" at the beginning of the second sentence of
paragraph 7b., the deletion of "and the liaison officers.referred to in
paragraph 8a below,", and the amendment of part of the second sentence |
.of paragraph 8a to read "the U.S. intelligence lialson officers at the |
CCE will receive"), the draft Annexures Ql and Q2 and Exhlblt 1 to each.
(028) were approved. |

9 .L‘onsideration of Additional Work for Final Report of Executive Committee

It was agreed that the draft Appendicec, Annexures and Exhibits and:
the reports accepted as Conference Papers should be edited in final form
and that the Chaimman and the head of the U.K. Delegation would "
prepare a covering report. , 1

| f
|

10, Concluding R emarké
' h § Y v (u

The Chairman thanked the U.K. Delegation and the U.S. members of the
Committee for the work they had put into achieving such very satisfactory
results, and Commander Loehnis expressed his delegation's thanks for : -
the help and cooperation they had received from thelr U.S. colleagues o
in all fields. :
.].
11, The meetdng adjourned at 1825 hours. :

3

/s/ H.3.C. DRYDEN
H.J.C: DRYDEN
U.K. SECRETARY

/s/ D. . GROSIEAN
D. M. GROSJEAN
U.S. SECRETARY
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19 March 1953

Report of Committee Gy on informal diseugsionp of the Establishment

of a Uis. Bcxeaping Group at GCHY in Peacetime

1. On 13 March 1953 Committee @), discussed informally the proposal
- ' r
for establishment of a US‘Screening Group at GCHG cdntained‘in coordinhtOr
'
_USCIB Memorandum UC #000378 to ﬁyrector (GCHQ dated 29 September 1952.

2, It vas noted by the U 8. members that tha proposal to set up a
U.S. Screening Group at GCHQ had been accepted in prineiples, by the LSIB.

"It was noted:

a) that the need for the Group was only likely to arise after the
move of GCHR to Cheltenham
) that the personnel figure of 15 quoted in UC #000378 was a
% would probsbly not be necessary to build up to this figure ;
and persoﬁnel ﬁould be allocated to the Group only as need aroge; ‘
thet the problem_of\sﬁace anq commnications fatilities wouid be
considered when & conéreté‘proposal wag made to activate orx gxtend_the-
Croup; although GCHQ would do all possible to provide the necessary gpace
. and facilitiés, this might prove a limiting factor at leaet wntil the |
codstruction of buildings to hoﬁse GCHQ at Cheltenham was complete.
3. It was further agreed that although the main task of the Grou}_;‘

s disssmination of GCHQ end product to U.8. reciplents, 1t might be

- /desirable in selected cases for the appropriate member of the U.B. Screening

Group to participate in an informal and advisory capacity in the disseminat on . -

of GCHQ end product to allied recipients (t.e., NATO Ccmmandﬂ) This would

' normally apply to cases where GCHQ had been augmented under the provisionr £
Appendix Q, Annexure Ql, but could alao apply where no augmentation hed take-

': place. The bringing into force of thls arrangement would be subject to

specific mutual agreemernit in each cdge.
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A;F In the event that one or more of the U.S.'intelligenée agenciez ™

desire to disseminate from GCHQ direct to U.S. rocipients by cleetrical

means, it was agreed that such an arrangement vould be generally

satisfactory to GCHQ,and.evefy:effort would be made to provide the

necesséry facillties and COmMunigations..

5. A araft Charter for the U.S. Screenihg Group is dappended as Tab A,

/s/ B. F. ROEDER

B. F'. ROCZDER
Captain, USHN

o
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19 Mar 1953

U.S. SCREENING GROUP AT GCHQ

1. A USCIB Screening Group (USGRO) is hereby established as part
of the SUSLO Unit at GCHQ. '

2. The purpose of USGRO is to provide means for the selection of
GCHQ~produced COMINT items of the high priority interest to member organ-
" izations of USCIB. for rapid transmission to appropriate SSO's and to
NSA. .

3. Each mepiber organization of USCIB is inv1ted to propose to the
USCIB Coordinator nemes of individuals to sit on USGRO. Each of these
individuals should have a thorough knowledge of the intelligence require-
ments of his parent organization and of its U.5. Reclpients in the
Buropean area. The number of representetives appointed by each organ-
ization should be limited to the minimum number needed to fulfill re-
guirements.

L, (a) USGRO is an integral pert of the BUSLO Btaff, and all
members of USGRO are under the control and direction of
SUSLO. VUSGRO will be under the immediate supervision of
the Z Department Liaison Officer on SUSLO's Steff, who,
for this purpose, is designated Officer-in—Cbarge, USGRO.

(v) The individual members of USGRO will assist the susm in
his selection.for their respective parent organizations of
approprlate GCHQ-produced COMINT items for rapid transmis-
sion to appropriate SSO's in the London area and to MNSA, |
NSA will insure prompt dissemination of all such items it

‘receives to all USCIB Member Organizations in the United
Btates.

(c) The USGRO will be responsive to requests for "spot" intelli-
gence requests from the 850's and from NSA. ‘Requests for
informetion from their parent organizations in the United
States will be channelled through NSA.

(@) - Access to GCHQ working spaces will be as defined by the Di-
rector, GCHQ.

5. (2) Communications facilities will be provided at GCHQ to the
gervice S580's in the London area, namely:

Army SSO
Navy SSO
Aiy Force SSO

(b) Communications facilities elready in existence between GCHQ
and NSA will be used for the transmission of items selected

for NSA and for consumers in the U.S.
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15 March 1953

(c) Unless other ar1¢naementa are mode, items selected for U.8.
- Army, Stete Department, CIA, and FBI Recipients in the Euro-
.pean area’ will be tranumltted to the Army 880. Items select-
ed for U.5. Novy Recipients In the Buropean area will be
transmitted to the Navy B80. Itemg:.selected for U.S8, Air
"Force Recipients in the European area will be transmitted

to the Air Force SS0.

(d) It will ve the responsibility of the Officer-in-Charge,
USGRO to insure the prompt dispatch of all items selected

for electrical transmlssion
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1. This paper considcrs the Coﬁmunications Intelligence produéed
Igfcoumined UK/US/Canadi#n collaboration. This does not include Y groduced
in SACLANT's Command, instructions for the production and handling oé which .-
are contained elsewhege. . | i < d

2. It will be nécessary'to make arrangeﬁents for the.following:ﬁ

(al To supply cor.me to SACLANT and to certain of his‘ sub- |
ordinate commands;

(b} To arrange interchange of appropriate COMINT betwsen designated
éACIANT Commands and between those commands and eppropriate anthorities .outside ﬁwé
SACLANT's Command. | | ' .

(c) To make intelligence reflecting COMINT available for general

operational use within SACLANT's Command.

3. 1In developing these arrangements the following factors either
govern or affect the procedures which can be adopted: - -

(a) Security aspectél COMINT is controlledby arranfements be-
tween US, UK and Canada. Under the terms of these arrangements SACLANT cannot
be authofized to make ad hoc arrangements for COMINT,wiﬁhin his Command nor
to provide COMIN'T to nationals other than those of US, UK or Canada.
| The number of Headquarters dealing with COMINT must be limited by
tri-partite-agreement and the nuhber of individuals within each Headquarters,
authorized by national authorities to handle COMINT, must also be strictly

- Limited. | |

Within SACLANT Headquarters the Intelligenice Division is relatively
Smallland is integrated; that is, Intellipgence Officers of other NATO nations
aré full workinz members of the Division. On no account can they be per-
mitted to handle COMINT maberial.

Bxisting arrangewents require that COINT be passed only by Special .

Secure Cryptographic Channels exclusively for this use.

" , : -3~ ~
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(b) “Yineliness of Informabticn: COSTH may contain information

on greny air and surface novenents or enmemy plans 2ud intentionse It must
be dolivered without delay to one or more operational commmmders to allow

! -
appropriate action to be initiated in time.

\eryraghz: COMIHT relevant to SACLAIT's Command is produced
in three locations, widéiy.separated, - that is, in London, Ottéwa, and
ilashingtons |
The major operathnal courzanders under SAuL&PT ars separated by
large distances, though thelr areas of operaticnﬂ. responsibility. are
'contlguous. | . o . |
Operatlcnal Intelligence Centers (OICs) will be operated in USA,
Canada “and UK, each primarily fed by 1ts own national COMINT source but in-
dmrectly recelv1ng the products of all three.
| on the other hand, SACLANT and GTNCWESTL&NT'S Headquarters are
;djacent in Morfolk, Va. SIMCEASTLANT and FI”"&IQTASTLA}T will be co-located
in UK:mhen tuildings are complsted and LOJCANLANT and CO&AIRCANLANT are
co-located in Halifax, Hova Scotia.

4o In ordor to discharge their operational responsibilities

- CINCWESTLANT, COMCAWLANT/COMATRCANLANT, and CINCEASTLANT/CTCAIREASTLANT will

each have .‘to maintain an OIC in vhich all airailable COMINT end products are

Since such an OIC must function on a 2A—hour basis the

fully proceséed.

number of 1ndoctr1nated of ficers must be considerable. Should SACLANT desire

to process fully COYIIT iaterial at his 0\n eadquarters, it would be necessary -

to increase his intelligence staff substantially by U.S.,'U.K., or Ganadian
officers. The presence of.such'a group withinISACLAHT‘s Intelligence Staff,
a group from which other MATO officers must Ee excluded, would be embarrassiné
and ¢onstitute a security hazard. Moreover, in Norfolk such a g roup ﬁogid at
“the present £ime duplicate work being necessarily performed by SINCWESTTANT,

It is therefore corsidered that for reasons of sscurity and conservation
of highly specialized cfficers, SACIA"T should delegate to CINCUESTLAYT the
résponsibility for supplying him ﬁith processed SN T to meet his requirements
at Yorfolk. ¥z could siril all} desiznate the rcspowelblllty zither to
CTHOEASTLANT or CCLUAMLANT if he noves tis Headquarters.

-2
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5+ The movement aof COMINT to and among the OIGs will then follow

bhe below pattemx ) _
(a) -Into- the OICs The main flow of C-O}ID\JT end products ;rill L

- be in‘bo,CINCWESTLANT' 0IC, in N'orfolk,/ prima;rily'from Washingtonj into
| comdmmr-rr/con-macmim 0Ig, 1n. Ha-lii‘ax, primerily from Ottawaj into
CINCEASTLANT/CINCAIREASTLANT oic, in the UK primarily from London.
- . : Bet.ween t,he three produ ing agenclea ‘ohere 18 interchange
oi‘ Taw material technical data and. end producta which augment the |
productim of the na’oional agenoy supporﬁing eaoh OIC. ' -

ot
)

Into th o same OICsiwill be fed "Y" R \‘

(b) "Betwe the 0’ there wni be exohange of s)peciauy

: :, ,- import.ant individual COMINT item, emd of 31/ appreoiationm and discussiona
of plots based themon. ‘I‘his chemnel will permi‘o a constant comparison of

: plo'c.s to resolve differences in interpretaticm of position oi‘ units at gea

| particularly in the vicinity of chop 1inee. Such exc‘han.ge bLatwaen 0ICs

' w111 normally be repeate/t/i to appopriate Nat onal Servise Intglligenoe Staffs
(e.g. Admiralty, NSFIQ, Navy' Dept) i‘or general ini‘ormabion 0 interpretation
and investigation by ’bechnlcialﬁs if required. A secure crypt graphic
channel for. comb:.ned use will ba n,eeded for this as well as am agreed

{
operating pr'ocedure. ' i

(c) Out of OTC's. T categories of intelligence w1l be
disaeminated by 0IC's: o , SR Al |
. , ' \ "

(i) The first will be at COMINT level and will be eent. only

0 e subordinate commanders oleared to

K mst be U K., U.8, or Canadian nationals.' Such consumers
"will be served by i,he app;'opriet\e'OIC thron -GO}.DJ.\IT;
channels. ‘ T » | |

-. (31) The second cateéory will be at n’on—COHINT lavel will- A

| be sent to all commanders concerned thmugh non=G0: |

channels normal‘ly in the form’ of intelliaence summarie .

  _‘ “3_ : :
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COITTHL may be used as bac]{grou.nd iln the selection and !.r'
formulation of these sumaries, but items of informatio’t;
darived solely Trom COMINT must be rngoroually excluded jj
from them and in addn:.tion care mist be taken to ensure'lflf
that nothing in the'sﬁmm.arieé as iésugd cb_uld be tracdfd' .
back to COMINT in ge-neral.. e v :

(i11) These arrangements will apply in peacetime. Any (
modification to meet emergency or wartime conditlms j
will be i1 accordance with the policy of UsS.C.TI.Buy

L.5.I.B. and Canadian COWINT Authioritiese i
¥
A

[ Responsibilit:y for maintaining GO!ﬂNI‘ seourity. -
(a) Showld 1;'1t be necgssﬁary to take action in ‘t'he light of GOM‘}_‘NT
| made av,Lilable under para 5 (e} (1) above, the utmost careg.

st b(; t aken by commanders responsible for issulng ].
opera’n}Lm al orders to ensure tﬁat. nelther the ériemy, nor

] \
Allied Third Party nationals and wnlndoctrinated U.K., U.3.

or Canadian nationals involved, become aware of the .

| ' !
A

existence of the COMINT information. ' T
-\ (b} In the case of the imtelligence summaries dissetninated

as in para 5 (c) -(ii) above, 14 1s the responsibllity of

0IC!'s to ensure that th-e principles stated are foilov;ad

in ﬁheir preparation. Commanders will then be at _

liberty to use them in any way that thelr classifisation

(SECRET or TOP SECRET)} allows '

7. Responsibility for Maintaining COMINT Securi ty

(a) Should it be necessary bo take action in the 1ight of CCMINT
made available under paragraph 5 (c) (1) above, the utmost

- care mst be taken by commanders responsible for issuing

N

E operational orders to ensure that neilther the eneﬁny, nor . ~
Allied Third Party nationals and unindoctrinated UK, US, or
Canadia{l natlonals iﬁvolved, become awara of the existence of
the COMINT informabion. | |

=
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(b) In the case of the intelligence sumaries disseminated as’
in paragraph 5 (e) (2) above, it 15 the responsibility of OICB to ensure
that the principles stated are followea in their preparations. Commanﬂere
will then be at liberty 4o use them in anmy way that their claasifications
(SECRET or TOP SECRET) allows.

8l Deaignation of COMINT Recipients. SACLANT should recommend to the

appropriate National Authority those US, UK, and Canadian Commanders to0 whom

’ h' considers COMINT should be & {lable. In accordance with paragreph 3 (&),

he} should not recommend any Thf%a Party National as the recipient of COMINT.

The National COMINT authox ities rlone haVe the Jjurisdietion to authorize
<

indjvidual officers as COHINT'récipients. It im recommended that in each
nd authorized to receive COMINT, the Staff Officers nominated to. handle
CcoMI should occupy the eame'named poaitions, viz, Chief of Staff and the

Senioy Statf Officers responslbld for Operations, Intelligence, Plang and
« .- l

cationa. : g !, Ty

ers ia a requirement forieach OIC to know a1l holdera of their special

COMINT |cryptographic channel. | ‘

9.: pommun1CAtions Requiredenta.:-From conslderation of the above the

following communications arégrequired in wer:

(a’ Rapiaq, secure%difect communication between each OIC hﬁd ita
primary source of COMINT. é A

(v) A secure means of mitual exchange between each o1C, itél
primary source of COMIN&, and its National Service Ittelligence Staff,'

(¢) Very rapid comminications betveen the 0ICs.

(a) A secure means of exchange ot pertinent material between
producing agencieq 1n UK us and Cannda These facilities are aeeumed to

" exist, .‘ 5
‘(e) A special COMINT cryptograpbic channel betwveen OICB and from
' 0ICs to indoctrinated commanders.

(£) Secure non-COMINT cryptograpbic channel from OICs for comveylng
operationsl {ntelligence reports end orders to units in their areas. These
facilities are zasumed to exist.

(g) Secure meena of mutual exchange between SACLANT {end subordi-

nate commands) snd SACEUR (and subordinate commandg).

Form 7810135
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10.  Immedlate Reqﬁirementa
(a) The necessafy communicaﬁion circuits and cryptographic
channels should be provided as so0n as possible on & scale
commensurate with peacetime requirements in order to ensure
the requiaite degree of readiness for amérgency
| (b) To provide, however, machinery for' necessary ‘dissemination
in the SACLANT command now,- the ECM Hill be adopted mutually
as the_cgmhined cryptographic machine.
(¢) B0 aﬂ'to aliow exchanée Dbetween SACLANT (and subordiﬁate
commands) end BACEUR (and subordinate commands} at appropriate
‘_levels, common ECM crypto—chaﬂnels will,be emplcyed by ﬁf¢
' SACLANT and SACEUR and designated subordinate commands.
. Feo (d) The most expeditious communications channele will be
I empléyed in each case, but exclﬁsive chiannels will'bé used wherever
‘sucb can be made gvailable. ‘ | _
(e) EMM ecrypto-channels will accordingly be made available
i as followé:-- |
i . NHQ Ottawa
\ ‘ COMCANLANT
E, CBNRC

\1_ : Admira’.ltﬁ . : : E‘%

i

P © CINCEASTIANT
| oNI
) CINCWESTLANT
-;_ . . COMSTRIK/FLT "(Com,.U.S. SECOND FLT)
_2-(f). EM ie already used by GCHQ.
() SACLANT will leter nominate sdditional holders in his

éommand.

.
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LSIB/333/52

12th December, 1952.
Revised 19 March, 1953°

ARRANGEMENTS FOR COMINT DISSEMINATION TO AND WITHIN

SHAPE AND ITS SUB-COMMANDS

I RESPONSIBILITY FOR DISSEMINATION

1. The Office of the Assistant Chief of Staff, G-2, Department of the
Army and G.C.H.Q. will serve as executive agents for U.S5.C.I.B. and L.S.I.B.
respectively for service of Comint to S.H.A.P.E. and its Sub-Commands.

2. In order to provide for close co- brdlnation in the disgsemination

of U.8, and U.K., Comint to S.H.A.P.E. and its Sub-Cowmands, G-2, D/A will
establish liaigon at G.C.H.Q.

II PRINCIPLES OF DISSEMINATION

3. a) Rear to Front : .

(1) Security arrangements satisfactory to USCIB or LSIB must be
made for handling COMINT material in all relevant headquarters
under S.H.A.P.E., particularly in those where the intelligence
gtaffs include other than U.S. - U.K. nationals. Subject to this
understanding, the principle of direct simultenecus dissemination
of Comint to 3.H.A.P.E. and its Sub-Commands in war-time is agreed.
It 18 also agreed that it is essential to achieve in peace-time
the methods which will be required in war. Initially in peace,
however, not all of S,H.A,P,E.'s Sub- Commands are in a state
of readiness to receive a direct service. Therefore, initially,
only critical iteme willl be disseminated directly to Sub-
Commeands, the remainder being disseminated to them by S.H.A.P.E.,
which will inform G-2 and G.C.H.Q. what material is so dissem-
inated. When and as determined by S.H.A.P.E. for each Sub-
Command, routine direct dissemination from executive mgents
to S5.H.A.P.E. Sub-Commands will be initiated. S.H.A.P.E. will
in all cases receive copieg of amll Comint disseminated directly
to its Sub-Commands.

(11) When direct dissemination to Sub-Comm2ands begina, S.H.A,P.E,
- will establish the requirements of its Sub-Commands.

(111) _Within the foregoing limits, U.S. and U.,K. produced Comint
\\\ - wilk be disseminated directly by the respective executive
~ egents to 5.H.A,P,E, and its Sub-Comminds by the most exped-
“itious means available to elther party. The executive agents
will exchange all Comint disseminated by them to S.H.4.P.E.
and its Sub-Commands by the most expeditious means available.

/b) Front to Reer

=
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b) Front to Rear

(1) As a principle, front to rear dissemination mormally should !
parallel Command channels, with exception being made for 1items
of a critical nature. S.H.A.P.E. will determine which of
exlisting Comint comminication channels shall be employed until
facilities for dissemination in parallel with Command charnnels
are provided.

(i1) S.H.A,P.E, willdetermine the requirements and responsibilities
of the Sub-Commands.

(111) With the cognizance fo the executive agents, S.H.A.P.E, will
arrange wWith the appropriate U.S. and U.K. national authorities
to obtain for itself and tis Sub-Commands materiel produced
by U.8. and U.K. field Comint organisations outside the S.H.A.P.E.
Command structure. :

(iv) It is agreed that any rear to front Comint material inmeorporated
in front to rear reports should, sc far &s practicahle, be
clearly indicated as such. ;

ITT DISSEMINATION STRUCTURE

L. In order to provide adequate Comint channels, the ECM (SICABA),
subject to approval by the London Cypher Policy Board, will be adopted initially
26 the combined cypher machine for combined use in the dissemination of Comint
to S.HB,A.P.E, and ite Sub-Commands. This does not exclude the use of other
approved systems in addition to E.C.M. As soon as possible, G.C.H.Q. will pro-
vide a land-line '"on-line" cypher system between G.C.H.Q. and S.H.A.P,E. sub Ject
to approval by U.S. commmication security suthorities. '"On-line” radio -facilities
linking G.C.H.Q. and N.S.A. are avallable for use subject to availability of
circuit time in excess o that required for NSA-GCHQ operations, and will be used
insofar as they prove the most expeditious means of transmission. N.S.A. and
G.C.H.Q. will -give Comint-for S.H.A.P.E. and its Sub-Commands priority in each
category of precedence. The guestion of using for this prupose 1n peace-time one
of the emergency cable channels between N,S.A. and G.C.H.Q., to obclate delays due
to bad transatlantic radio conditions, should be considered by the eppropriate

authorities.
5. It is agreed that the ECM will be made available for installation
at the following Drganisatlons and Commands:
G-2, U.S. Army
G.C.H.Q.
S.H.A.P.E.
A,F.N.E.
A.A.F.C.E.
A.F.5.E,
5,5.0., Frankfurt {for A.S.A.(E) produced Comint)
6910 Security Group
B.A.0.R.

/2 T.ALF.
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12 V.8, Alr Force , i
7 U.S. Army G
VI U.B5. Fleet .
6. Top priority in supply of the E.C.M. is to be accorded G.C.H.Q.:

and A.F.N.E. The priority of installation at the remaining Commands and
any additional requirements will be determined by S.H,A.P.E.

IV COMMUNICATIONS

T. | Communications detalls are attached as Appendix A.
o ' .V IMPLEMENTATION
8. The foregoiﬁg arrapgements will be effective upon approval by

U.SnCcI.B. an-d. LISIIOBI - ) E
\ . * !
9. . ' The S.I.O.-(Special-Intergration Office ) will bve deactivated as
soon as edministratively practicable following Board approval of the new dissem-
* ination arragnemente and the establiehment of liaison as provided in peregraph 2.
' ‘ ' o

-
o
-
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_COMMUNICATTIONS

I REAR T0 mcm?,/
-f

.' . ' =

l . (a.) U.X. Comint _ / . ‘\ :
(1) U.K. Comint wilJ. go d.irect from G.C,H, Q. t0 p.H AWP.E,
(11) Initially 8.H,AP.E, will pass on to Bu'o-Commands a8 |

required except that criticel items m.;r be sont dixect |
from G.C H Q. .

Cgm " . (1i1) later, when S.H.A.P.E. 15 ready, 6.C, H.G. will eend ;1,1'
Ty to Sub Commands as required. y

g !

o ('b) U.S. Comint’

(1) U.S. Comint will go from Washinston to 8, E.A.P.E. ei i
G.C.H.Q, or by any orther route .which, mﬂ.y be nm-a expe its.oua
at the time. : , ;

(i1) Initially S.H.A, P E. will pase on to Bul! Goum:ands a6 requiyed
. except that critical items may be sent direct from Washington
to Sub-Commands either via G,C.H.Q. or by any other rol.tte
. which may be more expeditious at -the time,
: ' .
' ‘{‘i’.(iii) Later, when S.1H. A.P.E. .ip rgady, Wa,shington will rend q.‘irect
. 4p Sub-Commands as required either via G.C,H.q. or by quy
~other route which may be more expd.eitious at the time.

2. e l' lglequiremnts
| () Imedtate
(1)" Laxlm .une between G.C. E.Q. and §.H.A.P.E. s 8.0.
- (18) ECM ror G.C.H.Q. '
= _.(1ii) On- 11ne syatenbebween G.CHQ a.nds H,A.P.E,\ \
. (1v) ECM for A.F.N.E,
; l(v) One T:Lme Pads for A, F,N.s. (1f requimd befor ECM pro\@.

(b) As may be decid.ed 1a.ter.

i
Y

(1) Cable cha.rmel between N.S A. aad 0.C.1.4.

5 (1) On line crypto ayatem for cable chamtel %ﬁhﬁ:en N.S.A. and
G‘ C.H Q. :

’ . . = : . ' N ;

/(111) Adaitiona) - . ..
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(111) Additional land-line from G.C.H.Q, to S.H.A.P.E. Signals
' Centre. B {

(iv) .Exclusive commmications between G-2/G.C.H.Q. ‘and A.4.F.C.E.
(v) Exclusive communications between G-E/G.,-.C.H.Q. and A.F.N,E.
(vi) Exclusive communications between G-2/G.C.E.Q. and A.F.S.E.

1. Details of 2(a)

(a) &m-para.s (i) and (v) to be arranged by G.C.H.Q.

(b) Sub-paras (i1) and {iv) to be arranged by W.S.A. in consultation
- wifh G.C.H.Q. - -

() Sub-para (111) to be further discussed between 'G.C H.Q., N.S.A. |
and S.H.AP.E. with a view to making best arrangements for,
earlies‘b implementation. 1 .

b,  Detatls of 2(b)

(a) Necessity for sub-para (i) in peace-time, to dbvia.te-a.ny radio
delays, to be -discussed later between G.C.H.Q. and N.S.A.

(b) 1f sub-para (i) implemented, sub-para (11) to be discussed
Ia‘éer between G.C H.Q. end N.S.A. with a view to ea.rliest
provision. . .
(c) Bub-para (111) to be discussed later between G,C.H.Q. and S,H,A.P.E,
(4) Sub-paras (iv), (v) end (vi)l to be considerad after experience
gailhed and in any case considered essential ¢~ o -,

II FRONT 70 REAR

Proviasion ai E&i at 2 T.A.F. and B.A.0O.R. to be discussed later
wben desired by S.H.A ?sE. In the meantime product of 365 S.,U. to be made
available to S.H.A.P.E. an@ A,A,F.C.E, and that of No. 1 Wirele,ss Regiment to
S.H.A.P.E. by most expedltiema existing routes.
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