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8 January 1946 

TOP SECRET YllRA 
SPECIAL REPORT 

From: 
To: 

STANCICC Subcommittee on Intelligence and Security. 
STANCICC . 

. Subj: Security Regulations. 

I 

1. FACTS • 

. The STANCICC Subcoriiniittee on Intelligence and Security was 

directed by a memorandum 1 dated 17 December 1945,. from the STANCICC 
' 

SecreLaridt to this subcommittee, to consider the Londo~ SIGINT 

Board• s 11Explanatory Instructions and Regulations Concerning the 

Handling of Signal Intelligence" (short title, IRSIG) and offer 

recommendations thereon. The subcommittee met on 27 December 1945 

for this purp.ose. 

2. CONCLUSIONS. 

The London SlGINT Board has indicated certain paragraphs of 

IRSIG upon "Vtlich they think it essential that there be cgreement 

between the two countries, '!!he subcommittee discussed these para-

graphs and offers the following comments: 

4. The U,S. Army is in agreement with the British on the use 

of the v.ords 11s1·gnal Intelligencen, but the U.S. Navy prefers 

the words "Communicat:l.on Intelligence". 

6. It is ~he understanding of the subcommittee that, in 

effect1 the word 11MAUVEu indicates in the main that intelli-

gence which has heretofore been called udiplomaticll in the 

United States, and that, in effect, the ·word 11CREAM11 indicates 

what has in the main been called 11military11 • The subcommittee 

eclassified and approved for release by NSA on 04-08-2010 pursuant to E.O. 12958, as 
mended. ST56834 
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suggests that the word "strategic 11 in the third line of this 

paragraph be ch2I1.3ed to 11 c1iplpmat_ic11 , that the phrase 11 0.f the 

highest security gradeu in the fourtL1 l~e be deleted, and that 

the phrase nbut is usually in the IVORY category" ba added te 

the final sentence. 

W' 8, and 9. The subcomu ttee is in general agreement 

with the principles expressed .in paragraphs 6J 7, 8, and 9 

except that it is ag:reed that plain lansuage should normally 

fall into the IVORY category and only occasional.ly into the 

J~UVE or CRZAM catego·ry, \iut that it.. rnuat co!D.e under one of 

the three unless excepted by thu provisions of paragraph 42, 

hereinafter. 

10, The subcotllmittee su.:;.:.ests that this pnragraph be rewritten 

as · foli•"llS: 11 The rir:;id principle of dissemination is that 

each item of Signal Intelligence will be promulgated only 

to those authorities or individuals who tnl.st, of· necessity, 

receive it for the adequate performance of their dutios and 
' . 

who have been 'indoctrinated• and made aware of the source. n 

Th:ls suggestion follows froa the subcommitteeis opinions 

on paragraphs 32-41, q,v. 

Captain Goodwin, Comdr. Hudson, Comdr. DortoletJ and • 
Captain Uartin believe that this ptU"agiaph is too absolute in 

its prohibition, the premise of the first clanse being 

untenable. Because of t;w racts thnt the knowledge thnt a 

tactical a.dvonta,ce is only temporary is often unlmowablc in 
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advance, and that the tekinz of· n tactical advanta~e based 

on SIGilJT material may ha~·a far-reaching strategic conse

quences, they believe that th8 tone of p2l'acro.ph 19 should be 

relaxed so that it expresses sonwthin(; in th2 nature of pera

eraph 9 of c.s.P. 1Bo5, which is worded .:i.s follons: 11The full 

aff~ctiveness of coomunication intellig.mce cannot be realized 

unless opc.:rational use is mo.de of it. ilher. action is con

ten..plated a.s a rosult o~ co1mnunica.tion int.;lligenco, th:.:. 

possibility of compromising th~ source should tlweys be 

borne in mind and the action officer must weigh against this 

th~ tcictical a.d.vanta.t;e to b~ gAined. In 6cneral.1 r.10mantary 

tactical rl.d.vantae~ is not su.i'ficient ground for risking the 

compromise of the ULTRA. sourc..i. Whenever action is .tcl<:en, 

studied effort must be made: to ~nsure th!:'.t such action cann.t· 

be traced or nttribut~d to ULTRA information nl.eno. In every 

cnse, whurc at .tll .prt!.cticab~e J oction !l:~ninst specific targets 

· revc:aled by ULTRA shall b.; pr&cedcd by appropriat~ reconnaissruice 

·or other sui tabk c1111ouflag~ mo.isurcs to vmich tn.; enwny cm 

re!!sonably be expucted to attribute our -1ction. 11 They believe. 

th.9.t thu op<-r'.\tion.:'11 ust:l of communic<'ttion intolligunce can_, 

in thu finnl analysis, ht! properly controlled only ~the 

:1.I'CHl. cowm.:md.er ·,Jho is carrying out the disswninc.tion of intelli

gence of this t~ .:md conat.:intly watching th~ reaction of the 

enemy the~to and ·.-rho is, there fort:, best able to mak<.1 the· 

final decision in each c~se on its o~m murit. Colenel llcKee 
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and Lt. ~lon~l Snow believe that the main principle expressed 

in paragraph 19 is cssent~ ally sound. Th~Y. believ\3 that any 

relaxation of the ~bso~utc prohibition would lead directly 

to multitudinous ill-considered and harmful operational uses 

of SIGINT. 

32 to 41, inc. The subcommittee believes that for sccurity 

· roasons in peacetime traffic intelligence as well as special 

int~lligence should be classified TOP SECRET and, in thie 

light, r~ commends that p;u-agraphs 32 to 37 J inc., be r~dru.fted 

to include provision for IVORY, ~d tho.t paragraphs 38 to 41J 

inc., be cancelled. Consistent with this principll.! it .further 

recomm1Jnds that th..; term "Signc.l Intelligence 11 should be 

substituted for th.:; tcnn 11Speci.ll Int~lllgence" in pnragraphs 

17. 19, 20, ~1, 43, 44, 47, 49, 50, 52, 5.5-59 and sub-titleJ 

60-62 and sub-title, il.Ild 63, and that certain oth<.!r changes· 

should, b€J made in s~ of thesu para.graphs, 8$ appropriate :ln 

the light of this change:. The subcommittoe recommends ;Uso 

that paragraph 31 be redrafted as appropriate in th~ light of 

this comm~t, and that tht:i sub-titl~s over p.:i.ragraphs 32 .and 38 

~ deleted as unnccossary. The ~ubcorranittco recommends that 

th8rB be addod c paragraph sotting forth th~ security gra.di.ng 

(preferably TOP SECRET) of th<.: t&rms 11MAUVE 11 , 11 CR.EAM11 , _ and 

ttIVORY11 , <ind thuir meanings . and connotations, ;ind_ providing 

ag2inst th~ mention of th~se terms to pursons not cl~~xed 

for SIGINT. 
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EO 1.4. (d) 
,,-... 

l8P. &fl·Ollll 
.34. The subcotinnitte:e interprets this paragraph to contemplate 

principelly tcchnicPl ;:ind administrative 1:1.~ch:.inge ar~ong 

proccssin~ c;..mtGrs <>nd, in this lizht, concur~. 

42; Th•.;; subcornmitte<:: S\ :.r,ests th.'lt a rewordin~. of p~a1raph 

·42, '.l.S follows, '~tulu do much to r1;.:ndcr th..; E:ntir.:3 IRSIG more 

univursally app1i~able to futur~ conditions, at present un

for(;Su(;n or only P·~tly foresi:.en: "dith thu .Jf>prov:-1. of the 

Sibna.l Intelli60nc~ Bot'..l'd (68~ VcJ.ra. 12), .!ll'ld despite ;.,ny 

otlh.:r provisiotu; or'\, thusu re3ul~.tions, certain technical 

information, such :i~ traffic nn<:ily!3is infornn.tion, e:.:.chllhged 

among SI·HNT ccnte.Jrs~ bourds and. units, may _be classifiad 

SEC'R.iT for purposef:i d,r such ~:x:chcingc <ll'.ld int(;rn:il. usi:. . . 

Similarly, and subj<:Jc~ to thu S~ll!lt; !1.pproval, curt .'lin clcmoritnry 

traffic intollic.c.;ncu, '~uch .J.S D/F hc.:irings, md cert.Un pllli.n 

lc.nguage, usuD.lly from .... I _________ _.I mey ~ dissemi-

na.t~d--( ot c. , a.s in ori r:;in ~1) • 11 

45 ~d 52 (c). ThG subcor::nlltteu considers the administration 

of an o~th a tlesirablo c.dd.itional f8atur~. 

S2 (d). The N.avy Tl:.p!"escntntivcs of thu subcommittee bulicv~ 

tl11.t provisions should oo incl udcd th;i.t curt:iin specifilld 

hi~ commanders mey- k1::--p p-:rm.'.'.Il..int f'il~s of UA.UVE, L1EAll, .:ind 

rvony. T11c ;u-my nwmbl:3rS cormillJnt th~t m~'ny of th... provisions 

in pl'l!"agraph .52 l'roulc re'i iiro consider~bl"' modification for 

~doption for U .s. J..rm.y us;.; in vic~t of tiw U.S. Army• s syst.Jn 

ef diss~mination by Sp~ciaL Security Officers. 
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!OP SECRETutff:!ftl\ 1IP IElllB·Ulfll 
52 (f). This paragraph would not be necessv.ry in U .s. 

rC:li;ulations becu:u.se rC::gulc.tions to cover this point are 

Lil.ready existent. 

53, arid 54. The subcommitt~G agrees thu.t tho appropriate sub

stance of these parJ.grilphs should be embodied in paragr.:i.ph 52J 

consistent with th~ recommendations on paragr2J)hs 32-41. q·.v. 

3. aECOMMENDATIONS. 

The subcommitte~ recommends that th~ comm~nts offered in 

paragraph 2 be given to Group:CaptD.:in Jones for tr3!lsm.ission to the 

British Junior SIGINT Bonrd. 

The subcommittuc recommends that, if these rcgul~tions are 

ever adopted for U.S. us~, th~y bl:: am~ndcd to fit thu U.S. organi-

zations and turminology. 

4. COORDINATION. 

No coordination uith other subcommittoes was. deemed nccossary. 

~-_..~'LL 
SAW.EL McKEE 
Colonel.A ftSC 

·., l;/.f:' I . 

. ' .,. /. ~, 7 1~™'1 ' I ~! . V~ . 
E,.. s: t .. ; D';IIN' : 
CaptninJ USN . 
Senior Mumbers of the 

,Subcommittee 
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