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ir·his document (an extra which Elwood had in his .file) 
is !:.istcricaJ..ly very imoortant; to it may he a+.tr;b,,+e~ 
the establishme!!t cf l";sA. 

wit:i the cperatioz: cf .A.FSA. l'ney, jointly, co!:".missicned 
the Brow'"!J.ell Committee to nake the i=tudy, .:ir:d ±."i"' was 

It was Harry Truman ·who· directed the SECDEF and 
s;;·csTA'22 to -i>:itiate a studv- to find cut What -.was m=o-ig 

the result• 

It ma..~es for -ver;,r easy and interestir..g rea.dir:.g. 

It has not cee~ downgraded ( 27 yea=-s old ) • 

ln a recen~-V study. I had. reascr: to ciig into this 
reno.,..t fr o,,.der ta ~"'re:--a.,..15 "'lilf risspsnse :~or D!R. Se, el~ 
as it is, it is ~ ti ii a useful document. 

/ 

While I, er soil'l.e other staffer may have need to 
refer to this doc~Jmen+., T +Ji;,..lr t!:i.a.t prsper~y thePe sE.e"'cllel 
be a copy en file not onl.y With El'!·1ood 1 s references, but 
i.11 the AH A file, and H"ank sha-·l r. h;;me oas also,· 

-: ., ~~is is for accessioning into your 11burgefni.""lg 11 

1.ncl: 
Brow~~i Report, 13 Ju.~ 1952 
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13 ·June 1952 

Dear Sirs: 

- . In your letter to the uncJersigned .. dated 28 December 1951, * you advised 

that the President had directed you, assisted by the Director of Central Intel-

ligence,. to have the communications intellige~ce activities of the Government 

surveyed, with the view of recommending any corrective measures that might be · 

required to insure the most secure and effective conduct of such activities. In 

your letter you appointed the undersigned as a Committee to make a ·survey and 
. . 

submit to you proposed recommendations for your consideration on two general 

subjects:i which may be summarized as follows: 

(a) The needs of each governmental department and agency for 

\ 

the production of departmenW intelligence, and of the Director of/ 

Central Intelligence for the production of. national intelligence. 

(b) The allocation of resp.onsibilities and .authorities respecting 

communications intelligence activities that should be made to insure ) • 

that such needs are satisfied most efiectively, giving due regard to ( 

the requirements of security. In this connection the Committee was 

directed to give consideration to the extent to which ·responsibility for, 

and authority over, the interception and processing of communic.ations 

intelligence information, or any other aspect of such activities, may 

* _see Exhibit A to ~his Report. 
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and should be assigned for performance as a service of common concern, 

and to which department or agency such assign!I)ent should be made. 

Since its appointment the Committee has held hearings.on 14 days at 

which. it has had formal inte1·views with 43 witnesses~* In addition to the formal 

interviewsi individual members of -the Committee and of its Staff have had a 

large number of informal conferences with certain of the witnesses and other 

individuals act
0

ive in the field of communications .. intelligence, and the Com·· 

mitte~ has had the benefit of a number of special memoranda prepared for it. 

Finally, the Com~ittee has had extensive executive sessions. Cur conclusions 

and recommendations are contained in the final Report submitted herewith. 

It was necessary for the Committee, before attempting to arrive at its 

conclusions, to assemble and become familiar with a mass of information and 

data pertaining to the history of communibations intelligence in the United 

States, the past and present for ms of organization of the units engaged in that 

a.~tivity J and the manner in which the present organizations are operating. , I . . . 
Having assembled this material, and finding it' to be important background for . 

our conclusions, we )lave felt that it should b~ summa:ized in the Report so 

that you may have ~efore you the same information· in evaluating our recom-

mendations. This will, we hope, explain and justify the length of fhe first four 

parts of the Report. Part I is devoted to the history of the national communi-

cations intelligence effort from its beginning to the present time; it is believed 
. . 

* see Exhibit B to this Report. 
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that this is the first time 'that any such broad historical statement has been 

attempted.· Part n is a summary of the- Committee's findings as to the impor-
~ 

tance of communications intelligence. to the Gove.rnnient in the past as well as 

at the present time. Part m· contains a description of the manner in which our 

communications intelligence · activities are no~ o~ganized, with particular 

reference to the statutory au~ority and the various directives cf the National 

Security Council, the Secr~tary of Defense and the Joint Chiefs of Staff which 

) bear on that subject. Part IV is an outline of the ~anner in which these activ-

ities are now actually be.ing conducted, with a rough estimate of their present 

cost •. 

) Part V contains the Committee's conclusions and recommendations on 

the two subjects set for~h .in your letter of 28 December 1951. In addition, we 

have ventured to add our comments on certain ancillary and miscellaneous 

issues raised by various witnesses in the course of our survey. We have not, 

. ) however' attempted to exte'}h the survey to include othe1· .subjects not assigned. 
I I' . 

_ to us in your directive~ an~- w.:__~~ve in particular not attempted to make any 

evaluation of the efficiency or economy of the expenditure of funds used in the 

overall communications intelligence effort, as this subject is not only outside 

your directive but completely beyond the capability of the Committee and its 

limited staff. 

It is hoped ·that the Report will accomplish two purposes. The first is 

""·to acquaint the National Security Council and other interested officials with 
.,,;' 
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the manner in which our. communications· intelligence machinery. is organized 

and is oper~ting, the scope and importance of its activities, and the organi-

zational ~d other problems with ~hich it is now c~nfronted. The second is to 

convey to the same individuals the recommendations of the Committee, based 

on its evaluation of the testimony presented to ~t, for improving the· organi

z~tion and its present product .. 

In summary and greatly c:ondensed form our major findings a..Tld recom-

mendations are: 

) . 
f 

l 

..: - ·r:(a) Communications intelligence (COMINT) is of vital importance 

to the National Defense. In the last War its value to the Armed .Services 

was incalcula:t>Ie. In times such as the present, the information which -

it produces is needed in almost equal degree by both the Services· and 

certain of the civilian agencies. (bl 11 I 
(b)(3)-50 USC 403 

------------------(b) (3)-18 USC 798 ------. 
/~b) I (b) (3)-P.L. 86-36 

The added difficulty of the problem under 

attack places a greater premium than ever on the quantity and quality 

of the physical and intellectual resources available, and on the efficiency 

and clarity of the organization charged with thetas~. While. much has 

recently been done to provide adequate physical resources for the job, 

the Committee is convinced that the present organization of our COMINT 

- 4 -
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activities seriously impedes the efficiency of the operation, and prevents . 

us from attracting and ·retaining as much top quality scientific and manage-

ment manpower as this country ought to be investing in so important a 

field. It is highly significant to the Committee that the return of many 

of the best wartime COMINT brains to ~ore attractive civilian pursuits 
(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

(c) In place of the two COMINT organizations (Army and Navy) that 

existed during the War, we now have four _;.. a unit in each of the three 

Armed Services, and a combined organization called the Armed Forces 

Security Agency (AFSA) located in Washington and under the Joint Chiefs 

of Staff. AFSA has no authority over the Service units, which in turn are · 

independent of each other. For all practical purposes AFSA is controlled 

by AFSAC, a committee of the Joint Chiefs of Staff consisting of repre-

sentatives of the three Services. The arrangement is a compromise, 

produced in 1949 when there was danger of the establishment of three 

complete Service· organizations, each paralleling the other. It is not well 

· suited in this intensely specialized field to the elimination of duplications 

and to the concentration of available resources and funds on the intensely 

difficult problems that exist and in fact it did not prevent the Air Force 

- 5 -
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f roni establishing a third complete and virt~ally autonomous organization 

which will soon be· larger than the Army, Navy or AFSA units. and is 

still growing. ~addition, it results for all practical purposes in tri-

service military control of our entire COMINT effort, for the U. S. 
-

Communications Intelligence Board (on which the ·state Department, the .. 
Central Intelligence Agency and the Feder~! Bureau of Investigation, as 

well as the three Services, are represented) has inadequate authority · 

and has become an ineffective organization. The COMINT effort of the 

Government today has too many of the aspects of a loose combination of 

the previous military organizations and too few of a true unification of 

the COMINT activities and interests of all the interested departments 

· and agencies. 
/ 

(d) For the foregoing reasons, and for others set forth in our Report, .. 

the Committee believes and recommends that a point .has now been reached 

which makes it essential. to carry further the 19i9 rJ,rganization. We 
. . I 

believe that a more effective centralization of certln of the CO MINT 

activities, brought about by a strengthening of AFSl itself and an increase 

·,in its authority over the Service COMINT units, will increase its effec

tiveness and correct deficiencies which have become apparent since 1949. 

We also believe that a greater degree of policy control over AFSA' s 
. . 

operations should be vested in an interdepartmental board on which the 

- 6 -
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interested civilian agencies have adequate and effective representation. 

/~ ~ecommendations on the subject o~ · grganizatio~ logically fall 

into three categories: (1) the organization below the AFSA level; (2) 

the organization within AFSA itself; arid (3) the organization above the 

AFSA level. 

(e) As to the first, ~?e Committee rec<?.mmends- that AFSA s'hould be 

~ade the keystone of the COMINT organization. Its mission should be 

9.efined by Pre&identia1 Memorandum, which should state tha_t its function 

is to provide effective unified organization and control of the COMINT 

acti:vities of the Government, and to provide -for integrated operational 

_policies and procedures _pertaining thereto. This responsibility should 

not, however, affect the responsibility and authority of the other agencies 
) . 

and departments (including the military services) in respect of the 

evaluation and dis·semination of the COMINT product received by each 

of them from AFSA, and their s,ynthksis of that product with information 

available to them from other sourf s, To the extent feasible ruid in · 

consonance with the aims of maximum overall efficiency, economy and 

effectiveness, the Director should centralize or 'consolidate the perform-

ance of COMINT functions for which h~ is responsible. Although the 

Memorandum should make it clear that the Director has the authority 
' ' 

to ·control all collection and processing of COMINT, it should also 

- 7 -
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p_roy~de that he shall have due regard for the close· support -requirements 

.C?f _the Service~.i' and that where necessary for close support of combat 

~orces, operational co1_1trol of_ COMINT activities ~'to be delegated by 

·the Director to the appropriate Servic~_ COMINT units. 

(f} Within AFSA itself, the Director should serve for a longer term 

than the two-year rotational term· provided for at present. He must be . .. . 

a man of the highest competence~ Although qualified witnesses have 

recommended to the Committee that he be a civilian, we believe that, on 
\\ 

balance, the position should be held for the first term of at least four 

years by a career military officer on active or reactivated· duty status, 

and that he should enjoy at least 3-star rank while he occupies the office ... 

He shouid have a civilian deputy; and in other respects (particularly in 
/ 

the fieid of research) the development of civilian careers should be 

encouraged to a much greater extent than at present. If, as things 

•... Presidential Memorandum should designate the Department of Defense 

as the executive agent of the Government (unde_r a Special Committee of 

the National Security. Council --- consisting of the Secretary of Defense 

- 8 -
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and the Secretary of State, and the President, as circumstances may· 
. •, . . 

.. require,) to manage for the six interested departments and agencies . 

the _production,. security and distribution of com-munications intelligence, 

and to manufacture, safeguard and distribute the nation's own crypto- -. \ 

. _graphiC! systems. We are advised that there is precedent for this type 

of organization in the existing structure of the Atomic Energy Com.;. .. -
I 

mission. ,....--· 

We recommend the abolition of AFSAC and of USCIB as presently con- ' 

stituted. We believe that as a successor to USCIB there should be a new COMINT 

Board consisting of (1) a representative of the Secretary of Defense, (2) a rep re~ 

~entative of the Secretary of State, {3) the Director of Central Intelligence,-
- -

(4) the Chairman of the Joint Intelligence Committee, (5) a representative of. 

the Federal Bureau of Investigation, and (6) the Director of the Armed Forces 

Security Agency. The Director of Central Intelligence should be the chairman 

:>f this C-OMrnT Board • 

It should be the duty of the Board to advise and make recommendations 

tq the Secretary of Defense, in accordance with the procedure outlined below, 

Nith respect to any matter relating to communications intelligence which falls 
- . 

11ithin the jurisdiction of the Director of AFSA: 

-(a) The Director of AFSA should be required to make reports from 

time to time to the CQMINT Board, either orally or in writing as the 

- 9 -
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!3.<>.~~<:l. may request, .and should bring to the attention of the Board, either 

!n ~uch reports or otherwise, any new major policies or programs in 

3:dvan~~. of thei:r ?-doption by him. In addition, he should be required tq 

furnish to the COMINT Board such information as the Board may request 

with respect to the operations of AFSA. . . 

(b). The Board should reach its decisions by a majority of not less ~· 

than four members. ·Each ·member of the Board shall be entitled to one 

_vote. 

(c) In the event that the Board votes and reaches a decision, any 

dissenting member of the Board shall have the right of appeal from such 
. . 

decision within 7 days to the above mentioned Special Committee of the 

NSC. In the event that the Board votes. but fails to reach ~ majority 
. . 

decision, any member of the Board shall have a similar right of appeal 

to the Special Committee. In either event the Special Committee shall 

. review. the matter and its determination thereon shall be final) • 
. f 

(d) If any matter _is voted on by. the Board but (1) no decition is 

reached and any member files an appeal, or (2) a decision is reached 

in which the representative of the Secretary of Defense does not concur 

and such representative. files an appeal, no action shall be taken with 

respect to the subject matter until the appeal is decided, provided that .. 
if the Secretary of Defense determines, after consultation with the 

- 10 -
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Secretary of State, that the subject matter presents a problem of an 

emergency nature and requires immediate action, his qecision shall 

govern pending the result of the appeal. In such emergency situation 

the appeal may be taken directly to the President. 

(e) Recommendations of the Board adopted in accordance with 

the foregoing procedure shall be binding on __ the Secretary of Defense. 

Except on matters which have. been v~ted on by the Board, the Director 

of AFSA shall discharge his responsibilities in accordance with his 

own judgment, subject to the direction of the Secretary of Defense. 

The Committee realizes that the above machinery is more complicated 

than one would desire, although \t is less involved than the present arrange-

ments for the determination and control of AFSA policies. The complication 
.I 

appears unavoidable because o~ two controlling but somewhat conflicting 

factors: (1) all of the interested Services and agencies must have a voice in 

determining AFSA policy and giving it guidance_, an~ (2) at the same time, in 

order to strengthen AFSA and make it a viable orfization, it is necessary 

that for administrative purposes it be placed under- a single government 

department. 

In addition to the duties of the Board relating to AFSA, it should also be -·· 
. 

the duty of the Board: (1) to coordinate the communications intelligence activ-
I 

i~ies of all departments and agencies aµthorized by the President to participate 

- 11 -
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therein; (2) to i~itiate, to formulate policies concerning and to supervise all 

a,;rrangements with foreign governJnents in the field of communications intel

ligence; and. (3) to consider and make recommendations concerning policies 

relating to communications intelligence of ~he common interest to the depart-

µients and agencies, including security standards and practice$~ Any recom-

m~ndation of the Board with re.spect to these matters (as _distinct from those 

falling within the jurisdiction of AFSA) should be binding on all departments 

and agencies of the Government if it is adopted by the unanimous vote of the 

members of the Board. Recommendations approved by a majority, but not all, 

of the members of the Board should be transmitted by it to the Special Com-
:"\ / _,__' -/ / 

mittee for such action as the Special Committee may see fit to take. :...:-~ ~ '__.. ------·-_,-~ . 

As we have indicated above, Part V of the Report contains a substantial 
- j 

elaboration of the above recommendations, as well as comments on certain 

ancillary and related subjects which we b~lieve appropriate for consideration 
• 1 

by the new COMINT· Boa~d. 
!! . 

The Committee las bee_~- assisted by an able staff consisting of Messrs. 

Benjamin R. Shute, Lloyd N. Cutler, Harmon Duncombe and Grant C. Mans':>n, 

all of whom have. had previous experience with the subject. We take t~is 

opportunity of-expressing our grateful appreciation for their valuable assist-

3.1_1ce. We also wish to record our thanks for the unrestricted cooperation which 

we received during the course of our survey from each of the Service departments -

- 12 -
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and the other departments and agencies involved, and particularly from the 
. . 

individual members thereof who eithe.r appeared before us as witnesses or 

who otherwise assisted us in· furnishing information and other material. . . 

If after examining our Report you find that there are any parts which 

call for further discussion, the members of th~ Committee will be glad to 

~eet with you at any time at y9ur convenience. .. 

I 

• I 

·' • 

The Ho orable 
The Secretary of State 

Department of State 
Washington 25, D. C. 

The Honorable ... 
The Secretary of Defense 

Department of Defense. 
Washington 25, D. C. 

Respectfully su.bmitted, 

/ 
/ l 

(/ 

/-~/ 
/ 
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Before 1917 United States activity in the field of·communications intelli-

gence was sporadic, .and there is little record of it.* For all practical purposes 

the·history of American cryptanalysis begins with our entry into World War I. 

At that time codes and ciphers, -even those used to carry the most sensitive 

informationll were naive by current standards. They were hand-const!"ucted 

and hand·-applied cipher systems usually overlying double-.entry code books,. 
~ . .. . 

the attack upon which required skills a..11.d patience but not the elaborate elec-

tronic and tabulating devices of ~day. Consequently, the codes w_hich this 
' ,;;·~,:·) . ' 

Government "cracked" from~to 1919 were handled by a small group of 

lexicographers, mathematicians, and people who had acquired some background 

in what was then the hobby of cipher construction. 

The War Department set up the·first orga..11ized crypta..11alytic office ih 

Jun.e 1917 under Mr. H~ 0. Yardley,. an ex-State Department telegrapher who 

had tak_en some interest in cryptography, -or cipher--construction. His office 

.at first consisted of three people. It grew rapidly, was subdivi~ed i!lto func

tional sections, and at the conclusion of the War had a .table of organization 

* The phrase "communications intelligence", abbreviated for the sake of con
venience and by co·mmon usage to "COMINT", means intelligence produced 
by the study of foreign communications, including breaking, reading and 
evaluating enciphered communications. The breaking c! ciphers is called 
"cryptanalysis." The construction of ciphers is called "cryptography." 
The entire field, including both cryptanalysis and cryptography is called 
"cryptology." · 
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of some 150 persons with a.11 annual budget of $100,000. Its security regulations 

we?e primitive. Ciphers were broken and code values wer.e recovered entirely . . . ~ 

by hand process. -The volume of traffi:.! ha.'ldled by the group was neverthel~ss 

respectable, and the results of its wo: .. :·k on the military, diplomatie and eco-
.,. ~'l'· ~ . -

nomic f;ronts .W~ "important enough to impre~s both the Gene1·al Staff and G~2. 

But its budget for fise;al year 1921 ran into opposition, and during the next decade 
- . ~-

was gradually cut to $25,000. 

During most of the 1920's ~hat was left .of the effort appeared to be of 

~terest primarily to the· State pepartme.nt. The group's capacity and output 

dwindled to a small daily "bulletin" of diplomatic. _traffic, and its curtailed 

support came largely from State Department appropriations. Yardley __ remained 

on - the office was removed to New York for "security reasons", and the whole 
/ 

endeavor entered into the ~ra which, as the result. of subsequent notorious 

publicity, ·has been dubbed.the "State Department's Black Chamber.", No 

research was carried on; there were no training activities, no intercept, no) . 

direction-finding studies. The personnel had fallen to six. l 
There Wru:? another factor, aside from relaxed pressure, which contributed 

to this stagnation. The entire concept of "reading other people's mail" was not 

only unfamiliar but actually distasteful to the American people and its Govern

ment. The .coup-de-grace to the State Department activity came in 1929, ·a few . 

weeks after Mr. Stimson became Secretary of State. Current copies of the 
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"Black Chamber" bulletins, containing some translations of Japanese diplomatic 

messages of significance, had been placed upon his de&k. Mr. Stimson was 

astonished. When he was. told how the material had been obtained, he dis-

banded the Yardley office forthwith. Ya::-dley's reaction was to set about 

writing his memoirs, wliich eventually appeared in 1931 under the title "The . . 

American Black Chamber," and which destroyed by unprincipled exposure 

most of the gains that the early effort had made. 

The records and physical possessions of the New York ·office fell by 

default to the Signal Corps of the Army, which had been g~ving minor support 

to the effort. At a later date it was decided to reconstitute and continue the 

work under Army auspices. In light of the fact that Yardley's memoirs had 

caused such a furore and had thrown the entire concept o! cryptanalysis and 

cryptanalysts into such disrepute (embarr~ssing this Government not only vis-

ar·ViS those countries whose mail we had read, but also vis-a-vis the British, 

who had given us some small assistance in doing so), it was surprising that 
. . J J . 

anything at all was salvaged. · ( 

The period from 1931 to 1935 was one of l!evival. The first job was to 

reassemble former personnel and enlist new recruits;' a training program with 
. . 

instructional literature was organized, and it is noteworthy that for the first . 

:ime a complete cryptographic program (the construction of our own ciphers) was 

mvisaged. There was still. ng intercept service, as we understand it today, but 
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raw material was clandestinely obtained through. ''backdoor" arrangements. 

The secrecy surrounding the work, __ in the backwa~h of shock fallowing the 

_Stimson ultimatum, precluded showing the results of the effort to anybody but 

the Chief Signal Officer ~·~even G-2 was proscribed. In those depression years 
-

funds were extremely diffi·';~lt to get, especially in view of the nervous secrecy 

engendered by the Yardley disclosures. Perhaps the greatest triumph of the 

Army cryptanalytic group at thi$. time of stringency and uncer·taLncy was the 

establishment unCier the Signal L11tellige·nce Service of a training school for 

officers, which grew from a student body of one in 1931 to a.bout a dozen ten 

years later. 

This renewed L11terest in cryptology was not confined to the Army. The 

Navy hadfor many years conducted its own cryptographi·; bureau under the 
.I 

Code and Signal Section of the Office of Naval Communications, but this office 

had concerned itsell solely with the manufacture and distribution of the Navy's 

own codes •. : A "pinch',' of j photos~atic copy of the main Japanese Naval ct!de

l;>ook in 1921 had given th/first rudimentary impetus to a Naval counte!'part of 

the Army's cryptanalytiJendeavor, a.'ld the codebook was exploit.ed for some 

timE; by a "Research Desk" within the Code and Signal Section established in 

1924. A secret fund buried in th~ budget of the Director of Naval Lritelligence 

was made available for the wor_k. Although this fund was turned back in 1931 

by some fiscal official of the Navy Department who· may have been· influenced 
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.I 

by the Yardley revelations, the work somehow went on, for the· Navy began in 
. ' 

the 30's to build m earnest a cryptanalytic organization equal to and in some 

respects more far-flung_ than the Army's. Its task was ready-made, for the 

Japanese Naval Code was formally changed in 1930 and this time had to be 
. . 

recovered the hard way, for no "pinch" was feasible. Also, for the first time, 

~he codeb<;>ok's values were enciphered by a mpre complex system. This 

made the problem much more .difficult and foreshadowed the sophisticated. 

ciphers which confronted the Navy in World War II. Another milestone in the 

art of codebreaking was the adoption by the Navy of tabulatillg machinery to 

help in the attack. 

The Navy's cryptanalytic group, like the Army's, first came into bePig 

under the aegis of the communications division. The Directo.r of Naval Intelli-

~ence conceded the practical advantages of conducting under the Director of 

Naval Communications an effort which was related to communications in · 

?;eneral. Accordingly, the DNI agreed to the arrangement ~n return for an 

~~urance. that resultant. intelligence, which the DNI could get from no other f urce, would always be available to him, and that his requireme~ts would be 

~onsidered in the direction of the effort. That arrangement remains in effect 

:oday. (.The Army subs.equently reversed its position and transferred its 

tctivities from the Signal Cor_ps to G-2). The Naval cryptanalytic organ-

zation was built around a central bureau in Washingto·n with several forward 
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echelons in the Pacific area, a forerunner of the eventual world networks which 

modern American cryptanalysis demands. The main ~urpose ·of the Navy's 

program was coverage of the· movements and development of the Japanese Navy, 

;:tnd the effort was marked by successful attacks upon the communications 
. ~ 

surrounding its great periodic maneuvers. During the '30's, success built upon 

success in this coverage, each bringing in its t:.:·ain strengthened convi-::.tion on 

the part of the Naval High Command of the ·indispensability of COMINT, with 

resultant i_ncreases in allotment of funds and pe:-:so~el. By 1938 the Naval 

cryptanalytic group was in a flourishing state, and had branched ou.t into full~ 

fledged intercept and such latter-day concepts of the art as traffic-analysis and 

hfgh-:f~equ~_nC.~) direction-finding.· A seconda1-y- central unit in Hawaii had been 

established, and the tradition had developed of allowing officers to specialize in 

the field of ;,;ryptanalysis, although they remained nominally "communications 

officers." 

In this early period of the '20's and '30's, the most glowing success in the 

American cryptanalytic field, subsequently highly publicized, was the breaking 

of the main Japanese Diplomatic Codes, so that practically every message of 

the Japanese Foreign ·Office was being read. 

With the growth of the Army and Navy communication intelligence 

activities, the need for a definite division of effo~~ between them became 

appa1·ent. In October 1931, the Director cf Naval Communications took action 
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to allocate responsibilities in orde:=· "to preclude duplication of effort, to keep 

down to a minimum the expendikres for radio intelligence activities, and to 

build up a poU.;y of whole-hea::-ted cooperation between the radio intelligence 

activities of the Army and Navy." As a sta~ting point he p1·oposed that the Navy 

be assigned responsibillty for activities relating to naval affairs of maritime 

nations and to diplomatic affairs of certain major naval powers, and that the 

Army be assigned responsibility for activities relating to military affairs and 

to diplomatic affairs of nations other than those assigned to the Navy. In 

addition~ he recommended that there be f::-ee exchange of information and 

material between the Army and Navy radio intelligence o::·ganizations. After 

periodic attempts to arrive at an a~ceptable division of responsibility along 

the _fol eg~ing lines, a joint working-level :::ommittee finally agreed in 1933 to 
.I 

the ·Navy's proposal, but it was e:ventually discarded at a higher level. 

, Between the outbreak of World War II and the entry of the United States into 
. . 

• I 
hostilities, the volume of diplomatic and attache traffic, }i>rimarily Japanese, . 

• ,I I • 

. available for decoding and translating was considerable( and neither the Navy 

nor the Army group -~ould individually bear the burden. ·· Efforts· were then 

resumed to effect a mutually agreeable allocation of work. In 1940 collabo-

ration between the Navy and Army resulted in the breaking of the now famous 

"Purple" co~e~ the chief communications mediu~ used by the Japanese 

diplomatic network prior to and at the time of the Pearl Harbor attack. 
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Although this and other cryptanalytic .successes had been brought about through 

pooled effort, the .inevitable rivalry between the . Services had :arisen •. Much of 

the work on military ciphers. was jealously guarded by whichever Service felt 

it had the primary interest, and the problem of what to do with the voluminous 

diplomatic traffic remained unsolved. 

The method of processing and dissemL11ating the. diplomatic messages that 

were read was both duplicative and unseemly. For example, in the Japanese 

diplomatic traffic each orga..11ization had all the available L11tercepts and in some 

cases all the means for breaking into them - whenever an important message 

was read, each Se:i-vice would immediately rush to the White House a copy of· 

the translation, in an effort to impress the Chief Executive. After considerable 

discussion, the responsible authorities eventually ~greed that the only accept-
; 

able and workable solution was for the Services to alternate daily in reading .. . 

the traffic, and for the Navy to diss~minate results to the President, and the 

Army to the State Departmen~. T~is '~~d-and-even day" arrangement for 

processing traffiC was a strange onef but it seemed p!"actical for the reason 

that the traffic could be readily sorte~ according to the cryptographic date. 

The arrangement remained in effect until the middle of 1942. (Curiously 

enough, it was discovered after the Wa:r that p:recisely the sanie basis ior divi-

sion of effort was employed among the Germa.11 cryptanalytic orga.qizations, 

and for the same reason.) 

) - 8 -
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American CqMINT activity in the years 1938-41 responded to the stimulus 

of the second Wor·~~ War; the foreknowledge of our almost c~rtain participation 

in it 'intensified the effort and made budgetary and logistical support <COmpar- . 

atively easy to get. Just before and after the attack on Pea11 Harbor, it was 

clearly realized that COMINT's immediate target was tactical military traffic. 

Th~ job was at hand and its potentials were enol"mous. Since the country's 
. . .. 

first actual military engagements were oriented towards the Pacific, the first 

cryptanalytic task was the problem of Japanese naval ciphers. So great was 

the challenge and so great the volume of traffic that the Navy at once decided· 

that the only possible solution was total spe.:=ialization. By a hastily concluded 

"gentlemen's agreement", the Naval COMINT group transferred to the Army · 

its entire interest and capacity in all c!'yptanalytic fields other than naval and 
,J 

related ciphers. The idea was that the Army would accept stewa!'dship of the 

Navy's excess cryptanalytic cargo, would exploit it to the best of their ability 

durin,g th·~ War, and would return it, presumably enriched, when the War was 

over. ( 

Witl expanded f~cilities now ayailable, the Army turned a large part of 

its effort to the "increasing demand fox· diplomatic, political and economic 

COMINT pending the time when it would become more fully occupied with 

enemy ~ilitary traffic. It came about that the Army's personnel accretion 

was largely civilian, while the Navy's was largely military. Henceforth, the 
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Naval endeavor was commanded by officers with a communications background; 

those in charge on the Army side were generally civilians with appropriate 

·· technical training gained in private or academic pursuits. This unpremed-

itated differentiation in staffing was to become an ~mpo:rtant element in the 

_problem of post~war unification later described. 
. . 

The two cryptanalytic units were housed at the time of Pearl Harbor in 

wings of the Old Navy Department and of the Munitions Building, where working . 

conditions were poor and where adequate security. was almost impossible. In 

November,_ 1942, and February, 1943, respectively,· the Army unit and the Navy 

unit removed. to private grounds in suburban Washington -·~ the Army took over 

the formei: girls' school in Arlington County, Virginia, known as "Arlington 

Hall", and the Navy took over the former girls' school on Nebraska Ave., 
. S°~t-f\-1~N~~ 

N. W ., known as "Mt. Vernon." Between the two was several miles of distance " . 

and the Potomac River~ which it was believed at tile height of the inter-service 

rivalry in 194~would never be bridged for cryptanalytic intercourse. 

From the period of the disruption of Yardley's group in 1929 down to the 

:!~rly. days of World War II, the civilian consumers of COMINT <Primarily the 

Department. of State) were serviced by the Army on the basis of its own best 

'udgment of what they needed. The actual mechanics of such seryicing co~-

;isted of the simple device of sending officers from the Army to interested_ and 

!leared individuals. Where a briefing on the basis of current COMINT results 
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was to be conducted, it was ·en~il·ely oral and the o!ficer~·courier left behind 
. . 

no code-word material of any sort. Until after World Wa-r H, the State Depart-:: 

ment had no separate "functional" i~telligence office of its own and no secure 

arrangement whereby CO MINT could be kept for study or reference. Essentially, 

this method of servicing the State Department with COMINT remained in effect 

throughout. World War Ilo 

It soon became apparent that, with the enormous expansion of the COMINT 

production, a corresponding increase i:l the over-all intelligence -consuming 

ability of the Services was required in o:-der to cope with the flow cf communi-. . 

cations intelligence other than that which was strictly tactL:.al or strategic. 

For this reason, both the Army and the Navy developed "special L11tellige:nce" 

organizations. Because of the import~"'lce of the non-military traffic w.hich 
) 

the Army was processing, the Army's special intelligence group (Special 

Branch, G·-·2) in due course be:.:::ame the larger o The Navy's special ii:itelli

gence-consuming interest was small because its main target, cry,pt~y_tic 

attack o:i enemy .naval tactical ciphers, brought results which were f aluated 

and acted upon largely by the Navy's forward units in theaters of war. For 

this and other reasons; Special Branch, G-2, eventually assumed an importance 
. . . . . . 

within G:-~ equal to or even greater than that of the pa:i-ent organization. ~t-the 

end pf 1944, _G-2, having at that time an extremely shrewd and ~~~rgetic attitude 

toward CO MINT in general.1 acquired control of the .A!'my .:::rypta.~alytic effort 
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from the Signal Corps, thus differentiating the organizational status of CO MINT 

in the Army from that of the Navy, where COMINT has rem~jned under the 

_control of the Director of Naval Communications.• 

Some reference has already been made to the rivalries and jealousies 
-

that developed during this period, despite the "gentlemen's agreement." ·They 

persisted to a degree that became disturbing to r~sponsible officials in both - . 

Services. One illustration appears .in the history of our .wartime relations with . . . 

the British COMINT organization, known in those years as the Government Code 

and Cipher School. Cooperation with "G.C.&C.S." was essential to us for the 

solution of the Atlantic naval problem, and our kno~ledge cf the Pacific naval 

problem was, in turn, of great importa..T1ce to the British. The cooperation was 

accomplished by stationing parties of U. S. Navy and Army cryptana!ysts-:and 
,I . 

liaison agents at G .. C.&C.S. headquarters at Bletchley Park in England, and 

corresponding British parties at the COMINT headquarters "in Washington. 

From the beginning there was no fri~tion betwe~n e~ch British and American 

group, but also from the beginning rivalry and susf cion between· the American 

groups in England was so open as to constitute a detriment to the· effort. Those 

who served at the American outpost at Bletchley returned well aware ·or the dis-

tressing effects of separatism. 

* The accomplishments of Special Branch, G-2, in World War II are a dire::;t 
testimony to two factors relevant to the COMINT problem today: (i) the 
prin1e importa.nce of top-flight person:nel in leadership and at the working 
level; and (ii} th.e incaJ.ct:J.able advantage Of top-side ciy·i.lia."1 ::tnd miJita:ry 
support for the CO MINT effort. · 
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It is only fair to say' however' that because o{ compl~cations arising 

during the '30's from the L11terest cf other age:icies than the Army and Navy, 

in the cryptaµalytic field, some co1·:-ective measures we~,-e adopteda In J"uly 

1942, the Joint Chiefs of Staff, in ord~r to conserve the COMINT resources 

available for the prosecution cf the war a."ld t? promote se.::urity and effi~iency, . 

recommended to the President that ,~;rypta..Tlalytic activities be limited to the ' . .. 

Army, Navy and the Federal Bureau o! L11vestigation. Following a. Presidential 

dir·ective to this effect, a standing committee was established fc:- ccordinating 

the work~ a.'ld agreements were made between the Army and Navy defil'ring. 

spheres of respo!lsibility.. As the War progressed the need for even closer 

re!atio:iship became ~pparent a~d, i!l May 1944~ ~n inforµial A:r_my-Navy 

coordinating committee (ANCICC) was established at the Navy's s:uggestion 
. j . 

to improve collaboration a::d to deal with a variety of operating problems. 

Until the War was nearly over ANCICC conti.:lued.to struggl_e with the 

problemo Just before V-,E D~y., co:::·respc:idence between the Commander-:-in-
. . . !( . ·_ 

· Chief of the Navy and the Clief of Staff of the Army set in train a series. of 

meetings which, with acknowledgment of the need for brca.der cryptanalytic 

coordination as the agenda, resulted i~ the establishment of the Armr:-Navy 

Com~unications Intelligence Board (A.~CIB), the first high-level COMINT 

board. It bega..n operating in March, 1945~ on which occasion it abso~bed 

ANCICC ·and reconstituted it as the Boa:·d'.s working committee".. The 
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foundation of ANCIB was a somewhat grudging act. A ground-swell had begun 

to gather among Army specialists, particularly a small group of conver.ts 

-to the centraliz~d, British type of COMINT organization. While equally zealous 
. . . 

converts existed on the Navy side, their proselyting activities were hampered 

by the conviction of the then COMINCH and the then Director of Naval Communi-

cations that the Navy must never surrender any part of its control of naval 

COMINT. It was made known that "political" issues and forces were involved: 

) i.e., the old conflict between the Navy and the Ar~y in the communications field 

had moved up a notch and had become confused _with other matters of bitter 

disagreement between the two Services. COMINCH realized, however, that 

some observance of the idea of COMINT collaboration was demanded, and ) . . . . 

decided upon a limited tactical offensive. Accordingly, ANCIB was urged.into 
/ 

being for the purpose of "extending and improv_ing the existing arrangements* 

for collaboration and coordination as might be possible in connection with all 

)matt~rs ofa joint interest," ~lthough this resolve was watered down by the . 

presenta4ion of a memorandum froni COMINCH stating that the. Navy c·onsidered 

it "inadtisable to effect any actual consolidation of the physical, technical . 
\ 

facilities" of the Navy and Army COMINT activities. 

Meanwhile, a new functional intelligence division had been set up in the 

Department of State with a Special Projects Staff to service· the Department 

* RICC, and also ANCRAD (Army-Navy Communications Research and 
Development). · 
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with CO MINT. This radical departure mea.'lt that the Department would hence

forward be independent · of G· ·2 as a consumer of CO MINT and that by the same 

token it.would become a claimant to _status within the COMINT family equal to 

that of the old·,line members, Army and Navy. In De('~ember, 1945, ANCIB 

. admitted the Department of State to membership and cha.11ged its name accord-:

_ingly to ST ANCIB {State· ·Ar~y-Navy C_ommuni~ations Intelligence Board) and 

the naine of its subcommittee to STANCICC. In March, 1946, the wartime 

Anglo ·-·American COMINT partnership was formalized at a conference in 

Washington which produced the present "BRUSA Agreement." The Department 

of State took full part in those deliberations. 

In the first half of 1946 there were further developments. An early draft 

of the new BRUSA Agreement was referred to the Federal Bureau of Investi
\ 

gation, which had had for years a marginal interest in COMINT. -The Bu~eau 

exp1·essed a desire to become more actively associated with the regular 

COMINT group, a trend which STANCIB members welcomed and approved. 

Also in 1946, the President directed the establishment of the Central Intelli-

gence Group, forerunner .of the Central Intellige~ce Agency (CIA), and it was 

at once· recognized that this Group had a n.atural .;lah:n to intelligence from the 

COMINT source and a place in the coordinating me\;hanism. L11 June, 1946, 

after these new members of STANCIB had been installed, the Board voted to 

call itself USCIB, the United States Communications Intelligence Board, (its 

present name), a..tid its working committee became USCICC. 
- 15 -
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) 
Through 1946, ANCIB-STANCIB-USCIB had no forma~ charter other than 

the original Presidential mandate given to the Army. and Navy to work out and 

exploit the COMINT liaison with the British. · Early in 1947 the State Depart-

-
ment representation in USCICC pointed out.that not only were the latter-day 

members without legal footing in ~he COMINT association but also that the 

association was attempting, from necessity but without adequate authority, 

to impose COMINT security regulations and limitations upcm the entire 

Executive Branch. The result of the ensuing disc~ssions was the present USCIB 

charter, known as NSCID No. 9, promulgated by the National Security Council 

as an intelligence directive through the special channel of the .Central Intelli

gence Agency.* This directive (more fully discussed in Part ill of this Report) 

provided for the establishment of USCIB "to effect the authoritative coordi-

nation of communications intelligence activities of the Government.land to 

advise the Director of Central Intelligence in those matters in the field of 

communications intelligence for which he is responsible." It gave me~ber

. ship to the Services, State, CIA and FBI, required unanimity for deCisilnS, . 
. . I 

with reference to the National Security Council in the event of disagretment, 

and directed all departments ~d agencies represented on or subordinat~ to 

the National Security Council (and any others designated by the President) fo 

implement the Board's decisions and policies. However, it left "the internal 
' 

* NSCID-No. 9 in its present form is attached as Exhibit C. 

- 16 -

TOP SECRET SUEDE 



DOCID: 3201737 TOP SECRET SUEDE 
) 

administration and operation of communications intelligence activities to the 

member departments or agencies." 

The next development of the COMINT structure was the direct result of 

the organization wi~in the National Defense Establishment in 1947 of a separate 
- . 

Air Force, which promptly took steps to develop its own unit for the intercepting 
2 

· and processing of foreign radio communications of special application to its 

mission, thereby further complicating a..'1 already complex problem and inten-

sifyirig existing frictions in the COMINT field. Shortly after it came into being, 

the Air Force was accorded full representation in the USCIB structur~, bringing 

the total membership to six departments ~d agencies, where it stan.ds today. 

The immediate post-'.war pe:r-icd was one of adjustment and .in a sense 

retrenchment of the COMINT effort. 111. August, 1945, its business shrank from 
) 

the swollen proportions of wa.Ttime to the r..ormal peacetime volume, largely 

political rather than military in character. Althcu.gh everyone was now alert 

to t4e need for cryptanalytic continuity, and a,ltho~gh every effort was made 
. /( 

to avoid the disruption of the COMINT endf,avor lhich had followed World Wax 

I, certain drastic cut-ba~ks in personnel a..11d fun.els took place. The COMIN'T 

structure became suddenly top- ·heavy in m~'"lagement, geared to high-speed 
i 

production but with a scarcity of raw mate!'ials and labor, a:.nd with six stock-

1olders where it had once, L11 the· days of its greatest productivity, had two. 

\ sense of frustration and ant~cl_imax was felt by all those who remained L11 
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the business. An ebbing of morale, which later became one of the most 

serious issues in the COMINT problem, set __ in _very soon after V -1 Day. 

It was in ·this atmosphere that the Navy approached the Army with a view 

to re···examining the "gentlemen's agreement" and repossessing its share 
~ 

of diplomatic and political traffic. Practically speaking the Navy .COMINT 

unit was out of business by 1946, but it had a plant, trained personnel, 

"career" officers, and a vital stake in cryptanalytic. continuity which could not 

be kept going on imaginary problems. Live traffic, as had been foreseen in 

1942, was of the essence. The Navy's effoz-t to reenter the diplomatic field 

was strongly resisteq by the Army, which had in the_ intervening years developed 

a sense of ownership in place cf the trusteeship that was o::-iginally intended. 

It was C;Onsidered absurd at Arlington Hall that a shift of pieces of the dip.lo-
- ) . . 

ma tic and economic problem~ for the processing of which effective machinery 

existed, should be seriously p:::-oposed merely for the purpose of "giving the 

N·avy something to d~." ·The N_avy;}o:i the other hand, could not afford to 

commit cryptanalytic suicide for fue sake of keeping the peace. A compromise 

transfer program was eventually ldopted &nd dragged out its painful course for 

many months. 

At this juncture a new category of tra!fic fo1r C!"Yptanalytic exploitation, 

that of the USSR and its satellites, revitalized th~ COMINT effort. 

.. 18 -
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I At least, however, ,__ __________________________________________________ ____. 

the txperience had injected into the effort a badly-needed sense of fresh pur-

pose and incentive~ and it had provided a new basis upon which to build sub-

sequent plans for fuller collaboration within the America.n COMlNT structure. 

The emergence of the Air Force as a potent factor in the COMINT story 

'.las been mentioned. It brought in~o sharper focus the question of duplication 

• See Part IV, pp. 105···107 
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versus amalgamation. After passage of the National Security Act of 1947, 
. . 

.. there were not two but three vested military interests actively engaged in· .. 

collecting, processing, evaluating and disseminating communications intelli-

gence. Roughly, the position among the Services was this: the Army, with 

its large civilian component, the most inclusive commitment, and the greatest 

experience with the non-military aspects of the COMINT complex, was gen-
. . . -~ .. . 

erally in favor o! some sort of consolidation of the effcrt; the Navy, only too 

well aware of the indispensable importance of COMINT to the success of naval 

war, and rel~ctant to share an effective COMINT organization that had become 

integrated with its operating forces, stood behind its top command to a man in 

the refusal to surrender COMINT sovereignty; the Air Force, _stimulated by 

its new freedom, ask~d ·only to be left alone to develop its Brooks Field and 

other COMINT outposts. 

In August, 1948, the Secretary of Defense created a beard u!ld~r .the chair-

manship of Rear Admiral E;arl E. Stor..e, then Director of Naval Communi.-

cations; to study the COMINT situation within the Defense Establishment and 

to recommend some final solution. The Stone Board was composed of repre-
. . 

sentatives of all military interests in the COMINT family. L~ December it 

submitted a split paper to the Secretary of Defense. The Navy and the Air 

Fort:e both opposed consolidatior.., while the Army advocated placi.'lg respcn-

:;ibility for all CO MINT tasks., other tha..'1 the performance of intercept and 

..;. 20 -

. TOP SECRET SUEDE 



DOCID: 3201737 TOP .. SECRET SUEDE 
) 

decentralized field processing, within a single O!"ganization. After reading the 

paper the Secretary called in General McNarney to assist in resolving the 

d_ilemma by directive, since the more democratic method had failed to pro

duce a workable conclusion. General McNariley adopted a plan which in part 

required a merger but in part left the three Services the right to maintain 

their own separate COMINT organ~zatio!ls, and in due course this type of organ

ization was ordered into effect by M!:'. Johnson. Supplementary directives, 

which go beyond the scope of the Secretarial directive, were later issued by 

the Joint Chiefs of Staff. The resulting and existing structure is described in 

Part III of this Report. 

J 

·' 
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Before considering the present COMINT organization, it is appropriate· 

to appraise the value of COMINT in the recent past and at the present time 

as a measure of the scale of effort that COMINT deserves, and of what might 

be ·expecte4 if the cond~ct of our COMINT activities could be substantially 

improved. 

In World War II COMINT may well have been our best paying invest-

nienL Its cost cannot be accurately computed, but an informed guess would 

) be perhaps a half billion dollars annually at the outside. Adn1iral Nimitz rated 

its value in the Pacific as equivalent to another whole fleet; General Handy is . 

reported to have saic;l that it shortened the· War in Europe by at least a year. 

In the ·Pacific; COMINT located the Japanese fleet enroute to the Coral 

Sea and again enroute to Midway in 1942, enabling us to mass the carriers for 

the battles which are generally regarded as the turning point of the War against 

Japan.* In 1942 COMINT also told us of the· critical ·Japanese decision not to · 

join the ~is war on So~iet.,~ssia. In 1944, it .helped us to _pick the soft spots 

for our island advance, oft[ showing where the Japanese expected us to 

attack and ·where their troops· were massed. 
. l 

* The official narratiye of the. Joint Combat Intelligence Center, Pacific Oc~an 
Areas, includes the following comment on this engagement: "The factors 
that vitally affected the battle of Midway were many and complex, but it is 
undoubtedly true that without radio intelligence it would have been impossible 
to have achieved the concentration of forces and the tactical surprise that 
made the victory possible." 
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Throughout the. War, COMINT supplied a day-to-day check on the results 

of our submarine and air_. campaign against Japanese merchant shipping. It 

gave us ·detailed knowledge of how many ships "Japan had, where they were, 

and when they were lost; armed with this intelligence, we planned and exe-

cuted the remarkably efficient and effective submarine, direct air and aerial 

mining campaign of 1944-45. !he Strategic Boz:n~ing Survey mission which 

checked on Japanese shipping losse.s after the surrender discovered that . 
~ COMINT's knowledge of the size and location of th~ Japanese merchant fleet 

on V -J Day had been more exact than the records of the Japanese ·Ministry of 

Merchant Marine. 

Finally, COMINT· provided us with our only reliable measure of how fast 

the Japanese were losing their will to resist. Our leaders had a thorough and 
j . . 

immediate record ·of the peace feelers which the Japanese asked Ambassador . 

Sato in Moscow to send to us through the Russians, and of the explanations to 

him of how d,eci~;io.ns were being reached &.nd on what poL'ltS further con

cessions would f e made. (Some of these £eelers were. not passed· on ·promptly 

l?Y the Russians, and our only knowledge o,f them came from COMINT). 

Throughout 1945, from Manila through Okinawa and Hi:r_oshima to V-J Day 

itself, we were in possession of Japan's instructions to her principal negoti-

ator, often before the Japanese code cle!'ks in Mes cow could put .the message 
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on the des~ o! Ambassador Sato, the i:ritended recipient.* 

In Europe we were not as su;..;cessful with German diplomatic systems, 

but the Allied achievements on high level German military traffic were even 

more spectacular. Before the War bega..11 the Poles had developed, with the 
. 

help of some wiring_ diagrams} a.""1 a~alytical solution of the German ~nigma 

machine. This knowledge reached the British, who worked out a brilliant 

method of rapid recovery based on the work of the Poles. The principal public 

) credit for winning the Battle of Britai~ has gone to radar a.11d the "so few" to 

whom so many owed so much. -But much credit is also due to another British 

"few" who rapidly deciphered the high level eombat traffic of the Luftwaffe, 

) and guided the airborne "few" to the defense of the right place at ·the right 

time. This secret is stil! shared within the Allied COMINT community. 

Before Pearl Harbor, our own Japanese COMINT ccntributed to the Allied 

effort"in Europe by giving advance warning of the German decision to attack 

~ Russia. General Oshima, .Japan's Ambassador in Berlin, was a veritable mine . 

of information to more governments tha.11 his own, as he faithfully communi-

cated to Tokyo what was confided to him by the German leaders.. After Pearl 

Harbor, we joined a..l'lCI greatly assisted the Briti~h work on German military 

* COMINT intercepted~ decoded, trmslated a..""ld delivered some ~f these 
messages to U.S. consumers while the Japanese code clerks in Moscow were 
struggling with garbles and asking Tokyo fo::-.repeats. 
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traffic, .and equally profitable results soon .followed. Cnce we had built enough 

_escort vessels, they were guided by COMINT to the U-boats which habitually 

and carefully reported their positions each. night to the German Admiralty. 

COMINT _also intercepted .. Ger.man reports to its submarines on our convoy 
. . 

movements, and our Naval orders to the convoys were changed accordingly. 

(This was represented to the Committee as another well-kept COMINT secret, 

and perhaps one of the most sensitive ··- aptly ~einforced by results of post-. . . . 

, war investigations of captured Ger.man documents showing that the Nazis con

tinued to blame their high U-boat losses on some hypothe.cated Allied invention 
. . 

for dir~ction-finding the som·ce of U_-boat emissions. The Committee, 

however, found much of the story of our COMIN_T-based anti-U-boat campaign 

spread out in detail in the May, 1952, edition of "The Reader's Digest", a 
l 

publication with a circulation. of 15,000,000. The Committee could not avoid 

some speculation as to the nature of other "well-kept COMINT secrets" that 

were confided to it in camera.) 
·' 

') . 
In the war on land, COMINT did even better. It read Rommel's intention.K 

in Africa so well that the Desert Fox guessed the truth; he confided his sus- l 
picions to Berlin, only to be ·told by the G.~rman High Command that such things 

. . 

·were not possible. On the Eastern Front COMINT coverage of Germa.11 military 
. . 

traffic, while spotty, was sufficient to provide a unique perspective as to where 

the truth lay between rjval communiques. It furnished ·occasi~nal daily battle 
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reports on the progress of various offensives a.,"ld counter···~ffenstves by Soviet 

~d German forcesj and most impo::·tant:i O!"der of battle and ta~tical intelli

gence of a quantity and quality which enabled Special Branch ~n G-2 in 1944-45. 

to evaluate the course of the conflict co:rrectly. COMINT also helped to trace 
-

the transfer of Germa..11 forces between the Eastern and Western Fronts and 

to and from the Southo Amid a welter of contradictory collateral reports and . . .. . 
claims, COMINT showed clea1·ly i!l Germ3:=1 c9mmunications that it was Tito's 

partisa..ns, but almost ~ever the Mih:ailovic forces, who wer-e fighting Ger_mans 

in 1943 and 1944. 

Before D··Day in France, COMINT fu!"nished several of Von Rundstedt's 

periodic app:raisals of the situation fo:::- the Hlgh Command, showing whe::-e he 

thought the main attack would come, as well as some of Berlin's rep:ies 
/ 

ignorL'111g Von Rundstedt's good advice~ presumably L'l favor .of Hiller intuition. 

COMINT also contributed Ambassador Oshima's detailed reports to Tokyo on 
• i 

his pre··invasicm tour of the Channel defi:?nses, wh,ich ~e<J, the Committee has · 

been toid, to basic revisio~s in our la..'ldi!'lg ·plansa · After the assault was 

launched, COMINT supplied a large quantity of battlJ reports and battle orders 

on every level from the OKW itself down to the various divisions. Throughout 

the campaign in France a.."ld Germany; our estimates of enemy troop strengths, 

locations and intentions were based more on CO.MINT tha.."1 on any other source. 

COMINT was also the principal source of the information used to select 
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· strategic a.11d tactical bombing ~ar gets behi:id German lines; and it helped 

us to identify the testing of advane:ed ~eapons (such as improved torpedoes 

_and guided airborne missiles) in time to get our scientists s~ted on suitable 

counter-measures, thus greatly reducing the ultimate tactical effectiveness 

of the enemy's ·new developmenfso 

Of. course CO MINT was not always a perfect mirror of enemy intentions. 

We did not inte:rtept all impa::-tant enemy messag~s, and. we could not always 

decrypt the messages we heei::-d. Even when we did intercept a.'ld could read, 

our COMIN.T producers sometimes failed to turn out the messages in ttme 

to be useful. Several significa.TJ.t Japa~ese messages that could well have 

made the difference in f o:rewar:iing l!S of a."1 impe~ding su::-p?'ise attack on 

Pearl Harbor we:-e intercepted f::-cm Novembe::- 24, 1941 through December 6, 
/ . 

1941, and might have been but were net in fact available to the CO MINT con-

sumers until after December 7 o .At times, the failure to make effective use 

of COM.INT capabilities was chaifgeable to those wh~ "consumed" COMINT 
. /' ... / /1.' 1

'.- ./ .. ·,:--cl , .· ... . .. ~_ . .;..;.. - . · 
and formed intelligence' ·;o.ncluSicms from ito The Japa..'lese messages dis-

closing J"apan's decision nono luack Russia in 1942 were viewed with reserve 

by our military pla.'lners at the time; those with the responsibility had already. 

formed the opposite opinion a.11d rejected the st!"o::g COMINT evidence pre-

sented by G-2 on the ground that it might h&.ve }?ee~ a deliberate ~apa.11ese 
. . 

attempt to d~ceive us with fa!se messages. Faulty appreciation of COMINT · 
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) .. led to the absurdity of assuming that the Japanese knew we were reading 

their highest diplomatic code and yet were continuing to use it_ throughout the 

world. 

Perhaps. the most striking tribute to COMINT's value in World War II 

is the remarkable letter written by General Marshall to Governor Dewey on 

September 25, 1944, a~ the height of the Presidential election campaign. This 

letter was written without the knowledge of Presldent Roosevelt or Secretary 

, Stimson -- "without the knowledge of .any other pe;rson except Admiral King 

(who concurs).". The unprecedented nature of this step by a professional 

soldier reflects the vital importance General Marshall attached to protecting 

the security of COMINT sources. The letter is attached as Exhibit D to this 

I Report. The question of Administration bungli~g_at Pearl Harbor was a_key 

Ca}npaign issue. In the letter, General Marshail urged Governor Dewey against 

taking any steps in the campaign that might disclose or force ~e disclosure of 

our ability to read the Japanese codes. This plea is supported by a detailed 

'reCit~l{ specific examples of COMIN;'s value in the conduct of the Wax on 

both ff onts,_ and of the tragic consequences if the Japanese were warned to 

change their codes. 

COMINT's value today is more difficult to measure. L1'1 time of peace -

even what we now call peace - day to day knowledge of specific enemy strength 

and ~pecific enemy intention~ is still of the greatest importance, but COMINT 

.>. - 28 -

TOP SEC11ET SUED~ 



DOCID: 3201737 .. -TOP. SECRET ·.SUEDE 
) 

f 

in these fields cannot be of the same spectacular service as COMINT in time 

of war. Of course, COMINT could do nothing ·more valuable than to forewarn 

Qf a Soviet surprise attack on the Jree world, but its capabilities on this point 

remain to be fully t~sted. COMINT failed to warn us of the attack on South 

-
Korea for .a variety of reasons on which we comment later. 

Another p!'oblem for COMINT i!l time of peace is the relative security of 

commu_nications in a peaceful world. I 
(b) (1) 
(b) (3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

Military forces remain at their bases, where they often are able to communicate 

on interior la..nd lines, and ca..11not be heard. The!'e is less pressure on the 

communications network; the operators make fewer mistakes, and CO MINT 

has a much harder time decrypting what there is to hear. As a result, the 

intelligence consumers also have much greater difficulty in Htting together 

into a coherent story th~ scatter~d bits a.."'ld pieces they receive from the COMIN_T 

producers. 

Nevertheless, the witnesses before our Committee have been unanimous 

in testifying that COMINT ranks as our- most important single source of intelli

gence today. The attached charts (Exhibits E an~ F) show the estimates of · 

the intelligence agencies as to how much COMINT contributes to our overall 
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intelligence as compared to other sc~urces, ·first for all coa'!t!"ies other than 

the USSR, (designated "ALLO" >~ a.nd then for the USSR. For ·ALLO countries, 

including ~he Soviet satellites, tl~ese agencies estimate that COMINT supplies 

from 30 to 50% of our military, political a.11d economic ir..telligence, as well as 
~ 

minor portions of our scientific aJ1d atomic energy, i'ltelligence. For the USSR, 

COMINT is said to contribute 70% or better of our military and economic 

" . 

intelligence, subst~"'ltial parts of our political and scientific intelligence, and 
. ~ 

.. 

practically all of our atomic energy intelligence, such as it iso In submitting 

these charts, the Committee stresses that they have been furnished to it as 

estimates only, c:s.nd any accurate percentage allocation is obviously impossible. 

Also the fact that in some fields a high percentage of OU!" total information comes 

from COMINT must carry the qualific'1tion that the total information i:l that field 
/ 

may be very sma!L Neve!"theless, the charts serve to i.~dicate in a general way 

the importa..qce which the using agencies ascribe to COMINT sources. 

COMINT has had some brilliant moments since World 'f'ar f. not$ly on 

L--___________ ___.land on North Ko-re~ military traffic after the 

attack in June 1950. 
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(b) (3)-50 USC 403 
(b) (3)-18 USC 798 
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Even these limited and largely low-level sources provide much\ valuable 

intelligence. The COMINT consumers have given the following recent\ examples: 

(a}. 

- 31 -

TOP SECRET SUEDE 



DOCID: 3201737 

) 

) 

\ 

- -

TOP ·SECRET SUEDE 

(b) (1) 
(b) (3)-50 USC 403 
(b) (3)-18 USC 798 
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·· .. 

*\....____ ____ _______. 
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(c) (bl 11 I 

can usually be gathered in peacetime from a variety of open sources, 
' ' 

such as traveling businessmen a:r .. d tourists, American engineers and 

technicians ~ngaged in particula!" fo!·eign assignm~nts, technical 
-

pagazines~ railroad timetables, a.'ld si~i!ar data. .But in the case of 

the Soviet Union these s~ur~es are :iow vir_tually !'.On-available. I 

(d) I 
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L11telli-

gence conclusions based on such material contain ample margins of error; 

unless prO!'!essed carefully, they can become ultimate assumptions piled on a 

number of preceding assumptions. 

I 

I 
.. 

• 
/ ::// 

I 
(b) (1) 
(b) (3)-50 USC 403 

I (b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

\\\\ 

. j/ . . \ \ 
Mistakes ca..11 be and often are made on any of these po1ntsi1 particularly \\ 

. . \ . J . : \! 

by analysts who lack a· background of lo~ -COMINT experience. In battle, the 

mistakes can often be corrected by collateral evidence such ·as ground contact, 
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air reconnaissance and prisoners. 

(bl 11 I 
(b) (3)-18 USC 798 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

Whether the margin of error is small or large today, it is apt to increase 

geometrically as time passes, until something more solid than .I _______ _ 

and ~imilar meth9ds ~omes along as a check on our mounting accumulation 
JI 

of assl,lmptions. I I ,____-.---,-------------------.-------/--' 
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r But a steady and 
........ ~~~~~~~~~~~~~~~~....,.....~~~~~~~~~---J 

patient watch over these souI_"ces can produce three results of enormous value 

. upon the approach of general war. 

a. 
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(b) (1) 
(b) (3)-50 USC 403 
(b) (3)-18 USC 798 
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c. 

COMINT was mined from a rich ore in World War II. Today, the ore 

being processed is of far lower grade. Large volumes of materials are being 

handled, and the refining process is complicated in the extreme. Costs ·of 

operation are high. New veins of ore need to be unearthed, and the costs of 

exploration are also high. If the new veins are to be opened up, part of the 
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present operation may have to be sacrUiced. Whether richer ore will be 

discovered, and whether the operation can keep in t.qe black meanwhile, depend 

primarily on the skill and efficiency of .the management. 

l -

) 

··' 
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The present organization. of U. S. COMINT activities includes four 

principal producing· ~gencies, six principal consuming agencies and two prin-

- cipal coordinating bodies. A-11 of the four p!"i:icipal COMINT producing agencies 

are within the Department o~ Defense. These agencies, and their positions 

within the- Department, are as fellows: 

1. Within the Army; the Army Security Agency (ASA), the 

commanding officer of which is responsible to the AssistaP.t .Chief 

of Staff, G-2, who is the pr1n-:ipal intelligence staff cfficer of the 

Chief of Staff, U. So Army. 

2. Within the Navy Department, tf.e Nava! Se-curity Group, 

the chief of which is respcr..sib~e to the Director of Naval Communi-

cations, who in turn is respcr.sible to the Chief of Naval Operations • 
. / 

3. \Vithin the Departrnent of the Air Force, the Air Forces 

Security Services (AFSS), the r.ommanding officer c,f which is 

rf;spo~sjble to the Chief of Staff, USAF . 

. . (4. Within the Defen:;e ~epart~ent, the ~r~ed ~orces Security 

Agency (AFSA), the commanding ofhcer~of which is directly respon-

sible to the .Joint Chiefs of Staff. 

- Lil -
bl 11 I . 
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(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
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The six p::~incipal COMINT consuming agencies are the Military L"ltelli-

ge-nce Division of the Army, the· Office of Nava.! 1'1tellige:.lce within the Navy, 

the Air Fo!"ce· Lwite!ligence Divisio;n, the Office cf Research a."1d Intelligence 

· cf the State Department, the Central Intel!igence' Agen·.:.y, and the Federal Bureau 

of Investigation. All of these agencies receive COMINT material from the 

COMINT p!oducing agen ~ies and themselves collate a~d evaluate such materia.l. 
. ' 

The customers of these· six intelligence producing agencies receive their prod-

'!ct, which in some cases consists cf or c.ontains COMINT and in other cases 

has been prepared against the background oi COMINT. 

The two principal COMINT coordinating bodies are the United States 

) .communications Intelligence Board (USClB) and the A.'.'med Forces Security 

( Agency Council (AFSAC ). From the point of view of organizat~onal position 

l_ within the Executive Branch oi the Government~ USClB is the highest U. S. 

C OMINT body. As indicated in Part I, USC IB was the outgrowth ·oi a long 

historical development in the coordiP..ation of COMINT activities a.11d now exists 

under National Security Council·Intellig~·nce Directive ~o. 9, issued on July 1, 

1948 (in its present io!"m attached as Exhibit C)4 Tr.at directive establishes 

- .:2 -
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the Board, to be compos.ed of '·'not to exceed" two members each.from the 

Departments of State, the Army, the Navy, the Air Force; the Central Intelli

gence Agency, and the Federal Bureau of Investigation. (FBI was added in 

March, 1950). The Board may act only unan~~ouslyi_ when it fails to reach a 

decision, it is required to r~f er the. matter t~ the National Security Council, 

provided that if unanimity is not reached among the military departments of the . . . .. 

Department of Defense, the Board· shall first present the problem to the Sec-

retary of Defense. 

The functions of the Board are stated in paragraph 1 of the Directive as 

follows: 

(1) "to effect the authoritative coordination of Communications 

Intelligence activities of the Government" and, 
/ 

(2) "to advise the Director of Central Intelligence in those matters 

in the field of Communications Intelligence for which he is responsible." . 

. This is wea)t and unsatisfactory language. With respect to the first , ) , 

function:1 the word "coordinate" ordinarily means to bring into common action 

or h:i.rmonize, but the preceding word "au~horltative" appears to indicate sole 

greater power. Yet the requirement of unanimity precludes any greater power. 

With respect to the second function, although the Board is charged with the duty 

of advising the Director of Central Intelligence .in those matters in the field of 

communications intelligenc.e "for which he is responsible" there is no statement 
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as to what ar~ the matte~s in that field for which he is responsible, and para

graph 6. of the Directic.ve expressly provides that all other orders, di~ectives-J . 

policies or recommendations of the Executive .Branch relating to intelligence 

shall be inapplicable to communications intelligence. Accorqingly, the second 

function can at the most mean that the Board is to advise the Director of Central 

intelligence on those COMIN'I' matters concerning which Jie in turn is respon-
- . .. 

sible under the National Security Act for advising arid making recqmmendations 
.----------lb) (1) 

I 
(b)(3)-50 USC 403 

to the National s.e .. _~urity Council. (b) (3)-18 USC 798 

.----------------------' (b) I 3 I -P. L. 86-36 

I 
In the final analysi~, therefore, the only functions given to the Board are 

to attempt to coordinate, with unanimous agreement, the communications intelli-
. ) 

gen~e activities of the member agencieso Even these functions are limited by 

paragraph 10 of the Directive which provides that the Board ."shall leave the · 

internal administration and operation of Communicatio,ns ~telligence activities 

to the member departments or agencies/' This limitatio/ seems designed to 

insure that in the field of actual production of COMINT (i.t., interception, 

decoding, translating· and prepatiation of COMiNT reports), the Board shall not 

have even the coordinating and advisory functions set forth in paragraph 1 of 

the Directive. Thus, the· proposed move of AFSA to Fo! t Knox, Kentucky was 

apparently considered by the military a question solely for decision by the 
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Department of Defense and beyond the proviTice c.f USCIB. 

The Board has twelve membe:: sv Eat:h. military se::vice is represented -----
by its chief intelligence oftk.er a.:J.d by the c;hief o! its COMINT p!"oducing agency, 

the Central L-riteJ.ligence Agency by its Dire.ct0i.r- ~d an Assistant Director, the 

State Depa~tmer.t by the Speci~l Assic.;ta:~.t for ~:!lte.Higence and his principal 

COMINT assista,'1t, and the Fede:::al Bu.reau of Iavestigation by two represent-

atives ot the Directoro The Directc".'" ~f AFSA if; not a member cf the Bea.rd, but 

acts as its "Coordi~atQi .. ,'' nr exec~tive a.gento The i::hai.rma~ship is rotated 

annually.. The Beard .~olds Tf>Er..l~~~ mcnthl.y meeti:;.gs a!!.d h~te:rim meetings when 

requested by any member. At its mEe-ti:'!gs there a:-e u.suaJ.~.y present, in addition 

t.0 the th.i::-tee!'\ Boa.rd membei:·s or perso:D.6 a~ti:"'.lg for them, twenty a~ mere other 

rep!"esentative~ of the member
1

agent:ie=S:.i so t.h4t U'.'e total atte~dance is between 

thi~ty a..'1d forty pc:.·sm1so The Boa.rd as su{;h ha.s D.O office, bta!f or secreta=iat, 

and AFSA provides sec!·eta.riG!.~· se:rvit:e. In. addition to the Boa.rd itself, an aggre

gate of thirty .rep:resentatives of the°Jmembez· &ge::-\"!ies a.:~'e members of the three . . r 
stfu"1ding .... om~ittees described be~fw,; €'1.!C.h ~f which meets a.t least once a month, 

but none of which has any stc:J.f O)t" se.=~~:ret:i::"iat of Hs C'lN'.i7.o 

Other than for li~isc:r. pu.rpc-~es ab:ro2.:.d, the entire USCIB organization 

apparently provides n.o pt=:r·su~'.l:G.el, eithe.o:' membf:r 0.1:~ staff er .secretariat, whose 

sole or_.i>:!:imary duty is to ccl'.1side:r er a:H::t upon COMINT matters from the natio~al 

point qf view, and it appe~::-s tt~t aE t.:-f the members cf USClB a".'ld its committees 

4
,.. 

- 0 -· 

I 

TOP SECRET SUEDE 



DOCID: 3201737 TOP SECRET SUEDE 
) 

as well as' its ·"Coo:rdi:.1ato::•","' a:~e pe:so:;!S holdb~g full time positions of heavy 

responsibility in their :respe·~~hve o.r·gc.L:."1iZ<l.tim1s. 
. . 

The Board has issu.ed· eight directives, whir.:h deal only with its own organ-

izet.tion. and CO MINT secu:!..·ity standards.. It ha;,; three stci..~ding committees, one 

f n,,.. "m· tel)1"ge1r.lf'fte '' One for ".:.:.e ,,. "''l"ty ll' (Yre f,.,,~· ''~·,,.,,l't"'tera· l ;ytfn.~·mat1"0·,., '' ""~d ~n U.:1. ··• • .... ,_, .• , . • " • ....,. ... ,.... :.- .. ~" ~1 1.:o 1.:.,, .. """-.LQ · .I. & ... ,.LV.;L A.l.J Q..d..6 Q..;0 . . 

the issuance of NSCID Noo 9, the Bo~ ... d has he~.d 04pp=-oxima.teiy sixty meetirgs. 
) 
A r·eview of the mi~utf:s cf those meet.i:~g::; indh·· .J.te.:; that its a.cti"V'ities have been 

ca:-nfined principa.!.l.y to matte:r·s rela.ti:.1g tr::i· . .- ~ ~atio-~s with Great B::. itai;i, Canada 

and othEr nations in. t.h.e COM!NT field~ genFral se~u.:::'ity prc.blems and to a 

)limited extent the (!OO!"dinatian of evakatio:~ and dissemi~.atkD. ct COMINT .intel!.i-

gen:eeo No ma.tte!"S have been :refer.-red to the Natio::.'lal Secu~ity Council for failure 
./ 

to reach unanimity o 

Th.us, the ar.:tual ope~ation of USCJB confirms the vei:y limited scope of its 

'iunc.tion as p1·es,crib
0

td by its che:arte:r c.::.Jd interpreted by its memberso USCIB ~d 
. II 

its ·subcommittee:; ~r.do·!J.bt'?..dly pe:.:-·!o!·m va.Iu.a.b!e a:r~d necessa:~·y coo:-dinating 

functions in limited fields, but it is evide:.~t that USCIB doea not have or exercise 

any power comparable with its positio::1. at a high lE:i:vel in the org-anization of the 

Exe~uti11e Bran«~ho It has been made clf«~r to the Com~ittee by a number of 

. witnesses th.at , except peK·hap:s in. the held cf CO MINT ~r ::·a,~.gements with other 

governments, USCIB ~-;'3'. p:"CSf·:nU.y t:o();r..~:f:ived &.:~d h.m.:~tio:d:ng is a~ inef!eetive 
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AFSA was esta~lished by Se.cr·eta:::y cf Defense Johnsc!!, by a memo:r'pndum 

d~ted 20 May 1949 a.."1.d a· Dfrective (JCS 2010) attached as Exhibit H, which 

placed AFSA "under the direction and ccntrol cf the Joint Chiefs of Staff." 

Its stated purpose was "tc provide fc::-· the placing under one authority the 

conduct of communications i:!tel!igen1.;e and co.mmu.nications security activ-

it.ies o •• withi!l the Nationdl Mi!ita.ry Es,tab!ishment, except those which are 

to be conducted individually by the ·Depa:rtments of the Army, Navy and Afr 

Force." The Directive enumerates 15 specifi. functions of the Director, 

Armed Forces SeccTity Ager..cy, of which the most signific.a.11.t for present 

purposes appear to be (l) "ope.:·~tie:r:al l.C:".t". c.l of all AFSA fa.ciJ.ities, units and 

milita::-y pe:rsc!)_~~l; and oper-C:iticr .. a! il.~d admb..ist·!"·ative cont!'cl of an AFSA 

civilian pe:ir:sonnel/' (2) p!'odu.stic·n cf COM.INT and conduct o,f all operations 

ne ~essary to such p::r-cductinn., "except ~hcse ope!"~tio!ls which • • • are to be 

conducted individua.lly by the Army,. Navy c.r Air Force" a"'.!d (3) accounting 

io:r, and prepa:r-ation, px-odu .tic.n, sto.!"u.ge and distribution cf all r.:r.ypto-

material for the A~med Forc:es~ 

Under the Directive, AFSA cc·~sists c,.~ such !a:•.ilities, u:lits and military .. 
and civilian pe:rsc::i:~::iel, im~~udiz:g the headquarters, A:r-my Security Agency, the 

Communications Supplementa.i:-y Activity (e:! the Na.vy), a..'ld a..'ly comparable 

organizations of the Ai:.r Fo:r~e, a.rid "such othe!" fa~ilities, units and personnel 

. . 

as_ the Joint Chiefs Qf Staff may determine ;is ne.cessary tc: b.A.lf'i!.l the functions 

h . . d " e:re1n ass1gne • 
- 47 -
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Thus, as far as COMINT is concerned, the functions of AFSA are defined, 

not affirmatively, but in terms of what is n~t ·performed by the Army~ ·Navy and 

Air Force. The Directiv~ affirmatively assigns six missions to the Army, Navy 

and Air Force, including (!) assigning facilities and person.11el to AFSA, (2) pro-
. . 

Viding "fixed intercept installatio!!s" to be "ma.rmed and administered" by the 

Services but to be "operationally directed" b:y AFSA!i (3) providing "mobile 

. intercept facilities" for the Services, to be "m~"l!led~ admini~tered, and oper-

) ationally controlled" by the individual Services _bu_t which "may also be u~ed to 

perform special missions for AFSA," (4) providing communications facilities 

required by AFSA and (5) to "continue to be :responsible for all suc.h crypto-

logic activities as are required by intra-service or joint needs .... and are 

) determined by the Joint Chiefs of Staff not to be the sole responsibility of AFSA." 

The Directive also C!"eated the Armed Forces Security Agency Council J 

(AF SAC) (with ten members, all of whom are military officers within the 

Department of Defense) •. The Directive gave AF SAC certain duties to make 
~ . . • 1 
recommendations to the Joint Chiefs of Staff in respect of COMINT and to "deter- / 

) 

·mine and coordinate joint cryptologic military requirements." Under the Direc- ( 

tive itself, AFSAC is given no actual control over AFSA or the Director of AFSA, 

except for the determinatio!l of requi:-ements. 
~,.., __ _.. .. ----·· --··-·····-"· 

; . 
! 

• • • J. ... ~ 

In July 1949:1 AFSAC submitted to the Joint Chiefs of Staff two further 

detailed directives with respect to the functions of AFSA, AFSAC, and the 
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) _Director of AFSA~ stating that they we :-e S1.!bmitted "pursua1" ... t to the directive 

by the Secretary of Defense in the appe:!ldix to JCS 2010, to prepare for approval 

by the Ioint Chiefs of Staff .. _ (1) a draft cha.rte:- for the. A::med Forces· Communi

cations Intelligence Advisory Council (AFCIAC); and (2) a draft directive to the 

Director, Armed Fc!'ces Secur-ity Agency (AFSA)." While i_t is not readily· 

appa::-ent why S\J.Ch documents were p! epared fpr the Joint Chiefs of Staff except 

pe!·haps the necessity to amplify the directive of .. the Secretary of Defense, the 

results unquestionably alteJ·ed the arrangements set forth in that directive, spec-) . . . 

ifically with respect to the authority of the Diree::to!' of AFSA vis-a-vis the Service 

agencies and AFSAC. 
. c . 

The draft charter for AFSA and the draft directive to the Director of AFSA 
. I 

I were approved by the Joint Chiefs of Staff on. l September 1949. The charter for 
. 

AFSAC designates that body as "the ag_ency of the Joint <;1hiefs of Staff charged 

with insuring the most effective operation" of AFSA and gives AFSAC the 

functions to "determine poUcies, operating pl~"'1s a..>J.d doct::-i!'les" for AFS~ in 
. . . • 1 

its production of COMINT; to "coo!'dinate ~"'1.d review" the syvice-operated 
I 

COMINT facilities.; to recommend to the JoL'lt Chiefs of Staf1 the facilities, 

personnel, and fiscal and logistic support to be provided by the Services to AFSA 
. . 

on the basis of requirements determined by the Direc~or of AFSA;, and to forward. 

to the Director of AFSA "for impleme~tation, without reference to the Joi~t Chiefs 

of Staff, its unanimous decisions ·on .matters which it determines not to involve 

- 49 -
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) changes in major policies • • • ,, It will be seen that for 3.11 practical purposes 

the di_rective made AFSAC (which is nothing except a committee made up of 

the three Services) the boss cf AFSA~ which in turn is completely dependent upon 
. . 

th'e thr~e Service organizations for all its communicatio~s and practic~ly all of 

its collection of COMINT. The pattern was not unification under. a single control, 

but rather .a combination of limited functions under the three--headed .control of . . 
t~e combining agencies. 

) 
The directive of the Joint Chiefs of Staff to the DireLtor, AFSA, complements 

the charter of AFSAC by providing that the Director of -AFSA will implement, 

without reference to the Joint Chiefs of Staff, unanimous recommendations of 

AFSAC which are determined by AFSAC not to involve .changes in major policies. 

)The directive further provides that all AFSA C01UNT activities of unique or 

principal interest to any one service will, inJof ar as practicable, be carried out 

.under the immediate direction of AFSA·personnel'of the Service concerned, and 

that AFSA will provide for a full-time Deputy Director from each Service. 
1 
The directive further restates the responsibiliti~s ·of the Director, AFSA, and 

of the Services at great length, with repeated ef phasis upon the position of AFSAC •. 

Under the above dir.ectives the COMlNT functions of AFSA are defined only 

·in terms of what the Services are not to do, and the CONIINT fu~ctions pf the 

Services, oth~r than intercept, are not defined but left to the Joint Chiefs of Staff 

to determine. As more fully explained in Part IV· of this Report, the Joint Chiefs 
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) of Staff have not made any c~.ea:r-cut or definitive. deter·mination, and the actual 
. . 

division cf responsibilities has been a..~d continues to be reached through nego-

tiations among the various Servic.e organizations a..lld AFSA. 

AFSAC consists of the Dire.ctor of AFSA. as perma.nent chairman, the two 

USCIB members from each of the Services; and one additional member from each 

Service, or a total membe:-ship of ten. Atten~ance at meetings usually approx-

imates 30 persons. It has twp standing ccmmitteesJ one of which coordinates 

technical COMJNT matters among the member agencies and the other of which 

coordinates the intelligence requirements of the Military Services for CO MINT. 

Like USCIB it has no st~f O!' secretariat cf its own, and all cf its members 

hcive full time milita-:::·y positions cf heavy responsibility ir. thei:r- respeC;tive 

A !'t:View of thEJ minutes of the thi:rty-five meeti~gs cf AFSAC from its 

org~"lization in Ju!y, 1949 until the er..d cf 1951 indicates that its activities fall 

i11to three prir.·~ipal categories: the logistic suppo.rt for AFSA, the relations 

and divisions of respondibility be~een AFSA and the three Service COMINT 
. II . 

L ' orga.71izations:1 and a vlriety of mc:itters involving communications .security and 

COMINT production problems of a ter.:hnical nature. The a~tivities of AFSAC 

thus are of a different scope and nature than the activities of USCIB. 

-The negotiations amo!lg the Se!'vices and AFSA with respec..t to the divi-

. sion of :responsibilities among the three Servi ?.e· CO~T producing agencies 
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and AFSA involve the basic issue of degree cf !:entral control by AFSA versus 

_operational autonomy of the individual Service orga..11izations and relate to 

· three principal matt~rs: (1) intercept, · (2) processing of intercepted traffic 

(i.e., cryptanalysis; traffic· ··analysis, decoding, translation), and (3) the relations 

among the Services and AFSA in theaters of operations. The present division 
. -

of responsibility with r~spect to each of these fields is the result of protracted 

:Qegotiations over the period o_f more than two ~"?-d a half years since AFSA was 

established. Such negotiations have absorbed a substantial portion of the time 

and energies of the principal officials of the four producing agencies. 

These and_ other aspects of the actual working· out in practice of the USCIB 

Charter (NSCID No. 9) and the -AFSA Charters (JCS 2010 and 2010/6) are de.-

1 scribed in the succeeding Pa1-t IV C·f this Repcrto 

J 

·' • 
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PART IV 

HOW THE PRESENT CRGANIZAT.ION OPERATES. 

THIS DOG{Il.f:ENT COH'l'AlliS CODE 1/Y:ORD lv!A'fEHIAL 
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In Part m, we have outlined the communications intelligence organi-

zation as it was created by the USCIB Charter· and JCS 2·010. · That outline 

Js in part a skeleton; a useful picture of the flesh and blood organization 

requires a statement as .to how its normal daily operations a:re being con

ducted. Only by following the "production-line'' of COMINT down to the 

delivery of the finished product can we learn how this paper organization has 

:functioned in fact, and understand the organizational and operat~ng problems. 

In this Part IV, we attempt to show how the COMINT organization created 

by the USCIB Charter and JCS 2010 actually operates in the fields of. inter-

cept, priorities, processing, dissemination to consiimer agencies and use in 

_creating intelligence, crypto.graphy, and security. 

Size and Cost 
·,1 

The Committee has felt that it would be helpful to those reading this 

Report to have a rough estimate of the amount that the Government is spend

i~g annually in the production of communications intelligence. Howev,er, ·te. 
have found that it is impossible to. give any completely accurate figures. ( · 

This'results from the fact that great mass~s of th~ personnel involved b~long 
to the three Services, and that a large amount of the work and effort which 

goes into the production of communication~ inte11ig~!1ce _is the product o~ 

Service personnel and equipment which are also engaged in other duties and 

functions. 
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The Committee has, however, obtained from AFSA and other sources 

certain estimates and data which it believes are sufficiently informative to 

merit reproduction here, everi though some of them may be only little better 

than informed guesses. A breakdown of this material by major categories 

appears on the following pages. Many of the expense figures are necessarily 

only estimates of the proper allocation of various indirect support costs, 

such as military pay and maintena_'l.ce 3-Tld the very considerable cost of 

passing raw COMINT traffic through our military communications networks. 

The Committee emphasizes that it has not attempted to make a-'"1ything re-
. . 

sembling a cost accounting analysis. It believes that the summary given 

furnishes a reasonable approximation of ~he amount that we are spending ~o 

acquire and process communications intelligence. The summary does not 

incl~~ any estimate. of the amounts expen~ed by the various departments and 

agencies in analyzing, utilizing and distributing the intelligence summaries 

which.are based in whole or in pa:rt on CO~INT/ • 

L'ltercept · [ 

Under the 1949 directive of the Secretar _ of Defense referred to above 

(JCS 2010), each of the Services is responsible for providing intercept 
. . 

facilities for its own use and to serve AFSA. The only C!"iterion provided 

in the directive for the allocation of intercept facilities between the Service 

organizations and AFSA is that ''fixed intercept installations will be manned 

;Text resumed on page 5 77 
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Agency 

AFSA 
ASA 
NSG 
AFSS 

) 
NOTE: 

ESTIMATED ANNUAL MA-"T\IPOWER 
AND EXPENDITURES FOR COMMUNICATIONS 

INTELLIGENCE, 1952 

(all figures are rounded) 
(bl 11 I 
(b (3)-P.L. 86-36 

M.ANPOWER 

Military Civilian 

:>~400 

D 
Total 

, 
-1 . 

By the end of fiscal year 1954, this total is-scheduled to increase 
by more than 20,000 with the Air Force Security Service alone 
scheduled to rise from 9,600 to 21,000 men. 

EXPENDITURES 

) l. Pirect Armed Forces Security Agency Expenses -

Personnel 1b1111 
j (b) 3)-P.L. 86-36 

Supplies & materials 
Equipment .. 
Miscellaneous 

Total 

2. Direct Army· Secur1J i\gency Expenses. -

Personnel J .--~--"-~~~~~~--~~.....;....~~-

Facilities (interce .t stations) 
Miscellaneous 

Total 

3. Direct Naval Security Group Expenses -

Personnel 
Equipment 
Facilities 

Total 
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(b) (1) 

(~)(3) - P . L . 86- 36 

4. Direct Air Force Security Service EXpenses \\\ 

Personnel 
Equipment 
Facil~ties 

Total 

5. Military upkeep -
(quaI'ters, subsistence, etc~) 

6 • .Communications -
(estimated at apprqximately 
commercial rates) 

7. Miscellaneous -
(security cleara.."lces, depreciation on 
equipment, and othe!" uriallocra.ted indirect 
costs) 

GRAND TOTAL -
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and administered by the Service providing th~m" but will be "operationally 

directed" by AFSA:1 and that "mobile intercept facilities" r·equired by the 

.- ~espective Services will be "manned, administered and operationally con-

trolled" by the individual Service .but "may also be used to perform special 

missions for AFSA as requested by the Director _thereof." 

The subsequent directive of the Joint Chiefs of ~taff establishing AFSA 

did not further define the responsibiliti~s for intercept, but merely stated,· 

"Intercept -· as indicated in JCS 2010:." The first relevant Joint Chiefs of 

Staff directive (JCS 2010/10, dated 25 October 1949), stated that "operational 

control'' of .... l __ .... IArmy and .... I __ !Navy fixed intercept stations should be 

vested in the Director of· AFSA. The accompanying papers emphasized that 

this was an "initial" allocation of units '.'engaged primarily in support of the 
. j 

functions of AFSA/' but did not state the functions of AFSA except by refer-

ence to the previous directives,)which had not defined the functions of AFSA. 

The theory of JCS 2010 seems to h:l.;..1' ~ee')i t~~~\"fixed" intercept facil

ities are most suitable for performance of AlsA's undefined mission and 

that "mobile" facilities are most suitable foJt~e pe~ci~mance of the unde-

fined Service missions. It appears, however, that in most cases the actual 

physical nature of an intercept facility as being "fixed" or "mobile" has 

I 
I 
J 

lHtle relation to the adaptability of that facility to perform missions ·for AFSA 
. . . 

or for a Service. The test set up in the directive is also impractical beeause 
. (b) (1) 

(b) (3) -50 USC 403 

_·57 -
(b) (3) -18 USC 798 

(b) (3)-P.L. 86-36 
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of the difficulty of deter.mining whether any given intercept facilities are in 

fact fixed or mobile. For example, the Air Force designates ~l of its inter-

cept facilities as "mobile" although, we are informed, many of such facilities 

are as physically fixed in location as facilities of the Army and Navy which are 

designated by them as fixed. 

As of April 10, 1952, the three Services had in operation an aggregate of 

..___ ..... ~ntercept positions*, of whichDwere to some ext~nt under the- operational 

control ofAFSA. The Army's interceptfacilities_ included0fixed intercept sta-

tions at locations throughout the w?rld having a total ofDpositions, ~d ..... I ___ __, 
intercept units (called Radio Reconnaissance\Companies} having a total otO 

positions. The Navy had0fixed intercept stations with_I --~ositions, plus 0 
mobile units with0positions. The Air Force hadl !Radio Squadrons 

MGbile and other intercept units with an aggregate of0posifipns. As Of that 

date~ I IPC)Sitions atthe0fixed intercept stations\ of the Army 

and Nayy (including all of the ~my positions) were under the operational 

diiectfri of AFSA. . {ixed\po~iti~ we,/~ under 

Navy fontrol for direction finding; pur~~a.rtttd .T~~2Q1ri/i~ (~~~\f~~ 3);1 fn addi-

tion, I I int~i-ceptpositions of th~ Ai/Jny ~~~~ ;~~~~~~\to "erform 

- missions directed by AFSA, andl l~h~ positions of the Air Ford~ were 

1L---------(b) (1) 
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assigned to the operational direction of AFSA pursµant to an agreement be-

tween AF.SA ·and the Air Force Security Service (AFSS) entered into on· 

·November 16, 1951, providing that AFSA and AFSS "will each have exclusive 

task assignments on 50% of all AFSS intercept positions." However, under 
. . 

the agreement AFSA may now assign· "non-Air missions" to a maximuin of 

two positions. The agreement provides that "this maximum will be increased 
. . . 

·by mutual agreement as the total number of Ai~ Force positions increase. It 

) should be noted that all arrangem~nts between AFSA and any of the Service 

.COM~~ orga~i~ations in the- allocation of positions not designated by the 

Service as "fixed" have had to be effected by negotiated "agreements." An 

important aspect of the process of operating through long and painful nego-

) 
tiations is that, should a negotiated arrangement prove wrong or unworkable, 

or should circumstances change, further negotiations are required to ~ul 

it and then to make a fresh start. 

Each of the Services is now carrying forward a program. of expansion ) 

I of its intercept facilities under authorization of the Joint Chiefs Of Staff , · r . 
(JCS 2010/46, dated 6 November 1951), pursuant to which the Army is authort:

ized to increase its_ ~osit~ons toOthe Navy toOand the Air Force to 

OtorJ1 t()tal of Dpo~itions. 

) 

Within each Service, aUjnterceptJacilities have been kept subject to 

the command of the Service COMINT organizatfon, .r~Jher than being assigned 
(bl 11 I 
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to theater or· tactical commands. The Army Security Agency (ASA) has two 

principal overseas headquarters, A~A, E.urope, and ASA,· Pacific, each of 

which commands ·au fixed and mobile intercept facilities of the Army within 

its geographic area bµt has working relations with the theater commander to 

supply his local COMINT needs. All of the N~vy intercept facilities are under 

the direct command of the Wa~hington headquarters of the Naval Security 

Group. Air Force inter~ept facilities are under the ·direct command of the 

) Brooks ~ield, Texas, headquarters of the Air For~e Security Service and its 

subordinate Security Groups. 

No intercept facilitie_s are "assigned" to AFSA for "command," but 

) each Service has worked out with AFSA an agreement as to how the command 

function of that Service over its intercept facilities shall be reconciled with 
j ~ 

· "operational direction" by A.FSA. Extensive negotiations have be .. en held 

between AFSA and the respective. Services as to whether AFSA's operational 

)d~rection of Service intercept f a¢ilities will be exercised through general 

f 
intercept requirements transmitted to the headquarters of the Service organ-

ization, or through detailed ass~gnments so transmitted, or by directions sent 

by AFSA, either in _its name or the name of the Service CO MINT commander, : 
__ , 

directly to the intercept station. It would serve no useful purpose in this 

Report to detail the negotiati~ns on this matter and its present status, but the 

great amount of time absorbed by and significance attached to such arrange-

Jents are noted as a commentary upon the presen~ COMINT organization. 
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It should be helpful, at this stage, to illustrate how the exemption of 

. particular ServiIT intercept facilities from _AFSA's '"'operatic:>nal direction" 

·has affected the ·employment of our total intercept capabilities. In the · 

several months preceding the invasion of Korea in Jurie, 1950, the U. S. had 

some Dintercept positions so s!tuated as to be capable of intercepting 

. North Korean traffic. Of theseOpositions, ·AFSA had ''operational direc

tion'' ofOthe remainder b~ing direct~d by the Army and Air Force. AFSA 

) had many other demands for the\limited facilitie~ available to it, and assigned 

onl~of the Opositions to search for and intercept North Korean traffic. 

) 

) 

In large part becau~e only[Jpositionswere\assigned to the task, AFSA was 

.__ __ ..... Ina Korean traffic whateyer at thetime of the invasion in June, 1950. 

With the benefit of hindsight, itisnow clear that it would have been wiser to 

assign mar~ of theOavallable positions to. Korean traffic. If AFSA had had 

theDp()~itiop.s under its operational direction, it might s~~ll have d~cided for 
. ',, ', ', ', ', \ ', \ \ . 

what seemedlo b~ good reasortslnthe Sp.ring of 1950 t~at[}ere sufficient to·; 

cover North Korea. But~FSA never had the opportunity to decide how many 

positions it would put on Ko;~a_ Out ?rl l~i'~~~ad~y[j~o~itions under 

its control. 

: r , 
.~ : 
l. 

After the invasion in June 1950, both AFSAandtheSerYices\rapidly 

assigned a considerab_le number of intercept positions t(°) NottlJ,l{o;rean traffic. 

Some 0North Korean encrypted and plain texLrilessages we;~ l~~rcepted 
. . . (b) (1) 
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in July, and by September the monthly total had risen to .... I ___ I But despite 

an impressive increase in total effort, the division of "operational direction" 

among the Services and AFSA led to a number of wasteful and inefficient 

practices. The Army (ASAPAC) and Air Force (AFSS) units in the theater 

duplicated much of their intercept effort on So~iet and .... I ___ __,,...___,~r-affic 
in the combat areas, with neither unit accomplishing complete coverage or 

. 
analysis on either problem. Despite the urgent recommendations of an AFSA 

) team (which visited the theater at the invitation of General MacArthur's 

) 

· · headquarters) that ASAP AC and AFSS divide and coordinate their efforts by 

agreement, the duplication continued for an additional year until ASAP AC · 

voluntarily discontinued its own efforts on both problems in March of 1952. 

Similarly, AFSA recommended in the Spring of 1951 that the directiqn find-
. I 

ing {D/F) facilities and activities of the three Services in the Far East be 

placed under common control to obtain results on Chinese Communist 

traffic that were urgently needed and could not be acltiieved with the limited 
. I I • . 

. I 

facilities possessed by any one Service. The Comm~ttee is advised that this 

single and. obvious step was not adopted until this spking, more than. a year . 

after the original rec~mmendation was made. And today, ~espite a sub-
. . 

stantial increase in the number of intercept positions in the Western. Pacific, 

the proportion under AFSA operational direction has actually declined; 
. ' 

from [JoutmofQn June 1950tol um )out ofc=Jon Mayl, . ..l.9.5.2,,,, 
(b) (1) 
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The Joint Chiefs of Staff's recent authorization for an increase of 

intercept facilities to_I __ !positions makes no provision as to wh~ther such 

_facilities shall be fixed or mobile er- shall be subjec.t to AFSA or Service 
. . 

operational direction. The Committee is informed that, in negotiations among 

AFSA and the Services lead~ng to\su :;h authorization, the understanding was 
. .. :~ . 

reached by at least some of the negotiators that a certain number of the total 

authorized positions would be deemed\to be !"eserved to the Services for the 

) ~'direct support of combat commanders', a.'1d that the rema.inde!' would be 

) 

deemed available for AFSA require men.ts.\ Howeve!;', the JCS authorization 

contains nothing which p!"escribes this aHocaticn, and it appea:r·s difficult if 

not impossible to make a:.iy al!ocaticn on the basis of. wh~.t is a~d what is not 

in "direct sU:ppo:r.t of combat comma:nder·s." Accordir..g1.y, t.r.der the present 
I • . 

directives; the future cillocei.ticn of i~.teTcept !a..:Hities a.s betwee~ AFSA and 

the Service orga..i-iizations appears to depend ur-o~ wh~t pc::·tio~ c! such facil-

ities shall be fi~ed or mobile in the ca.::;e cf the A!my ~3'~d the Navy· a..~d what .. I . . . , 
portion shall b'.~ allocated to AFSA by voluntar-y a.g!"eerner..t in _the case of the 

Air Force. Ako it appears that the maimer cf exer,cise o!\6per~tiomJ. direc-

tion by AFSA of such. facilities as mct.y be at its disposal will p:robably continue 

to be the subject of dispute and· protracted negoU.iitions. 

The foregoing deta.iled desc!'iptic:i of the inter~ept_ situation illust!"ates 

one of ~he complex problems whi;C;h cct:upies c..n i:nc:=dir..at'? amcunt ofthe time 
(b) (1) 
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and energy of the COMlNT organizations .. An effectively controlled COMINT 

organization ~ould permit complete flexibility in the use of intercept facil

ities, having.in mind at any time ~he available traffic, the intelligence require-

ments of military and civilian consumers, the nature of the processing re-

quired, the need for speed in a given situation, the ability_ to identify targets, 

and other pertinent factors. · These various factors may change rapidly, 
. . . 

particularly in time of war, and tl~e desired flexibility cannot be achieved 

) by application of the present arbitrary standards· of allocation or through 

''negotiations!' among sepa:1·ate COMINT organizations. 

Priorities 

Although ·throughout the COMINT process the interrelationship of pro-
) 

dwc::ers and users is continuous, the consumers first enter at the point where 
' 

. I . 
they make· their COMINT needs known to the producers - - a periodic 'act of 

instruction known as the "determination of priorities." . . 

It is obviously impossible, as well as impractical, to intercept, ana..:' 
• 

lyze and disseminate to all interested agencies each of the hundreds of 

·thousands of radio messages traveling daily through the air and theoret- _ 

ically available for study. It is necessary, therefore, that machinery exist 
. 

for determining the particular channels for particular subjects to which 

attention is to be primarily directed. Two committees meet monthly to 

address themselves to the question of determining the national COMINT 
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requirements for any given period. 

First, the USCIB Intelligence Committee has _!ormal re~ponsibility 

for USCIB COMINT priorities. The Intelligence Committee has repre-

sentatives from all member departments a..11d agencies of USCIB: i.e., ONI, 

G-2, A-2, ·State,. CIA and FBI, with -the chairmanship rotating ·among these 

representatives. Voting is done on chart-like fo~ms divided by countries, 

and und_er each country there is a list of topics previously d::-afted and agreed 

'upon by· the Committee from time to time. The int~rests in these topics are 

expressed in terms of the numerals l through 5, with 5 the highest. The 

results of this pref erent~al voting are forwarded directly to DffiAFSA (the 

Director of the Armed Forces Security Agency). There is appended as Exhibit 
I/ . 
.. 
Ha characteristic sa~ple of USCIB intelligence requirements for the month of 

./ 

15 January to 14 February 1952. It will be seen. that these requirements are 

broadly-phrased, subject-matter interests _cf the USCIB intelligence con~ 

sumers, which do not attempt to pln~int ti;, type cf Information desired 

either by nationality of traffic or by link~' or frequencies. We believe that in 

most cases these priorities are so broad~y expressed as to. be of little value 

to AFSA. 

The weaknesses of this method of expressing consume:- priorities are 

well illustrated.by the USCIB Priority Lists furni~hed to AFSA during the 

seven months' period December_ 1949 - June 1950, immediately preceding the 
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invasion of South Korea. As shown below, the various intelligence agencies 

were becoming increasingly concerned during this period about the possi-. . 

bility of a Soviet move against South Korea, and yet this concern was never 

directly commu~icated to AFSA through the mechanism. of the USC m Intelli-

gence Requirements Lists: 

(a) Early in 1950 the intelligence agencies had formed an 

inform.al Watch Committee under the sponsorship of CIA (this 

Committee was the predecessor of the present official inter-

agency Watch Committee presided over by G-2). The Com-

mittee had 10 members, 2 each from Army, Navy, Air Force, 

State and CIA. The:Commi~tee operated at the COMINT level; 

3 of the 10 members had their offices in the consumer beach-

heads at AFSA which are described below. 

(b) The Watch Committee did nQt deal with COMINT exclu-

sively, but examined evidence from all sources so as to select 

and identify every available means of warning that might indicate 

a Soviet move against the non-Sov~et world. The Committee's 

minutes for its meeting of April 12, 1950 record only six items 

of evidence on Soviet intentions. The sixth item was the fol-

lowing collateral report: 

"A report relayed by CinCFE stated that the North 
Korean Peoples' Army will invade South Korea in 

- 66 -
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June of 1950v Rep:resentatives of the Department of the 
Army unde!"took to ask for fu:-the!" information on this 
subject.'' . 

(c) This particula::- :repa:-t is not me!ltioned again in the minutes 

until the meeting held July_ 31, 1950, five weeks after the invasion, 

when the Department of the-rumy stated that the repo!'t ''had 

·.·eman~ted from an Ai!" Force sou!"ce whose reports were not given 

mu~h reliability by the Air Force." But me~'lwhile, Korea· had con-

tin:ued to hold the attention _of the Watch Committee) alo~g with a 

number of other areas the Committee rega!'ded as se~sitive ... fa. the 

minutes of the meeting held on Ju~e °!4, 1950, the fcilowing appears: 

"A list of sensitive a.~ea.s fer consider·c:..tio::l by the Watch 
Committee as pote~1.tia.l se:?:.::-~es c.f ·:::c:Jilic.t with the U_SSR 
was p:rese!!ted by the Chai:~ ma.i~ ~a. CIA ma:.'l}o Tfi.ese a.~eas, 
arranged in the Ch~irman' .s estimate o~ the order- qt their 
explOSl

0Ve·~e-s l.!"I tl..e ne· ,. "' f•··t·~-e i'Ql.X month"" tO r,,T'\e ye':l-T·) - -- ~ -- .l.i. ~- a..,. -"" u.._ 1.- -- - .. i.:> '-'-- . . .... _; 

,.. e· Tr.do Ch1"n ·· Be. H~ . nd We ..,t G.:io ~-rr ,._ ...... .; T··---... Y1HTQ ar . .u., ·- _ a.~ l ... '"- a.-- ~:::> _, .1~'-J :1 i... ..:. .. ;..5 -1::> -

slavia, _South Korea, t!:e Phi!ippL"!.e.s c. ~·.d Ja.pa:-!. Members 
of the W&t(;h Committee ~:,;;f:::·e '4.5ked to p:r·iese:nt a!ter:r:a.u~·e 
lists or rear .. !·a.ngements of t_his list c::.t the r..ext m.eetir..g;/ 
28 June 1950 .. " /The ir:va.sio:r~ or;s~:.:-7·E;d on tte 25th;'·a.:r1d: • 
sub~equ.ent minutes do not ir.dir.:~t€ thi:lt the c;;.lter·~1a.tive l(( 
lists were ever prepa:red~.7 

The above quc.ted mi!"mtes_ of the Wa.tch Committee indicate that the· 

consumer agencies ha.d South Ko_~ea en their mi:r..ds, ~"'1d that at least 

the CIA representative regarded South Ko~ea as the 5th most paten-

tial source of coP.ilict with the USSR th:rcu.ghout the enti:.::·e world. But 

this degre~ of concern ove:r Kcrea was ~'!ever.- specific~lly indicated 
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in the US.Cm Intelligence Priorities List.· 

(d) The table on the -following page shows the number of priority 

requests by consumer ~encies for traffic r.e~g t~ particular areas 

of the world during the period December 1949 - June 1950. (During 

·these 7 months, 9 separate 1ists of intellig~nce requirements were sub-

mitted by the USCIB members). On the highest priority list (List A), 

Korea is mentioned only once out of 124 separate specific priority 

items, and ranks 12th and last in frequency of mention among the areas 

of· the world. On the 2nd priority list (List B), Kore·a is mentioned only 

5 times out of 277 separate items, and ranks 15th of 18 areas in fre-

quency of mention. On the 3rd priority list (List C), Korea is mentioned 

once out of 90 separate items, and is tied fo!" 13th and last place in !re

.I 
quency of mention. As a comparative measure of the importance 

evidently assigned to coverage of tr~fic on Korea by the int~lligence 

agencies, Latin 1-merica, while never mentioned in List A, received 15 
_, I • . 

mentions on Lilt B and 25 mentions on List C during the same period. 

( e) The ablve e~idence suggests the possibility that the USC IB 

Intelligence Requirements Lists do not accurately reflect the views of 

the intelligence agencies them-selves as to comparative priorities, and 

it is not surprising that the Lists are of ·such little assistance to AFSA. 

/Text resumed on page 707 
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. . . 
FREQUENCIES O.F uscm CONSUMER REQUESTS 

FOR TRAFFIC ON KOREA AS SHOWN BY 
uscm INTELLIGENCE REQUffiEMENTS LISTS 

(December 1949 - June 1950) 

List A includes those individual subjects considered to be of greatest 
concern to U. S. policy or security. · 

List B includes those. individual subjects considered to be of high 
importance. 

. . 

List C includes those individual subjects considered to be of considerable 
interest but of less immediate concern. 

Under each List is shown the number of priority requests by consumer 
agencies for traffic relating to each area during the period December 1949 -
June 1950: 

List A 

1. USSR 26 
2. China 23 
3. I i 6 
4. Satellites 13 
s.1 no 
6 • .........,.,W,.,...o_r...,..ld..,...__,W...,...i_d_e --- 7 

6. 7· 
8. 6 
9. 5 

10. 5 
10. 5 
12. Korea l 

List B List C 

1. China 31 l. Latin America 25 
2 • .__I _______ I 29 2. 15 
3. Satellites 24 3. 11 
4. 21 4. 8 
5. 19 4. 8 
6. 18 6~ 6 
7~ 17 7. 4 
8~ 16 

.......... .......--------' 
8. China .2 
8.. Satellites · 2 

ti I~ l 3i. _K_o_r_e_a _____ 1 

i3. J I 1 

9. I 15 
10. 14 
11. USSR 13 

~~:1 I : 
13. . . a 
15. Korea 5 13. USSR 1 
15. World Wide .:'.,,.5 
17 • 1 1:.- ·,~\ •. // 
18. . 2-~(b) (~) 
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Since the intellige.r.ice agencies them.selves failed to communicate to 

AFSA the extent cf their growing i:n.te:·est in the Korean problem, it 

is small wonder that AFSA was so poorly prepar6d to handle Korean 

traffic when the invasic:;:i occu:-:red on June 25, 1950. 

AFSA's own dissatisfaction with the USCIB L11telligence Requirements 

Lists·, illustrated by the Korea..•1 episode described. above, led the Di!"ector of 

AFSA to protest to AFSAC c:>n August 18, 1950 that he was in a position of having 

) to direct the intercept and processing efforts of AFSA without formal inte-

) 

grated guidance from the Services as to their i:'1teEigence .!·equi:!"'ements. On 

October 2, 1950J AFSAC agreed to est~b~ish a special htellige:nce Require-

ments Committee ccnsisting cf membe:::-s o! ONI~ G-2, A-2 and AFSA. Since 

the creation cf this Coµimittee, it has a.;.sumed the :respc~~sibility fo!" making 
,/ . 

intelligence priority r-eccmmendatio.~ aS to mi!it~ry' t:!'a.ffic, a.."'ld the USCIB 

Intelligence Committee-ha.s confined itseli primci:-:·ily ta :o.c.~--military traffic. 

The part of the total "COMINT pie;" ~1~!;,.b).e tn the USCIB futelligence 

Committee for the expression of its p!·io:rittes is what is kr.cwn ~s ''Joint." 

It is_ primarily non-milita..ry traffic in whicJ, however, the intelligence divi-

sions of the Service compcne!lt3 cf USC 1B have &:ri. interest.. For this reason, 

they participate in the expression of USCIB p:rio:ities. The part of th~ pie 

dealt with by the AFSAC Intelligence Committee is composed entirely of 

military traffic in which i!! the main the -!!ivi!ian compone!lt.s of. USCJB have 
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only a secondary interest, other than to be kept advised of the highlights of 

the resulting intelligence. 

When the re.commendations of the two intelligence committees reach 

DffiAFSA, they are ~cted upon by the Int~rcept Prioritie~ Board (IPB ), of 

AFSA-02 (the processing center ef AFSA). As in the cas.e of the intelligence 

committees, IPB ~eets monthly. Its voting members are the heads of the 

branches of AFSA-0.2; its cruiirmal_l is. always the Chief cf AFSA-02. The 

) civilian components of . USCIB have no voting members in IPB but have the 

right to station observers at its meetings and customarily do so. 

The IPB, in turn, has about ten SIPG's (Special Intercept Priorities 

Groups} set up within the various branches of AFSA-02. In. advance of .the 

) monthly meeting of IPB, the SIP.G's prepare and submit tJ?.eir own recommen

dations based upon the intere,sts and needs of the processing units. As in the 

case of the IPB, the civllian agencies participate in the SIPG's through nc;>n~ 

voting. observers. 
) , J . 

· fn the basis of the priority recommenc~.ations received from the two 

intel~~ence committees and the various SIPG's, IPB lays out .the actual inter-· 
. . 

cept plan for the coming month. At this time the total CQMINT intercept capa-
. . 

bilities necessarily exercise a limiting influence. It will be remembered that 

' \ 
\ 

I 

\ 
' 

\ 

I 
AFSA has operational control over only .... I __ 1b_1_11_1 __ lpres~ntly existing inter- / 

! 
' 

cept positions. Accordingly IPB is in fact able to apply the priorities 
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recommendations received from the consuming.agencies only in laying 

out the intercept plan for approximately two-thirds of the available intercept 

positions. The remaining intercept positions follow the priorities laid down . 
for them by the three military Se1·vices. 

It will thus be seen that eaeh of the three military Services has abso-

· lute control over priorities for its own reserved intercept facilities, and that 

it is also authorized to make· reco.mmendations to AFSA as· to priorities for 

) the intercept facilities under AFSA control. Within AFSA the military Services 

hav:e an effective voice, if not absolute control, over the actual intercept plan 

laid out by the IPB for the AFSA ·control stations, through milita!'y personnel 

assigned to AFSA who happen to serve as members of !PB. 

) The civilian consumer agencies are therefore at a substantial disad-
I 

vantage in determining intercept p1iorities. With respect to the one-third of 

the total intercept capability reserved ~y the three. military Services, the 

1 
civilian agencies have no right even to make priority re~omme?dat1f1_15· With 

respect to the "Joint" (but not the military) portion of the remaini!~g t:Wo

thirds. ·Qf the intercept more or less controlled by AFSA, the civi!il'l agencies 

are permitted to make priority recommendations, in conjunction with the 

Services, but, since they do not assign personnel to serve under AFSA command 

(as the. military Services do), they do not sit on th~ AFSA Board (IPB) which 

considers the various recommendations and which makes the decisions. . .·. .. . 
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It is a natural consequence of this arrange.ment that, ln the opinion of 

the civilian agencies, ~Intercept Priorities Board composed wholly of_ 

~mployees of the D~partment of Defense tends to place undue emphasis on 

priority recommendations made by the military Services, as compared to 

those made by the civilian consumers. Thus the State Department represen-
. . 

tatives have advised this Committee that of the0intercept positions at the 

disposal of AFSA in June 1950, only Oposition~ orOwere devoted to non

) military traffic, while of the Dpositions av~ilable. to AFSA in April 1952, 

only Opositions or Owere devoted to non-military traffic. Ag~in:st a 100% 

increase in the number of intercept positions available to AFSA, both the 

) 
pe~centage and.the absolute number of\positions devoted to non-military 

traffic have declined sharply·. These figures, moreover, leave entirely out of 

consideration the Dinte/cept positions \resex·ved for and operated by the 

military Se_rvices) rather than AFSA. 

·_once the actual prior,ities/f?r a given month are set in terms of sub

stantive requireme~ts, it is netessary to\translate them into the "profes

sional" terms required by i~t~cep: ~t;i.tio~\pr~~~icesl :~he basic implement 

for instructions to stations is the "case· ·book'', which contains a list of all 

known radio ciJ::·cuits1 and of which every intercept\s.tation has ·a copy. 
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The interp:retation cf the COMINT substantive requirements 

f_or the benefit of intercept opera.to:rs is do:rie by AFSA-28J the L"'ltercept 

Division of the Collection Group of AFSA. As a ~esult c.f this translation into 

professional terms, given inte:rcept statio:!s a::·e t~ld to !isten to certaL~ case-

book numbers. Ln each case, three auxiliary case-book numbers must be 

assigned along with that number which is preferr·ed, because of ionospheric'·. 

) and other technical co·mplications which may ma.ke it ne·cessa:!'.'y fo:r the inter-

) 

) 

cept station to use some leeway 'a.:."'"ld judgment L1 picking up the required traffic. 

Processing 

After the· raw mate:::·ia.l is int.er t:;eptedj it is .z·etur!1ed to AFSA a!:l.d to the 

decrypting units of the three Se:tvice·s ac- ... ;o:·dL-:g to cu!"rent i~structions, which 

vary with the type of traffic •. 

a. Pro~_essi:ng as betwee!l the ~e1·vic·.~_.1.:::-;.its and AF'SA 

The aHocatic:m o! :r·espc!!.si.b::.it.y fn::· pr·cf;e.:;sL"'\g t:ra.~fic as 

·between the Service units ~.d AFSA has p:!·oved as cn,:_t:rc-ve:rsial 

and difficult as the par-a1leJ. prcb~~m o! i."l.te·r-cept al:re.;.dy men-

tionedo The 1949 directive. of the Se:;r·eta!·y of Deit:-r.se provided 

no criterion fo1· allocation eif respc:'.:sibility for pro·~essing. The 

directive of the JCS to AFSA .sL tf.s thdt the Services sha.!l be 

responsible for precessing ''as ::-,eEded f0!" i~tercept ec:rltrol and 
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combat intelligence," but that "Exploitation by each Service 

applies only to material of op.erational interest to that Service".· 

and "will not entail undesirable duplication." The "initial 

composition" of A_FSA prescribed by JCS 2010/10 placed under 

the direction of AFSA ·portions of the Army and Navy processing 

organiz_ations, but did not limit the right of the Services to engage 
. 

in processing with any retained or -new personnel. 

At present neither the Army or the Na:vy .maintains any pro-

c~ssing unit in the continental United States, but .the .Air Force· 

maintains a processing unit at Brooks Field, Texas, and all three 

Services ;maintain processing units outside the United States, the 

Army at ..... I __ ___.larid ..... 1 _ ___.lthe Navy at ..... l ___ ....,.land the Air 

Force atl land ..... I __________ .____, ). 

It ls clear that some decryption must always be done in the 

field processing centers, because of\the time element, because of · · 

special direct s~pport requi~~tj,!!nts i~r certaiJ m~iita6 ~perations, 
and because any effort to concentrate all processing aJ_ AFSA would 

produce such overcrowding of telecommunications circuits as to be 

unworkable. The processing at the Service \Cent~rs consists mostly 

of decryption of ..... l ______ ..... lsy~temsonwhich no further 

cryptanalysis is required; there is, however, ~~ertain amount of 
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c·ryptanalysis that is necessarily carried on. For instance, even 

low-level systems will from_. time to time be changed, requiring a 

cryptanalytic attack to put them back into readable condition in a 

matter of hours if the volu~e of traffic is heavy .1 I (Navy) 

andc=J(Army) do some ~edium-gra~e c!:-yptanalysis as a result 

of the Kor~an War, which necessitated medium-grade COMINT 

--· being available \on the quickest basis to commanders in the Korean 

Theater. But despite agreement on this general principle~ AFSA 

and the Services have had a good deal of difficulty reaching an 

understanding as to whe!"e the line of processing responsibility 

should be drawn between them a~.d between the Services themselves. 

As between AFSA and the Air Force, the debate continued for 
/ 

more than two years. Eventually, the division of responsibility for 

processing was set forth in a so•'.called "reporting ag!"eement" 

dated Decembei: _13, }~51 and accepte~ by AFSA on February 8, 1952, 

which conte~platel three levels of processing, first at the point o_f 

·intercept, second a~ the theater level~~ third by AJSA and AFSS. 

Although the wording of this agreement is\in some respects ambig-

uous and its actual application has not yet been tested, the· principle 

of allocation appears to be that processing which ca..n be accomplished 

effectively within twenty-four hours a!ter intercept shall be done at 
. · (bl 11 I 

(b)(3)-50 USC 403 
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the point of intercept within the theater, that further processing· 

which can be done within forty-eight hours shall be don.e at the· 

theater level, and that all other processing shall normally be done 

within the continental United States, with AFSA performing the 

COMINT processing and AFSS performing certain reporting and 

"unique technical support" functions, fhe exact nature of which is 

not entirely. clear. This agreement thus appear~ to reflect to some 

) extent a recognition that the processing of intercepted traffic shall 

be accomplished at the most forward locations at which the desired 

) 

) 

) 

. , 

speed can be achieved and shall otherwise be performed by AFSA 

rather than a Service organization. 

As between AFSA and the Army and the Navy, no written agree-

ment exists as to the allocation of processing responsibility. Neither 
·' 

.tl~e A:tmY nor the Navy has. at any time since the organization.of AFSA 

undertaken to establish processing units within the United States, but 
.,,/_ 

the Army has on various occasions strongly asserted its right to do 

so. The division of processing re9ponsibility between AFSA and the 

Army and the Navy field processing units has, we understand, involved 

less controversy than the re.lations with the Air _Force·, and has been 

reached through frequ~nt .liaison and close cooperation.* 

* For example, Navy processing at .... I ___ __.lis currently under the 
operational direction of AFSA. 

- 77 -

(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

TOP SECRET SUEDE 



.. -··· .. -- . 

DOCID: 3201737 TOP SECRET SUEDE 
) 

In general, the Army a.:·.d the :N~l.vy field units h~ve performed such 

processing as can be done with spee:d and efficiency within the theater· 

to provide infarma.tion for the t':.Er .. te:~ .~nmmanqer· C.!1 the basis of 

tech!lical assi.st~~ce pr-oviaed by AFSA .. 

As in the case o! inte.icept.~ howeve.:t ~ there has been a certain 

amount of duplicatio1n of prccessL1g effcn·t between the military Services 

themselves, best illust!'ate.d by the previcusly mentio!led duplication 

, of effort betwee!l the k-my a!ld Ai!' Force u:C.its in the Pa.cific in .Pro-

cessing Russian a''.ld .... l ___ ____.lt:~·c...~Ucll with the resu!t tha.t :rieither unit 

Was '"'ble to ... Cf':Omp11"s·}, "'"'mp~et"'· -· ~,, 1y..::.:.c:· f, ..... e1·t~ev, p-rob1em A~ AFSA Cl. . c:l - - ... 1 ..... \.~ -- ~. a. .. ... .t. .. ~.&. ... J ._. •• ~- ••.• - .1 .... -- ... ol. -·"' 

team was invited to stu.dy this p!·ijblE,m .~'.:.1d cn::lc!~!.ded that a much 
) 

greater degr-ee c;,f su.ce;ess· r;-et:~_d hE\ 4;:_h.ieved a;i beth Russia..11 a.l'\d/I._ __ ___, 
J . 

.___ ___ .... ltraffic if the A-;.. my 4'"1.d Ait,\Fc! ce r1.:'.'.its wr:r;.:.d divide a21d coor-. 

\ 

/t 
: ! . 

/ ; .t 

dinate their ef!orts by agreeme::i.t. ·De.spite su·;h a rt:~f:.ommE:nd~tio:n by } \. ~-.. 

) 

AFSA in the Spr-i~,,g o! !951; d1~p!!:':at.i~:a cf.1~inued ~:::':til Ma.r·c.h, 19E2, 

~hen the Army unit vciJ:untar·ily aba.ndon'd the e:ntfre field to the Air-

Force. , ·--------------.__ · (. 

As l·n the '"ase o·" 1"-r~tc.r' ept·· ... _ tJ..e gP"""''!"-,;;, l p1"1'·--:r-:1"pJ.e/"'"'s bee!'! b .. -· - - '-" .. J '-,_ •&~ - •• !.I{";._ ..... - - ~-- "" -- / .IA.4 ... _ 

followed in processing that ea~h Service o:'.'ga.:::'lizati!l.:-.· i.s cc:i-~~cern€d 

.primarily with the traffic of the sa.me Service of th.e "enemy" nation. 

! 
1 
' : 
; 
I 

' ' 

The soundness of this f u~dame.~tal p:-emise de:pends upc:n. the particular 
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nature· of the "enemy" traffic and also upon the organization of our 

own mi"litary for~es for operations. Although no serious difficulty 

appears to have arisen to date, it may be questioned whether enemy 

military traffic can always be divided eff ectiyely on the basis of 

three Service organizations-, whether for the purpose of intercept, 

or for the processing purposes of trafffc analysis and cryptanalysis. 

Als~·, under- our own pr.esent concept of u~if ied commands in theaters 

of operations, the premise that any U. S. military Service has a pe-

culiar command responsibility for deriv.ing COMINT from the traffic 

of its "enemy" counterpart Service appears of doubtful validity. 

Considerations such as these have led to extensive negoti-

· ations among the Services components of AFSA with a view to tlle 

/ establishment of a so-called "global COMINT organization." In 

general, it has been the position of AFSA in such negotiations that 

COMINT activities require coordination within any theater similar 

·' J die coordination within the contine~tal United States through AFSA. 

i general again, the Services have opposed ~y such concept as incon-

sistent with no~mal command relationships and with the responsibility 

of each Service to provide combat intelligence for its own operations. 

The only tangible outcome to date of the extensive negotiations with 

regard to the so-called "global COMINT organization" has been the 
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establishment of a unit in the Fa::::·· East. called AFSA Field Activity, 

Far East, to which a sinall advance complen1ent of pers9nnel has 

been assigned to date. The p:rir..cipal fur..cticns of AFSA Field 

Activity, Fa1- East, is ta assist the Di!-ec to:: cf AFSA to coordinate 

United States cryptologic 4Ctfvities i~ the Far East area, coordinate 

United States activities in the a:-ea with those of any collaborating 

foreign power, and p:tovide technical support to service COMINT 

a~tivities within the area. Each of the thr-ee Service COMINT o=-gan-

izaticns, however, continues to maL:.tain its c.wn COMIN"T c~ga...".l-

ization within the theater. 

Although the Ser-vices have te:-.ded t~ oppose the establish. · 

ment of a.11y AFSA !ield activity as beiri.g i~.co:isiste::t 'Nith normal 
. j 

command relationships, we unde!·st....nd thi:J.t ea.ch Se-rvice r..a.s 

utilized a ver·tical ccmman.d or-ga::•jz"-ti~Vi'.~ fer· its cwn COMINT 

activities, regardless of the fact that su:~h o.~gfu"'!izaticn likewise·;· , . 
appears inconsiste~t with no!"ma.! '!omma.nd 1e,latio::.ships in thelters 

of operation and resi.ilts in the pr·eserrce in e;;.ch theater of two Jr . 

three separate COMIN"T agencies repnrti~g di!:·ect!y tc thei!' respec-

tive· Se:rvice COMJNT orga.11izatio:~s in the CC1::1tinent~.l U~'lited States. 

b. Processi!lg withi:i AFSA 

AFSA eventuaBy !"eceives, either by telecommu~1ication or 
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by. pouch according to urgency, one copy at least of every item of 

raw traffic intercepted anywhere. While the Services and AFSA 

are often in 4isagreement as to the division of processing respon ... 

sibilities, there is considerable team-work in the matter of sending 

raw traffic around. . Service communicaUons networks ~re currently 

handling AFSA' s raw traffic require~ents in the fallowing proportion: 
. 

Army 44-%, Navy 38%, and Air Force 18%. These are largely the-

same networks upon which the Services must rely not only for the 

passing of their own COMINT traffic but also for their overall 

communications of a general nature. Since raw traffic must be en-

ciphered in privacy systems before being put on the air for return to 

COMINT centers; the extra load is even more burdensome. Upon 
. J . 

receipt at AFSA, new traffic is sorted first by country of origin, 

then according to certain traffic-analysis r .equirements, and lastly 

) by cryptographic system u,nder)t~e heading of the country of origin. 

) 

If readable, the traffic then g/es directly to decrypting sections; if 

unreadable, it is further sort~d according. to the ge~eral type of 

encipherment, _whether by machine or hand, and is passed to the 

appropriate cryptanalytic units. 

Simultaneously with the cryptanalytic or decoding techniques 

which are applied; other copies of the traffic are being subjected to 
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the process of traffic analysis.\ 

Theoretically, completely readable 

traffic can be turned into the form of a finished translation very 

quickly, since there are no real difficulties involved L-r1 handling it. 

However, there are long delays, sometimes ':1P to ten days, en·· 

countered in tr-anslatio::i, and much effort is dissipated through 

process~ng messages that_ either have no substantive value to any 

consumer or that have lost it through being robbed of their time-

liness. A recent AFSA report estimates that fully half of the 

messages translated meet no specific intelligence requirement 

whatever of the co!!.Sumex agencieso 

Non· ·readable traffic these days consists mostly of Russian- and 

satellite systems, wit~ .... -------------~raffic as an important 

second category. The cryptanalytic attack upon non-readable traffic 

relies heavily up.on electronic devices and tabulati.l'lg machines in 
. . 

· collaboration with AFSA's best huma..11 brab1s. 

------------------ Satellite\\traffic,\ 

,__ ______________________ lb) (1) 
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Despite cybernetics, however, our attack on Russian\ 

/since the earlyl""""· ____ _.I ...._ ______________ __, 

of 1947 and 1948. Granted, the problem is extremely difficult in 

view of the fact that the various systems under attack are un-

doubtedly based uponl I 
_I ---------,...-----..----------........___,/ but s.ome • ~ 

z !~ J 

cryptanalytic experts not presently on duty at AFSA have advised.', :'i. i . . : : : .. 

the Committee that, in their cpinion, the attack is timid, pa:rsi- ·i /; 

moni~us, and too bound by the remembrance of past accomplish- i 

ment to make the fresh and untrammeled start that is demanded. ·: 

Naturally, until the time when the more 

How to divide AF';SA'~ )!e

sources between such speculative :research and c~rr~bt toduc-
. • J l 
tion is a problem that is mo-re perplexing in the COMINT. field 

than is the comp·arable issue so f:requently found in private 

industry. To add to the difficulty, AFSA' s manpower/ potential 

has suffered through loss of mapy of its best cryp~analysts. 
. . . 

It is estimated that ther~ remain only ten or f ifte,en top-flight 
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mathematicians and technicians to provide the necessary guidance 

and incentive, as ~ompared to three or four times that number during 

World War II. Low pay and "too many military bosses" are the 

reasons usually cited for this distressing attr~tion. AFSA, as a \ 
\ . 

military organization, is operated largely with military offic~rs 
' 

\: 

\ 
\ 

. \ 

as heads of its various departments ana units, and with the rotation 

policy now employed af least by the Army. and Air Force, the ·officers 
.. ----·-·-----·------------··- -·· -··-· 

in charge often appear greatly inferior in skill and experience to the 

civilian professionals under their comma!!d. Day-tc-day operating 

frustrations and the dUficulty of advancement under these conditions 

are cited by a number of our better World War II c:ryptan.alysts as 

primary factors in AFSA's inability to retain the best men, while 

the Government pay scale a_91d the problems involved in c:riginal 

security clearances have seriously impeded AFSA's e~fcrts to recruit 

and train.~ualified young replacements. 

It sr-Lid be recog!lized fuat many of these baffl!~g persoIT..nel · 

problem~ exist despite AFSA's management, a_11d .not. becaus~ of it. i 
t 

AFSA was not spared the general budget restrictions prevalent 

throughout the milita!"y establishment from the date cf AFSA's creation 

through June, 1950. Perhaps because of AFSA's role as the first 

"combined" functional militar·y operation not directly under the 
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control of a single military Service, it be_gan existence by adopting the 

principle of awarding proper billets to the officers of all three Services, too 

often at the expen~e of a deservin~ civilian professional better qualified for· 
~. . . . ~ 

a particular task~ The present Director of AFSA is well aware. of this pro-
. . 

blem,. and has taken a number of significant steps in the direction of higher 

pay and greater responsibility fo!" his civilia.'1 professionals. . -

So much for the processing .Of enciphered traffic, readable and unread-

able, whL;h is that aspect of AFSA's assignment that engages popular imagi-
. . 

nation (unfortunately stimulated by too frequent publicity) under the heading 

of "decoding." 

At the other extreme is the bulky flow of plain text, which is at present 

the best completely readable product which AFSA has to o~fer in the field of 

Russian COMINT, excepting those elements of order-of-battle intelligence, 
J 

.....__ ______________ ____,~ussian , 

traffic. Plain text is unenciphered traffic sent in vast volumes th:roughout 

the eastern and more primitive half of the USSR _and contai:r..ing, among other 

things, much of the urgent but presumably less sensitive bu.siness of the Soviet 

...__ ___ ___.I Sill{!~ ~~~ .... I ___ ____,~ t1nder the. Soviet system, embr·ace every 

) 

conceivable activity of official iile; these plai11Ji;?:t messages when studied 
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in bulk, are sometimes very revealing, at least when compared to the 

appalling lack of information available from other sources withLr1 the Soviet 

Union. 

The problem in handling plain text is two-fold: first, it is a question of 

reducing the volume to work.able proportions; and second, it is a problem of 

translating "in th~ gross", so to speak~ Of the .... l _________ lmessages 
. . 

. intercepted per month, a preliminary sort accomplished by rapid sca...'lllifig 

reduces the total by about 80%. This a.:t of wholesale rejection is intended to 

eliminate unimportant personal messages which make up so large a pr:oportion 

of the traffic carried by the plain text circuits. However, it is atbitrarily 

accomplished by selecting for· retention only those messages that contain cer-

tain predetermined words~ of which there is a glossary of about !300. Such 

J 
sca:h!ling as this is sheer drudgery. It is performed by low-grade personnel 

with little or no k..Tl.owledge of the language, or, indeed, of wha.t ultimate pu::·pose 
. . 

their work serves, who are trained to r~cognize merely as patterns the appear-, I . . . . 
ance of these words wherever they ma/ occur in the message, and then by 

refle~ to file the message in the correkponding bin. So fa!", no .other more 

humane or less haph~ard method of reducing the millions .of bits of paper to 

usable and workable proportions has been developed. 

Of the remainder thus produced, expert linguists in eleven separate 

reading panels_ make th~ second sort, .reducing the bulk again by some 
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' 20-25%, and cross-filing the retai~ed m?-terial in· about nLn.ety general cate- · 

gories. I~ is these readers who also select those individual texts which are 

translated verbatim and dissemi~ted to consumers, a final.distillation of · 

less than 1% of the origina.1 .... 1 _____ I\ However, nothing that results from 

the second sort is destroyed~ :::.n.d these messages are available for further 

study or for subsequent translation as required. Just as a..11 example of the 

actual totals handled, in the month of March, 1952, the first grand total of 

intercepts wasl l\The first sort reduced the tctal toj I and the 

second tol lwe have\!10t b~en a.b~.e to\.obtair. the ultimate number of 

these .... l __ ___.ltexts which werefinally t!·a.~.:::lated a.~d dissemi~ated to the 

consumers, but applyi:rJ.g\th.e general average made avaEable -to us it was 
I . 
substantially less thanl l\The :rei;na.i~.der\\f!; th.el I messages would 

) . . . 

not be destroyed but, as ~eve indicat~d~ wculd be reta~ed O'nd filed. 

Valuable as Russi.a..~ plli.L~. text is,the physical plant a~d the staff. 

req~1ire~jt? produce it are eno.r rno1.!.S whe:r. ~ompa:r\ed to tht: p!"·oblem. cf. 

handlin{ encrypted traffic. . At the sa.me time, p!ait. text is classed as ~rtho
dox conlmu.nications intell.igenr::e and is given\the same setu'!"ity treatment. 

. . 

It may well be that this .common g:r"l:pi!~g is s.e.r·ic-u.sly impedf~g the progress 

of both our cryptanalytic pro.gr-am td..l.td the mosteflici.ent utilization of plain 

text as well. The argument can. be m&.d~, ~s it ha$ f():r\ SE?veral year·s past in 

U. S. COMINT circles, that p1'8in text .should be dc:·W~-g±aded to TOP SECRET 
· . • . . (bl 11 I 
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or at least segregated from crypta:2.alytic COMINT .material .under a separate 

code word of equally high classification, thus i~suJ.ating the knowledge of our 

crypta.~alytic activities from the la~·ge number o.~ L11telligence analysts re-

quired to work exclusively o~ plit.i'.: text. 

Before we turn to the fin;:. l steps of the actual dissemination to con-

s·umers of the COMINT product and the use th'ey make of it, something should 
. . 

be said of the so-called "beachheads". at AFSA. These are groups of intelli-

1 gence analysts and liri.ison personnel stationed a.t AFSA by the six consumers: 

ONI, G--2, AFSS, State, CIA a...'1d the FBI. Whi!.e va.;ybg C0:'.1.Siderably from 

consumer to consume~, the main pu:-po.se cf t~e be;;...~hhead.s is to study com-

munications intelliger-ce i.n its u~pub!ished state bcLli fo.! the .sa.ke c.:f. speed and 

for reduction where possible cf t_t_.e q11<:;.ntity C·f !i:'.'.ished COMINT tc ·be dis

/ 
seminated. The beachheads c:;.l.so se::ve as a va!.u4b!e device whereby con-

sumers and users of COMINT car.:. keep a.b~ea:;t o·f each c.t"'.e:r c:c..d "G11derstand 

more completely the requirements o::l tw.i..e ha1",d d.~'.ld the cr::pabilities o••-)he 

other. The beachhead .. principle is nat e:'.lti:te~y withnut its cppone;ts, ·f o~ever. 
The beachheads are physically withi!.'. the AFSA c.ompcll!,_d; they have tun access 

to all levels of the AFSA operatian; yet they ar-e :r.:ot under AFSA control. "It 

has been suggested with much force that beachhead personr.el shculd be, fer 

the sake of efficient management, under the opera.tioD.a.l cc·~t tol of AFSA pro·-

duction chiefs, even though they con.tirm.e, as now, to ir.:flue:nce AFSA's effort 
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in the direction which individual customers desire. 

Dissemination and Use of. Processed. Traffic 

To complete the picture of how the present CO.MINT organization 

operates we next come to the arrangements f Qr disseminating processed 

traffic. to the intelligence consumers, and the methods employed by the con-

sumers in pro~ucing intelligence from this traffic. Any reorganization of our 
. 

COMINT efforts should be based on an understa.11ding of how the pro~essed 

traffic is supplied to the intelligence agencies and used by them. A know!-

edge of the methods of the L'ltelligence agencies is also an essential element 
. : 

in considering the adequacy of present COMINT secl!.rity p::oced,.!res, dis-

cussed at a later point in this Part IV, and the merits of the "CONSIDO" 

·debate.* 

It will be recalled t~at the six consumer agenci.es each have sov~reign 

powers over the inte::-nal administration and operation cf their COMINT activ-

ities, recognized and coii.!irm.ed by paragraph 10 of the USCIB charter. The 
, J • . . 

· methods and habits of the si:/t consumer agencies in evaluating the bulk .COMINT 

that they receive and in disJeminating the · res~itant intelligence are thus 

allowed to vary cons~derably, and they do. Some of the differences stem from 
. . . 

basic divergencies i~ the intelligen~e requirements of particulaz- agencies, 

but whatever the reasons, the differences exist1 and it is the ref ore necessary 

* See the Committee's observatior..s on the CONSIPO p!'oblem, attached 
hereto as Exhibit I. · 
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to describe the ·procedure of each agency in turn, although a few general-

izations apply to all three of the military intelligence Services as a group. 

Military Intelligence 

The three military Services use the COMINT product as a major 

source of "tactical" orderrof-battle and operational ip.telligence . 

abo~'t.the .... l ___ ..... land Korean forces in: the field, and as the prin-

cip~ source of "strategic" intelligence on USSR order-of-battle 

and military intentions. Each Service concentrates on its opposite · 

enemy number, but keeps abreast of developments in all branches 

of the enemy forces under\ study. The COMINT needed for. tactical 

purposes is largely intercepted and processed by the Service inter.;. 

cept facilities in the combat theater, and immediate tactical intelli-. 

gen.ce is produced by the Service intelligence unit stationed ther'e. 

Both the theater-processed traffic and any resultant intelligence 

estimates are returned by each Service in the theater to its own · 
.I ·; • 

headquarters in the United States (as\well as to AFSA). On arriv'alf 

here, these estiinates are used by the S~rvice intelligence units to l · 
brief military and civilian officials on tactical developments in the 

theater,. as well as to produce additional intelligence (primarily · 

order--of-battle) which is of interest to the theater commanders and 

is transmitted back to them. 
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The COMINT needed for strategic intelligence on Sovlet order-

of·-·battle and Soviet intentions is processed mainly in the United States, 

either at AFSA or at the Air Force unit at Brooks Field, and the . 

resulting product is turned into u~eful intelligence by the .Service chief 

of intelligence or units under his command. Again, each Service 

concentrates primarily on its Soviet opp9site number. 

In Washington, the· three Services follow substantially the same 

procedures, with minor variations. Each of the three maintains a 

beachhead at AFSA not only to perform liaison functions, but also to 

produce intelligence from the bulk traffic delivered by AFSA. Each 

maint~ins its intelligence analysts at AFSA and prepares intelligence 

summaries there, thus avoiding the security risk involved in deliv-

ering bulk traffic outside the physical confinefo of AFSA's production 

center at Arlington Hali Station.* 

The Army and Air Force units at AFSA prepare only working 
. . . • i 

intelligence· papers which are edited, published ;A distributed among · 

i 

their top Washington commanders by the parent. f-2 or A-2 staffs ~n 

the Pentagon. G-2 in the Pentagon then cables important items to· the. 

Army field commands throughout the world, while in the Air Force 

* The Navy, however, sends a full set of AFSA's "take" to CINCPAC 
at Hawaii, where a separate intelligence ·staff maintains a complete 
and permane~t message file for Pacific naval operations . 
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this role is performed by the AFSS Command a~ Brooks Field in 

Texas, to which the Air Force beachhead at AFSA has recently been 

subordinated.* The Nayr Director of Intelligence, on the other hand, 

has delegated full COMIN'I'. responsibility to the ONI party (Y-1) at 

AFSA.· . Y ~-1 not only prepares intelligence summaries from CO MINT, 

but also edits and publishes the weekly Navy Special Intelligence Brief 

and other reports, and services Navy commands throughout the world 

with cables~ COMINT ~ummaries and urgent operational flashes as 

occasion requires. Army G-2 has also authorized its AFSA beach-

head to origin~te cables to the theater whenever the beachhead develops 

operational intelligence on the Korean. campaign. 

The production of intelligence at the AFSA beachhead serves 

military needs1in a number of ways. It is obviously the fastest method 

of developing operational intelligence and getting it back to the theater, 

in the frequent cases where hours and minutes count. The tricky nature 

of order-of-battle f n.mgence and of tactical military intelligence 

(particularly whe,, as in Kore~, we rely mainly on traffic analysis and 

I !places an enormous 

_premium on close working cooperation between the intelligence analysts, 

* AfSS, in turn, is subordinate to the Chief. of Staff rather than the 
. Assistant Chief of Staff, A-2. 1b1111 · 

(b)(3)-50 USC 403 
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traffic analysts, and crypta..'!alysts .... Each type of specialist ca.Tl and 

often does save the other from C!:itical mistakes. Working joL~tly, 

they are far .mo!'e e!f e::::.Uve t..lian whe::'! they work sepcil"ately. !i the 

intelligence ·analysts remaL'rled at a physieaily separate location, 

joint work of this sort would b_e fa:- less effective~ An.other important 

.advantage of the "beachhead" arrange~e;:it is that it not only facilitates 

co.operation between the Se:rvice grcu;p.s ar.d AFSA but has greatly 

improved caa.pe!"a.tion amo!!g the Se!vice groups themselves. Fin.ally, 

the physical co!lcenb:·e:..tion at AFSA~ :reducing as it dc·es the sb.ipme~t 
. . . . 

and storage o! !"iiW t:ra!.fi: th.!·cmghr. .. ut th~ c.ity, undoubtedly contributes .. . .. ..... ... • .. 

to the security c! the COMINT so11 ~Cee P~ . .r·t.ly beca.·:lse cf this concen-

tration,. the Services a::·e a.!so dJ?.e to .ha 14 dcwn the :'.!umber <l.f intelli

·~ence personnel cleared for· CO MINT.. Ea:.h Service ms.;."!ages with an 

AFSA b'eachhead a-f 100 O!.'"··les.:>~ ;:.:'.~d with :r!.o mo1r·e· tha."'.: abl)ut 300 to 

400 Cie· ·ed · te111·genr·"""·-p-r.d··,,-·•·,u pe""·~c.,.·~-e1 '"'r· dP .... Y withe· ch Se"<r"vice IL .ar in _ ·-r.. _""" ,_ ......... 0 ... ,:) ._. ___ ... '.J_ ..... L-, .... ,__ .a ...... ... - -· ' J . . -
in tlie Washingto:J. &.!'ea .. :· Oiily a sm~~i pe".:·ce::i.ta.ge t:!i the Service i.:."!.teHi-

gen.be staffs in Washir.gton ~e cle~:red fa:- .COMJNT (except that in 

fields such as S~viet o.rder · -of-b::-.tt.l.e, whe.: e COMJNT is virtually the 

only sou!'ce, the entire g.roup must nece,:;s:-~Ey be clea.:::·E.d tc dt!t 

effective wo1·k) .. 
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State Department ·intelligence 

The State Department does not carry on any part Qf its intell.igence

producing function at AFSA, a_r1d limits its beachhead to liaison duties. 

The processed traffic moves in built (in up to eight copies, depending 

on the class of material i:p.volved) to the Department's Special Projects 

. Staff (SPS)," located across the street from the Department's main building. 

Here a small staff of iess than 40, with the longest continuous COMINT 

) experience possessed by the intelligence producers cf a.11y agency ~xcept 

) 

) 

) 

the Navy, further clarifies and develops the processed material for 
;=:.~-~:...-. -: . ..::7.,. . 

intelligence use. Items of. general interest are edited and published in 

the daily Diplomatic Summary, circulated to a limited numbe1 of top 

Department officials and to the other principal COMINT .consumers 

. in the Government.1 including the President. Messages of limited 

interest are personal~y delivered to the Departmer!t cfficer" concerned 
~· . 

by the SPS area intelligence specialist, who explains any COMINT 

f eia.tures of the item that require caution or elaboration, remains while 

the officer reads, and then brings the item back to the protected area. 

Some 100-odd Department officers are served in this way i weekly or 

/ 

·' 

~ftener as requi~ed •. Urgent items, such as! ____________ ........... 

. delivered to SPS and passed on immediately by SPS to the proper 
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Department .offi.cer. Important items. are also cabled via Ar.my channels 

to a few .. Embassies abroad .... I _____________ ..... ~ where.' 

~dequate safeguards exist. 

Central lntelligence Agency 

(bl 11 I 
OGA 

The Central. Intelligence· 4'gency. likewise conducts the production ·of 
. . 

intelligence in its own buildings, situated, like the State Department, at. 

a. considerable dist~ce from Arlington Hall. CIA is th~._ _____ ___, 

________ __.and the most prolific producer of intelligence reports 

based on this source. It requires deliv_ery from.AFSA of as. ma.11y as ten 

or fifteen copies of most types of traffic. ,___ ____________ ___. 

.__ _____ __.Fd it turns. out by Jar the largest number of intelligence 

reports, of all security classifi.}ations, of a.riy governm~ntal i!ltelligence 

agency. The Committee has not attempted to evaluate the efficacy· of 

the exploitation methods used by .CIA or any of the other consumers. 

The CIA has ;+Ii.6~ber of special responsibilities w~icj C.O'MJ.NT 

helps it to discl}i~e: · it produces ''national intelligence'' Jased on 

material prepared by the specialized or function~l inteEigence agencies; 

it briefsthe President on "national intelligence" of both current and 

long,.range nature; it is ~}?.e major produ~er ·of economic and scientific 

~ntelligence about the Soviet UniQn; 
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Federal Bureau of Investigation 

) 
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Alerting Top Officials 
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Something should be said of the existing m~chinery whereby COMINT 

messages of crucial importance are· immediately furnished to topmost officials 
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of the Executive Branch.- The Pearl Harbor investigation shed_ a hard and 

relentless lig:Q.t on the necessity for such machinery, and for keeping it in 

perfect working order. At prese.nt, there are several ways whereby urgent 

-COMINT items can be carried to ·officials of Cabinet rank and, through them 
. ' 

or directly, to the White House, but the primary channel is that which is at 

the disposal of the Director of Central Intelligence. He has, by statutory. 
. . 

. right, access to the -Preside~t, but also, on the other hand, he has by virtue of 

his specialized intelligence responsibilities a place at the production echelon 

in the intelligence councils per se. He is therefore in a position to pick up 

• an urgent COMINT item from source, judge its importance, and to hand it 

without intermediary to the Chief ·Executive. The. other COMINT consumers 

have, of course, eventual access to the White House through their respective 

Secretaries. 
I 

Careful arrangements exist within the :CIA for the notification at any hour 

of the twenty-four of the Director and his Assistant for Current Intelligence 

in th~ event that a COMINT item of high priority has been received. The _, 

- ~~ -

TOP SECRET SUEDE 

(b) (1) 
(b) (3) 

OGA 

. I . 
;/ 



DOCID: 3201737 ·rep SECRET SUEDE. 
)--~~~~~~----~~~~~--

) 

(b) (1) 

(b) (3) 
OGA 

There is, of course; always the possibility that some significant message 

) will be fatally missed or delayed because of the l~rge volume of material 

handled. But, granted this .fundamental w~akne~,s in the COMrnT alerting 

mechanism (in which characteristic it is no different from any other) there is 

the more disturbing fact that the COMINT mechanism suffers from indeci-
) •I 

siveness. Because it 

The DCI's channel, described above, is the best one, and seems to have 

been evolved partly in a spirit of cooperation inasmuch as the other intelli-

· gence chiefs can participate in its operation; bu"t, as is so often the case in 
(bl 11 I 
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interdepartmental arrangements, its efficiency is mitigated ·by that.unyielding 

sense of sovereignty which characterizes each department and agency, and . . . 

which consciously provides loopholes for_ drawing off the strength of such 

- arrangements. The method of alerting th~ highest authorities concerning 

crucial COMINT items is one which,. above all others, should be free of all 

possible evasion and duplication; but it is not. It is suggested that an early 

. act of any revitalized COMINT Board that may result from this present inquiry 

) would advisedly be a review of the existing machinery with the purpose of 

evolving a single, unchallenged alerting technique that would place re$pon-

sibility squarely upon one authority· for notification of the President, the Chief 

of. Staff, the Secretary of State, the Secretary of Defense, and his three services 

L. Secretaries. 

Cryptography ) 

There is another aspect of the present communications intelligence organ-

ization which has not been hitherto mentioned in this part of the Report, namely, 

cryptographic activitie.s. These· ar

0

k tonfined to the construction, the checking, 

and the distribution of the Nation•( own Code and cipher systems. While. . ·. 

cryptography is of its~lf an advanc~d, complicated, and -important.science, it 

has not been beset by rivalry and strife to nearly the same degree as has the 

cryptanalytic effort; for this reason, the cryptographic picture is a relatively 

serene one. The inevitable relationship between cryptography ··and cryptanalysis 
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(for the. combination of which. two activities the. speciaLall-embxacing syn-

thetic word "cryptology" .has been.coined) has long.been· recognized.. The 

security and .the. efficiency of our own ciphers are. to. a large extent revealed 

by the insecurity of .the ciphers of other .go~_er.nments. .Any insufficiencies 

or breaches in our· own cryptographic systems might well beco~ known 
.. 

first through cryptanalytic activities,. and the testing of our own systems, 

which is carried oil continuously, is so closely related in nature to the basic 

) principles of cryptanalysis .per se as to make it advisable that cryptographers 

) 

have access at all times to cryptanalysts and the results of their work. 

When AFSA was created, the :-~-~yptogr~p~-i~activities of both Army and 

Navy were transferred by the ~ervices to AFSA. At the time, the Air Force 

had no independent cryptographic unit o~ its own, and no such unit has since 

been created. The. State Department and other government agencies had. 

already adopted the practice of relying. upon the Military Services for crypto-

graphic s,ervice and they have continued to rely upo·n AFSA. ·As a result, 
_, I . . . 

true unification and centralization of this Government's cryptographic activ-

ities wJls ~chieved by the creation of AFSA~ So f~ as the Commit~e has 

been able to determine, our cryptographic activities have been performed 

efficiently by AFSA without significant jurisdictional conflict, and without any. 

·of the various unfortunate consequences which the Services have often pre-
' 

dieted would follow from a unification of other phases of our COMINT operations. ~ 
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Security 

The consideration of the. cryptographic aspect of cryptologic activities 

brings into focus the numerous problems of security which plague and are 

-inherent in the COMINT world by its very nature. The delicacy of COMINT 

as a source of intelligence, and also, inversely, the· reason for its unique 
. . . 

value, is .the ability of the target to deny th~ source to us as soon as its 

. accessibility to us is suspected. There is at all times a balance to be main-

) tained between the security ~f the source, which is vital if communications 

intellig·ence is to continue, and the application of COMINT as an instrument 

of national action vts-a"".vis the target nations, without which COMINT would 

cease to have any useful meaning. 

) Two principles of COMINT security have grown up and become basic, 

) 

) 

nameiy: (1) the principle of the "need-to-know"' whereby it is decided 

whether or not a prospective recipient has the right of access to a given 

cate.gory of COMINT; and (2) the compartmentation principle, whereby those. 

whose need-to-know has been established are kept from developing any 

knowledge of other aspects of communications intelligence which lie beyond 

the province of their speCi3;1 responsibility or activity. The .purpose of 

compartmentation is primarily to localize the dangers and effects of com-

promise. The maintenance of this balance lies at the very root of the cqMINT 

security problem. It becomes _particularly difficult as -the size of the COMINT 
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world increases·.· COMINT security was relatively simple in the days when 

the total number of people with established need-to-know a_.mounted to no more 

.. than 200 or 300; but, with the growth of importance of COMINT as a source ·· 
- . 

of national intelligence and with the increasing complexity of the cryptana":" 

.. lytic effort whereby COMlliT is p~roduced, that number has grown from the 

few hundreds to some 40,000, (including the consum·er agenc.ies). And in 

spite ot tlie two principles mentioned above, it must be taken for granted that 

indoctrination, even though dissemination be conipartmentalized and restricted 

to the narrowest scope, involves full knowledge of the existence of the com-
. . . 

munications intelligence endeavor and peripheral knowledge of the general 

means and techniques of its production. Thus, it can be seen that people 
. . . 

engaged in the COMINT effort, whether their positions within that effort be 

humble or exalted, are all by definition possessed with inforll}ation of a most 

sensitive nature. This necessitates, in turn, that every member of the COMINT. 

world be screened before indoctrination and be periodically scrutinized there

after. Enormous problems Of investigation .and clearance are· untJoidably 

brought into play as th~ res~lt pf this aspect of C?MINT securityr 

At present, COMINT security is the sovereign province cf each -COMINT 

agency, so far as concerns that agency's own practices and personn_el. There 

is a USCIB Se~urity Committee at which the sovereign agencies meet and 

negotiate agreement on general ~ecurity standards, but the application of 
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these standards within each agency is for the agency itself to determine. Even 

the original clearance of COMINT personnel is handled by different investi

gators in each agency, and the FBI, which for a time carried--alarge share of 

the general burden, has recently ceased screening AFSA's own personnel, 

because of the pressure of other duties. As a result~ one of the most sensi-. . 

tive agencies .of the Government, AFSA, has lost the services of our most 

professional screening organization. 

) Among the unfortunate results of the sovereignty enjoyed by each COMINT 

agency over its own security affairs is the tendency of each COMINT agency 

to suspect and criticize the security practices· prevailing in other agencies, 

without being able to learn the true facts or do anything about them. The. 
) . 

. Committee has been struck by the frequency with which representatives of 

·particular COMINT agencies have pointed.Ito poor security practices in other 

COMINT agencies, practically on a round-robin o·r pot and kettle basis. AFSA 

) worries over the security practices of the consµmer agencies, the· c_onsumer 

: agencies worry about AFSA and about each o~r·; yet so far as the Committee 

has been able to determine, no COMINT agen~, and no individual in the COM

·INT world, has sufficient information about security practices outside his own 

iJ?mediate field of COMINT activity to f~rm a sound opinion one way. or the 

other. 

A good examp~e of. this weakness of the present system is the reaction 
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·of the various .COMIN.T agenciesj ,...,,...--___,,.-__.,.I 
L..I __________ ____, ___________ ____.\ before AFSA/ 

was created, .. but. r.elating to security .. practices which .the c~eation of AFSA 

did not disturb. 
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It also seems worlh noting that the uscm Board considered. the problem 

and made the following 

recommendations: 
(I 

· (c) The following counter measures are required: 
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(2) A thorough review of present dissemination lists and dis
semination practices, by each of the "consumer agencies with 
a view to insuring that: 

a. The "need -to ·know" principle is rigitj.ly adhered to. 

b. That the producing agencies are required to furnish only 
those COMINT items which the application of the ''need

. to-know" principle reveals are actually required by a 
consumer agency. 

c. Only the minimum number of copies of individual COMINT 
items essential to the accomplishment of the dissemination 
program be requested from the producing agencies, and .I 

d. Proper measures for handling, custody and stowage are 
being pracficed. ·-: 

So far. as the Committee .has been able to learn, very little h~s been done by 

USCJB to carry out these recommendations. The gene·ral tenor of the testi

mony before the Committee was..ihat, in the opinion of each witness, security 

practices in his own agency are excellent but th,.at security practices in other 
. . 

branches of the U.S. COMINT effort are poor, with no observation of any 

improvement .... I ____ ...... r The Committee is unable to express an opinion on 

the accuracy of these statements, but it is convinced that under our present 
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form of COMINT org~ization, no one COMINT official has acquired, or has 

the aut~ority or ability. to acquire, sufficient information about actual security 

practices in all agencies to reach any sound conclusions on this subject. 

·• 

J 

• 
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The first four parts of this Report do not purport to be a complete 

summary· of all of the evidence presented to the. Committee, .or of the numerous 

and varying op~ions which have been received from-the witnesses listed in 

· ·Exhibit B and from other individuals with whom members of the Committee 

.and its staff have held informal discussions. On the other hand, they are more 
.. . ' 

extensive than would -have been necessary if -the Committee had limited its 

report to specific replies to the two main questions submitted to it. In order 

to put itself in a.position to answer these questions, however, it was essential 
. . 

for th~ Committee to acquire the background information which these four 

parts contain, and it was decided that, since the material had been collected, 

it might be equally helpful to the o~ficials to whom the Report is addressed 

to have this same background. 
' j . 

Our conclusions are necessarily matters of opinion and judgment, based 

on the evidence we have received. They hav·e been arrived at unanimously. 

In addition to those submitteld in response to the two main questions raised 

in our directive, we ha~e k~d cedii.in others of an aD.cillary nature on three 

or four. other subjects neclssarlly encountered in the course of our survey. 

We have not, however,. attempted to extend the survey to include consideration 

of the efficiency of the expenditure of funds used in the overall co:MINT effort, . 

nor to evaluate the methods or machinery used by the various departments 

and agencies in utilizing -th.~ ~0MlN1 information currently being made 
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available to them, as these subjects .are completely outside our terms of 

refer,ence •... 

The Importance of Communications Intelligence. 

Iri. our directive .. oL28.December 19.~l.we .. were .asked.first to consider 

"the legitimate Communications.~Intelligence needs .. of each governmental de-

partment and agency for the production of .. depar.tmental .intelligence, and of the 

Director of Central Intelligence for the production of .national intelligence.,, Our 

reply to this question is in large part contained. in the material set forth in Part 
• •• ~ I- • •• -· 

n and in pages 89-102 of Part IV.' .The Committee can advise without qualification 
,..- --~ 

that communications intelligence h~ been in the past, and still.is, .of .vital im-

~ portance to the Government. There was a tendency on. the part ·of certam wit-

nesses from the three Services to .. emphasize th~t-!~_P:I"imarY_:ll.nportanGe __ is ____ . __ 
---··--·-··· . -· ... - ·····----

"military", and that the .. primary justificatiC?n for our great_ COMIN.T effort should 

be to furnish the three Services with.in.telligence which is n~~es$_ar.y_in_co.u.n=--------------
1) ~ection with the conduct.Of a war aiid iii preparing to meet attack'if-·awar starts. 

( 

When one considers the fact that/in the past most of the spectacular examples 

of its ~~~cess have been directly connected with our military effort, this ~~e~--~:·-. . . . 

. not surprising. On·~e other hand, there is no question in the Committee's ~in~t 

. that at this stage of our country's history,.communications intelligence is. also of 
-------------

primary importance to the .successful operations of. certain of the. civilian. agenci~s 
-·-·-·-·-·· - . -. ··-· .... -····.-· ··------· ......... ·-··-·····-···. .. ··-· ···-----··-····· ··-

particularly the State Depar~ment, the __ Central Intelli_gence Agency and the Federal 

) - 111 -

· TOP SECRET SUEDE 



----···-----·---·- -·----·---

DOCID: 3201737 , 

) 

Bureau of I.nvestigation. These civilian agencies today play a vital part in 
. . 

the national security of the United States, and. it is apparent to us that COMINT 

_has an essential part in our entire effort to protect tha.t secl,lrity and not only 

in that large part of the effort which is the dir_e.ct responsibility of the Military __ 

-
Services. This principle should govern our COMINT organization to a greater . 

----------·-·--·-- - ... ······· ... - .. ··-··---· ··--·-----·---·-··· 

extent in the future than it has in the past. 
- -·-····.::.~_.-:..:..··:....· _;.__ ______ ~----'--------''--------------· ···-······ 

·.~:,;.Information obtained througll COM;INT is of importance in a number of 

ways, but it is not too much of an oversimplification to divide its importance 

into two main categories. ·'Fhe first of these relates to the direct support of - "" 

our military u1_1its in the field through communications intelligence pertaining 

to order-of-battle, movements. of the enemy, enemy plans and intentions, and so 

. forth. The second includes the longer-range military information, a..11d intel- !..-

- . 
ligence relating to diplomatic, political, economic and scientific matters. 

While the two interlock, the former is unquestionably of primary importance 

to the Services and is indispensable to them. The latter is of importance to 

the Services and the civilian agencies alike. The two-fold characteristic of 

the finished product is the source of one of the. difficulties in the organization 

of a central communicatio.ns intelligence effort. The difficulty is compounded 

by the.fact that, although it is possible to separate to the extent indicated the 

use of the finished product, it is not at all possjble to segregate to an equal 

extent the functions of collecting .and processing the material which is the 
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source of the information •. Some_iDfo.r.matian .. in .. the .. fir.s.t. category ·can be 
---·-·---- 00 0 0 --···- - ·-- 0 0 N 0 0 0 0 Oo 0 ·--·---·--····--··--·-····------··--·-- ·- -·· 000 ----···· 

obtained directly at a.forward .interce.pt station. Other such.informati9n, very 

grobably of even greater importance, can be obtained. only by compiling at 
. . 

AFSA.itself all the bits and pieces derived from aU <";=OMINT sources, and by 

-
using the complicated cryptanalytic machinery located at AFSA. This is but 

one of the faetors that leads us to the conclusion that COMrnT is a national re-
··----·:------···· ··-·· -- --· . . . 

· · sponsibility (as distinct from the responsibility of any. particular Service, de
~ 

partment or agency) and that as a consequence the activity must be so ma.llaged 

·and organized as to exploit all available intelligence :re·sources in the partici-

pating departme~ts and agencies in order to obtaL'l the optimum results for 

---· each and for the Government-as a whole. --··-
x_::dur ~~nclusions as to the importance of the COMINT ~£.fort are not weak-

... . ) 

ened by. the fac~~ 

(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

I If a.TJ. active and 
---~~~~~~~~~~~~~~~~~~~~~~~~----' 
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Because our enemies are today much better 

. . ) informed, perhaps because of our own disclosures, of the importance of com-
.. 

munications intelligence to this Government, we may never see a return of 

the great ·successes and victories attributable to COMINT during the course 
~ 

of World War II •. Nevertheless, the art is one which will be of such impor- \ 
. . ' 

) tance to the defense of our country in the foreseeable Iuture that we must 

maintain our efforts aggressively and efficiently so that (1) we may employ 
.I 

) 

) 

this source of intelligence during the present critical period and (2) we wi~l 

have in existence a skilled organiZatio~ that can furnish the communications 

intelligence that will be of even gr,eat~~ .importance· in the event of a general 
// . ,, 

:: • Organization of CommunicationJ fatelligence Activities 

The second of the two general subjects which our Committee was re-

quested to survey r~latesto the organization of the Government's communi

cations intelligence activities. This organizat_ional problem has been· by far 

the most difficult part of the Comm~tt~e's assignment. 
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The 1949 reorganization and the creation of AFSA was a compromise. 

It did not bri;ng into. one organization. all of the functions which at the time . 

were being periormed separately by the Army and the Navy and which the - . . . 
Air Force was beglnn.ing to put into operation for itse]J. The two previous 

~-

COMIN.T ·organizations were each vertically organized, each largely self-

sufficient, and each relied on "coordl'lation" and "liaison" for reduction of · 
. . . 

duplication. Since 1949 we have had _four COMINT organizati~ns; besides AFSA 

). itself, each of the three Services has its own, ASA (Army), CSA (Navy ):1 AFSS 

(Air .. ~orce). As explained in Parts m and IV of this Repo.rt, each of these 

three is independent,· each is subje~t to the command control of its partic-

ular Service and performs certain functions for that Service, and each col-, 
) 

lects COMINT traffic and furnishes it to AFSA, receiving in return finished 

~ateri~ from AFSA. Each of the Service units processes certain categories 

of the material which it collects; and distributes the results both downward 

) to its own field commands and upward to AFSA. AFSA is dependent on the 
, J • . 

Service lfts for all of i~s direct interception of COMINT .1 ..... ______ ____, 

___________________ __.Fd on Service communications 

agencies for all of it~ communication channels. However, none of the three 

) 

. .. -·-····· --~. 
.---·--···· --··--· ... 

Service units is subject to AFSA control, except for the intercept positions 

_placed under AFSA's "operational direction". by \negotiated agreements, and 

AFSA has no power to ·compel _elim~ation of duplication between them, or to 
. (bl 11 I 
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I 
·restrain them from engaging in activities that could better be centralized in 

AF_SA itself, or to observe interception priorities established by AFSA. . t 

) 

(\..\, . . . . 

·.'.·:.:::Stated as baldly as this, it may appear that the creation of AFSA :was 

a step backward. As a practical matter, however, it w·as pre!erable to the 

only two alternatives that were considered at the time. 

'f.. The first of thes'e would have been the cr~ation or continuance of a 

complete COMINT organization for each oft.he three Services, and con-

ceivably a fourth to serve ·the civilian agencies. Obviously this would have 

been ridiculous duplication, and undesii-3.ble for many reasons in addition to 

th~ extravagant ·expense that would have been involved. Although at the time ~ 

) such separate setups were urged by the Navy and the Air Force, the Com

mittee has been told that today none of the Services or agencies would re-

) 

) 

commend this plan. 

!. 

;•.The second alternative would have been to· conc-entrate in AFSA all COM-

INT. activities, top to bottom, of all the Services and civilian agencies. This 

in general is the plan that has been utilized successfully by the British Gov-

ernment for a number of years. Ninety-.five perc_ent of the intercept ca:pa-
). ';:>-' .. 

bility of the British· effort is under the control of. S€neral Communica~ions 

Headquarters (GCHQ), which heads up to the Foreign· Office. GCHQ does not 
. . 

fo~ow the policy of disseminating its total product. in bulk to all cf its con-

sumers, but processes the raw material and distributes a relatively finished-
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COMINT_product in accordance with its general knowledge of the needs of 

the given consumer and the ·detailed advice of liaison officers from the con-

_ suming agencies. The personnel engaged in the entire effort~ even at the· 
.. 

intercept stations in the field, are for the most part civilian. The British 

Services have long accepted and cooperated wi.th this type of organization, 

which in their case has apparently proved successful.* 

Centralization to this extent_ would not be practical in the case of the 

United States at this time. As has been explained at length in earlier parts 

of this Report, our organizations for CO MINT in the field·· are.I....._ ____ _ 

,___ _____________ __.fanned and operated by the three Service 

COMINT units. In addition, the essential communications networks are inte-
. . 

gral parts of the military organizations. While as indicated below we believe 
. . ) 

that AFSA should be given authority to determine the scope of the activity of 

these Service units, and to control them .in ce.rtain other respects, we w~uld 

) l ::~~i;e: as to rec:~~n~ ~h-at they be incorporated org~~i.z~~~onr~=-~~~ '. 
Although we feel that the organization created in 1949 was preferable to 

) 

these ~ternativej we have concluded, on the basis of all the testimony presented· 

* The Committee obtained helpful .and interesting testimony from the leading 
British expert in the COMINT field, Sir Edward Tr.avis (Director, Govern-~ 

· ment Communications Headquarters), .who made a special trip to the United 
States in response to the Committee's invitation, and also from General 
Kenneth· Strong (Director, Joint lntel~igence Bur.eau). 

TOP 

. . 

.. 117 -
(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

SUEDE 



DO'"CID: 3201737 
TSPSECRET SUEDE 

) 

to us, that the experience of the past two years has de1µonstrated that the 

1949 reorganization should be regarded as a first step, and th~t a point has 

- now been reached which makes it .essential to carry it further. We believe 

that a more effective centralization of certain of the CO MINT activities, 

brought about by a strengthening of AF~A itself and an increase l.n it~ authority 

ove;r the Service COMINT units} will increase its effectiveness and correct 

deficiencies which have become apparent since 1949. Before turning to the 

organizational changes that we w_ish to suggest, it is appropriate to enumerate 

certain of the reasons which prompt them. ·-· 

1. The COMINT effort of the Government today has too many of 

th~ aspects of a loose combination of the previous military organi-

zations and too few of a true unification of the COMINT activities of 
.I 

all the intere.sted departments and agencies. This. is easily understood· 

when one considers the historical development, b:ut does not justify 

.the co'.,,.tinuation of the present setup. It is l)Ot 71). suited in this 

intensely specialized field to the elimination of'duplications, the 

intense concentration ·of available funds and thJflexible assignment 

of resources to· the solution of a .problem that must be treated as a 

whole. AFSA must be the keystone. The success or failure of the 

national effort depends on AFSA's strengtl) or weakness. And today 

its success· is of vi~al importance to every department an.d agency 
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participating in the national defense •. 

2. .In theory the Joint. Chiefs of . .Staff .. exercise: direction over AFSA. 

In ,practice this dir.ection is taken .over.almost entirely by their agency I " 

AFSAC, _which is .an inter service committee acting under. the rule of 

·unanimity. Its members devote much of their time in frustrating . · 

detail to safeguarding individual Service autonomies. The Director of 

AFSA is obliged to spend much of his energy oµ cajolery, negotiation 

and compromise in an atmosphere of interser'Vice competition. He has 
I 

no degree o~ c~ntrol, except by making use of such techniques, over. the 

three COMINT units operated by the Services. .In fact, he is under the 

control of the three Service units, through their. repre8!1'ntatian on AFSAC. 

His only appeal is .to the same .three Services sitting as the Joint Chiefs 

of Staff. 
.I 

3. These difficulties have .not been ~orrected by USCIB. As shown 

in so1:11e detail in ~artr. of this Repor~, its charter powers are vague 

and its jurisdiction i~flimited, .and it has itself no .authority. to exercise 

policy direction or cJµ.trol. Despite this, the. Committee feels that, if 

·uscm had from it.s inception be.en IID.re aggres:5ive. and alert, it could 

have made its weight felt in bringing about. needed reform.s. 

4. Inside AFSA itself the organization reflects the comments made. 

above. By direction of the 19int ~hief s the Director has a two-year term, 
,. . 
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and the position is rotated among the Services. . He is required to 

have a deputy from each Service. There is inadequate attention to 

the development of career officers and inadequate opportunity for 

that advancement of civ~lians which is necessary to the buildi.rig up 

of a strong and perma..71ent civilian staff. The increasing complexity 

of the task before AFSA. demands the continuity which will restilt if . -

·more of its key personnel are career experts. 

5. The evidence shows that as a result of all these factors, AFSA 

-has had a high turnover of personnel, has lost too many valuable 

men, and its general morale has been low. Presumably these are 

' among the conditions that pr.empted the appointment of this Committee. 

The Committ~e found no evidence that they are due to the lack of 
) 

effort of the present Director or of his predecessor. The major 

difficulties stem from the current organizational structure. L,ack 
• I 

of s,uccE7ki;; in certain important fields is undoubtedly_ due in pa~t 

to the .f xtreme difficulty of the problems that exist today as com

pared iith those of World War II, but qualified witnesses have con-

vinced the Committee that there is sufficient hope of their eventual 
. . . ~ ... 

solution to justify a major effort to correct the situation we have 

described. This effort will not be effective without a. further reor-

.v' ganization of the COMINT cStructure. 
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Our recommendations on the subject of organization logically fall into 

three categories: (1) the organization below the AFSA level; (2) the organi

-zation within AFSA itself; and (3) the organization above the AFSA level._ 

Recommendations as to changes in. the orga..11ization below the AFSA level. 

The Committee suspect~ that the present" ASA, CSA and AFSS have grown 

to greater proportions, and have assumed mor_~ autonomous functicm~, tha..'l 

was intended by Secretary Johnson's 1949 directive which created AFSA. It 

is hard to avo~d the conclusion that the three Services, i~stead of exerting 

themselves to the greatest extent i;fossible· to bring about a maximum unifi-

cation of COMINT activities in a strong AFSA, have put their emphasis on 

developing thei!" own COMINT units at least to the limit permitted by the Sec-

retary's directive and have relegated a minimum of fUI!.ctions of common con-

cern to an AFSA organization that.for all practical purposes was kept subject 

to their joint control. We believe that in order best to exploit the available 

resources in all departments and agencies, t~ obtain the proper coordination 

of ~he three Service units into the _national COMINT structure, and to insure 

the elimination of unnecessary duplication, it is essential that AFSA be given 

a substantial degree of authority over those three organizations. At present 

the Director can theoretically exercise cont!'ol by obtaining acticn through 

the Joint Chiefs of Staff, which in practice means persuading AFSAC -·- really 

the three Services themselves -- to take. the action he desi!'es. This is not 

effective. 
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With very few exceptions, all of the witnesses who appeared befo!"e the 

Committee agreed that the authority .and power of the -Director of AFSA shoul9 

- be increased. This was true whether the parti~ular individual came from one 

of the Services1 or one of the interested civilia!l agencies, OI: .AFSA itself. 

The only difference bore on the extent to wI:iich this in.;:-ease should go. 

) . 

· We recommend that th~ mission of AFSA .. should be defined by Presi

dential Memora..11dum (referred to more spe,~ifica!!y below), which should state 

that its. function is to provide effective unified organization. and control of the 

CO MINT activities of the Government coziducted ~ainst foreign governmentsi1 

as these activities are defined i~ Public Law 513, and to provide for integrated 

) operational policies and procedures pertaining thereto. This memora.Tldum 
. . 

should provide thatj subject to the top policy cc~trol described below,
1 
the 

Direc_tor of AFSA is responsible for accomplishL11g. the mission of AFSA, a.nd · 

that for this purp.ose all COMINT. collection and technical processing resources 

of the United States are placed under his oper3.tional control and technica~ · 

·control.· This authority should not, however, affect the responsibility of ither . 
. . . .. 

agencies a..11d departments in respect ·of the evaluation and dissemination of 

the COMINT product received by each of them from AFSA, and their synthesis · 

of that product with information available to them from other sources •. 

To the extent feasible and in consona.."lee with the aims of maximum over

all efficiency, economy, and effectiv~ness, the Director 
1~l:lould centralize or . . /. . 
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consolidate the performance of COMINT functions. for which he is responsible. 

Although the Presidential Memorandum should make ~t clear that the Director 

has the authority to control all collection and processing of COMINT, it should 

also provide that where necessary for close support of forces in the field, 

operational control of GOMlNT activities necessary for such support are to be 

deieg.ated by the Director, during such periods and for such tasks. as are deter-

mined by him, to the approJ1riate unit. 

) There should be direct access and direct communication between the Direc-

tor and any Government COMINT activity. The Director should be authorized 

to obtain such information and materials pertaining thereto as may be required 

by him. 

)· . The memorandum should further provide that the Director shall exercise 
. . 

such administrative control over COMlli'P activities as he finds essential to 

the effective performance of his mission. Otherwise, administrative control 

of personnel and facilities will remain with the; departments and agencies pro-
) J ) • 

vidirig them. f 
. Jf the authority of AFSA and its Directorl.is expanded in the manner above 

·recommended, we will still have other units besides AFSA engaged in COMINT 

collecting and processing activities, but only to the extent that the Director 

·.·determines that such separate operations should, in the overall national 

interest, be separately conducted. We appreciate that this will involve draw.-

) 
ing a line between the powers to be employed by any one of the Services or a 
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field commander and the functional di.!-ector in Washington. However,· the ' 

problem is by no means a new one· in the Armed Services, a."'ld it has been 
I . 

_ solved· in other f ields1 although any such solution ~ecessarily involves sincere 

and intellig~nt cooperation between the command.ers involved. . . 

. Recommendations as to organization within AFSA itself. 

The Committee received much testimony from both military and civilian 

·sources very· critical of the situation that exists. today within the AFSA organ-

i.zatio:n. This criticism was directed against the present orga.11izational struc-

ture of -AFSA and-not agaL"'lst the capability o::- efficiency of any individual 

occupying a r~sponsible position. 

1- At p:resent the directorship of AFSA is rotated amo!.l.g the Services, each 

incumbent holdL11g the position for two yea!'s. There wru; not.a-Single individ-
. .I 

ual whom the Committee questioned. on this point who.did not exp:t·ess the 

opinion that this term was too sho!t. Re.comme!ldations val'"ied from three~ 

years to an indefinite ,or 'jc~eer" period~ . E.veryone agreed that under the 

present setup it took a y/ar for the Dil"ector to get his feet under him and 

that he rea~]!! o!'.ly becJe well trained to i;>erform his difficult ;ask shortly· 

before his term of office expired. The Committee recommends strongly that 

AFSA shquld be administered by a director with a substa.."ltially longer term 

of office. 

T.tie witnesses differed in their ~pinion as to wh~ther the director should 
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be an officer or a civilian. These differences.by no means followed the 

status of the particular witnesses; one of our senior generals stated flatly 

_that he should be a civilian,. and some other officers said that they did not 

thi~ it made great difference· whether he was a civilian or not. Th~ majority, 
~ 

both military and civilia.'fl,. expressed the stron:g view that, rightly or wrongly, 

a civilian would have a harder road, ~'ld greater difficulties to· ove:rcome, · 

unless by cha...'lce he was a reti.r-ed officer with good military experience behind 

him. This question would of course depend in a.'ly· particular case on the 

particular personality involved. The p:!"imary qualificaticn which should deter-

mine the selection of the directol" is comi:>etence, and the thoroughly competent 

individual may be found in ar:.y field nf endeavc!". Nevertheless, O!l bala..qce, 

. the Co~mittee feels. that _initially_the position should be held by a career 

military officer on active or reactivated duty status, enjoying at least three-. . 

star rank durir.g the period of his i~cumbency. He should be appointed pre-

ferably for a term of 6 years, but not less than 4 years. .ll, as things develop, 

it should ultimately appear that a civilian could better qualify fer the position, 

it is strongly recommended that no sense of tradition or vested military 

interest be allowed to sta..Tld in the way cf his appointment. If the director is 

an officer, he should have as his dep\;ty a..£._~e~;- civilia.."l.. The Director should 
I"':".-···· 

be designated by the President on the nomi:r..at~cn of the_ S-ec.retary of Defense. ../ 

Below the directorate .level, se:'.'lio~-:- positio~s should be filled by L11divid-

uals, whether officer or civilian~ who have a cru·eer interest in the field of 
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communications intelligence. We do not believe that these positions should 

be limited to civilians, because we are impressed by the testimony given by 

-many witnesses as to the itnporta.11ce of familiarizing the Service organi

zations in the field with AFSA organization and operations by rotating officers 

from AFSA into field positions and . then bac~ again. Also~ the long experience 

. of several Navy of~ic~rs is ~ne of the great as.~ets of the activity today. On -- ... --·---···-

the other hand:t it would be a majo:r mistake to liinit the senior positions to 

officers, because it is of the greatest importance to encourage civili~"'lS to 

make careers in the COMINT field by clear demonstration that senior 

positions will be available to them if their talents merit.promotions. 

We have been disturbed _by the testimony as to the high rate of tu!"nover 

among AFSA employees~ This has bee!l a tremendous ha.'ldicap to the building 

up of an efficient organization, as well as a serious h~ard from the point of 

·view of security. One cause, emphasized by informed witnesses, appear~ to 

/ 

be that many of the civilian employees believe that no matter how long they ·' 

work nor how expert they become, the top positions in the divisions will gen

erally be filled by officer personnel cf less experience and trainizi..g than they. 

Another factor during the past year was undoubtedly the decision (sub-

sequently -cancelled) to move the entire AFSA establishment to Fort Knox • .,... __ _ 
~ To produce CO MINT material requires as. high a pref e.ssional skill as 

any other applied sci~nce, a.t"1d p~:haps cryptanalysis a.11d intelligence based 
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on cryptanalysis require longer training and experience than most 

other scientific fields. The COMINT agencies .today· are in poor 

position to compete for the people they need. They cannot off er 

comparable salaries; they ·cannot give the tangible rewards of 

public service such as the recognition of the community; they 
' . 

cannot off er the opportunity to acquire a skill usable in private 

life. We are not only not attracting capable young people in the 

numbers that are needed, but we are losin·g many that we have had 

in the past. Apparently there are only ten or fifteen top flight 

cryptanalysts left at Arlington Hall out of the much larger number 

who were in the COMINT effort during the War. In this connection, 
.I 

none of the so-called super-grades flas been allocated to AFSA. ·Only 

under the present Director was application for such grades made; 

it is understood that the pending application is stalled today because 
.I I • 

all authorized super-grades ·have been allocated elsew~re in the 

Government. . [_ 

The Committee cannot venture to prescribe methods of solving 

thes~ personnel problems, except to emphasize what has been. said as 
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to .the importance of making careers in the Agency attractive and 

to recommend that a study should be made as to the desirability 

of increasing -salaries paid to the key. individu~~. On the military . 
side, a corresponding study should be initiated on the question of 

1 • 
i . 

i 

extending to the Army and to the Air .Force the policy now in force , . 

in the Navy of making communications intelligence a career assign-; 

ment, and of recognizing its importance by promotions to general 

or flag rank for those who achieve success in the field. 
. . 

The Committee also adopts the recommend~tion ·made to it_ 

by SCAG (the Scientific Gommunications Advisory Group refer.red 

to more fully below) that the Director should have a civilian chief 

technical _assistant who wou_ld have '¥1der him all research and 

development in the cryptanalytic field. 
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This research work requir~s the employment of expert career men to an even 

greater extent than other AFSA departments. 

The Director should proyide for increased participation by represent-

atives of each of the agencies eligible to receive COMINT in those offices 

of AFSA where priorities of int~rcept and crypt analysis ar~ finally det_ermined. 

Recommendations as to orga:nization above the AFSA level 

The changes that should be made in the organization above the AFSA level 
. . 

present the single most difficult question that the Committee ha.s encountered. 

As has been explained in detail, AFSA is now under the Joint Chiefs of Staff. 

The Joint Chiefs as a body pay little direct attention to the orga..'lization and 

I leave its supervision almost entirely to their agent, AFSAC. Control of AFSA 

) 

is thus under thijee bosses (the three Services represented in AF SAC), whose 

principal eriergies and loyalties are elsewhere, and to make matters worse, 

three bosses who must act by unanimous agreement. 

The Committee Jelieves. that this situation i~ highly undesirable and that 

it is responsible fo1 many of the handicaps under which AFSA.is noW operating. 

It also means that AFSA has been, for all practical purposes supject only to 

military control and policy guidance. It is true that uscm exists, and that 

on it there are representatives of the State Department, CIA, and the FBI, as 

well as of the· three Services. However, USCIB's actual powers, as pointed 
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o_ut in ,,Part m of this Report, are exceedillgly limited. 
./ 

' 
.···wear~ more concerned over the fact that the present top level control 

of AFSA is i~ a three .. headed group, each member of which often has in mind 

the interests of his own Service, than by the fact that the group is military. 

Although it is our opinion that the 1949 experiment whereby AFSA was placed 

. under the Joint Chiefs of Staff should be terminated, we would not ·adopt the 

plan urged on us by some witnesses that, following the British precedent, it 

should be placed directly under a civilian agency, such as the C.entral Intelli-

gence Agency. We reach this conclusion not so much on the theory that the 

/ 

COMINT product is more important to the Services than to the civilia.."l agencies ... 
as because (1) the Services are practically the sole collectors and trans:-

~itters of the raw intercepted material, and (2) the product is used to so 

important an extent in combat activities in time of war as to dictate the desir-

·.ability of preserving lines of command through established· defense chan.."lels. 

We ilve received no convincing evidence that .it is necessary _to put AFSA out

sidi_ the Defense establishmen~ in order to assure tha~ the needs of civilian 

agencies ·are properly taken care of. 

H there were a Chief of Staff of the armed· forces of the United States, 

the Committee might well have recommended placing AFSA under his juris-

diction. But there is no· such position.· We also eXplored the possibility of 

putting AFSA directly unde~. the Chairman of the Joint Chiefs of Staff, but 
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after discussion with the present incumbent of that office, we have been 

convinc~d that the arrangement would not be workable. 

· We have concluded that the problem should be resolved by the issua.."l"lce . . . 

of a Presidential memorandum designating the Department of Defense as the 

eX.~~~tive agent of the Government for the production and dissemination of 

COMINT for the benefit of the Services and the civilian agencies and depart-
. . . .. 

ments and for the production, security and distribution of our own codes and 

cipher systemso This memorandum should further provide that the Department 

of Defense as such. executive agent will be directly under and responsible to 

a Spec.ial Committee of the National Security Council for CO MINT, which 
I ' 

I 
Special Committee should consist of the Secretary of Defense and the Secretary 

of State, and the President as circumstances may require.* The memorandum 

should instruct this· Special Committee to prepare and issue implementing 

directives setting forth: (1) the terms of reference for the Secretary of Defense 

which will provide that the Director of AFSA shall report directly to him and 

which will define the mission of AFSA and the specific responsibilities cf the 

Director of AFSA as outlined in the preceding subsections of this Part V, a."ld 

(2) a charter for a reorganized USCID (to which reorganized Board we here-

after refer for -convenience as the COMINT Board) replacing NSCID No. 9, 

* We are informed that in connection with matters pertaining to atomic energy, 
the National Security Council operates through a similar Special Committee 
consiSting only o! those members of the NSC who have primary interest in 
that particular subject.· It would seem that this precedent ca.~ be satisfac
torily followed in this case. 

J 
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reconstituting the Board as a body acting for and under the Special Committee, 

and. prescribing the Board's composition, general functions and responsibilities 
. /.l 

- in the COMINT· field. This will involve the abolition of AFSAC. ,.··' · . . ./ 

The following principles should apply to the jurisdiction of the COMINT 

Board as so reconstituted: 

a. The COMINT Board shall be composed of the Director of Central 

Intelligence, who shall be the Chairman of the Board, a representative 

of the Secretary of Defense, a representative of the Secretary of State, 

the Director of the Armed Forces Security Agency, the Chairman of 

·the Joint Intelligence Committee.of the Joint Chiefs of Staff and a repre-

sentative o~ the Director of the Federal Bureau of Investigation. 

b. The Board shall have a staff headed by a full time; civilian 

executive secretary designated by a majority of the Board. 

c. It shall be the duty of the Board to advise and make recom

mendations to the Secret~ry of Defense in accordance with th~ fol

lowing procedure with respect to ~Y-~llt~er relating to com~uni
cations intelligence which falls within the jurisdiction of the Director 

of AFSA: 

(1) The Director of AFSA shall make reports from time to 

time to the Board, either orally or in writing. as the Board may 

request, and shall bring to the attention of the Board, either in 
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such reports or otherwis~, any new major policies or programs . 

i,n advance of their adoption by -~im. In ~ddition, he shall furnish 

t~ the Board such information as the Board may request with 

respect to the operations of AFSA. 

(2) The Board shall reach its decisions by a majority of not 

less than four· members. Each member of the Board shall be 

entitled to one vote. 

(3) In the event that the Board votes and reaches a decision, 

any dissenting member of the Board may appeal from such 

decision within 7 days to the Special Committee. In the event 

that the Board votes but fails to reach a majority decision, a.11.y 

member of the Board may also appeal within 7 days to the Special 
.I 

Committee. ·in either event the Special Committe·e shall review 

the matter and its determination thereon shall be final. 

: (4) If any matt~r i~j~.oted on by the Board but (a) no decision 

is reached and any m/mber files an appeal, or (b) a deci~ion is 

reached in which the lepresentative of the Secretary of Defense 

does not concur and. the representative of the Secretary of Defense 

files an appeal, no action shall be taken with respect to the subject 

matter until the appeal is decided, provided that, if the Secretary 

of Defense determines, after consultation with the Secretary of 
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State, that the subje_ct matter_ presents a -problem of an emergency 

nature and req~ires immediate action, his decision shall govern pend-

ing the result of. the appeal. In such an emergency situation the appeal 

may be taken directly to the President. 

(5) Recommendations of the Board adopted in accordance with the 

foregoing procedure shall .be binding on the Secretary of Defense. 

Except on matters which have been voted !?n by the Board, the Director 

of AFSA shall discharge his responsibilities in accordance with his 

own judgment subject to the direction of the Secretary of Defense. 

e. It shall also be the duty of the Board as to matters not falling within 

the ju:ri~diction_ of AFSA: (1) to coordinate the communications intelligence 

activities of all departments and agencies authorized by Presidential Memo-

randum to participate therein; {2} to initiate, to formulate policies concerni~g, 
) . 

and to supervise all arrangements with foreign governments in the field of 

communicat~ons intelligence; and (3) to consider and make recommendations 

·conce~~i~g·/b9licies ·relating to communications inteliigence of common interest' 

to the depfrtments and agencies including security standards and practices, 

and, for tihs purpose,. to investigate and study the standards and praCtices of 

such departments and agencies in utilizing and protecting COMINT information •. 

Any recommendation of the Board with respect to the matters described in 

this paragraph e. shall be binding on all departments or agencies of the 

Government if it is adopted by the unanimous vote of the men1!Jers of the 
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Board~ · Recommendations approved by a majority, but not 

all, of the members of the Board shall be transmitted by 
. . 

it to the Special Committee for such action as the Special 

Committee may see fit to take. 

While it is believed that the above proposal is less com-

plicated than the strutture which now exists above AFSA, it is 

) realized that it is more involved than one .would desire. However, 

. some· complication is made necessary by two controlling but 

somewhat conflicting factors: (1) all of the interested Services 

and agencies should have a voice in determining AFSA policies 

·and giving it guidance, and (2) in order to strengthen AFSA and 

make it a viable organization, it is necessar·y that for adminis-

trative purposes it be placed under a single Government depart-

ment. The somewhat involved machinery for appeals to the Special 

Committee has been dictated as a result of our strong belief that 

the unanimity rule which now hampers uscm should be eliminated 

for the new COMINT Board in matters pertaining to AFSA. We are 

- 134 -

TOP SECRET SUEDE 

I 
I 
I 

I . 



DOCID: 3201737 TOP ·sECRET SUEDE 
)" 

) 

) 

) 

hopeful that this machinery will seldom be used, and that its 

mere existe~ce will stimulate harmonious action. Of course, 

no machinery will work satisfactorily unless the several 
. . 

Services, departments ana agencies bend every effort to coop-

erate in the common cause. It is imperative that iack of such 

cooperation be never allowed_ to weaken or dissipate our COMINT 

activities. · 

_The Comm~ttee has ventured to prepare a draft Presiden

tial Memorandum (annexed as Exhibit K) designed to carry into. 

effect the major organizational cha..11ges which are recommended 
. . 

above. Although the preparation of such a memorandum is a 
J 

technical· matter and doubtless involves problems with which the 

Committee is not familiar, we submit the draft partiy because 

it will further clarify the Committee's recommendations and 
.' 

partly because it may be of assistance, if you approve those 

recommendations, in putting them into effect. We point out, 

however, that _the memorandum does not cover all of the recom-

mendations contained in this Report. 

< 
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The foregoing conclusions and recommendations are the Committee's. 

reply to the speci!ic questions included i~ our Directive. In the course of 

our _survey, we have encountered a number of ancillary issues raised by 

-
various witnesses in addition to those discussed above. Examination of those 

additional issues has been relev~t to the conclusions and reco~mendations, 

but we believe that their proper solution should be left for the revised CO MINT 

Board. Brief ·discussions of t-hree or four of them at this point, however, may 

serve to further support and illustrate the necessity for the reorganization 

recommended above, and record for the benefit of the new COMINT command 

the results of our investigation of those problems which should be of early 

concern in the work of the new organization. 

The Security of Communications Intelligence 

The current security measures and probl~ms in the COMINT field have 

been discussed in Part IV. Suffice it to record here several basic principles 

and conclusions. The success of our COMINT effort has varied in the past, 
. . ··; 

and will undoubtedly vary in the future, in direct p/oi>ortion to the effective-

ness of the security measures taken to protect it.[ During World War II our 

great successes were possible _only because our enemies had little if any 

knowledge of what we were doing or the degree o~ our accomplishments •. Our 

successes are smaller and fewer today, despite great adva..~ces in the art of 

cryptanalysis, partly becau~e ~ese security measures have been o~ occasion 
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intentionally abandoned (as in the case of the Pearl Harbor investigation) 

or not adequately protected. 

We must assume that. the Soviet Government is fully aware of the fact 

that we are striving to bre.ak its codes and read its messages. We have from 

time to time in the past made no secret of the fact that we have been active 

in this field.:i and furthermore, the 40,000-odd· individuals (including the con-

sumer agen~ies) eng;iged in the COM.INT effort from all walks of life, and 
. ~ . 

the high rate of turnover, create$ a serious security risk. But this does not 

mean that security precautions can be eliminated; constant coordinated effort 

must be made to improve security. To· be sure, we carmot keep from other 

governments the knowledge that we are in the busL11ess of trying to read their 

mail. We can, however, keep. from them the extent of our effort and the success 

that we are having at any particular time. H by chance we sh.ould be so success-

ful as to break some new code, there must be in existence effectively working 

security measures which will reduce to an absolute minimum the possibility 

that that fact will be discloSed./ • . . 

· At present. each of the tbr~~ Services and three civilian agencies making 
. - . 

use of communications intelligence, and the Armed Forces Security Agency 

itself, individually handles security matters pertaining to its own personnel. 

Each agency is supposed to follow general rules laid down by the USCIB Se-

curity Committee, but e~c_h agency ~s free to apply these general rules to 
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concrete cases as it sees fit, without any supervision or checkup whatever. 

The Committee has not attempted to make a survey of the precautions which 

each of these groups is taking, .and ev.en if. it were able to do so, it would not 

feel qualified to express an opinion as to their sufficiency. It does appear 

. to us that the. number of individuals "cleared" for the use of communications 

ii:itelligence (as distinct from .its collection and processing) is too large. 

A second problem called to our attention has been the too widespread 

distribution of the AFSA product, in terms both of needless circulation of 

useless messages and of UIUlecessary multiplication of required copies of 

each message. This. difficulty at least in part is inherent in the present 

system of intelligence processing outside the control of AFSA, which is.com-

mented on below • 
.I 

While the Committee cannot attempt to lay down rules on the subject of 

security, it believes that the entire subject ·merits careful study and action 

~Y a Jentral organization such as· the new COMINT Board. · . 

The eyptanalytic Effort 

.. . ~have seen that at the present time AFSA's efforts in certain impor-

tant parts of the cryptanalytic field have not been cro'Yned with success, to . 
say the. least. The subject is s·o_ sensitive that, if the Secretary of State and 
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the Secretary of Defense wish qi.ore detailed information on it, we w~uld 

·pref er to arrange to furnish it to them orally. However, we would .submit 
A • 

-in this Report our observations as to some of the possible causes. 

The Committee had the benefit of an extensive ccPierence· with top 

cryptanalysts in AFSA and also ~ith seven of the ~embers of tne sg.ietififi~ . 
Comm~~ns Advisory Group (SCAG). T

0

his latter group has be.en appotnted 
. ..:§/ . . • .. 

by the Director of AFSA from among the leading civilian industrial experts 

in the field of the development and construction of the intensely complicated 

machinery which is today the backbone of the cryptanalytic effort. (The · 

names and titles of these individuals appea!" in the list cf witnesses annexed' 

as Exhibit B). The Committee has also studied a.Tid discussed.with the senior 

cryptanalytic consultant to the DiTector of AFSA a recent report made by SCAG 

to the Director· on this subjec~ It is the opinion of the experts that there is . . . 

reasonable hope of greater success, p~ovided a greater and more efficient 

) effort is made. This means the employment cf a larger number of highly 

skilled personnel, and the expenditure of additional funds for machines. It 

also would require the development within AFSA, under civilian direction, of 

) 

a strong research and development group. 
·"" 
Greater ~ivilianization1 according to SCAG, is absolutely necessary in 

that branch of AFSA which is charged with the C<?P-duct of t~chnical research. 

Many scientists and mathematicians in recent years have felt the appeal of 
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the importance and mystery of the COMINT effort, only to draw away upon 

developing closer contact because they have felt it impossible or frustrating 

(whether r.ightly or wrongly makes little difference) to work within the mili

tary. hierarchy. It is SCAG's contention that AFSA ~as, because of difficulties 

in contract relations and errors of judgment, so injured its reputation in 

. scientific circles as to make both companies and individuals somewhat wary 
. 

of doing business with it. The contention is based upon an ~lleged lack of 

rapport between the military and the civilian, particularly in the field of abstract 

s~ience an~ its appurtenances. There is probably much to be said on both sides, 

but civilianization of COMINT's more abstruse technical activities would pro-

bably do much to provide a remedy. 

In such a highly technical field the Committee can do no more than record 
. I 

these responsible opinions furnished to it. It is entirely possible that the re-

stilts of a better organized effort will be negative, but if th_ey were only in 

part successful, they would produce information of much greater importance 

than we are now obtaining. through the exp~nditure of much larger ~oJts· on 

the more orthodox sources. ·. l_ . 

There was some ev.idence that the day-in and day-out demands for COMINT 

information which we can now obtain have been so great as to compel the AFSA 

authorities to turn their energies in that direction, and to deter them from 
. . . 

assigning more personnel to ~e longer-range cryptanalytical problems which 
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) at best will not pay dividends for some time. T~e division of labor between 

these two fields, will, of course, always be a matter of judgment, and there 

could.be no more important subject for continuing consideration by a top 

level group such as the COMINT Board which we have recommended. 
. . 

The Size and Expense. of the COMINT Effort 

The Committee has furnished in the body of its Report a rough estimate 

of. the number of individuals employed in our overall COMINT effort (approx-. -

t imately 32,5~0) and the overall expense (approximately·""""' ------.----

I I These figures do not include the manpower. and expenses of the con-

sumer agencies. As indicated in Part IV, these figures, particularly the 

dollar cost, are necessarily very general estimates because of the difficulty 

, of making accurate determinations with respect to those engaged in the field. 

AFSA itself employs approximately 7.500 people, and its estimated direct cost 
/ 

runs at present at about I l1eaving aside AFSA's share 

of indirect costs such as communications charge~. 
1 

The Committee was in no way .equipped and mdne. no attempt to consider 

whether any part of this expenditure c:io~'.~ be redf e4 without materially af ~ 
fecting the product, and in fact this subjectfell completely outside our Direc-

tive. However, we hav·e been impressed by the fact\ that the sums involved 

- l"iU -

(bl 11 I 
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are very large, and that because of security factors they are necessarily not 
. . . . 

subject to any of the checks and balances that operate as effective controls 

Jn other Government departm.ents a.nd agencies, or to the ·restrai~ing -influence 

of Congressional investigations or ·public opinion. We must look to AFSA 

itself and to the three Services to insure that all expenditures are handle~ on 

as an efficient and an e·conomical basis as is possible. This is a further. com-

. pelling reason for insuring that A~SA management be stable, ~trong and highly 

~ 
responsible, and that there be a COMINT Beard which has sufficient authority 

. . 

and ability to exercise a strong guiding hand in major policy matters. 

) 

. I • 
, / :..; 

. _(/' 

) 
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SiCUBITY INFOR:MA'f!ON 

) 
TS #62899 

28 December 1951 

Dear Sirs: 

The President on December 13,-1951, directed the Secretary of State and 
the Secretary of Defense, assisted by the Director of Central Int~lligence, to 
have the Communications Intelligence activities' of the Government surveyed, 
with the view of recommending any corrective measures that '1'!2Y be required to 
insure the most secure and effective conduc't of such activities. 

You are hereby appointed as a Co:c:Imittee to ma.~e a survey as hereinafter 
}described and submit to the Secretary of State and ihe Secretary of Defense 
proposed recommendations for their consideration. 

·rn order to assist us in carrying out the directive of the President, it 
is desired that your Committee consider the following: 

a. The legitil:la.te CoI!II!lunications Intelligence needs of each 
governmental department and agency for the productio~ of departmental 
intelligence,. and of the Director of Central Intelligence for the. 
production of national intelligence. Your Cocnittee's consideration 
of such needs shall not be narrowly interpreted and shall incl'2:9-e 1 

without limitation, any and all aspects of the interception, transmission 
processing and production of useable Communications Intelligence infon:la.tion. 

. b. The allocation of responsibilities and authorities respecting 
Communications Intelligence activities that should be made to insure· 
that such needs are satisfied most effectively, giving due regard to) 
the requirements o:f' security. Your Com:nittee' s consideration of] t".1s • 
question shall include, without limitation-, the extent to which • 
responsibility for, a...'1.d authority .over, the interception e..n.d 
processing of Co:m:n.unications Intelligence infor:nation, or any oth l 
aspect o.f such activities, n1ay and should be assigned for performance 
as a service of common concern, and to which department or agency 
such assignment should be ma.de. 

Your Committee nay establish such methods of pr·ocedure, consistent with 
~xisting CoI:'II.D.unications Intel1igence security reGUlut1on~as it may deem fit. 
rour Committee is authorized to employ such staff as it nw.y requir~, and you 
DAY apply to the Director of Central Intelligence for the clearance and indoc
crination of such persons not presently cleared o.nd indoctrinated for Special 
rntelligence as may be required to assist your Cowal ttee. 
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Your Committee is hereby authorized to request a11 departments and aeencies 
conducting Communications Intelligence activities for the Government to make 
available.to your Committee and its staf:f any end all persons and papers :from 
which information relevant to the above-described survey can be obtained. 

/s/ Robert A. Lovett 
Robert A. Lovett 

Secretary of De:f ense 

' 
Mr. George Brownell · 
Mr. Cbar1es :Bohlen 

) 

·' ) 

( 

Brig. General Jobn Magruder., Retired 
~1r. Wi11ia.m H. Jackson . 

•• ? 

TOP'SE€RET 
Si:C:UlUTY IMFOBMl.a:TlON 

/s/ Dean G. Acheson 
Dean G. ~cheson 

Secretary o:f State 
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LIST OF PERSONS INTERVIEWED 
BY BROWNELL COMMITTEE 

AND DATES INTERVIEWED 

Andrews, James D., Chief, Policy and Liaison Staff, Office of Current 
Intelligence, Central Intelligence Agency, 18 January 1952 

Armstrong, W. Park, Jr., Special Assistant, Intelligence, Department 
of State, 5 January and 11 April 1952 · 

Becker» Loftus ... Deputy Director (Intelligence), Central Intelligence 
Agency, 9 February 1952 

Belmont)! Alan H., Assistant Director of the Domestic Intelligence 
Division, Federal Bureau of Investigation, 16 Feb1·u.ary 1952 

Bernier, Colonel Donald, Operations Officer, Army Security 
Agency, 16 Feb:("uary 1952 

Bolling, Major General Alexander R.,· Assistant Chief of Staff, G-2, 
U. S. A:~my, ? February 1952 · 

Bradley, General of the ·Army Omar N., Chairman of the Joint Chiefs
of Staff, 11 April 1952 

Cabell, Major General Charles P., USAF, Director, The Joint 
.Staff, 24 January 19_52. 

Canine, Major General Ralph J., Directori Armed Forces Security 
Agency, 5 January and 22 February 1952 

- Chadwell, Dr. H. Marshall, Assistant Director for Scientific 
Intelligence, Central Intelligence Agency, lfj January 1952 

Clark, Ralph L., Deputy Assistant Director for Scientific Intelligence, 
Central Intelligence Age~cy, 18 January 1952 

Clarke, Brigadier General Carter W ., Osaka, Japan, formerly Chief 
of Army Security Agency, and Deputy G-2, U. S! Army . 
8 March 1952 

Collins~ Charles P., Senior Staff Officer, Office of Current Intelli
gence, Central Intelligence Agency, 18 January .1952 

Davitt, Colonel William J., USAF, 24 Janua!'y 1952 
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Donchez, S. 1., Chief, Spe~ial Support Division,,Office of..Current 
Intelligence, Central Intelligence Agency~ 2 February 1952 

. . . . ~, . . 
Douglass, Kingman, Assistant Dire-:~tor for Current Intelligence, 

Central lnte~ligence· ,Agency, 11 Janua1-y a.11d 18 Ja.11uary 1952 . .· 

Duff.11 Majo::r' General Robinson E., Chief o! Army Security Agency, 
16 February 1952 

Engstrom, Howard T., Engineering Resear_~h Associates, {The 
Special Commvnh;ations · Adviso::-y Group), 8 February 1952 

Friedman, Wm. F ., Consultant to the Director of the Armed Forces 
Security Agency, 22 February a_r1d 4 April 1952 

· Goulett, Captain W. B. 1 USN, Acting Directo:- of Naval Communi
cations, 24 January 1952 

-v,..-Holtwick,. Captain 1. S., .Jr., USN, Office .of_ Operations, AFSA-02, 
' 11 January 19·52 

<. 
Howard, John H.ii Burroughs Add!r:.g Machine Co.j {The Special {sc AG\ 

Communications Advisory Group) 8 Febf~ary 1952 · · / 

Johnson, Rear Admiral Felix L., USN:.1 Director of Nav·a1 
Intelligence, 24 Ja..'luary l952 

Johnson, Colonel Hugh, Chief of Staff,_ A1 my Sec~rity Agency, 
16 February 1952 · /! 

I 
Keay, Victor P ., Chief of the Liaison Sectiqn, ]federal Bureau of 

Investigation, 16 February 1952 

Leva.., Marx, formerly Assistant Secretary of Def,~nse for Legal 
and Legislative Affairs, 29 February 1952 

Lynn1 Brigadier General Roy H., Commanding Gene!'a! of Air 
· For-ce Sej:.:urity Service, 15 February 1952 

V Mason.., Captain Redfield, USN, fo::·mex·ly head of AFSA-02, 
4 April 1952 
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Me Mahan, Knight, Chief, Intelligence Staff, Office of Current 
Intelligence, ~entral Intelligence Agency, 18 January 1952 

M~Narney,-_Gene}:·al Joseph T., Offi-~e of the Secretary of Defense, 
24 January 1952 · 

- . 
McPhe;r-son, John C.1 International Business Machines, {The Special 

Communications Adviso~~'Y Group) 8 February 1952 

Millikan, Dr. Max, Assistant Di::-e~tor for ResearcP. and Reports, 
Central Intelligence Agen..;y, 18 January 1952 · · 

Packru:-d, R. F •1 Special Projects Staff, Depa!'tment of State, 
5 January a..nd 11 April 1952 

Polyzoides, T. A., Special Projects Staff, Department of State, 
5 Janu~:-y and 11 April 1952 

Potter~, Ralph K., Bell Telephone Labo!·atcries, (The Special Communi
cations Advisory Group) 8 February 1952 

/ Robertson, H. P ., Weapons Systems Evaluation Group~ (The Special 
CommunL"~ations Advisory Group) 8 February 1952 

~/ Row~ett, Frank B., formerly Techni. :al Director of the A~:-med For,::es 
· ~e,,;urity Agency, AFSA .. 02, 9 February and 15 February 1952 

·' Sa~drd, Major General Jchn A., Directo:o.· of Intelligence, U. S. 
,'.Air Force·, 9 February 1952 

SJith, General Walter B., U. S. Army; Director of Central lnfolli·· 
gence, 2 Feb7~·uary 1952 

Speakman:1 Edwin A., Research and Development Boa.I·d, (The Special 
CommunL;atioris Advisory GToup) 8 February 1952 

Travis, Sh· Edward, K.C.M.G., Db:-e:;;tor of the British Communi
u;ations Intelligence effort,. (Ge!te:: al Communications Hqs.) 
4 April 1952 G.p u ' r 
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Weckeli"ling, Brigadier General John, ·neputy Assistant Chief of 
Staff, G 0 2, U. S. Army, 2 February 1952 

- .i Wenger, Rear Admiral J. N., USN, Deputy Directo:: of the Armed 
For<i:;es Security Agency, 8 Ma~~·~µ 1952 

. . 
(Prepared 14 ApJril 1952) 
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NATIONAL SECURITY cmmcIL INTELLIGEN'CE DIRECTIVE NO. 9 

COMM1JNICATIOHS llr!'ELLIGENCE 

Pur.suant to the provisions of Section 101 and Section.102 of the National 
'Security Act of 1947, as amended, the National Security Council hereby authorizes 
Jld directs tbat: 

) 

) 

~p. . . 

1. Tb.ere is hereby established under th.e National Security Council 
the United States Communications Ir~telligence Board (hereinafter referred 

·to as the "Board") to effect the authoritative coordination of COID!!l.U-lli
cations _Intelligenc~ activities of the Government and to advise the Director 
of Central Intelligence in those nvi.tters in the field o:f Communications 
Intelligence for which he is responsible. 

2. The Board will be composed of not to exceed t·wo members from each of 
the following departrr.ents or agencies: The· Depart.ments cf' State, the A...-my, the 
Uavy, and the Air Force, ~d the Cent.ra.l Intelligence Agency, and the Federal 
Bureau of Investigation. OIJ.ly those depa.rtments or agencies designa-:ed by 
the President axe authorized to engage in.Corr..TD.unications Intelligence activities. 

3. The Boe.rd members vill ·oe vested with authority to represent their 
respective departments or agencies iil the field of· Communications Intelligence 
and each member department or agency will be represented a.t ee.ch meeting by at 
lea.st one member, or al.term!te, wit.h the necessary powers to act. 

/( 

4. Decisions of' the Board will be based on the principle of una.n:imity, 
which shall be a prerequisite for ma.tters within the purview of the Board, 
except that the Cbai:r.na.n shall be elected by majority vote. When decision 
cannot be re<:3.ched, the Eoa!'"d will promptly refer the m.;itter f'or ::-esolution to 
the National Security Council; pr·ovid.ed th..::i.t, whe:1 unanimity is not obtained 
among the military department he.o,di: o'f' the Dep;:;.:r·tment o!" Def'ense., the Board 
shall present tb.e problem to the Secr .. et;e.r·y of l)efE:!lse beforP preser..ting it 

I 
l 

to the National Security Cou.Tl.cil. 

5. Decisions e.nd policies p?"cmulgated by the Boe.rd within the scope of 
its jurisdiction sbill be applicable to all departments and agencies rerre
sented on or subordinate to the Na.tional $ecur·ity Council and ·any others 
designated by the President, &.nd. shall be implemented by those departments 
a...~d agencies of which action is requi.I'ed. 

- 1 - . 
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j 6. The special natm-e of Communicationb Intellig.ence activities requires 
_that they be treated in all ·respects as being outside the framework of other or 
;general intelligence activities~ Or-de!'s, directives, policies, or recommendations 
~of' any authority of' the Executive Branch relating to the collection, production, . 

secUPity, handling, dissemination, er utilization of intelligence, a:nd/or classified 
-~·1Etteria1, shall not be app1icab1e to Cor:::munications Inte11.igence activities, un1ess 

J.:;pecif'ically so stated and issued by competent depa..rlme-ntal or agency authority 
represented on the Board • 

.J · 7. The Boa.rd shall act for the National Security Council to insure :proper and 
fu11 implementation of Council directives by issuing such supplementary directives as 
. :a.y be required. , Such implementi!!g directives in vhich the Board concurs unanimously 

.;.:>hall be issued to and implemented by the member depa."t""t::nents and agencies. When 
iis~greement arises in the Board upon such directive, the prcposed directive, together 

··;-:.h ·statement of non-concurrence, sha11 be :forward.ed :to the National Security Council. 
-.-.tr decision as provided in paragraph 4. . 

8. other National Security Council Intelligence Directives to the Director of 
... _::entral :;rntelligence ··&.Iia related implementing directives issued by the Director of 
r:entral Intelligence shall be construed as non-applica.":>le to Com!!lunications Intelli
:ence ac·tivities- under the authority of pa!"agaph 6 e.bove, unless the !iations.l Security 

~!ouncil has made its directive specifi~ally applicable to Corrn:;iunications Intelligence. 

) 9. The Board will per:fo:rm such functions" as may be required to accOI:lplish its 
-..iojective set forth in paragraph 1 above, and in the exercise of responsibilities 
_a.~d authority delegated to it by the Nation~l Security Council in this directive. 

10. The Board sh.all leave the internal ad!!lini:st:r·at.ion ·and. operation of Co:::im.uni
~ations Intell.igence activities to the member departments or agencies • 

. -.. 11. All currently ef'f'ective decisionsy policies, C:.!ld operating arrangements of 
).: Board a.nd its predecessors, the Army-Navy Cc:r::x;:m.m~c9.tions Intfr.lligence Boa-rd, 

-~d the State-Anny-Navy Communications Intelligence Bos.rd, as pteviously constituted~ 
-hich are not in conflict vi.th this directive. will re~in in f'ull force and effect 

,;unless changed· by subsequent decisicns of the -.Boa~".'d. t 
12. Definitions. For purposes of ·t.his d.irective the folioW'ing definitions apply: 

a. "Foreign co:::mn.unications" include all. telecommunications a.nd related 
materials (except Foreign Press and Propaganda. Broa.dcasts) of the government 

( - 2 -
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a:nd/or their nationals or of any military, air, or naval force, faction, 
party, department, agency, or bureau of a foreign country, or of ~"1.Y person 
or persons acting or purporting to act therefor; they sha11 include all 
other telecommunications and related I!!a.terial of, to, and .from a foreign 
country which may contain information of military, politicel, scientific or 

-economic value. 

b. "Communications Intelligence" is intelligence produced by the 
study-of foreign coill!llUilications._ Intell~gence based in vhole or in part 
on Communications Intelligence sources shall be·considered Communications 
Intelligence as pertains to the authority and responsibility of the United 
States Communications Intelligence Board. 

c ._ "Communications Intelligence Activities" comprise all processes 
involved in the col.l.ection, t·or intelligence purposes, of foreign communi
cations, the production of information from such.communications, the 
dissemination of that information, and the control of the protection of 
that inf"ormation and the security of its sources. 

j 

·' 
') 
i 
I_ 
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SECURI'i'Y lNYOftMATION 

) !IJOP GEeffB'f (FOR MR. DEWEY'S EYES ONLY) 

2~ . September, 1944 

My Dear Governor: 

·I am -writing you Without the knwledge of any other person except Admiral. 
King (who concurs) because ve are approaching a grave dilemma in the JlOli tical 
.reactions of Congress regarding PeJll'l Harbor. 

Wha:~ I have· to tell you below is of such. a high1y secret nature that I :feel 
compe11ed to ask you either to accept it on the basis of your not communicating 
its .conteDts to any other person and returning this letter or not reading any 
fi.lrther and returning the letter to. the bearer. 

; I should have preferred to tal.k to you in person. but .r could not devise a 
mEJthod that would not be subject to press and radio reactions as to why the Chief 
of Staff of the Army would be seeking an interview vith you at this particular 
moment. Therefore, I have turned to the method of· this letter, to be delivered 
by hand to you by Col. Carter Clarke who has charge of the most secret docU!llents 
of the War an~ Navy Departments. · 

In brief, the military dilem!!la resulting from Congressional political battles 
~ of the :political campaign is this: 

The mos·t vital evidence in the Pearl Harbor matter· consists of our intercepts 
o'f the Japanese diplo:ca.tic com:nunicatio!).S. Over a period of years our cryptograph 
people analyzed. the character of the machine the· Japanese are using for encoding 
their di:plom::-!.tic messages. Based on this, a corresponding i::iachine was built by us 
which deciphers their messages. 

Therefore, we possessed a wealth of information regarding their moves in the 
Pacific ~hich in tUrn. was furnished the ptatef De:paztment--rather than, as is 
popularly supposed, the State Department pr9fiding us with the information-- but 
which un:fortuna.tely made no referenc·e -w·h,..,te•/er to intentions towa..~ Hawii until 
the last message before Dec. 7 1 whicll did nbt reach our hands until the following 
day, Dec. 8. · L 

Now the point to the present. dile!!lma. is that we have gone ahead :with this 
business of .deciphering their cod.es until we possess oth~r codes, German as well 
as Japanese, but our ma.in basis of infcnration regarding Hitler .1 s intentions in 
Europe is obtained 'from Baron Oshilna.'s messages from Berlin reportin~ his inter
vievs with Hit1er and other officials to the Japanese Gover.omen~. These are still · 
in the codes involved in the Pea:r-1 Harbor events. · 

To explain further the critical nature of this set-up ·which vould be wiped 
out almost in an instant if the least su:::.picion "Were aroused rega...-rding it, the 
Battle of the Coral Sea. was l::as.:d in dee iphered rr..essages and therefore ou:r f·ev 

, ships were in the .. right place at the rit;ht ti:i1e. Further, -;:re were able to concen
trate on our limited forces to meet their ad.vr.:nces on N:.J..,.;.~y ;rh~n otherwise we 

a.ll:lost certainly vould hsv·c b·1,;Qp 3~f;i(f8: TI~1Tof pl3.ce · 
£..., .. E-J l.. .w 

SECURITY UlFORMA-'f:EOM 
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We.had fill 1.nfo:rma,tion of the strength.of' their f'orces in that advance and 
also o~ the smaller force directed against the Aleutians.which f'inaJly landed 
troop~·on Attu and Kiska. 

Operations in the Pacific are largely guided by the i.n:format"ion we obtain of 
Japanese deployments. We know '!:iheir- strength in various garrisons, the rations 
and other stores continuing available to them, a.pd what is of vast importe.nce, we 
check their fleet movements and the movements of their convoys. 

. .. .. 

The heavy losses reyorted 'from time to time vhich they sustain by reason of 
our. submarine action largely results .from. the fact that we know the sailing dates 
p.nd the routes of their convoys and can notify our s-µbmarines to lie in wait at 
the proper point • 

. The current raids by Admiral Ha.J..sey' s carrier forces on Japanese shipping 
in Manila Bay and elsewhere vere largely.based in timing on the known I!l.Ovements of 
Japanese convoys, tvo of vhich vere caught, as anticipated, in his destructive 
attacks. 

You vill understand from the foregoing.the utter tragic consequences if the 
present political debates regarding Pearl Harbor disclose to the ene!!JY, German or 
Jap, a:ny suspicion or the vital sources of inf'orlL.3.tion we now possess. 

The Roberts• report on Pearl Harbor had to have withdrava from it all reference 
to this highly secret matter, therefore in portions it necessarily appeared incomplete. 
l'b.e same reason vhich dictat.ed. that course is even more important today because 
.our sources have been greatly elaborated. 

'j • As a further example of the. delicacy of' the situation, some of Donovan's 
/ people (the O~S), without telling us, ins·tituted a secret search of the Japanese 
If Embassy of:f"ic'es in Portugal. As a result the entire military atte.che Japa..'lese code 
j all over.the world was changed, and though this occurred over a yea:r ago, we have 
\ not yet been able to break the new code and have thus lost this invaluable source 
· of information, particularly: rega.rding the European situation. 

A recent speech in· Congress by Representative Harness would clearly suggest 
to the Japanese that ve have been-reading their codes, though !".Ir. Harness a..~d the 
runerican public would prob~bly not diaw any such conclusion. 

The conduct o:r General. Eisen.'lower 's campaign and of' all operations in the 
Paci:fic are closely related iil conception and ti.ming to the in:formation we secretly 

.. 
•.. - 2 -
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obtain through these intercepted _codes. They contribute greatly to the victory 
and tremendously to the saving~ ~-American lives, both in the conduct of current 
operati,.ons and in looking toward the early termination of the var •. 

I am presenting this matter to you, for your secret information, in the hope 
that you will see your way clear to avoid the tragic results with which we a.re nov 
threatened in the present po1itical campaign. I might add that the recent action· 
of Congress iii requiring Army- Qld. Navy investigations for action before' certain 
dates hB.s compelled me to bring back the corps commander :1 General Gerow, whose 
troops a.re fighting at Trier, to testify here while the Germans are counter-attacking 

)his forces there. This, however, is a very minor mtter compared to the loss of' 
our code inf'ormation. · 

P1ease return this letter by.bearer. I will hold it in my secret file subject 
to your reference should you so desire. 

.Faithfully yours, 

I 
I• 

G. C • MARSHALL 

/ 

·' .. 

• 

) . 

.TOP SE8RET 
~£CY-RITY INFORMtrrION 
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crrATION FOR l.ST RADIO SQUADRON, MOBII.E FOR AWARD OF 
MERITORIOUS UNIT C0~11-1ENDATION m DEPAR™ENT OF Am . 

li'.ORCE GENERAL ORDER 64 OF 11 OCT-OBER 1951 

During the period.·26 November 1950 through 18 July 1951, the 1st Radio 
SqUa.dron, Mobile, has made outstanding contributions to all ~ervices of United 
Nations Forces engaged in the Korean conflict. Among the continuous con
tributions provided over the period cited are'the detailed disposition of 
enemy ground units and the exact locations of various enemy headquarters, the 
routes and schedules of enemy·supply trains, together with their.daylight hiding 

- ·. places and the nature of their loads,_ the proposed flight pla...'"l.s of enemy air 

) 
reconnaissa..Tlce including numbers and types of aircraft involved· and ti.mes of 
toke-off, the specific locations of fuel storage dumps under construction and 
those currently operational, the enemy's own evaluation of UN bomb da.!:ia.ge to 
his airfie~s, bridges, supply dumps ·a.nd other installations, a.'"l.d detailed reports 
of their state of repair, the enemy's pla..~s of attack on all sectors of the 
front, the enemy air capabilities, intentio~s and plans of attack, and a Yoke 
service to the UN Tactical Air Controller which gives the Controller ~ running 
a."ld insta...TJ.ta...11eous account of ~·HG-15 operations, including take-offs, nu.~bers of 
aircra:ft ·involved, altitudes, headings, locations, and often what specific UU 

~ flights are the targets .of the enemy aircraft. In addition, the 1st Rad.io Squadron, 
Mobile, is breaking complex enemy weather codes and furnishing theater a.'ld 5th 
Air Force weather ~ervice wit=: over I l enemy veather 
me~sages a month on an immediate basis, providing Chinese .a:n_? Russian weather 
from the South China Sea to the l(amcha+~..a. Peninsula not .obtainable from any other 
source which has been an invaluable prereouisite of successful air ouerations in 
Korea. The aoove-mentioned contributions were all perf ~~-med in addition to the 
1st Radio Squadron, ,i·1obile' s routine mission of dete!"I:lining/ the working of the 
Chinese and .Russian /air signal communications networks, the/ location and. deter
mination of airfield !'acilities a..11d ns.vigational aids, and /the str-ength, dis
position and. state;f o:r rea.diness of' Chinese and Russian navigational and tactical 
air units. ( · 

Specific accomplisbments, considered of extraordin~y value to the mission 
of UN Forces in Korea and in at least two cases to the vital interests of the 
United States, vere the advance notification to l.m Forces! that the enemy was 
aware of UN pla.n.s to attack Anju a.."l.d Chins.mpo, as well as his plans to cotinter 
the projected attacks, the advance warning of' the enemy's intent to bomb American 
troops on· hill 872 near Tuk Son, a compl,ete inventory of ithe:: Chun Chon I!!.!lin · 
depot, the 1ocation o-£ ·the enemy Combine.d Headqw•.,..ter.s at Mukden a:o.d ~oven:ent 
of his Air Defense Headquarters to Peking, advari..ce lrarning of the exact times 
end intentions ·or the enemy air attack on Sinmido Isla.n~ on 19 June 1951 ~hich 
resulted in severe reverses for the enemy, the provision of advance information 
of enemy troop dispositions, strength, ti.:;:.es aad places cf intended attacks 

- J. -

(b) (1) 
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-· 
during the 14 December to 20 December 1950 evacuation of the Hem Hung beach
head, the first positive indicatio~ that the nationality.of the MIG-15 pilo~s 
was Russian, thus :f'u1filling the top priority intelligence requirement of USAF 
at the time and answering a question o:f' the highest internatiotla.l import, and, 
fina11y, the breaking of ~hel 

lbl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

The contributions of t:he ls·t Radio Squadron, Mobile, in direct support 
of the UN combat effort in Korea have fuznisbed the UN Forces and the Goveyrnm.ent 
of the United States with tactical and strategic intelligence, of incalculable 
value to.the success of the UN mission arid to the security of the United States, 
and have thereby reflected great credit on the unit.and the Air Forces of the 
United States. · 

• i 

( 
I 
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c 0 p y 24 May .1949 

4PPE.NDIX 

DIRECTIVE 

. ARMED FORCES SECURITY AGENCY (AFSA) 

Pursuant to the authority vested in me by the National Security Act of 

1947 (Public Lav 25~, 8oth Co:p.gress), and in the iD.terest or ;l"ea~er e:r:r1-

ciency and economy, there is hereby established y.j_thin the National Military 

Establishment, under the direction and. control of the Joint Chief's of Stafr,·a 

Unified cryptologic organization to be known as the Armed Forces Security Agency 

(hereinafter referred to as "AFSA") which shall have the purpose, co:i::Iposition, 

authority and responsibilities hereinafter described. 

1. Puroose 

The Armed Forces Security Agency is established in order to provide 

for the placing.under one authority the conduct of communication intelligence 

and communication security activities {hereina:rter referred to as cryptologic 

activities) within the National Military.Establishment, except those vhich are 

to be conducted individually by the Departments of -the Army, ~avy, and· Air Force. 

2. Composition 

a. The AFSA .shall consist of .such facilities, m.iits and military 

and civilian pe~sonnel of the armed forces vhich are or may be used for, 

or engaged in communicat~on intelligence or communication security 

activities, including the Headquarters, Army Security Agency (ASA), 

Arlington, Virginia, the Communications Supplementar! Ac_tivity (CS.AW), 

Washington, and ariy comparable organizations of the Air Force, and such 

other facilities, units e.nd personnel as the Joint Chiefs of Staff may 

s:'6P S!!lefl:E'r 
JCS 2010 

.. 
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determine as necessary to ·f'ulf'ill the functions herein assigned. 

~· A Flag or General. Off'icer of the Army, Navy or Air Force 

will be appointed by the Joint Chief's of Staff, subject to the 

approval of the . Secretary of !>ef ense 1 as Director of the AFSA. 

His normal. tour of duty shall be two yea:r:s. The directorship 

shall be rotated among ti:e Services. 

c. An Armed Forces Communications Intelligence Advisory 

Council (AFCIAC) sha11 be established within the Armed Forces 

Security Agency. The Council shall consist of the Director of 

the Armed Forces Security Agency, who sba.ll be chairman thereof, 

the Army, Navy, and Air Force members of the United States Comm.uni-

cations Intelligence Board, and not to exceed one ad~itional member 

from ea~h of the services to be nominated by the re_rpective De

partment Secretaries. 

3. Responsibi11ties and Functions 

• j . 

a. ~ubject to the authority and direction of' t~e Sjc:~tary of' 

Defense, the Joint Chiefs of Staff' vi11 exercise direc/ion, author~ 

ity and control over. t.he Armed Forces Security Agency.( 

b. The Armed Forces Communications Intelligence .Advisory 

Council vill: 

JCS 2010 

(1) Recommend to the Joint Chiefs of Staf'f' p~licies, 

operating plans, and doctrines for the production.of 

communications :inte111gence vhich wiil insure the pro-

vision of: 

r: - 4 - Appendix 
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(a) Authentic information for planners and policy 

makers within the National Military Establishment and other· 

Governmental Agencies having membership . on the United States 

Communication Intelligence :Board; to apprise them of the 

realities of the int~rnational situation, var-inaking capa-

bilities, vulnerabilities and intentions of foreign countries, 
. .. 

and to eliminate. the element of surprise 'from ~ act of 

aggression by another country. 

(b) The unique information essential to the several 

services for the successful prosecution of war and vital to 

a shortening of the period of hostilities. 

(2) Recommend to the JoL~t Chiefs of Ste.ff policies, 

operating pl.ans, and doctrines for communication security 

~ctivities. 

(3) Recommend to the Joint Chiefs of Staff the facilities, 

personnel, and fiscal and-logistic support to be provided by 
• i 

the s~r.vices to AFSA; such recommendations to be based on 
·' I . 

reqiLements· as determined by the Director 1 AFSA. 

·t(4) Determine and coordinat·e joint cryptologic military 

requirements. 

(5) When unanimity cannot be· reached substantive matters 

shall be ·referred to the Joint Chiefs of Ste.ff for resolution, 

procedural matters shall be determined ·by the chairman. 

- 5 - Appendix 



DOC ID: 3201737 
~OP SBeRET 

(4) Formulation of policies for: (i) transmission 

security and communications cover ~d deception; (11) · _crypto

graphic security; (iii) physical. security of cryptologic 

material; (1111) cryptologic countermeasures. 

(5) Evaluation of violations of cryptologic security; 

determination of extent of compromise; and r~ial action 

through appropriate channels • 
. .. 

( 6) Investigation of the means employed for cle.ndestine 

communications; and preparation, detection, and processing 

of secret inks, microphotogra:phs, and open codes · and ciphers.· 

(7)' Liaison with appropriate departments and agencies, for 

the purpose of coordinating crypto1ogic equi:prnent and pro-

cedures. 

(8) Preparation, for review and · approval by the Research 

and Development Board, of coordinated programs for research 

and deve~o:pment of cryptologic equipment under the cognizance 

·of AFSA and, when approved,· action to implement these programs. 

(9) Preparation, for review and approval. by the Munitions 

Board, of coordinated programs,. incl.uding industrial mobili-

!i:OP SBem:'.t! 
JCS 2010 

Za.tion pl.anning, for the procurement of crypto1ogic equipmen~ 

under .the cognizance of AFSA and, when approved, action to 

implement those progr~ms. 

( 10) Preparation of technical publications pertaining to 

subjects peculiar to AFSA. 

. . 6 - - Appendix 
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(ll) Preparation of technical training programs and 

establishment of training standards f'or AFSA personnel; 

:provision of certain special.ized training oi personne1 to 

meet the respective needs of the Army, Navy and Air Force. 

(12) Establishment ~for units· of the Armed Forces of a 

basis o:f' issue o:f' special iteI!lS of crypto-equipment for which 

provision is not made in.· .standard distribution lists. 

(13) Technical supervision of all communication security 

activities .of the armed forces. 

(14) Provision of technical support to the A:rmy, Navy, 

and Ai:r Force in their conduct of cryptologic activities. 

(15) Preparation of budgetary and other fiscal. require-

ments o:f' AFSA, coordination of such requirements with the 

participating service-$, and the presentation of such require-

ments to the Joint Chiefs of Staff through the AFCIAC. Such 

requirements for AFSA as may be approved. by the Joint Chiefs 

of Stai"f' will be included Jn the recommendation ma.de by the 
. I! 

Joint Chiefs of Staff to lthe Secretary of Defense on budgetary 

matters. 

WQP SBeRM 
JCS 2010 

d. The Depe.rtments of Army, Navy, and M:r Force will: 

(1) Take necessary action to facilitate the ef~ici~t 

and economical operation of KFSA, such action to include 

assignment of .personnel and furnishing of facilities, equip-

ment, end fiscal end logistic support. The respective 

- 7 - Appendix 
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Secretaries are hereby authorized to issue such orders as 

may be necessary to effectuate the purposes of this directive. 

(2) Provide fixed intercept installations as authorized 

by the .Joint Chief's of. Sta:f'f'. Such 1nsta.11at1on.s vill be 

manned and administered b! the servi.ce providing· them, but 

will be operationally directed by AFSp... 

(3) Provide mobi_J.e intercept fac11it1es required by the 

~, Navy and Air Force l"'.espectively, vhich will be me.mied,. 

administered, and operationally controlled by the individual 

service. They may- also be. used tc ·perform special missions 

for AFSA as requested by the Director thereof. 

{4) Provide coI!I!!lunication facilities required by AFSA for 

joint use. The crypto-mater1·a1 utilized in such facilities 

will be :furnished by AFSA and vi.11 be operated and l!la.intained 

by the individual service. 

(5) Normally assign military perso~el to AFSA for a 

period of not less than thirty months, reserving the right 

to add, vithd.ra.w, or substitute personnel, within limitations 

of authorized personnel strength of P:FSA, and subject to 

agreement by the Director, AFSA. In accordance :with existing 

law, the administration of mi1ita.ry personnel of the Arm:y1 

Navy, and Air Force assigned to AFSA vill be a responsibility 

~OP OBCRRT 
JCS 2010 

of the .Army1 Navy1 and Air Force, respectively. 

? .. ~' - . 8 - Appendix 
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(6) Conti.Due to be responsible for a1l. such cryptologic 

activities as are required by intra-service er joint needs 

(e.g., communication -inte11igence processing, inte~cept, 

research anci. development, train_ing, etc.) and are determined 

by the Joint Chiefs of Staff not to be.the sole responsibility 

of AFSA. They will at all ti.mes kee;p the Director, KFSA, fully 

~ormed concerning all such activities. 

-(7) Not imdertake or continue cryptologic activities which 

ere determined by the Joint Chiefs of Sta:f'f to be the sole 

responsibility of /:J'SA. 

4. Imolementation 

a. The consolidation of those parts of several-service agencies 

which-will constitute the AFSA will be effected under the direction 

and control of the Joint Chiefs of Staf~, with the minimum loss of 

continuing of operations. It shall be initiated not later than 

·I 
consolidation has been completed the Joi,nt c7i;rs 

( inf'orm the Secretery of Defense. 

/s/ Louis Johnson 

!fOP 6El8Hl3'i' 
JCS 201.0 L! - 9 i I Appendix 
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EXHIBIT I 

The "CONSIOO" Problem 

At the same time that the central AFSA was created, one very active 

school of thought believed that there should be an "intelligence" counterpart 
~ 

of AFSA charged with evaluation and dissemination of the COMINT product 

~s opposed. to mere collection. and processing. It proposed the erection of 

ail agency to be known as the "Consolidated Special Information Dissemina-

tion Office" (i.e., "CONSIDO") which would be compo~ed cf analysts of the 

various· ~OMINT co.nsuming agencies, reporting to a chief of CONSIDO, and 

which would have absolute control over those further aspects of the COMINT 

effort. The proposal, although w<>rked out and presented in detail by its 

proponents, was abortive, but the germ o! the idea is still very much alive 
/ 

today and is. actively advocated, in modified form, by a considerable group of 

qualified COMINT officials. 

The concept of . entrusting to a centralized office the job of e';Utint and 
I 

interpreting communications intelligerice has good precedent in the fractices 

of the British COMINT effort. Smee 1920, in which year the presenf GCHQ 

was organized under the Foreign Office, the British have combined in one 

/ 

. compound and under one head both the production and the utilization of -COMINT, 

and it has apparently worked out very well through the ensuL'lg years. There is, 

however, an important difference between the British practice and the CONSIDO 
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scheme as U was originally put forth: the British merge both aspects of 

the.ir .effort, while CONSIDO was built on the principle that it be independent, 
' 

vertical, and ·alongside the new and (pres.umably) consolidated processing 

plant with no gangways between other than a suitable pipeline for pas.sing the 

undigested material from one to the other. rhe head of CONSIDO was to be 

a czar in hi:S own right, froll} whose decis~ons there was almost no appeal. 

lt was. this that killed the plan, for consumers of COMINT, and especially the 

civilian consumers, would not listen to ~u1y scheme that robbed them of their 

sovereignty in the use to which they put their share of the product, or the 

· assignments which they cared to give to their COMINT analysts, or the per-

sons in U~eh:; own establishments whom they considered eligible.for COMINT 

clearance. 
J 

If CONSIDO had ma<;ie its first appearance free of this element, its history 
. -

mig~t have been different. There are certain definite and undeniable adva..11-

tages in the idea of centralized e~;~klation of the COMINT product. Fi:-st, it r 
has security adv~tages: it proviides the m~ans for- a better control and more 

limited distribution of the product without necessarily impairing its useful-

ness -·, it would drastically cut back, for example, the current practice of 

a monthly printing of some two million sheets of code--.word paper to gratify 

the "minimum" demands of the customers. Second, it would result in a 

finished COMINT product .into which all perti~ent collateral is i!~termixed 

_.. - 2 - . 
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from central collateral files to which all consuming agencies continuously 

and freely contribute, . thus giving to each consumer the full advantage of 

pational resources. 

It is now -conce~ed that any revival of the CONSIDO proposal would auto- ' 

matically entail one major change: CONSIDO would become a function of, 

and not a rival to, AFSA itself.· It would not be a separa~e organiz,ation. It 

might thus bring in its train advantages other_ tha.Tl those outlined in the pre-

ceding paragraph, such as resolution cf the pr:ese.nt dilemma surrounding the 

production of plain text, or the shortcomings of the compromise '~beachhead" 

plan. The Committee believes that the proposal has sufficient merit to justify 

a recommendation that it be carefully r·eviewed by the n~w COMINT organi~ 

zation with the purpose of arriving at a decision either to dispose of it finally 

or to implement it in whatever form seems best in light of the . experience of 

three years of operation that have intervened sL"lce it was first put forth. 

I - 3 -
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15 March 1952 

I. TO • : USCIB Coordinator 

SUBJECT: Current Intelligence Requirements List No. 21 
(Effective 15 March - 14 Apr11 19_52) 

1. The attached list has been prepared by the Intelligence 
Committee~ USCIB, on the basis or statements or interest supplied 
by the recipients of communications intelligence information, as 
a guide for the procurement and processing or pertinent readable 
traffic in the joint field. - · 

2. The list is arranged by geographical areas or countries, 
with items divided into three priority categ·ories. All items 
with the same priority designation should be regarded as ·or · ~qual 

. importance and no significance _should be attached to -'the order in 
which the major areas or the individual items in ea~h priority 
category are listed. · 

a. Priority category A includes those individual sub
jects considered to be of greatest concern to US policy or 
security. It is requested that high priority be assigned 
t~ the procurement, processing and forwarding of pertinent 
material considered to be of significance. 

b. Priority category B includes those individual sub
jects considered to be of high importance. It is requested 
that, to the extent possible, expeditious handling be ac- J 
corded pertinent material considered to be of significance. 

c. Priority category C includes those subjects con
sidered to be of considerable interest but of lesser imme
diate concern. 

3. This list is not designed to include all subjects of 
concern or interest to the intelligence agencies, nor does the · 
position of a subject in priority category A or C preclude high 
priority handling of a pertinent item considered of especial _sig
nificance. In the final analysis, the judgment. of the processing 
agencies is relied upon for appropriate treatment of individual 
·items pertinent to any subject; whether listed o~ not. · 

~ ~- ~f-'.Wf<..-
HORACE D. NEELY, Col . , USAF 

1str1but1on: 

Chairman · 
USCIB Intelligence Committee 

(b) (1) 
(b) (3) - P . L . 86 - 36 
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EXHIBIT K· 

MEMORANDUM FOR: The Secretary of State and 
The Secretary of· Defense 

The ~;ommuilications intelligence (COMINT) activities of the United States 

are a national responsibility. They must be so organized and managed as to 
. 

exploit to the maximum the available ~esources in all participatL11g agencies 

and to satisfy the legitimate intelligence t'equirements of all such agencies. 

I therefore designate the Department of Defense as executive agent of the 

Government, for the production and dissemination of COMINT and ·the production .· 

and security of our own code ~d cipher systems.· · .. : 

I further designate the Secretaries of Defense and State as a Special Com
; 

mittee of the National Security Council for COMINT, to establish policies gov-

~rning the abover·mentioned activities, and to keep me _advised of such policies 
• i 

:hrough the Executive Secretary of the National Secur'~ Coun~il. · 

. I direct this Special Committee to prepare ~d~ssue directives which 

.hall include the provisions set for th below and such (other provisions as the 

pecial Committee may ~etermine to be necessary: 

1. · A directive to the United States Communications L11telligence 

Board (USCIB ). This directive would replace_ the NatLnal Security 

Council Intelligence Directive No. 9, and should prescribe USCIB's 

new composition)) responsibilities and procedur_es in the COMINT ~ !·,.~ · 

- -.. 
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field. This directive shall include the following provisions: 
·--~---

a. USC.IB shall be reconstituted. as a. body acting for and .under the 
. . 

Special Committee, and shall operate iri accordance with the provisions 

of the new directive. 

b. The Board shall be composed of the Director of Central Intell-. 

igence, who shall be the Chairman of the Board, a representative of 

the Secretary of Defense, a representative of the Secret~ry of State, 

the Director of the Armed Forces Security Agency, the Chairman ~f 

the Joint Intelligence Committee of the JoLrit Chie!s cf .Sta.if, and a re

presentative of the Dire-.;;tor of the Federal Bureau cf Investigation:·: '· 

c. The Board shall have a staff headed by a ·civilia.:.'l executive 

secretary designated by a majority of the full Board. 

d. It ~hall be the duty of the Board to advise a:.'!.Cl make recommen-

dations to the Secretary of Defense, in accordance with· the following 

_pro~edur~J wtjh. respect to a..11y matter relating to communications 

intelligence r· hi ch falls within the jurisdiction of the Director of AFSA: 

(1) Th _ Director of AFSA shall make reports from time to 

time to the B9ard1 either orally or in writing as the Board may 

request, and shall bring to the attention of the Boa!"d either in 

such reports or otherwise any new major policies or programs 

in advance of their adoption by him. L"'1 addition, he shall furnish 

'< - 2 - . 
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to the Board such information as the ~oard may request with 

respect to the operations of AFSA. 
. ./. 

. . . ,,-: .. :. ,_, 
(2) The .Board shall rea :::h its decisions by a majority of not 

· 1ess than four m~mbers. Each member of the ~oard shall be 

entitled to one vote. 

(3) In the event that the Board votes and rea~hes a decision, 

any dissenting member of the Board may appeal from such 

de:;ision within 7 days to the Special Committee. Ln the event 

that the .Board votes but fails to reach a majo:-ity decision, any 

member of the Board may also appeal within 7 days to the Special 
. . . 
Committee. In either event the Special Com~ittee shall review 

the matter, and its determination thereon- shall be final.-

(4) Appeals by the Director of AFSA and the Chairman of 

the Joint Intelligence Committee shall only be filed with the 

approval of the Secretary of Defense. 

(5) If any matter is. voted on by the Board but (a) no decision 

···is reached and any member files an appeal} or (b) a decision is 

reached in w:gich the representative of the Secretary o! Defense 

,J 

does not concur and the representative of the Secretary of Defense 

files an appeal, no action shall be taken with respect to. the subject 

matter until the appeal is decided, provided that if the Secretary of . 

. 
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Def.ense determines, after consultation with the Secretary of 

State, that the subject matter presents a prob.1em of an emergency 

nature and requires .immediate action his decision shall govern 

pending the result of the appeal. In .such an emergency situation 

-
the appeal may be taken directly to the President. 

(6) Recommendations of the Board adopted in accordance with 

the foregoing procedure shall be binding on the Secreta~y ·of Defense. 

Except on matters which have been voted on by the Board, the 

·Director of AFSA shall discharge his responsibilities in accordance 

with his own judgment, subject to the direction of the Secretary of 

Defense. 

e. It shall also. be the duty of the Board as to matters not falling 
J 

within the jurisdiction of AFSA: 

{l) to coordinate the communicatic;>ns intelligence activities of 
. • i 

all departments and agencies authori)z~d by Presidential Memo-
~ . . 

randum to participate therein; r 
(2) to initiate, to formulate polibies concerning, and to super-

vise all arrange~ents with foreign governments L11 the field of 

communications intelligence; and 

{3) to consider and make recommendations concerning policies 

relating to commu~ications. intelligence of common interest to the 

.· - 4 .• 
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departments and agencies, including security standards and 

practicesj) and, for this purpose, to investigate and study the 

standards and practices of such departments and agencies. in 

utilizing and prot~cting COMINT information. 

Any recommendation of the Board with respect to the matters des-

cribed in this para. e. shall be binding on all departments or agencies 

of the Government if. it is adopted by the unanimous vote of the members 

of the Board. Recommendations approved by a majority, but not alli 

of the members of the Board shall be transmitted by it to the Special 

Committee for such action as the Special Committee may see fit to 

take. 

f. ·The Board will meet monthly, or ofte~er at the call of the 

.I 
Chairman or any member, and shall deter.mine its own proced~res. 

2. A directive to the Secretary of Defense. This directive shall include 

J~e fallowing provisio~: 

f a. The mission of AFSA shall be to provide an effective, unified 

l.. organization and control of. the communications intelligence (COMINT) 

activities of the- U. S. conducted against foreign governments, to pro-

vide for integrated operational policies and pro~edures pe!"taining 

thereto, and to produce and protect this G<;>Vernment's codes and ciphers. 

As used in this para. 2 the term "communications intelligence" or 

.. 5 -
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"COMlNT" shall be construed to mean all procedures -and methods • 

used in the interception of communications and the obtaining of 

information from such communications by other than the intended 
. . 

recipients,* but shall e~clude the evaluation and dissemination of . / 

such information, and its synthesis with information from other 
! 

sources. 

b. AFSA shall be administered by a directo1· designated by the 

President, on the nominatio:n of the Secretary of Defense) who shall 

serve for a minimum term ·of four years and who shall be eligible 

for reappointment. The dir.ector shall initially be a career military 

o~ficer on active or reactivated duty status, and shall enjoy at least 

three-star rank during the period . of his incumbency. He shall be 

under the direct authority of the Secretary of Defense. 
/ 

c. Under the Secretary of Defense and in accordance with approved 

policies of USCm the Director of AFSA shall be responsible for accom

plishing the mission of AFSA. For thls purpose . all co¥rn.fJ i:esources 

of the United States are placed under his operational contro{ and tech

nical Control/ Specific responsibilities of the Director of 1FSA shall 

include the following: 

(1) Formulating necessary operational plans a..11d policies for 

the conduet of the U. _S. C01\1INT activit.ies. 

* See Public Law 513 ··· 8lst Congress 1950. 

· .. .. 6 -
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(2) Conducting COMINT activities, including research and 

de.velopment, as required to meet the needs of the departments 

and agencies which are authorized to receive the products of 

COMINT. '(This responsibility·do~s. not contravene the respon-

sibilities of the departments and agencies in respect to the 

·evaluation and dissemination of such products, and their synthesis 
.. •. 

with information from other sources.) 

(3) DeterminLllg, and submitting to appropriate authorities, 

requirements for logistic .support for the conduct of COMINT 

activities~ together with specific recommendations as to what 

each of the responsible departments and agencies cf t.he Govern-

ment should supply. 
J 

(4) Within AFSA' s field of authorized operations, prescribing 

requisite security regulations covering operath"'lg p~actices, 

transm,issf~Q., handling and distribution of .communications Llltel-
11 . 

ligence wi'.thin the AFSA syste~; a.-'ld exercising the necessary 

. monitorin~ and supervisory control, inclu.d~g i~spections if 
necessary, to ensure compliance with the regulations. 

(5) Conducting all liaison on COMINT matters with foreign 

-
governmental communications intelligence agencies. 

d. To the extent he deems feasible and in consona.Tlce with the 

. aims of maximum over.all efficiency~ economy, and effectiveness, 
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the D~rector shall centralize or consolidate the performance of 

.COMINT functions for which he is responsible.;. However, he shall 

have due regard for the close ~upport requirements of .the depart-
. . \ i_, .• ,, 

ments and agencies being served. Where necessary for close s·upport, 
. .. . t . ~ ~ 

operational control of COMINT activities may be delegated by th~ -...._ __ _ 

Director~ during such _periods and for su~h tasks as are determined 

by him, to comma.11ders of the fore es supported or to other appro-

priate authorities. 

e. There shall be direct access and dire.ct communication between 

the Director and any elements of Service COMINT agencies or civil-

ian. agencies on COMINT matters. The Director is authorized to 

obtain such info:i-mation and intelligence material from these agencies 

as may be required by hi~~ 

· f. The Director shall exercise such adminl.strative control over 

COMINT activitie$ as he deems necessary to the effective perform-

ance of his mission. Otherwise, administrative control of personnel 

and facilities will remain with the depar~ments and agencies providing 

them. 

g. The Director shall make provision for participation by repre

sentatives of each of the departments and ·agencies eligible to receive 

COMINT in those offices of Af.SA where prior.ities of intercept and 

.. · - 8 -
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ami processing are finally planned. .;._ ..• 

h. The Director shall have a civilian deputy whose primary 

respo.nsibility shall be to ensure the mobilization and effective 

employment of the best available human a.nd scientific resources 

in the field of cryptanalytical research a~d development. 

J 

f. 
( 
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