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is  The testimony now belng prosantad vefore, end the results

being produced by, the Joint Congressional Invastisation of the
sas surpriss atiook on Pearl Harbor on 7 Deaacber 1941, are being
widely publioised throughout the nation and the world, ‘This testli-
motyy and the results of the investigation will hava a very
ixportant direct sffect upon our futurs sstivities, also
sffest the %ar Depirtment as & whole, ths Mavy Dupu—Lmn;{, State
Bepartsant, and other govarnmontel departrants. Thay say, in fact,

rings on future Axge-&wy relations, as wll as Unlted Staton-

tish rolations in the cvesunications intelligence field,

3. If aertain phases of, or Unes of questicordng followed in
the Lfnvostization ace based upon serdoum alsconceptlons, misuprrebensions,
and sisunderstandines relating to sryptolozic seisnce, sa socms stvisusly
to bo tho oase, than it sprewrs to be important to try to resove the
baasie for than fnsofar as possible, by sdopting a aourse of action
1ikely to bring a better u.ndentanﬁjng of the basio philosophy and
tsohnigues upon which oryptelogic solenca reots,

3.  Bome of the misconceptions referred to in parsgrarh 2 are
as followgs

a. That hundrads of mescopes offercd in evidende gonstitute
docuzents the availability of which ia to be taken as & matter of
ROTEAY totanoy; that it should and can ba taken for granted tlat
the nol::gon of oryptosracs in samething that oan be schieved under
all aircuustanoss; that the and Ravy cosaunications fntellipence
sorvices should and oan always bes wpectoed to be successful in doing
#¢ bucaunes Lt is norsal) to expect tham to do o,

be That the reason for trying to wippress a1l the faote
songarning the Pearl Marbor disastor waz purely ticaly that there
wa# no sound reason, other than politiocal, why the fucts soncorne
$ng the digaster should not have beson dlaglosed tely or moon
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after the eventy moreover, thai even al this late date there 1s no
Féa#on dthor than political for withholding sertain fasts, bacause
thers is no further need for sagrecy sbout eny sspects of the disaster;
finally, that no harm whatever can come from a full and complate dis~
slosure of all the facts,

, a, That cryptanalytic processing can be conducted ca & prow
ductlon lins assenbly basis - the raw mmterial can be inserted at one
end of the line, and finished intalligence emsrges at the other,

d. That the golution of the Japsneso codes must have been &
relatively simple job, Judging from certaln of the messages entered
in evidence, such ax the Trans-Pasific Telephone messsges, the Winda
tode mossages, esto.

o. That the Army and the Kavy were dslinquent in tranalating
certain messages, and that there were mmercus avoldable delays; this
leads Lo the misconception that the business of solving snd translating
¢ryptograma is now as simple as, or only & little mors complioated
than, reading the dally newapaper. -

£, That informatlon that might have been sent to the Com-
manders in the fiald but was withheld was so treated because of sarious
apprehonsions regarding the security of Army and/or Navy eryptographie -
systens.

g+ 'That the Army oryptographic aystemz are far inferior in
goturity to the Navy systeas,

h. That no Sode or vlpher can hereafter he trusted; that they
#an all be read and read quickly by expertsj that therefore, apprehen-
sions as to the security of our highest governmental aomun{cationa
are warraanbed,

4. %hat the information derived from cormunications intelli.
gence was improperly handled before Pearl Harbor, and therefora, it
was probably improperly handled aftor that disasnter, so that the cone
tribution of soxunications intelligence toward the ulbtimate vietory
snst bave heen guits insignificant. '

Je» That a world-wlide apy system would produce a grester
quantity of reliable intelligence than comaunications inte noe
can produad,

ke ‘That the moludion of some uryptograms involves sxlighteof
hand, legerdemsin, mystical proceasss and guess-work; that one can
never be sure of the validity of ths translation of a cryptogramj

KN




- 1UF SEhiz

- #ti353-14 {10 December 1945)

that the soience of aryptanalysis does not rest uwpon the same secure
foundation that other sciences rest upon, and that therefore, the
¥alidity of the results of cryptanalysis cannot be demonstrated and
provad, am can the rasults of other sclentific work,

1. 'That building up a staff of cryptanalytic axperts is a
simple natter, to be taken as a matter of course becauss there are
in oivil 1ife experts availsble in all flelds of knowledge, insluding

eryptography and eryptanalysis,

m, Thet govermmental oryptanalytle activities durlng peace-
time can be conducted in the same manner and on the sams basls thab
all other governmental solentific activitles are conducted, whsreas,
as a matter of fact, from 1930 to 7 Decembor 1941, ths goverrment
itself, by engaging in intercept and eryptanalytiec work, conspired
to violste the law by inducing and hiring peopls to enter upon
aotivities which are under our present laws oriminal offenscs, and
which made svery member of the communicatlons intelligonce smervices
of the Army and the Navy subject to heavy finss and Imprisomment.

If anybody wanted to make a test cass, 1t would have bsen possiblae

to prossoute and pocsibly conviet all membars of those services during
the perlod indicated becauss they themselves did or causad othars to
perform the following acts: interception, solution, translation, and
dissenination of the very messag:s introduced in av{dence in this
huring;

n. That the obtaining of the raw material for cryptanalysis
is an easy mattor; that the interception of all radio traffle is an
easy matter; and that the obtaining of cable and wire traffie isx to
be tzken for granted at all times, whereas, ag a mattar of fact, it
is decidedly glegal under our prssaent laws to do any one of those
things in peacatire,

4s It is unnecsssary here to set forth in detall the facts which
ey be adduced to combat the misconceptions listed in paragraph 3.
fthese facts are well lnown to those whe have had the advantage of daily
¢ontact with the work of and the results obtained by the coamunications
intellicence services. But Lhase facts are not so well known or elear
to the marbers of the Joint Comities or to its Counsel, To glve them
sn opportunity to learn these facts would be conducive to the public
interest. It would obviously not ba necessary to spread the facts on
the front pages cf the newspapars of the country; but by glving the
Cormittes and its Counsal a better conception, appreaciation, and under-
standing of cryptography amd eryptanalysis, it is poasible that the
serious danger to the future sontinuity and suctess of our eormunice-
tions intelligence services that will result from a full disclosure
of all the facts may be ninimixed.
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5. Thers is an additional reamon for %educating" the Comnittae
and its Counsel. No matter what happens from now on in the Pearl
Herbor investigation, sufficlent information concerning oryptanalysis
has slready beon disclosed to put svary government in the world on
gaard againast the communisations intelligence wervices of all other
governmaents. They are going to look into and lmprove their crypto-
graphic techniques and methods, with the »ésult that we may now look
forward mcre or less apprehensively to the time, within & few years,
when our success in the cryptanalytic field wili ba a glory of the
past, This will be the case unless we are provided with the means
for expanding our research to the cxtg_q L made negenaarg bf the very

sglosures of the present Investigation. We naeed to do more
work ihan ever before, There are on the (omnittes members of Congreas
who will be in a position to help us obtaln the necessar % egialation
%@gg to support our work. By "educating” them we wil elp our-
selven.

é&. It is therefors recommended that steps be taken as soun as
poasibla to invite the whole Commlttee and 1tas Counsel, togethor with
the new Chief of Staff and the Sgoretary of wWar, to visit this station
and to make a tour of its activities for their better orlentation in
gryptology. And the psycholegical time to do this is %, not six
months from how, For we gould not only eapitaliss on the undoubledly
good impression which Qeneral Marshall will make on the Committes, but
aleo take advantage of the gircumstance that the (ounsel of the (om-
mittee now appears to be surfeited with the uninformed line of question.
ing followed by ocertain members of the Jommittes,

¥W. PRESTON CORDERMAN
Brigsdier General, USA
(hisf, Army 3gcurity agency




