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SUMIIARY
{ - L an ‘f‘ Chapte“ I outlines the great need for continued
E ": R ' '7 securlty precautions in handling the special infor--

mation derived from communication 1ntell;gence activi-
ties. In Chapter II the story of the modern develop-

nment of cryptography, ceryptanalysis and traffiec analy-

sis 1s told to demonstrate the incre“sing complexity

of codes and cirhers during the past generaztion, zand

RN Pao o il i

the consequent difficulties of deriving intelligence
therefron. This fact has necessitated the influx

of a large number of persons into U.S5. Army and Raval

Conmmunicztion Intelligenée crgenizations, since fhe
carefully selected few of pre-war tiuzes could not

] : - cope with the tremendously increased traffic.

i _ Rapid exransion has made the problem of

: continued security even rore pressing now than ever
| before. A detziled story of the publicity lezks
.éoncerning.the success of communicaticn intelligence
% ‘ in various nations has been outlined to cover the

post-war periocd from 1920 to 1930, the Yardlev era

PSR S PR 1Y

from 1931 up to the outbvreuk of the AmericaneJapanese

: ' war, and finally; the precent period in which the
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. . most danverous publicity leaks have occurred. Humer-
‘ ous inst;nces haVe been cited to indicate the great
need for laproved 1egislation to protect the security

'fof communication intelligence activities in the

'Ubited States.

@ _ ; o w o ~ Chapter III discusses the effects of publicity
% - 7 | ‘ leaks on United States?! cryptanalysis and traffic

, S analysis, with particular reference to Japanese

| security. precautlons after Yardley'!s disclosures in

1931, and with special emphasis on the developments

Mok s

resulting from the unfortunate publicity concerning
‘the Battle of Midway. |
Present legislation pertaining to security

violatlons is analyzed in Chapter IV, and certain

L il

deficiencies are discussed. Chapter V suggests the
_ inclusion of certain provisioné in the proposed new
: ' . legislation, aﬁd Chapter VI proposgas that joint
; legislative action be inaugurated simultaneously by
- the English-speaking powers, if not all the United
i : Nations, to nrotect the valuatle sources of military
! ‘ an@ naval intelligence developed in‘this WET .

3 A prorosal for the establishment of a Joint

L PSR R
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".ﬁi;itary Intelligence Reviewing Conmiésion to ré#iew
all publications discussing sources of military in-
| telligence is nade in Chapter VII; The crezticn of
" a special reviewing éommittee, comprising a few out—‘
étanding individuals of different politicel bellels,
sone representatives from the press, and military
énd naval officers, is the only certain means of pre-
venting disclosures wnich will reveal the source of

operational intellizence,

Chapter VIII discucses certzin considerations

_in procuring new legislation, ané points out that.
both‘intefventiCnists and non-interventionists in
Qongress'will support a well-copsicered plan feor

L S protecting en activity that hess served as a sccuting
N ara for our fizhting forces in providirng more accu~ |
; rate information concerning the enewy's intentions

at less cost than any other form of intelligence.
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- Purpoze of the Report

This réport has been prepared for the infor-
mation of those in high cﬁmmand who have been charged
with the céireciion 2nd coordination of the Communica-
tion Intelligence orgenizations of the U.S. Army andé
Havy. The very nature of tke worx involved in <the
operétions of these orgsnizetions has made the pres-
ervation of éecrecy an important consideration. Un-

authorized disclosures of their zctivities have

Jeopardized, on severzl cccasions, the results of

many yeers of erduous research and have endangered

o
g
3
1

the safety of our armed forces, who at fimes have
been dependent in grezt part on conmunication intel-
1igence for infermation concerping Iuture operations.

In view of the ever prescnt danger of a dis-

b e g s

closure in post—-war times when nllitary censorship

3 ' will have ceased end most of our personnel w111

have been demotilized, it was deened adviseble to
acguaint hizher autherities who need to =mow with
détails»of ihé serious securlty problea to te solved.

For this reason, an historiczl resume of sone of the
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famous publicity lezXs of the post gemeration lias
1S

& 3
[ I

a

-

i

e the nsed

ot

t]’(‘,rl

been incluced in this rTevort
O

P4

T AR B ST e s e T R o RSk e e N SRe MR | iy m e e S S TR o i



e A oA By g « i 08 ok et il b i e X g B o e it L i e e s L i) 9 Hir7 3 Y = B LR - s i <A S b b < ek s e |

éﬁQID: 3263556

[

LY

for greater security precautions at the end of this
yar. An anzlysis of current legislation, pointing
s  out some of ihe deficiencies therein and suggesting
e some provisions which may be acceptable to higher
authorities for incorporation in a new law, has also
been provided as a basis for‘fu:ther action by those
"~ responsible for the procurement of new legislation.
It 1s recognized that a satisfactory solution
- of this problem will proktably encroacii upon the free-
dom of the press and freecom of speech. The ;ssues

at stake are so important, however, that some action

mustlbe taken in the interest of national safety.
The value of communication intelligence will not dis-

appear with the cessation of war, for a review of the

4
4
3
N

important information suppliecd to governmental suthori-

ties from this source prior to the war makes 1t otvious

PR IS

3 . that the U.S. Army andé MNaval Commvmication Intelligence
; organizations must continue to be a valuable asset to
“the prosecution of the national policy 1n the years

to come.

While the needs of the Army and the Navy will

ottt itien. s

not be so pressing in timoes of perce, the reculremerts

of the diploaoatic and econonice fields rust be net.

) (3} One important factor, which has further emphasized the

5
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. . .r'xe'e.zd' for'adquate protection from publicity, is that
- o cryptanalysis has advanced beyond the pen and pencil
| stepe, 2nd in order to pursue it successfully in
the future, complicated, expensive machinery and
considersble numbers of highly trzined personnel will

be necessary. For these reasons every possible pre-

caution must be tzken to ensure thes preservation of

this valuable ald to our naticnzl safety.
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- Historical Bzckrrounc Of Unzuthorizec Puklicity

Concerning Comrmunicetion Intellicence €uccess

- le HoGern bDevelorrment of Cryntogranhy, Crvptanalysis,
gntG Ireiric dnelysis

- : . '~ The increased importance ol radio in nodern
. ‘communicztions és a channel for the conveyance of im-
portant military, ciplomatic, and econvmic informa—
tion has become zpparent with the growing tempo of
modern life. HNo oth:zr mecium can rival the speecd of
radlo in instantaneously relzying important decisions
-of coﬁmanders to their swiftly moving subordinates,
scattered over widely separated areas. This fact ex-
plains the tremendous growth of communication intelli-
gence organizations in cvery large netlon since the
ast World Var. The discovery of an eneny!s or poten-
tial enemyls secret plaﬁs through .racio interception
hzs meant tremendous savings in mzn znd money ior
~many nations in recent wars,
~ DBoth cryptography .ana cryptunzlysis have
rezched new heighits in the last generation. The suu-
den development of communicotion intelligonce exmphae-

sized the ioportance of cryptenalysis, Ior not till
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'}[the advent cf radio could experts S0 easily obtain

 the mass of materizl necessary for proper research.

Concomitantly with the progress of cryptanalysis,

' ‘cryptography wade a similarly noticeable advance,

sihce the fact thet radio messages were avalleble to

"all who desired to intercept them necessitated the
“creation of extrenely complex codes anc ciphers.
- Thus, by a process of acticn z2nd counterzetion, both

'éryptogréphy‘and cryptanalysis have made steady ad-

vances with first one and then the other in the leac.
The ambition’of every nation haé been to develop ﬁn—
Breakable ciphers for its own usc and to solve every
cipher in uée by the ensny. Strangely enough, the

decryption of eneny ciphers is probhably the only cer-

tain method of a couniry!s asceriaining the security

of its own cipher system. ZHence, the sipnificance of

modern crypiteralysis is tvofold:

(a) It Las provided nore accurate intelligence

concerning the enemyts intentions 2t less cost in wen

and money tazn &ny other form of intellisence;

{b) It haes served as a checkx on the security
of a nation's own ciphers and codes.

It mast be reuewmbered, however, that the U.S.

‘5‘5
; s

Army and Naval Comawiication Intelligence organizziisonsg
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fwere created not to achieve success in the acadenic

- field of cryptanalysis, but to provide intelligence

for operational authorities by means which may involve
decipheraent only incidentally. Traffic analysis,

which does not possess the antiquity of cryptznaiysis

~for it is as new as radio iteself, 1s also an important_

phase of coamunication iﬁtelligence activity.

24

- .
tapInaion

of Unitsed States Conmunicotion Intelli-
gence QUreenications

|.l
i
s B {11}

The trezencously increased flow of ereay opera-

tional traffic, vhich begzn with the outbrezk of this

et AR L P e M b URA e i = Mo e e s e —~



éQCID: 3263556

1!P : ; , _ _
.war, necessitated & ﬁfeat exﬁansion of personnel in
&'i_both'the UeBe 2rmy anc Naval Comzunicztion Intelli-
'gence organizationé. Consequently, many persons were
introduced for the first time to zctivities which had
. long been celiberately nidden by strictest security

precautisns. In aacition to those who have been Liem-

bers of the Army ané Naval Communicatlion Intellizence
; :' o organizations, many other Army and Naval personnel
AE | have become aware of ﬁhe existence znu operations of
{ . these orgenizations through-the handling of ‘Intelli-
ﬁ _gencc which necessarily hzd to be disseminatea.tO'cer-
3 ;aih operational comzancers.
{ . - War correspondents andé other puElic;sts also
3 . have hzd an opportuﬁity_to come in contact with some
; of thié intelligence, e.z., Stanley Johnston who '
‘i divulged the story'behind the 2attle of Hiaway, end
3 3 Fletcher iratt who hag aleo written & toox on crypt-
i _ antlysis, Furfhermore, coze menbers of the YeCulyy
] | FeBeI., 2nd State Lepartment, znd certsin other
g clvilizn suthoritiecs hove bsen cognizant of the succes
7 “of American cryptanslytiéal apenciss, It 1w estinmated
1 1l - Fletcher Praost, Syereh ine Uwo=int: The Stoery
i . of Couer enu Ui niPs, Jile 1nDCK Z02:d,y uiitlhl
E Cloyy beiey L2y ¥inbe aystories oo Ldieyl, cnd
TTre E:Ln;.;ci:out at HiGnagt, f"htr;-."‘,: o7l ?i' Tt
se il dnan S e il i TR
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% that at least 50,000 members of the Army and Navy
have handled cryptographic material, and severzl thou-

‘isand Arny and Naval personnel, exclusive of inter-

' _cept personnel, have beén éssociated with cryptanalyti-
 ca1 sctivities. The number of those who have handled
':the resulting intelligence 1s not as lérge as those
i S l: . 'who have beén engaged in processing the material, but
} " V . even the disclosure of certain techniques would be as
; - NI . damaging as the revelation of actual intelllgence.
| It 1s apparent, therefore, that a larze nucber of in-

dividuals poscess imewledge wnlch would be extremely

" tdiiiam ek

damaging to the national interest, if made available

fo unauthorized persons.

i oM s, i,

It should be pointeéd out that it 1s not jpossi-

ble to hide the existence of large cryptanalytical

I

i ‘ 5 organizations from experienced esplonage sgents.
Furthermore, the enemy takes for granted, as we do,

i : g fhat every radio messﬁge transaitted in war tize is
intercepted by hostile forces, who intend to éeciph;r
and read the coﬁtents, 17 possible. Zut knowledge of
the success achieved by Axerican cryptanalysts can
and must be lizited to only higher authorities vho

reed to know. 7This is the objective which must be

i 2t
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. attained in the future lest the source of mach unique
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~"intelligence be destroyed. Some examples of'the can-

._éging effects of publicity on comzmunication intelli~
 igencé ectivities will bé discussed in the following
- péges.' | | | o '

"3, Publicity Lesks Concerning Coxmunication Intelli-

gence

Publicity in America concerning the success

il e e b

i l-“fJK : ' . of Communication Intellizence in various nations seens
to have occurred in three major spuris:-

j--* : -fﬁi -;‘ 1_ '.f,'A. The Post Wér Pisclosures - which ran from

1920 ~ 1930 auproximztely.

B. The ¥Yardlev Era - from the publishing of

"The American Blackx Chamber® in 13221, up
{1 g ' _ ' to the outbreak of the American-Japanese
F - B “§ - n p

i _ S Tar. .

Ce The Lperican-~Jeaprnese ¥War - which ccecasioned

the most dangerous disclisnsures of all,
A brief study of each of these periods will be
of value in understanding the neec for strict security

precautiong which must be taken in mocdern cozzunica-

tion intelligence work.

B e S, i gl s Sk b e
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Ae. Post Vorld ¥ar I Disclosures

The great interest shown in cozmunication in-
iitelligence by most ﬁodern nations probably owes much
o tne revelations of such activity which were made

pumlic during the years following World wWar I. The
:information corttained in this report has been gathered

ir the main Trom publications availadble In most pub-

lic libraries, and nas been set forth here to demon-
strate the necessity of preparino C g to stop the antici-

~pated avalanche of post war punli01ty which will

Jeapardize the activities of American intelligence

agencles unless approprizte zction is taken.

&)

] . " . 1. The Allie

(a) Frence
] _Froa the wriiings of various French ex-
rerts it is mown thzt the French entered the war in

1914, thorougilly famillar with Cerzon military cocdes

i iaih b dmandend.

and ciphers and with long excericnce in reading Ger-
2
man znd Italian diplomatic messages. Excellent

et e bt
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Aplanning in tipes of peace,'splendid cbbperation be~
- tween military and dipiomatid leaders in regard to

eryptanalytical assignnents, and continuous research

in developing the most efficient procedures resulited

Departmpnus had well-orgenized cryptanalytical bureaus

in great success for the French in'anticipating and

-frustrating German attacks.

(v) Euncland

The British Army and Haval Inuelllgence

during Vorld War I, and the continued stress placed

by the British on the speedy collection of zmaterial,

careful exanination znd selection,
collat

"stimulated other nations

and a skillful
ion of zll available sources of information has

to follor their exanple.

e T e S Ry T o bt A s W e mam A e cn e —a gt S

2 (continued) -
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Marcel Giviersg
CWilitaive Trp
lated in U.S.de
ang¢ :Hay, 1926.

‘#Cuestlons de Chiffren, Pevv
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ignal Corps prlletin, I
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toe incicent ce;ore thie Yiorld Viepr when i, Coil-
aux, a Frefieh leasddr, ciiéloged, Thioush &
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inforastion wzs lost for a tiuve because the Cer-
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-':V'f['Desfite—the ezistence.of the British O0fficial
' Seerets Aet of 1911, as amended in 1920, several books
- published in England have given.rather detailed sc-
-eounts of British comrmurication intelligence activi-
ties. Captzin Ferdinand Tuohy discussed BEritish
methods of direction finding amnd code work in a book
'published in 1921, Even the mmdinents of Tina and
R.P.P. were explained in this"ﬂork.3
In Decémber 1927, the "best kept secret™ of
:‘.the great War was disclosed by Sir Alfred Ewing,
Princiral of the Edinburgh Tolversity, in a lecture
-entitled “So;e”Special VWar Tork" which he delivered
.to the Ecinbdburgh Philosophical Institute.4 He toléd
‘of the activities carried cn cduring World Viar I in
the fawmous Room L0 0.B. of ikhe Sritish Adnirzlty,
where Gerzan dispatches were Ceciphered.
.Four yezrs later, in 1231, Sir £1fred Ewing
adcded {urther cetails in an interview which was pub-

5
lished in Azerica. As umany as .2,000 messages a day

i

4
D
¥
i
r
m
)
D
ct

Corss, London,
Py D5 Aoed o
ess, Ddlndurgh, hee. 14, 1937,
i ¥ dtjuen Coiren frox Loncon, Ii<Y.
Tlzas dacsSinie. Hev. 8, 192]).
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5.§ere decipheréd in Room 40 with never more than
:j:twenty-four hours delay. One of the messages, dis-
: closing that the CGermans planned to raid the East
. Coast of England, led to the Battle of Jutland when
Adniral Jellicoe, forewarned, moved his fleet to meet

the German warships. 4nother publicist confirued

- Eving's statement as to the Pattle of Jutland by pointe

g e hestasd A o

~ ing out that the Admiralty xnew of the plans of the
German fleet at least twelve hours before it noved

' from ifs base. Adairal Jellicoe put to ses at 5:40

- P, on May 30, 1916, and the Germans6did not weigh
anchor mntil 3:00 A.M., May 31, 1916.
; o P T According to Ewing, Room 40 cealt with diplo-

3 o ’ | matic ciphers as well as naval dispatches, and, there-
‘-fore, was able to give warning of the Easter rebellioxn
in Ireland, as well as information of Germen zctivity
in Persiz. Probably the nost important exploit of
1 ' ’ ﬁoom 40 0,8, was the deciplherszent of a wmessage sent
1 o on Jznuary 16, 1917, by Dr. Alfred Zicuernman, Under-
secretary at the German Foreizn 0ffice, to von Dck-
hardat, Germsan Hinlster to iexico. This message re-

vealea a Gercan proposal for an alliance with Hexico

-tk Aad 2 r ~ s Ty o da e
& - Hectror mvvater and H, C. Ferrad Sonmapes
T,—l-¢-r,]'| Toanean pmaimo O-r" inyo ""L:-C""l_‘:": T T
1lirenes 2% 5 o
— s o A e A, v - =
yige, Tigierd He Swmiti, J.¥.; A¥iiy Te iile,
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on the grounds;that after the war Mexico would ré-
ceilve the territory of MNew llexico and Arizona which
she had lost in 1848. As Ewing remarked, the publica-
fion of this wessage was deecisive in converting Anmeri-
can oulnion to the necessity of war,

The complete details of the intercebtion and
'deciphsrment of this message may be found in both
English anc Auerican publications., The o =oirs of &

- former German Naval Intelligence officer, von Rinte-

len, were published in London in 1933, and official

¢orrespondence deéling with the Zimuerasan affair
~vere dlsclosed in the mezoirs of the former auericzn
Ambassador to Enzland, Walter H. Page, published in
P
o

Anerica in 19z25.

Ty

Von Rintelen was captured during the war by

Dk

3 _ the British on his way buck to Cer:zzny from imerics,
and he then learned frow jAdniral Williew Peginald

‘Hall, the Chief of British iTaval Intelligence, thet

3 ' ' tne British had known Geraany!s Tlve veays of sencing

3 ' o :

1

: 7 = Czptain von Jintelen, The Dnoi T4 2%

2 11 12 Peninizcencas of o (rroanm s g bt

: ee Din ooy, Loyce DigKsolly LTidey o8 Fouiop

1 LB., Lonwoa, 1333.

1 A 8 « Burton J. “:uurihx, Thap Tife snd Lotters af
Palber M. P- ey 3 Tols,, L:L._Lc:y, Page znd
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inforamation to America or Meiico, end had intercepted

and deciphered messages sent by 21l five routes.

.'} Furthermore, Admirzl Hall disclosed the radio decep-

tion nmethods used in eliminating Admiral Speets sgquad-

“ron at Falklands on December 8, 1914. A newspaper

article by Hector Bywatef in 1534 cited testimony
from two British intelligence officers in confiruna-
tion of von Rintelents story concerning the secfet
backsround of the Bastle of Falklands.

Mr. Bywater, who was one of the worla's best
informed writers on n#val affalrs, published many
specizl articles and books on the English Navy,
several of which cdiscussed British direction finding
and cryptznalysis, and especially the work of Roon
40 0.D.

Captain H, Landau of the British Secret Ser-~
vice vrecte in léEA of his ﬁﬁrld var activities in

setfing up inforgation posts in Hollznd to obiain

data on trazin movements in Belgivm and occupied

France., Incdirectly, he was of grest zessistance to

- - -
9 - Dailw Tals 1y London, Seot. 4,0, 1934
10 - Bywater w B Lidmenees
Hactor C. #vwateor, Shnir Mogwoy dur aras,
le

Londom Lounstab cund Coe, sy, Ciledlil.
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“Room 40 0.B., because his organization obtained a
' copy of every cipherea telegram sent out of Holland

'by the German Lezation, the Consulates, anu other

1l

German services. Furthermore, even before the war

“broke out, according to Lord Fishert!s memoirs, the

British hsd a burezu establicshed in Switzerland to
o 12

..colleet foreign code telegrams.

One of the sources concerning 3ritish communi-
cation 1intelliyence activities in ¥orld ¥VWar I was the

book written in 1935 bty Eugn Clelsnc Joy, who becare

‘Secretary to Admiral (then Captain) W. R. Hall Just

. ‘after the latter had becore Lirsctor of Navel Intel-

13

-ligence in Octobexr 1914. He told of the orizin of

Room 40 Q4Be 2t the Avmirazlty, cederibed coue of its

exploiis, and then, ironically enouzh, strecsca its

great emphasis on scerecy.as follovist

"or 1%, fFoom 4O 0.3.7, too, the late
Earl EBalfour said: :

'To noom 10, the country owes an immmense
dedt or gratituve - a cebt whicn st the =
time, at least, coula ncver be paid,

11l - Henry Lancou

ou, g1  Tog Syoare ar fhe
Srdtiod Joavm ¢ PR ChIig gy
Li.".‘.i"_"-, Gie i IL..,L.?;..,, . o-i..o, .:\.}/'..; Coge
Yot by hies 2y Te Pa Putnumte Sones,

- I" o-ia l‘/))o
12 — 'l(.-h¢.l_' .__:-:_0 Cit. J 20.

3 - T ]'.i Lr.]. -.Lz bpiet 5 LR L
non, Huschiuson wnu Uoe, Louwin, L¥33.
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Secrecy was of the very éssence of the

wOrk, and never was SeCrecCy @more success-
. fully observed.'® (14)

One of the most interesting accounts of Bri-

.téin's eryptanalytical activities in the last world
Var cén be found in the testimény brought forth be-

{i o . fore the Mixed Claims Commission of United States énd
| Germany iﬁ regard to the disasters at Black Tom, Nede.
on July 49—30, 1916 and Kin«sland H.J. on January
11, 1917. Y Aémiral Hall of Br*tlsh Haval Intelll—

. T

gence supplied the texts of many intercepted unessages

Py

to.demonstrate the xnowvliedge of the Gernen Governitent
in regard to the ac%ivities of 1ts sabotage experts.l6
3 |  ' : Thus, much of England!s secret war zctivities
& S were disclosed not by espionzge agents but by tpe
3 ' . . books and newspaper articles of its own nationals,
" with some revelations by outside sources.
| (¢) Pus sia
The LRussisns entered the World War very

badly prepared for military cryptogrophy and crvot-

i b e

analytical worx, though long experience in success-

. '\?-'_- -
f ‘ﬂ\ G Mot o e [}
. Tendent or Qacx iCnto, ooundington, DWG.C.
16 - Ibid., pp. £E~30; pp. ZU0-302.
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..~ . fully decoding Turkish, British, Australian, and
|  Swedish diplomatic codes and police work against the

Nihilists had necessitated cryptanalytical research.

Despite all this backgrownd, it seems from the slight
‘evidence avallable that very little military crypt-.

anéiysis was done by the Pussians in World War I,

':though they did solve some of the German codes. On
the other hand, lack of security precautions helped

o the'Germans to decipher Russian codes. One reason
_‘for believing that the Russians did not achieve much

cryptanalytical success arises froa the fzet that the

Russlans were unaware that the CGermans were reading
17 :
thelr codes.

(@) Italy

Before the first Torld war, Italf had

i
-
|
1
k
i

Gone little to develop 1ts cryptanalytical bureaus,

{. : ~and there is no published evicence to prove that che
was any better during the war. This situation is ¢if-
1 S ficult to understand beczuse of the traditionzl in-

1~ ) terest of Italizn scholars in crypntograns end crypt-

i ' cnalysis. Hore intensive resezrch in Itzlian libraries
3 than has been possible in drawing uwp this report would

1 probably revezl further detaills of Itzlyt's cryvoto-

17 - Gyldadn, on. ci B, 69,

)

21
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grsphic and cryptanalytical cfforts in Vorld ¥ar l.

o

2. Central Povers ;

. v “ (a) Geroany
- The German Army, Navy, and ¥inlstry of

fbreign Affeirs had cryptanalytical bhureaus before

b o SO %orld var I, but inzdecuate and ill-traincd versonnel

had made competent rescarch imcrecticsble. Conpared

E | ' with the French, they were much inferior in that they

é wa B0 . lacked a centraliczed organization, were without expert
'1&aéefship, end because of insufficiznt research "ere

J Ts g not pre-ared to cone with the problems invoived in de-

PRCTR L oy

cishering Frenech ~odes, Turthermore, errors and
omissions discovered in Gerzan communications peroitted

the French to solve Cesrman nessages very ezsily.

FURTRPLY e D

In the late years of the war, =fter a difficult

Ay

period of self training, the Germans becane ruch more

FRTO PP

adeut In cryplenalysis, A Rritish vriter stzted thet
the Gearzans were overhsaring British signzls and vire~
less conversation zter 1916, and were thus al evs

nrepared Tor British attacks during the last yzars of

dbes

the war,18
LAfter €ir 21Pfr=zd Xving had clscloszed the work

of Room A9 cduring the Vorld "ar, &n announcencnt re-

1

15 -

*e)

nand Tushy, 65. cibe, e 214,
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vealing the corresponding German department appeared

. 4n the Vossiche Zeitung. The article described the
“deciphering of intercepted Britisn signals in a myste-

rious wireless station, surrounded by barbed wire on

PTTTIL P T RO T P TE P YRR

‘a lomely moor near Neunenster. This story was con-

firmed by a former Geraan wireless officer, Lt. Comdr.
. 19
Y. Kraschutzki, who belonged to the Neumenster staff.

PP U P S, Ty Y

It is believed, however, that this Bureau was not

i : successful in deciphering British liaval dispatches

' ' _ 20

until some time in 1916,  thouzh it is known that at

R B e

‘the outbreak of the war, sdniral Spee knew because of
intercepted Britisn messages that he was being shad-
<l

owed by British cruisers.

On the Russian front, the Germans were auch

more successful owing to Russian cozmuunication de-
ficlencies. The Gerazns knew-as much, if not nmore,
j o S than some of the Russian commencers abtout iloscowts
plans for the Battle of Tazmnenburg. Gerzany nsd
i B | 5t11ll better success with diplomatic secrets for they -
! . were able to read the messages o¢f liajor Langhorne,

the American Military Attachné in RBerlin. It will be

19 - London Tiuzs

2
20 - G.rlcéén, on. cd
21 - Von Linteiern,
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renembered that the Germans had arranged to send fhese

PO S

7__dispatches for Major Langhorne who wished to keep them:
. from falling into the hands of the British., In the

F o’ "-'a'_'-_"o-'n..

pfocess, the Germans were able to rewrite the Ameri-
. can Attachets dispestches with a pro~Germsn bias. It
nay be'presumed also that thelr experts were able to

22
. ' read the messages oI other nations.

T T L R

(b) sustria

i e T .;"-_ - According to Generzl Fonge, Chiefl of the

s

_Austrien HMilitery Intellilgence Service during Vorld

"~ Wlar I, cryptography had been much practiced in fustriz,

s oWl

but cryptanalysis was entirely unknown until 1908,

when he Dbegan to work on intercepted Italian Haval

el A A

dispatches. Hesszges of other countries had been de-
ciphered for years, but solutions had tsen cobtained
by acgulsition of the codes through eépionage rather

j | | . "then by cryptanalysis. Hoﬁever, in 1918 the Evidenz~
- turezu of the Generzl Staff was re-orzanized, and

t - _ - efforts were made to stimulate cryptanalyticzl activi-
ties.

i ) Despite its inadequacy at the Leginning of the
.wér, the Evidenzhurcsu gave many iustrian officers an

opportunity to analyze Russlan systems and, as a resull
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of their specialized-training, they were able to
:J_(,solve Russian ciphers much nore quickly then the Ger-
' mans. As the war progressed, the Austrizn bureau ex-

panded, and a French source states that 1n February,

”l916, at least 26 cryptenalysts were employed in the

23
Vienna office elone.

o bl L 2

-Austrizn military commanaers were well avware -
: of the value of the informution supplied them by this
; ' . . bureau, and Von Glaise-Horstenazu, Chief of the War

~ Archives in Viennz, Privy Councilor, and forasr offi-
. cer of the Austrian General Sta:f, stated that il
Austriz had not;beén able to rcad Russian radiograms,
E _ .. it woulc most probably have los% the war &s carly s
3 : in the-winter of 1914-~1915.
| ' 3. United States

. Very iittle was knovn by the hmericoan puvblic

TR I VY P

about its cryptanalyticel agencies until the time of
Yardlef's éisclosures ol 19531, Licutenant Colonel .
i . | Walter Sweeney, U.S5., Army, reported in a boox written
in 1924 that during %orld War I the code end cipher
‘seetion of the Intelligence Service at imerican GG

n2d ceponstratecd thzt any code or ciphier couiz be

23 - Gy1ten ne ¢lt T ©2we

Sl e
—
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24

read, 1f sufficient t@me were granted. A newspaper
article in 1930 discussed the activities of G-2 and
Room 4O 0.B. in iﬁteTCeptihg and decoding German
radio.messages.ZS However, public attention was not
focused on Smerican cryptanalytical activity until
Herbert O. Yardley,26formerly of the U.S. Aruy, broke

the seal of self-imposed silence which governs the

‘activities of most erysptanalysts and published his

27
famous %"The Americcn Plack Chambhert, |

24 - Lt. Col. Vzlter C. Sweeney, '1litary Intelli-
gences ~ Tew i/eanon in iaor, Fred A. t.tokes,
NeXoy 1924, , -

25 - sunday £T:.B, ¥Washington, D.C., Apr. 13, 1930,
Yagazine fection, p. 5

26 - Mzjor ¥Yardley nzc resigned his commigsion in
the U.B8. Army Beserve refore sutmitting the
articles for publication.

27 - Hervert O. Yarvley, 'The fueviesn Tlrakg
Chenbard Bobbs-lerrill Coz=pony, lnciznapolis,
1y31.

26
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l. XYardley's Pevelations

-Barly in 1931, the Szturdav Fvening Post, a

veekly magazine of tremencous national eirculestlon,

PO U7 SN 1 HIGIG T S ULy, QP

.‘published a series of arficles'by Yardley which

: iﬁlil-_ franxly disclosed the exlstence of cryptanzlytical
. ' 'orgaﬁizatiqns in various countries, and discussed
their methods, successes ané failures., Analysis

ﬂ R SIP - of the different types of cithers and codes in use
L by these nations; with unflattering criticisa
directea at the. U.p. Department of State, was une-

28
of the principal themes.

a3 i, i s

The articles were then publishied in book form,

entitled "The fuericzn Hluck Cherber?. Yardley stuted

that his organization, whieh nad been establishsd in

1 . 1917 anc hezd vorked in secret until 1529, hed solved

~

over 45,000 cryptograms curing that perlod., .t cne

time or znothner, it hzd brolzen the codes of Argentina,

) t nin ta Ri uba, Lmerica, Trance,
Prazil, Chile, China, Costa Rica, Cuta, Americs, ce

28 ~ lierbert 0. Yardley, "Secret Inks® S:turday
Tvenins 3123, Phiilzgde l§nia, Veol., 203, lio. 49,
£pr. A, ia=ls
"Cades®, ikic,, Vol. 203, Ho. 42, apr. 18, 193
HCipherst, iota., Vol. . !

o ECryptogrinis anc Toael

i ' . Yo, 73, fov. 1, 194

r)

Q)
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Saadidad bande

Germany, Japan, Liberis, Mexico, Panama, Peru, Russia,

.'V_Sa Salvador, Santo Eo"irgo, the Soviet Urdon, and

'Spain. Fhrtkermore, he revezled that all Japanece

‘eode "ess ges received or sent by the Japanese repre-
. sentatives during the Vzsbhington Nzval Conference had

- been rezd by imerican cryptanzlysts.

The Pook creatzd 2 sensaticn in both America -
and in Japan., In addltion to az Japznese translaticn

In book form vhich zjprarently wss subsidized by

Japanese militarists, {0 J““"ne»e nen53ap0TS TEN a

SETI“I trenz =latlion, and Zeadlines called attention
29

'to Amerlesn treﬁchery at the Vashington Conference.

In America, the booX received much attentipn in tle

press, znd many book reviews disseminﬁted his dis-—-

closures even more wildely; thas, mundreds of persons

wno had never read Yzrdley's story were made avare

of 1fs revelations.
Yardley wrote two other articles late in 1931.
One dealt with the cryptanalytical activities of the

32
British, &nd the other attempted to explain his

29 - K.il. Kavexeni, Pzalti-ore Sun, APug. 18, 1931,
30 = IeblePy 0. Wirdla, YISNII oonds Bl 2nEPLRY,
Literby rgozire, H.7., Oct. 10, 1931, pp. Ho-i.
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S . 31
- motives for revealing governuent secrets. The first

article Giscussed British nmetliods in obtaining every
dispaﬁch entering or leaving England, and the second,
ééverely eriticizing the State Deparitment!s inadequate
-éiphers, explained that his book had been Intended

Yo expose Amerlca's ceficiencies in the fieldhof
eryptegraphy with a view to stirklating the develo§~
nent of new codes for the preservation of national
-secrets. |

31la

Hollywood eventuzlly mate a plcture called
1 by Yardley, and as late

RRendezvoush® based on a2 nove

as March 1942, the Novy Tepartment had to recuest
ti2t the “imerican Elack Chambter® not be republished.

-

2. Pre-tar Publicity

In 1934 and zgain in 1937, newspcper stories
. discussed the activities of severzl Auerican crypf—

analysts wiicse exlistence had been dlsclosed when called

i i it il

upon to testify in court as government witnesses, or

e sk i £

when discussed in e¢ivil service newspaper colunns.

Public attention was thus drawn to the Army's, Havyls,

inai, b,

3 . and Coast Guard®s cryptaznalytical units.

1. '

; 31 - Uardert 0, Yardlev, YAre Ve Uiving avay Our
. Shete Geeretsi®, Litoyhy ifcensina, Lae, 39, 1931L.
{:}. 314- ilerbert Q. Yurclorr, .o Lot Usimness, wele,
1524
I e

24
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- code all messages leaving the United States.
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A newspaper article in October 1939, announced

“that the F.C.C. had revived a Black Chamber to de-

32 A yezr

later, the same columnist zttacked the entrance of

the F.C.C. into radio intelligence, nointing out

~that its staff had no experience or knowledge covering

law enforcezent or the value of military information,

end, in addition, it was doinz so:ething which the
Argy, ¥avy and Departzent of Justice were perfectly
equipped to perform.33 A very detailed article,
déscribing the w2y a2¢tivities of the P.C.C. system,
appezred in October 1941. Flszven counter-es-icnage
radlo stations and more than eighty secondary mobile
units were mentioned, and new antennac Zor use in

fixing the »ositicn of trznscitters and nlastic discs

n
°
1]
H
o

m
01

for recording message

All the foregoin £ ezecurity vio-

(
f
¥
o
-
o
v
(h
u
Q
|

lztions cceurred during Some °‘ere ninor, scne

vere serious. The most darmzging disclcsures ere to

occur a2fter the outbrezix of -ar on Lecexber 7, 1941-

32 - Franx C., “aldéron, zshingiton Timcs—Terald,
Dot 1935,
33‘ - I".“_C_ . = OC':. 7, l?.‘{u:)'.
Tirzs, Jet. 13, 19i,

Los Angules
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~.1. Pearl Farbor Afternath _ )
On the day a2fter the attack on Pearl Harbor,
_é Washington newspaper, cuoting relizble informants

-to thn effect that the "ar Desartment haéd succeaeded

N in Teading the Javanese code, indicated that Tokyo

had_probébly suspected the decircherment of 1ts codes
-and had neglscted to inforz the Jacznese Tmbassy in
Fashington of its plans to attack Pearl Harbor so as
not %o warn “ashington.2? Tro days later the sane
‘newspaper, speculating again as to whether or not
‘JayaneSE dirlonats in Yashincton knew.in advance of
the attack on Pearl EHzrbor, announced that the United
States-had_solved the Ja.snese code in 1932, tut that
1unacubtecly the Jarznese kxn=2% this, and in tﬁrn the

U. S. had lezrns=d that they mew it.36

Tirme Hagaziﬂe, early in 1942, reprinted a story
eoncerning the ¥. C. C. vhich had originally apzezred
in the 5%. Louls Post Dispateh. According to this
re#ort, the ¥. B. I. had bLeen stopped {rom seizing

an 11lsgsl transmitter in the German Fahassy hecszuse

25 - Dailw Yews, Vasnincton, D.C., Lecenber 3, 1941.
2 —-Loile o o=, “asain ctan, B.L., Lapexbedr 31, 1240
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~diplomatic personnel in Germany.

every brozdeast.”

had prevented the conying 27 all messages t

~of ¥issouri, Chair

plene Bae
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;

. the State Department did not rant to jeovardize the

. sucecess of negotiations for the safe exchange of

The F. C. C. an-

nounced later that every message sent out from the

German Enbassy hzd been cecoded, and, furthermore,

the transmitter had teen jammed at the beginning of

2

7

~ -

-5y
QLT

A nevsy r erticle in Tebruzry 1942 atbtocxed

the T Be. I.'s statexent that nezcetinme restricticns

e
ansmitied

between Honolulu and Tokyo over comnercial radio

»

circuits Zor several =eelis »rior to Tecember 7, 1941.
It ceclared thet the csumuniczation service of the

Havy and the signzsl gervice of the Lrmy had kept

LS
(=3

cozzercial circuits htetween Tokyo &and Honolutiu under

constant survelllance zrd hz¢é given conieg of all

messazes to the F. B. I. Eenstor ¥arrr S, Truman,

ren of the Senstie Interstate Coo-

adn bo-

merce sub-cormnittee on wire topning legislation,
dnforzed the Senzte that, notwithstanding the renort
of the Roberts Comulssion, iha recsré wouvld show
37 - Time ‘mo=zine, N. Y., January 5, 1942,
73
32
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‘Zthat rpire tapping and interceﬁtibn of pessages were
- oy ® qf,,"'fully practiced »rior to the a2ttack on Pearl Harbor.w38

Another -ublieity lwak occurred vhen Leon

Pearson on a Hutual Brozdeasting System program in

L S February 1942 announced that one of the intelligence
‘ﬁ . services of the Governzent had decivhered certain

messages fron the French Vest Indies - Yartinicue and

fuadaloupe ~ vhich indicated that German subniarines

% _ e .. had teen refueled from the swall sorts of the Atlentic
é | " goast of Guadaloupe.39

3 . ' .

§' ' As & reéult of &ll the newsparer publicity at the
! oufbreak of the war which had bzen given to the crynt-
; -aﬁalytical agencies of the U.S., many colleges hagan

!

3 to'inqﬁire of the Xavy about the inzuzuration of cour-
3 ses in cry;t%nélysis to prenare their students ior

war duties. ALl of the voluntzry offers vere ceclined

st e

" politelw, thecou

[43]

¢ 57 the sublicity vhich -ould zccom-

1 .
g pany such ¢ourses.
4
3 2. Eotile of Yideaw Cxangnd
] ‘
3 X 3
The most in-ortant -utlicity 1otk of the
: present 7ar concerning comtunication Iintellizzncs
4
1
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Havy knew In advance of Jara

. had sonehow accuired much

qZ}
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" oceurred in early June 1942,

after the Battle of

Midway, vhen an article aprearing in three newspapers

. of very wide circulation ¢is

closed that the TU. S.

nese plans Jor an attack

on Dutch Harbor in the Aleutians and.zgainst Yidway

Islard.40 ‘

1Indicating‘that the Jz-
ing force, a sugsuort “orce,
the article gave s=zecific

each enemy force. It :as

éd=ztails

cvident that the re

anese hadé used a siriz-
zné an occunation force,
of th

e nezeuy of

3T TET

& the irnformetion whiich

'.ﬁ. S. Heval Conmunications Intellience had Gisssindi-
ﬁated to & very few important comnanders, and it =s
obvious to the exverienced oussrver that such con-
plete details of the znexyls olans conld have eore
only from Jecl hered Jertenese messugas.

Furthe;moré, & racio Yroadecast of Tzller
Tinchell on July 5, 1947, statzd thrt advance mail-
ecdge of ‘he eneny's laags wzd caved U. &. forces
froa defeat an .vo nccasiors. Anather itoz “ron his
nenshaper ciluan of July 7, 1%42, anndunted that

40 = Jo Yo Dedldw "ewe, Chiersy Sritune, Tashiniien

T Bimis Sepedp, Jume Ty I24d.
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Colonel ¥cCormick's pazper in Chicago had divulged the

Teason Tor American success at llldvay -— the decoding

- by the U. S. Navy of Jeranese sceret messages.41

Meanvwhile, an effort was made to indict those
responsible “or the original disclosure concerning

Midway. On August 8, 1942, newspapers throughout

_ the country revortsd that the case vas to te investi-

gated by a Tederal CGrand Jury in Chicago, as a result

a preliminary incuiry made by the Justice Depari-

ment at the recemrendstion of the U.8. Navy. Willize

.D. Mitechell of New Yori, Tormer Attorney General under

President Ioover, —as to direet the investigation of

the Grand Jury into any possible violation of & crimi-

-nal statute or of the ALet of June 15, 1917, as zuerdeqd

by the Act of illarch 28, 1940, concerning the unlav-
ful comrmundication o8 documents or comrmunications rela-

: ; % ) s
ting to nationzl aefcnse.4*H0Taver, damaging publicity

led to incéicet Colonel MeCormicis, fanaging

i
E¢itor Jexzes Loy lolonszy, or Stanley Johuston, the

41
1?2 - :I- Y- ‘T?—H :5’ ."L: 5T
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