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APPLICATION 

Indicators and vulnerabilities are best identified through 
de ta iled OPSEC planning before activities start. They may also 
be identified during or after the conduct of routine functional 
activities by analyzing how functions are actually performed and 
the procedures used. Planning and analysis proceed from the 
adversary 's perspective. To as s ist in OPS EC planning and 
analysis, OPSEC planning guidance must be developed jointly by 
those most familiar with the operational aspects of a particular 
activity together with their supporting intelligence elements. 

OPSEC planning guidance should take account of those aspects of 
an activity that should be protected in light of U.S. and 
adversary goals, estimated key adversary questions, probable 
adversary knowledge, desirable and harmful adversary apprecia
tions, and pertinent intelligence threats . OPSEC planning 
guidance should also outline OPSEC measures to complement 
physical, information, personnel, signals, computer, conununica 
tions, and electronic security meas ures . OPSEC measures may. 
include, but are not limited to, counterimagery, cover , conceal
ment, and deception. 

In the OPSEC process, it is important to distinguish between 
analysis of threat and vulnerability, on the one hand, and 
implementation , on the other. Recommendations on the use of 
OPSEC measure s are based on joint operational-intelligence 
analyses, but ultimate decisions on implementation are made by 
conunanders, supervisors , or program managers who determine the 
aspects of a program or activity to be _ protected. The decision
rnaker with ultimate responsibil i ty for mission accomplishment and 
resource management must have complete authority for determining 
where and how OPSEC will be applied. 

POLICY 

A National Operations Security Program is hereby established. 
Each Executive department and agency assigned or supporting 
national security missions with classified or sensitive activi
ties shall establish a formal OPSEC program with the following 
common features: 

Specific assignment of responsibility for OPSEC direction 
and implementation. 

Specific requirements to plan for and implement OPSEC in 
anticipation of and, where appropriate, during department vr 
agency activity. 

Direction to use OPSEC analytical techniques to assist in 
identifying vulnerabilities and to select appropriate OPS£C 
measures. 



- 3 -

Enactment of measures to ensure that all personnel, conunen
surate with their positions and security clearances, are 
aware of hostile in~€lligence threats and understand the 
OPSEC process. 

Annual review and evaluation of OPSEC procedures so as to 
assist the improveme nt of OPSEC programs. 

Provision for interagency support and cooperation with 
respect to OPSEC programs. 

Agencies with minimal activities that could affect national 
security need not establish a formal OPSEC program; however, they 
must cooperate with other departments and agencies to minimize 
damage to national security when OPSEC problems arise. 

ACTION 

Heads of Executive departments and agencies a ssigned or support
ing national security missions. 

Heads of Executive departments or agencies with national sec urity 
missions shall : 

Establish organizational OPSEC programs; 

Issue, as appropriate, OPSEC policies, procedures, and 
planning guidance; and 

Designate departmental and agency planners for OPSEC. 

Further , they shall advise the National Security Council (NSC ) on 
OPSEC measures required of other Executive departments and 
agencies in order to achieve and maintain ef fective ope rations or 
activities . In this conne ction, the Jo int Chiefs of Staff shall 
advise the NSC of the impact of norunilitary U.S. policies on the 
effectiveness of OPSEC measures taken by the Armed Forces, and 
recommend to the NSC policies to minimize any adverse effects . 

Chairman, Senior Interagency Group for Intelligence {SIG-I). 

Consistent with previous Directives, the SIG-I has responsibility 
for national OPSEC policy formulation, resolution of interagency 
differences, guidance on national-level OPSEC training, technical 
OPSEC support, and advice to individual Executive departments and 
a gencies. The National Operations Security Advisory Committee 
(NOAC), as part of the SIG-I structure and functioning under the 
aegis of the Interagency Group for Countermeasures (Policy), 
will: 

Advise the SIG-I structure on measures for reducing OPSEC 
vulnerabilities and propose corrective measures; 
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As requested, consult with, and provide advice and recom
mendat i ons to, the various departments and agencies concern
ing OPSEC vulnerabi~ities and corrective measures; 

On an ad h oc b as is, chair mee tings of repres e ntatives of two 
or more Executive departments or agencies having compet ing 
interes ts o r r esponsibilities with OPSEC implications that 
may af fect national security inte rests. Analyze the issues 
and prepare advisory memoranda and recommendations for the 
competing agencies. In the event NOAC fails to resolve 
differences, it shall submit the issue, together with its 
recorrunendation, to the SIG-I for resolution, which may 
recommend a meeting of the Policy Review Group (PRG} to 
consider the issue; 

Bring to the attention of the SIG-I unsolved OPSEC vulner
abilities and deficiencies that may arise within designated 
programs and activities of the Executive branch; and 

Specify national-level requirements f or intelligence and 
counterintelligence OPSEC support to the SIG-I. 

Dire ctor, National Security Agency. 

The Director, National Security Agency, is designated Executive 
Agent for interagency OPSEC training. In this capacity, he has 
responsibility to assist Executive departments and agencies, as 
needed, to e stablish OPSEC programs; develop a nd provide inter
agency OPSEC training courses; and establish and maintain an 
Interagency OPSEC Support Staff (IOSS), whose membership shall 
include, at a minimum, a representative of the Department of 
Defense, the Department of Energy, the Central Intelligence 
Age ncy, the Federal Bureau of Investigation, and the General 
Services Administration. The IOSS will: 

Carry out interagency, national-level, OPSEC training for 
executives, program and pro ject ·managers, and OPSEC 
specialists; 

. Act as consultant to Executive d e par tments and agencies in 
connection with the establishment of OPSEC programs and 
OPSEC surveys and analyses ; and 

Provide an OPSEC technical staff for the SIG-I. 

Nothing in this directive: 

Is inte nded to infringe on the authorities and responsibili
ties of the Director of Central Intelligence to protect 
intelligence sources and methods, nor those of any member o f 
the Intelligence Conununity as specified in Executive Order 
No. 12333; or · 
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Implies an authority on the part of the SIG-I lnteragency 
Group for Countermeasures (Policy) or the NOAC to examine 
the facilities or operations of any Executive department or 
agency without th~ approval of the head of such Executive 
department or agency. 


