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'l'be Panel u..Uled. 'bJ' .the Science/A1.1Tiaoey ec-lttee 

or the ottic• or Detllll9e Mobilisation, at the direction ot the 
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A.ocord.1.ngl.y, the report hae •everal &ilu,, proadnet)t among vhlch 
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---------"""".'""---1..f ___ ..;,._ ___ ---111n order to 

prc..Tide a •cientitic buu for pol.icy deciaiona. 
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J 1n order to ensure con-
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Bideratioo or the application of al.l preaentl.y conceivable 
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(3) Propoaing a revised evaluation ot toreigzl camunicationa 

intellJ.gence, in order to d8vel.op a alre quantitathe bula 

tor the moat appropriate diatr1but1on or t4chnScal ettort. 
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Al/,mJ47' • •tructwe and operation, 1n order that tM J.l;enc7 

_,. wt the pre•ent and tutun chal l engM c4 toreip ··• ~ 

mmicationa •ourc• p&rticul.Arly well. 

(6) Prortd.in& an open view o-r the b&dc !HUM or ea-11mtC.'t1mw 

intellipnce and cr;ypt.anal.ya1e 1n te'l"ID9 or modern .cim:l~•. 

in vh.ich the ruture problems or decipherment, proc•·~ 

and 1nt.ercept.1on are outlined 1n general.ized. upecta. \ 

Tbeee objectives relate to the adrdnhtratin, mil.it.ary, 

dipl.anatic, technological.., and prof'eHion&l aapects ot the ~tel• 

llgence comnnmt ty. Because ot thia di vera1 t;y., aeveral l.evel8 ot 

technical dat&U are included in the report. 'ftle &ppendicea jm:>

Yide detailed •upport for the concluelon.a •tated in the bocti dr • 

t.he report. The technical adjuncta cover more teclmical. aspect.a. 

of apec1t1c •1tuat1ona. 

Tb• body of t.he report beg1.rul Yi.th an introductor)' 

aect1on vhicb attempt& to place the exploitation or .. I _____ _. 
coammication. in the hierarchy or our technol.og1cal. natton&i 

security effort. The work on t.he._l ___________ ___.l1a \ 
•um:aarlr.ed 1n the second section, 1n order to bring out the 

preaent poa1tion 1n_I ____ ______. 
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l.eR1Gll W SCI 'be 6l.e \o mquin &I'll VI deil. ta tM fwl"tk 

wUcm, 1lh1G '-la ta parUeul..aZ' wt~ Jftl 1 •'• .. ~ 

prelf•1n•17 t.o J"Mt9tna or oUaer ds.....-1u.m. !lie nftb ~ 

tnat.a tba cbengfng poaiticll, ill toreisll + •loat J 1atel-

c 1-,bors. In thia coanec:tian, 
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p I )0

>17 I &MfDI Titel lllf'I 21• •••M•l•llll• &I ... _.._ • 

.iw ot u. llll•m...,, ,.. ,,..,,. vUl .. _.,, sl., 1111'* a.a • 

ill1;.e>l Spnoe S.. a NtUa 1A ~ w 1Dt ~ al> ta am ga1A or 

l.oea ~. M r..,,..mt • cctcn &IQ.al• ta OCllltZ!Ool t4 

~ the m.1A4 m11 ll"irit, oo cine or it. stransMt ~ u u. ooo-

trol or 1.nlbmatioo. 

i.n pet!ICe til39 I 1.t not • ill 1o'ar I 8llCJ,phued 

eo=mmioati.a:i cm be used dal.1berat.el7 m4 vith care, llO that tOOa.Y 

In peace it U eJ.ao very much ha.rder to uaoo1.C.. c<a:1Pm1cat1.ou 

vit.h the sort ~ ~ a.me vb1cll lll1gtlt gi'ft a clue to t.he1r 

'!'he Jlnt.ic:nal 9ecurit7 ~ bu ~ bom ..... mr.-i~ 

cbl vitll UU. very dittiault aituat.1.an. ~ IWlel eoea tbe DA 

aa tJ::ie principal force in our .tl'Uggle tor su.ch tn.romattc:n. 

~ Paoal bel1.eves that 1.t w an w sm.n c:rua1al 

knowledge ar the~, oepe.btHt7, 8D4 intettma <:4 tore1.&sl 

countrlea, the a1~1 1.ntel11sence OQ"lll'llm1t7 J:lll.d:t be a mi.t'1e4 

Ol'p11•et 1c1a. ..... I -------------___,~ eai"M~H•il 
tbe ..... bulk ol ...... I ________ 1~ 
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a1p1ftaanoe will be 41809HCl 1n the tollow1ac Met.lma. • 4-1. 

with tbia •1~t1on_~th ~-~~ti..--...,~-~ -.Jf.:> 

~!H~c• •kill.L ~~11~~-~c-~!_~,_ llUt. 

be comp1etAly integrated. Disperaioa ~ _ ~ ~ to _th• 

scattering of our llieager decipherment t.&lenta and to an 1ne1'fec-

tive aari ine.fficient. .ae of them. 

A.ccord.1.ngly, much ot the Jnd.gwmt o:r the Panel on the 

foreign int.ellige:ice :problem v1ll relate to the ut.111sat1on of 

our national techr.ical abllitie.. Becauae these are, fortunately, 

now moatl:,- .:::cnce.-i tra ;,ed in the liSA.1 the atructure and operations 

or the NSA. vi ll be s Ll ~- ec ted to •earching •c:ruti.n,y. 

Thi• should. not. be construed u a crit1c1 .. or evalua-

tion of the Agency 1n it.a preaent rol.e, but rather aa an inquiry 

into ho" it could beat contribute to th• ove.rall foreign intel-

l1gence problem. At the outaet ve render to the IBA. the higbeat 

con1'1dence and admiration that ve irnov. Ita technical achie-ve-

ments are unexcelled, and 1t d"acrves the unqua.l11"1ed confidence 

and support of all civilian. a..oa m1.l1ta.ry depe.rtmimta and agencia. 
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In aped •)'Btaa MICh cbaniliCt.er ~ a-~ 1.e eocipben4 

Vi.th a ooz~Atn.g ch&nlcWr ot UY m.aterlal. !be 'WMl4 k9)'-.. 

teri&l. (another aop;y ~ Wich 1a DIOC8U&17 t'or the ~meat 

ot the mee1-ae) u thm 4-tl"O)'ed.. U' the kq mat.erial 1• prop

erly pro4uoe4, u .... I __ ..... 
key 1• uao4 b\tt ooce, 

ooctpn.naent la, 'both tbeorwt1C&l.11 an4 pnact1cally, ~ 

~. cd tbh tact bu lcaa been rec<'EY't sod.• 
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• •1-"'. ? ....... ., .. 1111 .... t ' •••• ,, ...... 

... ... a - U ..uei tit & I I II• &-. !nJ ., .. Bl. '• 

.. ldlPJ "* 1\ .u.n· •-'• &a a - *Miil la 11 Lt I St ' .. 
' I -'"'' II a11, .... eq;I st• 1M• .. I Fbtll ... 

---pp¢htf ....... i... ....... - ...... ". 
til 0 1MIL 'kl 1'11 W., I I I.,, Sa llf'1te 91 .. ,_ 
-- it ...... a TllP .. LP tl•eZ, mat I >'a, .S.- »V•••-
\le 110 Ell -..t _, - tll••r\e t.. a Im Get• el all .. 
OU....._.... ..... el t11e w u:r, u _. n••wtm .a '1•••• 
I •m1 211ba Uail ~ oeaUL ... WM• zt11 .... 1a 
lap. lbaettln, Mbel' 1llQ9 haft Mm ,.._. ,_ ~ •u.e 
~ ~ & •I II 11• JW Snft-oe1 ....... elf .,.,,..,. 1a ~ 
ortp.nal ••• .. ·11 1Mi a•, JhW1 --, Q1J•la, ., ..,_ 
•hSl• i.tu•· •• ~ .. ~ "1 a alM1'11 ._ ca ooae 
az-.pa ot lelhn or n.m--~ u.. 111'1.s:'Ml w111 .,., or 
8Ud:l eo6e puapa 'a..T ti.. be ~ one or ~ i.tten at 
a t.me, 1nW ~ ll"QUpa ~ lft1oen. Ti..ro• Uona ot tb1.9 
~' tnclwttnc ~ml ~'bl\1.ou toz- i.tt.ra•or 
groupe c:d lettera pertome4 c.i mrnr:rtnc unit.a ~ a •••• 
toc;atber w1 th ~ t1fte't UM at 07 OClllAitute FUl!~ 
R8c«I\ i.DcJ'MMe 1l1 the pnct.tc:abil.1 ~ rd oonstructta.s ~1 nee 
"1.icib t npnS oo.Al.y carry wt mc.iph.erinc aechan 1 cal..l..j' (tor• ample 1 

r,y turn1na "'1"1.a){ or al.oC'tr1.ca.ll¥ (tor ~le, 'by a)jgr'linc 
ccnt.&eta oo. llhed I J, or both, at a h1"1 proceNinS rate, haft 
re..U.ted. 1n a ueat f!GM in the: uae Ott encr;ypt.ion. ~, aost 

I -
~· ottera acne hope or ~cceu only llh4D 

the ideal ru.lu an not bo.in& obMrved.. :ron.inatel,y, the 16-1 

.Nlee are not. too M.I;)' t.o p.rt. 1n pre.ct.ice. 

First, it 1e DtCJt. ~te aia;pl.a to buil4 A rel.iable 

~ tor ~ randan k.ey. ~U. a mnber crt teebn2qllU 

the nach1ne 1• ~ ~st.1caW, it t.md.a to brMk doYll qu.ickl.7 

and prodil1ee a bis.ued ~· 

Seoood, 1 t 1• d1tt1.cult to pnrvmt MOOD4 UM oL the 

k4Q'. hd aywteu require that u much U7 be dlltribut.S b)' 

oourter u 'the total TOl.lae ot tratttc to be mciphered. !h.ia 
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' sM~ -- the IQ'ft• to~·~. ~ 

..... 1ibe .,.,...._ ,...mtl.7 N'1JNl4 ~ ot U;r tie, 

w.sv, ar .,._ aoe buD4:N4 ~J w i....i···a 1Ar99 ~ 

ot thU tntt1• Oil a aanm\ buU. lral' the nnt t.. ,..... 

~t.Uirl 

lL...-_______________ __,\ Key "11cb 1• 

u8lld. ~ Wice p~ ~ Wrlch cu be red onJ..y 

v1th th• ~ cUtticuJ..ty evwi br ftl7 ~ anaJ..Tst•· 

Most ot th• 1nte1.llgence gleene4 t'X"Cla .... 1 --------'~rat-
nc u 61e to th1• re-w r:4 ke'3· ~rtunatal,y, no .,.....1 .. 
ot re-use~ key have been toun4 111 ~ .... _______ __ 

I 

. .......... .. . . --
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or :t1nd'q a tn .an 1"9f'&able 1111• .. • trm t.hi• period. and to 

maka a clefl..n.1t1'ft Aft.em1nat.1.a111 or *ether or DO\ ft-\lM llld..t.a 

,,- -1: .-' . ' . ' ... - .. 
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.U PHI \ ~ ...i .... ___________ 1··· .. /l 

18 ftJ'7 lalaM. 'Blare man be DO dl:Jubt that t.b97 en .-n OI the 

that. t.M;y are now operatio& tbe.ir pe4 ~.t.u cornet.J.y. 

At preBeUt_ therefore, there i• no var or ._I _____ __. 

one-t..tme oonunh~!!tio:ia exc~ by p.1n1nc aooea to the~ aat.eri&l 

cad cop,fin.g 1t v1 thout detect.ion ( dnoct1Ga vou.14 unck>u'oW41¥ re.u.lt 

1n the ke;y 11&Wrial bein& 4eGt.ro;ywd w1 thou\ u.-). !hi• 1• ODe a&M in 

ill tJl19 Plmel, ~_J _________ _ 
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...,.I• )I' a...l'fta& .... 11 11 f 'lllt .-lo& I SJ]f' ... aJ.r llllr 

-.sai "" allD Yl'9l ,..,a l?t• 11 u-• .. 1u tsma/er ... 

Ol_.,..1 ~pl'll .. ul.1De7-*-1alW'119 

,_ 111111197eaiuU1-1 to.~•"• f4 ... - 1•dost:t .... 

tbm1 w mp aoau....t -n.s '·.,,.. OftJ' t.119 .eio.i. .,,,_." ~ 

.__ _________ __.l/n. -- be JWlt "4, bow•ter, that 

thit tuvol."YU • ~ ettoR. 

rn • CllW-t.1- A7 QVta, t're8h &q ~ be ~, 

uauall.7 by NIC\l.re ccur1e%', at t.be rate ~ one cllaract.e.r ot key 

tor eeah ~r or 8!.aAgll to be trmaitted.. (nu. &lOU1lt 

~ keJ' QUSt be ::;iJ'CJ9'14ed to both aeoiler and recipient, sad, ror 

h.isheirt :lee'..irlty, aap&rate key mast be pron,.dad. vben e. Hnd.er 

viJlhH t.cJ send the eme me&HQe to two or more recipients.) 

J'omerly, encipnerment we.a &me e:xel.u.dvel.y by b.lm.d, but both 

~ oecu.rel.y tr&Mf'el'l"'9d tran ooe l.ocat.~oa to another, put far 1-a 

load ai the aecure transnisa!on and eto~ or key-like I.'l&ter1al1 

use or cne-time a;yotma viU pre&n:'ab\7 continue to be relttr1cted 

to tbe D09t dcllcat.e cClCl"!lmkatiooa. ~. a rev1e1 ~ the 

1n other, COU!lt riH ?!i.gbt g1 ve eme in.I~ into the ·~ 1 n.cance 

o1j ~ part1o\ll.ar c1~, eve 

1t t.M ...... it.all cmnot be J"M4. 
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(a) 

t.m • aat.ri&l.l.___ __ ___.I// 

~ •1nall .._. ~ia ftU47 u .-.1lllle• 

g. Mecb1ne ~J.pb~. 

Jbr aa.ny cmaunica.tion ~. ooe-t.Jae ~an 

too &low 8Dd. reqLlire too lDUch itcy aaterial to be \l.8Q!'ul. 9lua,· 

the Ou.l.lt or encipbe:re:i 1118.t.erial .i• -.eipheiwl U¥ CJ.iJf'v llAMSDM. 

Io ma.clline eicipbement the kcJ l!l in priJl.ciple o. l..J.rl.1 llhort 

1.'b.1ch cam.rt• plain-text l.«ttere to 9IOCJ.pbered. J..tten. '!be 

cipher hem raq be ~ by a typevrt t.er Q;ybouo4 an4 prtnt 

~ .. ~ .. ~- ~-···-, .SW 

._, 111 aw• tasw1'8r ~ °' hAw, - 1111 I te 
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.. el$ V M0 1• tta'f •• , •• 11l9l - 'W'H m; ..... te 

'9Wl111tll"9-• I ................ .. 

......... 1 51 .. ... 
~ ettWtr to ...,_,,., an ~ ... lar' all ....... • a 

11lile the mnber ~ CICll;POMllt• in t.he key 1• rela-

t.1 vel,y aa.u., rarely ave:z a ~, 1:h9 total IU&ber or ~
tenat keys 1• t'ound bJ' m.tl:tipl,y1na the IUllber at poaai bili tiee 

~ mcb oa1tpoaent end the n:w.l.tinc Dl.ll'b9n mq be ar a •1• 

k«.V ~ ~ the mea•se U;ya. ~ ~ ta 

baaic prooeu i• ptrrlaapa be8t obU.1m4 traa ~ fOllDw1Dc *-tell 

cd the attaa Oil tb9 ib.1•• *1da .. the prindptl ., .. , .. 

lrtel e1,pb4IJ' ueht ne ue4 b7 au tu CJemen alliV.q WVine 

9-A 
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....... IHI 1 ,.._ 1111111laIJJU•9da ..... .. 

_ ...... Wal ..... wU ... Ml ....... ~twp ... - .. 
.· (b l (l) 

~ ••z• .. •tr le _. ... .U _. .._ ~Wa. .. ·· 

919 ••'• 1-.U we a~ flit a..,. .· 

...__ ____ 1• ... ,.... 

io,000,000,000,000 d.tttvmt wa.>'9· tJhe ~ oraen ofl'e:re4 

33'.) posaibWtiea, the r1ll8 eatt.1n3, 676, IUld. the V1Ddav ~, 

about ~bal.t lll1lllon. 'lb.e tot.al. amber Of posaible ke;ra 1a 

l.()() .t 000, ()0() I 000, 000 I 00()1 000, ()(X). 

'lhi• Ollaber ie inore or leoa typical or the Bi~aa ~ 

by OD\I oipbai" ucM ne. -the prineipal th1ng 1~ teecbe• u ~ 

large 11.1.abera, 1n tbcmMlwe, otter DO ~W. ~ eecurit7. 

0eman cO!l!!lm1cat.1.ana prooecmn cbaop4 the fin\ 

'1h1• .-at tmt\ w ha4 to sol.ft t.be n.U.T 41.ttiQtllt probla 

ot t1n41 na a 1lbala _,, onl)' QDGe per ~ per c1reu1 t.; after CM 

•• ...., ... cut tba l'Mt CQU.ll be Ne4 ·aach .... -.111. Qae 

.... ?1.2. fm' the latter ~ .. ·-~ to t8oipber Ule -

.... u1DI ,,,,.., l'Ol-1ble W1JXlov ~ ml -1.ee\ UM -. 

&la_.-... as.no. there wr. ODlT .-a a Mlt .. ,,,,. 

- - - ~ . - ~ : - -~ :- • r• - ~ 9-• 
- ,. - ..... .. - - ·: ~ ., 

I c;;;;:: • "-' I~. :_::::::;+ • '· • .... ~ 
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411H .. I FU •1 ... lell 112ta I .. 

!be 6&UJ ~-1.n we .ecocapltlbed. b;y m snri1oua 

embttJR.iaD at .nts•>at.ive trial.a m:l4 e,..•snc. Pint, cme w 

to ~s.e the plain ten uncSerl.yin,g a mort Rretdl c4 cipher. 

It the ring settJ.na vaa tavonhl.e at th1• point 1n the ciJiber 

~ it. WW. uo et're<:t on the J'eCOYe17 ~ the other three el.e-

poaoiblc at.eek.era ro.r OGCb ..ir1D&t1on or viilll1c:lw llett.ina a.Y)(\ 

'Wheal o ... ~. 'nie reql11red muber or th... t.r1al& ~ then 

i:.lxAl.t on~·!w.U Zltlllion (tor t.he v:1.:Mk1v uett.ina) tWo& 3~ {tor 

tue \ti.eel order) or aaae 170 m.illlm. A ~ maber or special 

QilCb inas ( c:a.Ul!ld &:::r.:i.bea) V&re Ol.lU t 'Whlah coW.4 M1te theliilC trl&la 

d.1 version ot our elect.ronie Mn l • ctur1n& the w.r. 

QlCe t.ha routine breek1nc or~ t:attic Gta.rte4 .. 

mnbe:r ot f'awrable taeta ven obN:z vtd. IJ!le deJ.l.y key Ullta 

break-in; .s111prrt study or the texta ot Meipbel"e4 mees•11• 

·. ' r"! 
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,,, .. _.. .. ~ .. .._., --- •• ±Otl ..... 

...... Mld.w•»7 Y'el ...... ···-· I '• ,, • ..i. Sa\ 

•1111r*1*~ ............ . 

t:hne "41Yi .... 8" w.a f.bat W _.. ~ to Ult ...,... CID ..... 

d .. v.tt1c tra l~ W1til the mil ot the WU'1 ill 1Pite ot 

tll9 ,.. .. tM Qe3 •• ~ • • .. ol ..s4.it.10n&l 

Co11Pl1 cat.ioria into tbc1r uaap .. the WU' Jl'Oil'MM4. 

~- pe>aa1bil1Uea u di.cu.a-4 Prlll&ril7 tor 'tbe 

Uahapp1l,y, the acta.a.l. roadab1llt1' ot n i:seaaagoe ~eruh 

not. ocl.y on the mount. ot ~ u.eed, but Cl'l 'bot.h the 90";h1st1cation* 

and ~lexity ~ the cnc1pherins aacbine and ueo u,pcn the inte.l ... 

llsence and oe.re with 'Which it 1a uMd. We may POtc tn cannecttOI) 

Vith care in uae th&t al.tbou4P1 meaaap8 eociphoro4 by mo.t u.en ot 

thi• aau m.aah.1.n.e. ~, either th• .mcnasc• enciphered are 

too brief to al.l.ov decip.'l~ent., oz eeparat.e lteya are u.Md tor 

In ~, cu. a 4eepc ~Ung or cryptol..ogy t.nd 

~1• t.el..l.s ua that aaeh.iDe-eDGiphered BeN8P8 are ill _. 

9mal theantiO&l.l.7 NW'able, ita 9h1d' practical reaal:t.a h&Te been 

• · ~oat1m" u u8' baoe retae to iibe obeou.1'1'7 or tM ... ,_-_:- - : ' r-:-- .,,- ·. ' e - + '\ -
f __ .:- - - ,; I .. ..(" : t , 
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tit .._ ~ ta. old;u\ ot _. MdaS.-. -"'4\ '-t tllcrtP....i 'V 

sq ~ ettca' ot wq ~ pomi'ble upl~. 

la puUaula.r, aetbo4a of 4eo2pbem.J\ '*11.cb Mped CID t.be at111>1AI 

ahmnUM I/I aJ.1 JCMldM 1 IU. CNl be• aD4 have DOW 'been• aade 

1 t 1a c.1-.rl,y 11\lC.h ~ i...:.. w.r tiae. 'I'be chan.po they did llUllt• 

eeme4 to be lAr&elJ' direet.od. towc:.rcl the ~uon ot .... 1 __ _ 

l'OOO'W'ery or the keya, c.od. vh.Ue they a.love<! w;; down ve wrec 1t 

stopped. NaA aa4 it• prod.ocea3'lra have .... I ________ ___, 
10 
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...--~~~~~~~~~~~~~~~~~~~~~~~~~~~~~- (b)(l) 

I I 
w. tum now to the cu.rrmrt, .. ~ i============r 

Oc the other band, it 1• e.lso clear that the resour::ea .:•Yri!.l-

u 

I 

(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 
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W.. IMCMN 9J/l;f or~ DR M IA W tolq • U.. W ~-.; 

All W Dow U ~ W haft --DO~ ol U..1'10.1.e•Je 

~ oaatua1.an Cle ••117 .t;trS. the ~1'- .~ 

a nav c1.Jlber wecMne. 

'lbere ue at la3Jlt L-1 __ .......__ ......... ___ __.Fe-

t.heae we KDOW the ll08t alx:u't 1 IBD4 the least OOout 

I jni.i ~ a1~ here. 

~t.u.a quo ainee 1 t ai.ey h~idle m.nt.erial \lh1c:!h wou.1.4 not 

11-A 

y! lbl I 1 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 
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(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

pme t.o be ck:ne with nev cncipberin@. 

dcvlCQS Wlich Uft csp.a.b.le: 01' l.u...a41.inB t..rs.tt1 c i;iure cl'!'.icient.ly, 

t...::u;. :.:a~ i e.l...lJ UJ larger vol~, t.OAn 16 poas.i. olc Vi th U.'1.f:- ~ ;::1f.: 

:J _I P.t.6.:. :.:; ' 
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(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 



(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

_...,.,.IW! ... l!.m~la.l!!!!MBI~. !.,__---IE~fr'\~E=-R= ... ~.. f (b I I 1 I 
..,. (b)(3)-50 USC 403 

(b) (3)-P.L. 86-36 

Addi tioml. teature1 ot work on ._I _..._ _ _...___,tare u1111e4 l.n 

the part.a on an&bs1a (larto IT) and. ~t ot a~i&l akfl lt 

(R/1> lA Part VI), .. "u .. in the rcllovitle pari oa UNI._ __ ___._ .......... 
0ec1~115 •ldll.a ci.evel.oped byi•t.ruggl• .rlto .... I __ ___, .... 

reJ>rc&eot. _ \_ :reouurce or gree.t vlll.ue in ,.daciphering o~ eyat.eme. 

____ __.I tral'f1c reyresen~ a d.e.x.nA.t.rated otanJard of obaour1 t.". 

ALat.1nh.'- wls, claver nt.tR.ch:a b~ e.;i:.·ilca:t1ons of the deepeet knowl-. 

&."Xi the ur;....;.ma. Cont1nuat!vu a£W atrengthening of U..e aa~t ou 

1 ta aecreta. Such lil:l1 t.ed knovledge 1a not surpriaine., nor doe• 

it constitute an 1.l!lplied crit.icia or thoa• llho have worked on 

It ie a t.ru.e maaure ot the difficult., or the problem. 

14 
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-------- ----::'-',...-...,~,.....\"""C::--li-----IE==:tif~Ol!!!!!lll.IE~I (bl ( 3 l - so use 4 03 
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(bl 11 I '' (b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

I 

With tbe rise of CI""./l?tol<?.Gic techooloe;y, the need for 

l Llfor-nation ~bout o..i.r oW~~lt rs system 1a e,rrn.rins:, aot 

declinin(;. / 

understBnding bot.n t.llc :!14C!11ne and tile ~l.o1t&t1oo problem it• 

meeaages o~rer. Ono •uahj j 1.t •uccees.t'ul, wu.l4 

tod.8\Y take us be;youd. vllerc 10 yean. o! ha.rd vork I I and 

.aeaaagea h&ve brought us. '1'eo yo&r1I 9801 ot CO\ll'H 1 •uch an opera-

tioo vouJ.4 have been ot equal uaa. Aa e.r,ypt.ogrwphic technique• 

-·--.....-. 

\ 



(bl 11 I 
(b) (3) USC 403 
(b) (3)-P.L. 86-36 

. !bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 

TOPSECREI EIOER(b) (3)-P.L. 86-36 

,..., ~ ~ ~Cl ~IJl:ooaUJme to ~ ~• rei... 

~ .. ~ ..t' -c=J.m'.....-wtµ. ~ to m.. llllOll 

luton&Uoa. n'94 s:.ot be u de1'1n1 ti.,. &Dd. cClllp1.ete u a I I ot 

an 911t1.re 'M(:h:ine; or a ...._ _____________ _ 
clerk !!!l knov eno~ abOut the internal operation or th••mchine 
t.o be a very_ uaetul eouroe. one] lmay be vo.rtb the 

-.1.ntenance coat.a ot a m-ber ~ 1.aterc-i>t poa1t.1ou fora mnber 

or yea.re, a substantial •um 1n dollars. I f and val.u-

able, bu'l o;1gn1N.cant t._ ___ _. ~hich would be still more val.uable, 

are ao far non-exiatent. 

b mea•ure of elther the level or competence of the e.ffort or of 

ita value to ua, but only of the di!ticulty of the problem. 

Both large and amal.l poven all ovtrr the earth v1ll soon 

be able to hand.le the bult. of their wi.releH telegraphy coammlca-

ti01U1 by enciphering machines. '.lnese vill eventu&lly provide a 
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If N "'• ~Dal ~ I ... 11•1 • .., I Q8"1 ~- ... 

u.. ...... _, 

I IJ1111t c, ~, tas.s a u.atU. JG1.o4 • ~, WT 

a.c~N4 °" •m•oasma, m& ~~ tM ._.mtaatieu ot 

~ ....u .utsma *1oll an w. • leu ca the ~lwq ~ tbl 

1.nte.U!~"lce. 
(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

'ibl 11 I 
(b) (3)-10 USC 130 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

(1) '..'ork. ml laho;l.JA CO!ltin~ at a~ p1.tch ~.order to ~ . 
.... ___ ____,_ \\ 

.;.-r«Yparc tor and t.o r.~~llitate t..'lt! I I 1 

I 
O~ .-11CCCU v1 th 

...___~~~~~~-::======::------' 

, J > He-ans vh1ch coul4 ed:vonec t.he crt.·.ldy orJ It rattie, 

n.at.od later 1n thi8 rvport, ahou.14 be F~ Vit:Orot..Cl..Y• 

roP SECRE-r8 EICER 



(bl 11 I 
(b)(3)-50 USC 403 

ep SEGRE~ (b)(3)-18 USC 798 

___:=FEH~~:.(:;,R-J;;:.:1=-~ST--~~N,:a...... (b) I 3 I -P. L. 86-36 ........... -, \\ 
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(bl 11 I 
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(b) (3)-18 USC 798 
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(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

\ 



TEL>P SECRET~ 
(b) (1) 
(b) (3)-50 USC 403 

~~---.,~.~--.-,(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

\. 

/.:: i;; SCllll:Nhat an.e.1.o~ 'r.<.. ~.h. 't puise-d. t.O the art o£ 1940 
L----' 

trnft'1c · . .rnile ::t 111 ·:.crt. c-.!.(~~,_ .. th.'lt the l..arse maoh1Dea ""l-1ired 

for ~ lprob.l.an vi U oo 88 valuable na vgn. the Ban be a 

olther 1n terms of the. rr:iou_"'lt al' curt.Grial recd OZ' 1n tema ot the 

tha is bound to lead to l::!ipor1~1t. ad~eo i.n the cr;yptan&lyt1c 

a.rt, 1-\nd abcW.d. prove e:Ji-.ecio.."i.J.y vall.Lll>lA 1n att-&Q&<s'\6 tb•I ___ _ 
(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

filOER 
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\ .;.1; U.i. hc.ld. 

(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

······ ... ··········· ... 

Zle iao1.n .. hope!UJ. preJlelt v1ev5 are 
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TOP SECRET EIDER (bl 11 I 

'!bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

(b)(3)-50 csc 403 
(b) (3)-18 csc 798 
(b) (3)-P.L. 86-36 

•!•10l!I J!!t>U 

!be foi•F' .. U.W.SCIU baft a.elt 'td~ Ji-' ~ 

m4 tuWre Prcwwt• omnmtnc wo 1mpo1Wlt .... 1 ------

VUl not en ~ ~ ~tozw:r& .mmoe 1A ~tng 

~'IlJ"B sad their IPPllcatiGQ to ~ ~ 

rmr.ll.t ~ tue aol.utiaa,, not coJ.y or_I ___________ _ 

it:.r~ o:t ei:..i.cccading !!MM"h1 nee M v.ll: 

ii:M!Yer, \'W'9 b&vc u )'Wt DO eeo.•nl Dllt.bocl ~ doing thia • 

exceyt. tor the strsisttf'or.mrd. procodure of"··J ... ---------
in order. At first sight it ~ ba tltDUght tbat the e4vont ~ 

oc.ie1"l'.& hie.h-speed ocaput.en vouJ.4 make ao attack 'bUel an the 

a nucreb'e one to 

bclle'ror, tbe mouut ot aalc11'sttaa required. .U .tlll. hlztuttca117 

iq>oeaSble,, ...-. Vlt.h all 1•'1£1Ml:t.'• aUavmce tozo f\lture ildtw 

a OC111pUt.er tecmolno. 

TOP GtS:-PDmT • • 
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TOP SECRET 
(b) (1) 
(b)(3) - 50 USC 403 
(b ) ( 3 ) - P . L . 8 6 - 36 'bl M• D 'Ml ...... LI $"1HWI 'lllllla U1 Ill 'e 

(bi (1 I 
(b) (3) - 50 USC 403 
(b) (3) - 18 USC 798 
(b) (3) - P . L . 86 - 36 

tlda dl tS t= 0 

Jlowlrve:r, 1 t 

1a ~1cally illpoaaible to cnrcy out tba CQllp\ltat.1G111G reqW..rG4. 

Wit.b.1.D tbe ocope ~ basic ~ical lara t.hen ia not ne&r~ fJOClU8h 

proposcl i& atill f'nnts3tic. At preGen.t power re.tee 11. "JOUld all.ll 

cost- 3Q:le't~ llke t~;o billion trlllloo d.oJ 1 ~ .;.ie..r :aeuat:e ~rc.1¥ 

TL.ere :rer:ie 1 n a the poa.a1bil1ty that, vi th the use or ccm-
----- --- ... 

pute~J '-e :-;.ay N.nd ~ vq or att.acktn,a auch a1tust.1cma 1diich u 

more ~t!:crJa ~ the ~ ot ~1.Qll or all pou1bil1~tea. 
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h1W te ,., Ill mQ' ..... i.s pnial'&l. ~. ml than ,,.,. 
(bl 11 I 

MM 9QM 1-'bFntioaJ. ~to~ the i4ea f:hat 9'aeblb) (3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

It ii:; poH1ble that 1\ulderacntal roaearch vi.ll lead t.o 

aubt.le nev ve,ys of attack i "b mach1 ne-cncr,ypted. ruaterial.. It 1a 

cie.r, bowever, that ve a.re aquarel.y taciD,g the 1ea'1e as t.o vb.other 

camnunic&tion coooealoo by acme facil1 ty devised b}' t.De uind ot Inell 

cu necessarily be invaded by tho mind ot man. Unless st.a.rt.J.1De 

TOP SECRET EIDER 



TOP SECRET 

._. a pwa 8IOia1\ ~ t'l&W'Pd\7 am 1- w4 to ...._ a _. 

U'7,Pt1ca lllltW that nee4a • ""'%7 -- l.uam' __ , ol ... clQ 

to mnlftl bi' c~u. !be otteue ._ to baft a Md4 

current c~lerlty are Jadged to be st all explo1t9hl.e caae/ Naa 

bun.an tra.illt1e• or operation which lead to one or ~r k1n4 

(bl 11 I 
'lb) (3)-50 USC 403 
(b) (3)-P.L. 86-36 

'--~~~~~~....I 
but the r.ioro im,portant poa11b1.Uty of coo.tlnuing 

1 

to cope: suc.::eesfully ~-itL. the GU'Bdu.al advmice/ ot crwtology !.n 

other insi..auces. 

It is clt:i:!" t.~:at tun r~~ or the Neld of' eJ;plo1· 

tat.Lou should not l!l::is:te .t..i1e energy and dete:ctlnatiao of' the attack 

ou I I/ nor shoi..t.ld it decrease our readiness to 

CJCpl.Oit sloppy US&{;C Vbi:;.h ..alght pennit rekt1ng in tinl.e Of \ia,r 

or m.err;ency. "..!e rnict realize, ~' that the sl.1gtrt.eet 

tightening ot thel 



TOP SECRET 
(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

... El =· *Ue - -~- '1P1fta&"' v./ I 
L---) ____ _,..;......--_ ________,-
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(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

W• 

TM ~og eon11,._1me M:lla le4 the 1IDa1 \o "'9 

oanc>n1jcm tbG there mat be a tun4llMatal cballp 1D atot1\al9 

m4 Gtljoat1ve& ill the cQU.eeticm SDd proce381zla o~ corumfoatiaaa 

111te1.U.cmce. ID tba pea-t, m overwbelm1.nc ...,.,_la * bean 

V· •. · ...... ~\, 
. ! 

I 

r4 intercept 1a out o~ praport1oo to the value ot its contcn~. ·' ·' 

and the roe.: pro bl~: °'G tc. ·. ~·. ~· .. t. __ .-., ~ ... "~- .:.:i ~ o: re c:i-t· n ,1-,ct~tl Olli-.rple 

of DUCh t. .:'fl.f ri e • 

TOP tiE:ui t ET EIDER 

I 



TOP SECRE'T' 

example, that oooce.m!Dg 

(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

...__ ___________________ .,__ _ ____. 

ms;y have to be intercepted as t'ull~ and proceaaed u speedily aa .__:, 

posa1bl.e. Bowever, much other trat'1"1c een at be•t merely t'ill in 

our pictu.re of the ... I _____ ... rand it.a act.1v1t.1~s 1n & st.a.tu-

tic al r.uwner, and there is a. ilLll t to the volme or such material 

vhicb v1l.l add materia!.l.Y to our intellisenCe picture. 

C>.J.r 1ntcreept1on ahoald be a:1med at providing the boat 

f!!J?Plint.$ or foreign t.rattic, vbuae expl.o1t&t1Qll V1ll. y1e.ld the 

hif,h!!&t valuea, rather than at covering e.ll ava:Uabl.e._I __ __. 

all)Dallng. What eaczpllne, ic best v1ll. be discuaMd later in 

this part. of t.hia report. 

2. The Coat and Eff'iciency o! Collect1.on .,ad ProcePing. 

Ouch cana1derat1ona might have lltt.l.e weight 11' t.be int.er-

ception oi' the huge bulk of .... l ______ .... f vere easy or ebe9!'· 

However, the present intercepticm ayvtm. 18 a global operatia:i 

involvi.n.e; 8<.11le .... I __ _.I people needed to man, to eernce, m:l4 to 

(b) (3)-P.L. 86-36 
(b) (1) 
(b) (3)-50 USC 403 
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....!+,1~o~PP-t&e»1eac~F~ct1E~r1~~m1· WO:)IE;t1R~· .. ·i·· i~~ iii-P · L. 86-36 
(b) (3)-50 USC 403 

--- tM bu ... r,.. ........ u, ...-.ii .:..:.:.....:....:.!:====:::::::!.--
(riw • to.i .,I ~,, .. > la ........ I _________ ...... 
nat.lGM. !be ~ or w.a hql -~ aoooUllU tor 

Cleaz'l7, t2Mt bulk ot the 1ateri&l. llhich 1 t v1ll ~ 

deeirable or r ... tbl• to interc9}lt and.proc ... ·depend.8 on the 

C09t and cU.tt1cult7 ot t.ntereepticlll. ~ procn•ing, aDd. the nlue 

of UJ¥ intercept.ion lncreMH v1th/t.he speed and. eN'1c1ency ot 

procealling. The JISA bu long p\U"aued ~ to relieve .anpover, 

to make intercept.ion and proc~asillg more automatic in the field, 

and to reduce or el tmi oate .t.he cou1.deral>le duplication or over-

lapping of 1111eeaage catch. Bovever, the •trcng emphuis on 

problsu o~._ ___ __.lcryptanal.yah together with tbe day-to-d&y •true-

gle -dtb an ovenrhelm1.ng volume ot' matert&l have lef't too Uttl.e ti.M 

and e:rtort tor tlle vi tail)' urgent problem ot improving met.bod.a of 

collect~ and proce••ing 1ntell1gence. 

'l'be reorganization md mechaniu.tion ot collection and 

proceaaing 1• a complicated and, indeed, a hi~ tec.hnical problem. 

It 18 d!acuHed in asome'tlhat llOre d.et&il in Appe:oc11.x III. It i. 11<> vital, 

hovev•r, that aomething more •houl.d be aaid. about it here. It in-

volvea .-:any 80rta of need.a and poaa1b1l.1tiea. ~ theae are: 

Mechanization ot' 16:iree code reception. 

Investigation ot' vhet.ber or not m oi>erat.or could use a 
broad-band reoei ver to -.on1 tor m1JY trequenciee at once. 

Improwwt in the quality ot int.erceptioc through 1.mpro..,..
..it ill antenna.a and receivera. 



f7 lb I I 1 I 
C((b) (3)-50 USC 403 

• !(b) (3)-P.L. 86-36 

T()P SECRET l.!IDEFI 

c llf :ushll 111 . • M 

:/ /: ! : 
~ -.msne p&'OOeNtas at --.t1il117 all ;1.ate:r
etgltel! .-.rial. . . . . . . 

:/ ,,/ / ; 
The poes1billt7 ot edit.ing m4 vo~n.6osn1t.t.on •Y •MM04• 

. . " . 
,: :' .~· : 

cm matter 'Which d.eaervo9 ~ aai4 ~at1a mont1Co 
/ / ,} i ; ~ 

18 tile aitcm&tic rooogn1t1M o£/ \/Ve bPe 8e«l t.b8t. the cnly \ 

bcpe ot mplo1ttne t.be\L.. _____ _,._ __ · --. ---~Vhtch ~ 
t'a.irl.y t":requently ( .oout/ once in /35(/ bou.lil. of trans:licmicn) •• 

.. ' 

.rt ill possible to 4etftC't moe1i or ~ of itbne l, _ __.. _________ .,..l 
I 

b;r mesna or a devi.oe called .·~ t\ which v1ll socm be tned i, 

_______ I/The illrpo~ of e·.ich a dwvi.ce camot be crver-
.: :' : 

~ized. rt.a use coald prov1&! Cl01"e "'11.ckly tho sort of' 

cr)'Ptooalytic mater1&l/v1ta:i 1n tuc e.ft'Ort to u,ploit thel 
In~ evoat that 1t/beC~ possible to reeAi t.bej,... __ ___:::::;,-W----

t.be bu1.s or D/ i't/~ itbnW'y potentia.lly ;reetlable •n&-

t.erl&l prcoptl.y. ~oo-~ and™ orl I 
deoorvee groat snp~is. 'nl.e possibility Q~ I I 
detectioo ill the dver.lhe.Jm.in6lY more dif'!":teul:t prob.lee o:t 

,__ _____ ..... lehoul4. be 1nVfft1ga't.ed. 

3. Areas ot .Inte:roe,ptioo. 

BE:Wmtieaa vork must be coatinu84 oo the interoeptiaa. ot 

~ lm4 whatever! f <¥r .s4ithRVll rotor machfn.e 
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'' (b) (3)-50 USC 403 

(b) (3)-P.L. 86-36 

traff'ic is :round. In this field 1 t. appean that 1nterc~t.fon muat 

be global, and include surveillance ot all count.riea, Nt;~rclleH 

of present poll tica.l alignment•. .lpparent.ly tbi• 18/&lli accept&ble 

present view. 

However, it appears t.bat. certain countries, 91.&Ch aa 

.___ _______ ___.land ot.here d.O oot, !or 

one reason or another, get real attention. 

The virtual lack of 1nterc~t1on b)' the/ Uni t.ed St.ate•• 

ia a cause !or 

concern. A poverf'ul receiving at&tioo in the Texu .area should 

be valuable 8uch a •tation 

could al.so serve ru:: e site !or field .trials of antennu and other 

equipment. 

4. Importance er Co.'l80lidatine; sr:rort o:rl 
)k)st of ~e foregoing,M.11cus1ion hU been concerned p:-1• 

mar1ly vi~ r It baa been made cl.ear, however, 

__ that DI08t COMINT material concerning I f currently comea from 

..._~~~~~~~~~~~~~fntercept1on and that ,,. rDIA:J aio•t 

reaaonably expect th1• to r-.1n true ill the tuture. 

JI 



(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

OWi" ~U. :.t.-a •~.-rt, 1a the i~ 

u4 ...i..ua. er .m n.-11 • 

90nDel u.i tor th1a rap ot interc-spt haTe 89 .. .mah 1A ~ ., 

that all ot the9tt 1ntceept mctiviti .. are ~ carried out 

at the .._ stationa u tboH uaed. f'or COKIIT lignal•, vb.ere the 

various rad1 atkma DOV ooa;>et• tor faeil1 tj.oa and al;tentton •. 

!he ai&e ot th• Job now cal.l.a tor un1t1 or effort. We 

have eeen the qgn1 tude and cost of thet ... ____ __.I 1nteroopt 

problem discuaaed earlier. Together vi th this ve race a tre-

mend.owo volume of valuable I tintercept o.nd a ~&t range 

cf t~eae other .ro.d.iat1ons. In ·•ie• of' the urgency ,~f the need. 

for 1:lfo~t1..Jn ~o:n ... I ____________________ _. 
acw-ces, there c&n be no honest e.nj informe<:. exc u.ae for a dupli· 

ca~.ion o~ collectin~ or i:-roc.:-ssino activtt~es, vr rc,r a r.::attering 

o!" talent and effor:.. 

Technically, dupl1cat1c~ v' ~epe.rate ope~ation of inter-

cept activities tends to put us in <Jle d.P...!'"i.i;Crous ,?061 t.ion either 

o.f : .. a:.ring ev~r./ existing sort of intercept equipment e.cs1goed to 

each ca".:.ef;ory o!' intercept, 1n order to keep current du.ring t.he 

ine-.·i tel.) e tech.ri1cal cha"lge& 1r.i i'requency and oodulntion of•I...__ ___ _. 
trausmissfon 1 o:r or being left out in the colJ1 pe:.-h&~e at/a moat 

cr1 Ucal time, follov1118 changes because the only a1Jp:roprlate equi~ 

ment is used for other and perhaps lea• veil-considered purpose•. 
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IA ~ ot Wm, w ~ ll0'8 t.hat .. ·llr• Aull 1-tlll, 

~ ~ WJ. ~ LMantori•, YU told cha1.Qc & 'Yi.al' to 

J"urtber• aeparat.ion ot activit.1 .. into COllilr.r and ILU!, 

mfQ' lead to m181nterp1'etat1on of 8ignal.• even when t~y are lnter

cepted.. 'l'hoae active in KLill'l' apparently define ELIJ"1' aa ~ 

I laign&J.a, and part.1cul&rl.)' .... I ________ _ 
... I ______________ __.lmight give lltt.l.e indication or 

their voice or textual ah&racter ~ one not vi tall,;· 1ntereated ··• .. in 

COMIRr. 

The growing di!'f'iculty of intercept, ar. more and aore 

trart'ic 1a carried by._! __________ ___.I and the groving 

variety of" uses and subtlety of modulation or red.ia"ion, call. t~ 

the ~ possible coordination or all 1nterceyt1on activities in 

order to achieve tile max1nn.a in both penetration &nd utilization. 

greatly strengthen COMDIT activ1t1ea. 
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............ fl~ la ;:1111'\7 tlae .... ~ 

)9td fll tlrlil DaiW a-..• lftelJtgt II~· b aia 

~ 19'7 1 m4 ve ooW4 Mal"M17 bMe n 10»>4 tJl1a ocmo> ues Oil a 

, • ~ua- a.., ... MU.-N ~ .u tn••••'ac 111ucr • .r 
l I $Mlft, ltDf, ml tbeiJ' n.lat.iTW Mo114 be ~ lmd.er 

t.hll 41.not oaat.191 o'f tbe ... 

(b) (3)-P.L. 86-36 
(b) (1) 

Tbe natural teoaeoc7to1m~1.Dtegrati.oD /U 

rstber unblppily 1Uurtrllt.ed by • )Q'b~ aot.irtt7 at ~/ 1'1el4 

.m at the I 11.nvol T1Dg both 

&11&1.yRa enl/1.a e.cqu.1.ring uooa1ate4 ..... b1D9 tacll.itiff. '1'he 

op:ror..... to~ intere.t.4 1n ~ring 11gn•h ~not 

1n 4.1.aj.:tal trm-.1 .. !0ll ot O\ber ~. but 1.u pl"'8iatice 1t 

bu bwi 1rryibJe to 41atingu.1sh vtth oert&1Jlt7 ~ eorto or trim.a• 

aiaaim fJ'Clll the other. tibe ocat!Due4 NndUng ~ &Lii!' ..ter1al 

b7 thoH tmi.at.erest.4 or not M ch'1 aki.U- u eoamrr oou.l4 i... 

new ao4 ~rNpa CNC1•ll7 TI.tal. ~ ~ ~Oil ~. 

9UIOh aoUY1t1- pow up oll\a1de ~ \be DA wbc ..... the ..t the 

oou:at.r,y Mm wta tor em ~ ... ~ le .at 9DO'>at'T 

JS 
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--1-T-1::o~P~s~EL-("...;.RH-Ji~a:.::T~--1:.!!!!I: ... ~~-._lb) I 3 I -P. L. 86-36 v 1 mDE:Ll 

la a..~ fll llllLt.~ ldllt817_...i. ... ,,._ ...... 

811 la ta. \rd,.. Mer 1 Q'1aa '2lll tosrttcm ot the Dl t-.U. 

ao.. au, 1~ ..., " SA ,.n • ~t ~ the ~ or \bl 

wbal.e iJIWUSSl"'IH oc._,mtt7 at/the 1Daooesa1bil1ty m4 oeapleidt7 

e11u•I _______ __. 
llllcaa ~ WJ7 poulU. m:wvera, bollever, cme cm be 

underatoOd even if' it cazmot be ~ u adoquate-t.be ah..r1.nld.tae 

eoale of t:ble. .Aa the cryptanalytic 
-----------,, (b) (1) 

l·he.G c'1m1ntabed t.lJe natural uae&Sined <Jr t.be nlli_.:..:.,...j" (b) (3)-50 USC 403 

.....__ _ __,_ 
1 

// ----·~' (b) (3)-P.L. 86-36 
(b) (3)-18 USC 798 

the teell.ng or a need for ovem.ight va.m.izlg o.r l!l.ir ::IO'\'~/ bas 

1.Dcren.sed. As the backloS of HSA 1J:tt.ei'cept present.1.y 1.ri.c'apahl.e 

o£ I ~/the 1ntemc.l urgency f'Ql"p~ prp-

cessing of intercept. h&8 inevite.hly d_1m1n1oh00.. B,yicout.rnst, ot 

couree, the Air Forco need& CQ:ll:lwUca.t.1ous in~~ ove.migbt. 

?ts great.est present need 1U/i'Or the f~~at pOilsihl.e process~;;. 

c4 in ftll ordor~ aod .-~-· t~c a.hop. 'fu.18 .___ _______ ____, 

callD ~or Indeed, ICall.1. 

l'iel.d has Bcll1eved .... I ______ ....,......,.._lo! m\leh intaoroept once 

1t roachea thm (which ma,y take ~ or weelr.si). The Air Foroe 

looks more and JDOZ'9 to tb.1• aouroe. But Kelly Field ~ bJ..aclt out 

_I -----~/!...........___ ____ ____. 
I I DA Z1D.L1t be tbe natural guarantor 
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'/ (b) ( 1) 

(b) (3) - 5 0 USC 40 3 
(b) ( 3 ) -1 8 USC 798 
(b) ( 3 )-P. L. 86 -36 

IW2'0Yal .. lllPbN11 ._. illan 1~ ... ..._----\M -.tauall 
llD4 ftCOD41te vo:dt otl // lalth<Nat' \nttla . / 

banc'1na 1114 current V01'k baY'9 bMin aonaotmtiow117 P"ll'9'*l· l't 

1• blW an4 San1'818, b,CN'9u, that bffenM td the m,phut. ot 

t.be 41t'tioult c~e ws ot l'llm1 a t~ 4aUy :run-down 

or aiiJ ~~c bu not &lva.19 CGma nnt. 
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: : ' 

~ 'be1aa pJOOe1M4 ill tu lloM.111. / ~'NU *'IP1• 

:/ ! f \ 

1nterral&t1cl1 1a oftm ocnt1aed to - l'IU"U'1t4 - nmlnal 

n:&lm ot "OOGlllZmM" vtt.h too ~ io.. ~ ~\WU. 

1llt hlln 11em -.r.U./tbat the p~ tor l'I tHns tD1 

.__ __________ .... !~an ~ .S)noq, \md 

ve lUNe eeeo that. ve llllli1 ~ that ~ Yill. 

be mc~red by methoda 1.nc.rouingl.y 41tticu.lt to ne4. n 1a 
! \ 

tr&Gic to conte;zpl.ate the ~aibilit.y that, 1n 9ane time ot 
/ \ 

sn.argeocy, vit&l enci,p~ meter1&l. ~t get 1.At.o tM ~ 

of crypt.onalyata l.eso able thm the beat at tbll llSA. It 1a ··ewm 
: : 

oore tracic to c~late the pocsa.ibWt)' tba .aaa mtdAtapre-
: : 

tatian or ELilr, or 8'V9Q ot .... 1---..... JC<Jem, kt&, Vit.1¥Mt ~ 

praziptest mJd meet ~ avaluaticm. 1D the Uatit or allot auzo 

e<»mrl' Wonnat!ai, might pel'Dll>a l.wl to a f'mlt7 d8o1•' OD abolit 

Thie ELil'l' eneJ..y&u 1\mctiaaa.rnoluticn-0011 et.ica- \ 

oorrelation-e1Dtbes1a, ~ tW to 41•Nm1Mt.taa, *1ah u ~ 

t.1nly t.blt UAr1 a .)ob,, abcN.14 be 41~ mrolle4 1A tbe ml. 

~. the need for 1.ntegrat1cm of l:L.Dl'l ID4 caaJrl ta vall 

recoga.1se4 a. veil pract1ce4 - ~ J'1el4. Coat•~· 9IA llQSt 

cnct.e CCDUt.icoa ~ proceuing m4 J'81'0:rt1-I vbleh aw~ 

• ftl.l u 9om4. '1.'he problm 1a .. &X!h me ot ~ ml 

.,ult .. Qt., :real dettoimq, b' t.be al iifiCl'llidto~ ---

to a. ........ el>J7 CUl"IWlt CG thej I .... ._ .•. ii!!' ••• 
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i (b) (3)-50 USC 403 

(b) (3)-18 USC 798 

2• A W'rUe In ,,., ., eatall AJJ !IR!Ue• 1b113)-P.L. 86-36 

1a a ...wa. eoUenS.aa .m ... Jll'OG-et•I ~ • 

m ._ to ta. em'Gllll.e iuue ~ bow a ~ emtnl "8'M7 ldcb\ 

Mp4Je ., m1aat1•• tnelU,_ae 1.ntonaticm ~ enouab 

w 'be o~ tactioal u nil u atrategic Tal.uet fhroqbo\lt t.be 

ldlltar'7 ~t• ~ere 18 ~ alovl.;y but pervaa!vel¥1 

a tM14na that with. tbe tmrarUng ot 1t1 c~ic effort• 

the ll8l will t'Urn 11Dre and .,:re into a dell"berati.-. body,\u fir 

u I leourc .. ID• 'l'hia 1m;pre&111on 11 :tal.ae, unfair, and 

terribly &..ngeroU1. A 1ense ot urgency &Od.•.i..!lll>ed1acy ie rampant 

1n the llSl. Other va.yw to &tack the que•t.ton or speed ot pro

ce8a1n.g will appear later, but would not a real.1at1c exerc11e 

1n vhich :most stringent military Um1.ng 1.1 imposed be valuable 

to aee vb.at the present llSA network coul!i doT 

Consideration or Buch an e:xerc111e is 1tron&lJ' urged. .. 

It would require, of course, a cloe• liaison &'llCng all. the 

aervicea. It would be a cogent U.t ot bov the total n.11.a-

ti.cm output._l ________ ___.fcould. be handled in an 

emergency. Zven tvo )'em"• ago, at th• time or the studJ' or the 

T~.:al. Capah1l1t1e1 Panel ot the Oill Science Advisory Comaittee 

(lleet:i.ng the 'nu-eat ot 8urpr1H Attack, l'ebru&r71 1955)1 our 

strong dependence for earl.)' varning on comaun1cat1on.1 1.ntell.1genc• 

The 11tuat1on 1• c~ no 
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•l'MI ~ .i... teMllUJfe .-U.- ti eu lnlalOI M'll 

lfaUltJ •-.....ca .-a ~ sis.11t6 ,. Nl•QS• 

~ ,... ot llUDll - ... s. ooal4 iAcludie 

ccmntm' catloa.a. Alllo, .... I _____ ___.f ILS.gbt veil be !uert-1 

to t.e.t the epH4 llZMi ~with which tbe7 an han4le4. 

SUch a practtce operation a1gbt. vell allov cl.ee.r~ that ~ ... prompt 

prooe-.eing 'Which tbe Air Force, mcmg others, Juat1rtab.ly 4emtmd• 

c&D al.re~ be 'better achieved. v1th1..n tbe llSA thm at my aeparate 

activity (such as that at Kelly Field). U the uaroiM 414 not 

abav t.hJ.a, the BSA vould have the u.rgeat 4lrQ' to nrvi.M ita Opera

t.icma until t.his vu ao, tor t.be BSA hu reeourcea ot techn!Clal 

profici.ncy and eeope which ooul4 DOt be dupl.1cate4 ~. 

In an)' caae, the dupllcatiOD ot c<nmmtcatiana intelli• 

gence activity, which seem.a to be iDcreutnc bec8Uft ot acciclent&l 

f'eatufta ot collection azl4 the hietoric ccm;praai ... which l.ed to 
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i b)(3)-50 USC 403 
. b) (3)-P.L. 86-35 

b) (3)-18 USC 793 

t ti lf 

ow. __ ,_ ot ~tJ ot ...... ftdJ..at.loil ~ 

Job9 are 'heaomt ng unt.aahl.e. ss. gne.l int.ell t&*>ee S.. a •tligle •. 11.el.4. 

(1) Jlacheniation or 1.ntercept ahoul4 be aceel.erat.ed 1n all c.-. 

1n vhich human J,.,,._,t can be d!speneed vith. AVllil.ahl.

-.npower ehoul.c1 be diverted to mre accurate and cor.Iplete 

interception or nw k1nd8 or radi.&t!on and routintei expected 

to yield the MO.ti....._ ________ ___,___. 
(2) Sbarpen1ng mld. znecbanizat1on .... I ------'~ u • acti n.1..y 

pursued at JISl, aboul.d rece1 ve 9dd1 tional. e.:phuia at th• 

expen.. o~ ecime ot the UDUMd. volU?Ot aollection nov being 

done. 

COMD'l' vi thin the !l8A. 

(Ii) A nev at8Dd&rd o~ ur~..,.- of tra.N'1.c engineering, lncludinc 

delivm')' o~ contents to oonsumera, -.hould be •tablS8hed in 

(S) A global llDl"C1N aboal A be pl....., an4. oarr1ed out to denoo

atnte the apeed. md. OQllplet4mM• or ogeemtaat!OM 1atelllg9Dae 

~ 
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tM ..,.a ot -.17 '° tDa .l1r rone, \7 a hll.7 .. , > , ... 

111,. or t.tan.a ~matial en .ul _______ _ 

1.ngN41ct1 1holl4 be inaluci.d, .. well ...... 1 _____ _ 

PU8icm ot t.heM re.W.~v1th OODCUn'*lt \rattio .oal..yaia of 

,___ ______ ___.I lfUPPl.men't.ed by vbat.ner tras=entar,. 

i (bl 11 I 
f(b) (3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

c~1• 1• po8aible, st tbl ll8.A to laad to the b.igbeat-

total CC»CIN'l' capacity. 

(6} l'rcn the preeed.1.ng exerci .. , aa vell u ~rem current ex• 

perieoce, there ahou.ld cane an OTerbal.ll!ng ot COMilf1' trm:i•• 

m.iesion ayate:!l.B. Ccmnunicatioa Q.eta which allov proper t1el4 

distribution Vitbcut, logging, or being et.opped by, Wuh1ngton 

operatiori. I ahoul.4 be deviaedo 
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lt• ·- •• MP •R" •• , 

l· I!!! ..... ror '"''" "''"r•· 
abl.e t'or routine :pNOlle1,,. .. tbe at.NGUcm ~ tMtr iJlt.el u....,. 
eontmt i. one ot the wt «W11fP] • u.... the Plmel.. tao.4. Wba 

the Ynl,.. or intercept. to be b&Ddl.&d-.. ftr1 IUl:b. i..a,, th• .,.i. 

vu hard can, t.hat. 1., wcbtne-produced cbaracten (type'llrlt.tnc, 

etc. ) , in co.at.rut to bN:adJlr1 Ung. Bard COW/WU valued becr•M 

human beingB could read 1 t. rapidly and accurat.el.y. ~, becm•M 

the vol.ume of material bu 1Dcn&Md and 'becauae of advanc•B 1n 

-.chine processing, the gpal. ..... t be a tona or record which 

net1c tape on vhich either pulaea or audio eigc.t.U are reoorded 

are pos81b1llt1ee. (Whenever 8pec1al reeding mechfnu are econca-

!CM.Uy i"euible, undul.ator tape/1• ai..o a poaaib1l..it.y.) 

'?he proceaaiD-8 prob).ma 1a strlk1ngl.y Ul.uat.raW by t.he 

cue or .... l ________ ..... laateri&l, beoaua4t l!Qat or Ul&t tek• 1• 

currently JUrely fed into th• super-atore or 1-cklog. Jlevarthel.eaa, 

thi• type of signal req\li.ree llnd to a degree J"eQeiv• ~ 

checking to look ror evidence ot mech1nc ch.azJ,ga, d11'!'er9Dt 

routing practice•, and ao t'orth. We have aeen that 90ll8 ot the 

required 1lmediate ident11'1cation ~ .... I _ __.fahoul.d and~ 9000 
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I 



TQP SEGRE:.T EIDEfl/1bl 111 
fib) (3)-50 USC 403 

(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

Jl'CIS7dn1 plQltJ , ~ ta, u ,..._/ .. .i- ,_. 111c9l11 , .. 

... .tM ~a1DC 8blN14 al.90 be .... /far...,~ _ ____,_........._.........___, 

--------.1--~. ~ v1ll ~ poee.U.le s.t/rach ~ 
la recorded 1ll 8u1 table tons. u cli8CUSM4 /1a APP""" s x m. • '!the 

&N t'1a1Dilhing ln VOl\1111111 repreeei~ .Im art 'tlbj.@ -t be kept. 

rtgoroua tor the treatment or material rro. ... I ......... __________ _. 

tuent Und ot preparation tcn- analysil vbicb ia, 1n this cue, 

llke. J'urther diacusaion ot t.hil is included in the next pert. 

g_. The Place ot' Procaasine; 1n the 1'SA. 

ProceeGl.ng and anal.yah are:izn.mad 

t 1n !Is.\. 

Tbe Panel :rtnds that resea.xth and developnent at the BSA. 

bu lMen bua1est in coxmect1on vith prep.ration ot material :ror t.he 

cryptenal.ysis o~L-----------''•)"Bten and 1n -.chtnee f'or 

c~ out some computationJI 

mo•t traa sc1ent1Nc and engineering •tudies. '1'.be research and. 

d.evel.opnent actirlt.iea are, however, cl.earb 1dent1fted, not u 

cZ7J7tan&l.yaia1 but. u the prort.sion ot .-chhwa accea9017 to 

• 
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~. OI' fw ~ ~ot -'-'I.al tar•-.17a1a· 

ln'eed. the IWl"ola lln4 ~ ana 1111 to .,., Ma cle:tlM4 lta 

own hDst1m M tba't ot ..Uc11J&t.tn1 iibe DMd8 ot t.bl llODarea 

vtth_I ___ l~u. 
M OCNrM, U. la not eurpriliq that ~ t"Unction of 

procu•ill8 and rren 11D&l.711• ahoUld mniffft tbmMl.vee 1n t.nw 

ot equip:Mnt. Bonrei, n uaert •trongly that. ideu and al:lstrac

ticme :muat be J110re .fruitf'ully cultivated. 1n aome fora 1n a reaearcb 

&nd davelopoent area. '?he reaea.rch &od devel.opr.ent areas must de

velop their owe viR' ot ianed.1.ate a.ad future poeaibil.1 ties and 

needa 1n the vhol.e field of data proceaeing,' and al.ao in t.~e .rteld 

or cryptan&lyah itaelt. In the cue~ ceyp~1s, a concrete 

•uggeation will be made later. 

3. 'l'he Place and Prom:1.•• ot COl!l'uter De'velop!!Dt 1n CmtaruU.pia 
and Proceaaing. 

Computer developnent 19 easenti&l, but. it 1& no lonw 

the vay out of I t We have f!X81'T!i ned the 

question ot whether the develapnent of anal.yt.ic facili tiea, mostly 

1n the fora of computen optim1 ~ for the ._I ________ __, 

systems, can 1n 1taelf lead to a solution of thue ayatema. We 

reel, quite certa.1.n that it cannot. 

'l'be •trategy of d.evel.op1n.g both certai.n speci&l-purpoae 

machtnea tor comparing and counting in ceypt.analyd•, and the 

TOPGECREI EIDER 



\lb I I 1 I 
\bl (3)-50 USC 403 
(f){3)-P.L. 86-36 ........ 

..,._,,,. .. ._ 11 :aen ._ ll11m•na 1 crMa"l• fDr t.b9 _. 

btHr oo6n. lewutbe'••• bi411l41PUI o+"'9"teft U Mrl,J --

~~~~™b~ ~ I ______ ___.I -

lta7 uploiUtUla Q~ ! ____________ _ 
.__ __________ ___.l\vm iDevi~ p:rea1 t.be tecbno-

!Ogjeal capabil1t1ea ot oamputere to the utmio.t.. VbUe the ncnfgel 

aere apeedtng up of cauput.er elcenta vill not nttice. 1'be 1mel 

t'lrvon the currant. at titu4e in ~ NS.A that more ~ be p.1 Md in 

tbe near t'uture traa r.41call.y d1tre:runt ~· ot coaww• 

tiOnal elmenta, pe~• eml>Ued vith D8'lf dnica, than traa the 

mere euch speeding up. (ID the l.ous l'W1, both 4inct.itma ~ 

a4vmce v1ll be combined to reech be,YODd t.b.e cll)ahllitiea or 

either alone.) Certain 80rta ot &,pe<.?ial arnmgseata u.J" CODe 

1Dt.o beiD& relatlvel.7 eooa, m4 UT provide a subctm'tial sat.a 

1D. ~1c&l proceellillg 8Pffd•-a gain\ which bu ~ ~ 

80Ught t'or yea.No 

Ronrver, 1t. now ~both t,b.at the nalhatS.cm of tbe 

tot&l ..... I __________ __.~t woulrl prov1411 u rar 
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(b) (3)-10 USC 130 
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putm. it belieTell thn MT.n.1 epec1&1-~ .·~in 

1.wdiat. rwb. 11!oul4 DO} 'bf D!gl.!ct'4 b9caUH/ot the prad.M 

fR"d•l•purPO!! CC19Ukn ~· at~tive a4d1t1on.f to 

the cqytanall!ta' de•k and mind. ben engtneering •killa jboiJl.4 

be put on ~ u.e -~t the I F ting-tn>e ~ne Juat d.-

1.i vered., 'Which V'&8 1.esigncd e.t IISA to/read certain manual M::rae 

codes and follow some 57 possible 1.nstructiona. RSA has al.re~ 

conceived a mod1N.cat1or. .... l ___ _.l/ot' this machine to ret.c·rd bi 

n.1ana.g't!able form tJi.e t1!aa !ntez:-v&le l>etveen reference points (-.xis 

cro<isings) o"r a si(i;O&l. Since euc.h intervals cont.a.1.n frequency 

111for:lt:t1on,, further modification might yield a auperbly simple and 

e.f :-c..: ti ve way o! C!X.8lldn.1.ng vaat/ qu&nti ti ea arl.__ _____ __, In 

1111.Y case, such h1gb-11peed editing machinea ... I ___ ..... ~ about a 

20-microaecond cycle ill 1t•icore memory) seem to be a principal. 

hope of managing the flow of material that vill have to be 

· (bl 11 I 
filtered if fl"a.gsumt&ry breaks can be mad.e1cnto ce:fta:l.n sort.• lbll 31 _ 50 usc 403 

(b) (3)-18 USC 798 

0~ ~rat':flC~ (b) (3)-P.L. 86-36 

Beyond ed1 ting, hovever, 1 t would seem that computer 

development. abou.ld tum tova.rd involvement Yith the aenior crypt

an&lyata' da1l)' work rather than tovard some heroic, general.-

purpose, centrallud machine. While the ... I __________ _. 
,__ ____ ___.~progru (vi tb a machine perhap.1 lOO timea the 
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91P'd'7 rd the 1103 °' ~ ml\a .. - .... ..-i to J .. 10 

~ thoe• a.u, u a NRl~ ~ Slpo•nl4 or...s.-~ 10 • ,.i. 

logic- 2-1.nab w14a \epe wltJl ],000 'b1tal*" 1nc1:1.-/-4 110 ~) 

1a Im ~ a:ttU.r 4eeen1.n& bi#•t ~ att.atian 8houl.4 

be turned pl'Ulptq tow.rd. •king 1t aTailable ~~ta 

vho Yi•h to do tut but rngm.entary prognizu.• In eddlt.1Clll1 

speci&l.-purpoN nwch1nH1 /such aa t.he~ch vu conceived 

for such tilllll-abariii&/desk-sc&le uH, should be rapidly ~ended_, 

as indeed 1184. hu already planDed in co~tion vith an expanaion 

of the .. l ___ ... ~ype of facility. 

4. The Reed. for Funrla'D£'r1te.l. Advance• in the ic Use 
of utera. 

'r.le Pa.nal hu com·eyed 1 te i epecU"1c Judgments about 

the nature and. wae of ~hlnee 1n crnitanalyaia because it be-

lieves that th~ centr&l. hope ,f t::ve.:-.tual sdve.nce in I I 
I lrequirea that t.he sorh1st1ce.ted 

cryptar.e.lyst learn nachinP. lar.~e and. program:nine thoroughly 

encugh to f'orurulate a sophistic~tei.i machine attack er. a code. 

'l'hie require• the 801'.ltion of ~trea:.ely difficult proble:r:ia: 

tl-.e formulation 1n clear terWI of crypt.analyti:: .. e~nn1quea, 

and the adaptation or these techniques to m.ch1r:e ~guage or 

the develOJIDellt of an interpret.ive lang\.lage 1n v'aich they may 

be eaail.y expreased--an interpt:e"ti ve ~ .. ·.1icb :machlnes 

could tranAlAte into mechine language. These are problema vhoH 

solution v1ll require 11UCh ingenuity and a great deal or time 

&nd effort. Bapplly, ve ha.ve •een a mod.e•t beginning of thi• 
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la the ... .,,, ..... r, tba 41ttlnlU. '° M ONIOCM are tu' 

..... ~ t.Ma t.be 'llDiD1 tl&W id.&ta"' «q*:\. ~ are ~ primrll1 

prob1- ~ ..,,Mne 4.Mip or ~ 0 M. ._ at .-. hln'W 

recogn1M4 th!•, but. thla ncopit.1.on 1• 79t\M> baTe it• mJor 

tnnumw:e on the nature and utmt ot what 1a cSocte. A care1'Ul 

·~ of thb probl- and it.a poait.1on at Jl8A appeara 1n 

Appendix n. 

The Panel applaud.8 the pr~ration and uae of vartoua 

•pec:ial-pu.rpose machines tor rotor •i.ul.a.t1on, including the 

and ao forth. It urae-9 that th .. e be extended u p..-oczptly u 

possible to the e.x.amination of made-up probl.... which can furn18b 

direct 1n.fonnst1on on the cipher hvel.a ve may ta.ce u electronic 

rather than 1~chan.1ca.l combinatorial devices become cust.om&ry. 

Rec~don• 

(l) Computer plPnning, especially in the R/D •t.age, should be 

rr--ieved in terms of special progrmning rather than of 

over-al.l (e:xhauation) capa.c1t~. 

(2) Closest possible connection betveen a cryptan&lyat's tormu-

lat1on of solv~ a crypt and a general machine language to 

eJCll?"eH this formulation ahou1d. be attempted. 1n nev machine 

d.ea1gn. 

(3) Computer t'acll1t1ea abould be apec1al.ly planned tor easy uae, 

u a.re liOll9 d.eak-acceaa machinu DOV &Y&1.lable at JISl. More 

cuual attitude toward thdr uae than 1• 110 tar thought 

TOPSECREI i.a EIDEI~ 
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( .. ) .. plerme4 OlltllQ'····· .-i.a for h1ab-epM4 .. ···~~J"U'POM 

~ 8boul4" ~I I~\ Wt 

81*11.al-9UJ'POff COlpUtcra 111 tma'l.1.at.e/t'MCll ehou11l .no\t\ be 

neglected becauae ot the prom1M of .the tonDer• 

l. The I I Sourceo. 

•ar;ea are actual.ly refiected /in maaaes of access! bl.e cOlDllUI11cat1ona. 

Deep! te the nearly perfect /COncea.l ment of ._I ___ _,_ _ __.I cOl¢DUl11ca-

tion.e tor the put ffV8ra.l year•, the intelligence conew'lity h&a 

nevert.heleH been getting 1.uiPQrtant ic.dications of ... I ______ __. 
...__ ____ ____,.......__ ..... !Since th• Panei has emph8311.ed. fragmentary 

reeding aa the moat we ahoul.d/.u.pect. :rrom ._I _______ __. 

ciphers in the foreaeeabl.e t\l.ture, 1t may be impc;::.ant to look 

into ~··technology of it.he /thri!'tiest coupling cf whatever! I 
LJ 1nrornation there 1.a with the great DBSs of I I 

I 
Indeed, comparatively little 1a k:novn ahout the realities 

o~ IJUCb coupllns 1n aa autocracy illel f It may be that a 

'UM1'ul. p;>Utical acience-econan1.c:1 atudy coul.d be ma4e of the ft>¥ 

...._ _______ _.ldec1dona and a.ct.ion.a are a.nt1c1p-.ted or refiect.d 
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'b7 ·-- fd ~ ..... 1 ________ ........ t\~ 
&DI abort&U.w. Wblle auoh a ~ bu ot eoa:kM ~\\•mstM!I 

b)' people at the YariOQ9 ..... ~t ..-nciH ol tbe ·~'7 group, 

there bu not been a oareru.l. reconstruction o~ a nn• o~.\.perlo48 
auch u in 

connected vitnj ~ F~pl.M 
dl!:rtted rroa 1uch a eomparleon voul.d be/ or rt tal and .~ lllllt'!di&te 

uaetulneas DOY and 1n the t'uture. 

Beyond this sort. of qualitative cona1d.erat10n liea th• 

problem or actual.l.y sorting thro~ 1 • 

we should also keef i1. minG. that. ... I ________ ........ _ .... 
WJ.C.:. iJIWl,)' ruutin~---------"'"' 

activities are regularly aec1phered rrum .... I _____________ __. 
systems. Presumably stm1Jar code• are concernQd in 'the U. 6:. 

and. in 

certain c,f their 1ntern&l communica.t1ona inl 
---~~___::======:-~~~~___, 

Thorouqt abatre.cting 01 I ~ reveal. 

In all handl..1Jl6 of these aux1llar:» sources of 1nt.elligence there 

1a auppoaed to be rigid adherence to the Uaen COMDfl' ObJec:t.1vea 

Liat ot some l2 1tma. A d11turt.1i.ng unreality perailte 1D auch 

a ai.ngle llat of obJe<:t1vu, which tenda to concentrate attent1.on 
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. ''' ' . 

cM«Jnel!t) e 0Dl.7' f'laa llcwj.---------,...,r!odlt'. IWftrrlN 
! : :' :, : 

Ucma to ~~\be SJdonaUce MN&bt are.cSerl.T-4 \ta a left-

Mn"ed 81" trca a bulk ~ onl7 part.11' ... ~w •t.e.rial.· 
lupplementaey, a4Jumtabl.e priority dechi6n.a probebb do, 8D4 

•Ul"el.)' aboul.d.1 t-.ke account of roal rath.01- than 1~ . exi>1o1 ta

Uon. Th• Panel bellwve• in the iJllnecUate ~rt&Qce\of an 

operation.a &n&l.y8ta type or 1tudy ~ atbring:l.na the ma.a• 

production application of t.he Objectives I.1st into line.\ vtth 

the beat content or the I !\content 

of several hundred thouaan.::.I f measar;e• per roonth. 

As Appendix IV on pro~ng brings out, there is 

1.mpo~t progreu in the llSA t.o~ IIi!!.Chifl~s vbich can ra;iidl;-• 

expl.o11._ __________ ____,f It should 1e possible -:...... \con-

Yert •uc.h mes•a.gea tol f text by aacM ne and to et:?loy 

•peed.y methods ror acann1ne; the lar£e bo<t,· c .~ such cc::py in (:On• 

junction with tile 8Clln!l1ng ofl r interception. Th• D 
acsnners nov looting :for special 110rd!I 11 I ought a.s 

soon as possible t.o be •upplei:.iented by word-recogn1 tion machl.nea. 

A po1aible design ror such devices la discu.esed in Technical 

AdJunct II. 

iviaently/J the filing IWU c:-oes referencing or inform&-

tion a.:rt~l" it ia completely reed is alone a formidable opel"l'lt1on. 

It too must have improved mach1ne treatment such &e ce.n neither 
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W 1'1 I JI W .nwlll li17 IJJI ... llllUYiUeil Sa A s.ur ~ W 

et' Jr 111Utm7 '1rrw ..... t s.., ..-se•''7(tordlQ&Nlll'q1'

e1.- lw 1tptft1•n) flaa tMIBA ......_. m4*1U•• .,,,..-

'helass, i.ere, tao, I.all¥ '1el4 .... p~, wll ....... ~ r 
Nl'samoe ...... 11' Wh1oh u. aSmalatiQ&, it lJalt.4, lnAq)Je. ~ 

,,. ••!!!! 'bo4l ot etr1cW ~./o.e!!"¥~ hca tbe 

~VUJ. be p\ tor CC!@l' !igor• .8llcb 111 ~~ive nµ 
al.90 ci.rl7 t'avor the nwid pl'OC9U1Ds mid.· W1&l.y81- eeeential t9Jo 

propel' uee or the a.IJf'? tm.arcept.. 

2. U:rp!1: CUrrent Value" ot j t 
PropoMd. 

enrich the oalteot ot .... 1 ________ ___.I cipher ayst.sna. 

It ia imdemtood t.bst, vh1le ~ materi&U, SiSlaf'aeturi.ng, am4 

~Une or 41.stribut!eri ~ivitiea vill be coat.rolled 

Jocal ly, t.be 1W1"Ch ma. .·~ tunat.1.ona :for :L'ldua't,rtea 

ccmcel'lrl.na ~/activity baa ot't.m yielded the ::iost aceea4 

aibl.e and :tntvest.~ cmnim<cationa 9uoh ... t.bat concr.min.c the 

eal".1¥ 

8D4 ., f'ori.b. Cc:moct1T8hl.71 am JQport.ant period ao~~ the 

_____ lcoul.4 now be st.al"tins· DoubUeaa, mu.ch of the 

ommsm1cat1CIQ8 cmcem1.D& w.a v1ll 'M M!Dt via .... I ______ .... 

m4 perticul.arl.7 Tia the ftriPi417 at.~ .... 1 ------

'2 
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... llOW'fw, '9 ,_.._ .. ._,._.._._,,._/I LLW¢f C 

'fa1w .. -- -1• ....... , ........ - .. 1MlJt -

-'aial "'-" lile ~ 111111 •U, -- IR f tat ~ 

-~-. 

D.!!£1!& ~ fU ii !!RI fJf !if!e!t f!!' .W!!'J!!!ti<a !'lz!!! 
.,.. wmmg 11al I 

S1m1..l.arl7, u. torr""'"" oc-m•Soaiona ul I 
vb1l.e .-ub,Ject to 

l.&rt;e nu.cta&U<Xla 1n both 900eaa1bil1t7 and. 1.zrt.e~at., llhol.Ud ba 

handl9d by such e.u-rouUM ~Md GUJ"reil > ence r::.athc>.U. 

7...c conaci.-tioua .t.att ~ beocaoa obae...S. v1th ci,Ilhen--t.be 

t:l!IDn diN't.c'.llt tbe 'better. A ~ 1ntellect\lall)" .-..dt..4. for 

OD. u.aim.11 att.ca or existing, ~ble il1.t'omat1.o:a.. 

n V0\1l4 h4t 1.DterutU& to now l4m t.act.1ca t.he .... I __ __, 
tin4 !!!Oat etttc: teat. ~ uai.Dg the great b'l1ll:. or m.il1 tal7 m4 caa

aera ial ~that~ tJ'9e vorl.4 ~17 ~at.. 9D4. 

on.ea pub.ltW... 1n ~ llD4 .)oumala. What fil.t•rine •1'rlm 1• 

llPJlllecl, aq, to the !.!! ~ Ttw, or Artat.1.cm ~: 
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Yalue llDd ahould be di~ .xpanded. 
''' '.'!(bl 11 I 

We have loaa llnked._l ___________ ............ )1:1:1~17 :~: :~:=~~L~s~ 6 ~~~ 

report. or 

Our cont.act• with coimru.nicat1ona intelligence pract1cea 

and tecb.niques 1n oth~...__ __________________ ___, 

______ lc:o\llltries like the._I _______ __.~ revarding, 

espec1al.l.y in connection vi U: _____________ r syst..ema, 

1-
and anoul.d be cu1 ti vat ed. 

VI. NSA--THJ: NATIONAL USOURCE FOR aM«lNIC.ATIOl'IS nn'EI..LIGENC.B 

1. The Weed o~ a le'of Pattern f'or the NSA. 

The Panel. finda that t.he National. Security Agency baa one 

of the highest level• or technical ef'f1c1ency or aziy Government 

o:rt'ic!! and deservea the unqua.llf1ed aupport. of the mill te.ry and 

c1v1.lian complex. concerned Yith our ,olitical. and •trat.gic 

pol.icy. Tbh judgment is based pe.rt.ly on a cl.ear and forcef'ul 

impression of the competence, intellectual 1tature, and dffVOtion 

TO PS EC R ET 
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111111 efheUte Ell~ tbl9 .wt, Wt l~ &l8o .._. - tu. 

Mlmit1t1a -..., inDlu4111& ....u.o. "9t Wonnloa • ~ 

and. l.ogl.t.ic capM1 ~ COW more de1'1ni ~ f'ro9. 00 mS C&tiona 

tntellie;ence m4 proper~ rel.aw ILDl'l etteci. thu hem eJ¥ 

other source. 

As noted in the Preface, the Plmel.'a reacmutnd&tiona 

about the RSA involve Bh11"t• or emphaah and organization which 

are related to a v1" o-r 1t. activities appropriate to the a1tua

t1on vhich it f'a.cea today and muet face tomorrow. It 1a not 

vithin NSA's province to make these ahitts either on ita own 

initiative, or on the reconnendation of' ~ advisory group. Only 

clear leadership and guidance from the aources or ite most basic 

policies c&n create a lituation where these ahifta v1ll not on1J' 

be possible, but adm1n11tratively obYioua. 

Given euch "guidance f'l'Oll on h1 gh," a moat fundamental. 

change in outlook can, &nd ehould, be &ccom;pliahed.. Central to 

the NSA as a re•earchi.ng, developing, producing, cont1nui.zla; or

ganization 1a the ideal ~ ot vbat the IBA ahoul.d. be, not only 

in the eyes or 1 to &dm1 ni etratora, but u 1een by al.l of 1 te in· 

formed personnel, e1pec1al.ly the nany thowsanda of 1.nfonied menber• 

of' 1 ts lfuhington 1tatt. Buch an image can daur BSA ahead, bol.d 

1t back, or even de•troy it. 

'rhouaand.I ot JllSA employees are moat devoted and 1ntel

l igant public 1ervanta, •killed in technology or administration. 

The)' are ~ denied th9 Atiat&ction ot public recognit.icG ~ 

S5 
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ta.~ et_W.. k.- to .. wftiaa • • lllpartn 'pdtl• 

tar tale pib.1.f.• ..._ .. wa1Al - tbl -- u __, ..... - '
.,_,.or...._~. ~. tM7 bave ~. mil...-

u.m. to ..-, the best avail.able .W.Utute. !b:rou&tl .. t.bU 

a-.roh £or ncC)8n1Ucm and appz"O..i._ tbq have +..,,,ed ~ 

to ~ tM ..aas...-ta ot tbe ASJllM7 with tbe Mtoun4inc 

Jliaturall.;y, t.be 5401t.1an tQ resau th1a MCeA and the --.rch ror 

'Val' to do eo, 1.n onier to conti.m. to deaerve the cont'idence vbicb 

they have vc:i, st.ill consUtut.a a driri.ng tore• tor the HSA, 

vhlcb aeeounta ror ~curious t~ o~ u.a oi-pnization and 

operu.t1on. 

1'008¥1 th• larger part or the prime intellect and l•4e> 

L'li:p o! ~ 1• concentrat.ed 1D the J.!NA aect.ion or PROD. (Thia, t:L 

oourae, 1a the ~ or 1'1«ID vhich .la 1-..t ccncerned. vi\h 

"prodw:t.ion.") lat the entcrprl.H and OCN1'9illl 80 ·~ 419-

~ be.re an ~ neecs.d 1n otbm' part.a or the ~·· 

operat.ion. 

EID Eh 



TOP SECRET EIDER (bl 11 I 
(b)(3)-50 JSC 403 

(b) (3)-P.L. 86-36 

ft -- almon .. it ~ ot ....... la ...u., 
.s.ier Uw ,_... on&te4 • ~Uke 9IU'- 1lbS.e HM 

ooutantJ.,y sreater h~ ~ -.teria1. whicm ado .. or ao amt-

enm Utt, let alone z:L:rVey. 

ConTerSel.y, the most p:reeaing probl.e:lll ot tho Agency., the 

great organizational and engineeri.q challetlg9 ot exp1o1ting 

quickly, wisely, eN'1c:1ently, and as 1'\tlly u poaeible, all ot 

1....-________ __.l1rhich e.rs cur ... en Uy actually or potent tally 

uaerul, has come as a necessary but not welcomed. d1vere1an to the 

moat akill.!'ul and. ori£inal intellectual. lead.ere 1n tbe Agency. 

RSA baa J!IOSt charaeterlstically, under both 1t1 milltar,y and 

civilian leadership, ·.rcrked. manrul.lJ' desp1 te thia condi tioo. ot 

1pl1t personal.1 ty, b'..lt its f\ll.l potent1e.11t1"8 in contributing 

to the national. aecuri t:,• cannot be realized vi t.hout a roorienta-

tion in the thinkinp, and at;.1tutiet!I or its leading spirtts, a 

reor1ttts.t1on on 'llhich crirrespon..Unp reorgsn1i:aUona or structure 

and !'unction could be profitably be.a~. 

2. Broad Problems of ~SA'a Research and Develop:Dent Activity. 

The reaear-cJ; s.n<! d.e-...elopmeat organization Laa, viaaly, 

been encouraged to tai:u a leading part, 1n cooperation v1th the 

other parts of !SA, in :planning a.i:.J. aupport1~ RSA ;progreH. Top 

adldniltrators in the ~t of De:t'enae aDd the Jl8A have given 

mo•t. thougbtf\ll and devoted &tteIJtion to the aupport. and growth ot 

the lf/D organization. The ev1d~ce and. th• record make it clear 
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bow~~ 91 -al Jm11b 8• c-nt• w 84 ..._._ 

nco4 the .... .... 1n a eeatn1 a at-tton• btel lt...,,,. or

pzdset;im, ~ a rt&Proua r••~ -4 ~ orpni.DtioD. 

Great. atrlc!M wre taka 4urS.D& hi• tenl u Direcrtor, wt., u 

Oeneral Canine pof.nted out 1n his t.Hti.llloey bet'ore th1a Panel, 

th• Job 1• taz- t'roa cc.apJ.ete. 

The ..ed. tor 8dequat.e cont.act• with cxt.reaely coawet.ent 

outa1de ac1ent1at.• &Dd. engineer• vu clearly recogni&ed at. an ear~ 

date, and the oN'1.c1al. pos1tion of 1uch consultant. va.s etrengt.henect 

by the setting up, 1n 1953, ot a Scientific AdYbor;y Board compoaed. 

of emiru::.u t &c&.:leilti c 1 government. and 1.ndua trial a ci en ti• t. a, and 

a.ssisteJ by ye.nels of consult.ant.a in mat.bemat1ca, electronic1, 

and te.lecOlll!lWlication&. By and large, however, tJ:ie members ot 

th1a .Boud continue<i to ope.rate u individual consultant.a. Beaid.e• 

the Robertaon Report ot 1953 on COMIJl'l' u a aource of early warn

ing, the only ex~l e o£ a collect.i ve at.ud.y ot a broad area ot 

ISA activity would. appear to be the 3l ~ 1957 report. ot the 

Scientific Advisory Board'• Math .. tica Panel on the uae of 

math-tic• and mathematiciana throughout the Agency. We hope 

that the cl.ar1!'1.caticm llD4 readJu.tment ot Jl8l goal.a, no ""'N>ded 

1n our report, vill be aceoa;panied b7 a at~ening or the 

lc!it::.Ufic .Adrtaory Board u a source or vorking groupa concerned 

with the technical aspect.a or many mre broad probl.u vi.thin the 

Agency. 
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11111.e tbe top ~ ml the 8c1mt1.t'1c Al~ 

~ eaat.1mae4 '° ""'llpl>Ml~ the o..t.ra1 role rd ~ wl -

~ ln Ill attai.n, the necaUI')' penou, uperi.mee, 14.eu, 

and tn•tgbt could not. be created overnight. In part!~ ad.&ptl.J18 

itael.t to new tiJaea anu nev problema, the JiSA raced obv1oua 

probleu ot developoent.. It vsa natural, L?ld ve beline vise, to 

himseli, ba.lil Gllreaaed to 'lB his belief that re9eerc.h hu lagged., 

aod t.hat thia should be corr~cteJ. 

In ,P&rt becatwe of a eequence or fate1'ul. eventa, pertly 

triggered by the emergency cond1 tiona of the I I/ 
aggravated. by ma.ny changes in to_;; personnel, the 1nt.ent1on that the 

research aml develcp;:ie:it 0rBanlzat1on s!lould pla.y a cent.:ral role 

1• still far from re&liz.ation. While there is continuing and, 1n 

man)' respects, effective bu!l.J.-u.1.1 of t.lie R/D pro~"!l, the R.(D 

organization aeems never to il.8.·•e assur:a?d the netessary leadership 

1n toi doe a pat.tern fol' th~ st~ ren~ o!' RSA. 

\oie ahoul.d cmphnsiz.e that this .hu not been because o~ 

lack ui· over-all eupport in either t\lrtda or people. While t'urther 

expansion h currently sought, U1e continuing grow-th of the R/D 

operating budget. 

in 1957), together with the present size of the organi?.ll.tion 

-----------'Bhovs that administrative support of the 
8/D CQ11Wle.x bu not been abaent. 
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l'Ole b a DW era -4, ~' a r-opfUc:m ~ D!!UJI! 

u oanUute4 with ~ p:ro4nction ~ ~' u • ---~ 
c•t.ral hncUca ot •MJ a tunctlon vhich -..at 'be c:arr1e4 ~ well. 

it BSA 1a to do it.a but. ~1n11t the J10U.D.ttna cbal.lanpa S.t t'acea. 

In lna rlYU term, \be titticulty bu centered in the int.enial 

aim azJ4 emphu1• ot the R/D organization. !here haYe been prea

aing d1Teraiona trca the path o! forvard.-1.ooking lMdarship. In 

particular, u explained above, 1t hu been qu1t.e natural tor the 

.mathematical ruu.rch group to turn toward PHOD problAm9, 1nst.ead 

of ayatecat.ica11)' at.t.acld.ng cert.a.in bade probleu or ceyptanalyaia, • 

and tor other research and ~evel.opm.ent group• to tum toward the re

cent exaggerated. em;pbuis on rnacMrut deSiBJl. Acco1~HQ&1.7, thee 

haa been little chance for any aub1tantial part or the 11bole P./D 
ore;anit:at.ion to think and act. together toward integrated pl"'OgJ"U• 

of the ll'Sl. 

Becauae of thia aituation, the Pmlel NOOlllllllndm rather 

drastic propo•al• tor at.rengthening thi• part or the COICil'l' effort. 

'l'heae are drastic in that thq call for unusual organization•) 

action, but the;y cont.1.nue the orderly grovth of the put 1n.a1'ar 

aa a1ma and technique• are concerned. '1'be;y are 1n l1ne with the 

I 'i'iieae are revie;;;ct In f9Cfuilc&l ldJunct W, LtLii&te ot 
Technical Situation in ~•1•. 
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'1~P SECRE1-

DM4 tor ~ r•l&&"Oh *1ala bu 'Ma .i..r to '- .a
~ la -. .. ..U..e4 'bJ' bah far -.z'9 4:rut.l• 

l• W p!!CUH1oo ot ~ A!pecta of Carre\ !IP: 

M a b&cqround ~ the p~ed chan81""1 ve need to cU•
_.. t'Urtbw exepl• ot preeen.i B/D work. Part If baa~ 

tr.tad. acthit;y iJl '"'1hfoe dn1gn and pertonaance, u it aro .. 

1n connection vith procudng and an&lylia, alt.bough attention 

vu not there dravn to the unfortunate d1via1.on of machine d.e

vel.oiment activ1.t1ea between MPR:> {in PROD) and au.ch R/D con

•t1tuent.a u ADQ, M'.>DL, and DOB. 

!'he bade aeience groups 1n R/D deal principally vith 

pby81c1 and mathematics. Phyaic• 1• 8Upporti.Ji&1 vi.th Jutinabie 

pride, a number or 1.Jiu>ortant acade:ldc researches. 1'loee devoted 

to the Uppm' at.moaphere, v1.th their 1zl;pllcat10M for propagation 

of aignal.a, antenna perfol"lmDCe, and related buic tacton in 

1nt.ercept1cm, aeem .. pproprt&t.e. 8uch aui t.e.bll.1 t)' ia aiao a:pparen't. 

in certain progJ'lllU on theoretical phyaica, au.ch ae the ?f.Y.U. 

work on Maxvel..l'• equation.a, al.thoue;b th• quality and 01-Hnt&t.ion 

ot 8Ucl1 1tud1ea might be 1.mproTed. '?he work 1n the 1'1.el.d of 

aolld-•tate ph)r81ca 1a diacuaaed. brt.etl.y 1n '!'eabnical. MJunct IT. 

:lngineering research activity 1n R/D Ulu.t.rated. bov 

al.ert observation ot what can be learned from external aourcu 

can be or the great.eat val.ue. 'l'he preoccupation or one group 

ritb cert.&1.n COJ1pODenta tor high-speed machtnH, upeci&l.ly with 
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1:bo9e uebl• Sa .i.otil'anU n1m' •~ Sa fJl q ftl• re. 
.. Jiil. th1a 1a UM\17 the ilCll'& of~ n• mt.Me•

cl.uaute4 .cUYiUH -.t 8boull be ftml7 -a • .,.,n7 ...,...._,,. 

For wtuc., eleatrco1c ro1iOI" as-.1.aUca Snol.T'Sng aill.taieroMilMIDl 

pulse rates 11114 megac)'ale •t.w1n& rat. c• met 9hcW.4 interact 

•t.rongl.7 with ~rn C<Jm\m1cat1cna deTel.~ta tor pul.•e pnent1CD 

11nd baDdling. J'urther, •uoh techniquea eoul4 t.n.pire 119teu t"or 
(bl 11 I 

C<Jll3lllC ...&.•-'L. ·-·,4 ... _t ....... p-1tiai t- -~ to case .:a at t2(b) (3)-50 USC 403 
_.,M;.U ~ pro..,..... ........, ..,_ ,.,.. .,,_,., .·········. ·• (b) (3)-P.L. 86-36 

advances by foreign powers. 

'11lel f<DP~ter p~ afford.a an 1.mportaDt ill.ua-
tration ot hov the program or tbia part or R/D ahould be revi.aed, 

once the .reviaed objectives tor t.be IfSA are put in torce. ~ goal 

or the 1,000-megacycle repet1t!.on rate can no l01Qger be regarded .. 

• near magic aolutian to th• problem or breElking ... I _______ ... 
ciphers. 'nlua, a back-bree.kintt etfort to achieve a cmputer ot tbia 

cape.city is unvarranted. On the at.her hand, e. ahrevd, V\tll-engineered 

lldvence toward t.h 1a goal should be or t.n:melldous over-all importance 

to CCKII'IT'• general capability 1D the years to cane. 1'ran t.hu broad 

v1ev, h~r, the etrort ahoul.d be to eetabli.sh a new level or aan-

puter des~, such as r&cent cooception8 of microwave logic appear to 

orfer, rat.her than to N.L\h a canputer to conplet1an by Nl extravepnt 

expenditure or both m.oney and ~ cur techn1.cal. re•ou.rcea. 

In cmtraat to •c:me ~ the reeearch di.scua•ed alxwe, Mlle 

or the matbsnatical. work. (end eone clo.ely related VOl'k) 1n l/D la 



a1.Ml'l.7 poiatle& toiM&'4 the 'be9t SAtwu o4 DA.. '!he JIWl '• 

~u. or ._ t.A_._t. m4 eotlntt. ot 1h1a ll'0'9 tall· 

-- ... f.D.ttab' into the bu1e Meda 1 ~ 
'BlS. SQI,...,• lffa than atartl.:Sng, 'but it 1a ·~~up~ 

a new wphuia at DA. In t'b•ir tcnr 41rtd.c:m•, ot cr;yptogl"llpb1c, 

cr1J)'\anal.ytic 1 et&ti.ttica, aD4 methoda :research, BSA'• m&t.Mmaticiaoa 

ban begun a •)'Stem&tic tmmula.tion of cr;yptan.al~ia that encaJ!PU•H 

JB&QY of the Snp.raveumta adTOCated in our d1.tcudai of proce1111tng 

and anal.ya ia 1n Part IV. 

'lhe statiat:Loal. diTuion 'a achievement of a prog:na tor 

1s a beautitul. aingle 

ex1Eple of what must be repe11.ted meny times in .:t.he f'Uture. 'l!lia 

we.a the sort of capitalization of lea.rn;tng about the ~cntal.s 

of eoph1.at1cated machine.e ref'er:r:"ed to 1n earlier pa.rte• .P'urther, 

.__ __________ __.l b; means of thia prognmi/actually baa 

found 1oten.e a:pp.11catian &lring thel lin reading mee&e,ges 

vhich vere ina.cceaaible to earlier techniques. Further aign11'1cant 

:progress baa been made 1n another connection with.~--------' 
in which programming technique• cxh1b1tina ecue of the h\Jlll8D Jud&· 

ments of' the cra!'ty analyst are attained. '.!:his vork aeema to have, 

in NSA opinion, sa:nething at the p081t1on of ha.mlesa but not 

*'lbe Panel e.grees generally vith the recent report of t..ie Mathematica 
Panel ~ the NS.A Sc ient.1.t1c Advisory 3oard ( 3l May 1957) on the 
need for and :progttes tova.rd "a unified science of me.thernati.cal. 
cmtology." 

(b) (1) 
(b) (3) -50 USC 403 
(b) (3) -18 USC 798 
(b) (3)-P.L. 86-36 



~ M'UTt.'1, bn, 1D .s.. hzlml, 1i •»• .. to - alOMI' 

.._ ~ ei.. to * .n or 'buio won wlltell • ...i 'bel.s.r. 

'° bo1.4 t:b.e best hope tor P1'QP9U iD c~fo·~iau: illWl.ipDce. 

'· llee4e4 Ch&!p! 1D tba BMic leprtatioo ~ the Dl 

!be next logical. Unlop:nent, once the eentnl role ~ 

refflll"Ch *'r .DA 1a J'9C061lise4, S.. to accentuate/ llD4 •tnll8'then 

.-..rch. !bat this Y1l.l re'l"ift the b.rin&i.D& /together or t.he be9t 

research &bilitiee ot the Jl8A u obvi.oua. ~t thi.8 vill require 

a •ep&ration ~ reeearc.h tram d.evelopaent ia/not quite u obv1.oua, 

but the Panel'• •tu.di.ea haYe indicated th1a/ to be equally n.eceaaary; 

in tact, the Panel haa becaiie thorou.gb.ly convinced that thu aeperatioD 

v1l.l have to be organuat1cnal.ly deeper than the Panel believe• likely 

to be possible v1thaut special action. 'Ille basic subdivid.oo or can

:municatians (and, as elsewhere recamended, elctron1.ca) 1ntellig'ence 

activities ahould thu. be into produ.cticn, deTelopnent, and research. 

All three of these tield.I c4 activity should be recognised u of 

c:ruc 1al 1.m;partence to KSA.' e continl11ng tunct1.Qll8 ~ •upp.lying critic al 

1n tell 1.gence. 

:J:he Institute tor Camuunications Intelltaence :Research. 'lbe 

central proposal directed toward aharpening and accelerati.:ag the !'18.A 

aas8Ul.t on .... l _______ ..... tu the establi.ahmA!nt. ~ e.n external-

internal. organizati.on tor research (a cover name should perhape be 

uaed). 'lbia organiaatiaD, like the A¥£'e Lo• Al.mnOll Labore.tory, or 

the OOD's Weapooa System baluat1on Group, voul4 be operated un4er 

erlernal contract 1n cloee aaeoeiation with all tbe rest o:t the JiSA. 
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llac1l • ...,.ssatson wal.A att.r t'laa -.... ~••I Sa 

BMtL•, Sa that, like toe A> - a .. , 1'9 penome> WN1.A 

.._ nth b Rb9UDae .. wU .... ~ ot .,_ !Ida 

nblltmce vaul4 -.tn17 acmaiat ID clMl.Snc Ylth the wt ctittial.~ 

eiphen, tbo•at> 1-rt not be)'OD! t:be potat t:ba\ ..,. vere brake or 

re&900abl7 penetrated. !he branch voul.4 be aasp-»ed priaarll7 at 

the mathemat1cal. am be.a~ research parts or l/D ad '2le bulk ~ 

AINA :trcn PBJD. Ita lee.denhj,p and •ta:rt' voul4 ban p~eHiao&l 

and econcm1c level• :t'ul.ly canparable to the beat ac1ent1.t1c acthi

ties a.i:cyWere 1n the nation. Thie haa 1n4eed qW.te generally been 

maintained at Loe Ale.:n.oe, despite the higll aecrecy neceHU")' there. 

It 1.a believed. that t.he growing act1v1 ty 1n the country 1.n the 

c{'D'.llllll icationa r1el d senerally, and in canputen and data hl!Ddl 1.ng, 

in part1.cular, vill provide an increasingly aatiaf'actory interaction 

ror the pro:teaaional expression ~ many iaembera ot aucb an BSA branch, 

even though moi:;t o~· it.a vork 18 h1.gjlly claae11'1ed. '!hat 1.a 1 there 

v1ll still be a chance tor scient1.t1c exchange Vi.th, and 1nv!gorat1cm 

rraa, rapidly grov1n.g collateral activities. 1!11.a could, and ahoul.d 

go cona14erably beyond even the prai.evorthy but relat1Tely COD

strained SCAMP effort. 

'Ibis proposal vould overcane the aomevbat conru.ed object1vea 

vhich nov exiat in the llSA atructu.re u a re1ult ot the 11.Dcere and 

diligent ettorta ot 1ta leaden to adapt it to the beYilderlng 

rap1d1ty of ch1mge 1n dfnA.oda and preuures vhlch lt he.a felt al.moat 

veekl.y 1n the tense and~ atmoephere ~ tor"91.gn attain ainca 

~-
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Ir W. ,...,Ml, .. 111111.\e I gta1 .. ANnan - llA 

VOG1I '9 mr'1 .. fw a_,,, .. ml pail• ~ to tu ..... 

·••tma~ 

M_P&l'Sttm tl'Cll. the :rn.titute tar CQmnmtutt.on. ?ntellitp""Ce Rile 

DOUCh P~lll abtne. 

D!'!!lOJi"N!'!t ~ pqglfl ~ ea4 83!t.m• 'l'he ott1cea 

of the R/D orsan1.zation not 1ncl..u4od in the n.v Institute, 8114 cer

tn.in aect10ll.S CJ£ the f'our ProD eupport ottioee in vol v1n8 deval.opnea.t 

p f"Ot7lVC, eu;>ec 1n.1.l.y a conaidera.ble po.rt or the existizle act 1 Yit1ea 

of MP:OO, sho.tl.4 ro:nn the develqr.Jent organiuitian of' Ba\. Thia 

.:.:.~1~z.nt.ion \IOill. have the hichc.'.lL cn.Uine to t:nmaf't>m knowlodae 

G. ~· ~p,~""'81.l!B dm::Lgno into pm.ctie&l and uaahlo tom. Pre8'rnehl,y, 

bi;;; ~r(_;anu.at!an would SCTVC both C<»mfl end COM:l!X:. It vou14 

pr::r.'id.c t.hc: be3t fti.Cllit1o!l for mlCX-jp'tion, dec~1m, proce.sing, 

anri int.ereeptloo that cmi oo ~tained. Above all, thia organir;at1.t.:a 

".l'O'.lld ba're a cheuce to avaluatc e.:.ld to Bel.ect objactively fran the 

very oo:rt. f'l'CLl the vast co:r;il.ex of m.at.ll~1ca, p.'lysical GCience, 

cJ.ectrlcnl end ~al ent;1neertng, an4 systens reo.t.'AI'Ch that 

iu dru.ly llCCW!JJ atiJle 1n CCIJl!'DRlkntiODB and data-bend.ling l';lel.da. 

Thia sel.octia:i and u;ploit&tiac cmmat be 4ooe Vhile t.be dove.lo;>

merrt ettort le dispersed and pn>011n1tted, ~ b;y tua1cn vith 

the basic reaearch progrm mad, trven voru, b7 tuaioo Vith operating 

div19io09, such .. pJl)J) llDd the caell: productton ~ 



(b) (3)-P.L. 86-36 
(b) (1) 

M'1rl»t! ot !b! CWft 1w luUcm Gnrh!tS•· tb9 

~ et U. ...,_ Pim otn... laeeS.0- MlfA.1 u 6atSael SA 

... C<iClit ~Saa Ol'pn'•Um ...... m4 ahfh1'84 ta "fVic:IUa 

~ vith t.be Pwl, llppMF to corer the t.ec"Mlog ~ tJm 

appl"Oprlate a:reu wbl.ch cu. gift the 'bemt 1DtellipDce )1.el.4. 

Critical 1D thi&, the major, pert cd PHJD ta llk»tl.J' the need. to 

llpply the h.igbeet e:f'tic1ency ot modern systma. engineering. 'l'hu 

Qoe8 not imply de.f ic 1enc ioe 1n the current a&n.1n1atrat1CJD, • 'but 

rawer e. b&&ic reortentaticai of the motivee ror PRO!l, tak:i.Jlf! into 

a.ccount the patte!'nli diac1.1&aed in the beginning ot thi.B pert and 

el.eeuhere 1n the report. ~out the personnel o~ s(J'..)l!D 
mer!li.x!rs, including hot.h civ:lliana and military, 8p8Lning the widest 

a uni.form CO!IVict1oo of urgency and currency--a certainty t.lult they 

are dealillb vi.th the poas1hle and the izmlediate. 'lliu ~ naive 

when ~ know that ~ OJl:;l ~ive.hl.e circ~t.wices a• luge pert 

of the actual vorit ot F~D offices, au.ch as COLL, D end perh.apa 

Af.LO, are 1.nerv1 tahly to build ~ b8.Cil.ogs • Ileverthelese, the a tt1 tude 

can Lie thnt even a backlot; ah.w.ld be built Cl:lickly and, aa -rar u 

hendl~ ot rev intercept goec, the more bAcklog the core merit! 

which the final re.a.dillB o! ttle bard.eat, and hence mo3t belated, 

coc1a is the essential 88U08 ~merit in PPDD. 

POOD 1a I after all, the ahadav ~ the mil itar;y 1ntelliaenc• 

Bl"'O'P collected toge~ -ror the ?iSA. SY9t«D rather than content 

,-()p SECRE' 



TOP C:C-~DC-T t .. . .. - . ~1eER;1 b 1111 
-· /(b)(3)-50USC403 

(b) (3)-P.L. 86-36 

11 DStura1l.7 ti. crit.erlm tor haSllt .... the ~ "' .. 

41.ftl'H llilit.&17 W'Mfta 'l'beir tNl!itlma U9 aicb ~ .Wlt.lllaa 

m expHctit,. n;>i.4, cnarrmt, 6t1'1ne4 Qmta Id emnnmtc11ts.m. 

~ pro4uctim the1 vUl be unl 1k•\7 to :rHt .ecatAat. 

vitb any IDOWJt ~ tecbD.ical e:xeeJtenoe 1D~I ----~~~~~-....... 
~.. lblatiCG or BSA to PJ9E!!U of Other Apan1ep 

Stem ~but. bu been put on the f'Jndia;; that we c:1111 

really s~rt, at lea8t 1n b~r, only ODe NSA. How~ver, 

tho conscientiow; centrnl.1z.at1on of cammmtcatt.ona in;,,elli_;cuce 

cJ.nsiu.ia acc;;m.:..ed. tue .I"81lAric8ble Value• that I lact.l. v ..i. i:.1\!3 

~1a·1. ed to COMI.ur now aaBuw, '111.tll 0in&l~ 111nehine pntte:ruB u.id.1!lf: 

or coc;niUJUce. But tile teclln.1.cal tE,!.hniquei or_l _____ l1nter-

close tecim.ical collaborotioo between repreeentat!vea of COHilll', 
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~ or -.. hDal OCIDCern1Dc llCS..t1t1c &1d8 ror 

___ laotirt~ are anilabl.• .eparatel.7 trca tbJa tw»W'\i• .,..,., 

Sn s.pecifta 9'PP11.caUcma to cxmmn1cat1alla 1.ntal.l~•• lluah u 

obHn'at1.aw ar code boc*.I through aa:te unl.ocki.Qg, ,,. bel.ieft t.be 

1'BI .011P9'UiU.n an ncellent. J'ull ~ ~them, vit.b better 

exte:D.8.iall OJt the 1'EI •c1entU'1c V01'k to other part. o:r t.he 1Dtell1-

gence cawmmtty than nov exiata, ia impe.ratin. 

a mnall group concerned with a ccmtinuing 1ntel.l. ~e stw\y ~ 

toreign ceyptalogy and CCXillllWl.ica:t.1.aas security proced.urea. I.n such 

a t'ield as biological var:fare 1 tor exmaple, groupe <l.Ctively study 

current d.evel~te e.nd endeavor to prediet f\ltu.re weepona and 

dangers. But in cnptalogy n!ld c~.micati009 •ecurity, a t'ield 

vhose greater importance 1a budgete.rUy clear, ve do nothing 

expl. ic 11; to obtain a bu li. tor prep::i.ring for the fU ture . ~ 1.a gap 

1n u. s.\1 I intelligence a.ct1v1tiea may well have 

occurred becf!.Wle the boundary between HSA and CIA vu ha.zy 1n thia 

ahwld be CBrried out, so lcng n.s 1.iai.son Yitb both organ1za1;1cn8 

1a intimate. 'nle Panel doe11 feel etrongly that this •art ar voft 

ahould be u.ndertsk.en aanevhere. 

6. Bra1l:Jpowr at li8A 

OV'er end aver, the Panel 00. easei"ted that whatever 

etrengtbening the nation can hope to gain traii ... _______ _. 
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(b) (3)-P.L. 86-36 
(b) (1) 

u;plcdt.*1m _...,.•a bmU'lll. st w.s..w: ....... Al._. 
w llll!woact. a .... s.nitlltie lei ...,_,,_.,.,,7 - .... • 1 un., 
.a.n 1-1 Wm• u ._ ._, .. ..-s.. ma\ bei»l'CPtPte4 • 

-11 .. 1R'Z'9Cliat.ll t!llla, Uik, mt ~ a..m1 G•tu, 

1- 1be put. •ix ~ o:r M, ban --.mted CJDe/at ibe .-~ not.eel 

recru1 t1ng ventu:ree .... ·1a t.he OoftrJDent. WhUe the m.aber at •good 

proi'es•ional.••/ta ea14 to hst-e been tripled alre~ (to a total ~ 

a.bouDapected to beccae top-1nei cr,ptan&lyeta, ~AIR.A 

etature), there are still only Dex,perienced ~ to ettec1!~~~Y 
advance the I !vos~ lbl 131-so use 403 

. . (b) (3)-P.L. 86-36 

For re&aont' rel.&ted to t.he Panel' e profound c~ictioD 

tba.t unabe.ted aasau.l t on I !material 1.8 

req\11.31te tor our I111tionel. position 1n cryptanel.ysia, reenforcement 

or thi.8 aelect grour is ur~t. Of cou.rs~, that 1a the 1.ntenticm 

ot the continuing recruiting progra:n but the tilallis 1a •uch tha.1; 

~ hope there 1a currently n positive test o-r vhetbcr nev generatiooa 

~ c.ryptane.lyste vlll be evolved CCl!!}>e.rabl.e to the present ftm81'k.

ahl.e dozen. 

All the techniqu.ea uaed. in academic and 1ndua tr1a1. reH&l"Ch 

t.o develop ;)'QU.DgJJtera into outstand.1.n() reaearab men, 1Dcl.udi.D£ a 

proper u.se ~ the apprentice!!h.il> relation, ah<Nld be applied ~ Jl8A 

ill the cry:ptsn.e.lytic r1e1d, u veil u 1n other re--.rch areaa. 

may ul t:1mately help to 14e.ntity them mncmg the popW.at1aG at. large. 

!Qt ve lock tor 1nmed.1at.e usw!9nce that~ cal.emit:f.M at 
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ClJ pp1 *•• 'the ~1Jq, crlt.ial OCll'8 tJ4 ~ llkt11e ton .,. 

- ..... cou14 then nnUb tao. (lcm9 tit u ban talked 1lo hnar, 

bead of the •Inf'ormatim lmtitute• 1D ... COWJ bill~ Nell8 

tlO be riaiDB f'aet.) 

(l) Research should be recognized., &loogaide 4ne.lopnent end 

producticm, 88 a prime activity ~ BSA. 'Dlia recoSlliticm 

should be implemented by an orgimiu.tional •epa.rat1on be~-~ 

research and c!evelOftilent. 

(2) 'llie research organization should unite the be.sic re1!~erch 

nov in !t/D and the moot oubtJ..e cryptane.lytia vo~, nw in 

tJ1e AINA. o1'fice ot PROD. 

( 3) 'lhe nathf'!lW-t.ical :part ar the research organ1zc.t1on should 

seek pra:nptl~ to develop a basic mathematical foundation 

of' cryptology. Many valuable steps towrd such e.n achieve

ment have been pointed wt 1n the 31 May 1957 Report of 

the &thematics Panel ~ the NSASAB. 

( 4) The research organ.bat1.oo ahcr-11.d be set up a:; a cantra.ct

managed rcae8.l"""....h agency OD the general pattern af Loe Al.&!le>a 

or the WeEpoo.s Syate:u Evaluation Group. Like these 

irult1tuticos, the research arganuatioD Bhould not cantine 

1ti!ieU' to abstract1ooa 1 bl.rt. ehoul.4 be cloeel;y rel.ated 

to JiSl I 8 bas 1c problems I di:tterina iD thi.a fTm eucb 
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T'OP SECRrr -Ill 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

~ • ..a•u1 •, lu\ n1mturc u.. ta thn 1' 

..,. 08rl7 ~ ....... Cll ...... 1 _______ ___, 

proh'l..-. 

(5) b l.eed.enhtp llad atatt ot thia reeaarah orpnic•ticG 

eqlliTal.elr\ to tlhe bat 1Dduatr1.al and 9C~1c 1nat1tuUans. 

(6) !l!le deTel.qaaeut J"88p0mlil>ilit1es ~ the llSA shoul.4 al.so 

be C<Jll8al.i4ated. In :particular 1 theae vil.l ilJvo.l ve t.he 

develapnent ~ both 8Jl.Bl.yt1c and. processing mach1nea, 

nev cryptographic ey.tens, mid nev •:rat.em. ~ data 

hnn.cllina. Canponenw :tr<n R/D, frar. COT.:31'.C, &ad. hon 

be irNol ved. 

(7) The revised Production organiz.Btion cilould estnbl 1zb 

so that i ta ~ ot perfonae.nce 1s currency ~ reporting 

rather t.rum. a mixture of this v1th depth or reading, e.s 

1a the pre.sent pre.ctice. 

(8) By systems eng1neerjr.g technir.._-ies, Pn:lD ahould create 

procedures wereby intercept ana.l.ysia 18 continuously 

provided 1a limitej, to tre.f't'ic counts or even to •te.te-

mcnt. or the exUt.cnce o£ toreigo 11.nka . ~is memu that 

nq;1d aysteme:Uc criteria tor aas1gn1ng 1.uteroept to 

I t~P 
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(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

~ ue ••rdit&l.. 

EIDER 

(~) '9obn'cal OOClleauco ~rm BD4·· .. eu lboul4 be~ 

~ 1-:-~~1C TIUueli ot]._ _____ ___, 
era tlO 9-'· 

(10) A 9Dall ~ ooc.cemed aolely IJith 1nte.1.l.4.rtmce ~ 

cr)'I1tol.oe;y lllK1 NtrmntcS:.io..w oecurlty p::ro.eticeo sho'.4.d 

be establ 1abed vitb.:l.n tue u. s. ir.tell.1~ CQ3'1ll'\it~. 

(ll) ~ial c.ttontiaa au.:rt be cont 1 m>al ly given to tlle 



!D TAI.UIS a1 _1 --

that 18 ~ing lnr;ped'ea\ly, eiUler becau.M or NohanicaJ. ta1.lure 

or t'ra:l1 operatar enor. Sclmet1:mea 1 tar exm;Ue, identical copy 1.a 

!n the copy ar !n ...._ _______________ __. 

the c irc1.DlS UulllN or 1 ts t.ron.mw 1oD. Great e'ff ~· .. i.. be 1Jl8 ma4e 

=: J ... L _________________ __,fvould be ID09t vali~le. 
... .. 

' 
At present, esti.n&t.ea ot'Dt.r!l.f1'1.9 sent :iii ~ (b) (1) I 

.__ __________ ......... 1~uh1gb u 20 P*i' cent, Wt 

a more rea.onahle figure would be about 3 per cent. ~t 18 1 il 

(b) (3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

w did find a aolutioo to the UBS otl ...... _____ ...... _____ ___. 
we shou1d hKVe ei.ceeaa to at moot 3 per oeot cd the trattic, aod 

ve abculd have no choi.ce a.e to ~ich 3 per cent thi.Jt voul.d o.. 

It ~d be, bowver, ~ a tabulau.c at;ep torwazd.. 

gt.en ua 81~: :::t=:.::s;._ __ .... 
I-l 
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(1) 

(b) (1) 
(b) (3) -50 USC 403 
(b) (3) -18 USC 798 
(b) (3)-P.L. 86-36 

9-0 •nt s stta .,., a 1 are 1IOft ..a 
.... lSUl.7 ~ ..,.,.. -1.l. ~ oJ1ppl 1q 

r==r (.w:m • ... ..- r4 Y1n4 whee'•), 

____ lmia:re 41tt1c:ul t 

to•""'•· 
(2) !he UMhl. kt& thst cm be &J.eaned t'rca our 

preaent •tare of ···00p1 becc.ee 1.ncreui. "-317 

vUl make hvar llietau aad hence the tre

cpmc7 ~_1 -------
the other e i.de I 

abll1 \y to NmA'l • such probl.w. 

( 2) Our I tore ~ copy 1a al..o I t4et111 y 1ncrea.a 1ng. 

(3) In the~ hia~ comparable ca.see the 

~ int.nae ·~ s1. 1be llSA azM1. by outside 1tudy ~ 

(.BC.AW) baa DO\ aol.7 8hom DO •i&D at ~ euy or acce9a 1ble 

vu.1.nerabillt.7 1a ~1.e .,.taa. .. veil 4-igDecl llD4 used 



~ ta "'" Mt e:z1R. ... ,.,, -- .... 1-.. ad ' ... 

_lr'Pll..., ....,,,...._, c-. ....,. •kt'"" to -..m. .... .. i.t '° .... 
•iMr e:ie'lll1ill•tiea ..,..,.1. 11 I *ioll .. ~ -' -1.7 to .. 

.. ··::::}~(b) (1) 
of Cr)'ptanal..J'wU.• Alft>m&t' Sal 1~~/1fi (b) (3) - 5 0 USC 403 

al ternatt-r. SQ be cat 6oft "f'U'1 su.b.-tant1.al..l.1, --~:a ~~ b )~~ I - P . L . 8 6 - 3 6 

1.a DOt cl.ec tbat ubaurt1.cD eol~/otf /_ r:l.1•1dtbi» 
tJie boum ar teaaibu1t;r, ~Yith tu~~~ /t.q be 

CY&ilahle vi th ill th.a next N~ ]U.1"11 • 5bort 6ut.I / to .the reect inc 

at .... I _____ I~~ Y1ll by~· ~/c\eM' y p..tti /of ·~•Kt•tial 
mwst c<me, it they can cane at al,.l, by, ~tal.i/l"ff •~ . ill. 

~t c 1;ihe:r machio.ea. . . 

A ~/!n/the,_(_./ _./ _____ ..... J u not .an LU• 

progno9UJ U 1.a/ ml utabliahe4 tact''./ ni. ~y o.t reoo&-

n1 sebl •I I (. ala.d;r decree.a iJli· We mq h'1p9 that m.itali$ ti.a 

teahniquea rlll 1-1 to iwtcmat.1o rec~tiaD. ot ~ that \ 
. . 

othervi.ff ~ ~i.ction end. a.o 1.ocru.M tti.e .... I -........---------' 
aT&il..ahle to U I but th.are / eeemt bo be 11 ttJ.e reaa(.11 \o su:ppc»e 

.· : 
.. ·· ! 

that thia/ Y1ll 1n the lac.a run 1.ncreaa• the total t.te a• which 
.··' / 

ji>ecome mu ahJ el ....__.... / . 
It ahruJ 4 _a&ture.l..ly be Mphu 1sed that arq ~ obenp 

al lact1rtt'*9 {•·c~u, mthA(UmUU mm U . rm~ ~1.;~. 

·I lat all kinda, inal\ld.1Da ~t ...... ,.loll or 

1-3 
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(b) ( 3 )- 50 USC 403 
(b) ( 3 ) - P . L. 86 - 36 
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.. ··;'1'i(b) (1) 
·.· <~;(b) (3) - 50 USC 4 0 3 

11~w.,,.....~~~~~nr.t:~1r~ii•~n~~-'b' , 3, - P . L . 86 - 36 

.i.... ~ Miaoas.t1.on ot .... I -----.--· ..... ~1~~ i-
J.a.:aUrlal~• a ~a. ----- ,'',' _, / ,/ ,/ / : 

Bae ... ible MUN• et aotita .... to .. be to -1ata1a a 

•tat. of NMX•'>U ~ tcr[Z]ta h ftel•, m4 .-while 

'° .-a: to-• a --cNmS .. ticD at t.b&\ ~. /xi ta ~· 
that m:r 9<11.uts.an. Y1ll come,/~ haa a 'bl'Mk~ tollClllr1Q& • 

' : . _,.· / i \ 

tlaah ot pnS'HI, but tJ'Ql 4il~e sad. cue' Yitb -eodeni ~· 
. . . 

It lboul.4 be Upt in mind that,. /'"'91111' .alutS.00. &> eTer 

etme rrm .... I _ __.191"1atiana, thu woul4 / not/ r.sW. i ta a prgDPt \ ttood 

ot elev t.oxt. Kach aQlut1an 1'0W.4 1p~ take a oonaiAkrable tiae, 

and, 1D ay cue, the ~Y ai;/~utloM that e&n 'be e:cpeertied 

/ ! \ 
them t.o C<lllt1nue to Ml"n1 /U the main .~~ c4 i.ntcmsation abou.t 

the atruotun and pecul.UriU.. ot ~· unknow cryp~ic 

a.)'IJ\em. b 111.forz&tiaD. they ban :produeed h.u not been &J,pU.oa.ted, 

e1 th0r u a 11hol.•, or/ in .W.tential/ part, by llQY other aoarce .• ~ 
are 1'he JD&U too4 o:t cr;ypt&n&l.ya a. ~· Ore&t ettort. to recogn1 '1 .... __ _. 
-.pee 1all.7 durin& /the early ua&8ft / ot a IWY • yw tem., are extz--1.7 

Taluahl.e. / • 

Ia ~, 12lare i. .buat11'Wlle but taint hope, 8DIS. onl)' 
.: ! 

mil ~1*t1A:n, ~~.....--..... , .. prn«it..11 ?"l!)Qngn1 rA4 lllld. bend] ed., 

Y1ll ~· r11!•b'• tut trca~y. !be~~ 
oil ,_,. wll tall, lmlt. 1\ aumot be upecW '° riae, ~t 



. '·,. -.-·-··" ' 
..1_·, ... " ', 

• I_, J ~ ~ 1 ..... ' -?-.. '- ~ . ',. :,,;/ ~_.t. ·.ll.-:. \: • 

~ er....uia er 1a t.ime c:4 ft:t. 2':llllfl ti.so- w b"ft 'JI ~ ~'ftl1 

a:qll.o1~ wtl.7 1B taa:J! M 1 t -.t GJ..avau a. et 

-ch'D# (~)\fer their ncopiti.ca - ~~-o 
llZ"9 b7 r.r tbe -.on Tal.u.bl.e ~ or Cl"JPblt:ial::ru.c 1.n:t'tlnlat1c11D 

vie h&Te, and their eaz1..'1\ 1.Mnttfi.o~i.cm 9iQd. ~ oon:n.p u, end 

Y11l rm.a.in' Y'e.r7 t.po:rta:it,. 
(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 
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1-op SECREl~ 

oon ctptoe ot llW)dern ~ tbeor)', tW.~ .- ~ the ll!'vlDOM 

o:tu&1.lT tock place wall before thl tonm 11 atic.a or tM th«:J%7 • .l 

~ic teme Dy the·~ obeervation t.balt, t.o ~T. W

a&ge ve need 1.n.!'tlrmatial Gll tbe t)P4t or ~ ~ m4 the 

part icul..v ke7 UNd.. 8uah ill:tomst1cn rmwt, in llOSt p1'9Ctio&l 

80tle OOO'V91 ~ .,...til • that ve om l..M.m Uo.ti tbei ayat.m traa 

an 9!00l")'Pted. ~aa,ga. J.t. one ~ ~ such structure we bsn 

purely nmd.ca ~ ~ chaJw:rt.eI"I akin to ~ D0.1a.e in 

elba'trleal o-m um1ca:t icm. '6q waa,ge mooc'ed b7 mema ~ ~ 

~ro&Jced on.e-tfme lee)' bM .NOh a ~ ZaoOOat st~ • 

.lt. the other extre:i. V'9 baft 1 in WM@M proluoe4 by cut.a1n. aJ.Mwle 

9tlhecsa or ~ stat1atioal ~ tl"Cll rwWnrnooa 1A 

I -· 



Atq rtatiaUcal •tNc~ at tbe eQC~ ~- AOh - • pre

&w1aMM at cm J..et;tier, ~ nrta1Jl pain or tri»la flt ocmMC"l~.,.. 

abar&ct.n, too h"9quent repeat. at the .... ~ •• oert&1a 

cr1 t.1e&l dis tancew, etc. 1 rep~ta a nducUcn af ac'tul. ~oma

tiol content tr.:.. the l:tmit ot a n.nd.ca •equeD:•. 
I:t a langua.sie ha4 no • tat.1at1.cal •Ul.&ctu.re, aero nw'imd VY7 

aa the 1n!omat1an thearlata would. put 1 t, there 'WUl4 be no poea 1-

bll 1 ty ot d.ecryptin8 an encoded meas.age. In other vorda, the 1nt'oxma

t1oo content of the intercepted ·~ voul.4 be all uaed u., by lack 

~ kncnd~ about the mcs•age 1 t.el..t. 'lb.ere would be noth~ le:tt 

aTitr to help the cr]ptanalymt to 4-tAmiN the gy. An:r poaaibl.• 

ke.,- he chOlse would lead to a pl.aua ibl.e meaaage, and there voul.d be 

• p.l.eaae send reint'orcecents," vb 1ch are both ~ ~iah, voul.d be 

equel1y a&niaaible tor !!WlY :purpoeea. In princ~, however, Ule 

~ pri.orl •ta.ti.a tic• or the actual JDCN~ are &Uo important, ad 

D.Ol'm9.l..l.y he.a to do vi th a mil 1 tary a 1 tua UaD c:mmat be ig:oored. 

'nle povv of erll>billl 1n ceyptanal.791.a ~ an '2lia. It repra· 

unt. the hltrodw::tic& or meeaage atatutic• 1n a ~ 

• trate&ic VQ'. 
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,,.._, . 

...-Cl'7 U9 ._117 ~ M 80 ~ }&!! per ehano1m' {per 

wm, e\a.). a.. bS.~ npMat.. a as..,1.e 'bSw7 (Ja _..._,..,,.. 

_......., cboSM. lfm bita J'llPl"Mm~ tell nab b1D111'7 cho1ce1 Gr .. 

..i'ftl.allt ohoioe Oft me olR ot a ib"'1.....,,., alim'nat1TU (prec~ 

l in~). 

1he recbmdam7 ot .D:lglt.h ha been oal.aul.ated in T8.rioua 

... llr Cl•• •9Q!K'G. !be limiting 1n1'cmu.'1all ccmtent ot w•aaa• 

in written ~ 1ah text is about 5 bit. per character ( aince the 

DUlll>er of po11aible characters is abou.t equal to 25>. U ve cona14er 

ODly eltrMD'tar'1 1tat1atict; 1 such as indiTidual letter hequ.enciea, 

the J'l"dnz>d•ney u small, ~ the order perllapa ar a bit per character, 

but 1 t grova • tMd U y aa the cCIIl;Plexi ty ot the log1.cal. a tru.c tun 

comidered increuea. Bh8.DDCl1 has :f'ound,2 by 1Ddi.roct mee,w, in-

wup, t.h&t in long Sngl.1.ah message• the redundancy reaches an 

UJllllPtoiio TILlue ~ at leut 3 or ~ bite per character, ao that the 

ac1;ual content. ~ DIN in.:to2'matioo appean to be around l bit per 

character. 'Ihta ahow that there 1s a great deal ar stati.atic&l 

at.ructure 1n J:Qgl1Bh text (and similer1y 1n ot.har text). BowTer, 

tbu atru.etun 1a not easily described, particul..arl7 •inc• ve daD.'t 

knoll Jut hov a human subject 1m ehle to u.ee the totality ot hia 

peat e.xper1eDce 1D e.xtrapatating such mesaagee. 

2 c. ... s>wmon, "Predi.ct.un and Entropy ot Printed ZD8l ~," 
Bell Sptem Tedmical. Journal 31, 50-64 (1951) 
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la ... ,,'91..,..i .,., 
••aa••mta .. ~• 11 

.. 
• ¢ FMW t/I: 'r'7 pah1l4 •Sa w4 ill~-* 

-

' 
··-- ol ... ,, .... - - " •'"'4· oa.-.. U7 Q'et.. 
an tbeare•teaJ 17 u4 :fftCt:Sael l 7 1llDbr r 1kabl e U pziaper U7 it 

'Uecl ( llD4. t.t tm Jte:r 1a \a8ed tfl' om ••Hap Cllll:r) • 

Ia ~~1.uc, 1t. ah0Ql4 be~~ ... · 1ibat ~ util1Q 

L."• ~·p?J~l&ti...-tlfid-1~ 
. -··~~ . ·a~u~:be ~-~~~deciphered. 'lhiJI fixn the 

f'requency vit.h vhich the key must be changed, and.1 since the tnma-

m1u1.cm ot new ke;y 18 equivalent to the t.niJ.mzlia•ion ot ODe-time key 

!D&ter18.l, measures the relative practical advantage o~ a cipher 

ma.chine _-.ver the theoretically pertect one-time aystem. For example, 

1t the message re<bmdancy were 50 per centJ end 11' ve assumed that 

a meeee.ge could be deciphered at the m1njmum t.hearetical length, 

we vou.ld find that the length ot message vh1ch could be transaitted 

berore the key had to be changed vould conTey ooly tvi.ce the inrorma-

tion content or the key 1tael.1". 'nle practical. edvantege ot a 

theoretically unbreakable cipher machine over cme-t~ key wcniJ.4 lbl 111 

be minor 1t th.a wre the caae. 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

In all. •Yl'telml vhicll are practi.cal ror vol\De trattic, web 

.. 1 I .. ~Cl'DParatively small amount or key 

1a waed 1n enc~ very laag meN96ff. 

decipherable, l'OU8hlY spe9k1ng,, men the uaaaae 1a loog ~ ao 



TOP SECRET EIDER 

that 1te nallinal. 1.ntormatioo cootent (vitbout redundancy) ill equal 

to the actual SJUPomatioo content ~ the clear text ( iool.u.ding 

redund&Dcy) plus the int'ormatial required to !'1.:-: tr.e: key. '&WI, 

bece.use of the redundency in the clear text \le nccumulate a certs.ill. 

e.-.uount of 1n1"ormat1on, character by che.re.cter, until we have Juat 

e.I1ou.t:Ji to solve the problem. Moua.gee shorter tJw.n tha are un-

decipherable, ~au.se msny keys vil.l lead to valid plain text, end 

we ~~'1Ve no way to chooae enong thm. Mess~ lOll(;er th.an the 

critic.:a.l length contain a surplus o"f 1ntonnn.t1cm and should there-

:lJrt be t>~t eaeier to decrypt. 

At the critical. length, vb.ere we are ea•ent1ally using all 

ow- lmoV.ledge ~ the 1.e.ngu.age to solve the problem, the procedure of 

dee rypt in.g 1s ese en t1a.ll y cme of a 1.mple ent.Unera tioo of all .POl8• 1-

bilities, to represent the single one 'Which statiaticnlly speaking, 

is vs.lid plain ten. 

the •tatiatic&l. •tl'ucture at ttie cl.ear mea•&&e· llowwver, the a1111e 

approach lhould VCllS U ve deliberately make uae ~ only a porticm 

of the actual •tatia~~- n' l!Jt .. JI Ja 1" ~-"'···"•If ~ · · .tf •• 
exanpi •, wile ~1* ten ...,..n to haYe a ,...,.mdno7 at 3 _. .. 

bits per cbu'liatilr, w ldab' Mb w aal.1 at •illDle atww ta

__.,_, eedft1,at '9 a l'it 'm·7 ol 1 bit,_ •...w, _. 
•till i.e. tie 111111 .. tllzt"" --. '9 s ssan r S • ~ U.. .. 

---~I e4af • 111 ....,,. 9li9 ... fII SI 2 I I hi 

- .. 1111t ,,, .. I ,, .... .._. , ...... f6 I a1 2 d 



C:I&:; r: .... 

extn!me.ly locg meaaagee enciphered ch&recter by character f'ran 

!'.rlgl ah plain text merely tran the t"ac t that, 1n t.he Zngl 1-1:1 

le:ngwage, u toll OWB q a.l.moe t v1 tb.out excepticn. 

In crypta..n.al.yt 1c practice we 1ee the aeme Ii 1 tu.at ion B.li in 

Sh MDOl'l Is vort. • s ingl.e character and cb.anc ter-pair :rre quenc 1.es 

are u.ed expl1c1tJ.y &Dd in underat.and.able vu.ya. Cribs (likely wordal 

or phraae&) are chosen by the &id or un:f'ti .'W11.ated, end ao tar un-

f'omel llable, rapport vi t.b the HDder' & l i.k.el.y meaaegeG • Other 

!telicacie• 1D the •tatutical •tnotu.re of langu&&e are uaed subtly 

and vith much human cunning. llo cne haa yet 1.dent11'ied ths subtler 

structures c4 language ettectivel;y; •uch technique• are atlll rar 

.t'ran t.he pm sibil i ty o:r mac.h 1.ne UH. 

In dealing with apee1.f'ic problema c4 cr;yptanalym:iJs ve can 

drav certain val. id co!lcl ua 1ows rran the coocepts o-r in.fo.nnn t ion 

theory it we properly identi!'y the mean1.ng ~ key. In essence, the 

length r::4 the key might be de:tin.ed M the m.aber c:4 characters 

aboiu.1: the machine uae4 to encipher the :meaaap. Such a a.e~tion 

voulcl be abcrtar, tor 1.natame, 1:t' we knew that the roton r::4 the 

aacbSne WIU'e choMn f'rm a limited ••tar v1r1nga t2lan U we allond. 

~ penibl• w111.Bp. I:t w Jmn ~ aboilt the -.ch.Sm UD9p. 

tblt ~ pot.a\ Sa Ua ~ ot ..-atiaD, UaeD a M\ Oil «+a-ten 

. .-S(rbs ... •tu"Ulc,... ..u. ocm.titute ... . 

9-e oa::vM.Pta .. be m.Rn.ted b;J - ...... , • 1lb1ch ta 

ta l-.U flt~~-. the MQh1w--. ~be~ 

-- - -·-. - -- ·- J, - . /~-- ......... ~·-·-
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la a TT 0 $ ~ ftft1a fd 'Mi._ ___ ___, .... ·~ 
u.. ••• , ..... ~ .. --'la~~ 

•• , ... , lr7 lrft'14' 81 ..nasa Mtu&l. 6'tal.18. nae at... .r ~ Ym"1aua 

.....,.,ans.c. p~ an ~ alt.end. b7 t-.. ~Lana. 

~:n&liah t.oxt iaeS Z{ c..:l&J'BCters co·.mti.D8 apacea, aud thua 

then: are .. ?14 sequencn or ::i. ch&r.c~n • ~oa • • reaul t• 1.n4J.cate 

t.nat only nliOl.11. ~ ot t.h.a&e ~ · goo4 ~lien, " m4 1f t.heee nal'.e 

up l.eos ~1 l ( 2 x 1c5Ju) c4 the vhul.e there vU.l o:rd.1.ll&:r1.ly 'be 

only one of tile :c x io5U st.&rti.ac point• vb.1.ch v1ll eaa'YeJ"t our 

n-1 
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(bl 11 I 
ilb) (3)-50 USC 403 
! (b) (3)-P.L. 86-36 



., .. 

.. ·flfto' . " 

EIDEf.t 

• 
W .. tie SMI 111"&1.17 lllrJP•... ?Kl .. \'7 ~ .. -

mR Sil phe .. W:awt ..... U b aml7 NM .... 11111• 

'bil.1'1 ~ I x 1°"1 ut..,pW. 4-asp..r 1 da. (b) (1) 

the oan41'1ca 
(b) (3)-50 USC 403 
(b) (3)-P.L. 86-36 

(2") (2 x ~) < (:ztt} ·············· ... 

JAW,-.'~ 

Stq1poee a cBl.culating machine, equipped vith a tul..l know

ledge ar the aubteltiea ~ English, were to try all 2 x 10541. •tarting 

po1.nta. It woul.4 not need to carry all tr1el.a attt to:r ~ charactera. 

'Ihe average t.rial. length might be, eay, 20 eheractera, Yit.h a mini

mum energy requirement per character tried rJt, HY, io-23 kilowatt 

houn (aee S.CUGl:l 2 ~ the &waJ.anent to t.hS.. Appendix tor deta1.ll). 

'?be total eDel'8:1 reqirlred voW.4 then be 2 x 10520 kil.ovaU hcura. 

'Ihia amount i. qu.itie hntastic, ao hD"8at:ic that !DMD'nst\11 ~•ioa.8 

a.re 1.mpoHibl.e. 7ar Hmple, eccacling to modem ph191cal 1::beor1..M 1 

U U ~ timM the tatal. mierg)' iJl the un1YerM • 

.... at.thcaaai UJe problem 1a 1D princ~• aal.ubl• 'b7 th:Sa 

•iQl• teahaS.que, theft 1- ftm'PMDt:all7 DO pc19all>UU:11 at all al 

oarr)"1.Da cut web a PHCl'M• 



J 

\ 
(b) (1) \ 
(b) (3)-50 USC 403 
(b) (3)-P.L. 86-36 

~Qt 'Jllta JC II Ir (-.. t•JZIEll .. • 1111) _, 

"• ... *itlll ..... •ts .... "7 

Jliml - b7 w!lSw fll M I I \I e .,...t. ft U .. ct:l)jl' [ IJiillbaa 1 

pR"pOM to "-1- .J ryabS• ..S w d!!1p llDlt. ~· • l'!IMMl Br 
1119 - •-.,b ~ the. ~ WIDOt be 9Jll1 t llD4 1a Uma mt•••1] &bl •• 

It 1a the C2'1Ptenal-.JllU' purpa9e to acqu.Ue ....U. piecell ot \~ 

Um ~ • ... ccmpl ez -.eb1.,,. 'by iu improper apent1cn _. erp}.O)Wlll:!lt 

....._ __ I in or4eJ' to -1te pauible t.be reeding ("exploitatioll"} ~ 

1:2le encrypted :m.eeaagee • 

1hua, it 1a a a1mple matter to r-ecogniu/ 

II-9 



( b) ( 1) ~ - .-·.q 

~1...._o~p5--tSii!-iElir1C~R~•E ..... T-1-... · --1E .... =-1--=D::::;i·~m~····· •A!!&- i ~ ~ i; ~ = ~ ~ L ~s~ 6~ ~ ~ ·I 

.__ ______ .... I•"'' 
ell .. f '11He, JI* •1111• ..W peu'te _,_I 11 1 .. t-. 

nzfl• etlllll' a11 ... s Im\ Oftl" tM - Uak • 1iM - •· 

not pftOt!Al. 

. • Ia dtbet ~ ~ •. ,, .. ,\he Pftll•~ wcul4 bani, Mm 

glom'er hll4 w .......i, not the ue ot all tbe llt&tUt1cal lltruatun 

Of text vb1ch 9hannm '8 VOS in41cate81 but 1n8t.n4 cml.7 tM UM Of 

•i.D£le letter ~me1-, J.eottel' paiJ' t'requene1ee, etc. Irultd4 

o~ a recJ:undnnoy of' ~ bit.a per character, ve ehou.14 hsv'e been 9ble to 

WM only l or 2 bite o~ ~cy per oharaeter. Thi• vould baY'e 

multiplied our caaputin8 lebors by a f'a..""tor ar t'ran 4 to 2. In caa

pariaoo v1th the large tact.ore octuall,y preaeat, INCh a :tact.or 1a 

nearly negl.1gibl.e, ao4 a1gbt. indeed be ent1rel.y ~ed tor b7 

1.ocreuec\ eaae ar recooi1t1on ~ structure. (rt woul.4, ot erune, 

call f'or 2 to ~ times u long a mee11&g1, but the st8Ddazd preetice 

of' subJocting to refined e..'(Jl!'l11\Sticm CJl1ly tboee trt.Us vith 8Stia

tactory a~le .tat18t1ca voul4 al.l.ov ua to take 9d:vmtage of' the 

/ p1n 1D eue ~ J"eOC)6n1t.1on vithrNt requiriJle l.cnger ~··) 

Sboul4 •/ 

II-.10 
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'IDDER 

1a 1 a' 01. 1f1.9l U60 •a\ ".u ...,. ts..,.._. a 

._ ... ,S1t11 .. me++. tw a-*• (._ 

~ 3 .r 1tle ~ '° taLU .tts='sx.) .,_ •111, irw 

•illpl •, pNbl.-. hat --- - 4aDI !a ~ ~ ~ 1bm •!lipl.e -.. -~ ·.-.. 
exbm••Um. (!ben 1a DO sut.titalta rOtr 1npnn1'7 ba ll04a'!l 

a redi 1Mancy or l bit per cllAI'aater and at. that rate that a theo-

ret1cal. m1n1wm mes•agie length c4 500 characten 19 re~ tar 

dacrypt 1.Cll. 'lhi.8 aean. that the method ctr ex:hmaU Te trial V'OUJ.4 

1'9Q.Uire u. to exwn1ne 2500 caa .. to find the proper plain text. 

ve have one exc ... bit or 1n1"omatiaD at our dapc:wal... laivel.y, 

ooe migbt hope that thia vould wn tha\ w could t1D4 the UC4'1ec~ 

nie.aap by ae8r'llh 1.ng a. .lOllg aol.y 2499 al ternaUTee, and H oa.. ~ 1 

camputatimel 17 ..,,,.....h1 •· 

I~ 1a q\dte pc»aru.. that, there 1a a buio 41tt1cul.i;J hen, 

u woul.4 be the cue 1*u'9 it a ~1cal fad ~t ~ 1a • 

n-u 
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I 

_, .. ., ......... tCJ 1'•••1s ._ ....... 

......... _..,:Sicte•a:til. 9da ~~ iaansll 

•IM-1t;ij••lll.J aW&. lu:ia4 ~ - thn I I *Mil 97 

W1 • ... r oer1IUa ._..flt m1171\d.ca a.. b-.to.117 _.. 

ett.etiw (ea-. twa- a ;z'M ~) 1llM ~ eoneepmtnc 

~~~\~ ..,.. - •1ff'#1 .. ·~ (heh wan. u 1A 

~ at .AJURa 'b7 ~ <lleuoa td ktud Un.iYeni\71 a 

•mbor ~ ib.1.e pe:nal.) 'l'his ~UoG, lmd. ~ probl.91 ~ •taUaa 

11hat w metm b7 hiab-Cll'dar 1 enp•p •t&t1.a'"°9, ar ctr a .low ordia' 

~ lov-arder 1t..tutica, illuatn.te SaM ~ the baa1c theoretie&l 

aresa vh 1ch an •till 'llDexplared. 

tar cryptanalytic atudj .. , much wazk must proo..Md traa a more pazo.. 

t1.oular point ~ vi.ft'. We haft Ma in t.h.e taresoiD& uanpl • a 

a pert1.cular aaahina •~tun. other pou!hle etJ'\l.C tu.re. in Ule 

prooes9 at enar;r.pt1on au., hOA v n, be u9--4 ad 1Dft9t:"8ate4. 

At .UZ Force Clllllb:r1.4p a.....roh Cant.I' a mall ~ 1:A 

~ta non-literal 4ata.• '!be &nUP 4-Nl.G1;*1 trm aom Dr •h'4S• 

~ JO&n &ID• 1:he7 haft ecaiae~ with, bu1i, they cl.aJJa, ...U 

t.nlli&aUca r.-a., ~. !be-7 baTe dltoid94 - pR ibai.r ll&1ll (-U} 

D-U 



a lwtW f/I __ .. aQuHw, 1A8W,..a.a.i11 Jt ti I JU 

- -11 ~· ............ , • ... ---

.W"• .. p 1118'1.7 IT Lt1 I 8' '1 Ida .-ald.Q d a ~ 

Yale, ihaetter f'?oaa tAliversit;J' at ~. Lcp-1 l hp I rapJ mwk)' I 

and b&U a 4men othen. It cl.eari,. re.eebl .. SCAMP ·~, an4 

vu cloulltl ... W()Aaled after it. It.I a4nuta81 b that it. probl-

In suimary1 V& ec:nclude tha' ~~'ti.on tt.or7 p1"01"1.Ae9 

an attractive, prm.181ng, e.nd one lll1&1i' hope, a tertll• eett!D& ~ 

the cul tiva.tion ~ cr,ptanalya 1a. It can t>. eaployed in cormeot1.cm 

tiao or c~ proo•'" w, u 4.1.HuM4 ta AiPP«'4tx IY, 

--------~-----------------~----~-~~ 

Tc;1r ' lft!:CHc. a 



..... 

•t'lrl'~ ... 
~ .... 



A fJ7-poSJR :rotar ill wUw4 1lo COllWJii ..ah Oil i. 7 pna 

po1Dta to cne ~ a •eccmd Ht at ~1. Ill a gt,.. })091 t:t.cm t.bia 

au be clmi8 SD 

~. (tt 1ibe .... rotor in dU'terent pc.1ticna ia regarde4 u 

eqi.11.T&l.•t, there Y1l.l be 47!/47 : 46! = 5.50 z. io57 di.tterent 

rot.on.) A 47-point hot plate rlt.h 23 or 24 points hot or a 47-

(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

ways. A aachine made u;p or a D\J:l'lber or suoh elemente, e-.ch o-r vhich 

may be choeea. eeparate.ly, baa a number r4 poee ibl.e c~~t1ons 

(combinationa af •tn&c'tw'ea, ~t• and aettinga) equal to 

the product or ~acton, one tor each element., where ea.ch tactor ia 

equal to the 1l\aber af conf'igurationa tor that eieen~. 

EIDER 



I" .... ._._.• '• 9117._ wtiUJc te 119 .... , • d. II 

el-7 .......... - ......... will - -1.1' 

(~'1)· • 1.,a & io1' JGMilltllU.. 

u .. ~ aotmh riAP an alao - 'be -'~ theft rill 'be a M"1Dp 

SD all, 71al.41D& 

(~7) 12 • l.l.6 x ia20 poea1bllities. 

U ooly the 6 acwable rotion 11114 the ~notch r1Dp are "'' t.ben 

v1ll be 

(i.7)1.0 = 5.26 x iol6 poH1bil1t1ea. 

lt ii; t.his lut value wich appeara in au.r example 1n Append.ix n. 
In the intermediate Bituatioll, 'Where the 'rotor box' 1.a 

known, ve obtain M intermediate result. 11' t.here are l2 rotora 

in the rotor bax and 8 e.re to be used 1n ttie mach 1ne, then the~ 

vaya ~ uaembl. ing rot.on. Ii' there are 11'. notch ringB 1 and 4 are 

to be wied in the machine, then there are 

l~' ~ 
10 : '"' 20,020 • 2 x io 

ways of selecttns and placing notch rinp. 'lbe b~ plate can, u 

noted above, be vi.red 1n 

~v 
24~ 23 ~ 

13 
- l.61 x 10 

va.yw. lnclwling settinp, there Y1ll be 1 in all 

[12!] [14!] [ -7! ] 12 44 ~ 10! 241 23! (47) - 3.74 x 10 

c~18urationa. 

Il-16 
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1. lMr r•c ...... hr •• nve M' $•• 
,., .......... , •• ...,. W\ ~.., ot ~ 

tbat oertaSa ..... 'b7 eGllpl.ete ..,,.,nta 11n tmwtioett7 

~•ilal.e ta 'b7 oalcnal.attac a lowr ~ tor the pORr 1"eqllift4. 

lruclt omputen uae TflZ'7 mah llOl"e poRl" thu tbia lonr bouD4 

su.gpata, u4 it 1a probable Ula\1 nan ¥1th the impronlmanta 11h1.oh 
' . ' 1 ,-· ' 

DOV eppear ... I DQs 6 ..... to Wif ',_.n 1 actual power requllwMm.t. 

vill be 10 millioa timn thoe• giTim by th• lower bound. 

In a s1111ple utJa.:iJ8tiaD attack., proceeding character by 

character, the fol.lowing ope.rat1.one have to be c&rrted out in 

caanection vi.th each character: recognition of the character, 

reference to e1mula.ted con1'1gurat1on ot the machine, calculation 

of 'deciphered' ~haracter, adYance or simulated con.f'1gurat1cm. , 

It does not seem possible to do thu v1th appreciably lesl!l than 

100 binary choices, Wboee result.a mu.st be recorded, at leut 

temporarily. 

Each record of a binary choice muat be reliable, and 

eonaeqwmtl.y must involve an energy change large ccnpared to randal 

the.nna.1 fluctuat1.ana. The energy change typirying sucll :nuctuat1an8 

1a kT = l+ x io·l4 erga : ~ x lo-24 lnraeca : 10-27 kilowatt houn 

at roaa temperature. (.Even if' the computing elementa are re1'ripr

ated, the heat tnmer.rn4 at roam tmperatun rill ban to be 

related to 1::hia mcamt.) U a record. ~ a binu7 choice muat 

mcNDt to a ainm. fd, aa;r, 100 k'f z io--25 k11.owa" boln• th• 

a a1.ngle ch.anatier, with it. 100 choi.ce9 to be reoordK, rill 

II-17 



•I 1" .JI-IS 'Ell & ••• .... .._ S. .. ftllft .-1 • a J.w 

._. la .. ...., f!I 9lia olsi E 'S•, 

J. • ..... IP!! I! .. 

nper-h!&b 9pM4 CC11pUt1ag ~- poailal.e Sil ~ Dad '9D 7Mft 

om onl.7 be l"QIQ&b. !be fipre9 siTm in Table A an ~ ia'ftd Wt 

be reuaaabl.e. 

In ar4er to bring th .. • tiguree 1.oto a usable tom w 

need to 1.ntroctw:e (1) the c08t rd electric power, which w sh.all 

take ea one cent per kilowatt haur, ( 11) the inveatment required 

to generate electric power, which ve shall teke as $300 per kllovatt 

~capacity, and (111) tbe tract.ion ar the memory being .:.-onsulted 

at me instant, which ve ahall take as 0 .01. Using !actors ( 1) 

and ( 1:1) 1 the Ill..D1lbers in Table .A. lead to the tallowing eati.mate• 

(f'or apparently useful systems) 

S;;t!tem Statue 

l 96o - 'l'ran.s u tar Bulldi:ag 

1965 - Tranautor Ponible( T) 

1965 - Cryotrcm Perhap• 

Bi ta possibly handled per week -ror 
each mill ion dol 1 an spent on 

Power tor 
Coaputer Genera ton a ~ar 

6 x 1ol6 1.021 4 x 10
21 

2 x iol9 2 x 1022 8 lC 10
22 

6 x 1022 2 x 10
24 8 x 10

24 

Per mill1an doll.era of 1.avestznent, t.he numbers of characters 

harulled per 1M9k 1D 1111 exh.u. tian attack vcalld then be ~y u 

t'ollOVB, vben w IMlt• al.lonnce tor the tact that aaly one 

II·l.8 

SIDER 



1960 - Tnnai.nor 

1965 - ~1.ator( t) 

1965 - Cryotnm( l T) 

Il-19 
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l>ate 

.... 1900 

... 
1965 

~ 

1965 
... 

1965 

• .. ... 
..... 

tAJU; A 

Mmary Sl!tem 
Ccet/bit 

(ins t&Ued) JJ:nerf!;:f/bit l!§!t1t1oD ... 

'f1'lma utor ( • tretch) $100 2 x 10-2 erg io7/MCOld 

'l'ren81stor ( *) ~1. ... 10-3 erg 3 x io7/eec -S 

Cryotron (ff) 0.1¢ ( ... ) ~ io·5 erg 10
8/M1Coa4 

Optie&l ( **) 10-4¢ (****) ?Ii ia2/aecoo4 

AaSlDing an &U-out effort Oil an e.U-pn.l"'!.llel machine, thie !!:l be pou1ble • 

Abo quite prob.lematice.l. . 

As•nn1ng so far unknown tabric!l.tion techr .. 1quee • 

108 bite/plane at $100/plane • 

,---op s t.:.-c:3 ~ E1 SD£R 
• 

m-./.,..,_ 
a1lliaHlw 

--~ 11t , ... ~ 
u!1 

l z J.tllt 
3 z ul1 

-t •, ... 
; .. 

. 
;-

. """ 
J 

~ , 
;., 
'~ 1-.. 

~:t 

. ... 
-~ 
·JI 

~ 
• ...... ,. 



Mi mm 

(b) (3)-P.L. 86-36 
(b) (1) 

apel"&t1cma i1m:al:rlng •mel 
11114 '° b&na, ... 

ls*J.ple DH 5.e4 to .-, to ""1.ce 1 

....__ _____________ _,_ ____ ___. 

acoounta tor 

t.he primary ~e of the ccmmm1cat1.ane intelligence job. '!!le 

tremendou.9 tlov of material. eo harvested. into N6A head.quart.en at. 

present sorely taxes a eta:tt ar 10 1000. Largely becauae of the 

necessity of tran8cr1bing i.nccnillg material into a suitable tom, 

Gerioua backlogs tave ~atedly a.risen either 1o the processing 

~ I:U1.t.erial or in tr.~ nvallabllity of material for cryptanalysia 

or t.re.1'1'1c ana.l:,"9 i:i. 

Clearly, e. :nore ra ticnal e!pproe.ch t.o t.'1.e proper samp.l ing 

or ... I ______ ... I is neces!lary 1n keeping th~ material intercepted 

auci procesaed Vithin :teasooable boimde, end t.hia matter haa been 

ducusaed. 1n the body or th~ report. Bawever, the lllDOWlt ~ :mater1&1. 

which can be reucoahly intercepted and processed depend8 cm the 

intercept and proce1111.ng methods used. 

While the bulk ~ pre.ent trattic. aeeu 0"1'el"Whelming vben 

meuured 1n ree1• or }>8Per 9Dl!. magnetic t.:pe and tona or hard cgp7, 

III·l 
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(b)(3)-50 USC 403 
(b) (3)-18 USC 798 
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..___ ..... I~ s.. ... IRL9 

- 90,«JO !!!!! (bblar;r UR1'9) al ~ bul••) ...... 
~ to aur •\511atee, Ul.ia 1a a tw 'i.e. hater 12la 1ihe 

total illpllt at ccamn aate:r1.al. to the 1181. Mar9aYU', ~t. printen 

8uch u the .... 1 __ .... le:&n print ~t h&l'd cop,. f'rcn ae.gnetic tape at a 

rate ot 2 ,ooo charactera a aecon41 correspoadi,ng to 10 ,000 bi ta a 
~ • • 1 • 

MCCD!.;. ·!!nu, U all the tre.fl'ie were to arrin on the proper •art 

ot magoetic tape, a considerable portiai r4 it could be tu.med into 

hard copy (page print) by a r~ :t'Mt printing m.achme. ( 11" this vere 

useful o.r desired). 

'nlese prellminuy remarke have been made chic~:· to ind1-

cate that 1 t is vi thin the scope ot the present art to design 

electronic machines vbich could cope v1tl1 the entire ir:~ ..it of 

Dl.'lterte.l to the NS.A, it only that m.ate.rlal arrived 1n e. suitable 

form and 1.f' proper use were made ~ available modern met.rods ~ 

data hBll111.ng and processing. 

'What is celled tor in tran'1.c intercept he.n.dl 1.ng 1s a 

wcll-t.boo.ght-out program for mechanizing and expeditinf el.l phase• 

of' the handl 1ng ot t.ra:rt'1.c 1n bulk, in order that the peraonnel 

employed ma:y u mucll as possible b~ emplayed at taska requ1.r1.ng 

their powers ot hum.an Judsment. 

One important problem tor inatance 1a the mechM1..zati.cm 

'!'he llBA, rece>gnll 1ng that about 70 per cent or! 
'------~;::::::====:.._-----------------------------------------------------------------

ot all t.hef 
)._ _____ \ .... 1ncl.--w!ina---nen--m-il-1tary ___ llh_e_re __ many __ ccip __ iea __ are __ re_qu_ired)__. , 

m-2 



(b) (3)-P.L. 86-36 
(b) (1) 

- ~ ........ -··· •••• , •• - - Sa ... ts.el&"''-• 
1•, .... wsu .......... 1 In• i.ut 

It .. •tfeete4 112at ...... I I 
'~~~~~~~~~~~~~~~--
.. , ... 
b7 wben1cal Nplmcwnt 1n tb.1- uea. t1J:dec14e4 1a1JUU 1nclu4e, 

however, whet.her or not the receptiall ahould be dil'eotly tran.late4 

1n die f'iei4 to 8Cll8 punch.a t..,_ OI" othel" machine-acCeH1ble :tom, 

tn 1411.ch a nipid mechanical. word-recognition survey coold. be clcme. 

Our laY,r dta~e10ll8 of pl.a1J1-text P-"'Xe&a1.ng vUl return to tbia 

iesue. 

It is estimated nov that as much as Co tfr cent of operatore' 

tL.-,e ir: tb. field mu;.• be s~t sittine wait.inc tor ~ signal to ccme. 

'llie poesibilit;y the.t an opera.tor could monitor t:. fairly brood bWld.-

'-'idth by use of a bro3d-band receiver should be exJJlored. nie 

queat1an ~ l:CN much co.tl.d be ccrlered by a band-pu.sc filter without 

spec11'ic tuning should be answered. 

It should be possible to intprove the qual l ty of the large 

volume of n.1itana.t1.c 1ntercept1an by better receiving antennas. J.a. 

antenna stu~ is er:;::?haaized in secticos on the rcBearch and develop-

mcn.t program. J 

~'---------------------'~fYV"en tor r<:Aitine canmunication, 1t 18 

\ 
important to have adequate qu.al ity of recept1..on ~or t.rattic anal.)'111.e 

end 1dent1.t'1cnt1on. 

Becauu all the RSA•' act1T1 t1ea depend cm the accurate 

interception ~ •1gna1a, Ila.A ahoW.d emrc18e a strong tecbn1.cal 

Ill-3 
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DI ....amc 'fa1' ~ .. '89 flt ,..U. flt a'pel • M 

a -- ~ •ipl.l. 1.dm~ u ..u u ot ,...... logjnc. 

'1'brcJQah it. '9clm.1cal •tnactl11 1lbe mA ooul4 be at com14enbl• 

hal.p to the aerrlcea 1D t.hu t1al4. 

Where open.ton er occuioD&l operator interv-entioll con

tinue to be neceasar;r, the id.ent1.ticft.ticm ot unu.sual or vealr. •ipal 

type llhould be supported by an up-to-date "electric dictionary" tor 

spotting ~ i tans 'Whose •1.gnif'icuce 1a indicated by other source•. 

'nl.e importance of recording COMINT material 1n proper :torm 

at t..lic intercept stat1aoe ca."lDOt be averemphasb.ed. At present, sane 

tra:fi'i~ is l't:!c :iroed. in audio tom on magnetic tape . 'lb 1..6 is rel.at i vel y 

bulky and costly, but it bae advantage&. In the cene ~ weak s~• 

which result in garbles {mistaken interpretations oi' cheractera) 1 

~1c!: are very eertOW! 1n cryptanalysia, sudio recardina preserve& 

the isiGnal together V1th the noise or 1ntert'eren.ce 1n its original 

form, so that aophieticated mesna can be UBed. to di.&tingui.8h the 

s 1gnal. tran the noi.ae. 1'urther 1 audio recording 1.a adaptable to 

dgnals ~ all aorte, 1.ntlud.in8 o.ev t;ype• or •1gna.l&. 

'l!rua, ve believe that intercept statioDa should be equipped 

vith adequate eud1o :recard.1.n& t&cilit1es to hendl.e weak a1gnala ad 

a tair volume ot tratt'ic ot new~. should they appear. 

It 1a adTimtageou.a in 1UU1Y va.Y1S to tranacr1be the a1.gnal. 

into a d1g1tal ar an-att tom llG4 recorcl 1-t OD magnetic tape, and 

the BSA bu done good bui 1nauttic tent vodt tova1'd th1a end.. '1be 

III~ 
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.... ._ fll ... ~ .... tt u lAM 1Mlk7 a.a mas. 

....uac ..... 1~ Ula be 2-4 .... cp1etl7 ml ..naul.7 1'7 

elecrtrm.s.e _.,,, • .,,... .la SnA1cate4, b 4.1aa1h'antaaH ue that 

~ r« t.ran.cr1bina •Ssnal• 41g:S.t&U.7 hmMD.• cml.7 ClD8 ·~ta 

er one tJpe ~ •79ta, and that it 1lhq make a mu'\ek• oa a weak 

•tanal there ta DO w;, ot reproces•iD& the 4.ata u in the case ot 

au4iO recordin&. 

Sanetimee hard copy 1a made at intercept point.. While 

hard oopy may be ma.de tar 1m:nedi&te tactical. use, hard copy should 

neTer be the only transcript ~ a rece1Yed signal. All. received 

s1gns.ls should be recorded an m.ngoet1c tape so that they cen be 

11ent elect.rc:msuietically and autau.ticall.y to proceasiDg cen~rs, 

and so t.hnt they can be read by ma.chines. Even s~• typed out 

by a listening operator could readily be transcribed to tape at the 

same time it a StLitable machine vars used. 

At present, a. good deal of punched paper tti.pe 1s used in 

BSA operatiODB. Canpared with magnetic tape, paper tape is slew and 

bulky, nnd its use must prove expene1Te in the long nm. Every effort 

ahould be made to do all recording on magnetic te.pe 1n a uni.form 

manner. 

It a vise senpl 1ng ot tra:tti.c 18 to be made 1 1 t is important 

to exercise aa much j~t ea 1s a<JU.Ddly poes1bl.e 1n t.be t1eld. U 

t'aulty tnmsmissiana, then it u important that trat'tic conta.tniDS 
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··· .. ·· / (b ) ( 1 ) 

i (b ) (3) - 5 0 USC 4 03 ......... ------············· 

o-...w;.l ~ ... m.l~:... •• / ?~ -'1>°• .J,,J{b:-P.L. 86-36 
..- •I !tor ... ta .. nau.. -' • tsal4 Vial ta ..._ 

~· ~ ta a· n.p Sn 1he 1"1abt. 11.SnaUm, a. 1ibe -~ ~4 be 

pn.Md~. ./ • 

Tactical. ecmaiderationa .-.. it 11011t c1eau.24e 1hat r11COS-
,/ \ 

nif.abl.y rel.n-ant. material be aorted. out near ar &t th• point ~ • 

intercept .J m4e SaDe&t.J.7 ..uabl• tor local /tactical u.ee. 

It 18 equally neceasary to aart JD&terl.al aa to 11:1 urga.oay ~ ~

m.iae ial, ao that l 1m.1ted fac U itiea tor electromagnetic transmia a ioo 

to NSA hee.dquartera v1ll be as eff'iciently used ei.s possible. 'Ib:Le 
! \ 

latter aperat1ao cen IXlly be ertectively carried out by persoo.e of 

high cc:mpetence . 'lbe sr.ortege of such person.s m.akea extreme decentral

ization o:. t:hie latter taak impossible. 

The :f:tna.l stages of: field proc.esafn& cannot be e:tf'ecti·tely 

d.ecentre.lized and certain other et8t)es / shou. 1 not 'be. 'the RSA hN 
/ \ 

e.lre~ recognized. the advante.gea ot ¢oncentrating t1eld-procesa1ng 

operation.a at a tev point•. (In.dee<;Itt ha.a cOD111.d.ered coe proc~a$1.ng 

center ui._ __________ .... ~i A trend in t.hia 41.rection 18 · 

inevitable and ahould not be block.ad. Sme ca.re ~ be :required, 

howmrer, to protect the re qui.remen tA ot tactical. camnanden • Bard. 

copy of manually tnuucribed meaaagu can be f'urniahed locally, eS.tber 

by carbon copy, aa a.t. preaent;, or, in the tu~, in pe.re.l.lel Y1th 

the magnetic tape tor 1'urther proeee• 1.Q£. To thia p09a ibil ity there 

may need to be added a word-recasni ti.an JUChine ceipabUity t~ locel. 

uae, and, conoein.bl.y, macb.1ne9 tor d.8cryptim ot ._I ______ _. 
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.., _.. .....-. '- lt:111ow, u .. pwtaS.- t/11 a '9Mm 

1 1-'1rs..t_ .. ~mlpnnHSlll..,.,, ta• 

........ .... All - ..man all OCIClft .. 1mial ecNl4 .... '- ---

ai"-4 41reo'17 W the -.Jar pNUNina oen1m9 'b7 eleo ......... U.0 

aeamJ th8" i~ could be ltCll1ie4, ~. -. either ~184 to 

uaen, tnwallitted 1;c:> Jl8A beedquarten elec~UcallJ', t1.CMl 

to RSA hee4.qu.artera, or diacarded. 

Any •uch f1.eld proceH ing oenten ahwld be operated direct.l.7 

by NBA becauae only BSA hM the experience end ccnpetent pereonnel. to 

do the job etticientl.y. 

In t'orvarding intercept to p.ror.eee lll.g 11tetion& 1 st~ and 

temiliar aignala can be sent and transcribed by d.1f''ta.1. me8ll8. 

Unf'smiliar ai8Dals can be aent 1'rom audio tapes. For this purpoee 

i;(Jlte methoc! or enc?"JPting audio &ignale 1a needed. In the cue ~ 

veek a1.gnala, audio tapes can be :t'lovn to tile proceHing centen 

tar canpsrison with dif';itnl tapes. 

A.tter sane a art 1.ng or proceee ing in the field, urgent 

m.ater1&1 can be sent to .N3A headquarters electrcme.gnetically 1n 

digital tonn. Leoa urgent mater1al cen be fl.own. to headquartere 

1n the :torm ot digital or audio tape. An ettort aha.U.d be made to 

avoid ever ahippillg hard copy. Fut printers shoul.d prarlde tranarll>tioa 

f'ran magnetic tape to bard copy virtually without de1ay, and ao 

uke the shipping at hard copy wmecea15ary. 

niere ah<Nld be a great incre... 1n the uae ~ :tut electraU.c 

macllineq 1n d&t&-hanm..ing t'tmctiona both in tiel4 proceasing centen 

ao4 at BSA bea4quarten. 
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(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 
(b) (3)-18 USC 798 

Nftt8a tH&•r .....aJac to allaS.C- • ~ In ''-•• 

nch ~' 'bu'* it 1a u.rpnt that JI01"9 be dona abwt 'flba. 

:m..crt.Jocn1c 4nicea ooul4 look 1Zl meaa88" tar key wordt 

or phru•· ~ coul.4 .ort and tran.earlbe 111etaHg88 on tbi.8 bui,a. 

Again thu baa been cona14ered.,• but it baa not been ade~t.el.y 

M.lch 1:t not all routine decryptiall coul.d be dane by 

electrcm1c machines. Sc:ne decryption .... I ___________ __, 
19 being done 1n th 1e vay, and machine methods are used e.a a tool 

by cryptac.alysts, but machine decryption should be extended and 

:mechanized, 88 diacuaaed eleewtiere. 

At present, the NS.A hu considered the prohlmD!\ d1.acuaaed 

above, and it has often considered thea. 1ntell~ently and thoughtf'Ully. 

lt hu not done enouab o.bol;. +hem, however. Sanething more 1.a needed. 

Partly, vha.t 1a needed is a careful anal ys u ~ the real 

probl.fJIU or bulk traffic intercept and hendline, to 8&e what can be 

dane nov and llbat ahould be done 1n the ru.ture. 'nle trattic h&n41.1Dg 

act1v1tiea o'f the llSA ahoo.ld be organhed and equipped .ccardingL7. 

&hied 41.rectly &'t overcan.1.Dg problems ot trattic intercept en4 haD41.1ng 

and making thm taster, more :t'lexible, and cheeper. 
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....... , .. I f' I I • -.... ·---·--·---

(b) (1) 
(b) (3)-50 USC 403 
(b) (3)-P.L. 86-36 
(b) (3)-18 USC 798 

A 11&,jar probl• o-•11'NW. Yi .. ._ 1IM Gt llOllem 1a&:'P-

~ procaa ot tru.ai.ating im~iaaa tram the lnsue.p uaed. by 

»9Gl'l• to .. ,.,.,._ \18114"" 1ibe whim. b modem •tored• 

pZ'Ogl"ID machine u a truly uni venal device 1n t.bat. 1 t cm, 1n 

pr1nc 1pl.e 1 •al. ve any problem that can be aal Ted by tmy maeh 1ne. 

there are tvo obstacles, hovever, end either 'llUIV' make it imprn.cticsJ.. 

to solve a particular problem at e. part.iculu til'le on a particular 

machine. One of these is obvious. It is cost, either in clollare or 

hOUJ."&. A particular :proble= m18bt be too large !or eit.her bud.get 

or patience. Tne other 1s that !llDQD8 problem. thnt are emall en¢1U8h 1 

there are •<De that a.re too hard to state to t.he machine. >. problem 

may require too many mEll-hours ot too hi&h a calibre ~ p~ 

to transl.ate the •tatement at the p.roblm. into machine language. 

'1h is appendix 1a concerned vi th these problema llhich are now too 

bard to atate. It reccmnend.s a course ar actico to alleviate the 

d1.tt1cul ty. 

In the c~se o:r the l"anel '• V011t 1 it baa considered the 

problem ot eJCPloiti.Dg 

'1!le evidence 1.od.1catea Ulat more aaphiaitcated autanatic 

p~ method.a voul.d be at great value tor handling these 
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EIDfMi'i: 

•n rte •••••sP•llbc 
te -- tlll.... ,, .. till ~ ,.. .. ., •• (-. 
1-..-. !be MtW ia to kt'1M • taM 1U•e l=IM• *1M 

Mil two PJ"Gpel't.leas 

l. 

»JBl t ., .to.. w the 1.lltemed.1&te lmguap 

tblm to wec:h1ae lmguase. 

2. It 1• poeaib.le '4» write a pl"OgJ'Wlt tci cable 

tl-.e ::w.::.hi!M! to t.:rans..late !'ran the i.DteI".wdiat~ 

_,.;1.:(1~ to it• own ::.Pl.Qf;WL3e. 

Ii, • . .i.£ ·IBA theN h4t'.·e b6ell soue ilJI>0rtaut c.•rt.o.ant 1 c ;iro• 

~-i;..t.:..:..;· IL.:. ·(:"•!'!.1enta, imd t.bere are nO'J BO.:lC c~e :•rojecta 

Vit'i Rn ~-""" -ll'i!'"dln&r,y ,prollc. \.:utt s-;..~.:.a to rur.v-. inhib:!ted the 

1'\t.llc.at dt'!V~~ •:,._l!ll.tmt o!' 111:..ttcna.t.i·· l'~ !'.lCtbocUI. ':'ho \-'Ork 

or t.Mt ,;·· · ·.ti..:.- ~q--tUed the acquilitloa of a bre&t variety or aut.o

ntn.t.ic ~~; ·; ~ l\c.oro. A ma,Jor un&olved ,Problem 1n &?ito1'lt1c .rro~iwJ 

h r..m. o tMllDUate mechml.1ea.ll.y trcr. aae raach1 ne ltlnoiO{,C to anot.ber, 

or C!'V~ t.o\.f t.o get llD inteNGCliate :iea.,."l..l.llC8 that would be 1u.1 table 

tor zt.il o:r 11. t 1enst mazq flllt..(nat ic cP..lcu..L'lt.on. 

A CQ"l>Nbans1ve ai.rt.an&tlc pro~ .PJ'OJec:t tor t.ha 

Asenor ¥1.:.-uld tadeed require ool\ltian or thie eurrea.U7 wiaolved 

problm.. nut, an the other bald, too many t.n.pin4 creative 

p~ra voW.d be ftqllire4 to Pni:ptU"e Np&rat.e ~ic 
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... - .,., •• tw ..... -...., ...... Ilda •11' ,._ -

- ii.. a.ta~ ... - .. •• ~· •• .. Sa ilae ~ 

.r ....UC )lftCI:••'• ~, u will 'be ..- below. 

J:n atMakiD& a ~ pabl.m it 1a MOM8&1'7 to UM 

anl.7 -tbola t.bat are cpit. nre to be relcnm\ ad quite sure to 

--"· in. &rnl.cipaeat t4 Dl'W Jll9tb.oa. sad 1be1r retizimsnt 'to the 

point at 11h1ch th97 cmi be p1cke4 up b;y Ule )'IQ) area c4 Jl8A. 1a a 

png>er f\metiaD ~ 1~ a/JJ area. !!a •tate t.h1e in another va::y6 

aaut:iw a met.bod 1a Wll.l enough un4eratood ao that there 1a a 

rea.ona.ble chance of au.cceaa 1D applying it to a current problen. 

When thial 1a tr\.l.c 1t Bhou.l.d be t.be t.e.ak. ~ POOi> to carry out the 

progrmmuine. At other time&, a prcmiaing method ma.y be eo nev that 

it can be applied effectively only to e1.mpl.1.f'1ed problems or problems 

th.at are no Laccer curnmt. 1be hope vculd be that, after !luccess:ruJ. 

application of the method to & •1Zll;ll1f'ied problem or to a graded 

succeeaiall at •im;llifi.ed problaa, Ule met.hod. would be well enough 

understood 110 the.t it could be applied to current :problems. This 

lcmger-rnnge approach 1a a proper t'unct1on of p./D, and while there 

are nov ccxrmen,,&hl e ertart.s or tbia aart 6 t.he Panel recainende crven 

mare emphu 18 1n thia direction. 

'lhere seam to be three uae:'ul .ppl"O&Che9 to pl"Qgl'l!IZ!llling 

research 1n cr,yptanal.)"91a. Clle or theH 1a the develqment or inter

mediate langnagea 6 u mentioned abaft. 'lhe BSA now hu Wo reaearch 

aonvacte that are as..4 at U:lia probl•. One t:4 11hue, nth 

.Allan Per11a a\ C&l"l:WC1a heh, 1.e &:S.84 a\ the probl.aa ar ~ 
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_.._.ua 
fJll - Jalrr 7H9 M Jape. ml - ~ ~ tlfwlau. ... I 

90 ~ - aa wri1111 a PRO m ta .. Sa"9 U.- 1...,. • -4 

the Vw.late it 1lo Gq f:4 MliiNl --1M lnp•p9. !lo call' 

been written. U the proJect 111 succeoM. it will be am 1iliportallt 

• t8I> torn.rd.. 

'!be other contraot 18 vi th L • Roberta or o.ne.raJ.. Cinetic8. 

'?he project 1a to produce a lMgU&J"'" ~ar cr,yptanalysiJI which, hopef'llll.7, 

could 1n turn be translated by mnclline into machine lenguage. 'lbiJI 

would be an ~t st.er, n..~d it should, ~ P<)aeiblc, be nade. 

Onl..Y becawi:~ most brsncllei: of ~thero.o.tics a.re eo '-"t: ll reduced to 

e. tidy 1anguage has it been possible to produce 8U('h ~rt'ul auto

natic prognmning methods as ""..rt"! n<YJ available tor ~eny part.a ar 
mat.h.e:natic•. It cr;yptl'lnelyeie cl'lll now be pushed &R far along t.h1.8 

route as me.thematics has moved ( du.r1ng many centuries) 1 real auto

matic progrmming ~ cryptan&lysi.8 vil.l be much easier to achieve. 

There e.xaita a gre.nd concept: it should be possible to 

ccnbine these two . !)rognmn1ng advM.cea nov be iD8 soustit by atat1Jlg 

the c:ryptsnalytic: language ~ Roberta in the uni~al. lengnep 

~Perl.is. '?he "8eocY 'Wtlld th~ be able to give ite cryptanal.1'8t. 

the rneene to u.ee the large ma.ch 1nea vi tho.it beccn 1n~ progremmel"8 

end vitbout havin8 to operate ~ prognaner8 liho do aot, 'b7 

an4 large 1 und.era tan4 oeyptan&l.19 ia. 'While the Panel. en&Jne• tbill 

grand objecti..,.., it 1a coccerned that tbue are apparen'U7 no pl.au 



....... , 
• 1 111 (e aui, • • b ut1 

•aa:n N. 

I'.,_..-._._ a .t:roac etrw• S.. anW to pa>oe 

• ~s. ~t of JOM"U, wbWl bu ... AOb • 1-9t 

Job Sa .. enJ.1.catica ot ID8Ch1ne computa't1an '° • Y1.M TU'ie'7 ol 

attort by a cla.e-kni'\ toe-. ~ h1gbl.7 capabl.e peqt.l• 'Who ,.... 

dir9cted by a ve:q talented leader. '!he ~7 18 tacltllna • S1ICh 

more cl1.tt1.crul t probl.em, in that the languase of c~taoalym S.. S. 

not yet u tidy u mathema.tice, end 1n that a camon 18.t\.gnage f'crr 

many difterent ma.ch 1nee i.. aougbt. Yet, th 1a much more d1.:tt1cW. t 

objective 1a beiJl6 pursued. by tvo grou;ia., loosely coordinated 

bee ause ar cant.ractual l'el.aticns, aeography, aad. the re~:l.rement. 

ar aecuri ty, ond. total 1Dg rar tever peop.le than were neee•saz'7 t.o 

develop J'ORl"RU. 

'.Che Panel. reo<MM™'• that. e:N'ort al.cm& t.heae lines be 

reeni"orced., to the end or obtaining sane uaetul result ill & rea.aoa.

abl.e time. 

Squarel.y 1n the va,y or machine metboda ~ cr;yptenalyaia 

1tanda the tact that ~ CJ')'pt.analyate cannot e.xpl.aiD. clearl.y 

bow they do their beat work. .a.tore ma.china aethoda can <!uplicate 

their reeult., •ClleOQe mu.st t'ind out j;at ~t they e.re doiq. 

Ben t.he boat caun• aeeu to be to &eek JUChiM aolutlclla or 
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(b) (1) 

TOP SECRETv·-·eers1.t 
(b) (3)-50 USC 403 
(b) (3)-P.L. 86-36 
(b) (3)-18 USC 798 

11a• ..i.a lie• •a 1 11 a ..., te .. , •'• • t' 111 _. •1111"9 

--iu.a -llQI· 9:'1PW91~U.:1 .... tam - - .1' 
Y1l.J. .... C-- M tM natMN et ~· M,a ~, m. ... ' 
... a ..... ., ~.__ __________________ __.Is. 

:;.irogl"W:!DiaE ~ to subject the proe;zwr' • ~ to 

tJ:ut •cNtiD.y of 8C:me lt1n4 or • ''log1.cal adcl"OeCOpe' that. det.~a 

a.any ~bt.Ut.i•• vhlch ve not ft'1denee to th8 ~ .,... 

• ... 'l'be LOao !beOi'i WAcli!Det'' I. L filiClii ana L se;an, iii 'i'l'tiU. ms 
:trot. 0??31' on inroz.atiaq !b!or..I' s.pt«:aber, 1956 
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(b) (1) 

~ ': . . . 

(b) (3)-50 USC 403 
(b) (3)-P.L. 86-36 

e zz• '9 I ASNt hJ Ulrtl..- T 1 11 ,_" .... a 
..._ w la Jiii••••' ... at._ Gem -'9 .._. .... fJ6 •' c..,, 
.. • a'b r••• IUUt11'8 o6 91 ' 10fl71 •I •"*• J ........ 

"'old'l'N a.pc.nka, md elstf N• ft IHllft 1:bd ._.~lie 

a ft%7 al.OM NJ.dim be-.. •u ttwcw•~J'Vll'Saa tJpe ot pz\CI• 

and Pl'Qll'WW tllat caul.4 M u.a I I 9-

enenttal. •Up t:hat s.a pvt'omi8d 1D the ~-pl"O'rl.D& pacz w 1a 

that tba -.chi.De makee mhrnd gueeaes that it later testa llDd. b;y 

ao doing 11 able to prove tbeorma that muld tue mu..cll too laag, 

plnc,,,tng, eyatematic progrmaa. 'lhe cryptanalytic parallel 1e that 

by gu.eaa ing at a crib and then check 1ng, ODii 1.a aQlletimea abl.e to 

sol.Te a problem by han4 taster than a high-speed :machine can 4o it 

emaw1t1vely. I:f these new metb.ocSa <4 Pl'\4l8iiill:\.ng can be made to 

allov the h18h-speed machine to uae guH&.:vont etttciently, a great 

increase in speed may bo poaa1ble. 

1n sumnary, advances 1n progiwing, unlike 1mprovewenta 

in machine technology, are al.va,;y! 1J!l!>ediatelz svallable ~ar sppliaatim 

both to c\UTBllt problems and to e.dvance the ac1ence ~ protµ"tWllliy. 

'.Ihue there should properly be an extremel.y rapid progreaa in the 

production 8Dd ~ro....ement or autane.t:lc cr,ypteDa.1.ytic progrmu Juat 

u has been t.he oaae in progre:ma tor mathinatioal. canputing. 

'llle Panel reoouends that tba Apri/:7 Snoreu• it.a ettart 

in progrtmning ree.eerah b71 
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. ' 
11 ••• '~~ -· .. __ ( _ -..,._. ' 

•' 

1. •• p ,., ta ..Ut:t9 - u. .. El., .. • , .. 

--.1.Jtie ~ 91 Mr 'P. 

a. P.LM11as ... •t••s. • ._ ~ ti/I 
a1al&'tie maahU. ..-cda tor •~it'S.ail 

problau and o14 probl.- u a part ot mi 

01'6er~ da-relopaen1: at ~ • ...,.. 

3. 'In'l'ntigating the poeeibili~ 111.at methoc!a 

reumbling the new machine theorem-prortng 

method.a v1ll be uad'ul in ceyptanat YB ia • 
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/ (b) (1) 

(b ) ( 3 ) - 5 0 USC 403 
(b) ( 3 ) - P . L . 86 - 36 

mdt ~Sa awl'Ml HJ# *"allid~~ a l.JAiW lrlq, •·•·• 

'b7 ..... I _______ __.I/~ n~ u not ..,.a, tbe 

art ~ tbe ~ bM bes w.e4 '° ~°'°7 all et~le lrtrueture 

aa4 rDm7 not...,_•tnq>.le struatura. ODe ~ the an.a cd the ar;yptol.ogiat 

hM been tbe ~ ~ rwt1ned ~ or machine ~ 1n the tq>e, 

.ttmner~ v1t.h ~ 8UCceaeea, ot f'ind1 na DOt-eo-•~ but 

not-too-ccnpl..ex atructures 'Which vould reveal a18n1.fiemrt. 1.n.fonn.atial 

about t.be machine or it• settinge. ~ trequerrt repe&t• .at 
interesting m4 aign11'1cmt d.1atan.oe9, the UM ot v1ndov 1odttze•, 

etc• I U. eJEq)lea. 

U w are to IUke ~ uae agaiAA._I ______ _...I u.e 

be there, w v1l.l pJrO~ baire to deal vith not-eo-ei.m,ple st&tist1c&l 

pattema. Tw aa1n 41.tttcllltiea et.aod 1n our~· First, d.itt1.cultiea 

111Llltipl.1.c1t1 or poaible .tl'UO'tul'H ve must can.a14sr riM8 "*1i4l1'• 

Both~ tbeM taatora cmbine to pn.-rt. a dittie\ilt oaaputing i.o.A, 

bit OCApltcr mpeed m4 lag1 cal tle.xiW.11 t7 coattw to -l'OVe· 
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·- , , ,. . . , ·s_:. ·· ·~ ... 

··memc 

., ... --........ ,._._ ..... , ,, ...... 
!We 'bM1e ......... s.w ....... (1) • hmm - un. .. , 

wt _.. ..,..lall7 loc* " a ft17 eam1aaablA ~ at llltoma"9 

•at c:inoe,• ad. ( 11) a bmazl rill on- 4et.o\ •~ 1a a .....S. 

or TiJNal pa~ witbalR 1lflftnce kDOM'led81 ~ wba\ p&"8ft aiab' be 

present. It 1a 1:hU latt.Jr teature that 1a crucial. ODce w kDOIF 

that we an loaki.Jlg for one or a tf!V t;:,pee ~ pa~, a machine can 

almost al~ be made more .sensitive than a man. 

'?he human brain, \:hen supplied tbrouab it. beet int'Ol'mAtion 

channel a (the optic nerves) 1s much t.he DI06t eubtly f'l.exible data

proces•in8 syatem we know ~or canplex. situ.aticns. 'lb.a problm or 

usinB it etteetivel.y 18 one a! presentation. 

2. Examples • 

Sou cxempl cs may make t.he aituati.o!l cl.e&l"eJ". '1'o begin vi th 

vhat ve are try1llg to tind. 1e SCJ:le logical structure 1n a nearly 

rn.nd.an :t"unctian, like rand.an notse, or a rand.an ~- It ve consider 

in p!U"t1cu.lar the acoustica problem ve notice that rnndan noise hall 

a tlat power spectrum. So also does an impulsive noU. like a putal 

a.r .. ot. 1:h.e ditterence betveen a piatol ahot and themal noiae ia, 

h~, Smnediatel.;y recasn1zab) e to the ear. 'lbe characteratS.01 

at the pistol ahat are o! coUZ'ae carri.ed by the pha.ac 9pectr\n and 

catU.d be diaeovered U the phue spectnn were coarputed. Ve voul.4, 

how'Yer1 DO't MT!!!All7 4o thia, unlesa w were ~Unc aaaething 

like & piatal. allot, and. in any cue the p~esa or r9Cosnll!D& the 

EIDER 



0 ··- nnnm-, nab .... psnal ~ wi.111 -·-· ,... .. 

- oaaa!MIUiaaa ~to ibe qa. A~ ..,it"* .. asa-

ld&b" rwpreHllt a rmdm t1- f'tmcUcm. It~\ ai.o IQlftMB' 

41rectioa. 

Optical diJspl.aya have the advantage that the,- cm directly 

e.xh1b1t relaU.ana in tvo d1mena1.aiB. We may Y1.au.al.1ze ill particular 

an oecU1oecope di6pl~ auch ae that turnUbed by a tel.evisica screen. 

By pennittina the iDput to vary conti.m.&oualy vith & third. paz""mSter, 

and relying on monory, one migtlt, to a limited extent, be able to 

di.8p)..ay log1.cal s 1 tu.a tions 1nvUl ving three pBl"l!lmete1'8 • 

It appears t'rom the d.1Bcuae1an 1n the aect1on cm 1n!ozmaticm. 

rand.an noise. Thu.a a visual displ.ay or the sort described. pnpared 

in any normal manner s:hould e:ppeazo u a 1111,ghtl)" matt.led •tructure-

lee a gray. A1Jy ~tioo of n more ddini te patten. than tbia 

would represent a hint ot a logical stru.cture varth 1nqu1ri.Dg into 

t\Lrth.er. One need oW.y th!.nJ( or the intinite d1ven1t7 or t'ab:ric 

'a 1-3 
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.~ mDEI' ··· '.(.: ·· 

I Ew •-* ......... ,Ge '9 la1•11I 3 I-* Q I Alt, 

.. ..., fll ... --· 

dw ..... - ..... ,_ ia. taSat ....... 14111 , ••• -

aJ.Ucm to be ,..,., l iba. ... ~ cheert\al.1.7 tallow ~ N.M tan. 

u the J'8VUd. a 1-o hue 4iacovend .. tfltl real. ~. 

3. 1&1Nn or 41!pl.ap. 

Cr;yptaD.&l.)'819 hu l.oa& made use ~ wch &bil1t1a ~ •JW 

and brain 1D au elementar,y w;f. Wr1 t11lg out cipher tad "an a vtdt.h . 
or one or mare •el.acted numb ... ...n 1s a c1asa1c&l tecbn.1qqe -- • 

technique adapted to visual percepticm aa well aa Col\lml atatiatica. 

'lh.e present dllcus11ion bt:.B tacitly assumed that the preaent.ation voul.4 

be in ah.ad.ea or ligbt and dark, by various colon 1 or both. On the 

other hand, 1 ~ 4oe8 not &t teaipt to say, beyoa.d t.bu, exao tly vb.at 

vould be di8pl..a;ye4 OD the acreen. 'lhe pl'qler choice ~ ~tioa u4. 

parameters to be utilized 18 the pr1.n.c1pal part ot the problm. and 

t!ae eene. obta1Ded by repl.acing a pven character b7 l and all otba' 

ch&ncten b7 o. R1pr-ol"'ISer correlat1om ~ the .,.. 80rt 111volT1Dg 
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(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 
(b) (3)-18 USC 798 

----J.eU 1dJ.1•1tlG7- ,. fl•• ...... ftt'P 

••11& 0 011De.e ,,_,,1_.~ ... ,., ......... -i-. 
Ill I .. , ~:la tbe ,..1851 .rl.__ _________ _. 

the ~iaD or t.be -t.erlal 1'w' wh "llP'~ WQIJ.4 

nUmtl;r reqUre a larp mD.mt ot CJ1pUt1Dg at a n..tber el.mmlt&r7 

.a:rt;. Since the oatputa an probahl)' •!mple corl'lll.at1cma tnMpenA•~ 

~ sq "iM ~. 1iba UM ot coapiten 1.lrrol:ri,na a yeey 1argia 

111nber at el91111mtaey parallel modes, u irugge8te4 1ll Appmdix 

~- O;peratioDal e?q>erience. 

'nlerc U! a precedent !or auch dUpl..ayB in vuible llp.ech 

and in vieU&l ~eans ot underwater aoond detection. To peraau 

:t'amil.1.ar Yith these t'ieldM the su..rtling power ~ the eye in pi.clting 

out en elaborate pattern 1n the J>reaence o~ a di.1'rtae back.ground 1a 

prari4es an add.it1ooal integrating means, e.side t'rall t.hat prat"ide4. 

by t.be ordinary t'iltering in a oound spectrograph, whieh pemita a 

very low-leve1 aip&l to be detected in the preaence <:4 a lligb-noise 

background. Jloraaver, the patterrui can be found not onL:r ~or •t.atimary 

veaMla, with fixed signal frequency, but tor veasele :moriDg in 

ccnplu _,.., ao that the patterns V8Z"7 g:raduall;y vit.b time. 'h 

a1taat1.an in Tiatble llpeech ta atill more striking. Here t.h. 

TA I-5 
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ja•he'8 US Mt 1• .. -.a-' 4'n .tNo11a'e tih.- w MPf'lt 

-.. M1.e ~ bb1a1a to date ~ rt!I7 r..arrt to ro:r....1 afliClimt•.t 

Jll"O !111 H. (!boa&" c-.oe & pert:1cul.ar •Uuctnn b..u ~ ~i.Hd, 

~.,1.oal ~irn JU.] w man sena1t1n.) 
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""•HI 111 

.... ••••@'"19! 

(b) (3)-P.L. 86-36 

and UH c4 •tcmatic 1fOl'4 ncop1 ~, prMC~ teclmology otten 

pouihili,af .tiich &o'JUft a.. to bd8 'bea hll7 ex;ilo1tecl. The 

posat.bilitiea vhich t'ollov an pruented. boi:b on their ovn account, 

8.nd .. illuatrative eumpl ea. ror coi:rnn.ieDoe and •implicity they 

aa.aume input tra:n a aii-channel ma.gnetic tape, •u.ch as that used 1n 

anJ .... ____ __.I data procesaiog machine. ~e tecll!l.iqueG are, hovever, 

appl ica.bl.e to any d1g1 t input. 

l. Utilization ~ the principle o:t the 'DiBmond Rin8 Trenillator,' 

a standard telephone excllenge ccmponent. 

~e general scheme 1a 1nd.1cated 1n l"ig. 1. '!he characters 

are t'ed trcm the tape into a shU't rcgioter. I1' the cha.racters are 

0-bit charactera u indicated, G bits mey be fed 1n simultaneously. 

Either 6 parallel shut reeisten ma,y be ueed1 or the bite may be 

arre.nglil 1n serial .form. 'liihen a new charscter u 1"ed in, either 

the 6 para.l.lel ahi1't reguten each advance one poe1t1oo or, 11' 

one aer1&1 register 18 uaed, the rec;uter advances six polil1t1ana. 

AB outputa tran the regi.atera, there are availe.ble acne K pains ot 

leads corresponding to the M total. bita 1n all ot the charactere 

~ the longest vord vhoee presence cbD be recognized by the device. 

For a giTG bit, an approximately constant voltage output on the 

TA II-l 
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11.MI wtWl • 'fOl. .... -=-• • .. o 1MI w•a• a o, 1lltAe • 

..,...,.,_..,7 ••It '' ...i-. Ntc•' • .. o 1N4 n• • ocdi8' 

wlta.p - the l lM4 SaU.caee l. 

!be TU'i.au 'blt l...s. ue lA4 ta a pl•~ whioll ia 

intemal.1.7 w1n4 ao u 1lo recogn1w or rMpOD4 to word9 ot a g1.,. 

TOCehular7· 9t1a pl.ugl>oerd vill ?u;.-.,. P outlet leeda, were P ia the 

largest JWlllher of V01"IU 11h1.ch aan be reoc>tP'hed. b)' new o:r the pluc

board. Zach output lead goes to a box ••d<e4 CRltput c1rcu.1try. Signal• 

an leads traa tbia box indicate the pre.enc• o! a word in the voc&AU.81'7 

or 1n acue sub-group ~ the vocabulary. 

718urc 2 indicates one pol'lsible nature of the plugboarci, 

w2'1id1 ~ very similar to the Dio::tonci Ring '?ranalator used in telepbo.oe 

::;· .. ·itci.io.3. Eacli po.ir of diGit vi..<"es i8 threaded through a •et or 

pu~ u:f magaetic corea, vhicb are ahovn in croae section 1n the 

d.r(~wllJ6. A pulse an a 0 .lead V1ll induce a negative voltage 1n tl1lY 

vi.re 1.hreadins the "Ci"' co.re to ldiich 1t 1a connected, end a pulse an 

a 1 : <;!u.d v1ll 1.ndu.ce a n.ep Uve voltage cm azJ.Y vir8 threading the "l" 

core to which it ia cormected. 

'1\ro vires are IShovn threedi.ng tbe co:"ea. 1!le vi.re labeled 

Clw eo threads the cores tllat wen the a1gn&l. f'l"Cll the en11't regiater 

1.& 0100 reading f'ran botta:n to ~, the 0100 lead three.da no excited 

cores e.nd no vo.l te.ge vill be induced Oil it. We vill rfJllMllllber that 

the &b•eDOe ot .. pulse Oil a lead 1.ndic&te• l.. ror IJA3 other threadi.Qg 

~ al.l 4 coru, a Yi.re voul.4 have a aegat1Te Toltage in4ueed on it. 
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M .. .- -* ..._ ._ ..... .._.. «1' .. _, .. lldft 

......... d -.ti' " hri, a ..U. ,._tUft 11 "111 pd.- S.. 

llpl'l.W at.c .. WU. tb1 '1• tbe ecl'9 117.._ ol .. ZI '1 .. 

pal.a ...... tor ft. U' • Y1.n to 1lh1oh ... pl1.M 1a lll'Pls..4 

thneda no M~1n cOIN9, thu p&lM will uue curza:t to n.ov 

throaab a nn. 410l5ie »a and to an Cl'l1pl~ lead ex.. rar wtmce, 
1:t the TOltagM f'rca the 8h1ft ngiater a1pf'J OlOO, ~ ou.tpit; 

pulH v1ll cause current to new thJoou&b. diode Dal. to autpu' lead 

CLl of !'1&· 2. 

:Because transfomere ce.n tran.smit BC ool.y, p091t1ve val tage• 

in the virea threfld1.ng the cores vill fallow t.he negs. tiTe vol tage9 

produced by pul &e. t'rm tbe ahirt regiate:r. 'n:lue poai t1ve vol tagea 

cannot produce output at the output lea.de or.. because of psrall.el

connected ~1.odes Dp• An output lead can go poeitive cmly wan the 

reading puile .ui EftrlPl-1.ed. to the pe.rallel 1.iode ~' as well as tn 

the vJ.re cannected. to the corres;iood1ng series diode. 

B<:t:ietil:les ve may vish tc get an output correspond.1ng to 

a short vo.rd. In t.hia case ve thread the vi.re through only scne o:r 
the set& ot cores. For inBtancc, in Fig. 2 vi.re mu rill give an 

output vheD t.he ahift-regiater supplies signal• correspond.in& to 

ei tber 101.l. r:¥Z OOll to the pl Ubboa.rd. 

Varioua output le~ c:m be connected together to give 

a caabined output to-r a pe..rt1cul.ar section ~ t.he vocabul.OZ'J', or 

all output lead.I can be connected ~ther to give a 1"88p0Wle 

'When 8ll3 word. 1n th9 Toc:abulary ia read out. or the ahU't repater. 
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It Sa J19UDila an .. Ill rtt all f!6 .. •17' I Arita 

v•ln wDl .... • q;neSMle •illml ,,_ ~ •ts•' ~ 
.. • 1_. -.. .... 9lfa _ ,._ • • 111 ..,.1.,'b7 1 31Ms.a 
b .... 4'j ... lr7 tlw ~t.im OJI Pie• 31 ""9Sp1JIS the 

pft'Y1aua p&Nll.-1. di~, 1dl1ch are not llhtMl ill ~ 3 and ~. 

It .. replace iile Mr1ea 4100... by t.he conf'1gu.rat1oo ~ 

fi&. ~ W un aos.4 appl.7in1 large negaUTe TOl.tagell to the •eriee 

dhxle•. 

It may be deJl1.rabl.e to make t.he output aaaociated Yith 

a given port1aD of the vocabula.ry available 1n binary coded fo:rm. 

'lbie can be done by threading an output wire th.roogh a seriee of 

corea, as shown 1n Fig. 5. Here an output pulse cm vi.re Wi pro

duces pu111es cm lesda correspondinB to tbe ru.miber 010, reF~.ing 

UJ.1"•"0.l'd., 'While a pulse thro'...lgli vire w2 produce. e.n autput 1.10. 

It is vorth noting that a nvo.rd space• is a eherncter, so 

that it vill be poeaible, And m&y or may not be desirable, to define 

n word a.e conei.ating or certe.in specit'ied charactc:rr preceded, 

or 'f'ollovod, or both proceeded and fol.loved, by a vord space . 

.b the above scheme has been outlined, C:-bit characters 

might be read 1n ~ery 1/15 1 000 second, that 18, ~ery 67 micro

eecondm • It para.1.l.al ah 1.1"t regi.6 ters were w;ed. Md the bite were 

read 1n parel..1el, no operationa would have to take ple.ce !!lore 

hequently than this. In order to induce auttic1.ent vol te.ges 1n 

the lead.a, 'Which thread a given core but ooce, it would probably 

be detlirable that t.he lengt.h c4 the pulaee S\WPlied t'?'O'n the llhU't 
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nste•llelllLIAaato-..-ete ••••' -~--
1911' .. pd•• ,._ tbe lllaSft aciaW tie, M7• a 10-tlaa ,., l'lt 

• ._. ID ftl.t. n a ~ low nn_. l!ppU.e& to a _.. 

bJ -. *1ft nst.tini wwl.4 pi"Ol!lice ! Tolts 1a a rire ~ 

We -:r Date that to aecarmodata 5000 5.....U v1.re8, the 

eoree ~4 ban to h.aYe openi:nga v1t.h d1sneten ot &rOJDt!. a half' 

-~. 
In order to n'U!lke it eaay to thread the cores, U-oh8ped 

•ecttona could be mounted on me support e.nd threaded; then, the 

magnetic circuits could be Cal!Jllcted by bar-slurped sections mounted. 

on another support. 

2 • A e ·;'rie-me:mc L device • 

Figure 6 shove another sort ar vord recognizer in whi.ch 

corea are used not N t.rnneformers but aa magnetic ator,..s;e devices. 

Here there are two colurlm8 o'f coree e.nd the digit pulses f'ran. the 

shtl't regieter are cu.rren'ts to the cores; a current to a 0 lead 

tor a zero 81ld to a 1 lead 'tor a one. Curren.ta ill the 0 lead. set 

eores 1n coll.DD. 1 oppoeite tram cores in column 2, and currents in 

the 1 lead set coree in the opposite sense f'ran current.a 1n the 0 

lead. Arter the core• are aet by a given set ~ di.git current. 

:t'rcln the ehitt reguter, a read~ voltage 1.8 .applied to Yi.re• 

threading the cores. U one o:t the vi.res so thread£ t.he cores 

that iba read1ng vol.taae tr1ee to aet all the COl"N aloog ita path 

in t.he lll!IM nnae 1n which the d.1.git pul.aee hue already ae\ them, 
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I -.-..- iii.iii"' .. ir'o $" I _.., • I 

... - 11£~ mJNat; wSl1a..iat.ob1- I 01' 2 I J...a 

... - ~ f/I raJ¢pStia wfll ,.. a1rta!m4 1q' - f1I tb9 

..,ius..r A. tt DO wire u ao ~ ~ 12la ocaw ae to 

tea4 ilo Mt ilb4m bl tbe ._. c1tac'tion 1u wti.icb the)' ba4 bee Mt 

'b7 tbe 4:icit puilea, tba t.be ftN!ing pu.l .. val.ta&e Y1ll C&WUt no 

e;pprec1ahle current throuat ~ or the lriree and no 1ndfoat.1cm. ot 

recognition Yill. be o'bta•neA. 

1~-
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(b) (1) 
(b) (3)-50 USC 403 
(b) (3)-P.L. 86-36 

It 1s very ditticu.l t far a nCCJ.-BPeC1al.1.st 1n the crntogrepbio 

field to prcrrid.e a very peuetro.tine apprnlial. ~ the technical poaitian 

~ tl!e fj ~d. However, it aeema importcnt to ee.y ean.et.hillg 1n th 1a 

rc:E<;f:1.l"{j_ 1 1f cmly to eraphasize tbe fact that the central d1f'f'1cul ti.ea 

c.re in rac t technical e.nJ. 1.Dtell:ei:t· 1.81 proble:n.s of a high order, and 

.;vl viug 

1n !'.!Bthan.atic& e.nd tbearetical p.i:y:iica. It can be evaluated only by 

in pa.rt err. r... very h 4;[1 nature.l v ~ •.i: ~en 1n particular directi0Zl8 1 end 

Lr. pcl-' .. .:w vei;· great experience. Bcture World War II it inv:llved 

l l'.I'1-,E ly ;;J,e diligent & tud.y of the relevant s:uall. numbers of mee111agea 1 

sud'. e.s d.iplanatic mesGa.geo, known or •wspected to be o£ importanee. 

Since then 111BllY things have happened. One 18 the tact 

t!i.n. t cryptana.lye u 1a nov in e. sense "big bus 1ne••." 'llle CCKDl'1' 

ef:fort in tJ.le more or leas routine collection, tranumiasi.on, and 
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(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 
(b) (3)-18 USC 798 

buS.c -.hilDM9 m aa-wtw•l;Jtic taecha1qw ea tmictar)- st 

bu tlo do with bMia Jb191cal l'9MU'Ch. Aa tnc!!cated elMwbere la 

this report, tbe two eboul4 be aep&r&ted. more ~Y Ulan the,- an 

the routine productioR job ahwld be mau:rl;ed. 'l!iis/ would provide 

tor more etticient d.1acharge at the production ~ction and would 

provide the Agr!ml:!y vi th & st.ralger poe 1t1on 1n deal i.ng vi th its 

custaDera. In a&..!.tion, it would pe%U!t a betU;iir concentration c4 

"t.,;1e c.xiating roost expert t·.J..l.ent or:. the ba~ 1.c probli:"""!L cf ~r,,ipt-

o.ua.lys is, e.nd \IO\lld provide a bett.er found.a tiOn for r. planning tor 

~yste:natic advan~ee in tJ:e field.. 

into nev c 1phers 1 and tne aev cl CJp!ner. t ~ h iCI-speed c cmou tera . 1 t 

i..r. clear that the bigh-spee'.! C'lT'°!;)ut.er ai potentiall.:, e. very poverf'ul 

:... o.l.io~iou.s taru<;.a than he could do i.·y !1a:nd e.nd tc expJ. '"lre !"!lO:r-e subtle 

f.r.~c~ of problems ~ cryptnnalysis t,!:;.an vas p:reviou~ly pr '"° ible. 

On the other hand, 1 t nppea.n thnt general. &dvences 1.!l 

the :tie.ld in other directiOWi have/ to.~ the cryptographer us 

agairul t the cryptana.l)'S t. In geni!trn.l., the c.rypte.na.l yet relies oa 

_______________ r for hu victorlea. " this u 

J:10re generall.7 und8ratood, tbe cryptographer 1a 1n a poeitian to 
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(bl 11 I 
(b)(3)-50 USC 403 
(b) (3)-P.L. 86-36 

J11WWi1 a;ywtm 1 wlliata .. mot ...,. ._. •••1 •,cm•n11•• • 1IUllll .. 

~ ~- te ~ llAl'I t+l_e • IS9l1 I .._ U' a 

c~ m-Nrl ... _______ __.I L:w, pnMa'\ e!PLu' Mtnh'DM 

are\.1.up17 mechanical. 'Bleir ope.n.tiau, lwM•er, an ot a .art 

.which \end tbemaelvea extremely well to the present alecV'Cmic .n. 

I' abclul.a. not be ditticu.1 t vi th ~ electronic• to prOYide ver, 

canpeat macl:t.1.nes vi.th ei.gi\11"1.cantl.y more cOlllplex and. fiexible 

cod.i:og even tht1n the present mechanical aystema give. 

It 1a t{1e Panel 'E opinion thnt the advantagea will be 

m.'l.y :;;ean ti-~~ ;nn.c:h in.es r.:.re oi· viL. ~cane eo aoph1.sticated that we 

can no lon..:;er Lope to breaitJ jer.cept an an 

a.cc~nt.nl and\irregule.r basu .. JJ",e Pane1 1 1t opini~ in this matter 

1.8 d1.ecU£&ed elsc·.n,ere 1D the reyprt. It 1s clear, however, that, 

without regard tc\one'& 8Ctual proJno~1a, the at&kes involved in 

the ability to read.I .. ________ .... hven occa.si.oruUJ.y, e.rt: su1'-

f'icient:i y greB.t to induce us to make a stron~ effort to maximize 

our ccrn:peten.ce iL tbe :field. Moreover, it <15 only by the ll'I08t 

intense effort tova.rd the salutioo o£ current .. ! ________ _. 
that \le can hope to keep into a poo1tion to read .. I ________ __.... 
as tl;.ey, too, becCl'le core eaphisticated. 

'lbe :first element 1n au.ch &0 e.ttort 1.e the establishment 

and. mnintenanc e o~ a nucleus or the lll08 t sk 1l.11"W. poH ihle anal.ye ta . 

It S.. important to not1ce that it is onl;y t.he higbest l«Wel or Ilk.ill 

TA III-3 

••• 



ft. 'I 

•·• •rO• .. ._ eJ>anl '9 atml ta .. -. fll .. s ._..ml 
I I autc-* *'11•~ - 18 Wte ~ ef alelO•• .... 
1 u a Im fll the wt auw -1.J11111 ta ._ •a 11, Wbt-4 

wt• a al.09e ~ a71ta, M a ,.am. -- et ~

a 1..arpr 'bo47 ~ CZ"JPtm>Al 1'1.o u.ill cadnkl-7· 

'!be ~ llkill.a all llbUltJ' t4 & MW gwntbl ~ 

crnrtaml19t. may, hc::Mrver, be ac:nnb&t 41f'fuimt tlal that. at tb9 

ol4 geaeratian. An acecnp~ •ectiaD speak.a ~ the ahifi trm 

lOllf-ord.er message mid l..angu,ege etructure to h!ah-order •tructun 

as part ot the probl.em of reading dJ.tticult codes. 9119 1.a 1 bl"01!M!l7 

sreaking, equ.1.va.lent to a shit't to a mare ahmtract and general poizlt 

ot Yiev. 'Whereea the tnd1t1onal crypt&ZM\1'9t could rely entinly 

cm a pa.rt1.cul..ar "bag of tr1.ok•, • the n.ev upert muat have more ~ 

the generality end ab8traetneH or the t)'p1cal proteuicmal. scieotiat. 

Be 11UBt, however, be ju.at u sharp as t.he old generation vu, and. 

tbie 18 saying a great c!eal.. 

'nlie ev14entl.y hu •au 1mpl.1cat1ona rar the kinda c4 

recruiting W.1.ch the Agency aboul.d do. 1he Af5e»cy DeeC19 men ~ tbe 

same general eort u the beat 1t has recruited. pnrviou.91y, but t.he7 

mtey .re~ire 1<DeWb.at ~ tom.al. acient11'1c tra1n1na. A part1aul..ar 

ll1umtrat1on or t.he pl'eaent situation 1a 1\imiahed by the eppa:Nllt 

pp vhich .n.t. in JrSA. between the tradit1onaJ anal)'au tm4 tbe 

akill.ed progtW1' Oil modem Cc::qNtilag machiJMa • Kew recNit.a 

ahou.14, amcag other nC1111wnta, be mm*-> cc br14ae thia pp. 

• 
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,_ ..., .a I* SI 1111 ... eta wA1 Jlllr llk--11'•• ..,,, II 

la .. 'ht •· .. ~ ~, ... sea, ...- .. s11 A 

w= '111 •• - *'* C--tnc _. ~· /M P••at 

1'9 MR .-.,s.w ~ U. b9m ._ -~Jwhzz \ ol a 

lap •aale ~ pl"OCl'Wm f'or mw COllpltaJ' wbiw at ~ 

l~ to be UMM ftll' the ta 57• 9iU HE iha• hardare-

POI" ennpl e, t2le AaancY 1a probahl~ mare deeply 1nten:ste4 

1n baste ecmmmicat1on theory and 1ll t.be CCDplexitie• or lir:l&Uia~ic 

•tructure and h1gh-ot'de!' laDg\B se 11tatutic• trum any other group 

1n tile coontey. 'lbia u a field or great subtlety end cballenge, 

a:N'ordillg aeny opportunit1ee for open and revard.:ing scientific 

a.c!vances. However, KSA. sppeare to/have no ~ going CJD in thia 

or rele. ted inf'arme.t1on-theoret1c /direct1clla . 

'!he proble:n ~ recog:r:tltim 1e e.180 crucial. 'ftle wse at 

visual d1spla.y11 as a poe•ible/ means or recognising and identi.:fyi.ug 

obacUl"e logicel structures /is deacrl'bed in another section. 'lhere 

1a also a -rery important ~ognitian problea 1nvolved 1n the 

_____________ tand other •1tuat1.ana which ll6mD part1.cul..az'l~ 

pranbmg for e.xplo1tat1oll. 

a period ot ;yu.n b7 a mixed team~ -.thenaticiau and •tatiatic1ana1 

pa)'Chal.ogista, and. •g:S,,...,... It 1'0014 Mm th&~ the ~ llhaW.4 

'1'.l Ill-5 



-· ,,,. • ... • ..... ta tads ftlU. ltl '~. la '"ti-. • 

=at t wU •c:u• ..- -* •--* t.t•&llllf 1 , r. --..• 
» • • • • !llnt.tata f/11 ..,>wt ota er • uwe.. -., 

~ tt4 • ~ o1 air 'JSS. an ta waw-t 

be :f.n41ea1iecl. It S. mpartm:it, bowenr:r, 1hat t.bi8 .a+h•ettc.1 
) r , 

Upeota be aautnel balM!lJ IDll lliafidaSa a ntt1oient toQeh wi~ 

CrJPtanal.191.e itaeU'. !be Pl"elJeDOe at aecurity b&rr1.en• wall U 

~ en.t for 9<me O't the .. ben ~ par\-time a4v"1aor7 P'0'1P8 t.o 

DA lluch u SCAMP 1 the 1t.rc:llg tred1tiana or academic mathematic• 1 

etc., probably tend to BhU't the attenti.on ~ man;y- matbematic:1ana 

to problesu vhich tall within the normal 1D.t:ellectual organisattai 

ot matheme.tica, but. may baTe only peripheral. or supporting 1n1'ereet 

to cryptazialys 1a. 

and ad!n.inutered ita 1ntereata Ylll 9pen a broad and rnard1.ng fi.el.4 

~ acientUic endeavor ~ the hiabNt 18ftl1 mad 191; it abould be 

effort 1a nothing more er leH than the ~ ~ t2ie t.beor;y and 

pJ!"'ll.:;tice c4 cryptanalya1a. 

I;. ..... 
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9lo8 1'llDk. lpOmored 'b7 tile JIBA m 11Cl.S4-.1i&te l'hJ'9Sa 

<-.;t indeed be important acN'!emic reaea:rch, bQ't 1 t.e relat.ial to 

Al!Jtittot!Y D8el2a 1- 'b7 DO_. ~ to the •tandard.I proT1.ded by t.heir 

apoll8ored. 1iOlk 1n ph191.c9 c4 th~ upper atmosphere and theo:r"etical 

physi~a. 'niis ~ sppears to be an UlWJtrat1on c4 a cc:m:DCll 

response to tbe :frustrations that :must enter when public •u;pport 

ot :t'undcnent.'.?..! research 1s intended to directl:,· support so nar:rov 

a. rru;?;e of s:prl~cr:.t:1on.s as !tSJ,'r needs provide. '!he ecient1.:f1.c 

sponsors of suc'!J. research reco.;ui.~e the difficulty, a.gg:raveted by 

securit:;, of obtu1ning sol:!.:! c-ol"ltributians to tr.e lnr.:;c eJqllor!ltory 

develop<Jent progrnm they Qr" tryir.;: to !tu;irort. In reacti.an, they 

support g.1.emoroua ~ videly accle~ed i;ubJects and prof'e:usora. 

'l'le output :t'rcn such vo:c!.> ::iecn!: a ,1'.il:t: ~1n.blc object o'f puhlic 

e~enditu.re, and 1s usually ~c.i.le1 s.n octe."lt1:!1c pro(7'eae, although 

it 1uw a.1.:m.oet no intern~tlan vitL the NS.A. Such appean to be the 

case, fa"!" e;rnrnple, 1:: 't..~c ca.re:t'u.lly chooen support of vork on cyclo

tron resonn.nce in meta.lo at the University at Cal.1fom1a (where,. 

1ntereet1nely enough, the discovery, attributed to NSA support, 

of t.h.11:! ·?t:r'ect 1n t1Jl tall.oved it.a observ-aticm elae\lh.ere 1Jl other 

met.ala, like biSI!lllth, by a ye.ar or ~:!"e). A similar aituation 

eppa.rently exists in support of the v:.rlc at Harvard on the e:ttee"\a 

'a IV-l 
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fll p 1 ZN • .i.-t eJaWI I llr .......... , ., ... 

, .. 
.. "*hh w u--' 1lbe 1'\ 1a ..U tl!&t J •111 patw1m•, ._, 

ne.11- tba\ at l'ft••~ ~ l1nk .. ot tb.Sa i.1m:oh wf.tb b ..i. 

!JrtuMim fd the ~ ~ 18 too I Pbe to ia*e iN!r ftwA 

attentim.. 

While tha total anm>al coat of suc:h worlc 1a lea• tib8D Mlt 

a mlll.1oo doll m, it aeem.a :!mpartmit to bring rut the miaMd oppor

tunity to get done basic wen really relevant to t.he needs at llBA.. 

At the same t1me., or course, an alert be.sic d.e-vel~ent ll'Ul"YeY should 

make it possible to take advantage ar the huae YOl\De ot tund.ol:lcntal 

physir.o of solid.is, and ot other thing8 1 'Which 18 readily accessible 

for N'S.A p...ir)oses. 
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--1Trt:O""flP~s"""'E~c~RA-l'!::E:-1-T-· -1m::.1n1 R 
'/ (b ) ( 1 ) 

/ • (b) (3) -5 0 US C 403 

•MDI'• . . , . . " . ' - .,._ / (b ) (3) -18 USC 798 
._ ......- (b) (3) -P.L. 86-36 

(• flftl•' ...i.., 
A -- r... the~~:- 3, im,Ll, 

tbe fumat1rm ot W.. Jlll)e1,/ 1'or the \«lbMeal ~or1 I 
_________ _.l···'l!hta toll.owed ftC)I mtat1.cm or t.be PNsULeat • • 

Boar4 ~ ~azata Oil Fontiol !at.elU3""\09 Act1vft1ea, u llP

provecs. by t.be Prea14mlt B:ld. I": fel'!'e4. t.o the S.Crvt.ary ~ lehaae 

amd the Dll&ct.or, ottica of fu!'e!1.!Je tbbSl h.et1oa1 cc .1mlu.ar,y' 29, 

~.JC.il. a po:la.l w.G i·o~.~ by the Scienee h!viaory Caattt.ee, 

ou~. and ~ hAU n oeriec ~:r - '").(·f .~ by repreaentntlves or WCIB, 

crcr..;... . i':x. :u-...a or irtudy \ .'!?!l ·;;.n•:.UCJJ.Od to c(M)l' the \Ibo.lo nmsm 

of' .:;c:u;;·.11. (..-t iOD.G lnt4.ll1<:~.e:::.c e aad &J..so n:Lm, u Mf.nll!l4 aeceaaar)" 
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/ (b) (1) 

(b) (3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

, ........ 
...,...., ... - -I...__ _ __, 1 dS«a flJl .... 

-.l1111181''"PHhw z,n.. lbefwl'• W. 

t.w otl le~ ba4 to be 'bM94 m 'mm\elp f4 

the crhwe at.&Ktin8 1.ntamatim Gil no"ns meoh'- ml •tbo49 

____ l/Al.ao, u. niauaa ot_I __ 
irat.llipnoe mon geawra1.l.y cw up repeatedl.7. ~. the 

Pwl. hu scme mpec i&l :.NM1np en teclmical. ····actirltia 1n tibia 

fl.el.d vhiab may be sva1J able •eparately. 

'lhe cruc1al poe1tion ot fi.eld work ( 1ntercept1.co an4 

proceHing) in bo'th t.h.e coat and effectiveness ot the. C<XDI! 

progrem caused the Panel to seek more inf'orma.ticm cm. t.hia tllaD 

could be reosonably gained in Wasl:ington. Hence, at a suitable 

time, which covered much ~ September 1957, Dra. Ga.rv1n and 

Self'ridge v1.a i ted importnnt. ins tall at iala 1D. t.b.e ... 1 ______ : ~: : ~ : -so u sc 4 o 3 

(b) (3)-P.L. 86-36 

'lhe Panel. f'uncti.o:ied in areas of Goverrnent more aenai-

tive BDd restricted than moat sc1entit'1e people be.lien can be 

e.f'i'ectively studied. In thie caae, however, the cooperaticm and 

disclosurea of the relevant agencie• vere mo.tly superb. Far 

th u, t.hmllts ere given to the Department ot Dot'enae, in partiDula:r 1 

General G, B. lrak1ne; the NSl, 1n partieular, Lieutenant Oeneral. 

J • .A.. Sam:tord; and to the Centra.l Intelligence Agency and. the 

:Federal aireea. ~ llrreat1gat1oD. 
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........... r•'•'•• hca1•, s. •••11 1 • atw 
a .-S.tliltw) _,., 91 I t'• e1••ded:la• ~-..... i.am.--
..... OCJ ....... _Ml! ... 

~ tM JIM wm1t, Dr • .L liakcw (with 1lbe Ml oap1•-oe ~ 

Brip41a' ~ V. •· Jl&rpA), Nr. A. t.v.:iaoa, Dr. I. Dlllbeek, 

ad their uaociate. vent to endless pa1mt 1n c~eteneH and. 

cl.ariQ'. 'Ble7 haft, oar gratitude &l.eo tor b.cspita.hle, lMlt. pr1n.te, 

placea were the Pemel cani"erred, and studied highly sooret aaterial. 

Indeed, the P8nel. could h!Eve hand.led such material., and 

'W'Ori .. ed out ite own :t'indi.ngs, only vit.h the constant, skillful, and 

highly und.entand.ing support o! the Office o'! SPcurit;y Serv1c&a, 

NSA. Ita sss1grxnent or Mr. J. A. Groc:ms, Mr. /... ; . Mat!:.iaen, and 

Others to f'acil.itate tJie Wale :project VUE> CS&~tia.l to 1tD .Progt"CH • 

Perspectives f.!xtenC.~ over- the vhnle scope CJ...,,. ;uo..:icrr • 

.America."'! ·ryptology and c'Y:t".lunic11tt~ Lt.el· l.3;ence Jrere e::q.._;..-tl:. 

and generou.c;l.y give:l the Pa"lCl uy Lie1rta•nnt Ge:ier(..'... ~.;(!.. 

and Mr. Will iam Pried::D.an • 
(b) (3)-P.L. 86-36 

...._ ___________ __.lc...'1d a:.: .er.; o-r the ..,; _'. iencc 

Advisory Boerd of NBA kindly brie1'cC u:: 0..1 t!.e J- c-...rrc:.:lt 

cone iderationa. 

'nie Ofi'ice a-r !>eftmae ~b il i::a tic:; "..r&G 11ea.d.q\lb..rteris , 

vith Mr. D. Z. Beck.ler1 or t..'l-ie S-:iencc A:1vi3arj :::CD.aittee, mal~~c 
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L. v. Aln.rea Qii.YUWit7 of CalJ.t'om1a 

/ .. v. !ode Bell t'elepbaoe Leboratorl ... Ixic. 

It. L. Oarw1D Iaternat.1.on&l. BusineU lheb'"•• Corp. 

D. A. ~ MM•. .tu.t 1 tuto or TecbDol.OQ' 

J. w. Milnor Princeton University 

J. R. Pierce Bell Telephone Lnborutor1e1, Inc. 

I:. Roe.beater Intemnt100&1 Buainess Ma.chinea corp. 

o. Sel.f'r1dge Lincoln Le.borstories, MIT 

J. \I. Tukey, Conau.l. ta.."lt. liell Telep~e Laboratories, Inc. 
and P:r-incetoo Univensity 

'lo!'. 'Jo JiCJ;cr, Chaim.an Bell ToJ ephone Lnboretortea, Inc. 

A. M. Jleaaoo (pa.rt•ti.me) HtJ'V~ University 

Septe:?iber 20, 1957 


