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1n emmmmiontioes uuu.tm(m) i o
ey techunigues gave us {mmediste snd camplste access to most
aneny Migh-level oommmications. COMDE is still of greatelue.

Only furthar rescarch vill disclose the pocsi-’;’/

bility end extent of exploitability. Zvem with the grestest

optimizm, it 1is clear that /
F | Our cryptanslysts believe that

sane of ouyr own cipher machines are entirely unreadadble with foree

secabls technology, even if the ensmy has s cooplets machine, emd
wve bhave no reascn to feel that s similar dsgree of security is :'

beycnd the capedilities of other countries. !
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eomts for our /f ¢/,3;  | moaeea,
num;wmmmmmrywtyumn«m
s we d0. L/

nly through researsh o the fundamental problems of

cryptalogy, as vell as e / L hem=

lelm,cmvebopotodedviththommmdfectinmsof

the cipher machines of | ad perhaps to read messages

that aro nov undeciphersbls. The cryptenalyst needs maximum
assistance idx:n[:::::::lgﬁtiau undertaken to discover both how
ansny cipher machines are canstructed end hov they are used.
Modern cryptogrephic systems include elaborste safegumards to
lixmit one's losses ir the event the system is breached. We nust
assune that in many csses success, by vhatever method, may mesn
ths ability to read either a mmall grouwp of messagss or & con-
tinuing amall sampls of messages, rxtber than the oamplete traffic.
Signals can be most effectively exploited by integrating
the processing of COMINT and KLINT and by speeding and improving
collection and proosssing. This ealls for certain crganizstional
and technological changes, and for strong snd effective lesdership

by the KHA.
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the pattern of Ios Almaos. nmmwm-,,,m
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nov workiag oa Fndothen.
The over-riding priority assigped to the W“ﬁ .

L shmxldbemlmd The intellectual problem

is much too refractory to yleld to administrative pressure, mdl' ajl
extrems euphasis on this ons project harpers the KBA ed bee | |
litties {ts many vsluahls cootributions in other directions. ",
The non-research components of RSA should be Judged solaly
ou the basis of the timely producticn, and efficient supply
to consumrs, of intelligence dsrived from all directly ex-

ploitable comunications snd elgztromic inberocepts. To this

roquind. mwpm,mmmm'-
B/D, wil} require streagtheniog sod expension.

To this end also, w recamsend the responsibility for and com-
tmloflulrprocuungmdmlyluhmi@dtoth.
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Our iatelligmos progrem is & major teckmical wespon.
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The Panal wu the hm Myvisery Committes
ofthoOfﬁocorMmobbulutien, at the direction of the
President, has st\m.id the ﬂ!rive.tim of foreign intelligence,
particularly tm tho mogt secure codcd copunications of the

|nmmlyqppo.mntthctmothcrmhodsot

gaining foreign intelligence lhoul4 be included in the stuly, S by (1)
_ 7 (b) (3)-50 USC 403
and, after appropriate consult.ttiqnl, the charge to the Pansl 7 (b) (3)-P.L. 86-36

w3 sonewhe’ broadensd. The vork of the Panel nas been chiefly,/"/
baned on infor:.atica obtalned f"u' the N3A, es the princip&l
TeLhe O Jomeim carmunieations intalligon e, out Lhe aoopcrl
tion of several other govcmnent sgencies ia n.cknovl.d.ged
The Panel has been i.npraued by the ca:plaxity of the
ceryptanalytic problem, and the vu'iety of military, politin-l,
and technological conudnrn:uon- vhich enter i.nto t.he over-all
situation. It Les bean p..rt.i.culn.rly irpressed by vast chancos
viich recent yoars have broucht hoong thcn wre ‘
(1) Amatimnucinthonlatinhpomcof
cammxntmmwmmtmm

| |mmtqzun;mm.ow
This has led to a grest incresse in the bulk
of intereepted COMINT msterial compared vith
any previous peace-time period.
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(2) Te grest taswense fa Be Sportense and
wrgmay of cartais kinds of ONONY tatellge
gsnoe beemmee of he great spesd and &~

structive power of modern wespoms.

(3) An taprovement in the wnderstanding ead

tealnalogy of cryptography whish hac led

t0 the wide use of cipher .chim vhioch
have proved invulnersbhle even vhen attacked
with the aid of the repidly sdvancing art
of alectronic computstion.

The magnituds of these changes is 80 great that the role
of COMINT in cur intelligence effort cannot be properly Judged on
the basis of previous experience. Intelligence plans snd actions
need to be thought through from the beginning. Tha Panel has
made no attempt to undertake such a camplete review. It has,
howvever, emerged with a mmber of conclusioms, vhich it feels
must underlis any general reccasideration. Its conclusions and
recamendations are expressed in detail in the verious sections
aof the report, wvhich ere summarized below.

I. Introduction

Much of the judgment of the Panel concerning the intelli-
gence problam reletes to the best utilization of our national tech-
nical abilitiss. Iecsuse these are concentrated in the N2A, the
structure end operstions of the agency are subjected ¢o searching
scrutiny. Rescomendations for changes should not be comstrued as
s critisism of that highly competent agency in its present role,
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of less th-nﬁihs hiquit level are @nn

ciphered by a machine called

r.dndtharmclbclimacurmtmduumwumpmctml\
ta:mlikely by cryptanalysis ‘natded by-.cuvuy. Ao 1o. “1
creasing smount of both| ;’ ‘@ ; 1
1s routinely| | The m1 b..ucm thet
this also vill n-vcr'bo read aaqplutcly llthough a -nnll pcut, not \
of our choice, uny or may not b. !-nd boclusc of c:voun in opcr-zian.\

The prospsct or our being -hl- to x‘-d.nnssagnnl tlx:t by
’ / | something which voula for the

bc technically 'trliahtfbrV|rd emd vould prtaunahly be

done routinely (snd qpp-r-ntly has begun) when unusual .ocu:ity

is desired, is of oourno mallpr yot. Teclmalogy is lrrts&.tihly
making the -1tu-xinn vomlo rether than better, snd whet 1: oY tunn
of the llv beoame trus of other, tochniclll:’lalo-
sophisticated ommtriss.
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pare of COUNT astivities. mmnmumn
propartion to the valus of 1ts osatemd or %e the prastisal |
mnwwummcuum.nn—dm
aalytis serwtiny. mctmdw
1s iapossiils, and ve wast mebe the wisest sapling of(
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esilly & pessidls. Othaw byafris w 'il m y -cam
should be made o Ldentify -
1n the f1e14 »o \uat relsted, Mmuw:muua, tnm.c

th.tr-nnam.nvolmq
mmmmsmuwmmmmg-ofmw
redistions call for mtegr:tion of callection snd Ldnntifiottim

activities. Chmgu in ccummiccticu signals and the use in

some cam\micltions o{ increasingly high frequencies,
including the rango,hu.nd.cmmmimimnum‘h

hard to distinguish froa

redistions. Rplicstion and separste operstion of intercept
facilities, and separste procassing, such es in operation ot
Kally Pield, are not only costly; they could lead to dangerous
dslays in the interception end evaluation, snd even ths identie
flcation, of new signals. M incamplste evalustion of signals
through separats intercept and processing of various redistions \Vb
mmwtmmnmormnightsMu:my. \[\\l/
mMpmmMnuuuntmmu \\\L
mifisd vith COKINI activities under the direct control of the BSA,
vhose wide socpe end umparelleled techbnical competence afford the
proper setting for this sssential integretion of effort.
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eollect and processing (b) (3)-50 USC 403

- o » exsrcise is M in (b) (3)-P.L. 86-36

order to avaluste the speed vith which the NAA could imtercept,
process snd make evailabls mnummmnmm nder atme
IV. Processing snd Avalysis of Ccnmzu.c&tiom w

In oxdar to ooyocfﬁcientlymdpmm&lyvithm
tmm&orcummormumlm, gxmm
mutbemadeinthemormhinesbothintbepmpmtionot
mxterial snd in eryptanalysis itsclf This requires, among othcr
things, that material be mordadinthc nmmumrmt-
able for machine reading, qx for swvift, automatic omnicctiqn\
to machine headquarters. |

A vigorous, indz_pendant, and well-directed program of
systems engineering -nam-lmmt 1s called for, both in the
specific a.mtofmac.hinc readable recording at ut.crccptwdm

the general area of nachina processing andl

| Meny suggesticas in this direction bave

I+
already been advanced.

V. Yo Sources to

COMINT objectives should realistically reflect the
accessibility as vell as the potential value of material.

Presumadbly, the infommstion contents of memy secret
nesafges are actually reflected in masses of acoessidle

-
- -
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countries, at loutin conmction withl

Putmbtim mmmmndmguul

mmmmmmm-nmnw

-nuam,c-ototvum-nmmmmunnmunﬂ
organization and operstions, but vhich is not mmﬂﬁctotho
realities of today. What 1s needed nov is & complete division

betvesn cryptanalytic resesgeh o ot e
-utull productioa of curremt intelligence. |

T by (1)
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mnummnmm “Vﬂlmmmwm ' (b) (3)-P.L. 86-36
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remote chance of | lta the future, m ‘also
sny possibility of e
traffio Tor the eneipher-

nent of susd tyraffiac is bound to become mOTE® snd mtOye effective.
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| to the point of, but not beyond "production” ex~

ploitation. The successful operation of such sn institute calla for

the ultimate in effort and selecticn in ths recruiting of persomnel.
Toe remainder of the N3JA ehould have as ita enthusisstic

alr the most rapid and akillful supply of ccmmmications intelli-

gence to users, based oo currently exploitable COMDIT meterisl and

on ELTST material. It should be supported by a vigorous systens

cigdneering and development progran directed at the over-all

problans of improvement end mecheaizatica of the collecting end /')
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handling of meterial.
In order to secure the most fm:lepomtma zod

to make the best use in thexn of the tecimical knowledge and strength

of the NSA, much more detailed technical cooperstion should de /
|

[

proucted between the N3A end the CIA. 4
A snall growp concermed with intelligence about

eryptology should be established samevhere in tbe U. 8. intsele
ligence commmity.
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The Fanel assembled by the Bcicnco Advioory Comzittee
diroction of the

of the Office of Defense lobmutian, at
President, has ltudiod tho derivation of rordm Mtemmco,
particularly rron t.he most secure coded eomm.leatiom of the
[::::::::::]/ ‘The facts fuced -ugg.-tod th.t certain aspects of
other forms of gaining foreign mtelligencc lhould also be studied.
The charge to the Panel was then, folloving conlulution vith
appropriate individuals, comspondingly brondenod

Concern with the results of t.hin study is assoclated
with differing interests, mponnibilitie-, and u:tiv:l.ties.
Ascordingly, the report has levera.l a.tnl, proninmt among which
are: |

(1) ofrsring of judgments sbout exploiting the most difficult

| in order to

provide s ucimtiﬂqﬁ/buu for policy decisions.

(2) 8urveying possible’,,s"‘ndvnnces in t.he technology of exploiting

Jinord.ertoenauncon-

sideraticn of the application of all presently conceivable

facilities toc the problem.
(3) Proposing a revised evaluation of foreign commmications
intelligence, in order to develop a more quantitative basis

for the most appropriate distribution of technical effort.

TOP SECRET EIDER-
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(v) Wuwmmmmmamm
of ELINT sctivity to OCMINT,

(5) Recommending some altered festurss of Naticoal Security
Agency's structure and operation, in order that the Aclncy
may mest the present and future challenges of rm-d.gncc-

mmications sources particularly well.

{(6) Providing an open viev of the besic issues of eo-unicltionl
intelligence and cryptanalysis in terms of modern .ciﬁhé:o,
in vhich the future problems of decipherment, procsling,
and interception are outlined in generalized aspects. :“:

These objectives relate to the administrative, ﬂ.lit.uw,
diplametic, technological, and professional aspects of the 1ntel-
ligence community. Because of this diversity, several ltnll of
technical detail are included in the report. The l.ppendicu pro-
vide deteailed support for the conclusions stated in the botbv O:fi
the report. The technical adjuncts cover more technical upect.s

of apecific situations. B

The body of the report begins with an l.ntroductory

section vhich attempts to place the exploitation of

commmications {n the hiararchy of our technological national

security effort. The wvork on the 1l

sumarized in the second section, in order to bring out the

present position (n

2
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eighors, The third sestion eoveze the erigiail dowess er tmte~
etgtion of eur whale commnisstions tale. ¥This lays & basis fav
censideration of the tetal saw msderisl aveilsble to agply the
shamging intelligence needs. Methods of hanfling the Setal cele
lection we may be able to ssquire are tresied ia the feurdd
section, which deals ia partisular vith yrossssiag snd smalysis
prelininary to reading or other dispositicn. The fifth sectiom
treats the chenging positiom, in foreign easmmiocstions imtel-
licence, of
eiphors. In this connection,/

0 USC 403
8 USC 798
.L. 86-36

o,

/7?1:;&11:, reconanded nodificationg on the fom

and operetion of the major comamications intelligence instrument,
the MJA, are dipcussed in the siwth section.
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’de’thm ummummm
vmum,mmm m-u«m
mwummdmu
WuummMnuwn¥Mumu
thoninduﬂmirit,oomeofitcttmglsth.jptmumm-
trol of information. |

Unfortunstely, mpeacetim,ifnat mm,mj,phu'nd
emmmioatimomheusoddalibm‘telydvithcm, so that today
the ports of errors vhich leed: mmtimmmcenmuldmmxr.
In peace it is also very much barder to nscocluzo coagmni cations
ummmawm;mmu@tmn-mwm
coatents. |

mmxmmtymmmmmw
doal with this very difficult situatiom. This lhlual soes the H3A
&3 the principal force in ocur struggle for lucﬂ: 1n11=u:ut1£l1

mmuummu“mwmmm
M&mw,mbmty,mdiwimdm
mm,mlimlmmmcmmtymth.miﬁd
orgmisation, | [have encompessed
the vast bulk of the :mm
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significance will be disowssed in the following sections. To deal

——— e

vith this situation vith any effectiveness, our commmications J (5

DR S T

intelligence skills, particularly owr cryptamalytic skills, must
be completely integrated. Dilpertlon_cqn_lggq QEEZMEQ_F§‘
scattering of ocur meager decipherment talents and to an Lnoffec-
tive and inefficient use of them.

Accordingly, much of the judgment of the Panel on the
foreign intelligence problem will relate to the utilization of
our national techrnical abilities. Because theses are, fortunately,
now mostly ccncentraied in the KSA, the structure and operations
of the RS8A will be sLl ecied to searching scrutiny.

This should not be construed as a criticisa or evalua~
tion of the Agency in its present role, but rather eas an ingquiry
into hovw it could best contribute to the overall foreign intel-
ligence problem. At the outset we render to the N8A the highest
confidence and admiration that we xnow. Its technical achieve-

ments are unexcelled, and it deserves the unqualified confidence

and support of all civilian ana military departments and agencies.
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1 ) nd.
eoapt through the grossest misuse or w thl:l.@m 777777777777 o

Hs)
tion of ayplensntery iafommstion. lo-eﬂ.hlul“- are -: E;Ei;:ﬁ%“g;gg
sxasple of this last, most difficult uw “

hnpﬁ:mmmdnwumciphu‘d
um-mmmungcumtuofuymnn The used key ns-
terisl (mrmywmaummrmww
ortham)uthanm'tmnd. If the key material is prope

erly produced, as k-ywvnmt certainly is, and if the
key 18 used but once, u:mwmaunnmu, suah
enciphement is, both theoretically and prectically, completely

unreadshle, aod this fact has loug besn recognized.®

* i paragreph sumarizes cne ares of the subject called

%ﬁhmn, the aryptogrepher devises either intricste
G or machines for trensfoming the sucesssive sharacters,
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by turning vheels), or electrically (for example, by aligning
contacts on vhesls), or both, atahid:prmamgmtc,;bsn

resulted in » great ocse in the use of encryption. %r,mt

Cryptanalysis offers oame hope ¢of success only wvhen
the ideal rules are not being observed. Furtunately, the ideal

rules are not too easy to put in prectice.

First, it is not quite simple to tuild a reliable
gnerstor for completely randam key. UWhils & mmber of technigues
are known, our own experience with this problem shows that, unless
the machine is rathar sophisticated, it tends to bresk down gquickly
and produce a hiassed sequance.

Second, it is difficult to prevent seocond use of the
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Beles yoi GYebens A2nest wweekedle ou sirestts easvying &
mmmuuaumm;mm
tmaedistely cpem the systen 10 aryptezalytie atisex. During
mmmwmuwmmamm,'
w,mmmmmm;nrunhrpm
of this trauffie ou a currest basis. mﬂaﬁmm’un

sfter the war,
qppa.muythcirf

rxcy vhich u

uaadmctlyt\ucopmcryptomam&mber“mh
wvith the greatest ditficultyavmhynrywmm;.
Most of the mumgmc‘gu-mm x-a.t-

fie inm,j;otbiorv—uuatm. Unfortunataly, noumlu

of ra—uuot key have been found in any,

{ (b) (3)-50 USC 403

{ (p)(3)-P.L. 86-36

of finding a fev mOre readahle messages from this period and to
noke & definitive detemination of wvhether or not re-use exists
in the nore recant traffies. If this is unsuccessful then sus-
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tuined efferts te widl be
ohendmed. If sericus offart wve then shopped, 1% Weuld bessns
Sapertent to maintain sume yeuting check em the STaffis ¢

dstarxing, for axmmple, Whether hey Svitsh to some othar systam.
fhe Agmey hopes t0 be ahle $0 mske this weteb-dog eperstion

ompletely sutamatic within s fev years.
is very hlesk. mmmummmmmmumi

basie principles of correct ped usage and that they are now

capable of producing key properly. Anmu-xmmrma

these appear to be unblassed. There 1s every reascu o balieve

that they are nov operaeiing their ped systeas correctly.

At present, therefore, there is no way of |

one-time oumuunications except by gaining acoess t0 the key material
aad copying it without detection (dstecticn would undoubtedly result
in the kay material being dsstroyed without use). This is one case in
vhich technical Judguent, bLoth in the intelligence ocammunity and

in this Pangl, advoceates

T —— e

by (1)
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Mn—uﬂuamummumw
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Of courge, Mmmm«m
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TooTo
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this involves & considexehd® effort.

m-mmm,mwmﬁﬁumwﬂm.
uunhbylmmm,ﬁthcrneotmwofuy
toremhchamtarotmmtobetmmittg&. (This suount
aof key must be provided to both sendar and recipient, snd, for
highest cecurlty, separute key must ba pmdadvtxm e sender
stemmmmwtgtmorqgnmipiauts.)
Fommerly, enciphemuent wes done mlulivchrhyhmd, tut both
hmdmammuizedncbhodsmnwm#c. Becxuse machine
systems, vhere much sualler gaounts of koy—lﬁu material pneed
bemmlytmsremdfmmwwmtw,putfum
load an the secure trmmisuonandqfiomge of key-like material,
use of cme-time ayctauvillpreanq’gly continue to be restricted
to the nost delicate ca:zmnicati.cns. Thus, a review of the
"sociology"oftheuuofcne-tine’/padsmﬂ.dbohalpm M
minatimot\mm,m,mdhovthayu‘MLnour,md
inother,coxmtrieumm;iveameinnightimtheumiﬁmu
of antru.cuhreimm,

if the messags itself cammot be reed.
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|

or use of cos-Atae ped Should be eetimed.
(2) mmmmumuu—uum-u-
tine key material “
(3) An operstional stuly of cna-time usages mimed st deriving
inaifental intelligsnce should be considered, 5inoe no
direst mtack fircugh eryptasalytic study is possible.
2. Machine Enciphement.

Yor many commnication purposes, cue-tims aystems are
to0 slovw and reguire too much oy material to be useful. Thus,
the vulk of enciphered material is smnciphered Ly cipher machines.
In machine enciphement the kc, !s in priceiple & fuirly short
list of initial settings of the¢ zachine, comprising s number
of chararters very such maller toal the mmber of charucters
in the measage to be encimsrwa.

A e¢ipher machine makes use of an snciphering box
vhich converts plrin-text letters to sngipheyed lettars. The
cipher box may be operated by & typevriter keybosrd and print
out the cipher text, or it may bes cpersted by & telstypewriter
tope and prodace electric signals vhich are trenmitted directly.
The plain text is coaverted to cipher text by a somplicated mase
of alsctrical circuits vhich ere rearrangsd in scme fairly
re@ular namnsr after each text lstter has been amsizhored. A
simtlar eguipment decighsrs by nmning the eaciphered text
through the eiphering box beckwards. Cipher mashines, eince
ey oparete ot Vpewriter spoeds or faster, esa acoumodszts
mth larger volumes of truffis them hend aystens.

SE L1 9 EIDFER
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atybhering er dusighoviag o nossnge sSoguines fived
e cijher saching s40lf Sogeiher with any muxilieny perts %0
e wied with 16, and sestnd %he My %0 o uend with the
individes] nesmage. Tulp oy wseslly coneisls ef Vb salowkien
of esrtsia muziliary campcuents, the plugging of certain wives
m 8 plughoard, the setting of certaia dials, ete. In prestiss,
oertain parts of the key, usually those reguiring the grestest
physical effort to changs, are the smme o all msssages on &
partieular day on a partieular cirouit, snd only relstively
minor changes are made in the kqy froa message to message.

While the mmber of components in the key is rels-
tively azall, rarely over a dosem, the total msiber of dif-
ferent keys is found by multiplying the mmber af posaibilities
for each oampone:t and the resuiting mmbers pxy be of & sise
mich to0 vast to be disulssed &3 merely astronocaioal.
Experience with Earlier Moochines

The cryptanalysis of s machine systea falls naturally
into two stages. First, there is the recovery of the machine itoelf;

that 18, the detemaination of exactly how the machine yorks and the
wiring of all circuits in the machine and any of its suxiliary
oxponents. Second, there is the dstamipation af the individual key
for oach nessage. Because of the prectios mentionad sbove,

this usually breaks into two parts, dstemination or the daily

kay and subesguently the nesssge keys. Understanding of the

besic process is perheps best obtained from the following sketch

of the attack on the Euigna vhich was the principal aiddle-

lsvel cipher maching used by all ths Gexman military services

9-A
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Guring the seomnt war. Busesss ta Pesding this Gyvbes ws
almoet $08a) and mey Vell have had & deeisive iaflueses @ the
The maching 1tself vas & medificstion of & oam-
mercially svellable machine. Thucugh on the part
of the Foles Just befure the var began, the basis design of the
aathing nd the wheel vwirings were knowm. Bw kay wes aads \p
of four parts: the steckar vhich consisted of a mmber of wires
to be Plugged, the wheel order, the ring setting, and the
window setting. The stecker vires ocild be plugged in soae

(
(

[
{

( )
( )
(

w W

-50 USC 403
y—p

)=P. L. B86=36

oo

10,000, 000,000,000 4ifforent ways. The wheal orders offered
330 possibilities, the ring setting, 676, and the window setting,
adout one-half million. The total mmber of possible keys 1s
the product of all these mmbers, that is about
100, 000, 000, 000, 000, 000, 000, 000.

This mumber is more or lags typical of the gituation presented
by any cipher machine. Tue prineipal thing it tesches is that
large numbers, in themselves, offer no guarentas of security.

Jemaan cammunications prosedure changed the first
three parts of the key daily; only the vindow setting veried
from measage to messege on the ame day on the smae circuit.
mlmttutwmwmlwmudquﬁMtpmb;-
of finding a whola kay only ance per day per circuit; after coe
message was out the rest could be reed much more essily. One
tSadhaigue for the latter tug: was simply to decipher the mes-
sags using every possibls window setting and sslsct the one
which made sense. 8inoce there were only about a half-wmilliom
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pooniilities this.guavll 0 b sulativily cany with high-apesd
destrsnis-aschanisnl egipnent.

A sinilar try-all-4he-pessidilitiss attack an the
Gally key is conpleialy umpossihle, sines even sb the highsst
elactronie spesds we can rationally imagine it would take
osuturies of machine time to nake the trials.

The daily bdreak-in wes acomplished hy an {ngenious
eandirstion of exhmistive tricls and gusasing. First, ome had
to guess the plain text underlying a short stretoh of cipher.
If the ring setting was favorable at this point in the cipher
ther: it had no effect on the recovery of the cther three ele-
nomts, the stocier, vhecl order, and wvindow setting. An
electrical clrcuit vas dsvised vhich could test io one step all
poasitle steckers for sach etkbinstion of vindow setting and
wvheol onxler. The reguired mmbaer of these trislg wns then
ebaut one-half aillion (for tae wisdow setting) times 33 (for
the weel order) or same 17C million. A large mumber of special
machines (called Bombeg) were buillt which could make these trials
in a few milliseconds onth ad an exheustive nm could then be
mede uaing sbout 100 hours of maghine time. About fifty million
dollorn was expended on these machines stiioh representsd a major
diversion of our electronic sikills during the war.

Once the routine bresking of the traffic started a
mmber of favorahls facts vere observed. The dsily key lists
were spperently made wp in a noa-rendom manner and this
materially reduced the mmount of machins time required for a
hreak-in; 4iligent study of the texts of Geciphered nessages
9-C S B

- s - P o \




(1)
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(D)
(b)
(b)
(b) .L. 86-36

ST W o ,
fagroved sur sh111%7 %0 Mte the sl1-iaportent Jeelintaary Peses
s way vhish gisplified cur task; ete. The over-all «ffect of i
M“uM“mMnmm‘umMMM
of the traffic from 1942 until the and of the war, l.nqiuot
the fast that the Jemens introdnoed & mmber of additional
coxplicstions into thelr usage as the war progressed.

These possibilities as discussed primarily for the
Garman Fnigna had been brilliantly masde use of in other cases,
as vhen masters of the cryptanalytic art, such ss Willism

Friedman, solved Japanese nachines and eerly nodels of the

Ushappily, the actunl readabllity of a message depends
not only on the smount of kmy used, but on both the aophisticatioéﬂ
end canplexity of the enciphering machine and alsoc uypon the lnm-
ligence and oare with vhich it is used. We may note mconnectien

vith care in use that although messsges encipheredbymstusersét

this smie machine. Presumahbly, either the meassges enciphered are
t00 brief to allow deciphement, ©r separste Xeys are used for
portions of longer messages.

In fest, vhile a dosper understaniing of eryptology and
oryptanalysis tells us that machine-enciphered messages are in aame
sense thsoreticslly readadble, its shief practical results have been

- 'Wmm*ummmwmwwgm
e - = 29 ja N .
[]

a
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matheasiics)l mass the Madhine eremties ia trenaferming plain texd

aresters ixte ciphere, with escmoxy of ey, "Ommplexity” refere
%0 the %otal expanse of Guchh & Mase.

% provide madhines Wiieh are aew Drectigally wareadehle snd also
% hev that the cuiput of sush machines csnnot be deciphered by
any straightforwerd effort of sny physisally possible magnituds.
In particular, methods of decipbemmsnt vhich depend on the simple
chsastion of All pospidilities can ba, and have now besu, made
physically impossible.

Indged, in the cases oi the most canplex modern machines,
the only analytic source of kuowledge of the coustructlon of a
machine has been encijhered wuen the aschine was misused or mal-
2dJusted. A acsaage enciyjiered improperly, or while the machine
:8 malfunctioning, is collel ¢ vuat measege, and the vord bust is

upel generally in refersrind o ithe miguse or mulfunction of a ¢ipher

meochins or, BoFre gsmerrlly, a 2y5leam.

in the whole COMINT cffort 1s oroaught out later in the report, and
also in Appendix 1.
Returning to the kulgns experilences, it is certainly

truc that the Gemens could hove modified their cammunications 0 TEE 4TS

8 USC 798
.L. 86-36

o O,

rules i such a way a8 to huve rulned ocur explolitution techniques.
The fact remains, however, thot they 4id mot. It 1anateuytonqiu
a change in a major cammunication petwork sven in peace tima, and
it is clesrly much hayder iu war time. The changes they didmc
“(b) (1)
seened to be largely directed towerd the prevention M:' (b) (3)-50 USC 403
b) (3

/ (b)(3)-P.L. 86-36
recovery of the keys, and whille they slowved us down we weren't |

stopped. N3A and its prodecessors have |

10



Hommnwtothemnmt,uml

cipher machines. It is clear that it is dangerous to reason,
by enalogy, that becauac we wvere able to read the Bnignn

machine we must nececsaril, be able to read the undoubtedly

On the other hand, it 1e aiso clear that the resources svail-
ahle to the cryptenalyst sre greater than may appear ot Clrst
sight, and thet if he once cucceeds in breaking into . wasnine
pysten he 1s very likely to be able to fallow it througi subse-

quent developngonts.

SExoept vhen we told an allied govermment what to do.

e T — =T

0 USC 403
8 USC 798

.L.

86-36



mmwwwmuumm_m.‘m”",
mmmuwum“nm“m‘
procedural eonfusion which usially sttends tht Wi&n uf
& nev cipher machine.
There are at lesst| ) km
undar the| l .

t.hmwmwthenostaha.\t-mdtholmtabwt

|-nn be discussed here.

was lost. Reading this traffic may 4o more than regtore the
st=tus quo since it may hondle moterial which would not

rreviously have been entrusted to the airvaves.

11-A
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are nmders of o family of similar devices vhich, uaananer
m.mwwmmun:mwm \

Iamn to be &ome with new cuciphering

deviees which ure cepabie of headling traffic maore erﬁcieut.ly,x\‘
m vapeciall, 12 larger voluae, than 16 po8sible with one-Line
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Additiona)l festures of work on

mnmud:l.n\

mmrumm(hrtﬂ)mdmlomtof-pecmmi

(n/nmmu),uwnuumrauwmgmm

Decipherirg_skills meloped _@1 ltnmu vit.h

repregent. resmu-cc of great va.lue in dcc _ghqr'ing other a;r-t.emc

trafric :epmenua a. demxmt“ated nt.andani of obacuritu

Ageinse wils, claver nt,*m.chs by aw;;ica..iona of 'r.ne deersst knowl—l
e o of lasnage, stal latics, anu g cunning are being made.
These have revealed a.pproaches in weciphernent wnich have 8o far
merked the b«,u..mary zor us uud .c:IZI batweern the deable

and the nr;..;ma.,,,»” Continuation and strengthening of tue asssult ou

he er..fﬁ. in vital]y important to our cryptanalytic

position and intelligmce practices with respect to the ui.ole” wrld.

ite8 secrets. Sucb linmited knowledge is not surprising, nor does

it conatitur.ﬁefﬁan implied criticisa of those who bhave worked on

f"""’It is a trus neasure of the difficulty of the problem,

1k
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Sevever, if ve em
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) (3)-P.L. 86-36

o) (1)
b) (1 , i(b)(3)-50 USC 403
b)(B)—BO Usc 403 * i(b)(3)-18 USC 798
«b)( ) i (b) (3)-P.L. 86-36

With the riee of cryptologic technology, the need for

faforuation ebout our oppouett's aystem is growing, aot

declining.

C

understending botn the machiine and tie exploitation problem its

messaces offer. Oue nucﬁ‘l | ir lucc“sf.ml,;i would

today take us beyond where 1C years of hard vork:Iand
messages have brought us. Ten years ago, of course, such an operse

tion would have been of equal use. As cryptogrsphic techniques

Al BT i
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86-36 T

*!ﬁ“ ‘yuu thn erntommc m contime to improve, m roJ..-

tinvduoturm mmmmmumwnu hnh

Lnrcmtiun nnd Dot be as definitive and co-plm . ;- ot

mcntixcnchim,orq leo-:h

clerk 5{ knov enough about t.ho internal operation of thc -chim

tobeaveryusemlmro.. Onl mybevorththo

dntenmeoluotsn-bcrofntmcptpouuourorcmnbcr

of years, a subsumtia.l sum in dollars, and value

able, but signiﬁcnnt I:l vhich would be still more vﬂ.usble,

are so far non-existent,

4 measure of either the leval or competence of the effort or of
ite value to us, but only of the difficulty of the problem.

Both large and small powers all over the eartn will soon
be able to handle the buly of their wireless telegraphy communica-

tions by enciphering machines. Tnese will eventually provide a

17
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comon Mgh~lovel of commmisstion seeurity, even i svsistises where
tosimalagies rennia vesk. Rovevey, wve may aapest, provided ve eon-
time end, tadesd, deepeniamd {xtemsify cur currest work em
:m,u,m.mmmuz—n,m
mwmm,umummmuma
mmllMMMmmuluscnthap‘rxph-ryofm

zad inte.ntim:.g Work m:|md similar syste:s is Junu-
Sod by the i:zportmt mle it plm in daveloping and ..m.ntn.imna

a “.irhaer and me.ber laval of Ueneml capetence, wvilc: i3 a uacca-

-

ai v 1% thepe po .'1ph¢m I!.rtul e w eintinue to yieid mu.ahle

1the1144}=nce. E(b)(3)_5o usc 403

o) [ B ) =Puli. 86=36 0 USC 130

0 USC 403
.L. 86-36

(1) vork onl |shoals comtinue at @ high pitch in order to _

w»rapare for and to h.--,ili%gte the

hacamaemadationg

(") ¥o stretogic relisncs should bs plm:ed on tho .nq:uctat,#m

of success with

{3) Mcens vhich could edvencc the study of trafric,

noted later in this report, ahould de pursusd vigoroualy.
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/;‘ssanwhat anelopouu te thot posed to the art of 1940
by the construetion of the firsi. ciectronic Dombes in mgland
to cllow the coutinued and sdequate exploitotion of Enigne
traffic dnile it 1o ot clews that the large machines r-quinod
for ﬂ:e|:|probm Vill o aa valusble as ware Aise Donbes
oither in terms of the mcnmt of naterial recd or m tems of the
intelllgence value of me n«ue-‘al, the chpeercc gnined through

then is bound to lead to L:nuom;ult advences in ﬂw cryptanalytic

art, and ahould prove egpeciaily vulua.hlo 1n att.acung the

-50 USC 403
-P.L. 86-36
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\is i head.  Die most hopefld present views are
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86-36

-:d nxture progpects: oonceruing $vo togortent

nnwng dtscuseions bave dealt with past experience

nnwtmmmmwrommmmmg

wmswmuwmmwww
msult h.tuonolutim, mtonlyof

v oi a.u:ceeding mhineo a8 well:
‘ '.xi°pmblm is discussed in more detall in Appendix II,
"L:;o:may“;x.,m 'meorvtic “Frapework {or Crystonalysis,” The snswer

uz-k_).o

except for the stmigi.ttowm'd PIrocedaire of

ﬂmver,mh:veuywnomneruncthodordoinem-,

1n onlor. A first sight 1t aight be thought that the sdvast of
mmhigh-spoedomwutmwummamnmmmm

try. For machines of the
bovever, the soount of calculstion required is still fantastically
impossible, sven vith all inmaginadle allovence for future advences
in oamputer technology.

TOoOP «FrrbheT— o aman



(o) (1)

(b) (3)-50 USC 403

(\E)(B)—P.L. 86-36 fppeadin IT intlufies two senputakions vhish fllustrzets
this sitastisn. In eue it 18 sugpased thet we kaow the gemerel
Pam of & slightly simplified

e i e

However, it
is physically impossible to carry out the ccputations requirod.
Within the ncope of basic nhy-ical laws thers is pot neerly snoush

energy in tue universe to power the camputer, itself impossible,

vhich nicht do them.

I'ihuinam

modest wdertaking, and comic lindtations of aveilable ensrgy no
longer cabhe it irpossible. PFor practical purposes, nowvever, the
proposal ic gtill fartestic. At present power retes fL would still
cost sanething like tvwo tilliam trillion dollare per nessage sorely
tc supply pover for toe hypothetical caputer to do the wvork,

Ticre renains the possibility that, with the use of cam-

putéers, ve may find sone way of sttacking such situations which is

morc expediticus than the metbod of emudsrutioa of ell possibilities.

mhopeuotmutinere-qu hwtmrutwcn
24
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t2is possibility. Stremucus efforts ia this fisld, however, have
m““wmmwﬂm,dmm

t0 Yo some msthematical evidence to support the idea that suech
genoral, expeditious methods may be non-existent. |

1)

3)-50 USC 403
3)-18 USC 798
3)-P.L. 86-36

Tooo

)
)
)
)

It 15 possible that fundencntal research will lead to
subtle new ways of attacking machine-cncrypted naterial. It is
clear, bowaver, that ve are squarely facing the issue as to whether
camnmication concealed by some facility devised by tie uind of man
can necessarily be inveded by the mind of man. Unless stertling

nev advances are made, the anaver may well be pegetive. It seems

25
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et 8 given smomtt of inganuity can be used %0 develap mm en~
srypbicm method that needs & very much lmrger moumnt of ingmaity
%o unravel by cryptsuslysis. The offease semas to have & besic
and oontinuing edge on defense. 7
In the present, vha::mrmztput:frmthcmhiuuot

current camplexity are Judged to be at all exploitehle ccne trc-

human frallities of operatiocn which lead to one or anothpr kind

but the rore i.mport.ant posnibility of cantinuing

to cope successfully with the ,radual advnnce of cryptology in
other insglauces.

It is clexr ‘L,.‘:at,r""u;in nerrowing 6f the fleid of explol-

tat on suould not aam,e t.ue enersy &nd detemi_nstion of the attack

ou norelwaldltdzcmemrmadineuto

exploit sloppy usage whizh alght pemit reading ino tine of war

or emergency. we nuct realize, havwer, that the slightest

tightening of the[

, night deny us sny inmoﬁi.xuor perhaps eventual possibility

-50 USC 403
-P.L. 86-36
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nations, u-quwwmti/mrmhm-ku-.
umwmmumupmw lnh

the case of the dutmnmcmdm
pations, ucmmmmmuythmmmmm
intelligence 1s forcved upom us, |

For the tforecescble fubure tbhere mist be asveloped a

phileoaopny of fyazieats, in whuch e and igoisted romliage
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conclusion thet thore must be a fundsrental change in sttituds H

and objactives in the collection =nd processing of cannicatm
intellirence. In tha past, sn overvhelning emhasis hes becn

Jut on volune md completencss of interceptica. Today, volwe y > i°
of intercept 1z out of proportion to the value of {ts content. ‘.

and thc rect probles 45 to (O~ 1., @l Aatereest s oaseftl smiple

of puch i:uffie,




hmawhlttmtﬁeu:vuln'hhwu, 1t11nooonury

to choose visaly what abould be mborceptad s:netmfrie, for

example, that ooncerning

msy have to be intercepted as mllyand procn:ed as speedi.ly as

possible. However, much other tmffic can at best merely fill in

our plcture of the a.nd its nctivities in & sta.tu-

tical nanner, and there is e limit to the volme of such mster:la.l
vhich vill add materielly to our intelligence pictum

Our interception ahouid be ained at prcvid:mg the 'best
saapling of foreign traffic, vhoce exploit.;t.icn will yleid the

hishest vaiues, rather than at covering all ava.ilublgl '

signaling. What sampling ic best will be discussed later in
this part of this report.

2., The Cost and Efficiency of Collection and Processing.

guch conaidersticns might have little weight if the intere

ception of the huge bulk of 'were easy or chesn.

Bowever, the present interception system is a global operstion

involvingsme:lpeople nseded to man, to service, and to

B (3)-P.L. 86-36
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{from a total of ) in some ,,

statioas, mwum‘mnwummm

the primary expenss of ths comsunications Wcaob.
Clearly, th.bunorm.uwgdmmnuub‘

desirable or feasidle to intercept -ndprocm depends on the
cost and difficulty of interception :nd processing, and the value
of any interception incresses vit.ht.hc spesd and efficiency of
processing. The N8A has long puraued vays to relieve menpover,
to make interception and pmcxeifsing more sutomatic in the field,
and to reduce or eliminate the considersdble duplication or over-
lapping of message cstch,/'/ Howvever, the strong emphasis on
problexs oq:léryptm.mis togsther vith the day-to-day struge
gle with sn overwhelming volume of material have left too little time
and effort for the vitally urgent problem of improving methods of
collecting and processing intelligence.

The recrganization and mechanization of collection and
processing 1s a complicated and, indeed, & highly technical problem.
It is discussed in somevhat more detail in Appendix IXI. It 1s so vital,
hovever, that something more should be said about it here. It in-
volves many sorts of needs and possibilities., Among these are:

Mechanization of Morsse code reception.

Investigation of whethsr or not an operator could use a
broad-band receiver to monitor many frequencies at once.

Isprovement in the quality of interception through improve-
ment in antennas and receivers.

0
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wummmm |

wuumammu
memm.mmmmm
proceasing. ; I} :

mm-m-mmmammm mw-

The possibility of editing and von!.-rcoomium by nnoh.tm
16 the srtomatic meognitimﬂ,cif v huve soen thet the mly |
hope of exploiting the| " ,, /o ”
frirly frequently (-bout oace in 3so hau'a of tranmicuicn)

v‘tnchoccur

Itinposaiblctodutoc‘bmostoralloftheu

by moans nfadevim called o

vhichvﬂlnombetr&oﬂ \

'ﬂnh@orbmceof‘amhadmieecmbemer-

embasized. Itausecoulxlpmvidemcmicklythawrtof

cryptenalytic material. v-xtm in tuc effort to wloit the
In the event that itbeco..oepossibletoxudtqulw
the besis of At could identify potmtinlly readable ma-
terial praptly. macmlmtmuaeoq |

deserves groat anphaais. The pozaibility or|

detection in the overuhelmin(_;ly more dif‘fi(m.lt. problen of

ahmxldbe investigeted.

3 Areans ut Intercg:tion.

&lentleuvckastbecontimmdonthe interception of
linhmduhutmr:wmm rotor machine
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traffic is found. In this fleld it appears that 1nta§c

be global, and include surveillance of all countrias, :

of present political alignments. Apparantly th.l 1§ an accept(ble

present view.

However, it appears that certain countries,'uucn as

and oth.rs do not, for

crie reason or another, get real attention.

The virtual lack of interception by the United Btatel

Trom /@” 13 a cauae for

concern, A powerful receiving ststion in ‘the Texns area should 2

be valuable ﬁf f f Such a ltation

could 2180 Berve as & gite for field trials of antannas and other

equipment.

4, Importance cf Coasolidating Ef ort of

Most of the foregoing uiacussion hal been concerned p*i-

merily with /” It has becn mad. clear, however,

that most COMINT material Loncerning currently comes from

interception and that ve may most

reasonably expect this to remain true in the future.
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mmmm-mmumw
and evaluation eof such signals. FNurther, the oqpip-nt lnd poT
mludhrthilmotlﬁmcpthncwmhhm
mtmumwutiﬁtiummmum
at the same stations as thoss used rormfnimll.vhmm
various radiations nov compete for facilitiel and attention.

The size of the Job now calls for unitlrof effort. We

have seen the magnitude and cost of the”' 1ntarcept

problem discussed earlier. Together uith this ve face a tre-\
mendous volume of valuable[:::::::::]intercept and a Jreat ranép

cf these other radiations. In vies of the urgency -f the need ;

for {nfeormaticn froan

scurces, there can be nc hopest end Informed excuse for a duplie
catlon of collectins er proccossing activities, or for a scattering
of talent mnd effori,

Technically, duplicaticn .r separate operation of inter-
cept sctivities tends to put us in the dengerous vositioca either
of lLiaving ever; existing scrt of intercept equipment acsigned to

each cetegory of intercept, in order to keep current during the

ipevitalle technical changes in frequency and modulaticn of

trecsmission, or of being lefi out in the cold, perhaps a.ty\,»"“yn most
eritical time, following changes because the only azaprwdate equip-

ment 16 used for other and perhaps less well-considered ﬁurpose-.

"UP—‘U‘I
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Rurther, lcputtion of u:tivit&“ into COHIll'l' lndl.IIr,
may lead to miaintm-pretation of oignn.l even vhen t.hcy are inur-
cepted. Those nctive in ELINT a,‘ppurently define n_m as uu'
signal which dou not to their lmovledgo Ccarry voice ox- tm

I:l signnll, and pa.rticularly

might. give little ind.ic.tion of

their voice or textual charscter to one nmot vitally interutodin
COMIRT. |

The growing difficulty of intercept, as morc and nore

traffic is carried by and the groving

variety of uses and subtlety of modulation of redistion, call for
the maximus possitvle coordination of all interception activities 1n

order to achieve tne meximm in both penetration and ut.iliution.i

greatly strengthen COMIRT activities.
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ntng wers of forvign fmtelligwmes, siangle etllestiem
sad prosescing of intercapt is prbebly the mest ecotreversial
mcmmmm'mm. In this
Punal, bhovever, there is gbeolute mogord. Based en She knowledge
of 1957, and ve oould pearvely have resched this oonclusion &t
g-mu-run. ve delieve Wbt all Pprecesging prograns of

Hemu, EINY, sod their relatives should be iutegreted mdarﬂ,(b) ,

the direct ocoutral of the WEA.
The nstural tendency to an Lndnqud;o u:togr-zmn 1.
rather unheppily 1llustrated by & hybril mnn.y ot uu.y rield
|:|pmrmu to be interested in talsmetering signals snd not
in digital tranmission of other infomsation, but in prectice it

has been unsble to distinguish with certsinty one sort of truns-
nission from the other. The ecntinmued handling of KLINT sstsrial
by those uninterested or not highly skilled in COUINT oculd leave
nev and perhsps crucially vital sourcas of informstion untapped.
This extra-S8A icterception, handling, snd snelysis
illustrates the close asscgistiem of COMINT and ELINT in mnothar
eaavizroment. It raises a disturding questien, bhevever--Rovw een
such activities grov up cutside of the KA vhen even the most the
country esn muster for cne emderted attack is not ecough?
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0 USC 403
8 USC 798
.L. 86-36

Tooo
DLwe
[ |
o=,

Mmmmwwﬂu, mm
nmmmawmunmmmnmw
umumwmmammzw
ibove all, 1tnwbotnmﬂ.mntofthomimafm
vhole intelligenace m.nlt.y l.t. t-he insccessibility and oapunty
of recent

hongthim:pouiuc snsvess, hovever, coe can be
mmuitcmmbemxdadummummm
wa.leoftim As the cryptanalytic|

UsC 403
s BG=E6
Usc 798

|:|h.-_s diminished, the natursl useasiness of the military
the foeling of & need for overnight varning of a.ir ammenthaa
increased. As the backlog of HSA mtarcept presently spable
oc£‘| } thc mt;emr.l urgency for pr;npt pm—

cessing of intercept has insvitably dim.niuhed. ’By,coutm.st of

coursa, the Alr Force needs wmunlca* ions Lntell.igmce mremisht.

Its pgreetest present need 13 t‘or the fastest possibu.e pmcessin“%

of | |1n an orderly and ta.xt trn.fric shop. .nia
calls for | | Indeed, xan,y
Field has achieved| |of ma.ch intercept once

it macheathm(vhichwtmdwnorweeka) The Atr Force

looksmomandmratothismme anmunemmmmm‘

HBA muat be the natural guarsntor

of keeping curremt on

TOP- SECRET EIDER



h ways vhich vill %o ememined 1“-, uﬁn lll.
wmuw-mwmmmmm

and recondite work of

nw truffic

a =
hmmmwmmpmmcmmmm. It
1is human snd imevitebls, hovever, that beesuse of the exphasis of
the difficult cryptenalytie work of PEOD, a tidy daily run-down

of all lz’:?-fnc hes not alvays come first.
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inberoeyt being prosessed 1n its damets. Meturally, full ocpies
dm:uuncymmmumnmntu’mmw
Mummwmmum
realn of "oognizance” ummmgmxouofmwum
hmmmmtmmpmummm

mmdmmuvwm,i

we hove scen that ve may expect that 1 wil)

be enciphered by wethods increasingly difficult to read. It s
tmcwcmmmmmmmtymai, mluneumeot
anarcency, vital e:cu;hemdmnnlm@t get into the hlmh
ofcryptmalystllasuahlathlntbcbeﬂltthnﬁl. n'.l.lm
more tragic to contexplste the poanihility that some niainbupn-

 tation of ELINY, or even of COMDIT, date, without the

pmnwwmmmmmdm&m _—
camumromamn,mgxtp.mmw-mwmm fo

mrtimsl a_ctim or inaction. “
The ELINT easlysis nma:t.imsnnnluuon-oonaim«i

. correlstion~-synthesis, right up to disseminstion, vhich is ocr-

tainly tbe user's job, should de directly enrolled in the NSA.
Infeed, the need for integrution of ELINT snd COMINT is well i‘
Tecognized and vell practiced at Kelly Field. Comversely, mnm.
emmum«pmmumonmm&mw
a8 vell es sound. mmuummdwnﬁ
spirit as of any real deficiency, for the NSA sppeavently menegss




unmmummn

mummmam-mmmmqm
handle commmicstions htolumu information prcqptly enough
toboortactiulunllultntexicnlut nxrou@outthc
military dcpe.rtl-ntl thm is spreading, llovly but pernsivnly,
a feeling that rlth t.h. thwvarting of {ts cryptlmlytic orfortl
WWth-nmromdmnintoadoubmunbody um
ulzlnourcu go. This impression 1s fulse, unfair, and
terribly dangercus. A sense of urgency lnd umediacy is mt
in the N8A. Other wvays tosttack the quut.ion of speed of pro-
cessing will appear later, but would not a realistic exercin
in which most stringent military tj.ming 1l impoaed be valuablc
to see wvhat the present NSA network could do? |
Consideraticn of such an exorcise is strongly u.rged.
It would require, of course, a closc lia.ison amxong all the |

services. It would be a cogent tut of hovw the total n lla-

tion outputl |could be handled in an

emergency. Even two Years ago, at tho time of the study of thn
Techt!:al Capabilities Panel of t.he ODI Bcience Advisory Ca:nittu
(Meeting the Threat of Burprise Atuck, Pebruary, 1955), our

strong dependence for early n.rning on comzunications mtelliamct

b.-odon|

| The situation is certainly no
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(b) (1)
j (b) (3)-50 USC 403
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(b) (3)-1
Yottery 20w, m.mm&.—nmuu—
mmmmmemw
hility ss based o such repid intslligence w
nmtmrmum:mmmmm

coption as wvell as, oromm,thcirprinryomctmmm

coammunications. Also, | |um vell be murt.od

wunmwmmmmummwmymwm
Such a practice opcntimnignwummuthnth&pmt
processing vhich the Air Force, anong others, Miﬁnblydmmdn
can nmwubettermhimdﬂthmthemmmﬁmy;WQ
activity (such as that at Kelly Field). If the exercise udnot
ahow this, the HSA would have the wrgemt &uty to rvviuitl%pera-
tiona until this wvas 80, for the NSA has resources of tochnica.l

In any cage, the duplication of commmications mte.ui-
gence activity, wvhich seems to be increasing beceuse of ‘ccidanta.l
features of collection and the historie comprumises vhich ledt.o

the ELINT function, should be cerefully scrutinized. While

beve greatly expandied the poesitle infomstion

»



UsC 403
. 86-36
Use 798

eeshant of puah inSavept. numumm

are beoaming incressingly concealsd. Thus, ltuﬂtmwthc
mmuwnwermmw
Jobs are becoming wntenabls. Sigm.li.ntelnmunllnghﬂm.
Recosmendations |

(1) Mschanization of intarcept should be accelsrated m .11 cases
in vhich human judgmnent can be dispensed with, Avaihbl.e

mnpoveralmuldbedivertedtommaccmumdeomplm

interception of new kinds of radiation and routines e.wmected

to yisld the =ost

(2) sbarpening snd mechanization a8 lctinlq

pursued at RSA, should receive additiomal u:pbssis at t.b.

expense of some of the unused volume eollectionnqvbeingai
(3 mmmmummtmmmmumﬁ;aum

COMINT within the NK3A. |
{(4) A pev stsndard of urgency of traffic enginecring, lmludhu

delivery of contente to oconsumers, lhoul.dbcutabulhedm

the E8A

{S) A glodal exercise should be planned and carrisd out to denone
strate the speed mnd completensss of commmications intelligence

ho
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tm.naoz-mummm,)yinnymmsm
WA, of detatled informaticn en all|

ingredients should be included, es vell as| |

Fusion of these remxlt.vit.h concurrent traffic apalysis of

| |supplmnted by whatever fragmentary

cryptanalysis is possible, st the RSA to lead to the highest-
level decisions would be a further valuable exexrcise of
total COMINT cepacity.

From the preceding exercise, as well as from current exe
perience, there should come sn overhsuling of COMINT traus-
miesion systems. Communicetion nets which allov proper fileld

distribution without, logging, or being stopped by, Washington
oparations, should be dgvised.
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Tooo

Dwwe
[

o=,

Wamwwmmmu
mmmmummmuwm&m
mtx-mormmmummmm Hh-:
tbcvolunuofintcrcqttobchmdladmvmuhlun,,thcpd
wzs hard copy, that is, machine-produced chnr.ctm (typcmung,
etc.), in contrast to handwriting. mmmmwm

h\mnbeingcouldruditupidlynndmmuly roa::y because
the volume of material has increased snd 'bccaulc of -.dvmcoa in
mechine processing, the goal must be a tom of rocond wh:l.ch
machines canr read rapidly and -ccurntely Paper upe and mag-
netic tepe on which sither pulses or audio signals m recorded
are possibilities. (Whenever -pochl reading mchine- are econcme
{cully feasidble, undulmtor tlpc 1- alsc & pouihmty.)

The processing pmbln is strikingly ﬂlultratod by the

case of nnttrh.l, because mlt of chat take is

currently merely fed into the super-store of bgcklog. Eevartheless,
this type of signal requires snd to a degree muvu constant
checking to look for evidence of mechine chn.nsu, different

routing practices, and so forth, We have lom that some of the
required immediate identification u:m\m and may soon

be done in the field. In the face of such extensive and Aifficult

k2
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Mmu-.mmum.nﬂ.-wm
mmamumbymm. |
Ihnhin. procelcing should also be uo.d thrf”

is recorded in suitadle form, as di.c“ll.dfiﬁ Appendix 111.2 ih‘ 1

analysia of
are diminishing in volunme, rvproo-nta nn art vhich mst be k-pt

vigorous for the treatment of m.te:riu.l froa

rcquirc a still dif-

ferent kind of preparation C6r analysis vhich is, in this case,

mostly editing, word recognitian, stat.uticn.l surveys, and the
likxe. PFurther discussion of this is included in the next pert.
2. The Place of Processing in the !IHA.

Processing and analysis are pru:uﬂ

The Panel finds thet research and development at the NSA

has been busiest in comnection with prep.rl.tion of material for the

cryptanalysis of cystan eand in machines for

carrying out same computations required by cryptenalysts. Pre-
sumably, this vas considered to be the ares which would benefit
most from sclentific and enginesering studies., The resesarch and
development activities are, however, clearly identified, not as

cryptanalysis, but as the provision of machines accessory to

k3
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w,ummmammm
Wmmmwmuummwxu
quMormmmamm“

W‘uﬂm‘tmm«nnmmmum

vith ~ér7pt.nnlya1.. | ‘
Of course, it 1is not surprising that thi runction?or

processing and even analysis should msnifest t.h-nulm in tcru
of equipment. Hovever, we assert strongly thst idm and -hstra.c-
tiocns must be more fruitfully cultivated in son. form in a rgsearch
and dsvelopment area. The research and davelopment. aress uust de-
velop their own viev of immediste and future "‘;’])oa!ibilitlel and
neads in the whole field of data procecsing, and also in the rield
of cryptanalysis ftself. In the case of cryptanalyua, a concretc

suggestion will be made later.

3. _The Place and Promise of Computer Devtmt in Crypta.nalysis
and Processing. ; ‘

Computer development 18 onsmﬁm, but it 46 no longer

the way out of Hehawminedthe

question of vhether the development of analytic facilities, mostly

in the form of computers optimized for the

systems, can in itself lead to a sclution of these systems. Ve
Teel quite certain that it cannot.

The strategy of developing both certain special-purpose
machines for comparing and counting in cryptanalysis, and the
drastic speeding up of large general-purpose machines for the

b
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e NealN o

Ay exploitstion ot

Will inevitsbly preas the technoe

logical cspabilities of cu:;mt.en to the utmost. Hhile the nominal

goal of und while

millimicrosecond pulaesha:\reboigm achieved using trensistors, the
anwotWrWts@MMec. The Pensl
ﬁvomthecumtattihﬂomt#emthﬂmmhmmm
thom.rﬁxtmi‘mndiullydi?temt arrsngements of coavens
tionsl elements, perhsps combined gi(ithnudﬂicet, than from the
mere such speeding up. (Inthalaigm,bothunetmor
udmeovillbecmbinodtoreechbéymdthacwmthsof
either alone.) Certain lort-otqpoétll ArTengsnents may coms
mmmzvmm,mwﬁbﬂa-mmmm
in anslytical processing speed--a p.i.nwhichhubmmtly
sought for ysars. i

Eowever, 1tmvlppemboth£pstthom1:nofth
mwmmtyxummw,mmmmh

total it wvould provide is far

h5
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guters, it believes that seversl special-purpo ,in

of a 100- or 1,000-megacycle machine.

Special-purposs computers ars cttnwv- -wuons L
the cryptanalysts’ desk and mind, Keen mmm lkills uhould

be put on full use of the editing—typo machine Junt dn-

livered, which was d.esigncd at HBA to read certain manua.l lt:rse

codes and follow some 57 possible mstmctions. NSA hls &lrea.ch;

conceived 8 wodification 01’ this machins to reu:rd in

menageable form the tiwme intervals between reference points (axis
crossings) of a sigpal. Since auch intervals contain I‘requency

infornetion, further mod.iricution mi@t yYield a auperbly simple and

ef"octive way of examining vast, quzmtities of In

any case, such high-speed ecuting machines hu about a

20-microsecond cyecle in 1ts coru wemory) seem to be a pz—incipa.).

hope of managing the flow or material that will have to be

1
filtered if f‘rl.gmntl.ry breaks can ‘be made into certain aortl E ;E3;_50 Usc 403
(b) (3)-18 USC 798
tl:ltn.fﬁc. ‘ { )(3)—P.L 86-36

B o3l ol ol o B

Beyond ed.it.ing, however, it would seer that computer
development should turn towvard involvement with the senior cr;.pt-

apalysts' daily vork rather than toward some heroic, generel-

purpose, cmtrllj.zod mechine. While thel

program (vith a machine perhaps 100 times the

hs
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qunyormmgwmnzuma-«wwtoswm
cm-uu.--mxawm-uu.w
logle, e-mmup.nms.ooouumm,unmh)
ummmmmmutw,umummm
bcturmdpwﬁ!tonrdnkingitamlnhlctoemmu
vho wish to do fast but frngmntu'y progreza. In.ddition,

speclal ~purpose ml.cninu, such as t.he| vhich vas oonceivod

for such tm-nhn.ring, deak-nc-lo use, lhould be rapidly mctended,

a8 indead FBA hu drea.iy planned in connaction with an e.cpamion

of thel ype of facility.

kL, The Need for Fundamentai Advnncel 1n thc Cryptanalytic Uae

of gggzuters.

The Panal has conveyed 1ta specific Judgments ubout

the nature and use of nmachines in crypttmlynin because it ‘be-g

lieves that the central hope .f ege“tual advence in

‘requires that the sorhisticated

cryptarelyst learn machine lancusge end prograrming thoroughly
encugh to formilate a sophieticated machine attack cn e code.
This requires the solution of extrezely difficult problena: |
the formilation in clear terwms of cryptapalytiz .ecnniques,

and the adaptation of these technigues to machine larguage or
the develomment of ac interpretive language in vhich they may
be easily expressed--an interpeetive language woich machines
could translate into machine language. These are problems vhose
solution will require much ingenuity and a great deal of time

and effort. Happily, we have seen e modest beglnning of this

TORSECRET—EIDER-
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in the HHA, Nowever, mummu-uummm
prodlems of machine design or ycrror-nco. Scme at RSA have
recognized this, but this recognition 1s yt;\go bave its major
influence on the nature and extemt of what 1 dnm. A careful
swmmary of this problem and its position at EBA ;ppnrl in
Appendix IV. |

The Panel applauds the preperation and use of\'\‘rgriou:

special-purpose machines for rotor simulation, including the

and so forth, It urces that these be extended as promptly as
possible to the examination of made-up problems which can furnish
direct informaticn on the cipher lsvels we may face as electronic
rather than inechanical combinatorial devices become customary.
Recomnfiffiguions

(1) Computer plenning, especially in the R/D stage, should be

rviewed in terms of special programming rather than of
over-all (exhaustion) capacity.

(2) Closest possible connection between a cryptanalyst's formie
lation of sclving a crypt and a general machine language to
expreag this formulation should be attempted in new machine
design.

(3) Computer facilitiea abould be specially plannad for easy use,
as are some desk-access machines nov available at NSA. lore
casual attitude toward their ugse than is so far thought

noreal should be encoursged.
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npum-yurpouwmint—-umrmhchoul& Ebo

neglected because of the prcuiu of the rormer.

V. FORKIGN Inranxq;néx BOURCES SUPPLEMENTARY TO

1, | | Sources.

Pregumebly the infom&ti.o'l contents of m:& u.-cret mea-

sages are actually rerlected m waes of accessible comnuxucatiom.

Despite the nearly perfect concel.lment of

commniw

tions for the past u'verll ya.ru, ,t.he mtelligence comnunit.y hu

pevertheless boen getting meortant indications of

reading as the most we should expect from

| Bince t.he Pmel has emphasized frngmantary

eiphers in the foresee‘ble mtu.re, it may be impo“.ant to look

into t.he technology of the thriftieat coupling c; urhatcver

I:l in.tormtion ther. 15 with the great mass or

of such coupling in ln autocracy like

Indeed, comparatively little is known about the realities
' It may be that e

useful political lq,imco-cconmicl study could be made of the wvay

L9

"ﬁecilionl end sctions are anticipated or reflected




by & mass of dlsseminsted |

such as in

econnected with

dertted from such a comparison would be of vital and 1

usefuiness nov and in the future,

problez of actually sorting through

We should alsc keep in minc that |

' and many routing

activities are regularly deciphered rruml

systems. Presumably similar codes are concermad in %&e U. 8;

anc 1n1

certain of their internal comsumications in § | |

Thorough abatracting of Bl revea.l

intelligence tradicionally sought only in

In all handling of these auxilisry scurces of intelligence there
is supposed to be rigid adherence to the Users COMINT Objectives
List of some 12 items. A4 disturving unreality persists in such

a single list of objectives, which tends to concentrate sttention

%0
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hnddmﬁuubunorml:muamntdmw

fSupplewentary, adjustable priority dcciuionn prob.b Edo,

surely should, take account of real rathar than ldtal exploitn-

tion. The Panel believes in the meedinto iqportance or an

operstions analysis type of study aimed at bringing the mans

production application of the Objectives Liat into line with

the best content of the

‘acontent

of several hundred thousana

message: per month.

As Appendix IV on progrumming brinns out, | there is

importart prugrese in the NSA

tovnrd machin»s which can rapidlv

exploi]

| It should Le possihle o coa-

vert such messages to

text by uachine and to erploy

speady methods for scanning the large bodL c*® such cpr 1n con-

Junction with the scanaing of

interccption. Tho

scanners novw looking for special words in ought as

soon as possible to be supplenented by word-recosnjtion machines.

A possible design for such devices is discussed in Technical

Adjunct II.

Evidently, the filing aand cross referencing of informa-

tion aftos it is completely read i1c alone & formidable operation.

It too must have improved mechine treatment such as cen neither

51
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nmmmwmmnmu.mywe
mnnmmmmnu(mmwu
«mmm)mmmmum Sorure
thelees, here, m,nn;mnnu.pm, mmm ot
reference asseudly which u a stimulsting, if num, m:plo.
2. Sxpntt 1oty of strictly ourre cperettons from the
:Lm_pammw Such an cbjective will
also clearly favor the mupmmmmnnummtmrér
proper use of the ILINT intercept.

2. Urgeat Current Values of | | | |
mereisl cperetions into 90 pr!mipal dutrictn m tomporarily |
enrich the content of cipher systezs.

It is underntood that, while ruv mmls, nenufecturing, end
merchendizing or d.uu-:nmm miviuee will be controllad
locally, the research and dmlmt functions for industries
will be approved ml:mmen Aopareatly, traffic
concerning Asvelopnent activity has often yleldsd the most eccese

early 7 f
end so forth, Conooivsbly, s important period accamenyins the

ooulﬁnovbo starting. Doubtless, much of the

commuicstions concerning this will be sent via| |
=d perticularly vis the rmpidly streugthening|
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meted caxliay, Web far the mab fo Juses Ve B6Y be Suseptioasd
values 12 move maseive end dotallsd setentien %0 the Wik of

other changes. Sixtlarly, the expending commmicsticus in

|vhile subject to

large fluctustions in both mcceszidility mnd interest, should ba
hendled by such seai-routing rachoniced surveillence mathods. 1 
matitmmthum.lmudmm&dbymcwrde-}
mxnd for occult snd (perhsps unccxnmicsted?) military mrom.ltim
Tue conscientious staff thus becomes cbsessed with ciphers--the
more Aifficult the better, A grow intellectually suited for
¢rytpanalysis must be strengthensd for that task, dut hundreds

or even thousends of others in COMIAT should fwel squal etphesis
on assimilaticon of existing, accessible infomatiom.

It vould be interesting to know vhat tactics the

find moat efTicient in using the grest bulk of militsry and com-
mercisl intelligence that the fros world aopenly communicates and
oftem publishes in pepers end jourmals, What filtering system is
applied, sxy, to the Nev York Times, or Avistiom Week®
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Belaticns of the RBA and other parts of the intslligence
commmity wvith allied nations seexs alresdy of great technical

value snd ahould be discrestly expanded.
We have long linkodl

-50 USC 403
=b, L. 86=86

with much of our activity. As wvas eonﬂncingl; 1@11111 tho

report of| |to Direct.or of l&l,

LUS eooportuon is a tremendous adJunct.

to our own highest skilla.

Our contacts with communicationl 1ntelligence practicel

and techniques 1n other

COuntries like the ch revnrv;ing,

especially in connection with systems,

and snould be cultivated.

VI. KB8A--THE BATIONAL RESQURCE FOR COMMUNICATIORS INTELLIGENCE

1. The Need of a Hew Pattern for the K3A.

The Panel finds that the National 8ecurity Agency has one
of the highest levels of technical efficlency of any Government
office and deserves the ungualified aupport of the military and
civilian complex concerned with our n»nolitical and strategic
policy. This judgment is based partly on a clear and forceful

impression of the competence, intellectual stature, and devotion

1
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asnd offectivencss of the staff, but it also resta om firm
scimmtific bases, inoluding evidence that information om weapons
and logistic cepacity comes more definitely from cosmmications
intelligence and properly related ELINY effects than from any
other source.

As noted in the Preface, the Pansl's recosmendations
about the NOA involve shifts of emphasis and organization which
are related to a viev of its activities sppropriate to the situs-
tion which it faces today and must face tomorrow. It is not
within NBA's province to make these shifts either on its own
initiative, or on the recommendation of any advisory group. Only
clear leadership and guidance from the sources of its most basic
policles can create 2 situation wvhere these shifts will not only
be possible, but administratively obvious.

Given such "gulidance from on high,” a most fundamental
change in outlook can, and should, be accomplighed. Central to
the NSA a5 8 researching, developing, producing, continuing or-
ganization is the 1deal image of vhat the N8A should be, not only
ir the eyes of its adminietrators, but as seen by all of its in-
formed personnel, especially the many thousands of informed membars
of its Washington staff. Buch an image can deav NSA ahesd, hold
it back, or even destroy it.

Thousands of XSA employees are most devoted and intel-
ligent public servants, skilled in technology or administration.
They are largely denied the satisfaction of public recognitiom of

5
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the satisfastion of being knows to bs wrking om an ilpurtlnt problem
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