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pursuantto E.O 13526

October 20, 1953

KIE BY THE EXECUTIVE SECRETARY
to the
NATIOBAL SECURITY COUNCIL
o
COMAINICATIONS BBCURETY (COMIEC)

Purguant to a Presidentisl directive of Oetober £k, 1952, a
: ccamtittae OF the Natiopal Security Council for COMIRC Matters
sompoged of the Secretaxies of Btate and Defense, and lnclwding for
Yais purpose, the Secretary of the Tressury; the Attorney Genersl
and the Chairman, Atcaie Energy Comstssion; advised by the Director
of Centrul Intelligence, have this date spproved the suclosed directive
@ the subject for a trial period of one year.

Accordingly, the enclosurs is trausmitted herewith for lmple-
mentation by all appropriste sxecutive departments sand agencies of
the V. 8, Government for a txial pericd of cne year. Pursuant to
paragraph 1-% of the englosure the Secretaries of State, Defense
and the Treasury, the Director, Federsl Burean of Investigation,

e Secretaries of the Army, the Ravy and the Alr Force, the Direstor
off the Mational Security Agency and the Atomic Xnergy Commission are
being requested to designate vepreémentatives for the United States
Comamicetions Security Bosrd {USCSB).

JAMES B. IXY, Jr.
Exacutive Secretery

g¢t The Becretary of the Treasury
¥he Attorney Geuwsral
The Diregtor, Federsl Buresu of Investigsation
The Becretaxy of the Army
The Becretary of the Navy
The Secretury of the Alr Force
The Director of Central Intelligence
The Dirsctor of the National Becurity Agency
he Atonic Enargy Commtission
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o
COMMUNICATIONS SECURITY
The Presidential directive of Ootober 24, 19%2:

&. Biated that the security of Federsl ccasmmications (COMSEC)
is & national responsibility, amd that COMSEC policies snd procedures
must be integrated 20 as 0 enable the variocus departments and agencies
of tha Government o couperate sffectively in such matters and to satisly
legitimate vequiremanta for the security of their messages;

Designated the fecretaries of State and Defense as a Special
Mﬁm of the Nationsl Security Council for OOMSEC Matiers, 1o
eptablish such policies relating to COMBEC as will achieve the meximum
gecurity of Fedexral telecommunicetions, and to keep tha President
advised of such policies through the Executive Becretary of the
Netional Security Council#: and

¢, Diregtsd the fipectsl Committee of the NSO to prepare snd
issue in the COMEEC fisld directives whiah wills

#FThe Frasident in spproving this directive also divected that the

- Attorney Genersl shall be & mewbar of the Special Commlttac whenever
metters of intevest to the Federal Buresu of Invastigation are befora
that Comwities. In accordance with the President's ingtructions
regavding the normal operwtion of the Counsil, the heads of depart.
ments and sgencies not represented on the Special Cownitieae, ghall
alsp perticipate ke members of the Special Commities vhenever matters
of dirvect interest o thalr respeotive agencles are hefore that
Commitice.

(1) Rescind the Executive Onder of July 3, 1945 entitisd
"Cryptographlis Security with Hespact to Certain Commmications
aft the Gavmmt““

(2; Zetablish a United States Commnications Sedurdty Board
(UsCceB) responsible for Integrating policies snd procedures
aftacting the sacurity of Federal telscommmications.

{3) Provide Zor the establishment of appropriste respon-
sibilities and aunthorities to ssswre within the vericus dspert-
ment; and agencles of the (overnment,; among othex things:

¥ Tie Grder was classified snd wae not published in the Federal Register.
~~ It was yescinded by the Fresident on Ostober £0, 19%3.
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{/a High and wniform standards of commumications security;
Ab) Effective cooperation in COMSEC matters betwaen
ts and sganaies concerned;

Ea} The adaquncy of the cryptographic systemn uwsed;
_ 4) Coordination of COM3EC problems, perticularly policies
with regpeot to foreign goverrmentss

. {a) Batisfaction of lsgitimate requiremsnts for the
gecurity of talecommunications.

Pyrguant to the foregoing and to the provisiens of Seotion 101 and
Section P11 of the Wetionsl Becurity Act of 1947, ms amexded, the Speciel
Commiittas of the National Security Coumei) for COMIEC herehy suthorizes
and directs se follows:

1. Ihe Untted States Communieations Sewurity Boexd (USCSB)s

: 8. Toers is bersby established the United States Communications
Becurity Board (USCHB). hereinafier referred to as the Board, which
sball be & body aelding for and \ader the saforesaid Special Counliice
sod sball sperste in accordance with the provisions of this Directive
w2l any other divectives which nay be issued by tho Bpecicl Commltiee.

b. Thes Board shinll be domposed of one regrésentative of each of
the Following:

The Sewrotary o Btate
The Becretary of Defense
The Secretery of the Treasury
The Myector, Federsl Burean of Investizetion
The Secrotary of thu Army
The Becretavy of the Nuvy
The Seervetary of the Alr Forge
Tae Dixector of Central Inteiligence
. The Diveotor of the Netfcual Security Agency
The Atomic Boerpy Cossslssion

2. Under the suihwority of the fipecdal Commdttes it shall be the
respotsibility of the Bowrds

{1) To integrate policies and procedures affecting the
security of Federel telecommumicstions;
(2) To estadlish broad policies necessary 401

{s) Tusure nigh and wifora standards of DOMBEC within

the various depertosnts and agencies of the Government.,
(b} Institute snd maintein effective cooperstion in

COMBEC mmtters among the departaments and sgencies concerned.

{e) Achieve the muximm practiesdble degree of security
of Fedeval telecosmunications.

{4} satisty legitimete requirements for the security
of telecommnications of the departments and agencies.
~ {e8) Culde the relations of the U, 8. Govermment with
foreign governments snd internationel crgsnizaticns in QOMBEQ
matters.

{£) Otuide tha aciions to be taken by the Executive Agsnt
in COMIEC mattera.
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(3} o syprove the long-ravge plans for scemmpioations
ﬁamrlty of the ¥, 8.

{k} To sdvise the Bpecial (oemittee with vempect to COMING
policy matters decided by tho Board and meks recommendations as
appropriate.

{5) To stuly the COMIEC standards and practices of asny
department or sgency in the field of COMSEC and meks recoomends-
tlons ms necessary to insure compliance with tho divestives of
the Bomyd in this field.

4. The Foard shall elect Lis oupn Chalrmen fxom encng its mesbership.

#. The Boexd shsll have a stall headed by an srecutive ssoretary
who shall be eppointed by the Chatrwon with the approval of & mejority
of the Poaxd,

£, Ths Board sholl meei at the call of the Chairmen or st the
request, of any sewber, and sholl determine its own procedures subject
W the provisions of this directive.

8+« 7The Booxrd shell vesmch iis decialons %y majority vote. The
Director, National Security Apgenty, will have no vots in matters
Involving appeals from his own decisions. Yo the event that the
Board volss and reachss a decision, sny dissenting mamber of the
Board mey appeal from such decision. Buch appeal must be made within
15 Qays to the Spacial Cosmitiee. In the event thet the Board wites
and Tails to reach & docision, wmmbcrcrwmavdwappealw
ths Special Committes and such appeal wust be mads within 15 days of
the inconclusive vote. In eithor eveat the Specisl Committes shall
review the mabtar, and its datearmigation therson shell be final.
Appeals by the Director of BSA, or by the repraseutetive of any of
the Mllitary Departmonts, shall be £iled enly with the approwml of
tha Sacrelary of Delaass.

h. Fo astion shall be tsken with respect %o any matier forming
the subject of an appesl until tha mppoal 1s decidedy provided that,
it the Fecretary of Defense detornmines, sfter socusulistion with the
Bedretoxy of State (and the Attoruey General end the beads of ether
departmants snd sgencles as appropriata), shat ihe subject matter
presents a problem of an emergency naturs and requires lamsdiate
action, his decision shall govern, pending the yesult of the appeal.
In such an emergeocy situstion the aypeel may he taken directly to
the Pragident by ths Spectal Cassittes.

4. The Board shall invite the head of any department er agendy
ot Yepresented on the Boavd to depignate s represantative to partiel-
pate with the Xmrd in consideration of meticrs of direet intereat to
such & depariaent o sgenay, 10 the 2nd that the copmumnieaticns
security needs of such depertwments apd sgepcies may bs considered;
and beads of depertments and sgencies not represented on the Board

may present, through the Executive Secretary of the M, communs -
mtim security matters for consideration by the Hoard.

,1_.‘ Departncnis or sgencies not represcnted on the Beard mey

appeal Irom decisions of the Foard in the marmer prescribed for
departments and agencies represcnted on the Board.
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The Dwm of Defansa 1% beredby desigosted as Mxecutive
o:l’ tha fovernment for all COMBEC matters.

b, As Zxecutive Ageni, the Deperiment of Defense is charged
with the sdssion oft

{1) Providing centraiized, over-all cognizsnce of the
measures necegsary to wovide and assure the adequacy of tha
COMSER teehniques end muteriels uwsed by the Goveruwmant;

{2} Yormulstiog for the Bosrd imtsgrated techoical snd
operating policies, progrems, aod long-renge plisns required
0 meintain high snd unifeem standards 0 ensure the sequrdly
of Federnl telscopmmpicetions; and

{3) Provifing advies and recommendetions on sny sapect
of the field of COMSEQ.

¢. As Breoutive Agsnt the Department of Defense is empowered
to teke action within policies and procedures established by the
Poard, in all GOMSED maliers sffecting the deparituents svd agencios
of the Government s bowever, that whers exception to ita
action s mede by mmtmwshpnhmtorwmﬂeadw
Mractor of an mw outside of the Daparteent of Defonse, such
excopticns shall ke yeferred to the Board. Pending Board xeview,
if the Department of Defense determines thal the sublect matter
preseats a probles of an swmrgency nature and requires fmediate
astien it may refer the makier to the Spesial Comnittes for
$mnadiate decision,

4. fabject o the specific provislons of this Directlive and
mibsequent divectives issued by competeut autherity, the Mrector
of tho ¥atlonal Securiiy Agency shall act fur the Exemcutive
in 81l COMBEC matters set forth in subperagrophs (1) through {13)
balow and any ¢thers which may e specified by tha Special Coomitice
ér the Board. With respoct to the Military Depsrtmsnts, the Direator,
B, will pexform his funetitma under the fmmediste divection of ﬂw
qunt Ghiets of Btaff. Thus, 1o the fields of eryptossourity, tvens~
xission seauity, phyeieal gecurity, wnl ebver and decsption, it shall
be the responsibllity of the Mrector, RBA:

(1) %o review and apgrove, or, in the shaence of approved
proposals; 1o pescridbe the aryploprinciples incorpoxatesd nr to
be incoyporated in any telecommamicotions equlpmecuts and systems
snd in sny COMAEG equipments and systoms used by the depariments
and agancles of the Joveraseut.

{2) To review sud spprove, sr, in the abssnce of spproved

sals, to prescriba eryplosecurity rules, regulations, and

structions epplicsbls to the sparation snd uwse of any feypto-

eguf; e apd systems snd of any COMBEC sguipmonts and systems.

3) To perform tactnical sualysis of Federal telecoumuni~
sations Tor the purpose of determinipg the degree of COMIEC
baing provided by the wyptoprimi;gles, matarials snd procedures
wtilized by the dapartments wod sgencies so well as the effect
o COMIEC of the sesmwnleations procsdures snd practices sleo
boing ubilived; makine arrongonsnis as sppropriste to obtain
the materiel required for such anelysis. (Bes pavmgraph 3-a-{2).)
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{k) o veview and evalvate commmications yrocedures develsped
hy the departmmts snd agencies to determine vhether such proce-
dures will provide and maintain tracsmissicn sscurlty; and to
roooumand vevisicns and additionsl rules snd procedures as reguired.
o accomplish this the Director, N34, mey perform technical analyses
of Yederal telecompninicetions end shall meke the natzssery arvenge-
gents vith the depertacots and agencies to ohiain the materis),
requived for snalysis. {Bea parszraphs 3-a-{1) and -(2).)

{5) - In cellaboration with the depertmesits sud sgencles ss
appropriste, to prescrlbe mintmm standards for the physicel.
aemm!.w of eryplometerial.

{6) In colleborstion with the depertweute spd agencles, to
aspist in the preparation of and 1o review tho commmieations
portions of all ecvar spd deception pisus, To formulate and
promlioate the basie policies used in such portdons.

{7} 7o ottadn from the departmentz and ageucias their reguire-
ments for erypto-equipmonts and matoriels and to formlats, foy
conoideration by the Soexd, integroted prosrems for thoe research,
development, profucticon and procurement necassary Lo mwest thase
requivements and alequate Lo engure the continuing securdity of
Federal oommmications.

{8) Mo review and coordinate the integrated erypicsacurity
research and developgent program and to copduct research and
developoant nacessary W support 3t.  Budbject to price notifl-
mtion to and coordineticn with the Director, ¥8A (in the cuse
of the Mildtery Devartuonts, spproval by the Director, NSA).
da;:artuenta and agencios may inttiats s0d pursus such ressarch

and development projects as may b necessary o suppord thetr
COM3EC activities.

{9) o producs cryptomaterial wecapsavy to mest the legiti.
mete requiremantg of the departmants snd agencies and 4o ensure
that there Im sdemiate capecity to moat these raquivenents. In
» doing, the Divector, MSA, by mutual sgrecment will authorive
tmammwmwcuewwmmm:mm
arypionatertiel providsd that asuch production 18 conductsd in
socordancs with technicul oryptologie criteris presoribed by
the Divector, MEA, and further provided thot the Mrector, W3A,
is kept informed of the production aceonplished.

{10} In meativg operationsl requiremonts, to ensure the
necensary corpatibility and, and #0 far as practicable, the
standardiration of crypto-equipments and materisl in order to
pretote & mexinm of efficlency snd economy in thefy proovcoment,
operation, and maintenance. Determivation of the azceptability
of an squiyment in westing the oparatigosl reguivements is a
responsibility &f the deperizents snd ageucies.

{11) %0 furnish services snd materials for the COMBEC program
of the departuents and sgenaies under mituelly sareeable Cisoal
Lyrangsesenty .,
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{12) %o oonduct liateon on tachnicsl OOUMSEC and related matters
with the cxyptologle suthorities s forelgn nations sud inter-
national arganieations.

QWU To grovide tectmical guidance and sipporh for exypto-
By training eonducted by the depariments and sgsncies.

8. Beoapt on matbers which have been voted oo by the Dot and

nﬁuﬁggﬁﬁnﬁ%aﬂgf r o Defonse {and in tha
gase of the Military Departments, the thiefs of Staff), the
DMrector, WA, aw_.u.u. ﬁngmn hils un-enaunwﬁu,ﬁ nu ggnn

with his oun

granted in this Divective, the Dirwctor, A, shalls

{1) Obtwin from the dspartaents spd sganodes such inforsetion
a3 he my Tequire in perfoeming his functiogs, i%»inu
ggﬂﬂ&%%ﬁ»ﬁ%ﬁsﬁﬂu#nﬁn

{2} Aot thwough the Geparteent and sgensy segressniatives
on the Bowrd or, in 4w case %gggﬁﬁg«

- Papresented on wf Booxd, through the 5?3?3 repranento~

8.

BC 168

tives of the heads of such dsparteents and apmoies

{3} Axrange with the suthorived repressntative ef s depertment
or sgenay for required lisisou with mibordisate slements of that

Gepartaent Or agency.

(4) Fefer vielations of COMIRC Instyucticns t5 ihe beed of
the deperboent or sgengy édocerned for such action as ey bo
Gacnad, necRNsAYY 1 if appropriate ccrrective setion is wot
taken, uﬁa&fs&»ﬁﬁgg

Rireutive to the Departments and Agenicies of the Jovernment
A+ ALl Supartaents and sgencies of the Federal Governwent shalls

{1) Organize and ccoduct their commmications seourity sobivi-
ties as they sew L1t mibjest t& the yrovisioos of lsw, the directives
of the Fresideut, the yrovisions of this Directive, aod any other
g&ii@&ifivﬁ%gigﬁ Yothing
in this gaﬂggégﬁng%ga and,
sgindles of thely respoosidilities for executing all measures
roquived to assure the Sgﬁﬂﬁnnﬁnaﬁﬁﬂﬁaﬁg
talscommmications,

{2} ot be required to disclose to the Dixestor, NSA
Board, or auy of its comittecs ﬁaoﬁggﬂ&&hn»amuy
ecammnfcations soncerning its astivities, 1, io tbe opinfon of

 the hesd of the departeent or agency, ?&.ggg

scntrary o the astional interest. Nothing in this Directive

alisll be construed to glve the Bosmd or sy of Sts representatives
the right o inspect any depextient or sgensy without sporoval
by the head thereof.

{3) Mring to the attention ¢f the Board all rules and
reguiations in oouflich with the provisions of this Directive.

TR 0, 40-0560
azw&kﬂ%@m
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pecial Terms Used {n this Divective are Defined as Followss

&. hlammimtims ~ Ay transmission, emission or reception of
sign, sgos and sounds o intalligence of any nature
by wive, Mi.a, visual, ox other slsctromagnetie aystew.

Yoderal Telscommmioations -~ Those telscoosamientions vhieh are

h,

a:mefﬁc:dmmmmmmmmmm;nam
oxiginated by o intended for officials of tho Unlted Statas Covernment.
Bpecifienlly exenpted from this definttion is that portion of the
eomnnications sctivities conducted by the Centrsl Intelligence Agency
in agcordance with the authorities granted the Director o Centyal
Intelligange wdar ¥0YD No. 5.

: potection resulting from all
' 0 information of wiue
uhich ntgﬁ-. b m-xvaa from the msu&m mnd stidy of telecommuni~
ontions, or o sdslsed unauthorived persons {n thelr fnterpretation
of the results of such = « Comxnmicaticng seourity ineludess
(3.) transoission seaurity, {2) evyptosecurity, and (3) physioal
seanrity of scammicatiots seqirity materials and information.

- Transnission security is that component

! ecurdy; .,ch renilis from all msamues dasigoad to
protect tumud.nim from unauthorized intercaption, traffic analysis,
and imitative deception.

8. pecurity - That component of oommnications security
which rea pmviaim off technleelly soamd eryptosystenms
sad thelr ;aroper uns.

£ & neipie -~ The characteristics of the elements involvad
in, and ml& of operatiem, motion, or activity inhersnt

in & aryptosystem.

Cryptomsystem (Cryptographic System) - The sesoclated items of
unfmhﬁdvbichmma&namitmmmmhuam

means of encryption and decxryption.

cunterinl - ALL materisl, inclwiing documents, devices
; guipsend or apperatus amployed in the encryption or decryptiom
of telecomummications.

1. W - The crypto-spparatus;, mechanisas, machines
or devices - encryption or decryption of telecommunications.

_,1. sical Security - That component of sscurity which results
from all sical wassures necemrary to safegusard dlassified equipmsent,
material and documants from socess thereto or cbsarvation thereof by
unsnthorized parsons.
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