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SecTion I
INTRODUCTORY REMARKS

Paragraph
Scope of this text ... ._. 1
Mental equipment necessary for cryptanalytic work 2
Validity of results of cryptanalysis 8

1. Scope of this text.—a. It is assumed that the student has studied the two preceding
texts written by the same author and forming part of this series, viz, Elementary Military Cryp-
tography, and Advanced Military Cryptography. These texts deal exclusively with crypiography
a8 defined therein; that is, with the various types of ciphers and codes, their principles of con-
struction, and their employment in cryptographing and decryptographing messages, Particular
emphasis was placed upon such means and methods as are practicable for military usage. It is
also assumed that the student has firmly in mind the technically precise, special nomenclature
employed in those texts, for the terms and definitions therein will all be used in the present text,
with essentially the same significances. If thisis not the case, it is recommended that the student
review his preceding work, in order to regain a familiarity with the specific meanings assigned
to the terms used therein. There will be no opportunity herein to repeat this information and
unless he understands clearly the significance of the terms employed, his progress will be retarded.

b. This text constitutes the first of a series of texts on cryptanalysis. Although most of the
information contained herein is applicable to cryptograms of various types and sources, special
emphasis will be laid upon the principles and methods of solving military cryptograms. Except
for an introductory discussion of fundamental principles underlying the science of eryptanalytics,
this first text in the series will deal solely with the principles and methods for the analysis of
monoalphabetic substitution ciphers, Even with this limitation it will be possible to discuss
only a few of the many variations of this one type; but with a firm grasp upon the general prin-
ciples no difficulties should be experienced with any variations that may be encountered.

¢. This and some of the succeeding texts will deal only with elementary types of cipher
systems not because they may be encountered in military operations but because their study is
essential to an understanding of the principles underlying the solution of the modern, very much
more complex types of ciphers and codes that are likely to be employed by the larger govern-
ments today in the conduct of their military affairs in time of war.

d. All of this series of texts will deal only with the solution of visible secret writing. At
some future date, texts dealing with the solution of invisible secret writing, and with secret
signalling systems, may be prepared.

2. Mental equipment necessary for cryptanalytic work.—a. Captain Parker Hitt, in the
first United States Army manual! dealing with cryptography, opens the first chapter of his
valuable treatise with the following sentence: A

Buccess in dealing with unknown ciphers is measured by these four things in the order named: persev'e:rance,
careful methods of analysis, intuition, luck.

——— e i i . :

1 Hitt, Capt. Parkér, Manual for the Solution of Military Ciphers. Army Servioce Schools Press, Fort Leaven-
worth, Kansas, 1916. 2d Edition, 1918. (Both out of print.)
(1)
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These words are as true today as they were then. There is no royal road to success in the
solution of cryptograms. Hitt goes on to say:

Cipher work will have little permanent attraction for one who expects results at once, without labor, for
there is a vast amount of purely routine labor in the preparation of frequency tables, the rearrangement of
ciphers for examination, and the trial and fitting of letter to letter before the message begins to appear.

The present author deems it advisable to add that the kind of work involved in solving
cryptograms is not at all similar to that involved in solving ‘“cross-word puzzles”, for example.
The wide vogue the latter have had and continue to have is due to the appeal they make to the
quite common instinct for mysteries of one sort or another; but in solving a cross-word puzzle
there is usually no necessity for performing any preliminary labor, and palpable results become
evident after the first minute or two of attention. This successful start spurs the cross-word
“addict”’ on to complete the solution, which rarely requires more than an hour’s time., Further-
more, cross-word puzzles are all alike in basic principle and once understood, there is no more to
learn. Skill comes largely from the embellishment of one’s vocabulary, though, to be sure, con-
stant practice and exercise of the imagination contribute to the ease and rapidity with which
solutions are generally reached. In solving cryptograms, however, many principles must be
learned, for there are many different systems of varying degrees of complexity. Even some of
the simpler varieties require the preparation of tabulations of one sort or another, which many
people find irksome; moreover, it is only toward the very close of the solution that results in the
form of intelligible text become evident. Often, indeed, the student will not even known whether
he is on the right track until he has performed a large amount of preliminary ‘“‘spade work”
involving many hours of labor. Thus, without at least a willingness to pursue a fair amount of
theoretical study, and a more than average amount of patience and perseverance, little skill and
experience can be gained in the rather difficult art of cryptanalysis. General Givierge, the author
of an excellent treatise on cryptanalysis, remarks in this connection: 2

The cryptanalyst’s attitude must be that of William the Silent: No need to hope in order to undertake, nor
to succeed in order to persevere.

b. As regards Hitt’s reference to careful methods of analysis, before one can be said to be a
cryptanalyst worthy of the name it is necessary that one should have firstly a sound knowledge
of the basic principles of cryptanalysis, and secondly, a long, varied, and active practical experi-
ence in the successful application of those principles. It is not sufficient to have read treatises
on this subject. One month’s actual practice in solution is worth a whole year’s mere reading
of theoretical principles. An exceedingly important element of success in solving the more
intricate ciphers is the possession of the rather unusual mental faculty designated in general
terms as the power of inductive and deductive reasoning. Probably this is an inherited rather
than an acquired faculty; the best sort of training for its emergence, if latent in the individual,
and for its development is the study of the natural sciences, such as chemistry, physics, biology,
geology, and the like. Other sciences such as linguistics and philology are also excellent. Apti-
tude in mathematics is quite important, more especially in the solution of ciphers than of codes.

¢. An active imagination, or perhaps what Hitt and other writers call intuition, is essential,
but mere imagination uncontrolled by a judicious spirit will more often be a hindrance than a
help. In practical cryptanalysis the imaginative or intuitive faculties must, in other words, be
guided by good judgment, by practical experience, and by as thorough a knowledge of the general
situation or extraneous circumstances that led to the sending of the cryptogram as is possible
to obtain. In this respect the many cryptograms exchanged between correspondents whose
identities and general affairs, commercial, social, or political, are known are far more readily

2 Givierge, Général Marcel, Cours de Cryptographie, Paris, 1925, p. 301.
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solved than are isolated cryptograms exchanged between unknown correspondents, dealing with
unknown subjects. It is obvious that in the former case there are good data upon which the
intuitive powers of the cryptamalyst can be brought to bear, whereas in the latter case no such
data are available, Consequently, in the absence of such data, no matter how good the imagina-
tion and intuition of the cryptanalyst, these powers are of no particular service to him. Some
writers, however, regerd the intuitive spirit as valuable from still another viewpoint, as may be
noted in the following: ?

Intuition, like & flash of lightning, lasts only for & second. It generally comes when one is tormented by
& difficult decipherment and when one reviews in his mind the fruitless experiments already tried. Suddenly
the light breaks through and one finds after a few minutes what previous days of labor were unable to reveal.

This, too, is true, but unfortunately there is no way in which the intuition may be sum-
moned at will, when it is most needed.* There are certain authors who regard as indispensable
the possession of a somewhat rare, rather mysterious faculty that they designate by the word
“flair”, or by the expression ‘‘cipher brains.” Even so excellent an authority as General
‘Givierge,® in referring to this mental facility, uses the following words: “Over and above per-
severance and this aptitude of mind which some authors consider a special gift, and which they
call intuition, or even, in its highest manifestation, clairvoyance, cryptographic studies will
continue more and more to demand the qualities of orderliness and memory.” Although the
present author believes a special aptitude for the work is essential to cryptanalytic success, he is
sure there is nothing mysterious about the matter at all. Special aptitude is prerequisite to
success in all fields of endeavor. There are, for example, thousands of physicists, hundreds of
excellent ones, but only a handful of world-wide fame. Should it be said, then, that a physicist

3 Lange et Soudart, Traité de Cryplographie, Librairie Félix Alcan, Paris, 1925, p. 104.

1 The following extracts are of interest in this connection:

The fact that the scientific investigator works 50 per cent of his time by non-rational means is, it seems, quite
insufficiently recognized. There is without the least doubt an instinet for research, and often the most successful
investigators of nature are quite unable to give an account of their reasons for doing such and such an experi-
ment, or for placing side by side two. apparently unrelated facts. Again, one of the most salient traits in the
character of the successful scientific worker is the capacity for knowing that a point is proved when it would not
appear to be proved to an outside intelligence functioning in a purely rational manner; thus the investigator
feels that some proposition is true, and proceeds at once to the next set of experiments without waiting and wasting
time in the elaboration of the formal proof of the point which heavier minds would need. Questionless such a
scientific intuition may and does sometimes lead investigators astray, but it is quite certain that if they did
not widely make use of it, they would not get a quarter as far as they do. Experiments confirm each other, and a
false step is usually soon discovered. And not only by this partial replacement of reason by intuition does the
work of science go on, but also to the born scientific worker—and emphatically they cannot be made—the struc-
ture of the method of research is as it were given, he cannot explain it to you, though he may be brought to agree
a postiort to a formal logical presentation of the way the method works.—Excerpt from Needham, Joseph,
The Sceptical Biologist, London, 1929, p. 79.

The essence of scientific method, quite simply, is to try to see how data arrange themselves into causal
configurations. Scientific problems are solved by collecting data and by “thinking about them all the time.”
We need to look at strange things until, by the appearance of known configurations, they seem familiar, and to
look at familiar things until we see novel configurations which make them appear strange. We must look at
events until they become luminous. That is scientific method . . . Insight is the touchstone . . . The appli-
cation of insight as the touchstone of method enables us to evaluate properly the role of imagination in scientifie
amethod. - The scientific process is akin to the artistic process: it is a process of selecting out those elements of
experience which fit together and recombining them in the mind. Much of this kind of research is simply a cease-
less mulling over, and even the physical scientist has considerable need of an armechair. . , Our view of scien-
tific method as a struggle to obtain insight forces the admission that science is half art . . . Insight is the
unknown quantity which has eluded students of scientific method.—Excerpta from an article entitled Insight and
Scientific Method, by Willard Waller, in The American Journal of Sociology, Vol, XL, 1934,

8 Op. cil., p. 302.
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who has achieved very notable success in his field has done so because he is the fortunate posesssor
of a mysterious faculty? That he is fortunate in possessing a special aptitude for his subject is
granted, but that there is anything mysterious about it, partaking of the nature of clairvoyance
(if, indeed, the latter is a reality) is not granted. While the ultimate nature of any mental
process seems to be as complete a mystery today as it has ever been, the present author would
like to see the superficial veil of mystery removed from a subject that has been shrouded in
mystery from even before the Middle Ages down to our own times. (The principal and easily
understandable reason for this is that governments have always closely guarded cryptographic
secrets and anything so guarded soon becomes “mysterious.”) He would, rather, have the
student approach the subject as he might approach any other science that can stand on its own
merits with other sciences, because cryptanalytics, like other sciences, has a practical importance
in human affairs. It presents to the inquiring mind an interest in its own right as a branch of
knowledge; it, too, holds forth many difficulties and disappointments, and these are all the more
keenly felt when the nature of these difficulties is not understood by those unfamiliar with the
special circumstances that very often are the real factors that led to success in other cases.
Finally, just as in the other sciences wherein many men labor long and earnestly for the true
satisfaction and pleasure that comes from work well-done, so the mental pleasure that the
successful cryptanalyst derives from his accomplishments is very often the only reward for much
of the drudgery that he must do in his daily work. General Givierge’s words in this connection
are well worth quoting:® ’

Bome studies will 1ast for years before bearing fruit. In the case of others, cryptanalysts undertaking them
never get any result, But, for a cryptanalyst who likes the work, the joy of discoveries effaces the memory of his
hours of doubt and impatience. ,

d. With his usual deft touch, Hitt says of the element of luck, as regards the role it plays in
analysis:

As to luck, there is the old miners’ proverb: “Gold is where you find it.”

The cryptanalyst is lucky when one of the correspondents whose ciphers he is studying
makes a blunder that gives the necessary clue; or when he finds two cryptograms identical in
text but in different keys in the same system; or when he finds two cryptograms identical in
text but in different systems, and so on. The element of luck is there, to be sure, but the crypi-
analyst must be on the alert if he is to profit by these lucky ‘breaks.”

e. If the present author were asked to state, in view of the progress in the field since 1916,
what elements might be added to the four ingredients Hitt thought essential to cryptanalytic
success, he would be inclined to mention the following:

(1) A broad, general education, embodying interests covering as many fields of practical
knowledge as possible. This is useful because the cryptanalyst is often called upon to solve
messages dealing with the most varied of human activities, and the more he knows about these
activities, the easier his task.

(2) Access to a large library of current literature, and wide and direct contacts with sources
of collateral information. These often afford clues as to the contents of specific messages. For
example, to be able instantly to have at his disposal a newspaper report or a personal report of
events described or referred to in a message under investigation goes a long way toward simpli-
fying or facilitating solution. Government cryptanalysts are sometimes fortunately situated in
this respect, especially where various agencies work in harmony.

(3) Proper coordination of effort. This includes the organization of cryptanalytic personnel
into harmonious, efficient teams of cooperating individuals. .

$ Op. cit., p. 301,
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(4) Under mental equipment he would also include the faculty of being able to concentrate
on a problem for rather long periods of time, without distraction, nervous irritability, and
impatience. The strain under which cryptanalytic studies are necessarily conducted is quite
severe and too long-continued application has the effect of draining nervous emergy to an
unwholesome degree, so that a word or two of caution may not here be out of place. One should
continue at work only so long as a peaceful, calm spirit prevails, whether the work is fruitful or
not. ‘But just as soon as the mind becomes wearied with the exertion, or just as soon as a feeling
of hopelessness or mental fatigue intervenes, it is better to stop completely and turn to other
activities, rest, or play. It is essential to remark that systematization and orderliness of work
are aids in reducing nervous tension and irritability. On this account it is better to take the
time to prepare the data carefully, rewrite the text if necessary, and so on, rather than work
with slipshod, incomplete, or improperly arranged material.

(5) A retentive memory is an important asset to cryptanalytic skill, especially in the solu-
tion of codes. The ability to remember individual groups, their approximate locations in other
messages, the associations they form with other groups, their peculiarities and similarities, saves
much wear and tear of the mental machinery, as well as much time in looking up these groups in
indexes.

f. It may be advisable to add a word or two at this point to prepare the student to expect
slight mental jars and tensions which will almost inevitably come to him in the conscientious
study of this and the subsequent texts. The present author is well aware of the complaint of
students that authors of texts on cryptanalysis base much of their explanation upon their fore-
knowledge of the “answer”’—which the student does not know while he is attempting to follow
the solution with an unbiased mind. They complain too that these authors use such expressions
as “obviously”, “naturally”, “of course”, ‘it is evident that”’, and so on, when the circumstances
seem not at all to warrant their use. There is no question but that this sort of treatment is apt
to discourage the student, especially when the point elucidated becomes clear to Aim only after
many hours’ labor, whereas, according to the book, the author noted the weak spot at the first
moment’s inspection. The present author can only promise to try to avoid making the steps
appear to be much more simple than they really are, and to suppress glaring instances of unjusti-
fiable “jumping at conclusions.” At the same time he must indicate that for pedagogical reasons
in many cases a message has been consciously “manipulated’ so as to allow certain principles to
become more obvious in the illustrative examples than they ever are in practical work, During

‘the course of some of the explanations attention will even be directed to cases of unjustified

inferences. Furthermore, of the student who is quick in observation and deduction, the author
will only ask that he bear in mind that if the elucidation of certain principles seems prolix and
occupies more space than necessary, this is occasioned by the author’s desire to carry the
explanation forward in very short, easily-comprehended, and plainly-described steps, for the
benefit of students who are perhaps & bit slower to grasp but who, once they understand, are
able to retain and apply principles slowly learned just as well, if not better than the students
who learn more quickly.

3. Validity of results of cryptanalysis.—Valid, or authentic cryptanalytic solutions cannot
and do not represent “opinions’” of the cryptanalyst. They are valid only so far as they are
wholly objective, and are susceptible of demonstration and proof, employing authentic, objective
methods. It should hardly be necessary (but an attitude frequently encountered among laymen
makes it advisable) to indicate that the validity of the results achieved by any serious crypt-
analytic studies on authentic material rests upon the same sure foundations and are reached by
the same general steps as the results achieved by any other scientific studies; viz, observation,
hypothesis, deduction and induction, and confirmatory experiment. Implied in the latter is the
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possibility that two or more qualified investigators, _each working indepe.ndently upon.the same
material, will achieve identical (or practically identical) results. Occasmna.ll.y a ps_eudo-grypt-
analyst offers “solutions” which cannot withstand such tests; a second, unbiased, investigator
working independently either cannot consistently apply the methods salleged to have been applied
by the pseiido-cryptanalyst, or else, if he can apply them at ?,11, the..results (plam_—tgxt transla-
tions) are far different in the two cases. ‘The reason for this is that in such cases it is generally
found that the “methods” are not clear-cut, straightforward or mathematical in charaqter.
Tnstead, they often involve the making of judgments on matters too tenuous to measure,.we'lgh,
or otherwise subject to careful scrutiny. Insuch cases, the conclusion to which 1_;he unpre]udlced
observer is forced to come is that the alleged “solution” obtained by the first investigator, the
pseudo—cryptanalyst, is purely subjective. In nearly all cases wh(?re this l%as happened (and they
oceur from time to time) there has been uncovered nothing which can in any way b.e used to
impugn the integrity of the pseudo-cryptanalyst. The worst that can be sx?xd of.hlm is that he
bas become a victim of a special or peculiar form of self-delusion, and th&_t his desire to solve the
problem, usually in accord with some previously-formed opinion, or notion, has over-balanced,

or undermined, his judgment and good sense.”

7 Specific reference can be made to the following typ.ica.l “case histories’: (
Donnelly, Ignatius, The Great Cryptogram. Chicago, 1888, )
“Owen, Orville W., Sir Francis Bacow’s Cipher Story. - Detroit, 1895.
" "Gallup, Elizabeth Wells, Prancis B;mzag:fz c;ipil;grés Detroit, 1900.
jouth, D. 8., The Homer o, catotle. ord, 3. _ » .
‘ ?J‘:ﬁ)%lllg, W'lllmm Romaine, Th;f Cipher of Roger Bacon. Philadelphia, 1928. (For a schqlarly and
" complete demolition of Professor Newbold’s work, see an article entitled Roger Bacon and
the Voynich MS, by John M. Manly, in Speculum, Vol. VI, No. 3, July 1931.) -
Arensberg, Walter Conrad, The Cryptography of Shakespears. Los Angeles, 1922.
The Shakespearean Mystery. Pittsburgh, 1928. ’
The Baconian Keys. Pittsburgh, 1028, :
Feely, Joseph Martin, The Shakespearean Cypher. Rochester, N. Y., 1931,
Deciphering Shakespeare. Rochester, N. Y., 1934,
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FUNDAMENTAL PRINCIPLES
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4. The four basic operations in cryptanalysis.—a. The solution of practically every crypto-
gram involves four fundamental operations or steps:

(1) The determination of the language employed in the plain-text version.

(2) The determination of the general system of cryptography employed.

(3) The reconstruction of the specific key in the case of a cipher system, or the reconstruc-
tion, partial or complete, of the code book, in the case of a code system; or both, in the case of an
enciphered code system.

(4) The reconstruction or establishment of the plain text.

b. These operations will be taken up in the order in which they are given above and in which
they usually are performed in the solution of cryptograms, although occasionally the second
step may precede the first. Co

6. The determination of the language employed.—a. There is not much that need be said
with respect to this operation except that the determination of the language employed seldom
comes into question in the case of studies made of the cryptograms of an organized enemy.
By this is meant that during wartime the enemy is of course known, and it follows, therefore,
that the language he employs in his messages will almost certainly be his native or mother tongue.
Only occasionally nowadays is this rule broken. Formerly it often happened, or it might have
indeed been the general rule, that the language used in diplomatic correspondence was not the
mother tongue, but French. In isolated instances during the World War, the Germans used
English when their own language could for one reason or another not be employed. For example,
for a year or two before the entry of the United States into that war, during the time America
was neutral and the German Government maintained its embassy in Washington, some of the
messages exchanged between the Foreign Office in Berlin and the Embassy in Washington were
cryptographed in English, and a copy of the code used was deposited with the Department of
State and our censor. Another instance is found in the case of certain Hindu conspirators who
were associated with and partially financed by the German Government in 1915 and 1916; they
employed English as the language of their cryptographic messages. Occasionally the crypto-
grams of enemy agents may be in a language different from that of the enemy. But in general
these are, as has been said, isolated instances; as a rule, the language used in cryptograms ex-
changed between members of large organizations is the mother tongue of the correspondents.
Where this is not the case, that is, when eryptograms of unknown origin must be studied, the
cryptanalyst looks for any indications on the cryptograms themselves which may lead to a
conclusion as to the language employed. Address, signature, and plain-language words in the
preamble or in the body of the text all come under careful scrutiny, as well as all extraneous
circumstances connected with the manner in which the eryptograms were obtained, the person
on whom they were found, or the locale of their origin and destination.

]
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b. In special cases, or under special circumstances a clue to the language employed is found
in the nature and composition of the cryptographic text itself. For example, if the letters K and
W are entirely absent or appear very rarely in messages, it may indicate that the language is
Spanish, for these letters are absent in the alphabet of that language and are used only to spell
foreign words or names. The presence of accented letters or letters marked with special signs of
one sort or another, peculiar to certain languages, will sometimes indicate the language used.
The Japanese Morse telegraph alphabet and the Russian Morse telegraph alphabet contain
combinations of dots and dashes which are peculiar to those alphabets and thus the interception
of messages containing these special Morse combinations at once indicates the language involved.
Finally, there are certain peculiarities of alphabetic languages which, in certain types of crypto-
grams, viz, pure transposition, give clues as to the language used. For example, the frequent
digraph C H, in German, leads to the presence,in cryptograms of the type mentioned, of many
isolated C’s and H’s; if this is noted, the cryptogram may be assumed to be in German.

¢c. In some cases it is perfectly possible to perform certain steps in cryptanalysis before
the language of the cryptogram has been definitely determined. Frequency studies, for example,
may be made and analytic processes performed without this knowledge, and by a cryptanalyst
wholly unfamiliar with the language even if it has been identified, or who knows only encugh
about the language to enable him to recognize valid combinations of letters, syllables, or a few
common words in that language. He may, after this, call to his assistance a translator who may
not be a cryptanalyst but who can materially aid in making necessary assumptions based upon
his special knowledge of the characteristics of the language in question. Thus, cooperation
between cryptanalyst and translator results in solution.?

6. The determination of the general system.—a. Except in the case of the more simple
types of cryptograms, the determination of the general system according to which a given crypto-
gram has been produced is usually a difficult, if not the most difficult, step in its solution. The
reason for this is not hard to find.

b. As will become apparent to the student as he proceeds with his study, in the final analysis,
the soludion of every cryptogram involving a form of substitution depends upon its reduction to mono-
alphabetic terms, if i i8 not originally in those terms. This is true not only of ordinary substitution
ciphers, but also of combined substitution-transposition ciphers, and of enciphered code. If the
cryptogram must be reduced to monoalphabetic terms, the manner of its accomplishment is
usually indicated by the cryptogram itself, by external or internal phenomena which become
apparent to the cryptanalyst as he studies the eryptogram. If this is impossible, or too difficult
the cryptanalyst must, by one means or another, discover how to accomplish this reduction,
by bringing to bear all the special or collateral information he can get from all the sources at his
command. If both these possibilities fail him, there is little left but the long, tedious, and often
fruitless process of elimination. In the case of transposition ciphers of the more complex type,
the discovery of the basic method is often simply a matter of long and tedious elimination of
possibilities. For cryptanalysis has unfortunately not yet attained, and may indeed never
attain, the precision found today in qualitative analysis in chemistry, for example, where the
analytic process is absolutely clear cut and exact in its dichotomy. A few words in explanation of
what is meant may not be amiss. When a chemist seeks to determine the identity of an unknown

1 The writer has seen in print statements that “during the World War . . . decoded messages in Japanese
and Russian without knowing a word of either language.” The extent to which such statements are exaggerated
will soon become obvious to the student. Of course, there are occasional instances in which a mere clerk with
quite limited experience may be able to ‘“‘solve’ a message in an extremely simple system in a language of which
he has no knowledge at all; but such a ‘“‘solution” calls for nothing more arduous than the ability to recognize
pronounceable combinations of vowels and consonants—an ability that hardly deserves to be rated as “crypt-
analytic’” in any real sense. To say that it is possible to solve a eryptogram in a foreign language ‘‘without
knowing a word of that language” is not quite the same as to say that it is possible to do so with only a slight
knowledge of the language; and it may be stated without cavil that the better the cryptanalyst’s knowledge of
the language, the greater are the chances for his success and, in any case, the easier is his work.
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substance, he applies certain specific reagents to the substance and in a specific sequence. The
first reagent tells him definitely into which of two primary classes the unknown substance falls.
He then applies a second test with another specific reagent, which tells him again quite definitely
into which of two secondary classes the unknown substance falls, and so on, until finally he has
reduced the unknown substance to its simplest terms and has found out what it is. In striking
contrast to this situation, cryptanalysis affords exceedingly few ‘reagents’’ or tests that may be
applied to determine positively that a given cipher belongs to one or the other of two systems
yielding externally similar results. And this is what makes the analysis of an isolated, complex
cryptogram so difficult. Note the limiting adjective “‘isolated” in the foregoing sentence, for it
is used advisedly. It is not often that the general system fails to disclose itself or cannot be
discovered by painstaking investigation when there is a great volume of text accumulating from
a regular traffic between numerous correspondents in a large organization. Sooner or later the
system becomes known, either because of blunders and carelessness on the part of the personnel
entrusted with the cryptographing of the messages, or because the accumulation of text itself
makes possible the determination of the general system by cryptanalytic studies. But in the
case of a single or even a few isolated cryptograms concerning which little or no information can
be gained by the cryptanalyst, he is often unable, without a knowledge of, or a shrewd guess as to
the general system employed, to decompose the heterogeneous text of the cryptogram into
homogeneous, monoalphabetic text, which is the ultimate and essential step in analysis. The
only knowledge that the cryptanalyst can bring to his aid in this most difficult step is that gained
by long experience and practice in the analysis of many different types of systems,

¢. On account of the complexities surrounding this particular phase of cryptanalysis, and
because in any scheme of analysis based upon successive eliminations of alternatives the crypt-
analyst can only progress so far as the extent of his own knowledge of all the possible alternatives
will permit, it is necessary that detailed discussion of the eliminative process be postponed until
the student has covered most of the field. For example, the student will perhaps want to know
at once how he can distinguish between s cryptogram that is in code or enciphered code from one
that is in cipher. It is at this stage of his studies impracticable to give him any helpful indica-
tions on his question. In return it may be asked of him why he should expect to be able to do
this in the early stages of his studies when often the experienced expert cryptanalyst is baffled on
the same score!

d. Nevertheless, in lieu of more precise tests not yet discovered, a general guide that may be
useful in cryptanalysis will be built up, step by step as the student progresses, in the form of a
series of charts comprising what may be designated An Analytical Key For Cryptanalysis. (See
Par. 50.) It may be of assistance to the student if, as he proceeds, he will carefully study the
charts and note the place which the particular cipher he is solving occupies in the general crypt-
analytic panorama. These charts admittedly constitute only very brief outlines, and can
therefore be of but little direct assistance to him in the analysis of the more complex types of
ciphers he may encounter later on. So far as they go, however, they may be found to be quite
useful in the study of elementary cryptanalysis. For the experienced cryptanalyst they can
serve only as a means of assuring that no possible step or process is inadvertently overlooked in
attempts to solve a difficult cipher.

. €. Much of the labor involved in cryptanalytic work, as referred to in Par, 2, is connected
with this determination of the general system. The preparation of the text, its rewriting in
different forms, sometimes being rewritten in a half dozen ways, the recording of letters, the
establishment of frequencies of occurrences of letters, comparisons and experiments made with
known material of similar character, and so on, constitute much labor that is most often in-
dispensable, but which sometimes turns out to have been wholly unnecessary, or in vain, In a

IE
|
‘\
[



10

recent treatise ? it is stated quite boldly that ‘“this work once done, the detem.xination of the
gystem is often relatively easy.”’” 'This statement can certainly apply only to the simpler types of
ciphers; it is entirely misleading as regards the much more frequently encountered complex
ams of modern times. ]

'crypt;.)nghe reconstruction of the specific key.—a. Nearly all practical cryptographic methods
require the use of a specific key to guide, control, or modify the va.l'i?us steps'under the gene’ral
system. Once the latter has been disclosed, discovered, or h.as o!;hermse come mtq the possession
of the cryptanalyst, the next step in solution is to determine, if necessary, and if posgble, .the
gpecific key that was employed to cryptograph the message or messages under examination.
This determination may not be in complete detail ; it may go only so far as to lead to a ]n.lowledge
of the number of alphabets involved in a substitution cipher, or the number of columns involved
in a transposition cipher, or that a one-part code has been used, in the case of a cpde system.
But it is often desirable to determine the specific key in as comple‘te a form a.nd with as much
detail as possible, for this information will very frequently be 'useful in the solution of subgequent
cryptograms exchanged between the same correspondents, since the nature of the specific key
© 7" b, Frequently, however, the reconstruction of the key is not a pl:erequisit:e to, fmd does not
constitute an absolutely nécessary preliminary step in, the fourth basic operation, v:2, the recon-
struction-or eéstablishment of the plain text. In many cases, indeed, the two processes are
carried along simultaneously, the one assisting the other, until in thf) final stages bo_th have been
completed in their entireties. In still other cases the reconstruction of the specific key may
‘succeed instead of precede the reconstruetion of the plain text, and is accomplished purely as a
matter of academic interest; or the specific key may, in unusual cases, never be reconstn.mt.ed.‘

8. The reconstruction of the plain text.—a. Little need be said at this .point on this phase
of cryptanalysis. The process usually consists, in the case of substitution clph.ers, in the estab-
lishment of equivalency between specific letters of the clphe.r text and the plain text, letter by
letter, pair by pair, and so on, depending upon the pa,rtlcular' type of s1.1bst1tut10n system
involved. In the case of transposition ciphers, the process consists in rearranging the? elements of
the cipher text, letter by letter, pair by pair, or occasi'onally word by word, depending upon the
‘particular type of transposition system involved, until the letters or w01:ds l%ave been -re.turned
to their original plain-text order. In the case of code, the process consists in dgtemmmg .the
meaning of each code group and inserting this meaning in the code text to reestablish the original
plain text. ' o |

b. The foregoing processes do not, as a rule, begin at the beginning of a message and
continue letter by letter, or group by group in sequence up to the very end of the Inessage. 'I.‘he
establishment of values of cipher letters in substitution methods, or of the posﬂ.n(')ns to which
cipher letters should be transferred to form the plain text in the case of transposition methods,
comes at very irregular intervals in the process. At first only one or two values scattered h?re
and there throughout the text may appear; these then form the ‘‘skeletons” of. worc.ls, upon which
further work, by a continuation of the reconstruction process, is made possible; in the end the
6omplebe or nearly complete ? text is established. .

¢. In the case of cryptograms in a foreign language, the translation of the solved messages
is a final and necessary step, but is not to be considered as a cryptanaly.tic process. Ho'wever,
it is commonly the case that the translation process will be carried on sunu}t&neously with tl.xe
cryptanalytic, and will aid the latter, especially when there are lacunae which may be filled in
from the context. (See also Par. 5¢ in this connection.)

3 Lange et Soudart, op. cit., p. 106, ] . 3
3 Somitimes in the ::ase of c:)de, the meaning of a few code groups may be lacking, because there is insufficient
text to establish their meaning,

Secrion III
FREQUENCY DISTRIBUTIONS
Paragraph
The simple or uniliteral frequency distribution 9
Important features of the normal uniliteral frequency distribution 10
Constancy of the standard or normal uniliteral frequency distribution i 11

. 9. The simple or uniliteral frequency distribution.—a. It has long been known to cryptog-
raphers and typographers that the letters composing the words of any intelligible written text
composed in any language which is alphabetic in construction are employed with greatly varying
frequencies. * For example, if on cross-section paper & simple tabulation, shown in Fig. 1, called a
uniliteral frequency distribution, is made of the letters composing the words of the preceding sen-
tence, the variation in frequency is strikingly demonstrated. It is seen that whereas certain
letters, such as A, E, I, N, O, R, S, and T, are employed very frequently, other letters, such as
C, G, P, and W are employed not nearly so frequently, while still other letters, such as F, J, Q, V,
and Z are employed either seldom or not at all. :

- Z =. Z

S = Z Z = x £

2 5 Z ®=2= S EEsx RBREE® =
EIZSTEBEER ~EIZXTE_BRXREBEz _B_Z
ABC-DEFGHIJKLMNOPQRSTUVWXYZ
4 3 8 4 22 90 10156 0 1 9 3 173148 1 13102 3 1 5 1 7 0

(Total=200 letters)

FIGURE 1.

b. If a similar tabulation is now made of the letters comprising the words of the second

-sentence in the preceding paragraph, the graph shown in Fig. 2 is obtained. Both sentences
‘have exactly the same number of letters (200).

&

= = = > =
= = = Z 3 xS=E
2 S Ex = S EEL. BEER
TTXTEXTXIEE ~REREESREER <=3
ABCDEFGHIJKLMNOPQRSTUVWXYZ
122 8 7257 4 6520 1 9 5 17146 21314176 1213850

(Total=200 letters) -

FIGURE 2.

¢. Although each of these two graphs exhibits great variation in the relative frequencies
with. which different letters are employed in the respective sentences to which they apply, no
marked differences are exhibited between the frequencies of the same letter in the two graphs.
Compare, for example, the frequencies of A, B, C . . . Zin Fig. 1 with thoseof A, B, C, . . . Z
in Fig. 2. Aside from one or two exceptions, as in the case of the letter F, these two graphs agree
rather strikingly. :
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d. This agreement, or similarity, would be practically complete 1f t:he two texts were much
longer, for example, five times as long. In fact, when two texts of similar cha.ra.cter, each con-
taining more than 1,000 letters, are compared, it would be foun’d thaf: the respective frequenclfas
of the 26 letters composing the two graphs show only very slight dlﬁe_rences. This means, in
other words, that in normal text each letter of the alphabet occurs with a rather constant or
characteristic frequency which it tends to approximate, dependmg_upon the lengtlf of f.he ltext.
analyzed. The longer the text (within certain limits), the closer w111 be the approximation. ,

e. An experiment along these lines will be convincing, A series of 260 qﬂicml telegrams
passing through the War Department Message Center was examined statxs?xca_lly. . The mes-
sages were divided into five sets, each totaling 10,000 letters, and the five distributions shown
in Table 1-A, were obtained. .

J- If the five distributions in Table 1-A are summed, the results are as shown in Table 2-A.

TaBLE 1-A.—Absolute frequencies of letters appearing in five sets of Gmmemd plain-text tele-
grams, each set containing 10,000 letters, arranged alphabetically

Message No. 1 Messnge No. 2 Message No. 3 Message No. 4 Message No. §

X Absolute
Letter | DSOS || potter | AbeChe | etter | ADsciobe | peutar | AbSclute || perser g
Ao 73slta ] 783lla | es1fla___| 7e0fla___ | 741
B____.] 1048 108 B | e8| B 83 || B 99
c | swollce——1 soollc—___| 2ssijc 326 | C 301
p | 887D | a13f{D | 423fiD___| 451{D | 448
E____ 11,367 |E —____|1,204||E_____ l1202|lE_____ |1270|E | 1,275
F | os8llF | 287)F___| ‘308 F ] et llF | 281
6. | 06)6G—| wsle 1 181l @ 167 || G. 1 150
m | swollHe | s51{H_____ | 385 [|H____| 340 || H______| 349
I EE7ZIEN 50 {{ T | 787 |l I 1 w0l 1 ee7
1 slla. 17 || I I EEETY _ gi J ;2

K | K. ssllk | e22flx____}| k|
L | 322 L.  se3 |l | st | 3sfL 344
M| a2l ] 240 || M| 238f{M__—___ | 240ffM_.___ | 268
N 786 | Nooo | 704 |Nee | 816|N—— | 800JN 780
0| 685 1| 0| 770 | 0o 791 flo___ | 7580 | 762
P | oar || P | el 317 || P | 2a5| P 260
e .1 sofle—r 1 o22le— 1 sfle_— | slle_—"1I a0
R | "0 ||R | 745||Ree | 762 R.— | 735 R 786
S 1 essllS— 583 || S. 585 || S| 628 |l S| 604
T | ese|lT— | s7TOfT_ | 804 || T | ess|T | o028
U 270l U] o33 | v______ | sizflv___ | eerflv___| o238
Vool 163V | 173V 142 | Vo 133l v 185
Weee | 166 | W._. 4 163w 186 || W 133 (| W 4 182
x| wlx____| s0fx a ll x 53 |l x| 41
Y| v | w5 Y. ey 213 v____ | 229
| ez ] |z 1 ellz——— 1 ullz___ ] 5
Total.__]|10, 000 10, 000 10, 000 10, 000 10, 000

1 8ee footnote 5, page 16.
2 These compris’ed messages from several departments in addition to the War Department and were all of

an administrative character.
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TABLE 2-A.—Absolute frequencies of letlers appearing in the combined five sets of messages totaling
60,000 letters, arranged alphabetically

A 3,683 G...... 819 L. 1,821 Q. 175 V... 766
B.... 487 H 1,694 M. 1,237 R.... 3,788 [, — 780
C. 1,534 I 3,676 N.._.. 3,975 S 3,058 X .. 231
D___.. 2,122 Jo.. 82 0. 3,764 T 4, 595 Yo ... 967
E. 6,498 K. . 148 P._.. 1,335 U 1,300 Z._.. 49
F_.. 1,416

g. The frequencies noted in subparagraph f, when reduced to the basis of 1,000 letters and
then used as a basis for constructing a simple chart that will exhibit the variations in frequency
in a striking manner, yield the following graph which is hereafter designated as the normal, or
standard wniliteral frequency distribution for English telegraphic plain text:
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BCDEFGHIJKLMNOPQRSTUVWXYZ

10 31 42130 28 16 34 74 2 3 36 25 7 75 27 3 76 61 92 26 15 16 5 19 1
FIGURE 3.

L T T

10. Important features of the normal uniliteral frequency distribution.—a. When the graph
shown in Fig. 3 is studied in detail, the following features are apparent:

(1) It is quite irregular in appearance. This is because the letters are used with greatly
varying frequencies, as discussed in the preceding paragraph. This irregular appearance is often
described by saying that the graph shows marked crests and troughs, that is, points of high fre-
quency and low frequency.

148274—38——2
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(2) The relative positions in which the crests and troughs fall within the graph, that is, the
spatial relations of the crests and troughs, are rather definitely fixed and are determined by cir-
cumstances which have been explained in a preceding text.? '

(3) The relative heights and depths of the crests and troughs within the graph, that is, the
linear extensions of the lines marking the respective frequencies, are also rather definitely fixed,
as would be found if an equal volume of similar text were analyzed.

(4) The most prominent crests are marked by the vowels A, E, I, 0, and the consonants
N, R, S, T; the most prominent troughs are marked by the consonants J, X, Q, X, and Z.

(5) The important data are summarized in tabular form in Table 3.

TABLE 3
Percent of
Froquency| Pt o ot
numbers
6Vowels: A B I O U Yoo 398 39.8 40
20 Consonants:
5 High Frequency (D N R S T) oo e 350 35.0 35
10 Medium Frequency B CFGHLMP V W)______________ 238 23.8 24
5 Low Frequency (J K Q X Z) . 14 1.4 1
Total oo et 1,000 | 100.0 100
(6) The frequencies of the letters of the alphabet are as follows:
A 74 G 16 | I 36 Qs 3 | A— 15
B....... 10  » S 34 M. .. 25 R 76 | — 16
o 31 I ... 74 N 79 S 61 X oo 5
Do 42 N I 2 L) 75 T 92 ) S 19
| DR 130 L G 3 P 27 L0 — 26 YA 1
Fo 28
(7) The relative order of frequency of the letters is as follows:
N 130 L. 74 Coeee. 31 Yo 19 X 5
T 92 I 61 .F__-; ______ 28 G . 16 Q. .. 3
Noos 79 Do 42 P 27 || A— 16 Koo 3
) S 76 L. 36  U_._... 26 Ve 15 Je 2
O 75 Hoo._. 34 M. 25 B 10 Zeeoooo. 1
A 74 -

(8) The four vowels A, E, I, 0 (combined frequency 353) and the four consonants N, R, S, T

" (combined frequency 308) form 661 out of every 1,000 letters of plain text; in other words, less

than ¥ of the alphabet is employed in writing % of normal plain text.

3 Section VII, Elementary Military Cryptography.
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b. The data given in Fig. 3 and Table 3 represent the relative frequencies found in a large
volume of English telegraphic text of a governmental, administrative character. These fre-
quencies will vary somewhat with the nature of the text analyzed. For example, if an equal
number of telegrams dealing solely with commercial transactions in the leather industry were
studied statistically, the frequencies would be slightly different because of the repeated occurrence
of words peculiar to that industry. Again, if an equal number of telegrams dealing solely with
military messages of a tactical character were studied statistically, the frequencies would differ
slightly from those found above for general governmental messages of an administrative character.

¢. If ordinary English literary text (such as may be found in any book, newspaper, or printed
document) were analyzed, the frequencies of certain letters would be changed to an appreciable
degree. Thisis because in telegraphic text words which are not strictly essential for intelligibility
(such as the definite and indefinite articles, certain prepositions, conjunctions and pronouns) are
omitted. In addition, certain essential words, such as “stop”, ‘period”’, ‘“‘comma’, and the like,
which are usually indicated in written or printed matter by symbols not easy to transmit tele-
graphically and which must, therefore, be spelled out in telegrams, occur very frequently. Fur-
thermore, telegraphic text often employs longer and more uncommon words than does ordinary
newspaper or book text.

d. As a matter of fact, other tables compiled in the Office of the Chief Signal Officer zave
slightly different results, depending upon the source of the text. For example, three tables based
upon 75,000, 100,000, and 136,257 letters taken from various sources (telegrams, newspapers,
magazine articles, books of fiction) gave as the relative order of frequency for the first 10 letters
the following:

For 75,000 letters_____________________. ETRNIOASDL
For 100,000 letters_____.______..._.___ ETRINOASDL
For 136,257 letters ... _______. _ETRNAOISLD

TaBLE 4.—Frequency table for 10,000 letters of literary English, as compiled by Hilt
ALPHABETICALLY ARRANGED

A 778 Geeeeeen 174 L. 372 Qe 8 V.. 112
B... 141 - 59056 M. 288 R...... 651 | A 176
C_.. 296 ) 667 N 686  S....... 622 X 27
D...... 402 Jo.. 51 Qoo 807 T 855 Y. 196
E.... 1,277 Ko.... 74 ) S 223  U..._._.. 308 Zo...... 17
F_._. 197
ARRANGED ACCORDING TO FREQUENCY

E... 1,277 S 651 U 308 Yoo 196 ) 74
T...... 855 S 622 Creme 296  Wo..._.. 176 N S 51
0...... 807 H..._._. 595 M. 288 G 174 X 27
A 778  Do_..... 402 P 223 B, 141 y A 17
N 686 L. 372 Fo..._.. 197 Vo 112 Qoeeen 8
i 667
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Hitt also compiled data for telegraphic text (but does not state what kind of messages) and
gives the following table:

TaBLE 5.—Frequency table for 10,000 letters of telegraphic English, as compiled by Hitt
' ALPHABETICALLY ARRANGED

A 813 | 201 I 392 Q. 38 |/ 136
B 149 H_ ... 386 Mo 273 R 677 | I—— 166
Coen 306 I 711 N 718 S 656 X o 51
D 417 Jo 42 | 844 p 634 Yo 208
E... 1,319 K. 88 | 243 | R 321 p AR 6
Fo___. 206
ARRANGED ACCORDING TO FREQUENCY

E.... 1,319 Soes 656 |6 SO 321 P 205 K. 88
0..... 844 N 634 | . 306 G .. 201 X o 51
A 813 D 417 Mo 273 || S— 166 Jo 42
N._._.. 718 P 392 243 - 149 Qe 38
I 711 2 386 Yot 208 Vo 136 YA 6
R 677

e. Frequency data applicable purely to English military text were compiled by Hitt,* from
a study of 10,000 letters taken from orders and reports. The frequencies found by him are given
in Tables 4 and 5. :

11. Constancy of the standard or normal, uniliteral frequency distribution.—a. The
relative frequencies disclosed by the statistical study of large volumes of text may be considered
to be the standard or normal frequencies of the letters of written English. Counts made of
smaller volumes of text will tend to approximate these normal frequencies, and, within certain
limits,® the smaller the volume, the lower will be the degree of approximation to the normal,
until, in the case of a very short message, the normal proportions may not obtain at all. It is
advisable that the student fix this fact firmly in mind, for the sooner he realizes the true nature
of any data relative to the frequency of occurrence of letters in text, the less often will his labors
toward the solution of specific ciphers be thwarted and retarded by too strict an adherence to
these generalized principles of frequency. He should constantly bear in mind that such data
are merely statistical generalizations, that they will be found to hold strictly true only in large
volumes of text, and that they may not even be approximated in short messages.

b. Nevertheless the normal frequency distribution or the ‘normal expectancy’” for any
alphabetic language is, in the last analysis, the best guide to, and the usual basis for, the solution
of cryptograms of a certain type. It is useful, therefore, to reduce the normal, uniliteral
frequency distribution to a basis that more or less closely approximates the volume of text which
the cryptanalyst most often encounters in individual eryptograms. As regards length of mes-
sages, counting only the letters in the body, and excluding address and signature, a study of the

4 Op. cit., pp. 6-7.

5 It is useless to go beyond a certain limit in establishing the normal-frequency distribution for a given
language. As a striking instance of this fact, witness the frequency study made by an indefatigable German,
Kaeding, who in 1898 made a count of the letters in about 11,000,000 words, totaling about 62,000,000 letters in
German text. When reduced to a percentage basis, and when the relative order of frequency was determined,
the results he obtained differed very little from the results obtained by Kasiski, a German cryptographer, from a

count of only 1,060 letters. See Kaeding, Haeufigkeitswoerterbuch, Steglitz, 1898; Kasiski, Die Geheimschrifien
und die Dechiffrir-Kunst, Berlin, 1863.
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260 telegrams referred to in paragraph 9 shows that the arithmetical average is 217 letters;
the statistical mean, or weighted average,® however, is 191 letters. These two results are,
however, close enough together to warrant the statement that the average length of telegrams
is approximately 200 letters. The frequencies given in Par. 9f have therefore been reduced to
a basis of 200 letters, and the following uniliteral frequency distribution may be taken as showing
the most typical distribution to be expected in 200 letters of telegraphic English text:

/

=z
S =
= Z 2 2= 2 X
Z2 = E -~ = =~ ZEZ= 2 2=
EXXXEZ=REZ ZEZERE EEERBEss_S
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
FiGure 4.

¢. The student should take careful note of the appearance of the distribution ’ shown in
Fig. 4, for it will be of much assistance to him in the early stages of his study. The manner of
setting down the tallies should be followed by him in making his own distributions, indicating
every fifth occurrence of a letter by an oblique tally. This procedure almost automatically
shows the total number of occurrences for each letter, and yet does not destroy the graphical
appearance of the distribution, especially if care is taken to use approximately the same amount
of space for each set of five tallies. Cross-section paper is very useful for this purpose.

d. The word ‘‘uniliteral” in the designation ‘“uniliteral frequency distribution” means
“single letter”’, and it is to be inferred that other types of frequency distributions may be encoun-
tered. For example, a distribution of pairs of letters, constituting a biliteral frequency distri-
bution, is very often used in the study of certain cryptograms in which it is desired that pairs
made by combining successive letters be listed. A biliteral distribution of AB C D E F would
take these pairs: AB, BC, CD, DE, EF. The distribution could be made in the form of a large
square divided up into 676 cells. When distributions beyond biliteral are required (triliteral,
quadraliteral, etc.) they can only be made by listing them in some order, for example, alpha-
betically based on the 1st, 2d, 3d, . . . letter.

¢ The arithmetical average is obtained by adding each different lenéth and dividing by the number of
different-length messages; the mean is obtained by multiplying each different lengtly by the number of messages
of that length, adding all products, and dividing by the total number of messages.

7 The use of the terms “distribution” and ‘“frequency distribution”, instead of ‘‘table’” and “frequency
table”’, respectively, is considered advisable from the point of view of consistency with the usual statistical
nomenclature. When data are given in tabular form, with frequencies indicated by numbers, then they may
properly be said to be set out in the form of a table. When, however, the same data are distributed in a chart
which partakes of the nature of a graph, with the data indicated by horizontal or vertical linear extensions, or
by a curve connecting points corresponding to quantities, then it is more proper to call such a graphic represen-
tation of the data a distribution.




SectioN IV

FUNDAMENTAL USES OF THE UNILITERAL FREQUENCY DISTRIBUTION

Paragraph

The four facts which can be determined from a study of the uniliteral frequency distribution for a erypto-
gram 12
Determining the class to which a cipher belongs 13
Determining whether a substitution cipher is monoalphabetic or polyalphabetic 14
Determining whether the cipher alphabet is & standard, or & mixed cipher alphabet 15
Determining whether the standard cipher alphabet is direct or reversed 16

12. The four facts which can be determined from a study of the uniliteral frequency dis-
tribution for a cryptogram. a. The following four facts (to be explained subsequently) can
usually be determined from an inspection of the uniliteral frequency distribution for a given
cipher message of average length, composed of letters:

(1) Whether the cipher belongs to the substitution or the transposition class;

(2) If to the former, whether it is monoalphabetic or polyalphabetic in character;

(3) If monoalphabetic, whether the cipher alphabet is & standard cipher alphabet or a mixed
cipher alphabet; -

(4) If standard, whether it is a direct or reversed standard cipher alphabet.

b. For immediate purposes the first two of the foregoing determinations are quite important
and will be discussed in detail in the next two subparagraphs; the other two determinations will
be touched upon very briefly, leaving their detailed discussion for subsequent sections of the
text.

18. Determining the class to which a cipher belongs.—a. The determination of the class
to which a cipher belongs is usually a relatively easy matter because of the fundamental difference
in the nature of transposition and of substitution as eryptographic processes. In a transposition
cipher the original letters of the plain text have merely been rearranged, without any change
whatsoever in their identities, that is, in the conventional values they have in the normal alpha-
bet. Hence, the numbers of vowels (4, E, I, 0, U, Y), high-frequency consonants (D, N, R, S, T),
medium-frequency consonants (B, C, F, G, H, L, M, P, V, W), and low-frequency consonants (J, K,
Q, X, Z) are exactly the same in the cryptogram as they are in the plain-text message. Therefore,
the percentages of vowels, high, medium, and low-frequency consonants are the same in the
transposed text as in the equivalent plain text. In a substitution cipher, on the other hand, the
identities of the original letters of the plain text have been changed, that is, the conventional
values they have in the normal alphabet have been altered. Consequently, if a count is made
of the various letters present in such a eryptogram, it will be found that the number of vowels,
high, medium, and low-frequency consonants will usually be quite different in thé cryptogram
from what they are in the original plain-text message. Therefore, the percentages of vowels,
high, medium, and low-frequency consonants are usually quite different in the substitution text
from what they are in the equivalent plain text. From these considerations it follows that if in
a specific cryptogram the percentages of vowels, high, medium, and low-frequency consonants
are approximately the same as would be expected in normal plain text, the cryptogram probably
belongs to the transposition class; if these percentages are quite different from those to be
expected in normal plain text the cryptogram probably belongs to the substitution class.

(18)

19

b. In the preceding subparagraph the word ‘‘probably’” was emphasized by italicizing it,
for there can be no certainty in every case of this determination. Usually these percentages in
a transposition cipher are close to the normal percentages for plain text; usually, in a substitu-
tion cipher, they are far different from the normal percentages for plain text. But occasionally
a cipher message is encountered which is difficult to classify with a reasonable degree of certainty
because the message is too short for the general principles of frequency to manifest themselves.
It is clear that if in actual messages there were no variation whatever from the normal vowel
and consonant percentages given in Table 3, the determination of the class to which a specific
cryptogram belongs would be an extremely simple matter. But unfortunately there is always
some variation or deviation from the normal. Intuition suggests that as messages decrease in
length there may be a greater and greater departure from the normal proportions of vowels,
high, medium, and low-frequency consonants, until in very short messages the normal propor-
tions may not hold at all. Similarly, as messages increase in length there may be a lesser and
lesser departure from the normal proportions, until in messages totalling s thousand or more
letters there may be no difference at all between the actual and the theoretical proportions.
But intuition is not enough, for in dealing with specific messages of the length of those commonly
encountered in practical work the question sometimes arises as to exactly how much deviation
(from the normal proportions) may be allowed for in a eryptogram which shows a considerable
smount of deviation from the normal and which might still belong to the transposition rather
than to the substitution class.

¢c. Statistical studies have been made on this matter and some graphs have been ¢onstructed
thereon. These are shown in Charts 14 in the form of simple curves, the use of which will now
be explained. Each chart contains two curves marking the lower and upper limits, respectively,
of the theoretical amount of deviation (from the normal percentages) of vowels or consonants
which may be allowable in a cipher believed to belong to the transposition class.

d. In Chart 1, curve V; marks the lower limit of the theoretical amount of deviation from the
normal number of vowels to be expected in a message of given length; curve V; marks the upper
limit of the same thing. Thus, for example, in a message of 100 letters in plain English there
should be between 33 and 47 vowels (A E I O U Y). Likewise, in Chart 2 curves H, and H,
mark the lower and upper limits as regards the high-frequency consonants. In a message of 100
letters there should be between 28 and 42 high-frequency consonants (D N R S T). In Chart 3,
curves M, and M, mark the lower and upper limits as regards the medium-frequency consonants.
In a message of 100 letters there should be between 17 and 31 medium-frequency consonants
BCFGHLMPVW. Finally,in Chart 4, curves L, and L, mark the lower and upper
limits as regards the low-frequency consonants. In a message of 100 letters there should be
between 0 and 3 low-frequency consonants (J K Q X Z). In using the charts, therefore, one
finds the point of intersection of the vertical coordinate corresponding to the length of the
message, with the horizontal coordinate corresponding to (1) the number of vowels, (2) the
number of high-frequency consonants, (3) the number of medium-frequency consonants, and
(4) the number of low-frequency consonants actually counted in the message. If all four points
of intersection fall within the area delimited by the respective curves, then the number of vowels,
high, medium, and low-frequency consonants corresponds with the number theoretically expected
in a normal plain-text message of the same length; since the message under investigation is not
plain text, it follows that the cryptogram may certainly be classified as a transposition cipher.
On the other hand, if one or more of these points of intersection falls outside the area delimited
by the respective curves, it follows that the cryptogram is probably a substitution cipher. The
distance that the point of intersection falls outside the area delimited by these curves is a more or
less rough measure of the improbability of the cryptogram’s being a transposition cipher.
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¢. Sometimes a cryptogram is encountered which is hard to classify with cer.-tainty even -With
the foregoing aids, because it has been consciously prepared with & view to making the classifica-
tion difficult. This can be done either by selecting peculiar words (as in “trick cryptograms:’)
or by employing a cipher alphabet in which letters of approximately similar normal freqyenc:ws
have been interchanged. For example, E may be replaced by 0, T by R, and so on, thus yielding
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OHART No. 1.—Curves marking the lower and upper limits of the theoretical amount of deviation from the normal number of vowels to be expected
in messsges of various lengths, (See Par. 13d.)

a cryptogram giving external indications of being a transposition cipher but which is really &
substitution cipher. If the cryptogram is not too short, a close study will usually disclose what
has been done, as well as the futility of so simple a subterfuge.

f. In the majority of cases, in practical work, the determination of the class to which a
cipher of average length belongs can be made from a mere inspection of the message, after the
cryptanalyst has acquired a familiarity with the normal appearance of transposition and of
substitution ciphers. In the former case, his eyes very speedily note many high-frequency letters,
such as E, T, N, R, 0, and S, with the absence of low-frequency letters, such as J, K, Q, X,

21

and Z; in the latter case, his eyes just as quickly note the presence of many low-frequency letters,
and a corresponding absence of the usual high-frequency letters.

g. Another rather quickly completed test, in the case of the simpler varieties of ciphers, is
to look for repetitions of groups of letters. As will become apparent very soon, recurrences of
syllables, entire words and short phrases constitute a characteristic of all normal plain text.
Since a transposition cipher involves a change in the sequence of the letters composing a plain-
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CHART NO. 2—Curves marking the lower and upper limits of the theoretical amount of deviation from the normal number of high-frequency conso
nants to be expected in messages of various lengths. (See Par. 13d.)

text message, such recurrences are broken up so that the cipher text no longer will show repetitions
of more or less lengthy sequences of letters. But if a cipher message does show many repetitions
and these are of several letters in length, say over four or five, the conclusion is at once warranted
that the cryptogram is most probably a substitution and not a transposition cipher. However,
for the beginner in cryptanalysis, it will be advisable to make the uniliteral frequency distribution,
and note the frequencies of the vowels, the high, medium, and low-frequency consonants. Then,
referring to Charts 1 to 4, he should carefully note whether or not the observed frequencies for
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these categories of letters fall within the limits of the theoretical frequencies for a normal plain-
text message of the same length, and be guided accordingly. :

h. 1t is obvious that the foregoing rule applies only to ciphers composed wholly of letters.
If a message is composed entirely of figures, or of arbitrary signs and symbols, or of intermixtures
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CHART NO. 3.—Curves marking the lower and upper limits of the theoretical amount of deviation from the normal number of medium-frequency
consonants to be expected in messages of various lengths. (See Par. 13d.)

of letters, figures and other symbols, it is immediately apparent that the cryptogram is a sub-
stitution cipher.

i. Finally, it should be mentioned that there are certain kinds of cryptograms whose class
cannot be determined by the method set forth in subparagraphs b, ¢, d above. These exceptions
will be discussed in a subsequent section of this text.!

14. Determining whether a substitution cipher is monoalphabetic or polyalphabetic.—a. It
will be remembered that a monoalphabetic substitution cipher is one in which a single cipher
alphabet is employed throughout the whole message, that is, a given plain-text letter is invariably

1 Par. 47,

Expected number of low-frequency consonants (J K Q X Z).
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represented throughout the message by one and the same letter in the cipher text. On the other
hand, a polyalphabetic substitution cipher is one in which two or more cipher alphabets are
employed within the same message; that is, a given plain-text letter may be represented by two or
more different letters in the cipher text, according to some rule governing the selection of the
equivalent to be used in each case. From this it follows that a single cipher letter may represent
two or more different plain-text letters.

b. It is easy to see why and how the appearance of the uniliteral frequency distribution for
a substitution cipher may be used to determine whether the cryptogram is monoalphabetic or
polyalphabetic in character. The normal distribution presents marked crests and troughs by
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CHART No, 4.—Curves marking the lower and upper limits of the theoretical amount of deviation from the normal number of low-frequency conso-
nants to be expected in messages of various lengths. (See Par. 13d.)

virtue of two circumstances. First, the elementary sounds which the symbols represent are
used with greatly varying frequencies, it being one of the striking characteristics of every alpha-
betic language that its elementary sounds are used with greatly varying frequencies.? In'the
second place, except for orthographic aberrations peculiar to certain languages (conspicuously,
English and French), each such sound is represented by the same symbol. It follows, therefore,
that since in & monoalphabetic substitution cipher each different plain-text letter (=elementary
sound) is represented by one and only one cipher letter (=elementary symbol), the uniliteral
frequency distribution for such a cipher message must also exhibit the irregular crest and trough
appearance of the normal distribution, but with only this important modification—the absolute

? The student who is interested in this phase of the subject may find the following reference of value: Zipf’
G. K., Selected Studies of the Principle of Relative Frequency in Language, Cambridge, Mass., 1932.
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positions of the crests and troughs will not be the same as in the normal. That is, the letters accom-
panying the crests and the troughs in the distribution for the cryptogram will be different from
those accompanying the crests and the troughs in the normal distribution. But the marked
irregularity of the distribution, the presence of accentuated crests and troughs, is in itself an
indication that each symbol or cipher letter always represents the same plain-text letter in that
cryptogram. Hence the general rule: A marked crest and trough appearance in the uniliteral
frequency distribution for a given cryptogram indicates that a single cipher alphabet is involved and
constitutes one of the tests for a monoalphabetic substitution cipher.

¢. On the other hand, suppose that in a cryptogram each cipher letter represents several
different plain-text letters. Some of them are of high frequency, others of low frequency. The
net result of such a situation, so far as the uniliteral frequency distribution for the cryptogram
is concerned, is to prevent the appearance of any marked crests and troughs and to tend to reduce
the elements of the distribution to a more or less common level. This imparts a “flattened
out” appearance to the distribution. For example, in a certain cryptogram of polyalphabetic
construction, K,=E,, G, and J,; R,=A,, D,, and B,; X,=0,, L;, and F,. The frequencies of
K., Re, and X, will be approximately equal because the summations of the frequencies of the several
plain-text letters each of these cipher letters represents at different times will be about equal.
If this same phenomenon were true of all the letters of the cryptogram, it is clear that the
frequencies of the 26 letters, when shown by means of the ordinary uniliteral frequency distribu-
tion, would show no striking differences and the distribution would have the flat appearance of
a typical polyalphabetic substitution cipher. Hence, the general rule: The absence of marked
crests and troughs in the uniliteral frequency distribution indicates that two or more cipher alphabets
are involved. The flattened-out appearance of the distribution constitutes one of the tests for a poly-
alphabetic substitution cipher.

d. The foregoing test based upon the appearance of the frequency distribution constitutes
only one of several means of determining whether a substitution cipher is monoalphabetic or
polyalphabetic in composition. It can be employed in ceses yielding frequency distributions
from which definite conclusions can be drawn with more or less certainty by mere ocular exami-
nation. In those cases in which the frequency distributions contain insufficient data to permit
drawing definite conclusions by such examination, certain statistical tests can be applied. These
will be discussed in a subsequent text.

e. At this point, however, one additional test will be given because of its simplicity of appli-
cation. It may be employed in testing messages up to 200 letters in length, it being assumed that
in messages of greater length ocular examination of the frequency distribution offers little or no
difficulty. This test concerns the number of blanks in the frequency distribution, that is, the
number of letters of the alphabet which are entirely absent from the message. It has been
found from statistical studies that rather definite “laws’” govern the theoretically expected num-
ber of blanks in normal plain-text messages and in frequency distributions for eryptograms of
different natures and of various sizes. The results of certain of these studies have been embodied
in Chart 5.

f. This chart contains two curves. The one labeled P applies to the average number of
blanks theoretically expected in frequency distributions based upon normal plain-text messages
of the indicated lengths. The other curve, labeled R, applies to the average number of blanks
theoretically expected in frequency distributions based upon perfectly random assortments of
letters; that is, assortments such as would be found by random selection of letters out of a hat
containing thousands of letters, all of the 26 letters of the alphabet being present in equal pro-
portions, each letter being replaced after a record of its selection has been made. Such random
assortments correspond to polyalphabetic cipher messages in which the number of cipher alpha-
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bets is 80 large that if uniliteral frequency distributions are made of the letters, the distributions
are practically identical with those which are obtained by random selections of letters out of a hat.

g In using this chart, one finds the point of intersection of the vertical coordinate corre-
sponding to the length of the message, with the horizontal coordinate corresponding to the
observed number of blanks in the distribution for the message. If this point of intersection falls
closer to curve P than it does to curve R, the number of blanks in the message approximates or
corresponds more closely to the number theoretically expected in a plain-text message than it
does to a ra{ldom (cipher-text) message of the same length; therefore, this is evidence that the
cryptogram is monoalphabetic. Conversely, if this point of intersection falls closer to curve R
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CHART No. 5.—Curves showing the average number of blanks theoretically expected in distributions for plain text (P) and for random text (R) for
messages of various lengths. (See Par. 141.)

than to curve P, the number of blanks in the message approximates or corresponds more closely
to the number theoretically expected in a random text than it does to a plain-text message of the
same length; therefore, this is evidence that the cryptogram is polyalphabetic.
o ﬁ Practical examples of the use of this chart will be given in some of the illustrative messages
o follow.

15. Determining whether the cipher alphabet is a standard, or a mixed cipher alphabet.—
a. Assuming that the uniliteral frequency distribution for a given cryptogram has been made, and
that it shows clearly that the cryptogram is a substitution cipher and is monoalphabetic in
character, a consideration of the nature of standard cipher alphabets * almost makes it obvious
how an inspection of the distribution will disclose whether the cipher alphabet involved is a

standard cipher alphabet or a mixed cipher alphabet. If the crests and troughs of the distribu-

4 See Sec. VIII, Elementary Military Cryptography.
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. . . . . 1 the normal
tion oceu ositions which correspond to the relative positions they occupy in th
frequencypcﬂsfﬁbution, then the cipher alphabet is a standard cipher alphabet. If this is not th;
case, then it is highly probable that the cryptogram has been prepared by the use of a mixe

ipher alphabet. - .
o %I‘ Apmat;chanical test may be applied in doubtful cases arising from lack of material available

for study. Just what this test involves, and an illustration of its application will be given in the
' i ing specific examples. _
next f:?t;);;:;glngg 'I:vhether thep standard cipher alphabet is direct or reversed.—Assumg
that the frequency distribution for a given cryptogram shows clefmrly' that a standard clplier
alphabet is involved, the determination as to whether the alpl_mbet is direct or reversed can also
be made by inspection, since the difference between the two is me.rely a m'atter of the dzr.ectwn
in which the sequence of crests and troughs progresses—to thg, ngh't, as in normal reading or
writing, or the left. In a direct cipher alphabet the direction in wh101.1 the.crests and tro.ughs
of the distribution should be read is the normal direction, from left to right; in a reversed cipher

alphabet this direction is reversed, from right to left.

Section V
UNILITERAL SUBSTITUTION WITH STANDARD CIPHER ALPHABETS

: g Paragraph
Principles of solution by construction and analysis of the unilitersal frequency distribution X 17
Theoretical example of solution. : : : 18
Practical example of solution by the frequency method ‘ B 19
Solution by completing the plain-component sequence i : 20
Special remarks on the method of solution by completing the plain-component sequence ‘ 21
Value of mechanical solution as a short cut : ; 22

17. Principles of solution by construction and analysis of the uniliteral frequency distri-
bution.—a. Standard cipher alphabets are of two sorts, direct and reversed. The analysis of
monoalphabetic cryptograms prepared by their use follows almost directly from a consideration of
the nature of such alphabets. Since the cipher component of a standard cipher alphabet consists
either of the normal sequence merely displaced 1, 2, 3, . . . intervals from the normal point of
coincidence, or of the normal sequence proceeding in a reversed-normal direction, it is obvious
that the uniliteral frequency distribution for a cryptogram prepared by means of such & cipher
alphabet employed monoalphabetically will show crests and troughs whose relative positions
and frequencies will be exactly the same as in the uniliteral frequency distribution for the plain
text of that cryptogram. The only thing that has happened is that the whole set of crests and
troughs of the distribution has been displaced to the right or left of the position it occupies in the
distribution for the plain text; or else the successive elements of the whole set progress in the
opposite direction. Hence, it follows that the correct determination of the plain-text value of the
letter marking any crest or trough of the uniliteral frequency distribution will result at one
stroke in the correct determination of the plain-text values of all the remaining 25 letters respec-
tively marking the other crests and troughs in that distribution. Thus, having determined the
value of a single element of the cipher component of the cipher alphabet, the values of all the
remaining letters of the cipher component are automatically solved at one stroke. In more
simple language, the correct determination of the value of a single letter of the cipher text
automatically gives the values of the other 25 letters of the cipher text. The problem thus
resolves itself into a matter of selecting that point of attack which will most quickly or most
easily lead to the determination of the value of one cipher letter. The single word identification
will hereafter be used for the phrase ‘‘determination of the value of a cipher letter’’; to identify a
cipher letter is to find its plain-text value.

b. It is obvious that the easiest point of attack is to assume that the letter marking the crest
of greatest frequency in the frequency distribution for the cryptogram represents E,. Proceeding
from this initial point, the identifications of the remaining cipher letters marking the other crests
and troughs are tentatively made on the basis that the letters of the cipher component proceed
in accordance with the normal alphabetic sequence, either direct or reversed. If the actual
frequency of each letter marking a crest or a trough approximates to a fairly close degree the
normal theoretical frequency of the assumed plain-text equivalent, then the initial identification
0,=E, may be assumed to be correct and therefore the derived identifications of the other cipher
letters may be assumed to be correct. If the original starting point for assignment of plain-text
values is not correct, or if the direction of “‘reading” the successive crests and troughs of the
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distribution is not correct, then the frequencies of the other 25 cipher letters will not correspf)nd
to or even approximate the normal theoretical frequencies of their hypothetical plain-text equiva-
lents on the basis of the initial identification. A new initial point, that is, a different cipher
equivalent must then be selected to represent E;; or else the direction of “reading” the crests and
troughs must be reversed. This procedure, that is, the attempt to make the actual frequency
relations exhibited by uniliteral frequency distribution for a given cryptogram conform to the
theoretical frequency relations of the normal frequency distribution in an effort to s91ve the
cryptogran, is referred to technically as “fitting the actual uniliteral frequency distribution for a
cryptogram to the thoretical uniliteral frequency distribution for normal plain text.”, or, more
briefly, as ‘“fitting the frequency distribution for the cryptogram to the normal frequency dwtnbutw{z”,
or, still more briefly, “fitting the distribution to the normal.” 1In statistical work the expression
commonly employed in connection with this process of fitting an actual distribution to a the-
oretical one is “‘testing the goodness of fit.” The goodness of fit may be stated in various ways,
mathematical in character. ]

¢. In fitting the actual distribution to the normal, it is necessary to regard the (ozlph.er com-
ponent (that is, the letters A . . . Z marking the successive crests and troughs of the dlsmbuthn)
as partaking of the nature of a wheel or sequence closing in upon itself, so that no matter with
what crest or trough one starts, the spatial and frequency relations of the crests and troughs are
constant. This manner of regarding the cipher component as being cyclic in nature is valid
because it 18 obvious that the relative positions and frequencies of the crests and troughs of any uniliteral-
frequency distribution must remain the same regardless of what letter is employed as the initwl.po'int
of the distribution. TFig. 5 gives a clear picture of what is meant in this connection, as applied to
the normal frequency distribution. ,

z =
§ = Z
Z Z Z Z = B =2 =3 Z
E == - 2 = XZ EEZ . 2 _.xZ
EZEZEEXZRZ FEETER EREEBE=T_S E<BZZEZR
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEF.
—— > ——————)
Z Z
Z = Z
Z Z P Z Z Z = =
2x . £ ZEE EE = Z Ex . =
EREBRBE SE_=S=ZEZE ZERR2RE ZEEEEZEE
.FEDCBAZYXWVUTSRQPONMLKJIHGFEDCBA
—— « —————
FIGURE 5.

d. In the third sentence of subparagraph b, the phrase “‘assumed to be correct’” was ad-
visedly employed in describing the results of the attempt to fit the distribution to the normal,
because the final test of the goodness of fit in this connection (that is, of the correctness of the
assignment of values to the crests and troughs of the distribution) is whether the consistent
substitution of the plain-text values of the cipher characters in the cryptogram will yield intelli-
gible plain text. If this is not the case, then no matter how close the approximation between
actual and theoretical frequencies is, no matter how well the actual frequency distribution fits
the normal, the only possible inferences are that (1) either the closeness of the fit is a pure coin-
cidence in this case, and that another equally good fit may be obtained from the same data, or
else (2) the cryptogram involves something more than simple monoalphabetic substitution by
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means of a single standard cipher alphabet. For example, suppose a transposition has been
applied in addition to the substitution. Then, although an excellent correspondence between
the uniliteral frequency distribution and the normal frequency distribution has been obtained,
the substitution of the cipher letters by their assumed equivalents will still not yield plain text.
However, aside from such cases of double encipherment, instances in which the uniliteral fre-
quency distribution may be easily fitted to the normal frequency distribution and in which at
the same time an attempted simple substitution fails to yield intelligible text are rare. It may be
said that, in practical operations whenever the uniliteral frequency distribution can be made to
fit the normal frequency distribution, substitution of values will result in solution; and, as a
corollary, whenever the uniliteral frequency distribution cannot be made to fit the normal
frequency distribution, the cryptogram does not represent a case of simple, monoalphabetic
substitution by means of a standard alphabet.

18. Theoretical example of solution.—a. The foregoing principles will become clearer by
noting the cryptographing and solution of a theoretical example, The following message is to be
cryptographed.

HOSTILE FORCE ESTIMATED AT ONE REGIMENT INFANTRY AND TWO PLATOONS CAVALRY
MOVING SOUTH ON QUINNIMONT PIKE STQOP HEAD OF COLUMN NEARING ROAD JUNCTION SEVEN
THREE SEVEN COMMA EAST OF GREENACRE SCHOOL FIRED UPON BY OUR PATROLS STOP
HAVE DESTROYED BRIDGE OVER INDIAN CREEK .

b. First, solely for purposes of demonstrating certain principles, the uniliteral frequency dis-
tribution for this message is presented in Figure 6.

Z = Z
- Z 2= - =
Z = = ZzE E o B
Z S EE - =2 ~=xEE2 L OEERER L
ExEREZEZRE_EBEERZ_BREEBEL S
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
FIGURE 6,

¢. Now let the foi'egoing message be cryptographed monoalphabetically by the following
cipher alphabet, yielding the cryptogram and the frequency distribution shown below.

Plain____________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher....______. GHIJKLMNOPQRSTUVWXYZABCDETF
Plain . ___ HOSTI LEFOR CEEST IMATE DATON. EREGI MENTI NFANT RYAND
Cipher..___.._.._. NUYZ0 RKLUX IKKYZ OSGZK JGZUT KXKMO SKTZ0 TLGTZ XEGTJ
Plain ... TWOPL ATOON SCAVA LRYMO VINGS OUTHO NQUIN NIMON TPIKE
Cipher.._..._____ ZCUVR GZUUT YIGBG RXESU BOTMY UAZNU TWAOT TOSUT ZVOQK
Plain_._____________ STOPH EADOF COLUM NNEAR INGRO ADJUN CTION SEVEN THREE
Cipher.._.._...._YZUVN KGJUL IURAS TTKGX OTMXU GJPAT IZOUT YKBKT ZNXKK
Plain__________.__ SEVEN COMMA EASTO FGREE NACRE SCHOO LFIRE DUPON BYOUR
Cipher__..___..__. YKBKT IUSSG KGYZU LMXKK TGIXK YINUU RLOXK JAVUT HEUAX
Plain.....__...____ PATRO LSSTO PHAVE DESTR OYEDB RIDGE OVERI NDIAN CREEK
Cipher..___..____.. VGZXU RYYZU VNGBK JKYZX UEKJH XOJMK UBKX0 TJOGT IXKKQ
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CRYPTOGRAM
KXKMO
NUYZO RKLUX IKKYZ O0SGZK JGZUT
SKTZ0 TLGTZ XEGTJ ZCUVR G2ZUUT YIGBG
RXESU BOTMY UAZNU TWAOT TOSUT ZVOQK
YZUVN KGJUL IURAS TTKGX OTMXU GJPAT
IZOUT YKBKT ZNXKK YKBKT IUSSG KGYZU
LMXKK TGIXK YINUU RLOXK JAVUT HEUAX
VEZXU RYYZU VNGBK JKYZX UEKJH X0JMK
UBKXO0O TJOGT IXKKQ
S < E
= = s = Z g =
§¥. S E~EEEEEXEE_~EEEEE_E=EZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ
. FIGORE 7

. d. Let the student now compare Figs. 6 and 7, which hav.e been m_lpefimgosed in Fig. 8
fof convenience in examination. Crests and troughs are present in bohl} distributions; moreover
their relative positions and frequencies have not been cha.ngt'ad in theghght.est particular. ] gnly
the absolute position of the sequence as a vghole has been dmplg,ced'mx intervals to the right in
Fig. 7, as compared with the absolute position of the sequence in Fig. 6.
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. If the two distributions are compared in detail the studen.t will clearly 1.mderstand how
easy the solution of the cryptogram would be to one who kn.ew not}ung aboqt how it was prepa;‘rledi
For example, the frequency of the highest crest, rep?esentmg E, in Fig. 6 is 28; at an interval o
four letters before E, there is another crest representing A, with frequency 16. Be.tween A and E
there is a.trough, representing the low-frequency letters B, (?, D. On the other side of E, at'an
interval of four letters, comes another crest, representing I with frequency 14. Between E and I
there is another trough, representing the low-frequency .lette‘rs F, G, H. Compare these crests
and troughs with their homologous crests and troughs in Fig. 7. In the latter, the letter K
marks the highest crest in the distribution with a freque.ncy of 28; fO\.ll‘ letters before K there is
another crest, frequency 16, and four letters on the other side of K there is another crest, frequency
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14. Troughs corresponding to B, C, D and F, G, H are seen at H, I, J and L, M, Nin Fig. 7. In
fact, the two distributions may be made to coincide exactly, by shifting the frequency distribution
for the cryptogram six intervals to the left with respcet to the distribution for the equivalent
plain-text message, as shown herewith. -

o Z =~ Z

E\ 2 = Z N

3= Z = = B2 =

B2 xEZ -~ = - EB L B2EE L -

ExZXE2EEZRRELOREREE_RZ2RREL =

ABCDEFGHIJKLMNOPQRSTUVWIXYZ

o 2 = Z

E- X 2= ——

S Z = =z =2 Ex E

BE SX ~E 2B L ORERE L -

ExZZZEBEBERE O BREBERE_REREEL E

GHIJKLMNOPQRSTUVWXYZABCDETF
FIGURE 9

f. Let us suppose now that nothing is known about the cryptographing process, and that
only the cryptogram and its uniliteral frequency distribution is at hand. It is clear that simply
bearing in mind the spatial relations of the crests and troughs in a normal frequency distribution
would enable ‘the cryptanalyst to fit the distribution to the normal in this case. He would
naturally first assume that G,=A,, from which it would follow that if a direct standard alphabet
is involved, H,=B,, I,=C,, and so on, yielding the following (tentative) deciphering alphabet:

Cipher....._.. ABCDEFGHIJKLMNOPQRSTUVWXYZ
Plain ... UVWXYZABCDEFGHIJKLMNOPQRST

g. Now comes the final test: If these assumed values are substituted in the cipher text,
the plain text immediately appears. Thus:

NUYZO RKLUX IKKYZ OSGZK JGZUT etc
HOSTI LEFOR CEEST IMATE DATON ete

k.. It should be cléar, therefore, that the selection of G, to represent A, in the cryptographing
process has absolutely no effect upon the relative spatial and frequency relations of the crests
and troughs of the frequency distribution for the cryptogram, If Q. had been selected to repre-
sent A,, these relations would still remain the same, the whole series of crests and troughs being
merely displaced further to the right of the positions they occupy when G,=A,.

19. Practical example of solution by the frequency method.—a. The case of direct standard
alphabet ciphers—(1) The following cryptogram is to be solved by applying the foregoing
principles:

IBMQO PBIUO MBBGA JCZOF MUUQB AJCZO
ZWILN QTTML EQBPU IZKPQ VOQVN IVBZG

(2) From the presence of repetitions and s6 many low-frequency letters such as B, @, and
Z it is at once suspected that this is a substitution cipher. But to illustrate the steps that must
be taken in difficult cases in order to be certain in this respect, a uniliteral frequency distribution
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he will note that the relative positions and extensions of the crests and troughs are identical;
they merely progress in opposite directions.

20. Solution by completing the plain-component sequence.—a. . The case of direct standard
alphabet ciphers.—(1) The foregoing method of analysis, involving as it does the construction of
a uniliteral frequency distribution, was termed a solution by the frequency method because it in-
volves the construction of a frequency distribution and its study. There is, however, another
method which is much more rapid, almost wholly mechanical, and which, moreover, does not
necessitate the construction or study of any frequency distribution whatever. An understand-
ing of the method follows from a consideration of the method of enclpherment of a message
by the use of a single, direct standard cipher alphabet.

(2) Note the following encipherment:

Message...... - REPEL INVADING CAVALRY

ENCIPHERING ALPHABET

Plain ... ABCDEFGHIJ’KLMNOPQR TUVWX
Cipher........__. GHIJKLMNOPVQRSTUVW ZABCD
L ENCIPHERMENT ‘
Plain text....... REPEL INVADING CAVALRY
Cryptogram... X K VKR OTBGJOTM IGBGRIXE

CRYPTOGRAM

XKVKR OTBGJ OTMIG BGRXE

(3) The enciphering alphabet.shown above represents a case wherein the sequence of letters
of both components of the cipher alphabet is the normal sequence, with the sequence forming the
cipher component merely shifted six intervals in retard (or 20 intervals in advance) of the posi-
tion it occupies in' the normal alphabet. If, therefore, two strips of paper bearing the letters of
the normal sequence, equally spaced, are regarded as the two components of the cipher alphabet
and are juxtaposed at all of the 25 possible points of coincidence, it is obvious that one of these
25 juxtapositions must correspond to the actual juxtaposition shown in the enciphering alphabet
directly above.? It is equally obvious that if a record were kept of the results obtained by ap-
plying the values-given at each juxtaposition to the letters of the cryptogram, one of these results
would yield the plain text of the cryptogram.

(4) Let the work be systematlzed and the results set down in an orderly manner for exam-
ination. It is obviously unnecessary to juxtapose the two components so that A,=A,, for on
the assumption of a direct standard alphabet, juxtaposing two direct normal components at
their normal point of coincidence merely yields plain text. The next possible juxtaposition,
therefore, is A,=B,. Let the ]uxtaposutlon of the two sliding strips therefore be A,=B,, as shown
here:

Plain ______________ ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ

Cipher......._..._. ABCDEFGHIJKLMNOPQRSTUVWXYZ

The values given by this juxtaposition are substituted for the first 20 letters of the cryptogram

and the following results are obtained.
Cryptogram_________________ XKVKR OTBGJ OTMIG BGRXE

1st Test—“Plaintext”... YLWLS PUCHK PUNJH CHSYF

% One of the strips should bear the sequence repea:ted. This permits juxtaposing the two sequenées at all 26
possible points of coincidence so ag to have a complete cipher alphabet showing at all times.

i
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This certa.inly is not intelligible text; obviously, the two components were not in the position
indicated in this first test. The clpher component is therefore slid one interval to the right,
making A,=C,, and a second test is made. Thus

Plain .. ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher_.....___.___ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cryptogram___..._..._.______ XKVKR OTBGJ OTMIG BGRXE.

2d Test—*‘Plain text”_____ ZMXMT QVDIL QVOKI DITZG
Neither does the second test result in disclosing any plain text. But, if the results of the two
tests are studied & phenomenon that at first seems quite puzzling comes to light. Thus, suppose
the results of the two tests are superimposed in this fashion.
- Cryptogram_....____.________ XKVKR OTBGJ OTM1IG BGRXE

1st Test—“Plain text”.... YLWLS PUCHK PUNJH CHSYF

2nd Test—“Plaintext”... ZMXMT QVDIL QVOKI DITZG

(6) Note what has happened. The net result of the two experiments was merely to continue
the normal sequence begun by the cipher lettérs at the heads of the several columns. It is
obvious that if the normal sequence is completed in each column the results will be exactly the same
as though the whole set of 26 possible tests had actually been performed. Let the columns therefore
be completed, as shown in Fig. 11.

XKVKROTBGJOTMIGBGRIXE

YLWLSPUCHKPUNJHCHSYF
ZMXMTQVDILQVOKIDITZG
ANYNURWEJMRWPLJEJUAH
BOZOVSXFKNSXQMKFKVBI
CPAPWTYGLOTYRNLGLWCJ
DQBQXUZHMPUZSOMHMXDK
ERCRYVAINQVATPNINYEL
FSDSZWBJORWBUQOJOZFM
GTETAXCKPSXCVRPKPAGN
HUFUBYDLQTYDWSQLQBHO
IVGVCZEMRUZEXTRMRCIP
JWHWDAFNSVAFYUSNSDJQ
KXIXEBGOTWBGZVTOTEKR
LYJYFCHPUXCHAWUPUFLS
MZKZGDIQVYDIBXVQVGMT
NALAHEJRWZEJCYWRWHNU
OBMBIFKSXAFKDZXSXIOV
PCNCJGLTYBGLEAYTYJPW
QDODKHMUZCHMFBZUZKQZX
*‘REPELINVADINGCAVALRY
SFQFMJOWBEJOHDBWBMS Z
TGRGNKPXCFKPIECXCNTA
UHSHOLQYDGLQJFDYDOUB
VITIPMRZEHMRKGEZEPVC
WJUJQNSAFINSLHFAFQWD

FI1GURE 11.

An examination of the successive horizontal lines of the diagram discloses one and only one line

of plain text, that marked by the asterisk and reading REPELINVADINGCAVALRY,

[,
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(6) Since each column in Fig. 11 is nothing but a normal sequence, it #s obvious that instead
of laboriously writing down these columns of letters every time a cryptogram is to be examined,
it would be more convenient to prepare a set of strips each bearing the normal sequence doubled
(to permit complete coincidence for an entire alphabet at any setting), and have them available
for examining any future cryptograms. In using such a set of sliding strips in order to solve a
cryptogram prepared by means of a single direct standard cipher alphabet, or to make a test to
determine whether a cryptogram has been so prepared, it is only necessary to “set up” the letters
of the cryptogram on the strips, that is, align them in a single row across the strips (by sliding
the individual strips up or down). The successive horizontal lines, called generatrices (singular,
generairiz), are then examined in a search for intelligible text. If the cryptogram really belongs
to this simple type of cipher, one of the generatrices will exhibit intelligible text all the way
across; this text will practically invariably be the plain text of the message. This method of
analysis may be termed a solution by completing the plain-component sequence. Sometimes it is
referred to as “running down’’ the sequence. The principle upon which the method is hased
constitutes one of the cryptanalyst’s most valuable tools.? _ ,

.- b. The case of reversed standard alphabels.—(1) The method described under subpar. ¢ may
also be, applied; in. slightly modified form, in the case of a cryptogram-enciphered by a single
reversed standard alphabet. The basic principles are identical in the two cases.

(2) To show this it:isnecegeaxy:to experiment with two sliding components as before, except
that in this case one of the components must bsa reversed normal sequence, the other, a direct
normal sequence. I TV o

(3) Let the two components be juxtaposed A to A, as shown belaw, and then let the resultant
values be substituted for.the letters of the cryptogram. . Thus: ‘

- ~ ‘CRYPTOGRAM : :
PCRCV YTLGD YTAEG LGVPI
Plain.. oo "ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher__..__. .. ZYXWVUTSRQPONMLKJ THGFEDCBA '
Cryptogram................. .PCRCV YTLGD . YTAEG LGVPI

1st Test— Plain text”. . LYJYF CHPUX CHAWU PUFLS

(4) This does not yield_iﬁtelligibie text, and therefore the reversed component is slid one
space forward and a second test is made. Thus: ' :

Plain _____________ ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher_.._________. ZYXWVUTSRQPONMLKJTHGFEDCBA :

Cryptogram PCRCV YTLGD YTAEG LGVPI
2d Test— Plaintext”...M ZKZG DIQVY DIBXV QVGMT

(56) Neither does the second test yield intelligible text. But let the results of the two tests
be superimposed. Thus: :

Cryptogram._..._____________ PCRCV YTLGD YTAEG LGVPTI

1st Test—“Plain text”... LYJ YF CHPUX CHAWU PUFLS
2d Test—“Plaintext”.... MZKZG DIQVY DIBXV QVGMT

3 It is recommended that the student prepare a set of 25 strips ¥ by % by 15 inches, made of well-seasoned
wood, and glue alphabet strips to the wood. The alphabet on each strip should be a double or repeated alphabet

with all letters equally spaced.

Nttt Y

e ————

37

®) It is seen that the letters of the “‘plain-text” given by the second trial are merely the
continuants of the normal sequences initiated by the letters of the “plain text” given by the first
trial. If these sequences are “run down”—that is, completed within the columns—the results
must obviously be the same as though successive tests exactly similar to the first two were
applied to the eryptogram, using one reversed normal and one direct normal component. If the
cryptogram has really been prepared by means of a single reversed standard alphabet, one of
:ixetgenemtrices of the diagram that results from completing the sequences must yield intelligible
xt.
o (7) Let the diagram be made, or better yet, if the student has already at hand the set of
sliding strips referred to in the footnote to page 36, let him “get up”* the letters given by the
JSirst trial. . Fig. 12 shows the diagram and indicates the plain-text genératrix.

PCRCVYTLGDYTAEGLGVPTI

an:mwmcom>N<xs<cemﬁpmoz=r
NIA<CCHUTOIOZEINRUHIQMEU QW > N =
HIQUMEHUQWPNHKRNE<CHUTNO VO ZE X
HNI<SCHUIOVOZENRUHIMQHEEHUQW > N =
MUQUWEPNHIXA<CHUTNO WO ZEBEROGUHT O '
WENHRKE<CHUTOTOZENRUHIQOTRY Q
QERAUQEUPrNKMNA<S<CHNTO WO ZEF NG H T
OCZEIMRUHINWEHUQWENKKMIE<CSH® DO Y
HUDNOYOZEN RCUHIQHMHUQW D N<LMs < c
F<CHUNNOTVOZENRUHIQMEUQW > N < 5
WENHKKI<CHUTNOTOZEINRUHIQOWHUY Q
QHEBUQUWEPNRMNA<CCHN IO TOZEL X G 'L
NHHIA<SCHUNOVOREDRUHIQMHU QW
<CHUTNOVOZEDNXRUHIQTMEHUGQW > N v ¢ =
HNVOWOZENRUHIQTMHUQW R NN =< C
CZEIMRUHIQWMBUQW > NKXE<CHW DO Y
HUDOWOZRNRUHIQTIMUOQW > NKME <
HOQUPNHKHNE<AHUNOYOZENRGUHT Oy
RUHIQEUHUQEUPNHKE<CHU YO YO = &
VOTDWOZENRUHIQTMMNMUQW  NXE<cCah

FIQURE 12.

) (8) The only difference in procedure between this case and the preceding one (where the
‘(‘nph'er alphabet was a direct standard alphabet) is that the letters of the cipher text are first
deciphered”” by means of any reversed standard alphabet and then the columns are ‘“‘run down”,
according to the normal ABC . . . Zsequence. For reasons which will become apparent very
soon, the first step in this method is technically termed converting the cipher letters into their
plain-component equivalents; the second step is the same as before, viz, completing the plain-com-
ponent sequence.
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21. S8pecial remarks on the method of solution by completing the plain-component sequence.—
a. The terms employed to designate the steps in the solution set forth in Par. 206, viz, “con-
verting the cipher letters into their plain-component equivalents’” and ‘“‘completing the plain-
component sequence’’, accurately describe the process. Their meaning will become more clear
as the student progresses with the work. - It may be said that whenever the plain component of
a cipher alphabet is a known sequence, no matter how it is composed, the difficulty and time
required to sofve any cryptogram involving the use of that plain component is practically cut
in half. In some cases this knowledge facilitates, and in other cases is the only thing that makes
possible the solution of a very short cryptogram that might otherwise defy solution. Later on an
example will be given to illustrate what is meant in this regard.

b. The student should take note, however, of two qualifying expressions that were employed
in a preceding paragraph to describe the results of the application of the method. It was stated
that “one of the generatrices will exhibit intelligible text all the way across; this text will practically
invariably be the plain text.” Will there ever be a case in which more than one generatrix will
yield intelligible text throughout its extent? *That obviously depends almost entirely on the
number of letters that are aligned to form a generatrix. If a generatrix contains but & very few
letters, only five, for exartiple, it may happen as a result of pure chance that there will be two or
more generatrices showing what might ‘be “intelligible text.” Note'in Fig. 11, for example, that
there are several cases-in-which 3-letter and 4-letter English words (ANY; VAIN, GOT, TIP, etc.)
appear on generatrices that are not eorrect, these words being formed by pure chance. But there
is not a single case, in this diagram, of a-6-letter or longer word appearing fortuitously, because
obviously the longer the word the amaller the probability of its appearance purely by chance;
and the probability that two generatrices of 15 letters eaeh will both yield intelligible text along
their entire length is exceedingly remote, so remote, in fact, that in'practical eryptography such
a case may be considered nonexistent.*’ - : :

¢. The student should observe-that in reality there is no difference whatsoever in principle
between the two methods presented in subpars. a and b of Par. 20. In the former the preliminary
step of converting the cipher letters into their plain-component equivalents is apparently not
present but in reality it is there. 'The reason for its apparent absence is that in that case the
plain component of the cipher alphabet is identical in all respects with the cipher component, so
that the cipher letters require no conversion, or, rather, they are identical with the equivalents
that would result if they were converted on the basis A;=A,. In fact, if the solution process had
been arbitrarily initiated by converting the cipher letters into their plain-component equivalents
at the setting A,=0,, for example, and the cipher component slid one interval to the right there-
after, the results of the first and second tests of Par. 20¢ would be as follows:

Cryptogram -~ ' XKVKROTBGJOTMIGBGRIXE

1st Test—*‘Plain text” ______. LYJYFCHPUXCHAWUPUFLS
2nd Test—*‘Plain text”...._.. MZKZGDIQVYDIBXVQVGMT

Thus, the foregoing diagram duplicates in every particular the diagram resulting from the first
two tests under Par. 20b: a first line of cipher letters, a second line of letters derived from them
but showing externally no relationship with the first line, and a third line derived immediately
from the seeond line by continuing the direct normal sequence. This point is brought to attention
only for the purpose of showing that a single, broad principle is the basis of the general method of
solution by completing the plain-component sequence, and once the student has this firmly in

4 A person with patience and an inclination toward the curiosities of the science might construct a text of 15
or more letters which would yield two “intelligible” texts on the plain-component completion diagram.
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mind he will have no difficulty whatsoever in realizing when the principle is applicable, what s
powerful cryptanalytic tool it can be, and what results he may expect from its application in
specific instances.

d. In the two foregoing examples of the application of the principle, the plain component

was a normal.sequence but it should be clear to the student, if he has grasped what has been said
in the. preceding subparagraph, that this component may be a mixed sequence which, if known
(that is, if the sequence of letters comprising the sequence is known to the cryptanalyst) , can be
handled j ust a.s.readily as can a plain component that is a normal sequence.
e It i ex.xtlrely immaterial at what points the plain and the cipher components are juxtaposed
in the preliminary step of converting the cipher letters into their plain-component equivalents,
For example, in the case of the reversed alphabet cipher solved in Par. 20b, the two components
were arbitrarily juxtaposed to give the value A=A, but they might have been juxtaposed at any
of the other 25 possible points of coincidence without in any way affecting the final result, viz, the
production of one plain-text generatrix in the completion diagram. ‘ o

22. Value of mechanical solution as a short cut.—a. It is obvious that the very first step
the student should take in his attempts to solve an unknown cryptogram that is obviously a
substitution f:ipher is to try the mechanical method of solution by completing the plain-component
sequence, using the normal alphabet, first direct, then reversed. This takes only a very few
minutes and is conclusive in its results. It saves the labor and trouble of constructing a frequency
d.lstribution in case the cipher is of this simple type. Later on it will be seen how certain varia-
tions of this simple type may also be solved by the application of this method. Thus, a very
easy short cut to solution is afforded, which even the experienced cryptanalyst never overlooks
in his first attack on an unknown cipher.

. b It is important nuw to note that if neither of the two foregoing attempts is successful in
bringing plain text to light and the cryptogram is quite obviously monoalphabetic in character, the
eryptanalyst is warranted in assuming that the cryptogram involves a mized cipher alphabet® The
steps to be taken in attacking a cipher of the latter type will be discussed in the next section.

. " There is but one other_ poasibility, already referred to under Par. 17d, which involves the case where trans-
position and monoalphabetic substitution processes have been applied in successive steps. This is unusual
however, and will be discussed in its proper place. '
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. 28, Basic reason for the low degree of cryptographic security afforded by monoalphabetic
cryptograms involving standard cipher alphabets,—The student has seen that the solution of
monealphabetic cryptograms involving standard cipher alphabets is a very easy matter. Two
methods of analysis were described, one involving the construction of a frequency distribution,
the other not requiring this kind of tabulation, being almost mechanical in nature and corre-
spondingly rapid. In the first of these two methods it was necessary to make g correct assumption
as to the value of but one of the 26 letters of the cipher alphabet and the values of the remaining
25 letters at once become known; in the second method it was not necessary to assume a value
for even a single cipher letter. The student should understand what constitutes the basis of this
situation, viz, the fact that the two components of the cipher alphabet are composed of known
sequences. What if one or both of these components are, for the cryptanalyst, unknown sequences?
In other words, what difficulties will confront the cryptanalyst if the cipher component of the
cipher alphabet is a mixed sequence? Will such an alphabet be solvable as a whole at one stroke,
or will it be necessary to solve its values individually? Since the determination of the value of
one cipher letter in this case gives no direct clues to the value of any other letter, it would seem
that the solution of such a cipher should involve considerably more analysis and experiment than
has the solution of either of the two types of ciphers so far examined occasioned. A typical

example will be studied.

24, Preliminary steps in the analysis of a monoalphabetic, mixed alphabet cryptogram.—
a. Note the following cryptogram:

SFDZF IOGHL PZFGZ DYSPF HBZDS GVHTF UPLVD FGYVJ VFVHT GADZZ AITYD
7YFZJ ZTGPT VTZBD VFHTZ DFXSB GIDZY VTXOI YVTEF VMGZZ THLLV XZDFM
'HTZAI TYDZY BDVFH TZDFK ZDZZJ SXISG ZYGAV FSLGZ DTHHT CDZRS VTYZD
OZFFH TZAIT YDZYG AVDGZ ZTKHI TYZYS DZGHU ZFZTG UPGDI XWGHX ASRUZ
DFUID EGHTV EAGXX

b. A casual inspection of the text discloses the presence of several long repetitions as well as

of many letters of normally low frequency, such as F, G, V, X, and Z; on the other hand, letters of
(40)
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normally high frequency, such as the vowels, and the consonants N and R, are relatively scarce.
The cryptogram is obviously a substitution cipher and the usual mechanical tests for determining
whether it is possibly of the monoalphabetic, standard-alphabet type are applied. The results

being negative, a uniliteral frequency distribution is immediately constructed and is as shown S
; in Figure 13. :
| b
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FiGURE 18

¢. The fact that the frequency distribution shows very marked crests and troughs means
that the cryptogram is undoubtedly monoalphabetic; the fact that it has already been tested
(by the method of completing the plain-component sequence) and found not to be of the mono-
alphabetic, standard-alphabet type, indicates with a high degree of probability that it involves
& mixed cipher alphabet. A few moments might be devoted to making a careful inspection of the
distribution to insure that it cannot be made to fit the normal; the object of this would be to
rule out the possibility that the text resulting from substitution by a standard cipher alphabet
had not subsequently been transposed. But this inspection in this case is hardly necessary, in
, view of the presence of long repetitions in the message.! (See Par. 13¢.)
g d. One might, of course, attempt to solve the eryptogram by applying the simple principles

of frequency. One might, in other words, assume that Z, (the letter of greatest frequency)
represents E,, D, (the letter of next greatest frequency) represents T,, and so on. If the message
were long enough this simple procedure might more or less quickly give the solution. But the
message is relatively short and many difficulties would be encountered. Much time and effort
would be expended unnecessarily, because it is hardly to be expected that in a message of only
' 235 letters the relative order of frequency of the various cipher letters should exactly coincide
i with, or even closely approximate the relative order of frequency of letters of normal plain text
found in a count of 50,000 letters. It is to be emphasized that the beginner must repress the natural
tendency to place too much confidence in the generalized principles of frequency and to rely too much
upon them. It is far better to bring into effective use certain other data concerning normal
plain text which thus far have not been brought to notice. '

25, Further data concerning normal plain text.—a. Just as the individual letters constituting
a large volume of plain text have more or less characteristic or fixed frequencies, so it is found
that digraphs and trigraphs have characteristic frequencies, when a large volume of text is
studied statistically. In Appendix 1, Table 6, are shown the relative frequencies of all digraphs
appearing in the 260 telegrams referred to in Paragraph 9¢. It will be noted that 428 of the 676
possible pairs of letters occur in these telegrams, but whereas many of them occur but once or
twice, there are a few which occur hundreds of times.

b. In Appendix 1 will also be found several other kinds of tables and lists which will be useful
to the student in his work, such as the relative order of frequency of the'50 digraphs of greatest

1 This possible step is mentioned here for the purpose of making it clear that the plain-component sequence
completion method cannot solve a case in which transposition has followed or preceded monoalphabetic substi-
tution with standard alphabets. Cases of this kind will be discussed in a later text. It is sufficient to indicate
at this point that the frequency distribution for such a combined substitution-transposition cipher would present
the characteristica of a standard alphabet cipher—and yet the method of completing the plain-component
sequence would fail to bring out any plain text. !
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frequency, the relative order of frequency of doubled letters, doubled vowels, doubled consonants,
and so on. It is suggested that the student refer to this appendix now, to gain an idea of the
data available for his future reference. Just how these data msay be employed will become ap-
parent very shortly. ’

26. Preparation of the work sheet.—a. The details to be considered in this paragraph may
at first appear to be superfluous but long experience has proved that systematization of the
work, and preparation of the data in the most utilizable, condensed form is most advisable, even
if this seems to take considerable time. In the first place if it merely serves to avoid interrup-
tions and irritations occasioned by failure to have the data in an instantly available form, it
will pay by saving mental wear and tear. In the second place, especially in the case of com-
plicated cryptograms, painstaking care in these details, while it may not always bring about

‘success, is often the factor that is of greatest assistance in ultimate solution. The detailed

preparation of the data may be irksome to the student, and he may be tempted to avoid as much
of it as possible, but, unfortunately, in the early stages of solving a cryptogram he does not know
(nor, for that matter, does the expert always know) just which data are essential and which
may be neglected. Even though not all of the data may turn out to have been necessary, as a
general rule, time is saved in the end if all the usual data are prepared as a regular preliminary
to the solution of most cryptograms. ' :

b. First, the cryptogram is recopied in the form of a work sheet. This sheet should be of a
good quality of paper so as to withstand considerable erasure. If the cryptogram is to be
copied by hand, cross-section paper of -inch squares is extremely useful. The writing should
be in ink, and plain, carefully made roman capital letters should be used in all cases. If the
cryptogram is to be copied on a typewriter, the ribbon employed should be impregnated with an
ink that will not smear or smudge under the hand. ' o

¢. The arrangement of the characters of the cryptogram on the work sheet is a matter of
considerable importance. If the cryptogram as first obtained is in groups of regular length
(usually five characters to a group) and if the uniliteral frequency distribution shows the crypto-
gram to be monoalphabetic, the characters should be copied without regard to this grouping.
It is advisable to allow two spaces between letters, and to write a constant number of letters
per line, approximately 25. At least two spaces, preferably three spaces, should be left between
horizontal lines. Care should be taken to avoid crowding the letters in any case, for this is
not only confusing to the eye but also mentally irritating when later it is found that not enough
space has been left for making various sorts of marks or indications. If the cryptogram is origi-
nally in what appears to be word lengths (and this is the case, as a rule, only with the cryptograms
of amateurs), naturally it should be copied on the work sheet in the original groupings. If
further study of a cryptogram shows that some special grouping is required, it is often best to
recopy it on a fresh work sheet rather than to attempt to indicate the new grouping on the old
work sheet.

d. In order to be able to locate or refer to specific letters or groups of letters with speed,
certainty, and without possibility of confusion, it is advisable to use coordinates applied to the
lines and columns of the text as it appears on the work sheet. To minimize possibility of con-
fusion, it is best to apply letters to the horizontal lines of the text, numbers to the vertical columns.
In referring to a letter the horizontal line in which the letter is located is usually given first. Thus,
referring to the work sheet shown below, coordinates A17 designate the letter Y, the 17th letter
in the first line. The letter I is usually omitted from the series of line indicators so as to avoid
confusion with the figure 1. If lines are limited to 25 letters each, then each set of 100 letters of
the text is automatically blocked off by remembering that 4 lines constitute 100 letters.

e. Above each character of the cipher text may be some indication of the frequency of that
character in the whole cryptogram. This indication may be the actual number of times the
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character occurs, or, if colored pencils are used, the cipher letters may be divided up into three
categories or groups—high frequency, medium frequency, and low frequency. It is perhaps
simpler, if clerical help is available, to indicate the actual frequencies. This saves constant
reference to the frequency tables, which interrupts the train of thought, and saves considerable
time in the end. :

J. After the special frequency distribution, explained in Par. 27 below, has been constructed,
repetitions of digraphs and trigraphs should be underscored. In so doing, the student should be
particularly watchful of trigraphic repetitions which can be further extended into tetragraphs
and polygraphs of greater length. Repetitions of more than ten characters should be set off by
heavy vertical lines, as they indicate repeated phrases and are of considerable assistance in
solution. If a repetition continues from one line to the next, put an arrow at the end of the
underscore to signal this fact. Reversible digraphs should also be indicated by an underscore
with an arrow pointing in both directions. Anything which strikes the eye as being peculiar,
unusual, or significant as regards the distribution or recurrence of the characters should be
noted. All these marks should, if convenient, be made with ink so as not to cause smudging,
The work sheet will now appear as shown herewith (not all the repetitions are underscored):

1 2 3 4 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25
11010 2 35 19 10 3 10 156 & &6 35 10 10 35 23 14 10 &5 190 15 4 35 23 10
A{SFDZFIOGHLPZFGZDYSPFHBZDS
e
1916152219.655162319191416316191615221982%3535
B/GVHTFUPLVDFGYVJIJVFVHTGADZZ
8102314233514193533522196221622854%1619‘152236
C/|lAITYDZYFZJZTGPTVTZBDVFHTZ,
B asmmand s
219 8 10 4 19 10 23 4 16 22 8 3 10 14 16 22 3 19 16 2 10 35
D DFXSBGIDZYVTXOIYVTEFVMGZZ
PR
22 156 5 5 16 8 35 23 19 2 156 22 35 8 10 22 14 23 35 14 4 23 16 19 15
E|THLLVXZDFMHTZAITYDZYBDVFH,
22 36 23 19 2 23 35 35 10 8 10 10 19 14 19 8 16 19 10 5 19 35
F TZDFKZDZZJSXISGZYGAVFSLGZ
2B 22 15 156 22 1 23 35 2 10 16 22 14 35 23 3 35 19 19 15 22 356 § 10 22
GIDTHHTCDZRSVTYZDOZFFHTZATIT
14 23 35 14 190 8 16 23 10 35 35 22 2 15 10 22 14 35 14 10 23 35 19 15 &
H YDZYGAVYDGZZTKHITYZYSDZGHU
8 10 35 22 10 5 5 19 23 10 1 19 16 8 8 10 2 5 35 23 190 § 10 28
JI/ZFZTGUPGDIXWGHXASRUZDFUID
3 19 15 22 16 3 8 19 8 8
K|EGHTVEAGXX

27. Triliteral-frequency distributions.—a. In what has gone before, a type of frequency
distribution known as a uniliteral frequency distribution was used. This, of course, shows only
the number of times each individual letter occurs. In order to apply the normal digraphic and
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trigraphic frequency data (given in Appendix 1) to the solution of & cryptogram of the type now
being studied, it is obvious that the data with respect to digraphs and trigraphs occurring in the
cryptogram should be compiled and should be compared with the data for normal plain text. In
order to accomplish this in suitable manner, it is advisable to construct a slightly more com-
plicated form of distribution termed a triliteral frequency distribution.?

b. Given a cryptogram of 50 or more letters and the task of determining what trigraphs are
present in the cryptogram, there are three ways in which the data may be arranged or assembled.
One may require that the data show (1) each letter with its two succeeding letters; (2) each letter
with its two preceding letters; (3) each letter with one preceding letter and one succeeding letter.

¢. A distribution of the first of the three foregoing types may be designated as a ‘‘triliteral
frequency distribution showing two suffixes”’; the second type may be designated as a ‘‘tri-
literal frequency distribution showing two prefixes””; the third type may be designated as
a “triliteral frequency distribution showing one prefix and one suffix.” Quadriliteral and
pentaliteral frequency distributions may occasionally be found useful.

d. Which of these three arrangements is to be employed at a specific time depends largely
upon what the data are intended to show. For present purposes, in connection with the solution
of a monoalphabetic substitution cipher employmg a mixed alphabet, possibly the third arrange-
ment, that showing one prefix and one suffix, is most satisfactory.

e. It is convenient to use ¥%-inch cross-section paper for the construction of a triliteral fre-
quency distribution iri‘the form of ‘a distribution showing crests and troughs, such as that in
Figure 14. In that figure the prefix to each letter to be recorded is inserted in the left half of the
cell directly above the cipher letter being recorded ; the suffix to each letter is inserted in the right
half of the cell directly above the letter being recorded and in each case the prefix and the
suffix to the letter being recorded oceupy the same cell, the prefix being directly to the left of the
suffix. The number in parentheses gives the total frequency for each letter,

 Heretofore such a distribution has been termed a “trigraphic frequency table.” Itisthought that the word
“triliteral’”’ is more suitable, to correspond with the designation “uniliteral” in the case of the distribution of the
single letters. A trigraphic distribution of & B'C D E F would consider only the trigraphs AB Cand D E F,
whereas a triliteral distribution would consider the groups A B C,B CD,C D E,and D EF. (Sece also Par. 11d.)
The use of the word “distribution” to replace the word “table’” has already been explained.
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f. The triliteral frequency distribution is now to be examined with a view to ascertaining
what digraphs and trigraphs occur two or more times in the cryptogram. Consider the pair
of columns containing the prefixes and suffixes to D, in the distribution, as shown in Fig. 14.
Thls pau' of columns shows that the following digraphs appear in the cryptogram:

Digraphs based on prefizes (arranged Digraphs based on suffixes (arranged
as one reads up the column) as one reads up the column)

" FD, ZD, ZD, VD, AD, YD, BD, Dz, DY, DS, DF, DZ, Dz, DV,

- Zb, ID, ZDb, YD, BD, ZD, ZD, DF, DZ, DF, DZ, DV, DF, DZ,

~Zp, CD, ZD, YD, VD, SD, GD, DT, DZ, DO, DZ, DG, DZ, DI,

ZD, ID DF, DE

The nature of the triliteral frequency distribution is such that in finding what digraphs are
present in the cryptogram it is immaterial whether the prefixes or the suffixes to the cipher
letters are studied, so long as one is consistent in the study. For example, in the foregoing list of

digraphs based on the prefixes to D, the digraphs FD, ZD, ZD, VD, etc., are found; if now, the:
student will refer to the suffixes of F,, Z., V,, etc., he will find the very same digraphs indicated.
This being the case, the question may be raised as to what value there is in listing both the’
prefixes and the suffixes to the cipher letters. The answer is that by so doing the trigraphs are

indicated at the same time. For example, in the case of D, the following trigraphs are indicated:

FDZ, ZDY, ZDS, VDF, ADZ, YDZ, BDV, ZDF, IDZ, ZDF, YDZ, BDV, ZDF,
ZbZ, ZDT, CDZ, ZDO, YDZ, VDG, SDZ, GDI, ZDF, IDE.

o g, The repeated digraphs and trigraphs can now be found quite readily. Thus, in the case

of D,, examining the list of digraphs based on suffixes, the following repetitions are noted:

DZ appears 9 times
DF appears 5 times
DV appears 2 times

A Exammmg the trigraphs with D, as central letter, the following repetitions are noted:

ZDF appears 4 times
YDZ appears 3 times
BDV appears 2 times

h It is unnecessary, of course, to go through the detailed procedure set forth in the pre- |
ceding subparagraphs in order to find all the repeated digraphs and trigraphs. The repeated -

trigraphs with D, as central letter can be found merely from an inspection of the prefixes and
suffixes opposite D, in the distribution. It is necessary only to find those cases in which two or
more prefixes are identical at the same time that the suffixes are identical. For example, the
distribution shows at once that in four cases the prefix to D, is Z, at the same time that the
suffix to this letter is F,. Hence, the trigraph ZDF appears four times. The repeated trigraphs
may all be found in this manner.

1. The most frequently repeated digraphs and trigraphs are then assembled in what is
termed a condensed table of repetitions, so as to bring this information prominently before the eye.
As a rule, digraphs which occur less than four or five times, and trigraphs which occur less than
three or four times may be omitted from the condensed table as being relatively of no importance
in the study of repetitions. In the condensed table the frequencies of the individual letters
forming the most important digraphs, trigraphs, ete., should be indicated.

28. Classifying the cipher letters into vowels and consonants.—a. Before proceeding to a
detailed analysis of the repeated digraphs and trigraphs, a very important step can be taken which
will be of assistance not only in the analysis of the repetitions but also in the final solution of
the cryptogram. This step concerns the classification of the high-frequency letters into two
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groups—vowels and consonants. For if the cryptanalyst can quickly ascertain the equivalents
of the four vowels, A, E, I, and 0, and of only the four consonants, N, R, S, and T, he will then
have the values of appronmately two-thirds of all the cipher letters that occur in the cryptogram; ;
the values of the remaining letters can almost be filled in automatically.

b. The basis for the classification will be found to rest upon a comparatively simple phe-
nomenon: the associational or combinatory behavior of vowels is, in general, quite different
from that of consonants. If an examination be made of Table 7-B in Appendix 1, showing the
relative order of frequency of the 18 digraphs composing 25 percent of English telegraphic text,
it will be seen that the letter E enters into the composition of 9 of the 18 digraphs; that is, in
exactly half of all the cases the letter E is one of the two letters forming the digraph. The
digraphs containing E are as follows:

ED EN ER ES
NE RE SE TE VE

The remaining nine digraphs are as follows:

AN ND OR ST
IN NT TH
ON TO

¢. None of the 18 digraphs is a combination of vowels. Note now that of the 9 combinations
with E, 7 are with the consonants N, R, S, and T, one is with D, one is with V, and none is with any
vowel. In other words, E, combines most readily with consonants but not with other vowels, or
even with itself. Using the terms often employed in the chemical analogy, E shows a great
“affinity’’ for the consonants N, R, S, T, but not for the vowels. Therefore, if the letters of highest
frequency occurring in a given cryptogram are listed, together with the number of times each of
them combines with the cipher equivalent of E,, those which show considerable combining power
or affinity for the cipher equivalent of E, may be assumed to be the cipher equivalents of N, R, S,
T,; tho