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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

4 March 2013 

MEMORANDUM FOR THE CHALRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U/1-FOUO) Except as previously reported to you or the President, or otherwise stated in the 
enclosure, we have no reason to believe that intelligence .activities of the National Security Agency during 
the quarter ending 3 1 December 20 12 were unlawful or contrary to Executive Order or Presidential 
Directive and thus should have been reported pursuant to Section l.6(c) of Executive Order 12333, as 
amended. 

(U//f'OlJ~ The Inspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, training, review of directives .and guidelines, and advice and 
counsel. 

;!~AR~ 
.Inspector General 

~\_ ~--. 
RAJESH DE 

General Counsel 

(U//fOUO) I concur in the report of the Jnspector General and the General Counsel and hereby 
make it our combined report. 

Encl: 
Quarterly Report 

K~LEdff 
General, U.S. Army 

Director, NSA/Chief, CSS 

This document may be declassified and marked 
"UNCLASSlflED//Fm Official Use Otdy" 
upon removal of enclosure(s) 

l?lpproved for Release by NSA on 12-19-2014, FOIA Case# 70809 (Litigation} 

TOP SJ3CR£T//SlHTALRNl' KRYHOLE/fNOJi'OltN 



DOCID: 4165220 
'f(JP SECftE 'f'IJ!'5llf"ALEN'f KE l'N<JLE»N<JF(Jtm 

I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

I.A (U) Intelligence Activities Conducted under Executive Order (E.0.) 12333 
Authority 

(U//ffOlJO) Some incidents may involve more than one authority (e.g., E.O. 12333, 
NSA/CSS Title I Foreign Intelligence Smvei llance Act (FISA), FISA Amendments Act (FAA). 
Incidents involving more than one authority are included in the section for each inyolved 
authority. Thus, a single incident may produce multiple entries in this report .......... ....- "(b l ( 1 

> _ _ 
_.... ( ~) (3 ) P . L . 86 36 

........ ....- {P) (3 ) -50 USC 3024 ( i) 
l.A.1 (U) Unintentional Targeting or Database Queries ag.~.i·n'St United sta,tes 

Persons (USPs) or Foreign Persons in the United .. ,,Sta'tes \ 
.~;:~· . 

(Sh'SbYltEL "fO USA, P\fflY) During the fo.,wtn'"~~,a1ier of calendar year 2012 (CY20 12), 
the National Security Agency/Central Security,,:Sef~ice (NSA/CSS) continued I I 
I .l ''Ks part of that process, duplicate selectors were 
removed and the number of active s~Jedors was reduced. At the end of the fou1ih quarter of 
CY20 12, NSA/CSS ' s primary,.taskl'~g tools for telephone and Internet selectors contained 
approximately I I-active selectors. . ... ·· 

..... ········ (b )( 3)-P . L . 86-36 

(U//ffOUO) During the fomih qua1ier of CY2012, inOi11sfoii."<~e~·:·signals intelligence 
(SIGINT) analysts inadve1iently targeted communications to, from, or about USPs, while 
pursuing foreign intelligence tasking or performed mistaken queries that potentially sought or 
returned information about USPs. Unless otherwise specified , all intercepts , query results, and 
reports have been deleted or destroyed as required by United States SIGINT Directive SP0018. 

l.A.1 .a. (U) Tasking Errors 

(TSh'Sb'/REL TO USA, FVEY) I l·-a.p analyst di scovered that selectors 
associated with a USP had erroneously been tasked because t11e"·fil1_alyst had overlooked 
information about the target' s USP status. All selectors associated with the target were detasked , 
and all coll ected data was purged. .. .......... . 

·· ...... 

(TSHStHR:EL TO USA, FVEY) I lan an~Jy~~--~-i_scove~:ea· th~t a selector 
for a foreign intelligence target that had been detasked was subsequently ierasked ·whi~~ the 
target was in the United States. The analyst detasked the selector I ·:::: .... ::::::::::::;:;:;;::'']/ ~~ ~ ~ ; ~ - P. L . 

(SHSJNR£L TO USA, FVETr11 ....... .. .. .. .. ... ·F~ri~I;~~:~ - d·;·~~vrf~d that 
selectors associated with foreign intellig_~IJce-targeis that had be,~n--i:freviou sly deJ~sked because 

I lwere" retasked while th_~.targets were in the yruted States. All 
selectors were detasked and no collection occurred . ....... ./ 

(TSHSfh'M:F)I ~ri--~-~-~~yst discovered thatO~·~lectors associated 
with a USP had been erroneously tasked because information about the target's USP status was 

Derived .From: NSAICSSflrf .l-52, dated 20080.107 

I ... I 
Declass~fy 011: 2038{M04 ... 

1'QP 8£CR£'f15'S'.{/PALENT lfEJ'{fOtE1SSVOFOR:N ........ .... 
(b)(1) 

86-36 

(b)(3)-P.L. 86-36 
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not provided by an Intelligence Community (IC) .. cu st6'i~~r when the selector was being· .... _____ _ 
researched for tasking. The selector was getasked, and all data was d..~Jeted l ······ ··············· _______ ..... 

.............. .. 

ecause a 
..... . .. ···befcfre··~~~-c-u-ti-n0_a _t-he_ co_l-le-c-ti_o_n_t-as-k-. _Al_ l_co_ ll-ec-t-ed_ d_a-ta- w- as- pt_ir_g_e_d _. ------------

'(b)ti:j ::::::::::::::::·· ················· ············ .... ················· .... 
(b)(3)-P.L. 86~35 · ......... (TS//Sffl:l§EL.TO"USJ( ... F\?"tYijl Ian analyst mistakenly requested 

tasking of his own· p.el'sonal ·· ident.i.Ji.~r instead of the selector associated with a foreign 
intelligence target. The selector was ·a·eraskedl I .... 

... ········· tb l (1) 
············ (b }··{._3) - P . L . 86- 36 

l.A.1.a.i. (U) Unauthorized Targeting (b l d »-.:-- 50 usc 3024 (il 
.... 

(TSH8b?}9Jr.)·I l . .an·at1'af§st···di scovered that a tele hone selector ······ ... 
associaJed··-Wifh a USP, fo rmer.ly .. appr<5vecI fo r tar eting under a ·· .. 

....... I······ ······ Lw..as::tasked ............... Ih~ ... s.e e.ctor..was. . .etas · 
.... "::::::;;;;;;;;;;;;;;;:::;,.,.,.,,,,.1 ......................................... FA-destmct'i'off .. waiver 1as een·1:eq uested ' and a request for FAA § 704 
tb¥:t1l-............ ~utho rization has been submitted for future targeting . 
( b) ( 3}:::.P . L . · .. ·8·6:::~ .§ 

........... 

···. ·... (TS1~isJ:NHF~ · I an analyst di scovered that data had been collected 

......... 

I ········... bn.the .. selector for a foreign intelligence target when the target was in the 
United States>! 

I 
I. .. ............ . 

--------------········································································· ································································'"'·\ i?.l (1) 

l.A.1.b. (U) Database Queries 
(b} .. (3) - P . L . 86- 36 
(b l .. l 3.) - 50 USC 3024 (i) 

·-... ~ ....... 

...... 
·. 
··········· ... 

(U/ffOUO~ OnD·OC.~.~sions during the fourth qua1ier, analysts perfo rmed overly broad 
or poorly constructed database qt:i·eries .. that potentially selected or returned information about 
USPs. These ueries used 

.. .t_hat produced imP,recise 
._r-es-u .... t-s-. ...,.,...n-r----,.-o.,..f ...... t -o-_.s.e-..... -g-cc_a_s .... 1o_n_s_, -.t 1_e_q_u_e""""n,...e-s -re_t_u_rn--.-1 ..... e,....s t...,1 -ts-.,.-. w......-111 ch .. we~:e deleted o r\ag ed off, 
as required, and no reports .. were· issued~ .... An.{!Jy sts who performed these ... quehe$ were c6,unseled 
by their management. ······························································ ··········· ........... :···::··:.:::::::~~:::;::>,\ 

(0) Procedural and other errors contributed to the fo llowing incidents: (bl (3)-P. L . 86-36 

• (87'/81#REL TO USA, F\'E:Xl .On~ccasions during the fou1i h qua1ier, NSA analysts 
perfo rmed q.~'.~i:.i.es .. in-ravi'ii·affic databases without first conducting the necessa1y research 

··················································· 

( b ) (1) 
(b ) (3) - P . L . 86- 36 

f{)P 8fCttE'ffJ'Si/T;4LE"l'¢T KEfttOtt:11/VOrOmv 
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• 

• 

• 

on the selectors. When the queries returned results, they were deleted and no reports were 
issued . 

I 1 .... NSA .. had .. detask.ed .. the ... sel.ector ... .b.e..caus~ ... th~J.c:trn~.tw~~ ... i.nJh~ .. Y.aj_t~~ ,,§,!.~.t,~~-'::::'fhe 
query results were deleted! , ............................................................. :::::::::::::::::: ........... (bl (ll 

.... No .. reStills··wer·e returned. 

(Si'i'REL TO USA, FVEY) 1 

......... (b) (3)-P . L . 86-36 
·········· 

" an -~nalyst performed a query in a raw 
t ):?:l · 1) 

.·-.. 3)-P . L . 86-36 
(b j\ (3-)_ -50 USC 3024 (i) 

· .. "· .... 

• (Sf}Sl//R:EL T8 l::Jfo>\, .FVE"f.} a database auditor discovered that an 
........................... :::::::::::::::::::::~I.1.~:lY~Cl.i~d:iiiist3.kenly .. perfonned queries in a raw traffic database on the selectors for 

''f.~l:::~;ii;:;;;;::;;::;;:::::;:::::· ............... {t fo reign intelligence target in the Umted States. The analyst deleted the results. 

o'=>{.:t~:l,,~-~ ·:· L-, ..... :8.f'::..f~:;;~ill.iiii''.''fo"us''1"''"'FHEY)I ........ I an anal st erformed a query in a raw 
\\:.:--.... :::'.'.<:::::::::--... tr;ffi·2aantbase .. Q':1 .. ;~~'i'e~fol' "that:::j~~<l:.b.e.~f.1'- 9.etei'Wti'ned.. . . to be associated 

\\ "·...... .. .. _ '.:::::---.. with a USP. The analy·stdeJ~ted the query and 'fesult 
\ . ., ""·-..,._. "-.·; :;;-.(;fgf ' l:QSL T8USA 'f' CCU;"·;:;;,; .. :..........-----...!:::::::======------

\ ··.. \~I I·~ tl~:c l Cl 1""'[' ' x:; 1 ) 

\ ...... \\·.. "· .. k . < .. 
1
.:--:---.. n a raw traffic database on sehlectuor~ .. .ads.~os .. ~-iated with a target when it was 

' nown t 1al · e mte tates-· 

• 
" ' sel~ctor associated with a USP 

\ ._ The analyst then sent the result~1 

of the c{t~e1y to another analyst. Subsequently, the analyst ·learned that the selector /was · 
registered").o a USP. The analyst recall ed the e-mail and defe.~ed all que1y results. j · 

• (TSHSIHNF~ I analys.~s selected an incdn;bct/ 
database when performing queries on selectors associated with f~reign intelligeny(f t~fgets. 

"(h} "(=l+···· No resu lts were returned. . . . . · 

(b > < 
3 i · ::: p-:--:r:..:.:::~~~(f.S.h!.SlH~W) ·I I a database auditor discovered that an analyst /had 

mi stakenly .. p~_1formed a query on a target authori zed under FAA §705(b)I .-I 
I ~_ ,:·awJ:1'(_l.~c:; .. database during the time the target was in the· .. p nited;,&tates_ . ..--t he 
query and results were.defetecJ1 I _.../ 

·············•····· 
··········· .......... , .......... , 

.............. 
' (b) ( 1) 
(b) (3)-P . L . 86-36 
(b) (3)-50 USC 3024 (i) 

3 
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• (£k£1PREL TO USA, F\90J._J:) I I an analyst discovered that a query was 
performed on a seles.tor·associated with a foreign intelligence target while the target was in 
the United St_;;ttes·~······ 

.. ··· 

• (TS/.ISEh'REL TO U£ A, FVij .. ¥) ··...._ ____________________ __. 
. ··:: .. ::: ... ::! · !in· ~ raw traffic database on one of the selectors for a foreign 

,,,.,,·::'''""'.':.·::. .. inteUici:ence target who arrivaj in the .United. States I I The analyst was 
., .. nm::i;:::;:::;;;;;;;;;;;;;::o:'"''"''''::::: I : I because of database access problems. The 
(.b·~ .. ·~ll"· ................... _ - ................. -...,....,-""'r'T""----------r'-
{'b,)··· ( :3f~:p:::::i~ :~::::· £f6'J'~~plts:W.~:i:~:.deleted·I I 

......... ..., ····· ·; :::::::::(g/!S.:INRE.L ~9··{.J's·A~ ... r .VEY)l.__ ______ __.I an analyst performed a que1y in the 
........ incon:·ect .. raw"SIGINT database. The query and the results were deleted immediately. 

................. . .. .. ..... 

\ tool performed a query in a'l'aw .. treffic database ......................... .. 
an analyst unfami liar with a que1y 

\._\\ No results were returned. ................. . .__ __________ (l-l'b....il-1(-t
3
-+l -- -p-_ __,L. 

86
_

36 

-~ ....... ;::::t:ll:bi:t:b::l:te::l:jC:l::::l::::::l::±::t:~~;-+-~;-¥-) On threre_o_·~--~--~-~-.. ~0_· n_s-4· ________ _,.__<b_l_ (_3_>_- _s --,o usc 3024 ( il 

analysts di s,sc:>.vered 

.... ······· 
......... t e se ectors associate wit 1 oreign rnte igence targets were 

.,.H,,:;::::::::::::::::::'.'..:::::::;;;:;;:::::.::;,,,,,,,,,::.b~~ai1se. th.e .. .United ... .States, .... I 
~:~~;:~p}:::::· ........................... re.s\llts w._e_r_e...,....el,...e-ted"""'-. ------- .._ __________ .... 
(bl cn..,,:p .... L. 86-36 . .......................... .. 

\\ .......... :::::::~:::::::::::::::::~:::::: (Sb'~IHR:EL 'fO .. U~'A~"·fi'~YJI I an analyst performed a query in a 
"... · .... :::::::: ... :jaw.jl'affic~atabase on a list of selectors that included one associated with a USP. Upon 

... ::::::::::::::: ... 
(b ) ( 1) 

""· <li~co.~ety .. qfihe .. er.rqr, the analyst stopped the query and removed the selector. 

........ (S ;;st~~J;; ·::r.o"U£1~~·:·pi/~YJ I I an analyst included a U.S. e-mail 
........ address instead·of,the intencl_ed target's e-mail address in a query n11ming in a raw traffic 

""database. No ·;:esu.lts"were retifrnec!. 

• (~;S18Jh'REL TO u;A.~-.. ~:vf:·*n .. an analyst performed a query in a raw 
traftk·database ·...... The analyst deleted ....____,,-.,...-___,, ........ __________ ,....... ____ __, 

'- the resuit·s .. without viewing the11.1:· \ 

·\~\ (TSHSih'Mf") an analyst performed a qu·~·iy .. in .. a. raw traffic database 
··.(n a sj lector associated with a USP. A destruction waiver was appro~ed·I I 

• (SiiSl/IM:L 'fO USA, FVE_1,DI I an analyst ran a query in a raw 
traffic database on the __ .selectors associated with a foreign intelligence target while the target 
was in the Unit.~_c:l.. . .Staies. The analyst deleted the query and results! .A 

• (SiiSll/R:EL .. TO USA, FVJ.:;.Y)· in ... a/ 
raw.traffic database··o1fihe incorrect selector because .... 

.... ········'int~ the .. fluef)i ... f~rm. The query was canceled before execut10n , an no resu ts were ..... .... 
··· ...... ·-refo·i:ned. \ .. ··::::::: ............ .. 

······· ~.::···· 

(b ) ( 1) 
( b ) ( 3) - P. L. 8 6-3 6 

(b )(3)-P.L. 86-36 (b ) ( 3) -50 USC 3024 (i ) 

T&r $1!Cttl!Tl!Sl!TALE'!¢T KEftttJL1!1>7VtJFtJRN 
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T(JP St:CtmT7iJTITALt:1V T Kt:111(JLVJJV(J1'(JRN_..... o?>-1.. ( 3) -P. L. 86-36 
. (b ) "{._3)-1 8 USC 798 

(b ) ('.3·), -50 USC 3024 (i ) 
.... 

I.A 1.c. (U) Detasking Delays 
.................. 

......... 

(Sh'Slh'R:EL TO USA, F\'£Y) A selector asso.ciated with a foreign intelligence target "·\. 
/ l 

l···The delay occurred because I I 
---,....-------------------------'-. No collection 
occurred. 

...... / 

(~,~'~W~i TO lJ~ A, Ii'VEY)I lit._was discovered_ that selectors 
fo10for.e.ig~ .. ~~telligence targets had been overlooked for detaskiil.g .. ~~nd remaine~ on task1 

Upon discovery, the· selectors . Y.Y,~re detasked. ·........ •. / 
............ .... . . 

(SHSIHREL TO USA, F\'£Y)I .. . .... ······· .. ·l·dm:ing ... ~ selector r-~~lew., an analyst 
noticed that a selector for a foreign intelligence target that had been ... d.efasked ( ................ ::---..... . ..... 1 

.. The·selectorwa:s deta:sked :........ .. .. :::::::;;:;;;;;::::::::_f'(b) ( 1) 
'--------------------' ........... · .. :::::::::::::::::::::>·": _ _..._..// (b) ( 3 ) - P . L . 86-36 

(SHSIMlEL TO USA, FVEY) I l w.:l\en:::~efrisking ,.a .. s~le~for for a 
foreign intelligence target, an analyst di scovered that the ... selecior had rem.ained o.ritask while the 
target was in the United States. No collectiot). .. .oecufred during the ti1~w"'fhe targei was in the 
United States. .. ......................... · ___ ,.... ... ....- __ ./ 

(Sh'Slh~J.; . 'fC> D~A~ .. ; .. ~E i)I !-"i(~as discovef~ that selectors fora 
foreign,_j!J.telligence target had remained on task despite information I J 

D heUnited States. All selectors were detasked I r 

a foreign intelligence target bad·6.een overlooked when· 
an anal st learned that a selector for 

.. -~:::<~_:...--··· ............ ·" {T~b'.Slh'REL .. TO.~§.A; .. F\l£Y) ··sei~~tors for a foreign intelligence target remained on 
__ .// .......... ·"f.~sk ........ · after NSA analysts had detasked the 

./:<:::::::::::::::::::::::::::::::~_::t~~f.§_1:~-~-~g~_lJ..~~ .. .!h.~J~rge.t .. had ... entered .. the .. United .. ·States .. ~ I No repo1is were 
·'tf;")".(fi.. ...... .. ..... issued. 
(b )(3)-P.L. 86-36 

.. ana.J.ysts learned that selectors for a 
foreign intelligence targe '"""___... ____ .__ ___ l_1e-.. U-.. -.n-it-.e.d__, ..... Statesl Prnd 

remained on task despite tie su m1ss10n o a etask reques~l "' ............................... ::::: .. ·:::::::J;:;~~0~g~.~lectors 
were detasked I l .. and·data·wa:s .. purged :..... """ .......... ·::::::>::" ~~-~. ~ ~ ~ _ P. L. 

(S//Slh'REL TO USA ' F'v'£Y) ..... •" 'ah::~~~:~l .. ;:~;· disco:~~~:~·· that s:t~~turs 
remained on task for a foreian intelligenc~ .. tan.?;ef h~·.Utll.ted States \ .......... 

......... ··· ... 
.. ·· 

, ...... ·· 

5 

86-36 
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(TS//Slh'REL TO USA, F.~v.'f.<Y}I I it was d~.~.~9y~r.ed .. thatO 
selectors for a foreign i11teUigeffce target had been over~q.oked ·whe1r"0Hier selectors tasked under 
FAA §702 ~~1Jhority"'\v~re detask.~~ ... l?.ecause·ofthe .. tai:'ii'et's US. travel. All selectors were 
de.Jasked ;"and .f.IQ.U,,.comphanf'FAA §702 data has been marked for purging. It was also 

···~.I::."·.'"·'·J'; .. ' .. ' .. ': .. <: .. ::
1 
.. _::: ... t .. : .. : .. : .. : .. : .. :::::::::·:.'.:.:::·:::::·::d~:_.ai.:st.:coa::.b .. ~v-a::::e1·:e.·_«.:.:a·:·."·· ... ffiatthe .. selectors· in a raw traffic 

1.i:> , ~ ........................................................................ andthe .. selectors .. wereremo·ved 
(b .)'{'3. )-P.L.· ... 8.6·:::·3E; "·....................... ..__ _______ __. 

" · ........... ".. (SHSI//REL io":usA:~''FVi!Y) · ____________________ _ 
.... 'deJ.~ys in detasking the selectors for a foreign intelligence target who had entered the United 

"·...... States 
T 1e selectors were 

(S/i'SIHR:EL TO USA, FV£.Yll I an analyst learned that a selector for 
a foreign intelligence target Jtad"femained on task even though information was known on 

.. A . 1 ~.?,g.ut·the .. target's US. travel. The selector was ?.:1.~S..~.~d J 
... / No collect1on 9cccfrred. ··· ..__ ______ ___. 

.............. "(s;~;Sb'i'REL TQ.USI;\;:,. fVE1.~ I I selector s for foreign 
,. ......... ·""intelligence.. targets were discovered to have remained on task, even though related selectors had 

... ;;;;·:::::::::::::: ..................... •tse'en.detasked because the targets were in the United States. Upon discovery, the selectors were 

i~~i3'l,~~,-~~}~~~i;:~-1Yii. -t~·nt ______ :::_ : _~: -
valid fo1:e'i'g11 .. iu.tell igerite· tai:g~ts ha)'--'o .................................................................................................. _______ ---.._J 

Althouoh inforn1ation .... was avaifabt· 
·n the forwarding of the information. _____________ ,....... _______ ....... __ 

Upon discovery of the information" the analyst initiated the detasking. 
Collection was deleted , and no repo .... 11-in_g_ o_cc_u_r-red- .--- .......... Tb\ .. ( l) 

...................... ( bl "t~) -P.L. 86-36 

(b) (3}.:;- 18 USC 798 
(b) (3 ) ... ;·~ o USC 3024 ( i) ......... , 

............. 
1.A.2 (U) _I ______ !········································ 

' 

.... ,;:::•""' ....... ( b) ( 1) 
...... ·:::::..:·::>" (b) (3 ) -P.L. 86-36 

······· ..... ·· 
······· ········· 

:j :{::.~~~ discovered at NSNCSS 

l.A3 (U) Unauthorized Access 

Colorado (NS.AC) that approximate! 

..,_ ___ .....,... ___ __, 

t~faonnel , not all of whom had the ro er authority 
or training, had had access to the 

TOP 8ECRET1S'81'Cf2iLEA'T l(EJ'lJOtE1S'N0}7f>R:N 
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.... ..... 

.:.<~· · ··· · ·· 
(b) ( 1) 

.... 
.... · ..... 

.... 
..... ..... ..... 

(b) (3 ) -P.L. 86-36 
(b) (3 ) -50 USC 3 0 24 ( i) 
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T()P 8ECR-ET1S{S"h'FALENT {fEJ'HOLE;)'NfJFOiti····)f· / (b } ._p)-P . L . 86-36 
(b) ('3,) -50 USC 3024 (i) 

....... ···· 

.. ·· 
....... ···· 

....... ··· 
........ ··· 

....... ··· 
....... ···· 

........ ··· 
....... ··· 

... ·· .......... 

INSAC has begun an in-depth review of all raw SIGINT ....__ _____________ ~ 
data sources to ensure that raw SIGINT is being handled properly. 

TbJ"°(3l '=·P:··L· ...... 86.::: 3 6 
....... (U/roouo}I ... ....,........,...--__,..___....,..--I it was discovered that raw SIGINT data was stored 

on a server not authorized to hold it. The data was deleted and moved to an authorized location. 
A li sting of authorized se1vers has been compiled to prevent future errors. 

l.A.4 (U) Data-Handl ing Error 

(TS//Sl//REL TO USA, _:EV£¥) I Ian analyst forwarded an e-mail to 
unauthorize~_ .r.ecipients· nfai'Ti~-cluded the identities of USPs. The e-mail was immediately 

..... 1:eealled'. .......... . 

"i~f{i:~·=:~ .. : .. ~-~--.... 8.6:·36('S/t8INHF)j Ian analyst forwarded in an e-mail to unauthorized 
"···· ·-re~ipients the result s of a raw traffic database query that included terms associated with a USP. 

The- ·e~m.~il was recalled the same day. 
······· ... 

(C//£Y,~-~ll I NSA issued a memorandum that erron~9.!t,~.lt 
contained a USP ide ... n"""!'t"""!'1ty- ......... l..,.'h-e-m- e1-11-o-ra-n...,.d""'"'um was immediately .. '::?.~IJe.d ............ -···:::::::::.::)';;;f· (~ ~ ~ ~ ~ -P. L. 

.----( .... T_£_1_1£_I_l~_w_)l.__ _______ ___..lu_·· _SP_ .. _ .. l_n·D_ .. ~_~·._;~--~-~i_~--~· ..... -was ... ~Jiadve.~~~i:r;_: . .'~:deased as part 
(were ~wrvett~d- for possible USP 

.... d_a-ta-. -T- l-1e- re-c-ip-i-en_t_l_rn_s_s_u_b_m_i t-te_d_ a-re_q_u_e-st_D_o_r_e_v-al-u-at_e_d_1_n_in_i ..... miz~d--Jra'ffi c,./ 

(T~W~li~~L TO USA, FVeY) I ............. r6·~; i9formation was released to 
unauthorized recipients in a chat room. The 111formati9n· was recalled"; and the recipients were 
instructed to destroy all copies. ....- ....... _.......---

...... ·· 

('f8t/8fh'R:EL TO USA, FVEyJ .. ....-/ 1 -~n NSA analyst provided a file 
containing raw SIGINT to an IC analysr"\.vho was not authorized to receive it. Upon discove1y of 
his mistak1 l·the NSA analyst instructed the IC analyst to delete the file. 

' 
identity of a U.S. entity had not been masked intra 1c passed 

-au anal st discovered that the 
.The traffic 

r----~"--------....... ---..... was canceled, properly minimized, and rei ssued 
~-,,..-~~------,,..-----~""'!""'I' purged the traffic containing the umnasked U.S. identity. To prevent a recurrence, ... · .. ·::::: ... 

86-36 

I 1 ......................................................................................................... :::::::::::::::::::::''':{.b , ( 1 > 

_..-" ():»-) (3) - P . L . 86-36 .... .... .... l.A.5 (U) Systems Error 

(T~h'fSb'/HF)! lit ·was .. di-~covered that a ~yst~;~-jr-.... --.-----... .. 1 
________________________ .... !·without sufficient 
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(p ) (1) 
(p ) (3) - P . L . 86- 36 

DOCID: 4165220 
TOP 8ECR£T1S'8h':PALENT {fE1'HOLEt)W0FORH (b l (3) -50 USC 3024 (i) 

documentation regarding the s stem' s procedures for data ingest, age-off, or purge. \ Information 
gat!}.~r.ed indicated that the data retained in the system includ~d 

- E~~~ 
"(b l ( 1 l t e scope o 
(b ) (3) - P . L . 86- 36 

... ·· ... ·· 
.. ·· 

( b ) ( 1) 

l.B. (U) Foreign Intelligence Surveillance Act (FISA) 

(U//FOUO) Some incidents may involve more than one authority (e.g., E.O. 12333, 
NSA/CSS Title I FISA, FAA ). Incidents involving more than one authority are included in the 
section fo r each involved authority. Thus, a single incident may produce multiple entri es in this 
report. 

(U/i'FOUO) Incidents of non-compliance with any authority or approval granted by the 
Foreign Intelligence Su1veillance Court (FISC) are reported to the FISC, the Depa1iment of 
Justice, and the Office of the Director ofNationa I Intelligence. 

l.B.1. (U) NSA/CSS Title I FISA 

l.B.1 .a. (U) Detasking Delays 

(TSHSEHHI:<) .anal sts 
di scovered that selectors fo r fo reign intelligence targets had not been detasked ...__ _____ .., 

All selectors have' 
been detasked , and non-compliant data has been marked for purging. 

. . . 

(T87'i'Slh'MF) an .. a.n.<otl.yst di scovered that a sel ecto'r.. aSsoci at~d 
with a previous! FIS._,C,....--a- r-ov_e_d,_t_a_ra_e_t_ ....... ___, had.b .. eii.Trli'stakenL included on ·a .. .ren¢wal of 
the CoUii Order ::::::::::;;;;;;;;;;,,,.,, ......... :::'/ 

...... (b) ( 1 ) 

l.B.1.b. (U) Unauthorized Targeting 
(b)(3) -P. L . 86-36 

(TSHStf/NF) I laifan~i ;·st discovered that communications 
coll ected pursuant to FISA authority did not belong to the FISC-approved target. The selector 
used to target the communications was detasked and non-compliant data was marked fo r 
purgrng. 

(TSHSlt/Mf) I 

Data coll ected from the selector has been requested to be purged. 

__ ___:(~T.:.S'_;_'/S:.:l:.;./~:..~;;:,,;··~~·l=======l~a=n-=a.:.:.na:.:;;Iyst learned that I ] 
I Pw~ been using the telephone numb'~ffor a ... 1----------------... , ...... T"""'.""'h.~ .. !efephon~ ... selector was detasked/.~nd non-

.S9.mpfiant data was marked fo r purging. · .......... .. ....... ·.............. i/ 

::::::::::::::::::::·· ... ·· 
........ 

( b ) ( 1) 

(b ) (3) - P . L . 86- 36 

(b ) (3) - P . L . 86- 36 
(b ) (3) -18 USC 798 
(b ) (3) - 5 0 USC 3024 (i) 
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j ( b ) (1) rap SPCV£l.«SJ.CfAkENT KEY!!OLE1S'NfJ:FORH j (b ) (3) - P . L . 86- 36 

I (b ) (3) - 18 USC 798 

('f9//9l/fiff)I I an analyst discovered that a tasked teleJ?l1one selector 
was associated··\vith a US. entity. The data was __ pvrgedl I / 

.......... 
··········· ........... 

~--:....;;..;;.;.,;,..;;~~-'-'L;;;;....-.,...--~~-~an analyst di scovered that collection/occurring 

,,.,•;:'"' ;;,.,,,.,.,.:;,.,;,,,faiget on a cellular tele hone selector associated with a F\5i;;:~~;~c~~ 
fl)t:ff},,,,,,, ·· was"detas ce .. 
(b)::x3:~: •::- :p:';" ;c~"''' 8'6;;,;3:_9.......... ----------

··-.:::.'.::_><.:.·· ........ ::::·:·._........ (::i:sn.$.'.J7)!~ii I it was discovered that a cellular telephone number 

·····.>>·· .. autfioriz~ for···collectipn under a FISC'Order 
·· ... · ........ .. 

and non-com liant data was The sekctor was detasked 
.... ,-·eq_u_e .... s-ted___.. to be purg.ecl ...._ ________________________ __, 

........ 

l.B.1.c. (U)···o~tabase Queries 
· .. 

(T~//SI/;~iH I an analyst performed a query in a raw traffic 
database on the selectors associated with a target after it had been determined that the target was 
no longer considered to be an agent of a foreign power. Non-compliant data was marked for 
purgmg. 

. ...... ·/ ti)) ( 1 ) 
l.B.1.d . (U) Data-Handling Errors ............ /·.(}J:y"t~J-P . L . 86-36 

(TS//Sl/flfl") I l··wi~'le invest~gating ·a:~-,~~~hlept_ of improper 
handling ofl l·N SA di scovered /that analysts \11 vai'iops.. organizations 
were not handling Title I FISA data properly. NSA prov ided remedial haining .. "t(t a.!lalysts who 
access Title I FISA data. ' • ···... "··....:::--...... 

....--------. . . . '-···<::---· .... . 
~~!+Hl~+-'FA-++~---fi'"""'"i'-¥'rl ·an anal st discovered that·.----...... -... --. ........... . 

·· .•. ·· .. 
..... 

reporte to t 1e comp iance orgamzation 1e wor ' to etermrne t 1e scope 
of the problem and the steps to mitigate the incidents is ongoing. 

1
1. s.2. (SffREL TO USA fi'l:~.'.'.'..-1..----------..... -............. _ ..... I 

(U) Nothing to repo11. 

l.B.3. (TS//Slm ff) Business Records (BR) Order 

l.B.3 .a. (U) Data-Handling Error 

' ....... .. ...... ~··· 
(b) (1) 
( b) ( 3) - P. L . 8 6-3 6 
(b) (3) -50 USC 302 4 ( i ) 

(Ts11s1 ILNF) I l·itwas .. di'scovel'ea .. thaf)jietadMI ( 1 > _ 

obtained under the FISA BR Court Order had been released rn an e-mail I lc6i111terp~1~J ( 
3 

l P · L · 

without required approval. The personnel involved were counseled on the proper dissemination 
procedures. Ultimately, the required approval was obtained, and , therefore, the e-mail was not 
recalled. 

TOP 8ECRET1S'81'Cf2iLKNT l(EJ'lJOtE1S'N0}7f>R:N 
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l.B.4. (U) FISA Amendments Act (FAA) 

(U//fOUO) Some incidents may involve more than one authority (e.g. E.O. 12333, 
NSA/CSS Title I FISA, FAA). Incidents involving more than one authority are included in the 
section for each involved authority. Thus, a single incident may produce multiple entries in this 
report. 

l.B.4.a. (U) FAA Section 702 .. ················"\b) (3) -P.L. 

(U//fOUOj NSA/CSS has implemented a process to ensure that FAA §702 data 
re uired to be ur ed is ur<red from NSA/CSS databases. NSA created 

"to identify non------------------------------compliant data that should be purged. 

l.B.4.a.i. (U) Tasking Errors 

(T~P£1//.REL TO U3A, ff\'E'. ij 0_1.1.0 occasions during the fourth quarter, selectors 
were incorrectly tasked because of typographical errors. The selectors were detasked, and the 
information has been purged. No repo'i:ts were issued. 

(TS//Slh'REL TO USl\ .. F·\~Y) O_v.·D occasions, it was discovered that a selector had 
been tasked in error because..--the target .. did not meet the criteria of an FAA §702 certification. 
The selectors have been ~etasked,_an·d· the non-compliant data has been purged. No reports were 
issued. . .... / ,.......-· 

(TS//Slh'R!iL TO-US~: PIE)') it was discovered that a selector 
had been erroneously.··fasked besause information receiy.ed about the target' s 
us~ _statu.~..-l)ad .9-o(heen ~-~sse~· to the analyst before 'ihe selector was approved for t~sking. In 
add1tWI).(th~ .. selector_ .. 1Jad remarned on .~ .~skt I because of confus10n about 
wllish" a~alyst wq.uld. submit the .. 9.etask request. All non-compliant data has been marked for 
p\irgiog·;· and, .. nti"repo1is vy,e1=e"i"ssued . 

..... <·::·::·:: .. _:··:··::· ...... (T;~l3b'/UL···;~ USA, '.P.'.Vl!.Y)I I an analyst discovered that a 
..... :::::>::: ..... sel.~ctor"fasked t.m<:ler.theFAA .§102 I lce11ification should have been 

...::>::::: .. :::::: .... "faske.d .. undef'fhel lc~rtification. TJ1e .. s~ls;ctor \\(as .. detasked I 
·~~i~ii.1 :i~J.>::::.:::·:.::.:~~~:::~~~::~~.~~-compl iant···data··was··imfrk'ea::.f~l:"pui:gl~g. ....._ ______ ..... 

(b l · t§:y::;;:~:::::L.:~:· .. a·6-3E('FS/fSbi/iij~L .. T~ .. DsA:··l'VB'Y)I I it "was discovered that a selector 
······ ~a:S::~rrn.o.~ou ~i'y .. faskedf 1... _ _upon discovery, ·t.he selector was immediately 

detasked> . ..tl'fe .. noµ-compliant data was marked for ~urging. " 

(TSH~~;t~) I I it was di s~~~ei'e\I that a sel~ctor had been retasked 
in error because an anal st had not rollowe..d ro er tasking roee.dures. the selector had been 
detasked ····················· 

,.... The selector was detasked Non-compliant 
.. ···:::::::::: .......... d-a-ta- h-as_b_e_e_n_1_n-a1-·k_e_d_fc_o_r -pt ...... irging. ------.,....-....,......-

···:~:: .. ··· 
.-;.·· .... ,::·· ( b ) ( 1) 

(b) ( 1) (b ) (3) - P . L . 86- 36 

86-36 

(b)(3)-P . L . 86-36 
(b) (3) -18 USC 798 

( b ) (3) -50 USC 3024 (i) 
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(TS//SlhREL TO USA, FV£._1.i}I I it was discovered that a selector 
associated with a valid foreign)ntelligence target had been erroneously tasked because of a 
typographical error. Belj,eve(f to be associated with a USP, the incorrect selector had been 
detasked, and non_::C01'ripliant data has been marked for purging . .... 

...... (+g//gi/IREL TO USA,J?..Y£Y) I I an analyst learned that a selector 
__ / .bad .been err?.n..~<:).9.s.ly ... taske<f"because an IC arncy analyst h~d passed an incorrect selector . The 

/_./.... --~~le.cto_1_: :::~~$. .. 9.etaskedl _ and non-compliant data has been marked for 

''(b:j:;;·( :l.:~::::::::::··:·:::::~~1:··~~~g . 
(b l ( 3 f:::P .L.:. ...... ~-~-~-'.5 ~fg/l~lif.P1W11 Ian analyst discovered I ./I that 

a valia"foreign intell igence target had been in communications with another person, .w-hile both 
were located Tiilhe .. l)nited States. All non-compliant data associated with the dorm~~tld l 
communication was pili:cred ..... and no reports were issued. (b l ( 3 ) - P .L. 86- 36 

b ' ......... (b ) (3) - 5 0 USC 3024 (i) 

(TS//SlhREL TO USA, fl~~-YfOnOoccasions, an analyst tasked a selector believed 
to be associated with a valid foreign intelligence target, but after tasking, the analyst received 
proof that the target was either a USP or not the intended target. In ea ch situation, the selector 
was detasked and the non-compliant data was purged. 

86- 36 

{Also included are occasions when the United ....__________ -----------
St ates could not be confirmed.) 

I.BA.a.iii. (U) Database Queries 

............ .... · ·x.b > <i i 
(~) (3) -P. L . 86- 36 

--·::::::::::::::::::::::::::::::::::"""'" 
. ···· ... . . . .... 

('f8h'8b'/R::EL 'fO USA, f'VfY) OnQ:coa:si:&~-~--·during the fourth qua1ier, anary~t~ 
performed in FAA §702 data overly .l?..road-- o'tpoorly constrncted database ueries that ot.ehti.ally 
selected or returned infonn5l.tio1rabout USPs. These queries used 

thafproduced imprecise resu lts. 

' an analyst performed a query in an FAA §702 raw tr fie data ase usrng se ectors associate 
with a USP target approved under FAA § 705(b) authority. The queries were not performed in 
accordance with NSA internal procedures. The que1y and the resu lts were deleted. 

(TSNSJ.t/:REL TO USA, FVEY)I h_1;n anal 
associated with a valid foreign intelligence target had remained ta.Sk{:!d 

while the target was in the United States frorn . .-------'---. ....... '--

st learned that a selector 

. ~y a seco.ind / 
._a_n_a,...y_s_t - l -1 -O-n-.--e-a1-·ru ... n_g_ o..,....,t -e- ta-r<r_e_t..,.S- Vl,...S..-lt-. .....,.....,,.... ____ ..,..... ___ ..----........... a.nal St W~S not 

aware ..... 

( b ) ( 1) 

1'QP 8£CR£'f15'S'.{1'PALENT lf.El'ffOtE1SSVOFOR:N 
(b ) (3) - P .L. 86- 36 
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...... b 1 

'fOP 8ECR£n5:'111'f'AtEl1l'f KEl'H(}tE1>'tt/OrOitJ(..-·..... i b~ ~ 3 ~ -P . L . 86-36 

....... ·· 
_.....- (b) (3)-50 USC 3024 (i) 

The first analyst immediately detasked the selector I ......... l.~nd deleted the query 
and the results the following day. Both analysts were counsel~d .... on the prop.~r procedures for 
ensuring that all selectors associated with a target are deta~ked. \\ 

(TSWi1'3~~L TO USA, FVEY)I ................. l·an .. ~uditor di scov~·;:e~ that an analyst 
had performed a query in anl bf a raw traffic databas.~. on a sel~ctor known to 
be a USP . Upon being told of the mistake, the analyst immediately deletecf'the q.i_1_e1:y and the 
results. . ....... ·····::::>' (bl ( 1 l 

... ../ (b) (3)-P . L . 86-36 

ffSHStHR:EL l'O USA, FVEY) I l·afi .. a·~-~-i~st mi st~k·e-~J y queri ed on a 
selector associated with a USP as a result of not being familiar with the pew functionality 
provided by the query fo rm. The analyst realized her mistake immed,.iafely and deleted the query 
and the results. _.......-

(TS//Sb'/UF) ··a~:;·yst s performed queries on 
selectors associated with a USP in a raw traffic database without conducting the necessary 
research on the selector s. The queries and the results were deleted. 

········ 

. ................... ::::::: ·""'.:='''.'''"' ( 1) 

······· 
········ ········ (b)(3)-P.L. 86-36 

········ 
---=~~~~~~t:!;~'.!i:jt::!!::!j,.1 ________ ...!!a!!h!..: ... a~· u~d!.!.it~o~rJd~i sco.ve.red that, on 

"tie in an FAA 
......,,,.....,..-----,..,.........,...---,--.....,...--r--.,.....,....-------,.-..,...-....,...,....-...,....--.......,,,,,,... 
§702 raw traffic database using seleet0-rsassociatedwwith a.kno".Y:1.1.:::Y:§g,, ,,,,, ..... ;;,,, 
I I· the .. <1-ue1y .. and .. the r esults"Wei'e"deleted: .... ~?..:I.:~P.9ris -~:.~:;J~sii~etr: ·i ~ ~ ~ ~ ~ _ P . L . 8 6 _ 3 6 

(TSHSIHREL :fO USA, .f.).CEY)I .. ········ ... . ............. ··· l an::iri~t~~~- discovered c:::::::J 
I )sel·ectcfrs· associated with an indi_yi.duarwho was not the intended target 
and who had traveled to the United States. AO-selector that was correctly associated with the 
intended target was queried when the target was 111 the United States. .. ...... ·:::/~0,1_1 < 1 l 

............. ....- {h)'.:l3 .)-P.L. 86-36 
····· .. ...- (b} .. (3-)~·-~·§.0 USC 3024 (i) l.B.4.a.iv (U) Detasking Delays 

····· ····· 
····· ..... ...... ·· ·. ·. ··•· .•. "··· .... 

.. ·•· 
it was ·dis~vered that · ····· .·· 

·. · ..... · ...... 
..... ·· po~nttally. .. 

causing a delay in detasking ofupJ.o--24.hours on some req9d ts . ....._ __________ ____. 
I ........ ....- ~efask selectors immedi a~_ely upon request. 

/ / 

............ ·....-::·:::::::/ .u;:n discove1y of the error, the selectors were 
,,,,:;::::.............. immediately detasked and the non-complia nt data was marked fo r purging. 

.................. it was··-Cfi~covered tha 

( b) TT)"""'"""'""'"'""'"'""'"'""'"'""'"'""'"'""'"" 

(bl (3 J-P . L . 86-36 ('f~//~I;:;ut;"¥cfUgJ(" FVf:1'7~ jit was discovered that 
selectors associated with valid foreign intelligence targets had remained on task while the targets 

TOP 8ECR:ET1~<SliTAJ,EIVT KEY!./Q.iE,<tf>JQF<JRN 
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were in the United States ..... ... · 
t 1e targets were rn t 1e 1e se ectors were 

./ ............... .....-.....---.---....----.....--.---a .... a_w__.ere marked for purg ing . 

/

1 

.. / efilHslfffl:EL TO US*. FVEY1l I it was di scov.~ 1.:edthat .... I ------. 
/// ...... 1/...... lthe foreign intelligence 

/~::;:,~;; '. ~~~~~~!fectorh3d r~:~OO on taskwhlJOlhe target was in the UnitOON~:,~:m;~:,,:e~:~o~a;as 
YBTTlT'""''''''"''''''''J>..e~.11 ... 1}}.~l .. ~.~d fo I pu I e l ne . 
( .. b.) (3f :::·p ..•. L . ·a·6·:::·3·6···············::· ...... :::::::::::::::::::::::::·· ········· ··· ··· ................ _ .............. ,_ ..... _, . ........., ___ ..,,. 

......... ······················ ... ("fS//Sl//R:EL TOTJsA;·· FY£¥)1 .. HTwas··discovered .. that O selectors 
\\ associ.afed·· ·w.H~~ a foreign intelligence target had remained on task while the target was in the 

United States fi:ornl······· I The delay occurred because a junior 
.................... analyst was unaware offlie--detasking procedures. The selectors were not detasked because the 

... target returned to a foreign location I I NI non-compliant data from 
.... I lhas been marked for purging. 

(TSh'SbYREL TO USA, F\ ,-EY) ,. 
I lit-·was.dis.9.Qvered thatCJsele.ct9rs associated with valid foreign intell igence targets t1ad 
remained on task ~hen ""the""targets--.arriv.e4Jffthe··United ... S.tates. On each occasion , the analy~t 

....... 1e .. se ectors were 
comp 1an a a was purg . o repo1 s were issued. 

was discovered that selectors associated with 
on task when the targets were in the United States. 

1scovery o 
T 1e selectors were 

a non-comp tan a a was purged. No reports 

..... · 

("f8t/8fh'REL TO USA, FVEY)I l ·-i t...~as discovered that a selector 
associated with a valid forei<rn intellicrence tar .et had remained orl"task .whi le the tar<ret was in 
the United States. 

86-36 

,,,.,,_.···non­
"""":""co~1~n~pr.1 ":'"an~t~a:"::t":'"a~w~a:'."":s~p~t~ir~g":"T--------------------.. "-"''-"".~"<''.;:·?7 (b l ( 1 l 

.... ··::::::::: .... ··· ,..·)· ! (b ) ( 3 ) -P.L. 86-36 

(T5/7'5JiiltfL TO USA, FYEY) I l::~n::a:;~:~I;~·t····d i ~9oy(€i:~d that a 
selector associated with a valid foreign intelligence targ.et..had ·i:emained o~l-t~:sI{ when the target 
arrived in the United Statesl I ·the analyst believ.ed"tJlat he had detasked 
the selector at that time, but it actually had remained on task I // / .. · I AH non-
compliant data was purged , and no reports were issued . // ......... 

(T~//~I//R:gL TO USA, F\i'EY) I _,./ .... / l··1"i"": as discovered that a selector 
associated with a valid foreign intelligence target had··i·emained on task while the target was in 
the United States from I 1·· .. The selector remained tasked because the 
target had returned to a foreign location. The non-compliant data was purged. 

T(}P SECRET1S'S:hCfALENT KEYJlOLEPN€JFOR:N 
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(TS//Slh'REL TO USA, FYEY)I l·-.():n analyst discovered that a 
selector associated with a valid foreign intelligence taraet had rernain~d on task when the target 
visited the United States from .. W.he~"the analyst was originally 
notified that his . .ta.i:get was in the Unite<l"State.s.I I the 
analyst initiate a etas mg, ut t 1e etasking was''liOt execuie<:L. When ti1e"ana.lysi was no~lfied 
a second timel lthat .. the .. target.wasJo.c{l.te<:l.. i.nfo~::Y.~!:~~ · Staf.¢.:~; ::tJ1,~ .s~lector 
was immediately detasked. All non-compliant data was purged. . ..... :::::::::::::::;;::::;:::::::;;;;:'"'"':tb) ( 1) 

.................... .... . . ( b) (3) - P . L . 86-36 

remaine~T0~'\:~~t:~ause of a software error ·NSA.aiiaf .~ts . discovei:·ed .. that a selector had \\\. 

The .. system error was corrected 
---~~~~~~~~~~~~~-- ~~~~~~~~~--

Non -comp Ii ant data has been marked for purging . 

(TSi'ISIHREL TO USA, FVf'.rlr} I 1 .. it .Y.'.as di scovered thatc=J 
selectors associated with0 valid.Jo..reign intelligence targets had r·einaiped on task while the 
target was in the United States. The s.etecfotswere detc:ts..ked and the non~·comp.Jiant data was 
Pul.oaed. .. ............ ............ .. .... . 

··········· ·······•····· ············· 

(TSti'Sfh'Mff) I I ananalysrdtsc6Vei'e·ama.t.:0:§~1~~i8i~;§iiiii!iiiif1~: l ( 1 l 

associated with a valid foreign intelligence target haQ..remained :gJffask·.-W.Jiifo·the .. target Jj~ ( 3 l - P · L · 

visiting the United States fro.~1.1. L ................................... · l .. ·Th({o1alys(was aware on 
I kharllie .. target was in the United .. .$..tates"and believed that the selectors had 
been detasked that day. I l·the analyst realized that the selectors had not 
been detasked but did not request the selectors to be detasked at that time because the target had 
returned to a foreign location. All non-compliant data was purged, and no repo11s were issued. 

86-36 

(TSHSIHREL TO USA, FVEY) I l:an::amdysrdrse§y:~i;ea::::m~t5v .. \( 1 i 
collection had occurred o ·selecroYs·"assoCiated with a valid forei n ::i:ntelflO:ence tar Jf ~ ~ .. (J - P . L . 86- 36 

visitina the United States, 
·The collection occurred because the 

-------·the.selectors were detasked and the non-compliant data was purged. No 
reports were issued . 

(TSHSb'i'REL l'O USA, F'v'EYj l·a.o .. analyst di scovered that0 
selectors associated with a valid fo reian intelliaence tar et had renialned on task when the taraet 
was in the United States. ..• 

I 1 .. -resulhng .. ·111 001 echo nmo.f .. the . .target..wbile .. m.t.1e .U.mt~H .... S.t~t~f:: :'.J.)¢. .. seled~~s 
were detasked and the non-compliant data was purged. .. ........... ::::::>" fl>_) < 1 l 

..... · ..... / (b}..(3)-P.L. 86-36 

(TSHSfHREL TO USA, FVP!'j l · it\~;:~~ ... dis<xr\i~;:~d that a sei~ttor 
associated with valid foreian intelligence target had remained on task ... wlule the target was in ti1e .. 
lli~&~ / 

·Tie se ectors were not etas e 
---~~~~~~~~~~~~~~~~~~~~~---

because the target had returned to a fo reign location. All non-compliant data has been marked 
for purging. 
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ff3//3l/fR:EL TO USA, F\CEY) I H.t was discovered that selectors 
associated with valid foreign intelligence target s had remaii1:ed on task while the target s were in 
the United States . ... 

... AlLthe. . $.~l.~.~tors were detasked , and the non-colnpliant data V{.a,§:l'iia'fked for 
._p_u-rg-1-ng- .---- ············································································· ......................... ::::.:::'.}·(·~')'''';''~:): .... 

l.B.4.a.v. (U) Data-Handling Errors .... ....- · (bl (3) -P . L . 86-36 

ffS17'Sl/tltfL 'fO USA, f"Ve"tj l v~·~ .. :~M~st sent an e-mail, which 
included an attaclunent with FAA §702 data, to an IC analyst not auth~frized to receive it. Upon 
discovery, the recipient deleted the e-mail without opening the atta.¢hi11ent. The analyst was 
counseled on proper data-handling procedures. ' · 

(T~,L/S'bL/RBL TO USA, FVEY)I Van/analyst sent an e-mail, which 
included an attaclunent with FAA § 702 data, to three analysts not/ authorized to receive it. Upon 
discovery, the recipients deleted the e-mail and the file to which1the information was 
downloaded. .. 

(TS/73b'/:R::EL TO USA, :~VEY)I ti was discovered that analysts were 
storing FAA § 702 data in directories without controlling access to the information. The analysts 
were using outdated guidance and were unaware of the proper procedures for handling FAA 
§702 data. The analysts were info rmed of the proper procedures , and the data was placed in 
proper directori es. 

(IS llSI/.~L TO USA, Pv'E,rj I Lan analyst discovered that 
software failed to place FAA § 702 data in the proper file directoi)' that would have provided 
access controls. Instead, the placement of the FAA §702 defau ltech.~o a direcr ·y T at could be 
accessed by unauthori zed and untrained personnel, although highly imlikely . 
I ~ha.,r,~es to the software were made to ensure the proper placement ofF AA 
§702 data. ··· ·.............. \_ '• - . . 

(S//REL TO USA, F\;EY)I .............. Pt~as discovered-..._that,I \ _I 

.__ _________ ..... ~an .. arm_ly_st had shared FAA.. . .§.zot·d-at_~ with a second analyst not 
authorized to receive it. Upon discovery·;··access .to.the data wi:ts·-dis~onti_nued th1til t he' second 
analyst received the proper training on handling F AA .. §fOTdata:··· ... .......... :::.:::::.:::·--. . . . 

_:,,:: .. ::::_:::::_:'.i/ ( b) ( 1 ) 
l.B.4 .a.vi. (U) Unauthorized Access ...... ::::::::::::::::: .. :::::::: ...-/ (bl ( 3 )-P.L. 86_ 36 

+++<H~'+*""*'~i++~"'"-··"-.. +--.. ~ .. ~"+I ············· .. ~:::~up~rvi so1:.-d·i;~vered that a 
-analyst' was acc..~ssing FAA § 702 ata from an un~utl1o.ri~ed location. The 

._a_n--al,...y-st- w- as_a_p_p_ro ..... ved ... fo.r-FAA .. §"702 data access but then transferred to-another location on 
I ~at·whl'C:h time her access should have been ter1)1iflatecl . ...-"Upon discove1y of the 
incident, the analyst' s access to FAA §702 was discontin.ved. 

,..·····" 

(TS//Slh'R:EL 'fO USA, F VEY) I j-"~n analyst di scovered that another 
analyst was accessing FAA § 702 data from at).·tiilauthorized location. The analyst was approved 
for FAA §702 data access I l-h~1t then transferred to another location in 

T(}P SECR:ET1S'S:hCfALENT KEYllOLEPH€JFOR:N 
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.. ·l .... _______ I at which time her access should have been terminated. Upon discovery of the 
incident, the analyst ' s access to FAA §702 was discontinued. 

·1::P.l ( 1 ) 
(Bt t 3 ) - P .L. 86- 36 

( b\~'.:::{:~··::: .~~ USC 3024 ( i) 
(b l ( ll l.B.4.a.vii (U) System s Error 
(b ) (3 ) - P .L. 86- 36 

ffSHSI//Hf) I 

\~:',I\ 
\ ... 

, ___ _ I, _ .... , .... ...._.. ... I 

\ ~ '-'" UJ. // ' u . I I 

\ 

l.B.4.b. (U) FAA Section 704 

(U) Section 704 of the FISA provides for the targeting of United States persons located 
outside the United States pursuant to a pa11icularized court order. 

l.B.4 .b.i. (U) Detasking Delays 

·it..wa.$.. discovered that selectors for a FAA §704-

approved target had remamed on task .L.---:--:"f"--------;;;.o;;,..-1=.'.'------~;;.J I l· .. The·-selectors .w.ere .. detasked. _______ .... 
(b ) ( 1 ) 

l.B.4.c. (U) FAA Section 705(b) (b )(3)-P. L . 86-36 

(U) Section 705(b) of the FISA provides for the targeting of United States persons 
located outside the United States upon authorization by the Attorney General when court orders 
have been obtained authorizing a physical search or electronic surveillance. 

l.B.4.c.i. (U) Database Queries 

(TS//SJ //~W)I l·a ··database. audito rdisco.vere.d lh~t :::~!!::~.nalyst .~ad 
performed qu eries .. on·anFAA §7 OS:::appi'oVed··rn!'aetl::::::::::::::::::::::::::::::::::::::::::::::::.................................... < b I .. ~ 1 > 

' .................................... e- · (b)~ 3 ) - P . L . 86- 36 

(TS//SI //·nn I 

// I 
(TS//Sl//t~}I I an analyst was 1~_<:>.t.i.fied ... bylLxx----....----""'"''"""·-f_l~a_t_a___, 

target taske.~J...ufider FAA §705(b) authori.!y .b.ad-retu1·nea ·fo the lJ..11i.te.d ... Statesl 
... ······ ············· --------........ 

. .... .... ' ....... ' ....... 
······· ' ....... ······· ....... .. ·-r'hr::(· 1·i · · .:::: .... ·:·::::::::::::· · .. · ·· ·· · ·· 

(b )(3)-P. L . 86-36 
T(JP ~E.CKE'Ii&J,q,41,ElVT KEYJ!()J:,EPH01Ti'OR-Jl 
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The selector was detasked T Q ... prevent future detasking delays, NSA 
analysts reminded.--__ ....._ ____ o_f._th-. ~-.. n-.. e-.. ~__,.:~sity tol .. ······I 
FAA §705(b) targe s. ······ ·· ...................... :······················· · 

..................... ::::::::::::: 

.... .)/'(b) (1) 
........ '/ (b) (3)-P . L . 86-36 

I. D. (U:~:;:;~~::~:~~:~ 1:::,::::: i::::: I ... · t S;~;;:,::uct reports during the 

l.C. (U) Consensual Collection 

fourth quarter ofCY2012. 1nO ·p·i:oduct re 01is di sseminations .were found to be imprope r, and 
the repo1is were recalled as NSNCSS and 1analysts learned ofUSPs, US. 
organizations, or U S. entities named without aut 1on zatton. data in the recalled reports was 
deleted as required, and the reports were not re-issued or were re-issued with proper 
minimization. 

I.E. (U) Counterintelligence Activities 

(U) Nothing to repo1i. 

l. F. (U) Detection and Prevention of Violations 

re 01ied, NSA has instituted a rocess to help identity when 
he United States. NSA's 

(TSHSEHHF) As previousl 
the users of properly tasked ....... -------------~------------, ~lony process identified ·· ..... 
LJin . .the .. Jo..ii.11h ua1ier. Collected data was urged from NSNCSS's"·raw traffi c re ositories./ 
NSA's rocess fcfr 

..... · .. 
.__ _______________________ ,...... _ __, ·in.._the'{~u1ih q.~ta:fter . 

Collected data was purged from NSNCSS's raw traffi c repositories-:··· ···········::::·: .. :.:\;,_./>" 
(b) (1) 

l.G. (U) Other .... :·:::::::::'''''''" .. --.fl<.~. (3 )-P.L. 86- 36 (b) (3)-P.L. 

(U/ll"OUe) I~ linsf~i1~~~;·· -a~·;abase access~·~··.~ere not terminated when analysts 
were deployed or reassigned··t6.another site. Although not co11sidered violations ofE.O. 12333 or 
related directi ves, ,t.he· ~fccesses were terminated in acco rdance\,.iith NSA policy. In addition, 
there wasDifi'st~nce of unauthorized access to raw SIGINT anCl·O instances of account 
sharing during the qua1ier. 

II. (U) NSA/CSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(U//FOUO) During the fornih quaiier ofCY2012, the OIG reviewed various NSNCSS 
intelligence activities to determine whether they had been conducted in accordance with statutes, 
E. 0 . s, AG-approved procedures, and Departm ent of Defense and internal directives. The 
problems uncovered were routine and the reviews showed that operating elements understand the 
restri ctions on NSA/CSS activiti es. 

TOP 8ECR£TtSSl1CfALF:NT lfEl'fJOtE1SSV01u()ftN 
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............ · .. t pl (1) 

....... ········ (JJ.) (3)-P . L . 86-36 
... ·· (bf"·-(3)-18 USC 798 

f(}fJ SECftEf'/JJJ/f"ALEN'f KE~:f!.O.tffl}</f}£f}ft1'r (b) (3..) -50 USC 3024 (i) 

······ 
··········· ...... ··· 

II.A. (SHREL TO USA, FVEY) ._I ..,......... .... _ ...... _ ... ··_·····_··· ___________ ._____.··! 

fSttRET , Tf+US..f.s:;· FVEY)···~uring the field inspection of I \J 
________ hiii IO inspector reviewed IO program management, IO training provided to 
personnel assigned to the site, and procedures fo r ensuring that all site personnel received 
required IO training. The inspector's overall assessment was that the site had a rudimentary IO 
program that needed fu rther documentation and development. The OIG recommended that the 
site document its IO processes and procedures and conduct informal IO training sessions fo r site 
personnel. 

11.B. (U) Special Study of the Research Directorate's (RD) Compliance Program 

(U//tfOUO) The NSA OIG summarized the results of a review of the NSA RD's
11 Com liance Pro<rram in a re ort publi ~.b,edl I The review, c?..'1.QJicted··L___J 

/ (gcuseff .. on the operation of the prog.ram .. by-the.b irectorate's IO 
,/ component. T 1e rev•~W··• eiltified two areas of i11.mrovemer1Cfor the IO compliance program: 

............... program doct1Jnenratlon and enhaf!.~d con.ti·orS'fo monitor IO training compliance for the RD 
/ workforce:······· ····· 

..... <:::·~··-....... ./ ::::·j ·j : ~·~:.::·:·Tu) ··5~·~cia l Study: Assessment of Management Controls Over FAA §702 
t b''.j:::·(.3) -P . L . 8 6-3 6 

············....... (U/f.FOUOJ The NSA OIG reported the results of a review of the management controls 
· .. i1nple..~!1ented to provide reasonable assurance of compliance with FAA §702. The report, 

published I !identified one instance of non-compliance and included 
recommendations to improve the overall control environment in which FAA §702 authority is 
exercised. Information received after the report's issuance that had not been made available to 
the OIG du ring the initial review indicated that there had been no instance of non- compliance 
and that the control procedures are designed to comply with FAA §702. 

11.D. (U) Advisory Report onl 1-G .. ompliance with NSA/CSS Authorities 

(U/tffouotl h~:··NS.f\ OIG conducted a review ofl .... ~ ___ ..... 
a technology demonstration that uses cloud computing: .. ln .. ~n adviso1y re 01i ublish~9LJ 
I hhe .. QJ.9 found that controls on data .. fr1gesti.on and on . ... a1iici ants 
required manual implementafiort .. to comply with NSNCSS ·autJi:ot:ities, leaving. .. 
compliance measures vulnerable to human .ei:ror:-···Fur.tJ:1ermore, tltes~ .. controls-".w-·e--re- no_t _ __. 
sustainable outside the tightly controlled! l en~~i:oriiW~t~!: ::::::::::·:::·>'>. / :/ 

·······:::)"(b) (3)-P . L . 86-36 

11.E. (U) Ongoing Studies . ...:> 

(U//FOUO) The fo llowing special studies were initi ataj · d~;:; :~~··· the quaiter and will be 
summarized in subsequent quarterly repo1is: ............ ./ 

.. ·•· 

• (U/f.FOUO) FAA §7021 .......... I·/ 
• (U) Special Stud y: Assessment ofManag.ei11ent Contro ls Over FAA §702 - Revision 
• (U) Special Study ofl !·Auditing Control Framework for Signals 

Intelligence System Queries 
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(U) Special Study of thel 1-sysfoi~ .. 
······ ...... ( b) ( 3) - P. L. 8 6-3 6 

(U) Special Study of the Technol ogy Directorate Mission Compliance Program 
(U) Special Study of the Information Assurance Directorate Office of Oversight and 
Compliance Mission Compliance Program 

11.F. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to repo1i 

11.G. (U) Congressional and 10 Board Notifications 

(St/s11~w) I INsA .. notifled· .. me .. congl:essiol1aTTi1iefrig~~~~ ...... «6r ( ~ > _ p L 

committees about a Title I FISA compliance incident involving the misapplication of cert~YJ ( l · · 
provisions ofNSA's minimization procedures. After learning of one instance in which domestic 
communications encountered in the course of authorized collection had not been handled as 
required , senior NSA managers initiated a full-scale review. Nthough the review is ongoing, 
they have learned that there was no indication of willful non-compliance of minimization 
procedures; personnel seem to have misapplied those procedures. Retraining sessions are 
ongoing. 

11.H. (U) Other Notifications 

(TSHSMIUF) The AG g ranted NSA/CSS approval forD·i.~telligence-rel ated collection 
activities associated with USP hostage and detainee cases. ······· ... 

·· .•. 
(b ) ( 1) 

Ill. (U) Substantive Changes to the NSA/CSS 10 Program (b l ( 3 ) -P.L. 86-36 

A. (U) 
...._~~~~~~~~~~~~~~~~--' 

86-36 

(UHFOUO) As repo1ied in the Second Quarter CY2011 repo;1·; .. NsA/CS.~ is developing a 
tool designed to automate the process of submitting mission compliance incident .. reports .~cross 
the worldwide NSA/CSS enterprise. The0will··become1heA:geh'c'f scerifr~Ltriol:::fcfr:'"'"(b) ( 3) -P. L. 86-36 

reporting all potential mission compliance incidents and will pr<?.Yi4~'"suctrt5enefits as a · 
streamlined management process, a central repositqry~ "<!tid "inefrfcs. data to su 011 root cause 
identification and trend arlysls. TheLJ:i.s':exp:e:tiea···to be implemented With 
the implementation of the :::NSA::wllfbe able to perform comprehensi ve tren ana ys1s 

I I········ 
IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(U) Nothing to repo1i. 

V . (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to 
10 Programs 
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(U) Nothing to repo11. 

VI. (U) Crimes Reporting 
_....-··:::::""'{-~) ( 1 ) 

·········· ,....- (\)) .. (3) -P . L . 86- 36 

(0) Nothing to Repoti _.... ___ ... -··········/ (b:}_ (·3.) __ - so use 3 024 ( i ) 

VII. (U)(::~ ::1

::: OIG is contiouinf i(; ;nvesti: atio;r f;;;: ·::, allegation repo1i~ ,: ;~~ , 
Third Quarter CY2012 reporq bat .. ·· _....- --

I I·- ..... /-· 

__ .... -············· 

.. •·· .. •·· 
.... -············· 

.. •·· .. •·· 
... --·················· 

.. •·· 
.. ···•····•·· 

.. •·· 

.. •·· .. •·· 

.... -··········· 

I 1--NSA verbally notified the Office of the Assistant to the Secretary of Defense for 
Intelligence Oversight of this issue. 

(0 ) NSA/CSS has taken the fo llowing remedial actions: 

.................................... ~---· ~;:!=:e~:f!CSS has obtained approyal from the Undersecretary of Defense fo r 

·1~~1~i·:~~~~:~~;~~L~j . . ····················································· I 
\...._ ........... ···.::::::::::::·- ... ····-... (.S.HHF) NSA/CSS is workl.nf-With·th~ 

·\.... • ._·-----<.::::::::::L . .... .... .... .... .... .... . .... 
"··........ ···· .... 

.......... ----~.. (Sf/MF)·I ·····--....... . 
........ ,__ .... _r-1 ---------...... ............. -.... _______________ ____. 

- ········· 

\.._ (U//FOUO) NSA/CSS does not anticipate ~-h~t"°fhi s-1 
\.._l __ .... lwill have any effect on national securi ty or internat,._t0_n-al.--re..,.la"""'t-10-n-s.--------.... 
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