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15 January 2013 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUG) Report to the Inte lligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U//FOUOJ Except as previously reported to you or the President, or otherwise stated in the 
enclosure, we have no reason to believe that intelligence activities of the Nati.onal Security Agency during 
the quarter ending 30 September 2012 were unlawfu l or contrary to Executive Order or Presidential 
Directive and thus should have been reported pursuant to Section J .6(c) pf Executive Order 12333, as 
amended. 

(U//FOUO) The Inspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, training, review of directives and gu idelines, and adv ice and 
counsel. 

/r~~ 
GEORGE ELLARD 

Inspector General 

~~ 
RA.J ESH DE 

General Counse l 

(U/.U:OUe) I concur in the repo11 of the Inspector General and the General Counsel and hereby 
make it our combined report. 

Encl: 
Quarterly Repo11 

fteL~ 
General, U. S. Army 

Director, NSA/Chiel~ CSS 

This document may be declassified and marked 
·'UNCLASSIFrED//fot Official Use Ouly"" 
upon removal of enclosure(s) 

@>pproved for Release by NSA on 12-19-2014. FOIA Case# 70809 (Liti gation] 
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

I.A (U) Intelligence Activities Conducted under Executive Order (E.0.) 12333 
Authority 

l.A.1 (U) Unintentional Targeting or Database Queries again.~_tJ.J:ni'fed · ·~~~~~-P . L. 86_36 
Persons (USPs) or Foreign Persons in the United S.tates:..-·· (bf\_(3) -50 usc 3024 (i) 

(SHSfHREL TO USA, F\'EY) During the. .firs(q:i;;~:;1~;.:::~:;·~alendar year 20 12 (6\2012), 
the National Security Agency/Central Seguritf:Ser\lice (NSA/CSS) continued I ·1 
I ..... ······ ··· l ··As part of that process, duplicate selectors were 
removed and the number .. oJ.adive selectors was reduced. At the end of third quarter ofCY2012, 
NSA/CSS ' s pri1r.i.aiy ··nisking tools for telephone and Internet selectors contained approximately 

I lacti've selectors. . .............................................................. (b) (3)-P.L. 86_36 ................. 

. ci~//F?..~?. .~.:'?..t.•.t:i.~1gJhe . .third ·qua1ter .. ·ofc~2·6'·~·r··s·ignals intelligence (SIGINT). analysts 
m mstances inadvertently targeted commurucat1ons to, from, or about USPs, wlule 
pursuing foreign intelligence tasking or performed a quety using a USP selector. Unless 
otherwise specified, all intercepts , query results, and reports have been deleted or destroyed as 
required by United States SIGINT Directive SP0018. .. .. ·....-'tb ) (l) 

.. ....-· (BJ (2) 

...... ....-/ ( b f\~. ) -50 USC 3024 (i) 

.········ 

l.A.1 .a. (U) Tasking Errors 

because a co llection operator · All ll d d 1 b L..--d __________________ .;;o;... ... r(_h _} -( 1 ..... ) 

'~·~i'.;;~:~+:;::;;;;:::::: ... ··· .... ~ .. ecte ata 1as een purge . (b)"'\-3.)._-P.L. 86_36 
(b\ :."( .. ~) ·:::·5.o .. :::os'c:::::2::9:?:}il)l(S;t/SJ,~.TO U£A PVEY 

\\ \,\ ···."NSA. ariii§.s:rs::d:i S(;()Vered .. thara,..._ __ ........ ___ h_a_d _i n_a_d_v_e-rt-en-t-ly-b-ee-n-ta-rg_e_t-ed_._T_h_e .... \e-n-·o_r _ __, 

·· .... 

\.,\ \.,\ oc2iirre.~. be~aifs:e:::ih~·~,....-.-..,...,,.........---------------------d-id ..... \_no_t _ ____, 
\.._\\. "\ ..... coordinaie··with SIGIN F·.anal ··sts 

All results were deleted and no 
\... reports were issued>· 
\\ the SIGINT analysts ._a-re_n_o_w_ c_o_o1-· --------....-------------------..... 

\I I 

.... 

·tg\ .( .. ii .... 

(3) (TS//Slh'P:ff)I I an NSA analyst was discovered to have tasked a 
selector associ~ted ··with a USP. The target, previously believed to be forei£t·n; a 
USP w~9 ... ha'd .. been kidnapped in a foreign host.~g~ .... case: .... ··············· ·· the selector was 
d.~.tasked and no reportin~ .. ·:~.$.ulted.:···· ····························· 

(b)(3)-P .L. 86-36 

Derived From: NSAICSS,M .l-52 
Dated: 20070108 

Declass~fy 011: 20371219 
fftll 8t:CttE'ft18"it!'f:4LElv'f KE YfflJLE17'!1lfJFfJltN 
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":~·~:r::~ :~:~::~:~:.>L: ~·-... 86'::·3e;- .................... 'f(}fl 8ECitE f1>'S:M"f:4 LE h r'f KE f }}()LE15'f •l(}F0Jthr / (_b ) ( 3) - p . L . 8 6-3 6 . " . ..... I (p l ( 3 ) -50 USC 3 0 2 4 (i) 

............... .. ................. :: ............. (4.).. {Sh'Slh~~- :Yo .. USA~ ... f¥EY? I lit was discovered/that ~ tasked 
\\. sel~ctor for . aii" e~mail account believed to be used b a foreign target ..... 

... The · ser~611 
\.._ , ;. (b)(3)-P.L 86-36 

\ was (5) (Ull~™L TO:;:, ::;;:~s were issue . Ian NSA/.nalyst disco~r~gl:~g ~~g ~~~4(i) 
Tatgeting of personnel was authorized as long as 
one\~nd of the collection is outside the United States; however, upon f1.11iher research, the analyst 
deteri\~ined that both ends of the collection were in the United States. Non-compliant data was 
purgecf"i I 

(6) (Sh'Slh'R:EL 'fO USA, F\':f.;Y)I I an NSA analyst learned that 
unauthorized collection had. ... occufred during a survey operation and training event because of a 
misunderstanding ... betweel1. NSA headquarters and an NSA field unit about activit y approved. A 
requesqo .. di·ssei11inate collected data led to the discovery that unauthorized collection had 

........ occiSfr.~d. Al l e-mails containing the unau.t_1.1g_1,:i :z.~9 ..... d.ata .. w.er.e . .del eted~ I To 
................ :::::::· ........ ~Y.oid .. futme .. ooeurrences;··an"a'p'[froved ... Concept of Operations for training and collection 

·tbT:ffi::: ................ o.p.~rn.t.~ons is required. 
(b ) (3) - P . L . 86- 36 ........................................ . 

(7) (TS//SI//REL .... T.o .. usi~~-.. FYEYH !during the test of a collection 

, ....... . 
{b) ( 1 ) 

system, a developer inadvertently collected data that included U.S. tele hone numbers. The 
error occurred because the developer ........ 

he. dev..~_lgper deleted the collecteg .. data· and 
......-----------------.-..... -...................................................... :::::::::::::::::::::::::::::::::::::::::::::""'""' .. 'f·~-l .... (1) 

I.A 1.b. (U) Database Queries 
(8{ "(3.) - P . L . 86- 3 6 
( b ) \~)".:o .9_Q USC 302 4 (i) 

........ ····· ..... 

(2) (U//FUtJe) OnO·o.~asions during the third quarter, analysts performed overly 
broad or poorly constructed database"" ue;.',ies that otentiall sou<rht or returned information 
about USPs. These queri es used 

·· ... 

tJiat produced imprecisef 
L..r-es-t-1lt-s-. _O_n __ __,,...·o_f._.f.l-10-.s-e-. .Q-.. c-ca-s-io_n_s_, -tl-1e_q_t-1e-r-ie_s_r-et_u_n-1ed- 1-·e-su"""· 1-ts-.,-.. w-.)__,lich'\vei:~ deleted or age<[ off, 

as required, and no reports -~e'i:e"issued: .... Analys.t~ .. yvho perfo rmed these .. qµ.~des ... were coul)Seled 
by the ir management. ........................................................ · .......... ::::::::.:::::.... / 

............ , ............. , :::::::i../ 

(U) Procedural and other errors contributed to the following incidents: (b)(3) -P. L . 86- 36 

• (S//Sl//REL TO USA, FYE:¥) On0 occasions during the tllird qua1ier, NSA analysts 
perfor,me.d .. queries .. iri'ra~ traffic databases without first conducting the necessary research 

, ................. . 

(b)(3) -P. L . 86- 36 

TOP 8ECRE1W8li$TAEE1VT KE1'JH}L£;$W{)? ORN 
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''(.'i;))'' \"l}····· ........... . 
(h l ... ~. 3 ) -P. L . .. $'6 "''36· .. 

on·~·i~~· setedors·: .... Wheo. t.l~.e queries returned results, they were deleted and no repo11s 
Were l

. SSll ed. .. ......................... . 
···········•····· 

·············•······· 

(~ttSI/iML 'fO USA, FVEY) During a routine d~t~·b'a.se · a'Cidit 
database -......,.........,.--...,.... ... 

• 

database .. 
hile performing software testing on a new database, the 

................. · developers ran the queries multiple times because software flaws prevented the queries 
····················· 

.. ,,:::::::::::::::: from executing properly. No results were returned . To prevent future errors, the 
(b l ( 1 ) .............................................. developers .. wiiltest·queries ·usingl lthat have been verified 
(b ) (3)-P.L. 86-36 beforehand. 
(b ) (3) -50 USC 3024 (i ) 

• (S//Sl//ft:EL t'O USA, fi'V~Yj 1 .~ SIGINT analyst 
mistakenly ran queries in raw traffic databases on selectors associafed with a USP 
because the anal st believed that the target a USP, ,,_ ____ .,...-......,..___,,...-----...... 

.. The .. selectors were detasked 
------.... -.,e-p-o-rt-s-. .w- e-1-:e-.. c-an- ce-1-le-.d-;r----ro-· fthen1 ... ~~~:e::r~i.'§sned .. withJhe USP ... 1.n onhat;·~n 

masked. .. ..................................... ::::::::::::::::::::::::::::::::::::::·:.::::~,;; ... ;.~;;;.·;·:·:·:~~:::::~>·;i~ ~ ~ ~ ~ _ P . L . 

• (S//Sl/i'R:EL TO USA, FVEY) I h:: softwa~·e· ae~eloper .:-vas"¥scovere~ to 
have performed a guery in a raw,. t1:.c.tffi<>·database using a que1y ~~.ring t9at· contained.0 

I l·No"i-esults were returned by the_JJtreiy. 'f.he developer was 
counseled to be more careful when selecting text for ~)~titig. .. ....... / 

... · ...... 
• , .. · a:ii' .. NSA dat$lhase auditor learned that an 

Y~fCH .......................... w ............. a:11alyst .. ha:d .. mff'<rquery il1"the .. mcorrect-·::1::aw: · GlNTdat:<.tbasel I The 
(b J ... ·qi -P. L. 86-3~uery was stopped before returning resiilts. The analyst was counseled. 
(b) ·(.3}·, 50 U SC 3024 ( i) ...... ....- / 

"·. "··................ • (SHSJ-HREL TO USA, F\~¥)j l·a·~· NSA database auditor discovered 
···... that, as the result of a .software fai lure, a was rnn in a raw traffic database against · ... 

·· .. 

......_ ___ __. he query results were deleted. No reports were issued . 

~"" ... ..(S//Slh'R:EL TO USA, FVEY) I lb.~cause of an error in the interface of a 

• 

• 

·i'aw traffic database, an analyst performed a que1y tl1a~ did not contain the e-mai l address 
he"h.ad entered in the search field. As a result, the quei:y. .. returned a large number of 
resufts,, which were deleted. The problem was reported to .. th~ database team to make 
change·s ... to the interface to prevent future errors. "· ........... . 

(Sh'REL TO .. µSA, FVEY)I lwhil.~ ... ~onducting a te:;:"· an.,NSA database 
developer unkh?wingl executed · ueri.es. .. ;:tg_~·i·~·sf'SfGlNT ... ~~ta. A s<Jft~are flaw 
altered the que1 · po n di'S'cove1y .. oftf.ie:::so:ftw;µ~;;;g~w, the 
que1y function was di sabled unti l the software was updated to fi x .t'1e.:px9ble:or >"" (bl ( 1) 

.. .:: .: .. " .......... ...- (b) (3 )-P.L. 

(S//Slh'R:EL TO USA, FVEY) :(i1ji:1.cii:: ~::tesf software, a 
software tester ~1,11know1·_n __ ......... :e:rrc:o:n_n ___ e_d~'""--_-_-... r-..... ... c_re_·t _1·e ...... s aga,i.nst"faw SIGINT. fthe 

D quer'ies··contained A "software flaw allowed the 

3 
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• 

• 

'f(}fl 8ECltE f1>'SM"f:4 LE hr'f KE J'l }()LE15'f•l(}F0/.tJ:l<></ / (bl ( 3 l - P . L . 

queries to be executed against raw SIGINT. T!Jesji~ ~~~g~;~;::!d eleted til~ 
queries and results. The software has be.en-tlp4ated', .... a~J:::fhe fl.aw has .. been fixed. \_ 

(Sff~111ltl!L 'ffi USA, F~/ / / / : / J~~:; 1 etuf~:g fro~ a month- long ~;~~~' 
an NSA anal st learn.ed .. tha . ___ ......... ..../ ... / ~ssociated .y.iith a vahd foreign \ 
target while tlw·-farge(was in the United States . 

h "il .... k 
The analyst deleted the 

.._----.-....----.....----........,.-------....... --.--=.-' results ........... ··fm no reports were issued. T 1e analyst was counseled to ,........____.. __ ____, _ _,......,.... __ ____. 
·erore extended absences from the office. 

('fS//Sliit<IF) I Jan.NS..A database auditor discovered that an analyst had 
ueried on a selector associated with aU:S:···ll'lilitary I li11 ... a raw traffic database on 

:::Th~ q11.~ry rettlihed results , which were 
._d_e-le-t-ed-.---------...-. .r-.h-e-.. a_n_a_ly-.. s-J-) -.. d- a-t-ab_a_s__.e acce~s ··~iislempora;:'ily·.&uspended . In 

addition, the analyst was counseled on the .. pi:o'[>'e'i"·querying·· teclmiqii:~~'.'.'~nd:::1n.:~.tru cted to 

86-36 

retake intelligence oversight training. . ...... ,:::::::::::::::::::::::::':[~}~'(bl ( 1 l 
·············::::::: ....... ·· ::::: .. ···· .... ······· .. ...-/i (h) (3)-P.L. 86-36 

(TS//SJ.//REL TO U SA, FVEY) .. u el'i'~d ... ~i~tf~l.l t \.,\ • 
authorization on the .selectoY.iissociated with a .. / / ! ·. 

I ~··The .. erro·~ ·~ccurred because the analyst believed,...thaf the sel~cfo'r waf,' an alternate 
selector fo r a valid fo reign target. The gue1y returoed.·results. which were ,del ete~ ; no 
reports were issued. The analyst! ... . ... / rto preyent 
future targeting. ..·· ...... . ..... / · 

• (TS//Sl//-HF) I l· .. al~ NSA analyst impro_pe;ly performed a query on a 
selector authorized under a Foreign Intelligence St~r(eill ance Cotlli (FISC) Ord~r in the 
incorrect raw traffic datab~se. No results we1:e .. ref~1rned by the que1y. The anatr: st was 
counseled to perform quen es on FISC-authopzed selectors ... ! ______ __._ 
I ~pproved databases . 

• (SHSJ-h'R:EL 'fO U SA, f'V.E.:YH I an NSA analyst discovered that a 
..... r-lquery °..! .. ~ .. valid'fo~·ei.?~1.Jarg.et·· I lin a raw SIGINT database when 

........... ~t w.askno\\'~1.JO .be nfthe Uruted ~tat~5.-. ... !~1.~ .. ~:naly.~ I 
....... .......... had detasked the .tru:get ··s·.~~.'.!.1'1Jl..s.electo1: C I I lie mmtySt 

......... ··<:: ::: :::: '[fid 'no results were returned· no re orts were 

·i~i~!i!~ i~:~ ; . ·;; ; ;; •:·~~ · · ······ he.anal . .st.was.counseled 
(b) ( 3) -P . r:;·; ····8·6-3.6.. . .................................. . 

• (TSHSEi'i'MFH I an NSA .. al1aiysf performed c=Jqueries on a US. 
organization in a raw traffi c database without fo rmal authorization because the analyst 
incorrectly believed that he was authorized to query due to a potential threat. No results 
were returned by the query. The analyst was counseled that targeting or querying USPs 
was not permitted without fo rmal authori zation. 

T()P S£CR£nSSf1VT2fL£NT KEl'lf()J;E,~tAWOR:l·l 
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• (S//Sl/fREL TO USA, FVEyj I a SIGINT analyst inadvertently queried 
on a U.S. telephone se~_~ct6.i· in a raw traffic database. The analyst deleted the _9l,l.etyLJ 

A I No _i:.esillts were returned by the query. .. ......................... . 

,.~··/ ,.......... .. j La .SIGINT ··~~~alys;··perfonned a query in 

// .. / · u~ing a selectqi: .. that Was associated with a USP. The targetinf 
.. / ,.... ...... ep:or occurre ....... ecause e a11alyst"had failed ... ! _______________ _ 

1/ ,......... . .... ··"before .. que'fy~ng. The -analyst halted the query before it returned any results. ; 

..... <~::".:~:::::::::::_:··:::·: .. ::._:::·::~s·~;~~rttil"··;~::~~-~-A, ... F¥EY) I I after copying several selectors in~o a 
,.(::>::::.·:::::::::. ···· ......... query .. in--alaw .. traffic database, a SIGINT analyst realized that one of the selectors ;Was 

'{~~~~-~:::···:: : .:.-:: ....... ~ssociated _wi_th ~USP. Upon realizing the error, the analyst deleted the quer~._...-~)(1 ) 
(b)(3j ::'PL -86~36 ... 1 esults we1 e 1 etu ined by the que1y. ......... (l\>)(3)-P.L. 86-36 

\ ... ,,,,,,. . ..... .... ... _.. ·" (Q)(3)-50 USC 3024(i) 
\"·... . .,,,,,,,,,,~, , , ,, .. (TS//St/ifq-F)I I an NSA analyst performed a que1y··i'fi"~ raw traffid, 

\ ""<l=at~pase using a selector associated with a USP. The analyst _del'eted the query and\ 
\........ resuffsl ··... I and no reports were issued. T.he"analyst was reminded that 

\. querying on"USJ? selectors without authorization is p_rohibited and that query results\ 
\\\ returned by the ~·iiautb.orized query must be d~~e~: - ! 

. ........ , an NSA anal st discovered that a \ 
..._spftware flaw had allowed a query_ ,.. . ....-
1 ··..... l·l Jp._o_n_d"""i-sc_o_v_e...,ri_n_g _t.,...ha_t_t..,..h_e_q_u-e1_y_1-·e-tt_ir_n_ed..,..-a"""I a-1-·g_e_r ___, 

nmnQ.er of results than expected , the analyst canceled the query and deleted the results 
withotit, viewing them. The analyst reported the software problem to the database 
develop.e1:s to develop a patch. .. .............. ·(p)(1) 

\... . ........ ········· (Q)(3)-P.L. 86-36 

• (TS//SJ.,L,'}W .. I I a SIGINT analyst perf.o.r.n=ted""wftt~out proper (b'~(3)-SO USC 3024(i) 

authorization a query in a raw SIGINT databa§~ .. e-rr"a"selector associated with a USP\ 
While trying to verify the status of the .. targe( "the analyst queried the raw traffic database 

......................... I 
....... ·+·T6 avoid future errors, I I ,__ ____ ........,,............__ .... 

l·""No results were returned . .....__ __ _, 

• (SHSth'REL TO USA, FV-EY) 
NSA analysts performed04u._e_1_oie_s_..i_n_J __ ~w-.. _t_ra_f __ fi_c_d_a-ta_b_a-se_s_o_n- se-1 e-c-to- ,-. s-a-s-so-c-ia-t-ed_w_i_,.t~ 

valid foreign targets that included the dates .. wherf'the·targets .. w.er~Jnown to be in the · 
United States. I lqueries .. returned .. results, .. w hich .. .were.dcleted~ ::11o: ~~P:<!:tl.if>.,.[ 
were issued. ........ .................. . ....... · /~~~g~-P. L. 86-36 

• (TS//Sb'/Hf ~ ~SIGINI .. ~~~i;~t ran a que1y OIJ,·a'l5·i:·~~i.ously detasked: 
selector that had been determined to be a USP. .... 

I . ,/ I 
._ ________________ __.flhe query returned results, wluch were 
deleted. 

1 OP SE CRE l llSJ» TALE!f'f KE 1'flfJlE1VNfJ·P'€>/Ytl 
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• ('fS//3l/f.t9i?}I I an NSA analyst performed a query on a selector 
...... asso-c:iated with a USP that contained a date range not covered by the a roved 

...... ····················· consensual collection agreeme~~~ - .... .Ih~J.ma.lyst...included ... the · · eriod··of 

,:·i;:::~;::!:;;;::; .. :,,:::::::·:::,,:::::::::::'::::'::::':J:: ::H ......................... ••••••P~~~~-~~~:·:?.~·~'11~ ... r~t~11? ed· .. peri od ··o-· The error (f ).~~):·''''.t::::: ···:·:~: ·· · ·· ····· ........ gccurred···because .. the ... a.n.<.tly_s,_t. .. ~.<:.lleVed .. lhat··theda,...t_ab_a_se_· ____ ,__ ____ ___. 
( ·~C..:~::~';,,;::··-~6: .. ~~::::::::::1--·········· ············· ... J The query resuffs .... wet'e"·deleted and no reports were 

\:~:~:~:~:~~~~·~ .__ __ a-.ii-.N--·-SA- -d-.a-ta-.... b_a_,se auditor discovered 

\.._ \ . ..._ ""<::-... tB·~t:::an ~-naly.~t had perfo.dfred: .... queries in a raw traffic databas~··withond I 
\.._ \\ " .. I ho "excli1de USP data. The .. e.rror occurred because the anal st incorrect! 
\ \._ believed that-

"\.. \. . ·...... · ... ,. ... ,.r 1e an~iyst .. . elete the guery results· T 1e auditor 
\\ adv~sed th~ __ analyst"tR .. ens~ire thatl I had been implemented properly by 

\. the mte1face-.j)efore qtrei;ymg. ....__ _____ __, 

\..._\.._ • (S,l/Sl/t.REL T~ .. b~~"r, F\.;;'YJ,, ...... an analyst conducted a query that 
\. contained selectors as~_ociated with targets in the United States. Non-compliant data 

\.... was deleted , and the arialyst was counseled on proper query procedures. 

{fi)Tff''''''::::::::::::::::::::::::::-::>·\(sb.'.Sfb~.l:? .... !O USA, Fv~'11 I an NSA analyst mistakenly performed 
(b)(3)::_P.L 86-36 ···· w-query···in.ar.~.W .. SIGINT ·databasel I No results were returned. 
(b)(3)-50. USC 3024(i).._ ············· 

·············... • (S)~'3b7'R:EL TO USA, FV-EY)f l:~.r, NSA database auditor discovered 
·········... thaio gueries had been conducted in a raw SIGINf::tlat~basel .... I I The analyst was counseled. No repo1iing or disse.11....,_~_i,...n-at..,.io_n_r-es_u..,.lt-e""'"d .----' 

··· .. 

• (T~//~l//WF) I J·an .. NSA.<:\Q~ly~~-.mistaken ly queri~d·· 1n..'l .. raw traffic 
database on the selector associated with a USP. Upoff .. realizing -.the ... eu.Qr._ the·-<tnalyst 
deleted the query results. No dissemination occurred. . ...... ·:::::::::::::::::> (bl ( 1 l 

.. ····· _ .. ....-" (b ) (3 ) - P .L. 86- 36 

• (S17'SbYttEL TO USA, FV£Y) I larr·N'sA analyst __ quel:·ied on his own 
personal identifier in a raw traffic database because the analyst ~a-s· unfamiliar with the 
database interface and was not aware that he was searching,..ag·ainst raw traffic. The 
analyst was provided training on proper que1y ing teclu}iqties . 

• 

• 

.. ··· ...... ·· 

(S/i'REL TO USA, F\'-EY)I l a·~ NSA database auditor discovered that 
an analyst had queried in a raw traffic database onl . ..I 

I M:ere accidentally included among the search terms in the,_..qliery. 
The analyst was counselea . .. N Q results were returned , and no reports were issu¢/ 

~ / 

(S,l/~lf,!RgL TO USA, FVEY) I ...... ...... I, an analyst queried .. ofb electors 
associated with a foreign intell igence tai:get known to\be in the Unite~l::Sta-tes because the 
analyst entered an incorrect date range for tlle·.que1y. The analys!. :JV~·5· counseled , and the 
results were deleted. .......... \ .. -:::>·" 

··..... ..... . .. ,.-::;:··· 
"·· .. \ 

·· .. ~·:.. .. "" 
(b)(1) 
(b)(3)-P.L. 86-36 

1'0P 8£CR£T15'S115'PALENT /fEl'l ffJL£;SNfJ·l"OMI 
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• (3l/3l//R:EL 'fO U3A, Pv'PI.)I I an NSA database auditor 
discovered that an analy~t.-.. had queried in a raw traffic databas~_ .. onJ 

A I The qi1ery returned no results. . ............. · ...... ....__ _______ __. 

_// (~,l/~l/~L . .Tb··~~A, FVE_'.41 ................ . ........ ·l while responding to a request for 
I informati0'h, an anal)'_§.t. -q1i"e1:_i.Y.dJ ... ...-· I raw traffic databases on a selector associated with 

.... / a forei·gn intellig.ence,.ta:i:gef··while the target was in the United States. The requester did 
_.../ ... n6f includ.e ·iti .~l1e::reqiiest infon_1.1.~tionl lthe Unite.1:L..S..t.ates , ... I I 

/~:~; ,,. :. ~ Jss~: ..•..... /. .• ..I the ~:l~st ~~I eted results returned .b:nq~::san::s:~~::s1:.~~ 
tg)1(;~:}:::::::::::::::::::::::: :::: ::: :::~r .. un··which···he .. had .. perforrnedmqueries .. ·i1· ............. ·raw·traffi e .. database~ I 
(b)«~)~:~:t;:; :a.~~3e- · l___JNas associated with a USP. The queries and results were deleted. No repo1is were 

··· ·· ···· ·· ...... i_~-~ued. 

• (T~;;~i/;~·w)l-···.. l an NSA analyst queried without appropriate FISA 
authorization on aihmta~ked selector ass9~.i-~.ted .. withl I 

.... ·········I I Al~h.Qi1g9.::::~d ··············.... IFISC Order exists, neither the target nor the 
....... .::::::"""'"'"'"'""seled6T\~ias.Tncluded m the orde1':··i hhe analyst was counseled on 

'(6):(·1·;::................... the restrictions for querying on selectors not authorized under FISA authority. No repo1is 
(b)(3)-P.L. 86-36 were issued. 

(b)(3)"~s~·-.u ____ sc 3024. (i) ~~~iii+-~~~:--iii~~-----------
-. ·F=....;;..;;;;....;;;=.;.=-:;;.....;..,;;;;,.;;:;.:.i..a.,...,.... ___ ....,........,... ___ ___Jafter discovering the foreign 

the United States, an NSA analyst continued to perform a 
. qu~1y m!::-::-a-::ra'::":w"!":"'T1::-:::.'Tl·l::"·rc::--:ra=ai:-:a:--::s"::"e""T!o determine whether the target was in the United States. 
·······... ,.Tf;e analyst .. .wa·s counseled about reviewing selectors and promptly detasking them after 
_ .... >I I 

. . .. 

....... /_'_'_ ........ ,. ....... (SHSIAA:lEL T~_ .. "f:J..§.b, . .F~Y)I ...... J .. c:t .. ~I..G.:I.NI ... analy.stqueried·D 
.-::::::::: .... /:: ................ ··::::~:I:~.~~2~:s.:::~~~Q:C.iated ... with -a -foreign--inte1Hgehc·e .. lai:get when the target was known to be in 

.. ,;;;.!!!m;;;;:;:;;::;::::;;;:::::::::::::::::::::th.e::Hnit:ed States: ·I I the analf st requested detaskincr of all (b) (1) . . . ... . . ............................. _ - - - 0 

(b)(3)-P.L. 86~3Erselectors. ..... The analyst deleted' .. the"cffferrand .. result·s I 
• (SHSfHREL ;~--~SA, i=VtY)I I an NSA analyst mistakenly 

performed a ue1 in the incorrect raw traffic database usincr selectors associated with a 
(B)'(ff::·............... .. ............. USP·: .. . 
(b)(3)~·~ ::c::::86~3~ ...... --..!:::::::=========================• 
(b)(3)-50 USC 3024(i Upon discove1y o the error, t e analyst stoppe t e ....__ ____ .,......_..,.....,.,.... __ ____. 

que1y an a que1y results . No dissemination occurred. 

• (S//Sl/tREL TO USA, FV'E~t) I I NSA analysts discovered that 
A Ion selectors for foreign 

/_... intelligence ta.xgers"while the targets were in the United States becaus~ __ q.u.eriesl 

/.··<:::.-·:.::::::::::J' . .... lthe analysts 
.··<...-::<:::::::::........ canceled t~~ - quei:ies··arrcrcfeleted the resu lts; no reports were issued. To prevent future 

.. 11!;;;;;;;;;:::'=::::::::: .. ·" ...... . 

(b)(1) 
(b)(3)-P.L. 86-36 TOP 8£CR£T15'8115'TAL£NT lf£ 1'B'fJLE15'NOFOltN 

7 



DOCID: 4165219 
'f(}fl 8ECftE'f11ffllff:4LElf'f KEftffJtfY/NtJF(}JtN 

• 

;;:S::) I rocedure was devel°.P.e::n~A >fi~l;st~~,:~=,:~· ·1~~t l - ; ::::· ~:l:;;;gl-P.L 86
_
36 

I lon·ifselector ass,9ci.ate(rwith a FIS;).::oapproved Jaiget had f 
continued to run beyond the period of ti).e ... FfSC Order. The eri:of.occurred q.ecause the 
analyst, who was unfamiliar w.ith ·the··a~tabase, I ... ...- . ./ I 

................... ....... .....- I 
...... / laiid deleted the r_e_ .. -~.t.ih I 

1-Ncf'i·eports were issued . 
..___ .... 

• ' while conducting a test, an 
"'------------------... N_S_A_ d_a_t a_b_a_s e_ d _e v_e_l o_.p._e_r_.p_e_r fi_o_n_n_e_ g._u_e_n_e s ...... m a raw trathc atabase on selectors that 

I l .. ·The··qu·err test11rs .. wei:·e·i1orsfo·r·eci". .............. (6)(1 ) 
--------------- (b)(3)-P.L. 86-36 

I.A 1.c. (U) Detasking Delays (b)(3)-50 USC 3024(i) 

( 1) (S//SIJfREL TO USA, l"\'i:Y) I I an NSA analyst discovered that the 
selectors associate~ ... -V':i.~:hD·vatid .. foreign targets had remained on task when the targets were in 
the l!.!1ite.d:::Stares::: ... The error occurred because the analyst_ .. ?.a.?. ... ?..Y~r.~.<:>.c:>.~.~9 .. informationl I 

................. ,,.,,.+········· ............................................................................ jtheanalyst .. dern:sked the selectors. No reports were issued. 

tg)(~)~~'.'.~ .. ::~;;;;;;;;;;;;;;,,;;;"'''''('2')"'(shi§tr/R££:::T6 U8ii;:::F\'lt?)j .............................................. l ... an··NsA··analyst .. di scovered .. thatD 

( ~'~. ~ ·· .. : ... :.:::.·~.s..sociated with a valid foreign target had remained on task when the target was in the 
\\ ··~tafe:~::J t because the analyst was away from 

\.._ the·o.tfice for long--te.!:_m trammg. I he analyst was advised to detask selectors before extended 
........ absence'S·.from the ofri'ce>· .... 

\\\ (3; .. ~~;~iS'I~L TO ~~~~~ p\1&Y~ I an NSA analyst discovered that a 
\.\. selector associated \Vitli a valid foreign target had remained on task while the target was in the 

\\ United States because the· 
\ ....._ ______________ _.... the selector was detasked and the results were 

deleted. No reports were issued. The analyst was counseled on immediate detasking procedures. 

(4) (~//~I/~L TO USA, FVEX.)I I an analyst discovered that selectors 
associated with a valid forei<rn intelligence tar et had remained on task while the target was in 
the United States ... · 

Non-comphant data . .· T 1e selectors were et~:~ ··e · ....._ ____ ____, 
has been _purged, al)d··no report s were issued . ............ ···· 

............ ( 5) _.(Sf/S~~'~L TO US_A~ FV.J.iY}{ .. . ..... I the selectors associated with a 
foteign,..t~frget remained .ont~skwhen the target entered the United S.tates onl I The 

_/cl el.a .. occurred pe.eau·se .. an intelligence Community agency ·~~1a_Iyst,' did not I I 
_ ./ . ..-:: :::J.'.'l1e .:.NSA .anal·yst' de~~-~~~d. .t~~ . s.el ectors l.__ _____ .... 

l~;~;·;·:~·:·:·:·;;,;;,-·:,:·=====:::::;·:::.:;~~~~::l:~~::::~E~:~::~:~~~~:=: .. :: :::::::::::::::::::::::::::::::::::.~ ................................................................. .. 

(b)(1) 
(b)(3)-P.L. 86-36 

TOP 8£CRf'fWS117'T~LElv'f KEJ"lft)tE/1!"1'0FOmv 
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( 6) (SHSIHREL ... T ..... O .... U ____ S __ A ___ ..... F ..... V .... E ..... "1._.
7 

.______,. ____ __.an NSA analyst discovered that 
collection had occurred assQciated with a ~alid.Joreion target, even ....,__.....,...-..,...-..,......-------.....,,,---------- --- --......... -----. 
thouoh the selectors had been detasked 

L---.....,...----r-----...~----------..., ·· T.he ... co.U~.~tion was attri buted to a processing error 
.tia:t::l:esiilt¢.i:J:::Ji.ni~e ·d·etask ... r.eq.u.~~L.~~ot beiL..ng_ p_ro_ce- ss_e_d..,_ ________ ....., . 

...... w_e-re_i_s-su_e_d_. _ ............. .. the--selecto.r ~as::d:efaskea:::aml:: rr9ir.~:£9'ifi.P.I.1:~~~::~~~~:::~:~~'.'.~·~~~~'.'.''.'. ': .. ::::::.::f:::: r::~~~Jwi~;{b )( 
1
) 

············ .. ,, ... :·:·."""''''"''·'··· .. ····· ' (b)(3) PL 86 36 
· ........ : ... ,.. .. .... ·· ················ .. . ..... =~u::Nsi(':~~ajyst·--dis·c~~ered t_hat • - · · -

----- ssnciatea·· wlth a valid foreign target·}l.l:ld::ieinairied. on t;;tsk-··after the target had/ • 
7 

entered the United States o ···The anal stl I 

was detasked. No data was collected. 

hat the target was in the United _States but 
selector 

(8) (Sh'Slh'R:EL 'fO USA, FV~Y) I ls..~lectors associated with a 
valid fo reign target were discovered to have remained on task while the taroet was in the United 
States. th~ anal st 

.a.nother analyst d iscov~red ____ a_n ___ .....,..__,.. ___ ......,,.,..... _ __,. ____ e .... e ...... ted ~··ahd ... 1.1.0 report s were i'ssp._ed _______ .,., 

(9) (~~~~~REL. 'TOTJSA, fPv.'f):~) I . . .. '!'atl.~·i>d-i.s~.overino··· .. ~.Hat a valid 
foreign target ·he.Uaj~·ea · states, a.n. NSA an.alyst::det~sked 

·::anathet :::analysi::a.1scover.aj_ ......... - ·----------
-------N-. -0 -.. n-o-.n-.,,.co_ m_p_.l_ia_n_t.-.. d-. .a-J~-.. -:vv_.. Jt.~ 0.>l.l.~~t~cf~··a:na···n6:::i:ej):o:11s:::wer.~J~~~1: :: ... ::·::::' . .=. t~;&\~a .. Y~ .. / 

was counseled to check I !selectors associated::::wlih::a-::tai:g:a::::when ::oeta:skin~::::::::''''::'";;;;;;;;;:::iiiiii:;;;;:~;,}' 
. . . .. °..~ .. ··:··· :: :::::::::::==::::.~? ~~~g~-P.L. 86-36 

(10) (~/J~J.,l/&EL TO USA, FVEY) An NSA analyst _d 1 ~c.o.vered ·th~.d ........ I' • 
associated with a valid fo reign target had remained on·task when the .target was in the United 
States from 

the .. ail'alyst had failed to d..etasl( this selector. The analyst deleted the 
L..co--..-ec-t .... 10-n- as_s_o-c1 ..... a-te _________ ...,_N6' .. i:~ports were issued . 

( 11 ) (SHSlhR:EL TO USA, FYEY) I (b).(l ) ·· . 

\ 

.L. 86-36 
8 USC 798 
P USC 3024(i) 

(12) (S//81/J'it:EL TO USA, '.F vf..J··~ I an NSA analyst di scovered that 
,.____.belectors associated with a v'llid···f6reign target had remained on task while the target was in 

the United States ... · after learning that the target had traveled to the United 
States op the analyst detasked s:l,~s;to.rs ·I h I which remained on 
task \rntil Confusion. ... <!b.out w hether the data required purging resulted in a delay in 

.... · ....... . ................... . 

... ·.• .. ·.·:._·.::_.· .· .··.·.~·::.... . 

,d'<>::· 
(b)(1) 

................ 

(b)(3)-P.L. 86-36 TOP 8ECRE1W8liVTALE1¥T lfE1'1fOtEt5'/li'OFORN 
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purging. The analyst submitted a purge request for non-compliant data ... ! _______ I. No 
reports were issued. 

(1 3) (SHSih':ltfL 'fO U~A, fl' v r:!Y)I l·ar. NSA analyst discovered ~hat 
D se1ector.s .. .c.1s..~_oci ated with a valid fo reign target had remained on.task. .. while the target was in 

the United States:· .ijd· d.~tasking . \ 
associated selectors 

..... · eJectorS.l ! 
Lw_e_r_e_d_e-ta-s-ke_d ___ N_o_n_o_n--c-o-11-1p_l_i a_n_t_d_a-ta_w_ a_s -co-l-le-c-te_d_,_a_n_d_n_o_1_·e-po-1-i s_ w_e...;;;re;;.;;.;;...i s"'"su""'·e""' .. cr"'"·:·-..... --1 ........ · ..... :::::'.'.'.'::·::··:::;,·;y 

" ....... " ...... :::::::::;;:::::;::>"' / (b) ( 1) 

(14) (S//Sl/AlEL TO USA, FVEY) I l "aii N$./.(:~n~:tY:st:::a-1s~ovef~d(b)(3)-P.L. 86-36 

that one selector associated with a valid foreign target had ren1ained'"6ii:iask 'W:hile the targ~t was 
in the United States. The analyst first became awar.~ .. .thenfrg.et. he 
United Statesl .................. • l .. Afier con uctmg irt er research, the 
analyst found that the target' s .. e,.,maif "selector was still tasked. The analyst detasked the selector 
onl land' .i1o repo1is were issued . 

(1 5) (S,'!Sl·NR:EL TO USA, FV~Y) NS.A analysts 
discovered that D ·selectors ... a§.S.Qgi_~~~~-... ~ith .v.alid.J91.:~ign targets had r~lnaine<J ... on task 
while the targets were in the United States. :detask::rn:9;~!:~st.Qft_~e"sele()tors 

I di scove1y o~he collection, t~:~:;~·,~;s;:::[:1:~~~:7:~".':e:d~:11!7.It°ctOTS ~~~~i''':/\~~gi-PL 86-36 
(16) (SNSfHR:EL TO USA, FVf:Y) I .... Jsef~~t'~·;'.'~ associated 1J ith\ 

a valid foreign target were discovered to have remained on tas_kwhile the target was in the // · 
United States. The dela occurred because the anal st_.mistakenl believed that 11 

selector was detasked. No reports wen~_..issued. The analyst was counseled 
I 1................. -----

( 17) (S llSl'LRJt:L TO USA, FVEY)I la11__NSA analyst discovered 
that a selector associated with a valid foreign target had remained on task .. ,\yhi le the target was in 
the United States. Although 

t · e .. ta.rg.eLS ... $.~ .. ~g~9rs remarne on tas , /. 
-T- l-1e- de-l-ay_ o_c_ct-ir-red--be_c_a_u-se- tl-1e analysts responsible ... fO'f'"fa'sking"Were·on .. leav.e .. ai:.te.mp9f.~ry. . .,4My 

I 1-No .. reports .. were·tss.~·~~.::;: .. :;:·;::.:::::::::.: .. :·:::'.::::::'.'.'.'.;: : :: . ,.;.;:::;:!•!"~g~ g ~-P . L. 
86

_
36 

18 ::NSA"'~'ti:~i§st § .. di·s~6ve:fed t h~r"~o 11 ecti&n 
octtifrea ::o.n .selectors assoc~ated" whh·"valid foreicrii. targets " 

... d,...e_s ....,.i-t ------......,d-et-a'""·sk""'; '""t1,...1a_t....,.....had ·beei1 · ~:equested a.;;.;;.._...,......;;;__ ______ ...;;.... ___ -r-_ __. 

illthe .b nited States. Tb.e·el'fr)'i:· occu-fred becaus as 
._n_o_t -aw- a1-·e_o_f_t-he- de- t-as ... k request s. AJ!.,non::·co·;;~pljant"d~ta was deleted , an _...no reports were 
issued. . ................ ,............... ,.... ......... · _... ........ .. 

( 19) J 9# 9f/rREL l'OJ:JSA;""F.'v'f:Y) I 1-";~1 NSA analyst discovered 
that selectors had .remained on task after the expiration of a consensual collection request on 

-------·"The delay in detasking occurred because the analyst was not aware that the 

TOP 8ECRE1W8J,~qAf:,EA'T KE YJIQ.bE/,tf',T.Q.FQ.RN 
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{~}(1 ) 
(b)(3).,_p.L 86-36 1'0P SEC1<EJllS1/JI ALEN1 KE tHO'LV!'/\l<JPtJtm 
(b){3)::'5{>.._\JSC 3024(i) 

\\ ''\;;;;;;· ~~: .. ~ Ite<;,ti on on these selectors occurred . The selectors were d etasked I /) 
\ :······(~O) q:~NSil~T~~ . l ~n NSA .. analyst ~iseovered thatO~eleetQ-rs-{b)(1 ) 
"\ assoc1ated ·--~1th' altd foreign taroets had remained on task while the tar0 ets were·m the b)(3)-P.L. 86_36 

\. United State·s 

was notified about the sele9tor·s·tnat were to be detasked, and all 
L.s""""el,...ec_t_o-rs_v_¥_e1-·e-d.,...e-ta_s.,...ke_d ________ ..., _N6 ... ~oll ection resulted from the selectors, and no 
reports were issued. -------- .......... Q\;l).(1) 

I A 2 (U)I !.............................................................. ,~~~~$~.~~8\J~~37698 
. . -------- {(b)~3),2·~.o USC 3024(i) 

(2) (TS/ISI/~W) 

LA 3 (U) Unauthorized Access 

(1) (3//31h'R:EL 'fO USA, FVE''l) .... I _____ ..... l two . a.n.~_ly~ts accessed raw SIGINT 
from a location not approved for that access. The analysts were counseled ... to ·aecess. .. raw SIGINT 
only fro m approved locations . .. ........ >''l (bl ( 1 l 

........... ··········· l(b) (3)-P . L . 

(2) (g//gl//@L TO USA, F\'EY)'[ lr'aw ... s iGINT data was stored in 
files accessible to NSA perso1mel who did not have the appropriate training and were not 
authorized to view the data. The data was moved to files for which all perso1mel with access had 
the required training. 

LA.4 (U) Data-Handling Error 

( l) (g,~L TO USA, FVT:Y) On six occasions I INsA 
analysts disseminated raw SIGINT in e-mail s to IC agency analysts and other external customers 
not authorized to receive the info rmation. The e-mails were deleted , and all analysts were 
counseled. 

86-36 

(2) (TS/f31//Nfi') I (b)-(1) r----- -------------------------1-··-·· -:;....··...-_.,(b""").,...(~)-P.L. 86-36 
- (b)(3)-50 USC 3024(i) 

TOP 8ECR£nSSL$'PALENT /fE 1'fff)LE15'NOFOltN 
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TOP SECR£ T1S'S·f:t5'l':4 LENT lffJ l'riY:JLE15'NOFOJtH (b)(3)-P.L. 86-36 
(b)(_3)-50 USC 3024(i) 

\\] 

(3) (ShffL TO USA, P~-~.'£)1 I an NSA analyst passed raw SIGINT data 
to a database without mi_1Ji1nizifi.g the U.S. identities. The data .. ~-~.S. .. r.~~alled j I 

{4}(TS7/s"ly~;~ NSA personnel revealed the 
..... uam¢.f~f-USp~:::tO:..indi·vidffals not authorized to receive the information. They were counseled on 

.... ·:::::::::::::::::::::::::: ::: j}focedtfres ... for disseminating USP id entities. 
·tB!l:::{:rT"""""''''''::::::::::::::::::::::::: ............................... .. 
( b):::~:sl,:::_i< .. c~ .... ti·6,,,.3.:§(5..r(sH:REL .. T(fUSA;:::f.Ye,.)j INsA analysts disseminated 

.......... "'''::::::::,, .. raw SIGINf"'•i"ffan .. e,,u1~il to recipients no"faiifhorrzed .. ·to .. receiv.eJh.~ . ..information because analysts 
.......... -~l:sed .an incorrect alias t11afillclude.dJh.~ _names of analysts from exteriiaf""org·aiiizations:·I I 

".,I ·--:::::::::::·--. I the analyst recalled the e-rna:ils.- 1 hhe analyst sent a follow-up 
e-mail to 1ritor111 recipient s to delete the e-mail. ·· ..• ·· .. ... ·· .. 

( 6) {TSHS"f;~;~W:)I I in response to a request for information, an NSA 
analyst disseminated in air--e~mail to an IC customer not authorized to see the information a 
selector associated with a USP:·I I the analyst requested that the e-mail be 
deleted. The analyst was counseled on proper minimization procedures. 

LB. (U) Foreign Intelligence Surveillance Act (FISA) 

l.B.1. (U) NSA/CSS Title I FISA 

l.B.1 .a. (U) Detasking Delays 

(TS//SENUF)I l·an .. ~SA analyst di scovered that a tele hone selector 
associated with a valid foreign target had not ""b..;;.ee=n.;... ..... .;;;.de=t=as=k'"""'e.;;;.d,__ ___________ """' 

I 1 ... -Aitlw~~g-~ . 
I . lthe analysLrn.SPQ~~i~I.~ for tlie te ep 1one se ~or '.• ·· at e '?.'" mil a reci u '"'I 

for detask1ng. The selector was detasked I ..................................................... J:::a:nQ::;q~t~;;:~~::P.µ:r.B.~- /_... 
I INo-reports .. -were--issued, .... w ................................................................... w ................................... ::::::::::::::::::::::::::::;:;:::::::::'::!!;;;,,, .... (b )( 

1
) 

l.B.1.b. (U) Unauthorized Targeting 
(b)(3)-P.L. 86-36 

( l) (TS//Sl/i'tW) .. I 

lall communications collected on these selectors were 
/ ; - ,--e-qu_e __ f,-te_d,_t_o...,.b_e_p_u-rg_e_d,..._ .... N"""o- re_p_o-rt_s_w__.ere issued. 

t .i/// (2) (TS/1~114'.W) j 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

f {tp 8fCttE'fttSl/J'fALEltJT KJH'ROLEllNOFORJV 
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DOCID: 4165219 ......... (b)(1) 
........ ...- (b.)(3)-P.L. 86-36 

T<JP SECitET11SJ/J1:4LE!fT K"El'lffJLE/J'!VfJF(}JtN ........... (ll).(3)-18 USC 798 
...................... (p){3)-50 USC 3024(i) 

... · ... · l', ... · ... · ... · ... · ... · ... · ... · ... · ... · .... .. ·· .... 
.... ·•···•· 

.... ···· 
.·•·· 

\\ 
l ~ 

~6.)f1r::::··................................................ . ... ··· • 
(~):~3) .. f>L:"86~~?. (3) (TS//Sl/'flqf') I ............ I an NSA analyst discovered that collection \had 

· \ :\ ' • , ~~~'.'.' 'ed·OJ1.a t~r~~-=: ~~ 1·i z¢ 1i nd er a FI SC Order before the approved date 

"·. . ........... ···· ······························ 
·•··.•... . ... ··· 

··· ......... · 
. . ...- 9n-comp 1ant ata was e efe · an no repo1is were issue 
NSA..has taken "steps to ensure that operational plans are properly reviewed and approved. 

.... ....... "·. 

. .(4) (TS//Slh~·ifH I an NSA analyst discovered that a selector 
. assod~ted ···~ith a valid fo reign taraet had remained tasked after the target had de a11ed the 
\, United S tate· 

,__~~----~~~~~~~~~~~~~~~~ 
the analyst detasked the selectors and 

submitted a.purge request for the collected data. No repo1is were issued. To prevent future 
occurrences,· to ensure that selectors of targets 
depatiing the United States are detasked timely. 

l.B.1.c. (U) Unauthorized Retention 

(TS//Sl//~+f..) an NSA analyst discovered that data collected unde~D 
I .. · .... jFI.S.A .. aut o.n.~.8.:92.~.~ ... }~~?. been retained in a raw traffic database longer/than 
the at~t.ho1faed retention period. The data was .. pffi'ged'~ "and .. no+eports .. w.ere. .. i.§g1.~.~.: . The anjtlyst 

.waf counseled on rete ntion procedures. . ..... :::::::::·~)'(b)(1 ) 
... . ........ ·······:: .. ::/ .. (b)(3)-P.L. 86-36 

........ l.B.1.d. (U) Unauthorized Access ..... ····· ... ···>··.. (b)(3)-SO usc 3024(i) 
'lP'J"T1"~::::::::::::::::::::::::· .. ··· ............... ...... ....... ...... ....... ...... ............... ..... . .. ···· ...... ··::: ..... '· 
( b.f L~l"'.r. .. : .. ~.- ···8·6·:::·3~T's//SEi'i'¥W~ I .......... lbecau.se .. ·0ra·1:.a:w":traffic .. aat~1:>.as~~;.·ei:ror;Ds1 aifrr 

··...... ·analysts were allowed to retri eve data collected ........ F ISA authori ty tha\ 
.......... t.hey .'Were.):i_ot authorized to access. . ........ 

·······... . he problem will be fix~d' .. i n a future software update . 
...... ···· 

... ·· ... · 
......... ·· 

TOP 8£CR£T1~'8l15"fALElf'f KE YfflJLEt/ft'(}tr(}Jtfti 
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remained on the printer until they were discovered by the contractor. A second contractor, who 
also believed that printing had been unsuccessful , forwarded the document in an e-mail to a third 
contractor. All copies of the document were retrieved and destroyed. 

II 82 (SHREL TO USA. f~~~lL .. 
l.B.2.a . (U) Data-Handling Error 

··· ......................................................................... :: .... ~ ......... :::::! :::::;::;;;::::::::::::;;'""'"""~g~ ~~ ~-P. L. 86-36 

....... .... .. (b)(3)-50 USC 3024(i) 

...... ······ 
·········· 

········· 

········· .......... 

.... , ··a.Q. NSA analyst forwarded D 
·infofrnation in an e-mail to ar.1aly~! . no longer authorized._ to receive the information. 

theNS.A ... ~ma yst confirmed .that"the .. e::mail had b.een.deleted . 
....__ ______ ___, ................................................................................. .. .. .. ................................................. .. 

l.B.3. (TS//~ l /ll<JF) Business Records Order .................. :::::,,,,;:;:,, .. (b l ( ll 

(b ) ( 3 ) -P.L. 86-36 

(U) Nothing to repo1i. 

l.B.4. (U) FISA Amendments Act (FAA) 
.({))(.~)-P.L. 86-36 

l.B.4.a. (U) FAA Section 702 \>..., ·· ............ . 

(U//f<otfOJ NSNCSS has implemented a new process to ensurr ·}4at FAA §J.01 .. ~ata 
re uired to be ur<red is ur<red from NSNCSS databases. NSA created\ a" .. 

···. 

to identify non-
.__ _ __,.,.._....,..._..,..-___,,_.,..,...,,...---.,.--------------' 

compliant data that should be purged. 

l.B.4.a.i. (U) Tasking Errors 

(1) (TSHSJ-HREL TO USA, FVE1tJ J·aQ .. NSA analyst di scovered that a 
selector had been tasked in error. An IC analyst had made a typo"grapJ.lical error in the selector 
and passed the incorrect selector for tasking to the NSA analyst. I . l .. .t,~e analyst 
detasked the incorrect selector and submitted the correct selector for tasking. No .. CQ.lle«!ion 
occurred. "· ....... :::::-. .. 

....... :::>i'.(b) ( 1) 
(2) (TS//Sl//REL TO USA, FVPt)I ..... lse!e6tqi10)(3)-P.L. 86-36 

were incorrectly tasked because of typographical errors. The selectors were .. detasked.,.-and th¢ 
information has been purged. No reports were issued. _,,,,,. ..... "· ,./ ! • 

(3) (TSllSlllR£L TO US>\, l'Vni I ~~ ~~: anal ys\ df;~vered t,!iat b 
selectors had been improperly tasked because ther~ . .was insufficient infonn-~tion to veri fy/ that the 
targets were located out side the United States. ... ·Additional information .. was provided to dorrect 
the tasking o ... · Non-
compliant data collected on the ·selectors has been purged. ./ 

(4) (TS/1Slf/R£L TO US,.., FYE'01 h~"~SA analyst discovered that a 
selector had been tasked in error because the target did not meet the criteria of the FAA §702 

TOP 8£CR£1W8f1VT2fL£NT K£1'J«JL£iVNO·I"OMI 
14 



D~~JD: 4165219 
~·;"" ,' -, 
(~).(3)-P .L. 86-36 I OP SECREJ//SllllALPJvT l\t:111tJtE»'NtJ1'<JltN 
(b)(~)-50 USC 3024(i) 

~\\...,\·... certification. Hhe .. s..~lector was detasked. Non-compliant data has been purged, 
; \ \\.and no reports were issued. 

, , , -.......,\\ (5) (TSHSJ-HREL TO USA, FVEY)I .. l" arLNSA. analyst discovered that an 
, e-rri·Glil selector for a valid foreign target had been tasked incorrectly hecatis·e: th~ ~-mail address 
' ·...._. The incorrect selector was associated with a us:P:·'::'tfwas. ........ . 

detaskeQ , and non-compliant data was purged. No reports were issued. . ........................ ·""(b)(1) 
\.. .·· (b)(3)-P.L. 86-36 
(SJ. ffSHSIHREL 'fO USA, f'VE 7r11 l·a:ffNS.A.° analyst discovered that a 

• selector fo1:\a valid forei crn target had been tasked incorrect! . An IC acrenc anal st mistaken! 
\ believed that"- . 

The incorrect selector was determined to be associated with a USP and was ....,...-.,...-.,...-..,...,.,.--
detasked. Non-compliant data has been purged , and no reports were issued. 

(7) ('fS//Sl//R:EL TO USA, FVPt)I 1 .. an-NSA .. ~1.1.~l_yst discovered that a 
foreign target 's selector had been improperly tasked under FAA §702 because .. Targeting ........................ . 
procedures were not fo llowed. The selector was detasked becaus,~:::o:f::tbe:;;;;;:;;:;:;;;;:::'"(~)(1) 
target's travel to the United States; . ")(3)-P.L. 86-36 

· .. 1e .. se"ector was .. enfs e 
----------.. -Norr::·coi1~pfrant data has been purged, and no reports were issued. 

(8) (8h'SINREL TO USA, FYEY)I l·an.NSA analyst discovered that a 
selector associated with a valid foreign intelligence target had beei1Tmpi:9perly approved for 
tasking 

_________ T.1e.se ector ... was.. .. ....... ~~·:=;;;:;;~;:~~;;;~;~~:l;l:f0:, ; ,,,.;;'{~)(1 ) 
. (9) {TSHSih'~W) I l::~.·~::~-~A:::afiaJyst:::fea:i:ficif·"fhat .... seledo~s for a (9)(3)-P.L. 86-36 

fo reign target had been erro.r.i.~ouSJy .. -tasked"6ecause 
I l .. not .. afffhcfri'z.ed under the FAA §702 ce .... 1i .... ifi ... 1c-a"""'ti,...o-n-. ""'"U .... p_o_n-re-co- gn"""'i""'ti_o_n_o"""'f,...t.,...he_ e_rr_o-r,-t ....... he 
analyst detasked the selectors. No collection occurred. 

( l 0) (TS//Sl/i'.R:EL TO USA, FVEY~ ~·anNSA .. analy..st..l.~;:t.UW<:i .... t.l~.~~ .. 
a selector had been improperly tasked under FAA §702 authori ....... ~cause"""::::'.(6)(1) 
targeting procedures had not been fo llowed . .---....._ ____ ............. ::_th_e_:::s.-··e-Te""':c,...to-·=1· .... ::::w.-, ... ;;,,.as ... detas~et(::.)(b)(3)-P.L. 86-36 
and two repo1is were canceled . -:i:t:W.as:lea:fiied' that data collec.ted ... 01ttfus 
selector remained on a dual-route to an IC customef' 

· N6n~c~;~pliant data.__co"""'I,.,..le-c-te_d,......-----...,..._-.,,._..-.a-s ..,....been ...._ __________ _ 
~~ed . / 

( II ) (SllSll/R£L TO USA, FYE Y) I I ii~ ~~A analyst discovered 
that a selector associated with a foreign target had been tasked incorrectly. The selector was 
detasked , and non-compliant data has been purged. No reports were issued. 

l.B.4.a.ii. (U) Database Queries 

TOP 8£CR£T15'8115'TAL£NT lf£ 1'HtJLE15'NOFOltN 
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.... ··· ·······;(P)(1) 

...... ...... (b).(3)-P.L. 86-36 
TOP SECR£T1S'S:l1S'TALENT ffEl'J}()LE;S'N<J___t:OR:!{.. (p)°(~)-50 use 3024(i) 

······ 
······ ....... 

(1) (T~,l/~l/,l.REL TO USA, FV-EY) .OnOoccasf~~;~ in the third quarter, analysts \ -.. ....... 
performed in FAA §702 data collec_tioir-C)yerlybroad or poorly constructed database queries thaf\ 

otentiall taraeted and returned· .. itiforn'fation about USPs. These ueries used 

ptoduced imprecise resu}t$., ... ..On f those occasions, the queries 
-.-.e-tt-1~_-9-. ...... --.,e .... s .... u .... t-s ""'1 .... ·o-n-1~t1e da~.<:19.~lse . .. .The·resilffs were deleted or aged off, as required , and no 

....... reports we_1:~.issued:··· Analysts who performed these queries were counseled by their 
.... · ::::: .::::::.::· ····· ma'iiagei11~nt. 

"fb:;;:::\·3 .) .-P. L. 86-36 

... ··<::::::::::::::··· ········ ....... (2) ffS//Sl//REL TO USA, FV~)')I Ian NSA analyst performed in a raw 

t;·arfrc. . .d~j:~baseOqueries on a_.~cledor associated with a _Y..~P,···I I the results 
were deleted: ···-N.:() reports w.~1:e·fssued. . .. ···················· 

............. . .. ·· ......... ··········· 

(3) ('fSh'.SI#~}·On·Oog~a§_io:trs----------------.... NSA analysts 

improperly .. quel·ied on tge .. §:electi:rfs associated with FAA §704/705( b) USP targets in FAA §702 

, ,;;;,~~ ~ : ... : ',~:c"°- ta\¥ iiaffi: :·~:b:;;,:, were counseled on the procedures for querying : n I 
.,.,;;;;;;;;:: :::::::::: .... ·· FAA §704/705{ b) targets in raw traffic databases . The queries and results were deleted. 
{~:~(·1T::::····· ··· ....................................... .. 
(b){~~-~::L.~?.=.~~ (4')"(TSHSlNMF)I·......................... l an NSA database auditor discovered that an analyst 

.................... had "pei:f.o.rmed an improper que1y in a rawTi'affic ·database. .. .... ~_ile conducting research on the 
\\ ......... selector hefore ... ue1 ing the anal st noted that the target's e-malf"a"<X:ount·I I 

\..._ "· Although aware that OGC 
\\ approval was required fo'i" the analyst missed that information while conducting 

.... I I 
( s) , .. -an::NS.A:::JmatysFi:nisfak~llfy';;;:;:::(b) < 1 ) 

performed a query in a raw traffic database o electofS::fhai ·ila:~(b'ee·~~ detasked b~ca.u-s~Db)(3)-P .L. 86-36 
I lthe .. United"Sfaie.s. The analyst intended to check tbe·t~sktng tool • 
but quened the raw traffic database instead. The selectors were detasked ...... I .. _·····....,·····-· .. '""" ..... _ .... _·· ____ __, 
and non-compliant data has been purged. No reports were issued . ......... ...-·· ...... ... 

... ····· .... ··· ... · ... · 
(6 , an NSA analyst discovered 

that a selector associated with a valid foreign mt_ 1g·ence target remained on task after the target 
had arrived in the United States. While cqndtfct.ing research on the selector, the analyst 
performed a que1y in a raw traffic g_Cl-taba.se when the target was known to be in the United 
States. I hhe selector was detasked. Non-compliant data was purged , and 
no reports were issued. 

l.B.4.a.iii. (U) Detasking Delays 

(1) {TS/ISIJLWF) I lanNSA .. analysr--deufsk ..... ed_.· _ ___,,,_........., ___ _.__:•:::_::''••_·(b"'!W'')(1) 

associated with a target who had entered the United States, but. ............. · 3)-P.L. 86-36 
~ ---

...._ _______ ..... .. -The·sefoctors were detasked , and non-compliant data has been purged . 

TOP 8ECR£1W8LVTALE1VT lfE 1'B'f)tE15'!1lfJF (jltf¢ 
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(2) (SHSihREL TO USA, F\C£Y11 l···a . .$.~lector associated with a valid 
foreign intelligence target was discovered to have remained on task·.aft.er the target had arrived in 
the United States. .the anal st 
made a typographical error in the detask request and the selector remained on ta.sk 

D ···Allnon,,compliant.d.ata .. .has .. been .. purged, ... and .. no .. re.p.o.rts.w~re. .. is~naj,::::·····:·:····::,,::: .... :::::-::::-::;::-:::::-:::.·-ii:::'"""~~~li-ii•~-.:~-)(1 ) 
(3) (S//Slh'REL TO USA, FYEY)I .. J:.an::NSA:~hafy~t::~:~poit~({th~(~ tN<3)-P.L. 86-36 

selector associated with a valid forei n .. inteHi ence .. far(Jet had remained ... on task" ~tft'ei· the target\ "\ 
had arrived in the United··-Stale·s:·· · .......... ,, .... 
LJthe·aiialy.si ... i~·~d failed to detask the sel.e.ctor: .... The selector 'o/-as ·· e~~sk·e<l . · · 
and non-compliant data has bee11..Purgea:·····No reports wen~ .. issi:led ............. · _.. ~ · . .... · 

...---..... (4).J.~b'Sth'~f··T·O·U~A, rVErJ I .......... ··· .... J·"a·~· NSA analyst discovered thatC:J 

.___ .... !selectors associated with a forei(Jn .. taf et remained on task after the target had entered the. 
United States. 

.__ __________________ __, the selector was confirmed to have been detasked , and non-
compliant data has been purged. No reports were issued. 

(5) (~M~V/~L TO USA, F\'EY)I l·an ... N.~A analyst discovered that!! 
selectors associated with a valid foreian intelligence target remairied ··on.t.{lsk after the target hacr1 
arrived in the United States. 

.the .. .sele.ctm:S.::were... / 
""---..--..------.-n-o_n ___ co_m_p....,....1a_n_t-.---...---.--------.--N ....... o-r-ep-o-1-ts--w-e-re- 1,...s-su-e""" . ···········::::;:;:;;;;:""''"''"":;;;;:::::::::::""\ b)(1) 

········;;:·:;;;;;;;;;;;,,,,,,,,,,,.. (p)(3)-P.L. 86-36 

(6) . : ~{§ele~t:~';'''i~r a valid foreign target 
was discovered to ha.ve··heen· o\,i~flo~ked··wfie'i1 

B
bec~~.~~ ::9.'f:t~etargef"s.·a1:~~i.~al in the Unite ... d:--=S-ta-te-s-. -=T==h_e_s_e-:-le-.c-to- ,-. w--as---=-de_t_a-:sk-e-:d ____ ......, 
··Non-compliant data has been purged , and no reports were issued. 

(7) tf~//Sll/:!~ I an NSA analyst learned that a selector had remained 
on task even though"it had been determined that the target was a U:.SP .. ·· he 
analyst detask.e9 . The .. 
selector w.as:::(fetas e . . ...... ? ... Go .ection occurre , .~1~ .... !1:9Jepo1ts· were .~s~~~~~P.L. 86_36 

.-:::::::::::::::::::~:~;··(f£h;~~;;~}I ........ ············ .. . .. l .an-NSA'a~~·i;~~ ··d i s~oy~red .. that select (b )(;)~·~~. ~~g ~~~4(i) 
.. ::"'::'issodat ed witb:::~r:v:alid'. fo.wig.n .. •i-ntetligence ... ~.a.xget...1:ernained 'C)fr'fa'sk after the target 

.,,/'':!'''.:: ... (·/ ... ···················· J·· :]'lfe .. d.~iask. delay O'cei:ii:·red because the analyst was out of the offi._c_e_a-nd--tl-1e_r_e __ ... 
..-::::::::::::::::;,,,,,,,:,::::::::w,,a.:~;;:11o::b:ack:::npl !the analyst confirmed that the 

·c~):(h::::::::::::::::::::::::::§.~l~~,l,?:L~ .. ~.:1~: detasked , and non-compliant data has been purged. 
(b).(3)-.p .L. 86-36 .................. ::::::::::::::::::::::::::::::::::::::::::::::::::·:···:······· ........... , .............. ,..........-------. 

.... <:......... (9) (S~SEHR:EL TO USA~'·F\>'E'i?l '' .. ••·•• .................................................... 1 . .an. ... a.:r.~l.Y..~1. .. !ailed to timr'y detrk 
........... ·~ associated with valid foreign targets, ~h1ch were in the Unifea ··states:·· 

"·L___jthe selectors were detasked. No collection occurred. 

(10) (S//SINREL TO USA, FVE1t)I lan .. ~SA analyst di scovered that a 
selector associated with a foreign target had remained on task when the·target was in the United 
States. I l:t.h~ analyst 

···· .. ::::::,:~ .... 

f f»' 8£ CR£T1S'S}ATALENT KEl'H()l:,E,{tNfh..liQ.RN 
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did not detaskl khe .. Unit~.~ .. States. I l .t,l~e selector 
was detasked , and non-compliant data has been purgecr ··No· rep.ort~ .. were issued. · .......... .. 

········································· ···· .... 

l .. seleetorsass0eiated· .. with .. avalid·:::to1:<>io:n:;:;;;;;i;,, 
....._ _____ ____,_ - . . ···· "' Q ·"/(b)(1) 

,.l..l.l.i~=.i.:~'--"lil~;,,i...,:;~:o:...llll,~vered to l~~~: ... 1~~-'!.1.'.l.'.D.7d ... on.taskl . f (b)(3)-P.L. 86-36 
... Because of an oversight , the analyst d1d .. J10t .. see the requ~st to \ 

.._e ... ta_s_ a..,.....s-e .... e_c.,.to_r_s_a-ss_o_c-ia"""te .... CI with the tar.get because the ta.rget .. was ... h1 the United States. The \ 
alternate selectors were detasked l J .. ancf~on-compliant data ha~...l)een purged. · 
No repo1is were issued . _.../ 

....... 

(12) (~k£1/,LREL TO USA, FVEY) An NSA analyst failed to de~ask.· selectors associated \ 
with two foreign targets known to be traveling in the United States fy.01nl I 
The selectors for both targets were detaskedl l"and non-compliant data has 
been purged. 

(13) (S//Slh'REL TO USA, FVE)!JI Ian NSA analyst discovered 
that a selector for a valid foreign t(\fge( had been tasked inro.~T~9.tJYL .............................................................. : ... J:::'(~)(1) 

I .... ,... l·No .. collection .. occurred. The selector .. J.Vas"det~Qi)-P.L. 86-36 

1 ....
. ,.......... ,... '(1>}[3)-18 USC 798 

..-,____ _____ .....,...._ _,.... ,.. (b)(3)-50 USC 3024(i) 

(14) . .fTSl/SlffR£L TO USA, FYEYH I ~.n·NSA analyst discovered 
that a seledor associated with .. a . .foreign target had remained on tasl(when the target entered the 

,.. Up.ited .. States. AJthough·"ae·t~sking h~d be;n reqy.~_s.ted ·· '"' the 
· . ,... ..... a~alyst had" ovei:·look~~ ~etasking :tb~·:seJectc>"i::· .. · .. " t e se ector was 

........ ·:-.·. -.::a11~"n0n~.conrpfiarif'data has 'b'een purged. No reports were issue 
(~).(1:}:::::::::::::::::::::·:,. .. ,,,,.,,,,.,,,,.,,,,,,,,,.,,,,,,,,,,,,,,,,,,,,,,,,:;:::·:...................... ... .... ............ _ .... _ ... -----
(b).(3):-.P':L::a.$::36::::"· JS ·· ..... · ·· .. · , .. .,. an NSA anal st disco~ered 

\... ·...... that selector .associated wid(a valid foreign tai:"·efl:e'fifai'fred .. on-t-ask 
·.:;·.. "··... .... - .... . 

le 

/~ ...... ··········· 
(b)(1) 

L-------------------........ ;..;;;;;. ......... __ ...;;.;....__,, ______________________________ .........,, 
analyst detasked the tel~ph6i1e seledor· aftei.JearningJI.1.at the targe 
I l·"Whil e conducting furtfiettesearcli:§~'i'the sel .... e.c_.J_c:i_r.?.-t-he--a1-1a-l y-s-t -a .... Is_.o 
discovered that the tar<ret was a USP. The dela in detaskirif·ocstLn:~.~ .... ~ecau-_sel .... _________ _ 

----------------.....----.-------...--------- The selector was d etaske~,__ __________ _.... 

....... ············· 
······· 

( 17) (8//~f.IREL<r~ USA, PV~,)) .. An-NSA"aifaf'"st"'failed to .derask" 
associate.d .. wi'ffi .. a fo1:.~i.gn ... target·eveil.though I lthe·Uriited' States .....,;;;;--------__;;;;_--..... "'"" ... T""'· 1"'"fo- e-1-To-1-· o_c_c_u_n-·ed....,.....,.b_e_ca_t_1 s-e..------------. 

(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) TQP SEC .. Wi'Ii~!SlsVTAl:,ElVT KE YH()l;E,~fPrl(}-P'(>R/l 
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entered the United States: ..... Theefror occurred because.__ _____ ______ __. 
.__ _____ .... lwafi1ot shared with the analyst. Non-complian! ... data has been purged, and no 
reports were issued. To prevent future errors,! I-Will be sent to multiple analysts. 

l.B.4.a.iv. (U) Data-Handling Errors 

(1) (g//£1//REL TO U~A, 'P vE i'J I l .. ~fter completing an IO training 
course, an NSA analyst realized that he had disseminated FA:l\ §702 data in an e-mail to three 
analysts not authorized to receive the data. All e-mails were d~t~_ted I I. 

(2) (Sh'Sb'l:REL TO U£A, ¥'LEY) r l~t was ... ~l'i.$covered that an NSA 
anal st had disseminated FAA §702 raw data by posting the\I-~ta on ·1·nternal NSA web p~ges in 
L.-----.f""""a=c..;.ce=s=s"'"'ib"""le~to~analysts not authorized to receive th~. data\·· .. :_fhe non-compliant data 
was removed ·a11d a request was submitted to renioye th~ ... :web pages. • 

(3) (Sh'Sb'l:REL TO -~s~<·.;v6._¥JI ~ar analy~~--.. fot:;:;:d~d FAA data. to a 
group e-mail address containing personnel··nQt ··aut.h9rized to receive the d~t(!. Tbe error ocqurred 
because the e-mail classification tool changed ·the ·-classifi.cation to remove t11·e .. rest(iction for 
FAA data. I I the e-mail w;s recalled ········ .. :·.: .. ·.::···· . .. ······... .. ................ \. 

( 4) , ······ a~:.N.sA:::<lat~~:;-~·e .. -<le.:·~·1.;:11~.r • 
forwarded a file containing FAA §702 data to anot er eve op·er ··who:::yvas .. ri()t::a11t.bpri;z:ed-)9 \ 
receive it. Upon realizing that the file contained FAA §702 data, the develOper:::deJ~t¢.~ :tt.1~.::·q.~ta 
from his mailbox. All members of the development team have since received the bt{e.fil1~s~i~!~-~ 
handling FAA §702 data. :::::::::::::: ::::::::::==.:::;::;::;:;>-· ~~~g~-P.L 86_36 

(5) (8//81//REL TO USA, fi'V~"ijl l ·· a.h:::Ns:A::~:~-~i;·;~· di _§.S~i11:i:~:~ted 
FAA §702 data in an e-mail to another analyst who wa$. .. n0t ·-aiithorized to rece.i.v~··the 
information. The second analyst saved the ~-~ta--in ·~Ctfie in the home dire9to6< .which is not 
approved to store thi s type of dat~: .... .The··e::·i1~ail and file were deleted: / .·· ,..-·· 

..-----<6""1l (SH~TO~~~ l'\ 'liyj l a~ ~S~::alyst reported that in 

.__ __ _....fae.had forwarded FAA §702 data to a forward-depl,ofed coworker not authorized to 
receive the data. The analyst delayed reporting the incideot·"for fear that the coworker would be 
removed from the deployment. The analyst was coun~.el~d on the methods to check clearances 
before sharing raw SIGINT data. ..-

(7) ti~ .. ~~A division manager discovered that notes 
based on had been 
shared with analyst..not.) tt,1_thorized to receive the data. The error was attributed to a lack 

,___ _ __, .................................................................................... \ 

TQP ~EC..'&'Fi~~J,~q,iEElVT /fEl'l fOtE15'NtJF tJltJ' i 
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of a standrdized llrocess for shai·ing informal working notes and the provision of an NSA e-mail 
account to analyst who was not operating under SIGINT authorities. The manager 
informe.d:.. analyst that the notes must be deleted and had the analyst removed from the e-
mail .. ·:~fias for notes. 

// (8) (S//SI/AlEL TO USA, FV.J?.):':)I I an analyst unknowingly forwarded 
.... :FAA § 702 data to a group e~_niail·address containing perso1mel not authorized to receive the data . 

.. :::::>1 l oata was removed from the se1vers and the analyst was counseled on the 
.. //. appropriate .... alias"fo use . 

. //)" ......... l : Ef4.~·:·:·_ ..... (U) Overcollection 

'(b;fr;::::::: ......................................... (.I}(TSHSli'/REL···TO·USA;· ·~P/l!Y) · ·-------during a regular review of E. 0 . 
(b)(3)-P·,L ..... ~~1~33 collection, NSA personnel d i scover-':r~:TT'" ____ ..J--........ ------------, 

(2) (TS/ISI/AlEL TO USA, FVE"Y) NSA collection trt'lnagers lefarned 
that 

·NOJJ.::co mplia~t ~data has 
~--~~~01--p-t-11-~-1n-g-. ~~~--~~--~-~-e-m~1s_o_1-~-o-1~. -----;;~)(1 ) 

l.B.4.b. (U) FAA Section 704 

l.B.4.b.i. (U) Data Handling Errors 
.... · .... · 

.... · 

it .was discovered tha_L ,.. 

.·•·· .... · 
.·•·· ... · 

... · 

,......... (b).(3)-P.L. 86-36 
,............ (b)(3)-50 USC 3024(i) 

.. A piJrge .. w~s requested 
t----,...T""' .. ..... 1e-....... at- .-a.""'".i ....... o-.w-..... -~.1-:r-9,1-· .-1a_s __ e_e_n_co_ n-·e-ct_e __ t_o_p___,revent future ~nci'dents, ....._---... -. __,..-........ 

............................................................................................................................................................. . ::::::::::::::::::::: •. :;1 · ~ ... 

l.B.4.b.ii. (U) Database Query Errors ...... ..... .. ... :::::: :"" (~)(1 ) 
............. ········· ...... ·············· (~).(3)-P.L. 86-36 

(IS/!~li'/~W ] l·a:nNSA ... a~~lyst ... discov·e~:~d that another analyst had 
performed a query in a raw traflic database! ............ - \ 'j The 
analyst discovered the error when the or.iginal""cfi1ery was amended I land he 
noticed a significant decrease in .. t.be .. ntfi11ber of results. The analyst deleted the que1y and the 
results! 1 ........ 

l.B.4.c. (U) FAA Section 705(b) 

l.B.4.c.i. (U) Data-Handling Errors 

T()P S£CR£nSSf1VT2fL£lVT KEl'H()!E,~tN().F()IUV 
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(S//Sl//ft:EL 'fO USA FV:EY) One=Joc.~~-~ionsl la 
SIGINT operator posted! l0nse.ly9.t_ors authoriied .. ·tu1g_er PISA §765(6) into a chat room. 
that was not approved for FISA data. Upo.rl' "i'ealizi.ngJhe misfake, .. th.e analyst posted a message 
requesting that al l notes and records I l·be. deiii.~~-::·:·:·::· ............ :::::::::::: ............. ...... ! 

............... ····· 

l.B.4.c.ii. (U) Tasking Error .... ".:,,J!:::.:::;,,;:::::::::o{b) ( 1 ) 
:-.>::,o',;::'·:.:: . .(b)(3)-P.L. 86-36 

··:::::::::::::::::::;;::::=:::==-:::: .. .... ·· l.B.4.c. iii. (U) Detasking Delay 
······ ...... ···:........ . .. ····· 

(T511511YMP) ::an:lS[sA:::~ii4it~~ .. ·aT~~-~vered that a que1y of a UsP 
authorized under FAA-§7_0_5-(b_)...,...---.....--.,.......---.aJ:t~r the Court Order had expired 

the selectors were detasked 

-the"analyst was counseled and the que1y was deleted. 

LC. (U) Consensual Collection 

(U) Nothing to repo11 . 

l.D. (U) Dissemination of U.S. Identities 

(TS//31i/Mf') The NSA/CSS enterprise issued! ~ .. $IGINT product reports during the 
third quarter of CY20 12. In 0 SIQIN T products, disseminatio.il's .were found to be improper, 
and the rep_o11~ were canceled ~-~ NSA7CSS-.. ~n.9l } 4~aly_sts learned ofUSPs, 
U.S. orgaruzat10ns, or U.S. entities named w1thout·at1thon_zatton. Al data .~n the canceled reports 
was deleted as required, and the reports were not re-i ssuel .ol' were . .r~-issued"·w.\th proper 
minimization. ........... · .... :· ..... .. 

... ... :: .. 

I.E. (U) Counterintelligence Activities 
(b)(1) 
(b)(3)-P.L. 86-36 

(U) Nothing to repo11. 

./(b)(1) 
l. F. (U) Detection and Prevention of Violations ,/ (b)(~)-P .L. 86_36 

....... (b)°(3).~so USC 3024(i) 
(1)-(T~/,lSl-HHfj To reduce the ri sk ofunauthorized telephony collection and ,.prevent \._ \ ... 

violations, NSA/CSS has instituted a process that gives analysts greater and fastel: insight into\ .a \-... 
target's location. I ,/ \ ... 

I r co11 ected data was purged 
from NSA/CSS' s principal raw traffic repositories when required. 

(2) (TS//31//NF) I 

,__ ___ _.l -·NSA. analy1\1_f9~11~_t:J.":"'aiLacCQyJ!l~1 ... -? 
................................................................ :::::::::::::::::::::::::::::::::::::::::::::::;;;::::::::;:::::;::::1 ............. \ .... ;~:::·· 

TOP 8£CR£nSS1WPALENT /fE 1'f ff)LE15'NOFOltN 
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,__ _______________ __.·in-the .. th.i.r.~ .... 9uarter. Collected data was purged 
from NSNCSS's principal raw traffic repositories when reql.lfrect ................................ . ............. 

l.G. (U) Other 
(b)(1) 
(b)(3)-P.L. 86-36 

(U//FOUCJT In two instances, database accesses were not terminated when analysts were 
deployed or reassigned to another site. Although not considered violations of E.O. 12333 or 
related directives, the accesses were terminated. 

II. (U) NSA/CSS Office of the Inspector General (OIG) 10 Inspections, 
Investigations, and Special Studies 

(U//FOUO) During the third qua11er of CY2012, the OIG reviewed various NSNCSS 
intelligence activities to determine whether they had been conducted in accordance with statutes, 
E. 0. s, AG procedures, and Department of Defense and internal directives. The problems 
uncovered were routine and showed that operating elements understand the restrictions on 
NSNCSS activities. 

II.A. (U) NSA/CSS Representative ,__ __________________ ...... 
__ __._(U_/_/F....,OUO) As part of an NSNCSS OIGfield inspection ofNCRI ....... _.I 
I lanJ9 inspector reviewed the implementation of the IO program, IO traini_ng,__.a"iid 
application ofIO siali.dard$. .. in the SIGINT mission activities performed at the site. The i_nspector 
found that the site lacked an"lo-O.ffi£er (IOO) structure that ensured the proper harn:Hipg ' 
minimization, and di ssemination of rav.t·SIG{NT data. The inspector also found tJi~(not all 
personnel were compliant with the training requii"emeJ.1.1.S. The OIG recommencle,(f°that an 100 
structure be established that complies with current SIGiNT·poli.~ies and proc~d(ires and ensures 
adherence to training requirements . . ..... ·· .................. _// 

.. ,, ........ ··(·b.)(3).-.P.L. 86-36 --::::.·::::::.····· 

11.s . (U)_I __________ !::::::::::::::::::::::::::::::::::::::::::::... . ........... . 
············· 

······ 
·· ... 

.---__._(U"'""/ .... /F"'"'O.UOJ .A.sp.art .. ofari· .. }faNCSS OIG field inspection of the I . ......... 1 

.__ ___ __.hffdO inspector reviewed IO program management, IO trarnrng, IO knowledge, 
and the application ofIO standards in mission activities. The inspector found that the site did not 
have procedures to ensure that database accesses were properly terminated after personnel left 
the site, and it did not conduct period ic reviews. Not all personnel had completed the mandato1y 
IO training. The OIG recommended that the site develop and implement processes for timely 
access termination , perform periodic reviews , register all IOOs as mission auditors, and ensure 
that training is tracked and completed . 

11.C. (TS1/31//Pdf1 Report on NSA Controls to Comply with the FISC Order 
Regarding Business Records (BR) Collection .. ,,,. .................... ··· ·(b)(1) 

. . ·:·::: .... ··· .,,,., .. """" (b)'(~)-P.L. 86-36 

(TS//SJ.,1/~W) I Jtbe :Ol(fpfrbff~:h~d · .the results of a special study of NS)\ 
controls to comply .. ~i-~bJhe--FlSCOrder regarding BR collection. I "I 

I l·an·OJG auditor performed testing and procedural reviews to assess the Agency's 
compliance and found that , except for one incident reported during the review, no incidents of 

T()P S£CR£nSSf1VT2fL£lVT KEJ'lf()!E,~?!'l<+FO.JUV 
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non-compliance had occurred during CY2011. The auditor made recommendations for 
improvement to BR processes to strengthen controls and reduce the risk of non-compliance. 

11.D. (U) lP Program ....._ ____________ ___. 
·· ...... . 

the 
sunder the o. erational and .technical ! 

control of the Director of NSA:·····ln.a . .r~po1t published . th~ OIG evaluators 
cited several weaknesses in the IO prograiit;···inclu~ing a ac ' o centr.a 1ze .... management oflO 
activities and internal controls. ······· · ·· · ····· ·····.. ··.. ·······...... ' 

·· ... ········ ·· ... ······ ... 

····· 11.E. (U) Report on the 
I l >HH> ........... HHHHHH mm ..... •••••>-HHH-HH>- ,,,,-,,,,,,-, .... ,-...... -.. ,,-,,,,,,-,, ... -...... -.... -,,,,,,-,,,,,,-...... -.... , - ,,,,-,,,,,,-, .... ,-.. ::::-:: - •••••-•••• .. -.. :·:·-.. :.::-...... -..... :- :::::-::::::-::::::-::::::-::::::-:::: ::- :::: -;;; .... =:::''.'=~~-g--~--P.L. 86-36 

.---....t~!tttl~~~ffi~~' ~~ .... ~ ..... '.1 .... A.team;··:1:¢.~C&:Y.:::the"NS'A" OIG with I /.· fbJ~3)-50 USC 3024(i) 

..._ ___________ o....,·· 1G·p~1}}5~patiorr~"'condu cted a study o~ j\.vhich is\ 
owned and maintained b .... ::Tlie·Teview focused on the rocesses associated with SIGINT 
data acquired fr<:>JJJ,__ ________________________ ___. 

I bfiff'found weaknesses in controls for handling and protecting SIGINT data. The 
report, published ! l· .. in.~luded recommendations to address the weaknesses. 

····· ... ·· ... ·· ... 
11.F. (U) Misuse of the U.S. SIGINT System·"·· .......... .. 

·· ... 
...... > (b)(1) 

(U) Nothing to repo11 ............ (b)(3)-P.L. 86-36 
.... · 

11.G . (U) Congressional and 10 Board ..... N·otifications 
..... · 

(1) .fIS1~'SEHHF)j jfiSA/CSS notified the Congressional intelligence 
committees about an overcollection ofF AA § 702 upstream collection as well as collection under 
other authorities. .{b)(.1} 

.L. 86-36 
.................... . 50 USC 3024(i) 

is continuing wor ' on a long-term 

(2) (TS/fSI//Nf.JI INSNCSS notified the Congressional intelligence 
committees about ,.the· unauthorized disclosure of classified national security information derived 
from SIGINTI .. I 

I ........... 1 
(.l.S"Well as limit NSA's access to other sensitive conununications in the long term. NSA's .. {)GC .·· ... · 

.// / has filed a Crimes Repo1t with the Depaitment of Justice. (~;;:; · 

(b)(1) (b)(3)-P.L. 86-36 
(b)(3)-P.L. 86-36 (b)(3)-50 USC 3024(i) 
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·········· ·········· (b)(1) 

11.F. (U) Other Notifications ··········· ··········· (b)(3)-P.L. 86-36 

············ 
············· 

··•········· 

(TS//Sb'/'UF) NSA/CSS notified the AG of'O·inteffigence-related collection activities 
associated with USP hostage and detainee cases. 

Ill. (U) Substantive Changes to the NSA/CSS 10 Program 

(U//:FOUQ.) To improve its management and understanding of the rules and 
interpretations ofFISA-related authorities, NSA has established an effort known as "Rules 
Management" to manage, organize, and maintain the authorities, policies, and compliance 
requirements that govern NSA mission activiti es. One of the key components of this effort is 
focused on technological solutions to support and simplify rules management. Two systems 
have been created to provide searchable databases that NSA personnel can use to find 
authoritative documents for NSA' s FISA activities , as well as implementing guidance. One 
database is operational , and the system containing the more advanced document management 
and search capabilities is in development. 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or lntell igence-Related Activities and the 
Reason for the Changes 

(U) Nothing to repoti. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to 
10 Programs 

(U) Nothing to repoti. 

VI. (U) Crimes Reporting 

(U) Nothing to Repo1i 

VII. (U) Other Matters 

(~MWf) The NSA OIG is investigating an allegation that activity associated with a 
................................... ························ ..................... (b)(1) 

-------------------- (b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

rap SECREI.tJSJ.t/T.4.kENT KE YHOEEiS<NO·}"()RN 
24 


