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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND 20755-6000

15 January 2013
MEMORANDUM FOR THE CHAIRMAN., INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBIJECT: (U/ASH63 Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AOT0T Except as previously reported to you or the President, or otherwise stated in the
enclosure, we have no reason to believe that intelligence activities of the National Security Agency during
the quarter ending 30 September 2012 were unlawful or contrary to Executive Order or Presidential
Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as
amended.

(U/AFEH6) The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and

GEORGE ELLARD
Inspector General

R/ e

RAJESH DE
General Counsel

(U/MESHOT | concur in the report of the Inspector General and the General Counsel and hereby
make it our combined report.

General, U. S, Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked
“UNCLASSIFIED/AoroffrerattseOmy™

upon removal of enclosure(s)

Epproved for Release by NSA on 12-19-2014 FOIA Case # 70809 (Litigation)
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I. (V) Intelligence, Counterintelligence, and Intelligence-Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

I.LA. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

ILA.1 (U) Unintentional Targeting or Database Queries against U-niit'e”dw%t;aié'};‘._P_L_ 86-36
Persons (USPs) or Foreign Persons in the United States (b)(3)-50 USC 3024 (i)

During the first quaﬂe: ofcalendar year 2012 (CYZOI’?)

the National Security Anency/C entral Security Service (NSA/CSS) continued

| . |As part of that process, duplicate selectors were

removed and the number of active selectors was reduced. At the end of third quarter of CY2012,

NSA/CSS’s primary tasking tools for telephone and Internet selectors contained approximately
active selectors.

e (b) (3)-P.L. 86-36
U//FOBODuring the third-quarter of CY2012, smnals mtellmence (SIGINT) analysts
inljmstances inadvertently targeted communications to, from, or about USPs, while
pursuing foreign intelligence tasking or performed a query using a USP selector. Unless
otherwise specified. all intercepts. query results, and reports have been deleted or destroyed as
required by United States SIGINT Directive SP00I18.

o) (1)
” - (b) (2)
LA.1.a. (U) Tasking Errors B (b}(3)-50 USC 3024 (i)
(1) tFSHSHREE-FOHSATVEY) | i X |
were erroneously targeted and collection occurred. The first collection error
occurred| |because a collection operator | |
[ I'a-seco_n_d error occurred”
because a collection operator | oy
iBy41). All collected data has been purged. (b) (1)
(b) (2] - i(b) (3)-P.L. 86-36

(b} (3)- 50 USC 3024(‘2‘})ES££SI“RE] :FQI;SQ E rEEr)I |
NSA analysts discover ed that a] |had inadvertently been targeted . The error

occurred because the[” |did not
coordinate w1th SIGINT analystsl : |
[ | All results were deleted | | and no
reports were 1ssued ' |
. the SIGINT analysts are now coo:dlnatmsc with] |
I |
’i)-(—’FSv‘r‘-SHr’-PE-}l |an NSA analyst was discovered to_have tasked a
selector associated with a USP. The target. previously belle\«ed to be foreign. a
USP who had been kldllapped in a foreign hostage case.|~ the selector was

Derived From: NSA/CSSM 1-52
- I Dated: 20070108
o Declassify On: 20371219
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sy FOPSECREFSHTATENTKEYHOFE/NOFORN {p) (1)
{bjj;}.u.”--”_”_ - - ) {b) (3)-P.L. 86-36
(R VEIEBodis BOSIO s i (b) (3)-50 USC 3024 (i)
() tSHSHREEFOBS AV it was discovered that a tasked
selector for an e-mail account believed to be used by a foreign taroet| o]
The seléith
was detasked | _Jand no reports were issued. (0)(3)-P.L. 86-36

(b)(3) -18 USC 798
(b)(3)-50 USC 3024()

. (5) (ESHSHREL-FoUSA—FEA[ ]an NSA analyst discovere
I |
Targeting of personnel | |was authorized as long as
one end of the collection is outside the United States; however. upon further research. the analyst
determined that both ends of'the collection were in the United States. Non-compliant data was
purged | |

(6) ('S?‘?‘S'H?‘R'E‘HG‘U‘S#F“V‘E“!‘H | an NSA analyst learned that

unauthorized collection had oceurred during a survey operation and training event because of a
misunderstanding between NSA headquarters and an NSA field unit about activity approved. A
request to disseminate collected data led to the discovery that unauthorized collection had
~_occurred. All e-mails containing the unauthorized data were deleted| | To
i ~avoid future occurrences. an approved Concept of Operations for training and collection
by (1)~ operations is requnred

(b) (3)-P.L. 86-36
?)—(—'FS#SH&H@-HSA—F—VE%I |during the test of a collection

system, a developer inadvertently collected data that included U.S. telephone numbers. The
error occurred because the developer |

| [l"he developer deleted the collected data and
| Fe e ST {b) (1
(b)(3)-P.L. 86-36
LA1.b. (U) Database Queries (b) (3)=50 USC 3024 (i)
(1 ASHSHREFO-HSATVEA |

(2) (U/FOBe) OnDoccasions during the third quarter. analysts performed overly
broad or poorly constructed database queries that potentially sought or returned information
about USPs. These queries used | |

| [that produced imprecise
results. On|__Jofthose occasions. the queries returned results: which were deleted or aged off.
as required, and no reports were issued. - Analysts who pelfouned these querles were counseled
by the ir management. S

(U) Procedural and other errors contributed to the following incidents: SRR ke Beh

-(-%‘S-IﬁRE-L—'FG-H-SA—FJ@EAQ-Oancasmns during the third quarter, NSA analysts

pelfmmed queries in raw traffic databases without first conducting the necessary research

(b) (1)
(b) (3)-P.L. 86-36
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(LIRS |

{b}(3}—P L. 86=36..
on the selectors: -“When the quelles returned results. they were deleted and no reports
were issued.

* TSTSPREETFOBSAFYEY During a routine database audit| [NSA
database developers were discovered fo have unknowinglv run multiple gueries in a
database

B [while performing software testing on a new database, the
developers ran the queries multiple times because software flaws prevented the queries
from executing properly. No results were returned. To prevent future errors. the

(by (1y developers will test-queries-using: that have been verified

(b) (3)-P.L. 86-36 beforehand.
(b) (3)-50 USC 3024 (i)

. (SHSHRECTOUSATFVEY] | a SIGINT analyst

mistakenly ran queries in raw traffic databases on selectors associated with a USP
because the analyst believed that the target. a USP. | |

| | The selectors were detasked |
[ |reports were cancelled L__lof them were relssued w1th the USP mtormanon

masked. e Sy (1)
ST 77 (b) (3)-P.L. 86-36
o —SHSHRE—FO-HESA—FEA a soﬁware developer was discovered to

have performed a query in a raw traffic database using a query slu% that contained

| | No results were returned by the query. The developer was
counseled to be more careful when selecting text for testili?r_

Jan NSA database auditor learned that an
By T analyst had runa query in the incorrect raw SIGINT- daiabasel | The
(b) {3)-P.L. 86— 3€1ue1y was stopped before letummU results. The analyst was counseled.
(b) (3y=50 USC 3024 (i)
' —(-S#S-l+ﬁR-E-HF9—H-SA—F¥E¥)| |an NSA database auditor discovered

that, as the result ofa software failure. a query was run in a raw traffic database against

rh'e query results were deleted. No reports were issued.

. -(-S%FS-]-.‘-/-IEEE-HG—HSﬁ—F—‘v‘-E—‘:‘)-I |because of an error in the interface of'a
raw traffic database. an analyst performed a query that did not contain the e-mail address
he had entered in the search field. As a result, the query returned a large number of

results. which were deleted. The problem was reported to the database team to make
changes to the interface to prevent future errors.

. -(-S#-[EEHG—U-SA—F—VE—&L)I | while conducting atest, an NSA database

developer unknowingly executed| kueries aﬂamst SIGINT data. A softwale flaw
altered the query| |Up0n discovery of the software flaw. the
query function was disabled until the software was updated to ﬁY the problem """"" (b) (1)
(b) (3)-P.L. 86-36
L e ] |cluung atest| software, a
software tester unknowingly performed| Jqueries against raw SIGINT. |)t the
[ Jqueries contained | | A software flaw allowed the
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"7 (b) (3)-P.L. 86-36

queries to be executed against raw SIGINT. The systém__'auidmatic'ally__..-deleted tl"i'e__
queries and results. The software has been u'pdated._ and the flaw has been fixed.

- TSTSHRETTOHSATFvED] ~_lafier returning trom a month-long class
an NSA analyst learned thaf ' Iassocmted with a valid foreign -
target | |while the target was in the United Statesl |

[ The selectors had been detasked | |
The analyst deleted the
query results| |and no reports were issued. The analyst was counseled to
before extended absences from the office.

. —ﬁ“‘Sﬁ‘S‘l'fTN'FTI Ian NSA database auditor discovered that an analyst had
queried on a selector associated with a U.S. m__ilitaryl |in a raw traffic database on
| | The query returned results. which were
deleted | | The analyst’s database access was temporarily suspended. In

addition, the analyst was counseled on the proper querying techniques and instructed to
retake intelligence oversight training.

“Mb) (1)
e " (b) (3)-P.L. 86-36
o (FSHSHREFOUSA—TFVEH| Tan NSA analysl queried without
authorization on the selector associated with a| i

The error occurred because the analyst believed that the selector was an alternate
selector for a valid foreign target. The query 1etumed results. which were deleted; no
reports were issued. The analystl ¥ |t0 prevem
future targeting. -'

—FSHSHA | | an NSA analyst improperly performed a query on a
selector authorized under a Foreign Intelligence Surveillance Court (FISC) Order in the
incorrect raw traffic database. No results were returned by the query. The analyst was

counseled to perform queries on FISC -authorized selectors| |
| lipproved databases.
* (SHSHREETFOUSATFVETT an NSA analyst discovered that a
L‘:lquery of a valid foreign target 1 lin a raw SIGINT database when
the target was known to be in the United States. The analyst
| had detasked the target’s e-mail selectorr [ TTIE ATmary’st
: [ |and no results were returned; no reports were
Loodssued [the analyst was counseled | | |

i (3}—9 — T ———

o FSHSHA | an NSA analyst peiformed [ Jqueries ona U.S.
organization in a raw traffic database without formal authorization because the analyst
incorrectly believed that he was authorized to query due to a potential threat. No results
were returned by the query. The analyst was counseled that targeting or querying USPs
was not permitted without formal authorization.
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DLy e | | a SIGINT analyst inadvertently queried

ona U.S. telephone selector in a raw traffic database. The analyst deleted the query

[ ] No results were returned by the query. _
. W&H‘#\—F’F‘Eﬁl | a SIGINT analyst performed a query in

_ . | using a selector that was associated with a USP. The targetin
error occurred because the analyst had failed
before querying. The analyst halted the query before it returned any results.

j =)

el . _(.SLLSLLLB.E-L—”FQ-U&A—F%LE% after copying several selectors into a
©_query-inaraw traffic database, a SIGINT analyst realized that one of the selectors was
associated with a USP. Upon realizing the error. the analyst deleted the query. Neyn

Egg; P.L 86 36 1esulis were returned by the query. (b)(3)-P.L. 86-36
. _ (b)(3)-50 USC 3024())
' -—FFS#S'I')‘Y'N'F‘II | an NSA analyst performed a query in a raw traffic
database using a selector associated with a USP. The analyst deleted the query and
results] - | and no reports were issued. The analyst was reminded that

querying on USP selectors without authorization is prohibited and that query results
returned by the unauthouzed query must be deleted.

. -(-S#SH&EHG—HSA—F—‘%E—‘:‘H | an NSA analyst discovered that a

software flaw had allowed a query | - |
[ | Upon discovering that the query returned a larger
number of results than expected. the analyst canceled the query and deleted the results
without viewing them. The analyst reported the software problem to the database

developers to develop a patch. o)1)
(B)(3)-P.L.86-36
o S-S |a SIGINT analyst performed w1thout proper (03(3)-50 USC 3024()

authorization a query in a raw SIGINT database on'a selector associated with a USP
While trying to verify the status of the target. the analyst queried the raw traffic database

]

" To av0|d future errors, | |

| No results were returned.
. 1SHSHREEFO-HSAFYEY] |

NSA analysts performed| __Jqueries in raw traffic databases on selector s associated with
valid foreign targets that included the dates when the targets were known to be in the

United States. | | queries returned results, which were deleted o repens '
were issued - : ®)(1)
' st - (b)(S)PL 86-36
. FSHSHAE b SIGINT analyst ran a query ona prewously detasked

selector that had been determined to be a USP.

|The query returned results. which were

deleted.
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. —(-”FS#S']'/ﬂﬂF‘)‘l | an NSA analyst performed a query on a selector
-associated with a USP that contained a date range not covered by the approved
consensual collection agreement. The analyst included the-period- of] |

] |mstead ofthe intended pertod- off | The error

' ':occurred bééaii'se"'ihémaﬁﬁlyst believed that the database | |
g | The quely results were deleted | and no reports were
issued. :
—(-S#S-HRE-I:—'FG—H'Sﬂ—F’v‘E‘r‘jl | an NSA database auditor discovered

that an analyst had performed I:lqueries in a raw traffic database without
| [to exclude USP data. The error occuued because the analyst incorrectly

believed that | |
| |- The analyst deleted the query result's| | The auditor

advised the analyst-to ensure that had been implemented properly by
the interface before querying.

o (SUSHREL-TOUSA—FVER| | an analyst conducted a query that

contained selectors associated with| ___|targets in the United States. Non-compliant data
was deleted . and the analyst was counseled on proper query procedures.

(by(1) e {-S#S-l#&EHG—H-S#F—'v‘-Eﬁ‘H | an NSA analyst mistakenly performed

(b)(3)-P. |- 86-36 ~aquery-ina raw SIGINT database]

| No results were returned.
(b)(3)-50 USC 3024(i)

. (SffS'h*R'E‘He'U‘S#‘F*‘E"I‘ﬂ |an NSA database auditor discovered
that ueries had been conducted in a raw SIGINT database]
The analyst was counseled. No reporting or dissemination resulted.
R s st Y | an-NSA __aﬂ__al_}_’_st__ mistakenly queried' ina raw traffic
database on the selector associated with a USP. Upon realizing the error. the analyst

deleted the query results. No dissemination occurred. e B (1)

# (b) (3)-P.L. 86-36
s (SASHTREETFOUSATVEYS- |a11 NSA analyst querled on his own

personal identifier in a raw traffic database because the analyst was unfamiliar with the

database interface and was not aware that he was searching against raw traffic. The

analyst was provided training on proper querying techniques.

—{-S#-Fl-E-HG—H—SA—F—‘v‘Eﬁ‘)| |an NSA database auditor discovered that
an analyst had queried in a raw traffic database on| |

| [were accidentally included among the search terms in the query.
The analyst was counseled. No results were returned ., and no reports were issued.

o (SUSHREL-TFO-USA—FVEA | | an analyst queried on[___kelectors
associated with a foreign intelligence target known to be in the United States because the

analyst entered an incorrect date range for the query. The analyst was counseled , and the
results were deleted.

®0)
(b)(3)-P.L. 86-36

—~ - - y

6
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. ASHSHREETFOHSAFVED |an NSA datzillas.e_auditor

discovered that an analyst had queried in a raw traffic database on

The query returned no results.

/ : A ! o | while responding to a request for
information, an analyst queued| [raw traffic databases on a selector associated with
a foreign intelligence target while the target was in the United States. The requester did

not include in the request 111t0rmat10n| |the United States. |:|
| i |the analyst deleted results 1etu111ed by queries. and no reports were

“1ssued.

an NSA analyst learned that a

T e tor-onrwhich-he had performed-queries-in]_Jraw traffic databases| |
(b)(3) -P. L 86 36 was associated with a USP. The queries and results were deleted. No reports were
lssued,

-(-’F%SH&H' | an NSA analyst queried without appropriate FISA
authorization on an untasked selector associated with| |
:l Althougll ar‘ e |F[SC Order exists. neither the target nor the
s -selector was included in the order. | |the analyst was counseled on
(b)a'j """ ” the restrictions for querying on selectors not authorized under FISA authority . No reports
(b)(3)-P.L. 86-36 were issued.
(b)(3)-50 USC 3024(i)
- (SHSPREEFOHSATVEY |after discovering the foreign
target’s |the United States, an NSA analyst continued to perform a
query i a raw tratfic database to determine whether the target was in the United States.
The analyst was counseled about reviewing selectors and promptly detasking them after

| —(-S#SH[EEHG—H—S&—F—\#E—‘F}I | a SIGINT analyst queried[ |
~_.selectors associated with a foreign intelligence target ‘when the target was known to be in
b - the United- States. - |the analyst requested detasking of all
(b)(3)-P. L. 86-36 selectors. The analyst deleted the query and results |
- {-Sﬁ-S-HR-EL—"F@-H-Sﬁ—F*“E‘:‘} an NSA analyst mistakenly

perfon med a query in the incorrect raw traffic database using selectors associated with a

(b)(3) P L 86 36
(b)(3)-50 USC 3024(| | Upon discovery of the error. the analyst stopped the

query and deleted all query results. No dissemination occurred.

+SHSHREFFOHSATVET)| | NSA analysts discovered that

| lon selectors for foreign
intelligence targets while the targets were in the United States because queries
g [the analysts

canceled the queries-and deleted the results; no reports were issued. To prevent future

o) - o
(b)(3)-P.L. 86-36 —TFOP-SHFEREIASTH AT ENKE YO A OTFORN—
7
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. _ —  D\GFPL 86:36
(ESHSHANE | | an NSA analyst dlscoveled that| | |
| fona selector associated with a FISA-approved target had

continued to run beyond the period of the FISC Order. The error occurred because the
analyst. who was unfamiliar with the database, |

fand deleted the results

|-N0 reports were issued.

* (SHSHREETOUSATvEY while conducting atest. an
NSA database developer performed queries in a raw traffic database on selectors that
[ | The query results were not stored. (b)(1)
(b)(3)-P.L. 86-36 )
LA1.c. (U) Detasking Delays (b)(3)-50 USC 3024()
(1) SHSHREEFOHSATFVED | |an NSA analyst discovered that the

selectors associated wuhD valid foreign targets had remained on task when the targets were in
the Umted States. The error occurred because the analyst had overlooked mfmmanoanl
A4 - |the-analyst detasked the selectors. No reports were issue

(b)(3) P. L 8 | Iassocnated with a valid tonelan target had remained on task when the target was in the
United States. because the analyst was away from
the office for long-term trammg. he analyst was advised to detask selectors before extended
absences. hom the office

a)-fSﬂ'S'BﬂkEHO-H-SA—FJvLE%L] |an NSA analyst discovered that a

selector associated with a valid foreign target had remained on task while the target was in the
United States because the | |

| | the selector was detasked and the results were
deleted. No reports were issued. The analyst was counseled on immediate detasking procedures.

(4) FSESHREFO-HSA—EA)| | an analyst discovered that selectors

associated with a valid foreign intelligence target had remained on task while the target was in
the United States. | |

| | The selectors were detasked Non-compliant data
- has been purged. and no reports were issued. )

(35) H#SH‘RE-HG—U-SA—F—V-E—H‘H |the selectors associated with a

foreign target remained ontask when the target entered the United States onl | The
delay occurred becau se an Intelligence Community agency analyst did not

| | The NSA analyst detasked the seleciors] |
~No-reports were tssued. "~ 7

(6)(3)-P.L. 86-36



DOCID: 4165219

“TOPSECRET/ST/TATENT KEYHOTE/NOFORN—

(6) ESHSHREFEFOHSATVEY
collection had occurred
though the selectors had been detasked | _— |

The collection was attributed to a processing error | T |
|that resulted in the detask 1equest not bemlr processed

fan NSA analyst discovered that
|a-sso_ciated with a valid foreign target. even

I
|

were 1ssued .

(
" (b)(3)-P.L. 86-36

7

2 |an NSA analyst d:scovered that
associated with a valld fmelﬂn target-had remained on task after the target had-
entered the United States on| | The analyst|

[after Tearning | |hat the target was in the United States but

|selector
was detasked. No data was collected.

(8)-(-S¥+S-H+&EH6'HS?FF‘V‘E‘Y‘)| Iselectors associated with a
valid foreign target were discovered to have remained on task while the target was in the United
States. | [the analyst| |J

| [ another analyst discovered|

| |and detasked them. The results were deleted. and no reports were issued.

(9)%%[—%55#%‘)1
foreign target|

|after discovering that a valid
fhe United States. an NSA analyst detasked| |

|an01he1 analyst dlSCOVClB(iI

__________ _ lhe-analvst

T M)
(10)4SLSHREL-TOHSAFVEYY An NSA analyst discovered thatl a (D)EFPL. 8630

associated with a valid foreign target had 1emamed on task when the target was in the United
States from | -

| [the ahalyst had failed to detask this selector, The analyst deleted the
collection associated | |-N'o reports were issued.

(11) tSHSHREEFO-HSATVEY |

(WI0)

L. 86-36
USC 798
D USC 3024(i)

(12)tS#SHREE-TOUSA TVEY [ | an NSA analyst discovered that
|:|select01 s associated with a valid foreign target had remained on task while the target was in
the United_States_ | |after learning that the target had traveled to the United
States on the analyst detasked selectors| | which remained on
task until Confusion about whether the data required purging resulted in a delay in

o)1)
(b)(3)-P.L. 86-36
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purging. The analyst submitted a purge request for non-compliant data| | No
reports were issued.

(13) (SHSHREE-TOUSATFVEY)| | an NSA analyst discovered that

I:lselecml s associated with a valid foreign target had remained on task while the target was in
the United States. [ hnd detaskmﬂ |
associated selectors] [ the analyst learned that| ’ |
| — belectors
were detasked. No non-compliant data was collected. and no reports were issued ;;;,-(b)m

(14) (SHSHREEFO-HSA—FVEY| | an NSA anaIy-Sr discovered ®@)-P.L. 86-36
that one selector associated with a valid foreign target had remained on task while the target was
in the United States. The analyst first became aware the target Fhe
United States| : | After conducting further research. the
analyst found that the target’s e-mail selectm was still tasked. The analyst detasked the selector
on| |and no reports were issued.

(15) SHSHARFFOBSATFVET)| |NSA analysts

discovered that‘leelectms associated with| [valid foreign targets had remained on task

while the targets were in the United States. | |detask request of the selectors

| |the United-States. collection occurred on the selectors. Upon' “b)(1)
 (b)(3)-P.L. 86-36

discovery of the collection. the analysts detasked the selectors and deleted | P |

(16) -(-S»‘-/-SH’-RE-HFG—U-S—A—F—VE":‘H selectors associated with

a valid foreign target were discovered to have remained on task while the target was in the

United States. The delay occurred because the analyst_nnsial\enly believed that
[ e | the
selector was detasked. No reports were issued. The analyst was counseled | |

(17) {SUSIUREL-FOUSA—FVEY lan NSA analyst discovered

that a selector associated with a valid foreign target had remained on task while the target was in
the United States. Although|

| |the target’s selectors remained on task|
The delay occurred because the analysts responslble for tasking were on leave or temporary duty
[ | No reports were |ssued """ - =) (1)
= : (b)(3)-P.L. 86-36
(18) ﬁSﬁS‘Hﬁd‘F‘)l L | NSA analysts dlSCOVGled that collection
Joccurred on selectm s associated ‘with valid foreign taluets
despite] [detask that had been requested { ' |
| linthe United States. The error occurred because was
not aware of the detask requests. All non- compllant data was deleted . and no reports were
issued. L
19) {-S-h‘Sﬁ%REHG—US#F’v‘E—‘fH | an NSA analyst discovered
that selectors had remained on task after the expiration of a consensual collection request on
| | The delay in detasking occurred because the analyst was not aware that the
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(b1
(b)(3)-P.L. 86-36 TOP SECRET/ST/TATENT KEYHOTE/NOFORN—
(b)(3)-50 USC 3024(i)
| |1 | The selectors were detasked
No collection on these selectors occurred.
(20) +FS—S fan NSA analyst---di-Scovered---t-h-atDSelect_o-lr-s-- b))
associated with alid foreign targets had remained on task while the targets were in the (b)(3)-P.L. 86-36

United States

| |
:

|was notified about the selectors that were to be detasked . and all

selectors were detasked)| | No collection resulted from the selectors. and no
reports were issued. e R
e (03(3)-P L. 86.36
LA2 (U)] (b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
(1) TSTSHREECTFOHSAFVEY | |
(2) (ESHSEANE) | |

[LA.3 (U) Unauthorized Access

(1) tSHSHREEFOHSAFVED] [two analysts accessed raw SIGINT

from a location not approved for that access. The analysts were counseled to access raw SIGINT

only from approved locations. e D) (1
~' {b)(3} P.L. 86-36
(2) SHSHREEFOHSA—FVEY raw SIGINT data was stored in

files accessible to NSA personnel who did not have the appropriate training and were not
authorized to view the data. The data was moved to files for which all personnel w1th access had
the required training.

ILA.4 (U) Data-Handling Error _
1) SHREEFO-HSA—TVEY On six occasions NSA

analysts disseminated raw SIGINT in e-mails to IC agency analysts and other external customers
not authorized to receive the information. The e-mails were deleted. and all analysts were

counseled.
2 . A1)
| (2)tFSHSHAN | [—e)-P.L. 86:36
(b)(3)-50 USC 3024(j)
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g , (b)(3)-P.L. 86-36
FOrSECRETH TALENTREYHOLE/NOTORN (b)(3)-50 USC 3024(i)

(3 FESRE—FOSA—Fa g | an NSA analyst passed raw SIGINT data
to a database without minimizing the U.S. identities. The data was recalled| |
(-!}-(—"FS#S-]#N-E—)-| [NSA personnel revealed the

rlam:és_'.of-U_SPs_ to individuals not authorized to receive the information. They were counseled on
plo-ced'u'r”es for disseminating USP identities.

i oy i .

(b)-(3)-P.L. 86 36(‘\ s -HSAC |NSA analysts disseminated
raw SIGINT inan e- -mail to |e(31p1ents not authorized to receive the information because analysts
used an incorrect alias that included the names of analysts from external organizations.

|:| the analyst recalled the é-lil'ails;l |the analyst sent a follow-up
e-mail to inform recipients to delete the e-mail.

(6) FS—Sh-| lin response to a request for information. an NSA
analyst disseminated in an-e-mail to an IC customer not authorized to see the information a
selector associated with a USP.{ | the analyst requested that the e-mail be
deleted. The analyst was counseled on proper minimization procedures.

[.B. (U) Foreign Intelligence Surveillance Act (FISA)
[.B.1. (U) NSA/CSS Title | FISA
I.B.1.a. (U) Detasking Delays

—F—eE | | an NSA analyst discovered that a telephone selector
associated with a valid foreign target had not been detasked|
~Although _
[the analyst responsible for the télephone selector had tatled to submit_a reques
for detasking. The selector was detasked [ I and data was pur;;ed '

I I NO‘ |ep0| ts were- lssued ......... LT (b)(1)
(b)(3)-P.L. 86-36

[.B.1.b. (U) Unauthorized Targeting
(1)EFSHSHANE) |

|a|l communication s collected on these selectors were
requested to be purged. No reports were issued.

(2) (ESHSHNE |

(d)(1)
(b)(3)-P.L. 86-36

(b)(3)-18 USC 798
(b)(3)-50 USC 3024()) 12
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TOPSECRE T/ ST/ TATENT KEYHOTE/NOFORN— | (b)(3)-18 USC 798
(b)(3)-50 USC 3024(j)

o)1) o
(b)(3) P 1 86 36 (3) EFSHSHAFY : | an NSA analyst discovered that collection had
. occurred on a tal;:et authorized under a FISC Order before the approved date| |

‘Non-compliant data was deleted| | and no reports were 1ssued.
NSA has taken steps to ensure that operational plans are properly reviewed and approved.

(4)FSHSHANFY | | an NSA analyst discovered that a selector
associated with a valid foreign target had remained tasked after the target had departed the
- United 'Statesi |
[ | the analyst detasked the selectors and
submitted a purge request for the collected data. No reports were issued. To prevent future
occurrences, | |to ensure that selectors of targets
departing the United States are detasked timely.

[.B.1.c. (U) Unauthorized Retention

FSHSHANE | |an NSA analyst discovered that data collected under[ ]
| - |FISA authorizations had been retained in a raw traffic database longer than
the authorized retention period. The data was purged. and no reports were issued. The analyst
was counseled on retention procedures. )0
' " (b)(3)-P.L. 86-36
I B 1 d (U) Unauthorized Access i (b)(3)-50 USC 3024(i)

(M s ' '-

(b){3)=P. L 86- 3‘{-’[—5#—5-}/-/—}4]2)1 |because oF' Taw tfarhic database error: [ ]SIGINT
~analysts were allowed to retrieve data collected[ - |FISA authority that
they were not authorized to access. | i |
[ - [The problem will be fixed in a future software update.

IB.1.e. (U)Data-Handling Errors

(1) SRETFOYUSATVEYY a Branch Chief discovered that. because
| |FISA data had been disseminated improperly in an
e-mail to a distribution Tist that contained the names of two individuals not authorized to receive
the information. The e-mails were recalled. and the analyst was counseled on proper
classification markings.

(ﬂ'('S#R'E'IT"FG'US#F‘VE‘H") an NSA contractor not authorized

for access to FISA data recovered a FISA document from a printer in a contractor SCIF not
authorized for FISA data. Another contractor, who was authorized for FISA data. had printed
the document four times because he believed that the printing had been unsuccessful. The copies

13
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remained on the printer until they were discovered by the contractor. A second contractor, who
also believed that printing had been unsuccessful. forwarded the document in an e-mail to a third
contractor. All copies of the document were retrieved and destroyed.

(b_)(3) -P.L. 86-36
(b)(3)-50 USC 3024(j)

I.B.2.a. (U) Data-Handling Error ..

(SUSHREL-FOUSA—FVER] an NSA analyst forwarded[ ]

information in an e-mail to analyst no longer authorized to receive the information.
the NSA analyst conhlmed ‘that the e- -mail had been deleted .
|.B.3. +FSHSINFT Business Records Order - {b) (1)
(b) (3)-P.L. 86-36

(U) Nothing to report.

.B.4. (U) FISA Amendments Act (FAA)
(b)(3)-P.L. 86-36

.B.4.a. (U) FAA Section 702

(U/FOBOT NSA/CSS has implemented a new process to ensure that FAA §702 data
required to be purged is purged from NSA/CSS databases. NSA created a| |

[ [to identify non-
compliant data that should be purged.

I.B.4.a.i. (U) Tasking Errors

(1) (—"FS#SHRE-HG—U'SA—F"V"E"I“] | an NSA analyst discovered that a

selector had been tasked in error. An IC analyst had made a typo graphical error in the selector

and passed the incorrect selector for tasking to the NSA analyst. | | the analyst
detasked the incorrect selector and submitted the correct selector for tasking. No collectlon
occurred. :

EO0)

(2SS HAR—F O A ] |se1ectm@:)(3) P.L.86-36

were incorrectly tasked because of typographical errors. The selectors were detasked . and the
information has been purged. No reports were issued.

(3) FSHSHREEFOBSATFVET) Ian NSA analyst discovered that [_|

selectors had been improperly tasked because there was insufficient information to verify that the
targets were located outside the United States Additional information was provided to correct
the tasking of| ] Non-
compliant data collected on theDseleetms has been purged.

(-I)-(-"FS#S-HRE-HFG—H-SA—F"&E—&‘H |an NSA analyst discovered that a

selector had been tasked in error because the target did not meet the criteria of the FAA §702
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Lo S

(b)(3)-P.L. 86-36 “TOPNECRET/ST/TATENT REYHOTE /NOTORN—
(b)(3)-50 USC 3024(j)

certification . | | the selector was detasked. Non-compliant data has been purged.
and no reports were issued. L

(5}-(-"FS#S-I#R—E-HF9—H-SA.—F¥E%‘}| | |-'an NSA analyst discovered that an

e-mail selector for a valid foreign target had been tasked incorrectly because the e-mail address
| | The incorrect selector was associated with a USP. It was-

detasked . and non-compliant data was purged. No reports were issued. T o)1)
: (b)(3)-P.L. 86-36

(6) (FSHSHREETOHSATVEY)| | an NSA analyst discovered that a

selector fora valid foreign target had been tasked incorrectly . An IC agency analyst mistakenly
believed that| |
| | The incorrect selector was determined to be associated with a USP and was
detasked. Non-compliant data has been purged. and no reports were i1ssued.

(7SS HREEFOHSA—VEY| | an NSA analyst discovered that a

foreign target’s selector had been improperly tasked under FAA §702 because targeting
procedures were not followed. The selector was detasked | Ibecause_.o._f.‘_ the
target’s travel to the United States; | s e

F)(a) -P.L. 86-36
he 'sel'e_c_to'r was detasked | |
| Non-compliant data has been purged. and no reports were issued.

(8 HSASHAREFO-HS ARy | an NSA analyst discovered that a

selector associated with a valid foreign intelligence target had been 1mp10pelly approved for

tasking| o |
|.The selector was detasked i | N_Q___g_:ellqupn ogg_l_ned
S B)(1)
(9) tFSHSHAE an'NSA analyst learned thatl |select01s for a (0)(3)-P.L. 86-36

foreign target had been erroneously tasked because |
not auithorized under the FAA §702 certification. Upon recognition of the error, the
analyst detasked the selectors. No collection occurred.

R e e e R o | | an NSA analyst learned that

a selector had been improperly tasked under FAA §702 authority | Ibecausé """" ( b)(1)
targeting procedures had not been followed. | | the selector was detasked  ()(3)-P.L. 86-36
and two reports were canceled . | | it was Tearned that data collected on this
selector remained on a dual-route to an IC customer. | _ 2}
| | Non-compliant data collected | i |has been
purged. :
(1 1) HSshg—rosa oy | }an NSA analyst discovered

that a selectm associated with a foreign target had been tasked incorrectly. The selector was
detasked . and non-compliant data has been purged. No reports were issued.

[.B.4.a.ii. (U) Database Queries
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- = - EANOFORA (b)(3)-50 USC 3024(j)

(1 ~ESASHRELTFOHSA—EF) On occasions in the third quarter, analysts -
performed in FAA §702 data collection overly broad or poorly constructed database queries that
potentially targeted and returned information about USPs. These queries used| ' |

i produced imprecise 1'esults,___0n| |0f those occasions. the queries
returned results from the database. The results were deleted or aged off. as required, and no
1ep'0rts were issued. Analysts who performed these queries were counseled by their

: mana&ement
o (3}—9 L. 86-36
(2)1‘?57’7‘517&%9—8—51\—]442% lan NSA analyst performed in a raw
trafﬁc databaselzlqueues on a selector associated w1th a USP. | | the results
were deleted.- No reports were issued.
(3 )'('"I%#SHLN-F-) OnEloccas:ons NSA analysts
1mp|0pelly queried on the selectors associated with FAA §704/705(b) USP targets in FAA §702

_faw traffic databases. [ |

| The analysts were counseled on the procedures for querying on
FAA \?04/703( b) targets in raw traffic databases. The queries and results were deleted.

(b)(1) e
(0)(3)- P & 86 36 : -(-’FS#S{-H-N;Fﬂ o l an NSA database auditor discovered that an analyst
had performed an improper query in a raw traffic database. While conducting research on the
selector before querying. the analyst noted that the target’s e-mail account | |
| il | Although aware that OGC
approval was required for the analyst missed that information while conducting

(3 )f&ﬁ&&ﬁﬁ@-ﬂﬁﬂ—ﬁﬁ)—} | an NSA analyst ‘mistakenly - ("53(1)

| |the United States. The analyst intended to check the tasl\mg tool
but queried the raw fraffic database instead. The selectors were detasl\edl
and non-compliant data has been purged. No reports were issued.

(6 tSHSHREEFOUSATVEY = |an NSA analyst discovered
that a selector associated with a valid foreign Iﬂi&“lQEHCE target remained on task after the target
had arrived in the United States. While conducting research on the selector. the analyst
performed a query in a raw traffic database when the target was known to be in the United
States. | |the selector was detasked. Non-compliant data was purged. and
no reports were issued.

[.B.4.a.ii. (U) Detasking Delays

(1)(FSHSIANE) | [an NSA analyst detasked| e (DY(1)
associated with a target who had entered the United States, butf Id) -P.L. 86-36

|-- The selectors were detasked . and non-compliant data has been purged.
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e RS | | a selector associated with a valid

foreign intelligence target was discovered to have remained on task-after the target had arrived in
the United States | | the analyst

— )

{3 )t RO ey | T an NSA"aiiélyst repo'rtéd thata (P)3)-P.L. 86-36
selectm associated with a valid foreign intelligence target had remained on task after the target
had arrived in the United- States. | i
I:l the analyst had failed to detask the selector. The selectm was detasked [ [

and non-compliant data has been purged. No reports were issued.

-I)'('S'b"S‘l'/?"R'Eb‘l‘@'U‘STF‘V‘ETJ‘] _ | an NSA analyst discovered that|:|

selectors associated with a fonelgn target remained on task after the target had entered the
United States. |
| [the selector was confirmed to have been detasked . and non-
compliant data has been purged. No reports were issued.

(J)MSULREHQ-H&A—F*LE’H' |an NSA analyst discovered that
selectors associated with a valid foreign intelligence target remained on task after the target had
arrived in the United States. | |
the selectous Were

detasked . and non-compliant data has been purged. No lepOIts Were ISSUed. o™ (o)1)

(b)(3)-P.L. 86-36
R e e e I | a selecton tor a \«alld foreign target

was discovered to have been overlooked whenl
because of the target’s arrival in the United States. The selector was detasked| .
“Non-compliant data has been purged . and no reports were issued.

(7) {ESHSHAF) | an NSA analyst learned that a selector had remained
on task even though it had been determined that the target was a USP. | the
analyst detasked| [ The

" : )
selector was detasked| |N0 collection occurred. and no reports were 13%% \-P.L. 86-36

S——— (b)(3)-18 USC 798
(8)-(—”FS#SJ-£LN.E)I | an NSA analyst dlscoveled tha] lselectgsya)-50 Usc 3024(i)
|

“associated with a valid fo:elg’n intelligence target remained on task after the target|
| | The detask delay occurred because the analyst was out of the office and there
T was no -back-up| |the analyst confirmed that the
(b)(1) il selectors were detasked and non-compliant data has been purged.
(b)3)-P.L. 86-36 e
(9}{-S#-S+#REH9-U-S+”PP*E4|‘)1‘ . | an analyst failed to timely detask
| |select01 associated with valid foreign targets. Wthh were in the United States: | .
' the selectors were detasked. No collection occurred.

(10) tSHSHREETFOHSATFVEY |an NSA analyst discovered that a

selector associated with a foreign target had remained on task when the target was in the United

States. I the analyst

o)
(b)(3)-P.L. 86-36

17
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did not detask]| the United States. | | the selector
was detasked . and non-compliant data has been purged. No reports were 1ssued

(11) FSHSHN | selectors associated with-a valid foreign: - o)1)
intelligence target were discovered to have remained on task| | (b)(3)-P.L. 86-36
~Because of an oversight, the analyst did not see the request to
detask all selectors associated with the target because the target was in the United States. The
alternate selectors were detasked | | and non-compliant data has been purged.

No reports were issued. :

(12) SHSHREEFOBSA—TFYE-An NSA analyst failed to detask. selectors associated

with two foreign targets known to be traveling in the United States from| |
The selectors for both targets were detasked| |and non-compliant data has
been purged.

(13)t5#SHREEFOHSATFVE 5 an NSA analyst dlSCO\ rered

that a selector for a valid fOI‘ClUI] tarfret had been tasked incorrectly| i 1))

No collection occurred. The selectm was det -P.L. 86-36
| a%g) )-18 USC 798

_ . (b)(3)-50 USC 3024(i)
(14) (—”FS-‘;‘-S-IHEE-L—'FG—H-S?{—F%’-E-'%)| | an N'SA analyst discovered

that a selector associated with a foreign target had remained on task when the target entered the

United States. Although detasking had been requested| - | the
~analyst had overlooked detasking-the selector. | | the selector was detasked.
- j_and non-compliant data has been purged. No reports were issued.

i

(b)(3) P.L. 86- 3 3) (5 | an NSA analyst discovered
: that selector assoc1ated w1th avalld foreign target remained on task | |
| bt | The
; analyst detasked the telephone selector attel learning that the targef |
% | | While conducting further research on the selector. the analyst also
"3:- discovered that the target was a USP. The delay in detasking occurred becausel |
: [ The selector was detasked |
| | and all non-compliant data has been purged.
(16) tSHSHREETFOSA—HES because of a
miscommunication between analysts) kelectors associated with|  |valid foreign targets
_remained on task even though| |
he United States. The delay in detasking occurred becau__se| [

[that the targets had
entered the Umted States The analysts were counseted to- conduct thorowrh resealch to ﬁnd I:l

b))
(b)(3)-P.L. 86-36

17)%&&4@—9&% An NSA analyst falled to detask' |select0r

associated with a foreign target even thouohl

been purfred

I:lthe United States| | The error occurred because|
®)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i) LOP SECRETUSIHTEALENT—KEVHOIEANOEORN
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[ | The analyst
detasked the selector} | Non-compliant data has been purged. and no

reports were issued. To prevent future errors. | |
tland require-that-a second-analyst review-the selectms -------------------- " i O

{b)(3)-P.L. 86-36

(18) 4SHSHREL-TO-USAEVEV[™ — |anNSAanalystdlscove@|

remained ontask even though
because the tareet had

entered the United States. The error occurred becausel|

| | was not shared with the analyst. Non-compliant data has been purged. and no
reports were issued. To prevent future errors,| [will be sent to multiple analysts.

I.B.4.a.iv. (U) Data-Handling Errors
(1) ASLSHRF—FOHSA—TVEY)| | after completing an 1O training

course, an NSA analyst realized that he had disseminated FAA §702 data in an e-mail to three
analysts not authorized to receive the data. All e-mails were deleted | |

(2)tSHSHREEFO-USAEVEY) it was discovered that an NSA
analyst had disseminated FAA §702 raw data by posting the data on internal NSA web pages in

| laccessible to analysts not authorized to receive the data.  The non-compliant data
was removed | |-an__d a request was submitted to remove the web pages.

3 }-('S#S'HR-E-I:—"FG-H-SA—WEAAH |an analyst forwarded FAA data to a

group e-mail address containing personnel not authorized to receive the data. The error occurred
because the e-mail classification tool changed the clasmﬁuatlon to remove the restriction for
FAA data.| | the e-mail was recalled.

(UW&U‘S#F’V‘E"I‘)'. an NSA database developer

forwarded a file containing FAA §702 data to another developer who was not authorized to
receive it. Upon realizing that the file contained FAA §702 data. the developer deleted the data
from his mailbox. All members of the development team have since received the bnef nﬁ 01:

y _ “(b)(1)
handling FAA §702 data. T 6)3)-P.L. 86-36

(ﬂ{-S#S-H»‘RE-lr;FG'USﬁr‘F'V‘E“Y‘JI I an NSA analyst disseminated

FAA §702 data in an e-mail to another analyst who was not authorized to receive the
information. The second analyst saved the data-ina ‘file in the home directory. which is not
approved to store this type of data. The e-mail and file were deleted.__. '

I_&-(—%MﬁHe-USA—WEAd |an NSA analyst reported that in

he had forwarded FAA §702 data to a forward-deployed coworker not authorized to

receive the data. The analyst delayed reporting the incident for fear that the coworker would be
removed from the deployment. The analyst was counseled on the methods to check clearances

before sharing raw SIGINT data.

(7 )-FSHSHANT an NSA division manager discovered that notes
based on | had been
shared withl [analyst not authorized to receive the data. The error was attributed to a lack

o ‘ ’ o
19 (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)
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of a standardized process for sharing informal working notes and the provision of an NSA e-mail
account to analyst who was not operating under SIGINT authorities. The manager
informed analyst that the notes must be deleted and had the analyst removed from the e-
mail alias for notes.

(8)-(-S#S}HRE-L—'F8-HSﬁ._—F-‘v'-E¥)| an analyst unknowingly forwarded
~FAA §702 data to a group e-mail address containing personnel not authorized to receive the data.
I |_da-t-a"'WaS removed from the servers and the analyst was counseled on the

appropriate alias to use.

1B4.av. (U) Overcollection

(b)(1) I
(b)(3)-P.L. 8613633

- : during a regular review of E.O.
collection, NSA personnel discovered That| |

| NSA has deployed a= -
short-term solution to address the problem and is continuing work on a long-term solution. See
the summary of the Congressional Notification on page 23. o

(2)-{$S#SJ-#P:EH9—U—&&.—F—‘:$—'&‘)| | NSA collection managers learned

that | |
| [ Non—compllant data has
been marked for purging. Work on a resolution to the problem 1s ongoing. (b)(1)
_ e (b)(3)-P.L. 86-36

[.B.4.b. (U) FAA Section 704 _ (6)(3)-50 USC 3024(i)
I.B.4.b.i. (U) Data Handling Errors |

S5 | it was discovered that]

{ A purge was requested | A
The data tlow error hgs__l__)egn___cq_rrected to prevent future incidents, ) '

[.B.4.b.ii. (U) Database Query Errors )
e (b)(3) P.L. 86-36

|an NSA analyst dlscoveled that another analyst had

performed a query in a raw trattic database| _. _ | The
analyst discovered the error when the original query was amended | [and he
noticed a significant decrease i in the number of results. The analyst deleted the query and the
results| |

.B.4.c. (U) FAA Section 705(b)

I.B.4.c.i. (U) Data-Handling Errors

20
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(SSHREE-FOBSAFVEY) On[_Joccasions| | a

SIGINT operator postedlIlon selectors authorized under FISA §705(b) mto a chat room
that was not approved for FISA data. Upon realizing the mlstaLe the analyst posted a messat*e

requesting that all notes and le00|ds|:| be cleleted

I.B.4.c.ii. (U) Tasking Error ':.::“"'”'Ei._b)(1)

(b)(3) P.L. 86-36

[.B.4.c.iii. (U) Detasking Delay

1TSHSAEy | | an NSA audllor d:scoveled that a query of a USP

authorized under FAA §705(b) | o |after the Court Order had expired|
| s | the selectors were detasked.| |

the analyst was counseled and the query was deleted.

I.C. (U) Consensual Collection
(U) Nothing to report.
[.D. (U) Dissemination of U.S. Identities

FSH#SFANE ) The NSA/CSS enterprise issuedlZl SIGINT product reports during the
third quarter of CY2012. In[JSIGINT products. disseminations were found to be improper,
and the reports were canceled as NSA/CSS and analysts learned of USPs,
U.S. organizations. or U.S. entities named without authorization. All data in the canceled reports
was deleted as required. and the reports were not re-issued or were re- 1ssued WIth ploper
minimization. -

(1)

lLE. (U) Counterintelligence Activities (b)(3)-P.L. 86-36
(U) Nothing to report.
. : R (b)(1)
I.F. (U) Detection and Prevention of Violations (b)(3)-P.L. 86-36

. _ _ _ (b)(3)-50 USC 3024())
(1) To reduce the risk of unauthorized telephony collection and prevent

violations, NSA/CSS has instituted a process that gives analysts greater and faster insight into-a
target’s location. |

| Collected data was purged
from NSA/CSS’s principal raw traffic repositories when required.

(2) £FSHSHANFY] |

|- NSA analysts found |__ - Je-mail accounts

FOP-SECREFASHAATENFKEYHOEEANOTORN- (b)(3)-P.L. 86-36
L ‘ 21 (b)(3)-50 USC 3024(i)
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| |in the third quarter. Collected data was purged
from NSA/CSS’s principal raw traffic repositories when required.
(D))
I.G. (U) Other (b)(3)-P.L. 86-36

(U/AFOUO] In two instances. database accesses were not terminated when analysts were
deployed or reassigned to another site. Although not considered violations of E.O. 12333 or
related directives. the accesses were terminated.

[I. (U) NSA/CSS Office of the Inspector General (OIG) IO Inspections,
Investigations, and Special Studies

(U/F6y During the third quarter of CY2012. the OIG reviewed various NSA/CSS
intelligence activities to determine whether they had been conducted in accordance with statutes,
E.O.s. AG procedures, and Department of Defense and internal directives. The problems

uncovered were routine and showed that operating elements understand the restrictions on
NSA/CSS activities.

ILA. (U) NSA/ICSS Representative

U/AOH67 As part of an NSA/CSS OIG field inspection of NCR| |
an 10 mspector reviewed the 1mplementat|0n of'the IO program, 10 tralmntJr and
application of 10 standards i in the SIGINT mission activities performed at the site. The inspector
found that the site lacked an 10 Officer (I00) structure that ensured the proper handling .
minimization, and dissemination of raw SIGINT data. The inspector also found that not all
personnel were compliant with the training requirements. The OIG recommended that an I0O
structure be established that complies with current SIGINT pohmes and procedlues and ensures
adherence to training requirements. -

“(b)3)-P. L. 86-36

II.B. (U)

U//FOEO+ As part of an NSA/CSS OIG field inspection of the
an 10 inspector reviewed 10 program management. 10 training. 10 knowledge.

and the application of IO standards in mission activities. The inspector found that the site did not
have procedures to ensure that database accesses were properly terminated after personnel left
the site. and it did not conduct periodic reviews. Not all personnel had completed the mandatory
10 training. The OIG recommended that the site develop and implement processes for timely
access termination . perform periodic reviews. register all IOOs as mission auditors. and ensure
that training is tracked and completed.

[I.C. TTS/StH#NH Report on NSA Controls to Comply with the FISC Order

Regarding Business Records (BR) Collection P ©)1)
(b)(3)-P.L. 86-36
-(-"FS»‘-/-S-I#—P«I-F—)I |the 0IG publ:shed the results of a special study of NSA
controls to comply with the FISC Order regarding BR collection. | |

an OIG auditor performed testing and procedural reviews to assess the Agency s
compliance and found that. except for one incident reported during the review. no incidents of

22
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non-compliance had occurred during CY2011. The auditor made recommendations for
improvement to BR processes to strengthen controls and reduce the risk of non-compliance.

II.D. (U) |10 Program
- |the OIG conducted a review ofP)(1)
the[~ 110 Program at the| A5 | DGR, 8998
fis under the operational and technical
control of the Director of NSA™ In.a report published| |the OIG evaluators

cited several weaknesses in the 10 program; mcludnw a lack of centlallzed management of IO
activities and internal controls.

ILE. (U) Report on the | ~ | —

I ........................................................................................ B .:.: T (B)(‘i)
- (b)(3)-P.L. 86-36
tSHSHHEGREEFOHSATVYEYY A team. led by the NSA 0IG w1th [ |(b)(3) -50 USC 3024(j)
| OIG pa11lclpat|0n “conducted a study of] which 1s
owned and maintained by| | The review focused on the processes associated with SIGINT

data acquired from | |
Ijlan'd found weaknesses in controls for handling and protecting SIGINT data. The
report. published| | included recommendations to address the weaknesses.

IILF. (U) Misuse of the U.S. SIGINT System

(U) Nothing to report ~ %EQ-FL 86-36

II.G. (U) Congressional and 10 Board Notifications

(l)-(-"l"-S#-S-H-H'F)l [NSA/CSS notified the Congressional intelligence

committees about an overcollection of FAA §702 upstream collection as well as collection under

other authorities. | (b)(1)
TP.L. 86-36
150 USC 3024(i)

[ NSA has
deployed a short-term solution to address the problem and 1s continuing work on a long-term
solution.
(2)€FSHSHAH |NSA/CSS notified the Congressional intelligence
committees about the unauthorized disclosure of classified national security information derived
from SIGINT]| |

as well as [imit NSA’s access to other sensitive communications in the long term. NSA’s OGC
has filed a Crimes Report with the Department of Justice. £
(b)(1)
(B)(1) (b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 (b)(3)-50 USC 3024(i)
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(b)(1)

IlLF. (U) Other Notifications (BNSFFL: 85-08

—tFSHSHAES NSA/CSS notified the AG ofIZI intelligence -related collection activities
associated with USP hostage and detainee cases.

lll. (U) Substantive Changes to the NSA/CSS 10 Program

(U/AFOH0) To improve its management and understanding of the rules and
interpretations of FISA -related authorities, NSA has established an effort known as “Rules
Management” to manage. organize. and maintain the authorities, policies, and compliance
requirements that govern NSA mission activities. One of the key components of this effort 1s
focused on technological solutions to support and simplify rules management. Two systems
have been created to provide searchable databases that NSA personnel can use to find
authoritative documents for NSA’s FISA activities. as well as implementing guidance. One
database is operational . and the system containing the more advanced document management
and search capabilities is in development.

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence -Related Activities and the
Reason for the Changes

(U) Nothing to report.

V. (U) Procedures Governing the Activities of DoD Intelligence Components that
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to
10 Programs

(U) Nothing to report.
VI. (U) Crimes Reporting

(U) Nothing to Report

VII. (U) Other Matters

—SLNE) The NSA OIG 1s investigating an allegation that activity associated with a

B)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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