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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

10 October 2012 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//.FOUO) Report to the Intelligence Oversight Board on NSA Activities -
IN FORMATION MEMORANDUM 

(U/,LFOUOr Except as previously repo11ed to you or the President, or otherwise stated in the 
enc losure, we have no reason to bel ieve that intelligence activities of the National Security Agency during 
the quarter end ing 30 June 2012 were unlawful or contrary to Executive Order or Presidential Directive 
and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as amended. 

(U//ffiUS1 The Inspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and 
counsel. These activities and other data requested by the Board or members of the staff of the Assistant to 
the Secretary of Defense (I ntell igence Oversight) are described in the enclosure. 

A~ GEOR~D 
Inspector General 

RAJESH DE 
General Counsel 

(U//FOUO) I concur in the report of the Inspector General and the General Counsel and hereby 
make it our combined report. 

Encl: 
Q uarterly Report 

KE/fALE#l 
General, U. S. Army 

Director, NSA/Chief, CSS 

This document may be de.classified and marked 
«UNCLASSlFIED//Fo1 Official Use Only" 
upon removal of enclosure(s) 

£lip proved for Release bv NSA on 12-19-2014. FOIA Case# 70809 (Litigation} 
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

I.A (U) Intelligence Activities Conducted under Executive Order (E.0.) 12333 
Authority 

/(~) ( 1) 
I.A 1 (U) Unintentional Targeting or Database Queries against U.S_,..-Per1Sb.f1S-P. L. 86-36 

(USPs) or Foreign Persons in the United States _........... < bi ··.(:q_~_ -so use 3024 ( il 

(SllSWRfl J:O lJ~A, FVEY) During the first qua1ier of ca~eri'd·~~: year 2012 (CYi .. 012), 
the National Securit Agenc /Central Securit Service NSA/CS" .· continued · -.... .. 

.... ··" 

..-As a result, in June 2012, NSA/CSS's 
primary as mg oo s or e ep one an n erne se ec ors contained approximately I I 
active selectors , consistent with the number reported last quarter. 

.(b)(~)-P.L. 86-36 
·............... (U//ffOUO) During the second quarter of CY2012, signals intelligence (SIGINT) analysts 

.. 'i'rrDnstances inadve1iently targeted communications to, from, or about USPs whi le pursuing 
foreign intelligence tasking or performed a que1y using a USP selector. Un less otherwise 
specified, all intercepts , query results, and repo1is have been deleted or destroyed as required by 
United States SIGINT Directive SPOO 18. 

I.A 1.a. (U) Tasking Errors 

.. ..... ( b) ( 1) 
/ (b) (3 ) -P.L. 86-36 ............. 

(S41SH~L TO USA, F\'EY) On06·~~asions during the second quarter, NSA analysts 
performed a query or tasked a selector without doing the necessary research to determine 
whether the target was a USP. On each occasion, the query was deleted or the selector was 
removed. 

++~'rlff_~ ..... ~-H was erroneously 
targ~t.ed - and "coTiection occurred for five_m.im1.tes. .. hecause-an collection operator did not 

···::::::::::::: ....... .... ::::::::::::f!.!i .. detas~ jwhite"j5effoiiiilng. a systems check. All collected data has been purged. 
'f!ffiio;::~:rr:::::::::· ... ... .. .............................. .. 
( J::;\::~:3:f:~:J?:::;; r;. ;~ ::::::~:6·::: 36 (£,L/£i:~~L .. TffUSA;··p''£Y)I I an NSA analyst discovered that a 

...... ::::::<::::::::::::$.~i~!-O.:r::fo.r.. a valid ... fifrelgn· .. i·ntel.lig.e.u~.~-.. target had been tasked while the target was in the United 
......... · ...... S,fates:: sinc~J ····.................... I The·query .. and .. th.~ ... r.~~ults were deleted. 

"·· ...... ,,1,. ···... '····· ·•······•······•········ ........... . 

,:1~2:;, foi ···•• ;:Mf~;e;g~:t~ll1g~nce targets had ,~·~.1;'.~~ ;a~~!~' :~f~~~:e!;~~t~ vis1tJ 
the United .. State·s .. I ···. ·.... I There was no collection. 

(8f/~E/tR:J?L 'FO ugA, ;·;~··r j ··.... I an NSA analyst discovered that a 

selector associated"-.»'ith a USP, which had been detaskecH l had been 
erroneously retasked.>·1 lthe selector was detasked. No dissemination occurred. 

fftP SECR£ T1S18LS<NfJ.F9RA' 
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(S//SE/i'REL TO USA, PV~Y) .dur.~~1g tasking, an NSA collection site 

····On··the·· same.day, .the .. site . .detask.ed ... the .. telepho.n~ ... nJJ.mP.~r~ , ..... N9::£Q:JlectiQn/ 
._O_C_C_U-IT-ed- .---' . ········· · .. ···:::::""'/ ( b) ( 1) 

. .. . ................................. . ./ ( b) ( 3 ) - P . L . 
·····!;:: .. !·· 

(S//Sl/i'REL TO USA, FVEY) o...QccasiO'i1's-I - --------.... fNSA 
forwarded I ~he inadvertent intercept of a possible USP. All non-compliant 
data was purged , and no dissemination occurred. 

· eGaSIQJlS 

,._ ____________________ .;;;;i~:s..~o.c.ic:t~ed with a kidnapping incident. 
·the ·selector.s w.ei:e .. disco:v.ered ... t.Q P.~JQ.f.lg to USPs::::::The::telep.bQJ1~ numbers were 

.... d_e-ta_s_k-ed- ,-a-n_d_n_o ..... co 11 ectio n occurred . . ...... o:::::::::::o::·:::::::;;;;;;;::O::·· ::::::::::: .... :·-. .. ,::·:;'.'.'. .. '.'.;~::::::::'n~·;.) ~ ~ _ P . L. 

(T~//~l/iltEL 'fO USA GDR ·an .. NSA·an:at. sCdiscovei·ed that a ....... 
selector tasked ..... ....-

elonoed to a us.r:· There were no 
L,-..,.,.........,..-....,.........,...---1-----,.....,...,,......,.~----~ 
indications before that the target was a USP. all 
collection and queries were identified and deleted. "six repo1is were canceled . 

(8h'8I#REL TO USA, PV£¥) i_:epotied targeting a 
foreign national located in the United States. The selector was detasked , ahd.no collection 
occurred . 

( b ) ( 1) 

l.A.1.b. (U) Database Queries (b ) (3) - P .L. 86- 36 

(S//Slh'ltEL 'fO USA, FVEY) ··········· 

86-36 

86- 36 

{h ) ( 1) 
( b ~l31 - P .. 86- 36 
(b ) (3) .. :::5.Q USC 3024 (i) 

(U//FOUO) On D ·occas.iQ.ns during the second qua1ier, analysts performed overly broad 
or poorly constructed database queri.es.That·potentia..l.ly targeted and/or returned information about 
USPs. These ·· ·· 

results. 
.............. .............. .............. .. . .... .... ' .. .. . ' .. 

.............. 

(U//FOUO) OiQoftl1ose···c>"cca·sT~·~~~-·t·he queries returned results from the database. The 
query results were deleted or aged off, as required , and no repo1is were issued. Analysts who 
performed these queries were counseled by their management. 

(0) Procedural and other errors contributed to the followin g incidents: 

( b ) ( 1) 
( b ) ( 1) (b ) (3) - P .L. 86- 36 

86-36 

(b ) (3) - P .L. 86- 36 T()P 8ECR£f1$'8f1$WOFOl tN (b ) (3) - 50 USC 3024 (i) 
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selectors. The analyst was counseled on proper querying procedures , and all results were 
deleted. 

• ... ..€~,'/Sl/~t.Fj l l..c:t.1~ .. .N.S.A .. analysLper.fonnedD queries on a foreign 
., .... , ... """""'''':::::::::::::::::::::::::::::::::::: .... inteHrgen·ce"tai'g·erwhiTe he was known to be in the United States. The que1y returned no 
f'~;J::;,r~:>-.................................. re.suits and no dissemination occurred . 
(b )'..,(3.)::""'.J;> .• L . 86- 36 ....... <... ............... .. 

........... ::· ... ::::::::::::"· ..... ~ . (SHSfHREL TO .. US)("P\ifnj l I an analyst performed a que1y on 
....... ·· ......... ""··sel,ectors believed to be associated with a foreign intelligence target. The analyst then 

........... .. ..... ·· I e.a~lied .. fi:9m the customer that the target was a USP. The query result s were not retained. 
"....... To·avqid 1:e·cnrr.e..nce, additional deconfliction procedures will be used with this customer 

.......... when cc>"hdt1.cting "target.._ analysis. 
...... ····•·.•. ······ ..... 

• .. . .... , ;;;.....;.....;;;;...;;..u _______ .;;;a~n NSA analyst perfo rmed a que1y in a 
raw"-tr_affic database o The query returned no results , and 
no d isSel~~_ination occur._r_e..-----------

• (5//5I/J'Nf') made queries on selector s associated 
with USPs. NSA suspended the personnel 's accesses to relevant data~-~$.e~·@p~iijrovided 
remedial training. ,............. (b l (3) - P . L . 86- 36 

,................. (b ) (3) -50 USC 3024 (i) 

• (S//£1/{Rgf:: TO USA, PV:B..Y) an. NSA analyst discovered that 
database queri es wei:e still runninc:r even though the consent-
to-monitoripg -agfoement had ex,pired.. the analyst 
stopp.ed"alf queries.: ..... .No .. cotlectTon or repo1iing occurred . The organization is developing 

.......... · a ·syste1:n ... soluti·ofi" .. to avoid recurrences of this type . 

....... ·:::::::::::::::::::::::.: ... ·~:::::: .. ff.,3;:t~I/.7NFJI I after verify ing the locations of targets , an NSA analyst 
.,.11::::+::::::::::;;:::::::::::::::::::::::::::::::::: ............ failed ... to .. remov.e .. -0ne U:·S.:· .. selecto d I before qu e1yi ng a 
~-~-~:.;~ ;~T~:~.:~.~.~::::::~:~:::i:6::aa:ta:P.:<.1~~:: ::: T~1e query. retur..n~g ~1.9. .i::,~~11.~S.. ' and no di ssemination occurred . 

.... .. .... ":: .. ......... :.~ ... :fSHSth':RfL io .. usA:,'Pv95:Y)I lan .. NSA"anatysd..-----..... 1 
...... f . ........... ... ... . I when the target was 

detern:u.11ed"lcr::b.e,,.~ USP: .... '.fb.~ que1y results were deleted on 29 April , and no reporting 

;;~:11·1:~!:; .. ; e· .... -~s::::::~::::::f::::::~::;:~:;:~:::o:-..::n .. :··: ........ ········· 
e ~OJY~ JTra=C T O" H ; ·· .... : X:: 1 J . ······· .. 

an NSA anal st ran ueries ,...... _______ ~---'----------------......1 

OriaH 
the que1y results, and no dissemination occurred . 

ccasions, the analyst deleted 

• (S//Slh'REI:: :i:e USA, FVE}CH I an NSA analyst di scovered while 
reviewing database gue.w·t esults that a valid fo reign target had been in the United States 

...I I but the analyst failed to ale1i a co-worker of the target' s status. 
,...,.... The co-work.er"viewed query results for the time the target was in the United States. All 

...... / queries .. and.·results were deleted, and no reporting occurred . The division instituted a new 
,........ al.~rt"and review process to prevent similar incidents . 

...... // .......... . . · .... (·Sh'StH:R:EL TO U~.~, .. f.VE:.r:iOI I an NSA analyst ran a que1y on a selector 
,../ .............. that _ _was.J aterdefei-mined to belong to a USP. The query returned no results . . · .. , ............ . 

,i:: { ;~ ~ .. :~::::~:.. .. .. .. . .... ······ ............. . 

(b) ( 1 ) 
( b) ( 3) - P. L . 8 6 - 3 6 

fft? SECltE1W811,'NOFOltN 
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"':f:!~!!:ti:1:tt~~tt~~,f\!'t~... an NSA auditor discovered that during 
,1 an analyst l~_ad ... eonducted multiple queries using U.S. terms as selectors. 

• 

/ The que1y returned ng.-r~sults. The auditor conducted training for the analysts on proper 
/' database queries. __ . ....-..-

// • (S/1Sl/1REL_.TO ... ~SA, F\'£\~ I I an NSA auditor discovered that an 
// analyst J1ad ... performed __ . ~··Qii_~r~ .... -------..... I The analyst deleted the results , and 

/ no diss'f~mination oecl.in:ed·. 

/ • , ,(s//~IHRiltj··-.····ds·~, · F_!'..§.Y)I Ian NSA analyst perfor.1~1.:~ ... -~ .. qu.ery·D 
/ .-<>··I _ ~~~~ .. r.esults were deleted. ·················································· 

/l ....-:::::::::::: :·:::~::::::: "€shisi~REt""fO .. U~A'-_ .. ! .Yi vj · ·· ······················ 1 ·a·~··NSA analyst i _~:i.t_i.~_t.~_..cu1ue1yJ ___ .... 
. / ..-::::::>::.::::::::::::.··::.""'"+ ........... . .......... ····Jiri . .a-raw'fi"affic databa.~~.: ..... Ihe .. analyst .. -abotted"ihe que1y , and no resu lts 

/<:;~:H:~;~:~ ... :-.:;;:.::::.::.;·:.::;;·_;;;.-:::::: .. ::::::::~~::::~~t.~r.~r.1.~~-~:: ............................... ~--...... ;·;· ................................... .. 
,[(~~'''!i'~(~::::::::::::::::::::· ............... m . .. m ... (Sw.-S~w.R;Bd. L!

1
0UUS.SAP·; FTv'E

1
· ·I t·l 1 d l d h I an N

1 
SA adnalyst ran _a que1y on da selector 

("b > dl·- e., L : ·· .. a·6=·~6 -.assQ9,~_t_~ .. wit 1 a . 1e ana yst e ete t e resu ts , an no repo11ing occurre . 

· .... · ....... ~ ..... (S//Sl//REL TO ·usA~ "FVEY) I Ian NSA analyst, familiarizing himself 
"·with. .. database querying procedures, executed an old que1y involving an authorized 
foreigri'inteJ.ligence target later discovered to be a USP. The analyst deleted the query 
and results. "·· ....... 

······ 
····· ····· 

• an NSA anal st erfonned a 

.... ,,,,,,,,::::··::·:::::::::::::::::::::::\ .......... · .. · .. i.i-i'formati on related to a possible threat to the United States. At the time, the NSA analyst 
i ~ ~ i ~ ~ _ P. L. --~~~=·;·~ .... beffeved mtll~fif"':'~fSH~ennissible·I jwhen a potential tlu-eat existed. No 
(b ) < 3 l -so use ·~02 4 l(t1_splts or d1ssemmat10 n occurred. 

-~ ........... ~~~~E:::~~~r,i~~i-------.a database auditor discovered that a 
nalyst h.~d"per orme a ata ase query on a USP selector. The analyst 

........ e .... e_t_e..,.._t,...e- q-ue .... ry ancj.-d"estroyed any derived information. The auditor reminded the 
analyst not to qt~.~rf .. USP selectors . 

.. ··· 

• (S/1£J.g~r ··~o USA, FV~_1.D I I an NSA analyst queried several selectors 
con~idei·ed to be USP..s,· .. The results were deleted , and no dissemination occurred . 

... · 
• ,.. -{f~//SJ.//R¥.lz +6USA, F'v'.~Y) I I after detasking known selectors 

........ ·::::: ... ! ..... ···"fin the U.11.i.ted···Sfates, an NSA analyst queried those s~_1!.1.~--~~l.ectorsl.__.....,... __ .... 
,....··::: ... ...-:::::J ......... I. The query results were_~.~J~.ted ~- and .. the·· collection was purged. 

, ,,,,,,::mt'.:;~::::":"'""·'"""·"'"'"'''~ .... : .. ~:Af ~a~~~!!t:: i~:eeq•••ie!i" ••cti.tQr .. disco"erj ~~~!ugh 1he 
(bT::(ll· ····· ..... ................. que1y had returned results, the records had aged off 
(b) (3}.-.:: P . L . 86- 3"6'·· .. ····························· 

····... ····· .... • (~W~l//REL TO".usA:TvEY~ I an NSA analyst discovered that selectors 
....._ __________ ~ que1y while the target was in the United States. The 
analyst stopped the query and deleted the results. No reports were generated as a resu lt 
of the query. 

TOP 8ECR£T1S'Sl1S~¥OFO&V 
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• (5/f~tf~L 'fO USA, FVEY)I I-an NSA analyst discovered that a 
selector associated with a valid foreign target had ·h:n:nained tasked while the tar et was in 
the United States. I l·. tbe analyst detasked the selecto r . 

I Ith~ ·bnit.~d States; · 

• 

The queries for both of the targets were stopp 

• 

the United States from ··The analyst .delef~.c.Hhe results, a.rid no ~ 

• :::::~::ed~\1 1 l ~ri ~~~ :::lyst disco~L that ~ne of 
several database queries ............. ldiiring a target' s travel tol the United] States 
froml l··The analyst was award / land 
stopped all quenes on the target's selectorJ l'the analyst deleted 
all query results, and no reporting occurred. 

I.A 1.c. (U) Detasking Delays 

(SNS'b~'REL TO USA, FYBY) I ~iscovered that the 
selectors for0 vali.d...foreign intelligence targets had mistakenl y been left oh.task while the 
targets were in the United ... Sta tes> .... ,No repo1is were issued . \ .... ......... ·. 

(St/Sil/REL TO USA, f'V1n)I ·· l au,J;{~A analyst di scover~\-._! hat a 
selector associated with a valid foreign intelligence target rernal'il'~d·,,en.t.ask after the"larget had 
arrived in the United States on I , .... The selector ... w.as .. de.tasks-;df ······........... J The 
collection was deleted , and no reports were issued. . ..... ···'"" ...... 'ft?> (1) 

..... :: ... ·· (b'h, (3) -P. L. 86-36 

(~h1£1h'RBL TO USA, F\i~Y) I l·an::;N.SA:: a-fi:~(y·~·~···; ·dentifi .\ ·'·:\ .. 
indicatina that an authorized foreign taraet had traveled··fo the United States o "~:: 

the ··an-~l st had detasked 
the target 

-.~---.~~~~--.-~ ................ ~ ........ ~---...-----~~~--.---.-..,.....~~--~~~--
The remammg se ectors were ect1on was mar e or purging. 

(SHSIHR:EL TO USA, F\i~Y)! hm N SA analyst discovered thad . ...J 
selectors associated with a target traveling in the United States I H),~d ··heen 
detasked I 1 .. No·c0Hection;·· repmii11g·;•"o'f"disseiriilfatiori occurred . (b) ( 1) 

(b) (3)-P.L. 86-36 

(~,l/~ll/~L TO USA, PV~Y) I b.(l_n NSA analyst discovered that 
the selectors 0Q·authoriz~~-f()_1-_eign targets had remained taskecl .. wl)ile the targets were in the 
United States. Although the analysChad detasked .... a.U ... ~~lectors I ..... ·I .... .. .. . ....... 

..:::::::::::~ ...... 
(b) ( 1) 

TOP 8EClfET1S'8l1SWfh74(}RN 
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.. ·· 
"· New-p.mc .u.res ... have. .. b~.~H .. J.9.$.tit.~1.t. to avoid recurrence o this ....__......,....,....--------' ..................................... ... 

pro bl em . .,,.:: .... ::.:.::::;:;;:::::::::::::::::::"" .. :-(b > ( 1 > 

....... ··::::>·:::: ...... :: .: .. ·· (b-) ( 3) - P. L. 8 6-3 6 
(Sh'SIHREL TO USA, FVEY)I ........ l:ii{NSA .. analyst discovered that th~ 

selector of an authorized foreio-iuarget··had.:::C:emain:el tasked while the target was in the United. 
States ··Dafii ... collected during this period was deleted ! I 

,__ _ _.·TO-avoid recurrence of this problem , managers established new branch-wide notification 
procedures. 

an.NSA analyst realized that a selector , 
.---...._ _____ w_a_s-... _,still tasked, Jhe target had entered the 

United States on On 
I hhe .. analyst .. detasked .... the .. selector ... associaiea-:w.im :!~~::§~I ~cto r. 
The resulting data fronQ database .. ·queri-eswasdel'eted .. ·on ........................ ·· ::::::::·:_::::::::;;:;;,,g:!!:::: !i~ !· : (b) (1) 

........... ···· ........... · ./ (b) (3)-P.L. 86-36 

(S/ISWR ~i TO U£A, FVEY) I l·a:tfa'iialyst-·dlsco.vered that a valid 
foreign intelligence target had traveled to the United S.t.ates6iif I<~ .. systems error 
caused a delay in detasking I lw he·n a systems administrator facilitated the 
detasking. No reporting occurred. 

ff S//Sl/fR:EL 'fO U3A, FVEY) .... I -----....,...1-a.r.i. analyst determined that the targets 
of another Intelligence Communit had entered the Uruted States on NSA 
had detask ed these selectors how.~ver, 

.··· 
... · 

,__,.....-------------------------.....,.......,..~·. n~_ys,ts ·purged 
records~.. ........................ .. I r .. ::: •• -::H!t' \(b) ( 1) 

r----~-_... ..... ~ . .,.. .... _·····...,···:: ....... _::_::.:._.: _"·...," :::::::: .. :::~::::_;:::·:·«·::::::::::>/ (~.~ ( 3) -P. L. 

~~~&'IO~"t¥"...-·""·~r-, ...... =--__ r1'_ ... e-.. ""'. ...... .. ..... ··· ;:~D:NSA" "-nalyst di s¢~)Vered 
,...t_ha_t....._ ___ ---.__.sele~f.9:i.s ::t;e1ongirig to an authoriz~d .. -foi'eign.:::tai'g~t· ha~,..b-een detask~4°1...._ _ __, 
..__ _____ _,the'l Jruted States. I .. ............ . .... ··f rhe_Juraiyst_..d·eteted the colle~tion 
associated with the relevant selector . .. Noreports ~~re···rssued_,........ // .... ..., 

r-----=:ffi'fi:fl.fttl~E~:!?~:!~~....... . ·a·~ .. ~~A ari~l...- st discovered that 
....... · 

86-36 

·eiectors mistakenly remained 
!----__,.----.,....---' 

tas e . The analyst discovered the error when attempting to retask the selectors. No collection 
occurred, and no repo1is were issued. 

(S//Sl//RBL TO U£A, ¥\'~¥) I l·an..IC.member notified NSA that a valid 
foreign target had .... L_..,...... _____ _.lt0the .. United ... State.s ... Qd....................... k~?:::§?:~:~ ,:~.~.i on or 
dissemination occurred . . ........... ·····::::::.·· (b) ( 1 ) 

········· 
..... .... ···· .. / (b) ( 3) - P. L. 

(SHSIHREL TO USA, F\i~Y) I ....... .+ mrNSA···analyst di scover~d' .. that on~\. 
86-36 

selector associated with an authgr,.i.zed .. .foreign target had remained tasked wl~er{ the target was in 
the United States, ... I l ·the ·anafy-~t "'"rn---.... a-, .... e--t .... o---e"""ta_s ___ o_n_e- se--ec"'"'t,...o_r. _______ ._...,..-----................................. 

collection associated with the single selector. No repo1iing occurred. 

TQP $EC .. 'tE'FP8LSW8-FORH 
6 



DOCID: 4165218 
'fOP .'JECRf 'f1f.'ii1ff'</(}POftN 

(~i/~Ih'ltEL 'FOUSE, FVEY) . 

~ s~~~~~:::1J::~~~~:.ecL.that...the..t.arge.tw~.$.j_nJh~. Y•.1.i.~~~L.~~~~-~~: No co II ecti on oG.cufred, 

. . .............. ·::: :::;;:;;;;;,;:::<': ..... :; .. ;;;: ....... : .... ·'.·'..:::~~~::i~W':i: ~ ~ ~ ~ -p . L . 
~~+t+tH'i'!l'--"l'TT+t4il~, ~fl'i"lir'"tfo ar(Iq~;\ :attaly st di s~v·e,re.a .. that t asJ< ed 

selectors had not been detasked despit .... e-----~11otH1Cation of t!le·-targ~f>. ·s arrival in'the 
United States st detasked t~e ·sefec.tof~ ... and l 1 
--------------------------tilt collection and query results 
were deleted. No repo1iing occurred. A senior analyst counselec;l.-tfie.··analysts involved about 
their responsibility to act on .... I -----------------~he United States. 

{3h'31/JHL 'FO USA, FV-EY)I 1 --~~~ auditor discovered that a selector 
remained on task when the target had traveled to the United States. A systems error caused 
improper detasking , and collection continued. The collection was not reviewed , and no repo1iing 
occurred. ........... . .......... '(b> < 1 > 

........... ........... ........... ( J3;f:_t-~ ) -P . L . 8 6-3 6 

86-36 

l.A.2 (LJj 1............ (b)\ (S}-::18 USC 798 
b '-\3\ .-·s·o. USC 3024 (i) 

\~::: ..... ··....... ·. 

(~/Y~I/Y~L TO U5A, l' Vt)') I 

l.A.3 (U) Unauthorized Access 

(SU.B~L TO U~A, ¥\':~¥) I .. I 
I Jto .. pe1Jorm .... <.t .. q~1 .. ~1.)' and unknowingly access a raw traffic databa~l 

without authorization. There was no need to defa'sk;··and ·no .. disseminati o.n. . .Qg~urred. The..· .... .................. 
to .. avoid .. -reeurrence .. ·ofth..is problenr ... .. ...... ... «b > < 1 > _______________ __. 

(b) (3)-P.L. 86-36 
(U/WOU871 l-a .. so.fhv.are. .. J1 .. date was .. determined to 

have inadve1ien tly di sabled a processor that[== =============:::J 
I I ·In"the .. ·fottrre; .. ail'software"'codlng·"WiTrbe" sciiiffilized fo r _~.mpJi.anee ·befo'i·e ( ) ( 3) - p. L. 8 6-3 6 

program updates. ·············· 
..................... 

(U/,'FOUO) onOoccasioiis · d~;~:i~~~--~i~~ second qua11er, raw traffic database access was 
not terminated when access was no longer required. On each occasion, access was terminated. 

TOP SECR:E f1$'fif1fNfJPOttl~-
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l.A.4 (U) Data -Handling Error 

(SHSM~W)I l·an-NSA. .. c:t.1~~Iyst disseminated I lin an 
e-mail to an IC customer not authorized to see the.informatioo.. , .. ..The customer confirmed deletion 
of the material I l .. The .. analyst .. w.as .reminded. .... ~Q.Qt.;.(~I~~~l~!i..~~t.i.?~:::P-21 .. i_ci~s. No 
reports were issued. . .................. :::::;;;;;;;:_?".(b) < 1) 

·"""'""' ,,.,............. .. .• ::.-;::=-·:...-" '{b) (3) -P. L. 86-36 

(St/Sil/REL TO USA, l'v~·1 ,1 .......... hi:rt'NS'A' .~naly~J .. ~~arii~g.--ti~at USP 
information was shared in an e-mail 'Yith .. JC .. agency analysts whq .w~re"iiot ~trthorized to receive 
the information. I lthe·a'fialyst requested that the_J.edp}~11'f~ delete ... the e-mail. •. 

. (S//Slh'REL TO USA, FY~Y) I ,............. )a:ii"N;A an~li~tdiscovered tharan 
e-mail sent to IC customers contarned the ~denttty of a OSP. The ~::.mail was recalled and 
reissued after the identity had been masked. The analyst was coti"~seled on proper minimization 
procedures. .... ..... ·· .......... ....- · 

(Sh'SIHR:Ef:J. ... :FfflJS~'\, FYEY)I 1 -~~1 NSA analyst mistakenly '·· 
disseminated )he·i1ame of a USP in an e-mail to a customer. The information was recalled D 
---~· ..... · 

(SHSl-HREL TO USA, F\'i:Y) I ~nalyst disseminated a 
briefing in an e-mail to authorized personnel, who did not realize the briefJng included 
unpublished information and who then forwarded the e-mail to unauthorized perso1mel. 
Recipients were asked to delete the e-mail , and deletion was confirmed. 

tsm;mNFJ) l·a(l NSA analyst mistakenly dissemi nateq raw traffic to an 
unauthorized cu~tomer. T~1e cu~ton~er c0h~1:'-!.1_ed deletion of the material I I The 
analyst was remrnded of d1ssemrnat10n pohc1es>....... \. \ 

····... . . 

(SHSrHREL TO USA, F\'EY) I f~Q. .. NSA anal st discover~d that a valid 
foreign intelligence target had traveled to the United States .. oh· the 
analyst deleted the data derived from database queries execute ufrng:t ~t tune. t 1ough no 
reporting occurred , an analyst had provided unminimized I j;i1l;~1_1 e-1haiY to 

I anothr .~.~ .. a~~'.:.~~ .. 0 utsid e .. ~~= ... ~1.GINT p1·~~.~.~~.i 0 n chai~ : ... T'~:.:~1.~.~i .. l_~~.5. ... ?..~.'.:::~:~f:.r·:,:.:::::·Y (b)·<J) 
....... ,, ............... ,, ... ........... ,...... (b) (3) -P. L. 86-36 

(3//Slh'R:EL 'fO USA, FVEY) I , ...... l a1rNs~:·~t1al1sf"<lisseminated raw traffic 
to an unauthorized customer. The recipi_~ot...ofthe data st_;;ited••that he had not reviewed the files 
and had deleted then~ J...................... <:::::::::::::::..-':·::::::.. .. · . 

(SHSl-HUF) I , ... l:t\v6:::~~:~ .. -analysts discovered that they inadvertently \ 
disseminated USP informati_on .. thi:ough e-mail to IC agency counterparts who were nr \ 
authorized to receiv:.~ .. the·i'fi.formation. The information was shared on four occasions J 
I J·The error occurred because the analysts misinterpreted procedures concerning 
the dissemination ofUSP identities. The analysts recalled the e-mails and asked the recipients to 
delete the information. The analysts were counseled on the procedures and directed to retake 
appropriate training. No reports were issued. 

XQP $EC .. ~TP8lJS<A'()·P()-JHI 
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········ 
········· 

'fOP .'JECRf 'f1f.'ii1ff,/(}POftN 

('fS//Sl/fHf) I l - a~1 NSA analyst inadvertently provided a selector 
asso~iat~d with a USPI J·S..~nt-.t~. IC agency ~ersotm~l who ~ere n~t authorized to 
receive 1t. The selector was ongmally thot1-0 . n o. be associated with a valtd foreign target. The 
analyst asked the recipients to destroy ~.nd received confirmation of the 
destruction I I T11.~. analyst was comisel~~:::~b.?ut the need to protect USP 
information and the rules preventiil.g·-tht(_provision of selecti;>rs::·1~ot previously included in 
serialized reports. No repo1is were issued: · ..... ._:: '>::· ... 

fl'SHSll/R£L TO USA, F~9''i) On~:~;~sl ·... < < J the 
name of a USP was released without authority to unautho"i'izecl - .reG.iJ.:frentsiir~t~~1at rooqi . The 
information was recalled , and the recipients were instructed to destrc>"y ... all eop.ii.~..... .. / 

·····::::::::::::,)'"\~) ( 1 ) 
l.A.5 (U) Systems Error ... ··· :::::::::::::::::· (b-) (3)-P.L. 86-36 

·a ::a:~t.abas~ .. ···~~~nical team deten~-~-~e~ that 
a teclmical error caused ".. 

Data was C?llected but not reviewed or forwarged . 
.,..F..,.i l,...e-s """'th,...a_t_w_e_r_e_co....,.,.11 e-c-t-ed.,...-w-e-re_ p_m_·g-e...,.d ....,fi,...ro_n__.1 the database[ j the 

collection system software was updated, replacing earlier versions that had caused the problem. 

(~W~W/R,gL TO U~A, ¥\'~¥)! 1~!1 analyst discovered that a selector 
believed to have been detasked l Jb.~cause it belpnged to a USP was still tasked . A 
software problem caused the error. The selector ~a·s· detaskecf"and all resulting collection purged 

,__ ___ _,l····Asof.t..':Y.~re patch was installed! lto. ... ~on:'ett.._!he problem. 
· .. 

~it:una!t.!J~ori~~-d query was. d'i.sco~:~red._to have resulted 
.....-------------.! Developers':'aieworkin.g,Jg. ~~,~~te .. a-.sys.t~ms solution or 

I I I I """"".. '··:::::~:! .. 

···············•· 

(b) (3)-P.L. 86-36 
(b) ( 1) 

(b) (3)-P.L. 86-36 LB. (U) Foreign Intelligence Surveillance Act (FISA) 

l. B.1. (U) NSA/CSS Title I FISA 

~~b) ·'(-1-) 
I. B.1.a. (U) Detasking Delays (f,). .. (3l:;·~··:·i :····8.6_36 ..... 

~N81!7'N.F) I I a'~l{~A···~~·aryst. ... ~ i sco V~l:~ .. ·~1;~t · an'· e·::mail . .sel.~£1.? r 
~;::::::========::::::!...___;,.....;;.;: ___ ....:.......:;;...,_ _________ ..;;;;;;;.; __ ..,,_ __ 

authorized for tasking \ \\. . ............ . 

\ " ·· t 1e ana st etas .e t 1e target s se ectors rom 
..._ \\ ·..... but overlooked one selector. i......,.---.---------.....r--------,.._ ........ __ -------~ 

The selector was detasked No , .. e 01is had been issued , and all collection ,__ _____ ............... -........; ....... 
derived from the selector ... was deleted. 

(ISllSI1~WJI l an N§.A-1 !attempted tgJaskO electors under a 
FISA Court Ord~rf ...... ···· land discovered Jhat-·the .. selectors were still tasked 
under the previol.ls Court Order, which had expi_red·t:=: I 

I lfai}.eci" to termi.~Jtte the. tas_k.!ng . as· reqi1~sted ,:L-Jecord s, \Ver~ purged ·._I _____ _, 

,/;;;<·:::.... .. ······ .................. ····· 
(b) ( 1) 

(b) (3)-P.L. 86-36 TOP SECR£T1S'S'.f1~"''0FOf.tl¥ 
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..... // (b)(3)-P.L. 86-36 

I. B.1.b ( I(~: 5::)tlhorized Ta rgeti;:e o~;~~e~t-of :ustice :r0fd~· :2: oki~~' 
General Counsel with -~~w .. guidi\nce ~bout .ce1iain telephony sel ~s;.to"l·sb/ \ ·j 

.. ·As a result of th1s notice. NSA anal sts d.etasked electors o~._ ___ _. 
..... Collected information has been 

deleted or purged ; one report has been recalled. 

(TS//SE//~W)I l an..J~.TSA analyst discovered that a selector, approved for 
tasking under FISA authority , had madvertentty···he..en tasked through a typographical error. The 
incorrect selector was detasked I l1t.is.pelleved ... tJ1at the selector tasked in error does 
not exist. No collection occurred , and no queries ;ae .. sub1ru#~d on . .!_~at selector. 

······· ·············· 

l.B.2 . (8HREL TO USA, FVE't')I==================== 
l.B.2.a . (U) Database Queries 

..l.:!IW~r--t NSA notified DOJ 

not been reviewed. Some of the queries ,.... ,.../ 
Since learning of this situation, NSA a_nalysfs have been reviewi9g" anq. .. feconciling past [que1'i.es. 
To avoid recurrence, NSA is wo.rkinf:( on a solution to improve··'ihe p.efformance of audidng t6pls. 

(~W~l/I~~ To .. tis·::··;"Fv)I l ·a~--~Sfr,...~:;·~itor discovered that \ \ 
I fan NSA analyst had nm a database query that )ricluded 
The analyst deleted the que1y and results! I/ ----------

(SllSlll RliL TO USA, l'\'l!Yj laRNSA .. @.~1.rst discovered an overly 
broad database query l l .. · Theanalyst..immed.i~t~LY.:: g:~l:~~-~d .. tlw_guery and 
results. :::::::::::··· ··· '!''"··.(b) < 1 > 

,I JI' 

······::: ......... ,,,,, ..... , .. ,,,,,,, (b}--( 3) -P. L. 

::~fr{NSA auditor determined that an "· ....... . 
' NSA analyst had queried a raw t.r.affie · ata ase 

I ~efore"coliCi~1 cting req uired._r_e-se-a-rc"""'h-. """'T~he-a1-1a"""'I-ys_t_d.,...e..,..l e-t-ed.,......,th,_e_q_t_1 e-ry- a-n"""d _w_a_s ..... 
counseled. 

l.B.2.b . (U) Unauthorized Access 

86-36 

86-36 

(U//f'OUCB .... I _____ ..... lduring .. ·amanag-ement .. revle\:\Tofilil .. IVIel,».9.:i:ajJ,:C.ta:9.:f;;::::::::::;;:;;;;;!"(~)(3)-P . L. 86-36 
Understanding MOUs for detailed and assigned IC persq_imeLwi.tbi:n::::Ns~;:::fhe::MQU·········· j 
authorizing ········· ... wasolScov:erea .. ·not..to·have""been .. ·frnaiized. .. 
Nevertheless ·had ... 15~~.n.g~~-en-·access 

··Duririf the period.,..of.acce·i..ss ..... .;;;.... _____ ..;;:;.... __________ ..,....._,._. 

.... b_r-ie_fi_n_g_s -a-nd- tr-a1-. IU-.1-1g ..... associa_t~d--·witlfihe accesses an was tee · cally under full operational 
control of the _1.?..i.1_-_~G.tor·;··NS~ . Upon disc?ve1y ?f this incident, all accesses tol I lwei"'e removed until the MOU 1s finalized. ...._ ____ ..... 

TOP SECR:E f15'!JN'N(}P(}ttl~­
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(SHSIHREL TO USA, FVEY) An incident was reported upon initial discovery last 
quarter as an I hnc!.dent, but .NSA personnel were 
discovered otentiall to have had unauth()"dzed. ~ccess to :qata. This occurred because 
the data :;·and ersonnel had not 
been trained or cleared for the access. ............ 

easw:~.S. were ta -en to correctt 1e pro · .~m 

...................... ...................... ..:::::::::::::::::::··:::::::: :::::::::::::::::::::::::··:::::::::::::::::::::;;;;;;;:;;:,_.::::::>, .... \-:P .. ·-·;··--n .... > .... 

············ 
l.B.2.c. (U) Data-Handling Error ....... / ... (l:).) (3)-P.L. 

......................... ... ... 
..... 

(SNSIHR:EL TO USA, F\'EY) I latCa~~~Iyst disseminated .... I ___ _."I 
information I l .. ·"The information had been improperly 
disseminated via e-mail to a di stribution list that contained individuals not authorized to view the 
information. The e-mails were recalled , and the analyst was counseled on proper handling of 
this data and the need to ensure that recipients are authorized to receive the data. 

l.B.2.d. (U) Systems Error 

(SNSJ.ti'R:EL TO USA, FVEY) .... I _____ ..... la.Q __ NSA technical director discovered 
that as stems error had caused a dela urgincr of files··oo.l}taining I .J 

··· ,, .he error was caused by/a 
problem in software code used to determine the age of some files. " ,../ 
modifications were made to the code. AJI files were deleted , and no disseminathnl .. or t,ep_efiting 
occurred. "······· ... \/ 

(b) ( 1) 

86-36 

l.B.3. (TS//SlmdF) Business Records Order 
(b) ( 3) -P. L. 86-36 

(U) Nothing to repo11. 

l.B.4. (TS//Sl//~ff) Pen Register/Trap and Trace (PR/TT) Order 

(TSHSb?'HF) The PR/TI Order expired on 9 December 2011 and has not been renewed . 

l.B.5. (U) FISA Amendments Act (FAA) 

l.B.5.a. (U) FAA Section 702 / lbl(3)-P.L. 86-36 
:.f ·-=:::::::::·· .• 

(U//FOUO) NSA/CSS has implemented a new process to ensure thatfF AA §702··.dat~-.t.hat 
IS r uired to be urged is urged from NSA/CSS databases. NSA created ~ .... <> 

'to identify non-
comp tan 

l.B.5.a.i. (U) Unauthorized Targeting 

(~A1~1il/ &gL TO USA, F\'EY) On two occasion~ t'JSA····'"(b)(1) 
analysts discovered that a selector had been tasked under an rncorrect FlsA Cert1ftcatton. On (b)(3)-P.L. 86-36 

T(;)P BEG .. '#£ 'iPBJ,~tNQ.F(;)RN 
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both occasions, the selectors were detasked and all data collected under the incorrect certification 
was purged. 

(UHFOU9.j I a selector was discovered to have been improperly tasked. 
The selectorwas detasked , and all collection was purged . 

........ ·· 

I. B.§ ... a·:"li. (U) Tasking Errors ... 
...... ·· 

/_../ (U/IF_Q"{::f.0) -1 I during the second quarter, analysts did not perform the 
,.............. negessary·"i'esearch to establish the location of targets. On each occasion, upon discovery, the 

.-:::::: ............ · ......... s~lector was removed and the collection was purged. 
·•(,b.k(3)-P.L. 86-36 

'\:::::.:::------.......... (TS//SI//R:EL TO USA, F\'EY)I ~-~_SA analysts discovered that 
""<·.... .. ...... se.l_ectors for foreign intelligence targets had been tasked incol'te~tly . The selectors were 

" .. <>--.. detasked . .. and non-compliant data was purged or marked for purg}itg .... _ No reports were issued . 

......... ~:::: .. :--........... (U;;~O:UOf .......... ls~!.~ctors were 

"'itJcon:~ctly tasked because of typographical errors. All associated collection has-.b~en purged. 

·.... (Ms~H llEL TO USA. !'viy·il . . .. f 3lt~"aJXst ~~~<ie~ ":IJ§g ;~l~!9!., after 
.... · ... . had ·fa1l·ed:· .... No .. resutts were retu med. _Ab> < 1 > 

""· ·. "-. ... / (b) (3)-P.L. 86-36 

(Ufi:F9uo)I Ian NSA analyst discovered that a ~el·e~;~r had been 
improperly ta.sl\.ed and inunediately detasked the selector. All data has bee1~ .. ptirged. 

(U/IF0~j I a selector was discovered to l~;;tve"·b~:n tasked without 
proper NSA targeting approval. The selector was detasked , and_.t.he collection was purged . 

...... ·· 

(TS//Sb'/R:EL 'fO USA, FVEY)I lari"'NSA analyst discovered that a 
selector associated with a foreign intelligence target belonged to a USP. The selector was 
immediately detasked. The query returned no results; therefore no purging was required and no 
reports were issued. 

.. ......... /:(b>.. (1) 

l.B.5.a.iii. (U) Database Queries ................ I <b> "{-3)-P.L. 86-36 

(~,t,t~tl,'R:RL TO U~A, ~'V~Y) onOo-c-ca~i~1~-~----~-~~he secon~uart·~~\ a~~:~~-sts ... perfonned 
overly broad or poorly constructed database queries that potentially targeted ·apd returnciJ ........ 
information about USPs. These ueries used I \. .. ... 

/ " that produced 
....._~~~~~~~~~~~~~~~~~~~~~-------~~~~--' 

imprecise results. / 

"(bff3):::p·:· r; ~- .. 86--36 .. ... . . ' . ! 
(U//FOUO')"Oi0of those occas10ns, the quenes ret(1rned results from the database. The 

results were deleted or aged off, as required , and no report~lwere issued. Analysts who 
performed these queries were counseled by their manage1fent. 

(SHSIHREL TO USA, FVEY)I l;~n NSA analyst performed a query on a 
US. selector. The query and results were deleted . 

'ftff SECR£ TPSJ.PlV.fJ,..'i().gA' 
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·a.n.NSA auditor discovered that. an 
NSA analyst had initiated a query of ····················· 

I 1 ... AJlJh~ .. 9.~1~ries and results_ w_e-re- de-1-et""'e-d .... ----.-..... -.... --------,--_ ..... -.... 

(S/ISIHREL T~-·~~-~~··;·~i')I lan,.NSA ... ~.f.!.~~;~ti~;;:f~i:iu~~c:Jque1Jes .. -~·sing 
U.S. selectors. The queries and the results were deleted. .............. ... . .... :::::::,,,,;-:. .... · 

:;:;;:;;;::··_.":~b. ) ( 1) 
""'"":::::::: \ 

:::•' . ·:.'..:'..'.'..·· (b) (3)-P.L. 
······:::::::::::: ················· 

..... ····:::::::::::::: ..... . 

-fl~~~~~~;t&tT;-, ~~ .. 9 .... fi ... £::2=::=::J.llii~~skiWL.ilf.a...sdf~tbr was .......... . 
delayed . I J:a11::NS:A ·analyst had detasked .,,,...._ __ ___,,....-------· a_s_so_c_i_at_ed_ .. ··.....,.,· ... 
with a target _vpon-discOvering that he was in the United States as o 
LJthe.sii1gle selector was detasked and collection was purged. -----------

l.B.5.a .iv. (U) Detasking Delays 86-36 

(TS//SE//REL TO USA, FVEY) I I a.!1 NSA analyst detasked a target, s 
selectors after discovering that the target had traveled to the t:Jni_ted States on On 
I ~ t.he .. ~~1alyst identified had 
not been detasked. The"s·electors. .were immediately detasked , and the .. cq_llection was purg~/ 

~l@>+.~HB----~"f@-~-··· ... ····....,...,..F"""_ .... _ ..................... -----,,an.,.~SA analyst ·-~i·~~ov~red that ~lasked 
selector 11 h r r ...... t~r"· h .. . I i ""· .v r ! -1-1 

The selector was detasked , and the information was purged. No ·~~P9.It~)Ja~ ::P.:een·tssli'ec,V (b)_ < 1) 
....... ... ..::::::::::::::: .... ··::::::::............. / (b) ·q) -P. L. 86-36 

___ ..... (T_. ~ .... //Sl//~W) I ................................................................ l~O.~:l.fied:::NiA.~· ihat···~n e-mail account I./. "·I 
..._ ___ .... hhe··Ufiifod States on that .~.£.\y ..... NSA"detasked some of the selectors ass~.ciated with 

the e-mail accoun~ ~ bof"not others , because of a misunderstanding of driasking 
procedures. The NSA analyst detasked the rest of the selectors I I' All collection 
was purged. 

(TS//~l/.IJ>lE) I l·.a.f.l. NSA anal st discovered that collection for a selector 
that had been ro erl detasked b NSA oii because of the target's travel to the 
United States 

... A.JI non-c(hnpti.~nt dat&. collected has been purged .. / 
----(S-,-,S-I-/,W..-~-L-T_O ___ U_S_A_,_F_\-'E_'_/ _)I __ ..... ·············..... ............. .. .... lS.~t:e~tors were not_ ............ · 

detasked in collection systems because of a software problem. NSA i1rii1red.l:af¢.fy:;p:~.rformed a 
I lofall .. the .. selector.s.j .................................... l :w.hen,,the~nor. .. was .. discovered:: .. :·~·~~:t.):ware 
patch has been mstall ed to correct the problem. All collect10n has. ... b.e.en -purg:ecL ······ (b) <

1 > 
.................................... ························· (b) ( 3) -P. L. 

(S//SI/,i~L TO Y~b .... F¥EY)' .... I· .. -..... -..... -..... -. ........... _...__ __ lrecoi:d·~ that should have been purged 

....._ ____ .... were .. discovered to have remained in a raw traffic repository because of a 

86-36 

processing error. The records have since been purged. 

(TS//Sb'i'MF) an.NSA anal st discovered that collection for a selector ....._ ____ ....,.. ______ ___,., _______________ ___, 

that had been ro erl detasked on 
United States .tJ.1e NSA analyst __ .. / 
responsible fo .... r -----------w.-.-.as-.... -~t.n-. a_ .. w_a_r_e_o~f:-tl:-1e""T"""---i . eJask_jng req uest ... afid 

...... ' ........ ......_---.. ·:··:::·::::::::::::::;::::::;;;;;;;;;; ............. ... 

TOP 8ECR£1iS'Sl1SWOlrOfbv 
(b) ( 1) 

(b) (3)-P. L . 86-36 
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TQP SEC.~ TP.~'J.,~<N.fJFQRN ········ .::::::::;::;"· (b > < 1 > 

························ ··········.·.·.··.:: .... _·.··.:::::>··· (b) (3)-P.L. ................. . 
····················· .. ........ . 

AJri"iifo~~;~~~i~~ - collected dJtrinfti.;e .·fa~:get ' s visit has been ...._ ___________ __. ..... ···· .... ··· 
purged. .... • 

.. ·· 
. .. · .... · 

.... 

(TS//Slf/REL TO USA, FVE'{)I ... ···· ·· ·· ·· .... hi· ~;lector that was marked for detasking 
was not detaskedl lthe error was discovered and the selector was detasked. All 
information has been purged. 

__ ..::ffi!!~~±t:;~ffi~:;-T~""t"t, _____ .... ·-a.n . .N.SA anal stl .l 
tara.et-had .. ar.rive.d...i.Qthe United States on :and.re uested d~tasking ...._ ____ ___. 

ofthe selectors. ':W-a$,,,j 

86-36 

discovered. The selector was immediately detasked , and the collection was_pu.i:gtf.(:I:;:>''/ (b) <1 > 

. ........ · ···::"•"""·"·""·" ,/ / . (b) (3)-P.L. 

(TS//SV/REL TO USA, F\>'EY) I l·a11'NSA ~,~}ftlys(discove~_e'Ct/that a 

86-36 

selector associated with a foreign intellig_~nce ·ta'i'get had remaj,J.).ed''fasked when tp-e targ¢t entered 
the United States o~ l"The selector was d.~.t:asked"I .Yan,d all ! non-
complian t data has been purged. . . ...;::: ... :.<··· ./ ' 

(TSHS~lf) I Jiiii:J'6 .~artner discovered a sel ecto1)~~t s~~u Id da ve been 
detasked I lwhen the target 'he UQited States. The 
pa1iner had mistakenly issued a tasking, rather than a detasking request , The IC 
patiner ceased receiving all data associated with that selector I I and NSA purged 
all collection. 

(TS//SI//REL TO USA, FVEY)I l··&.n auditor discovered that a selector 
had remained tasked when the target traveled to the United "states. A systems error caused 
improper detasking , and collection continued. The collection wa~. not reviewed , and no repotis 

were issued. ···················· ... 

.. an .. N.SA analyst was discovered to""have errorously ) I 
routed collectionr-...._ ______ t_o~anJC p~~·frier ·and .. n.p_t _ ~o the intended r~Ci-p~ent, .. 
The IC partner confirmed that:::fhe:::c.p:l:l:ectioi}J}ad .. no.t.~een ingested into its' 

:y:t::s v. ( U) Data-Hand Ii ng Errors ;; ;;;;.;.;. . ........ .,,,,!1{~: g: -P · L · 

~pi.p,~~~.....;.+...._....,....._, ~~lti.'41 ···F"AA'···§~~;.::~:~ta:.:~~:~:.~·i .sbJve1·ed to 
have been improperly stored in a directory not certifie for FAA,..daf~_...."Nl non-¢bq{pliant 
information has been marked for purging , and NSA is deve,.lo·pilig ... <(solution t</~v~id recurrence. 

(T~//SI//REL TO US~, PVeY)I .······i·F, . §702 data/~~s 1~covered to 
have been improperly placed ma repositor y.not ce1i1hed for FAA data bytause/of a systems 
error. All information has been purgeq .. fr6i"n the non-compliant system/~nd ti)~ error has been 
corrected. .. / / 

........ / 

(TS//SE//REL T_9.l:l~fA, FVsY)I ./ !notified NSA of a 
named USJ1 ld·ata it had received...._fi-·o_m_N_ S_A __ .... ,----.... ~ .... u-rg_e_d_tl__.1e name. 

TO>.° SEGRE 'F//S/.;~Cf'ir.Q.,.li'{).RN 
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___ 1 .... ' 'f .... S .... h .... 'S .... I1 .... '/~..--..L-.......'f ..... O..._U ........ ~A---. .... P ..... v ... E: .... i_.!_l _______ l·a...,.n_,NSA analyst processed FAA §702 
______________________ ... r:::r:~~~ .. ~ata was deleted from the 

tool. 

(TSllSl//R£L TO US*, FVEYJ fai• NSA a1::1 :~;;;;JVed two files 
containing FAA §702 data to a directory not certified for FAA datal L,.the two 
files were moved to an FAA-approved location. ... .. .. · _;;;~!l (b) (1) 

..................... ./'),/ (b) (3)-P.L. 

(T£//£J.l/~L TO U~A, ¥VEY~ INsA .. p~·rsonnel di ~.c.~rv%~0~i that 
software had been written to select and post FAA §702 -derived data to apJC\yeb.site not 
authorized to receive such data. NSA determined that the dissemina.tioJ1>pol.icy ,Was 
insufficiently communicated to the software developers and has _i.nipleinel).t~d .steps to prevent 

recune~;SNSl//R£L TO US*, FYE'~ /// f :: ~S:~~~::l~ent an e-mail 
containing FAA information to two NSA contractors who are no.t"authori'zed to receive the data. 
The e-mail was recalled. _.................. ./// .. // 

(T5//5J1iML 'fO USA, FV~.1i}r l·a·~ analy~/disseminated FAA §702 
data to a person not authorized to·"feceive the information. The r~Cipient confirmed deletion of 
the information I 1 .. ....- // 

I. B.5.a. vi. (U) Overcollection .. / 

(TSllSll/R£L TO US*, FVEYf t(, NSA analyst discovered that traffic 
received for a tasked selector contained communications unrelated to the target because of a 
typographical error. The collection was purged. 

l.B.5.a.vii. (U) Unauthorized Access 

(TS//Sl//REL TO USA, FVEY)I I.collection associated 
with a target! · I .. the target was 
deemed not of interest, but the collection continued to be routed by mistake .. All collection has 
been purged. . . 

('fS//Sb'/REL TO USA, FVEY) an NSA anal st was discovered to have 
queried a database and accessed FAA §702 information ithchil authorization 
or training. The query and results were deleted. .... .... .................. . .. . 

(TS//Sl//REL TO USA, F'v'EYj ~nNSA .. a.nc.i~lyst a~~~ssed ::J.:<·4A. § 702 

86-36 

information from an unauthorized location . The analyst's ac.~~.~~ .. -~!.Jh.at]o:cation::::':Y.-O.;~;:~:it .. lb> (l) 
discontinue~ 1 ..................................................................................... : ............. ··· ....... ··:: .. ::· .. ·· ·":::........ (b}_:--<_

3
> -P. L. 

86
_
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(TS//SUi'R:EL TO USA, . ¥~':EY)I ····· ..... ···· ~trNS.A ~11alyst who had been re_<:::::_:- ..... 

assigned to a .~:~ .. .9.r.ganizati6ri. tha.t d~y was d1scovere? to have ~n~inued l \. ·"J 
I J·based on the access authonzattons of her previous orgamzat•on. I r 
and resu Its were deleted. 

'ffff SECR£T1S'Sl1S'NO·P(fMI 
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l.B.5.b. (U) FAA Section 704 

.selectors were determined to have ' ,._ __ ""T""" ___ ........................ --, 

remained on task for collection durin<r a target' .he United States. The 
selectors had been detasked \., .The selectors were 
immediately detasked a1;1:d all associated collection w.~s d~t~!~ .... I _____ _ 
No reporting occurred. .... ··... \ \ / 

(TSHSl//Rf!LT6 ~A, i'"l!"t JI . ···... la~ NSA ~~;;1y_,;~ecf"lusp I 
selectors but failed to create{ lwh.e.it··tbe USP r~turfi~q ~ Unif~d 
Statesl l .. and..t.h~ selectors remained tasked. I .......... kthe::·~naly$t dttfasked 
the two selectors. No collectio·n. of"repor.ti.n.g occurred. ....... ....... ..... ""\ ..... ~~\ · / 

(T~//~11/Mt TO u~A, l'V~Y~ ............ · INsA .. fl.r_~·i;:~i~:::4::::~~t~ JyAA §704 

tasked selectors in databases containing FAA §702 and E.O. 12333 collecii'oit .. Qi:!e-fj\ iesults 
were deleted I 1 ..... H ....... H....... H ............................... H ....... H ......... H ..................... H ............................ ::: .. :::::::::::::;;; ....... (b) (1) 

.... ,,,,,,,,,,............ (b) (3)-P.L. 86-36 

(TS//Sl//REL TO USf, ¥\q;)q ................... .. .. T;~.:N.§X: ~~1~lyst discovered that 
""""-::-:-:-=-r==========j!..:.a:... ... ';..:;·:a:.;.w;....·· t.:.:.. r.::.;affic da~si..ba-se" had been queried for selectors belonging to 
a USP ·i'fi'C:li.~ding when the target was not covered under FAA 
§704. The queries returned no results , and no reporting occurred. 

(U//f'OUO) On 28 June 2012, an NSA analyst performed overly broad queries in raw 
traffic databases. There was no collection and no reporting. The analyst received remedial 
training. 

.. ..... {li?.) ( 1) 
l.B.5.c. (U) FAA Section 705(b) 

(bf :(3.)-P.L. 86-36 

(b) <'3->>--so USC 3024 (i) 
l.B.5.c.i. (U) Unauthorized Targeting ........ ·· ......... . 

... ··· ... 

Cf S//St//MF) ·I ······ / ..... ..... 

................................................ "·· ... 

J All database queries and results were deleted. ----
(TS//Sb'iR:EL TO USA, FVEY)I 1"-&_n NSA analyst queried a USP 

selector after the FAA §705(b) authorization had expired. Mor.~over, the analyst queried the 
USP selector in an FAA § 702 raw traffic database. The analyst ·llnQ1ediately recognized his 
mistakes and deleted the results. ..th_~ NSA anal st ·\1eried a different selector 
associated with the same USP in FAA §70 ... The analyst 
immediately noticed his error and deleted the resu ts. T le ana yst;"·W.}Q 1s expe[-i.~nced, is 
providing a training session for other branch members on the special atie'i'J.tio.11 ... req\1.j{ed when 
conducting queries associated with FISA targets. .. ............ :::'>:,,. 

l.B.5.c.ii. (U) Tasking Error ......................... / · .. ~~~ g~ -P. L. 86-36 

(TSffSl//Itft T6 USA, FVE'rj I anNSt: I~ ~flicer discovered that a 
selector associated with a USP and authorized under FAA §705(b) had been improperly tasked 

'ff>P SECR£ T1S'Sl1SCA'ffl 40ll·1V 
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........ ··············· j (b .( (3)-P.L. 86-36 

f(}P .'JECRf 'f1~'8J1.~~~~~~~ljJI ··· . \ .... :·· ............ .. 

r-----------------......... -""'-·-····_····----------..1 The erro:\~·e.c~;-~:~:ec! 
because the selector had been in~.d.vertently Lr-----------------\..._____J I l···T faffi c co llected _______________ _ 

reports were issued. 

(TS//Sl//REL TO USA, F\rEY) I l··an .. NSA analyst discovered that an 
e-mail selector associated with a target authorized under F AA ... §'705{bJ. .. had been tasked 
incorrectly because of a typographical error. Upon discove1y of the erro i:~··the- ar.i.(llyst detasked 
the selector. No collection occurred, and no reports were issued. ::::···;::;;:;;;;'\ b) (l) 

LB.5.c.iii. (U) Detasking Delay ................. ···::: .... :::.::::: . ....- d>~. <3 >-P.L. 

('I snsmREL TOUSA, f\fEY)I l dUfi~~~ reVi~~:f tasking, an N'iA 
analyst di scovered that the selectors associated with a USP and, .. atffhori zed fo r coll ection under"\. 
FAA §705(b) had remained tasked after the target had en(ered .. the United States onl "I 
The a_nalyst detasked the target's selectors! l··· No collection occurred, and no repo11s 
were issued . 

LC. (U) Consensual Collection 
........ / (b) (1) 

(U) Nothing to repoti . ...· .... _,/ ! (b) (3) -P . L . 86-36 

l.D. (U) Dissemination of U.S. Identities . . " // 

( 15/YSih'NF)-The NSNCSS e~Jterp·rf~~ issued I J·s1 GINT /product reports during the 
second quarter of CY20 12. In0 SlGINT products, di sseminations were found to be improper, 
and the reports were canceled as NSNCSS and I I analysts learned ofUSPs, 
US. organizations, or US. entities named without authorization. All data in the canceled reports 
was deleted as required, and the repo11s were not re-issued or were re-issued with proper 
minimization. 

(U/+fOU0)"1n past reporting , NSA provided the number of occasions on which SIGINT 
analysts included information that identified USPs or US. entities while pursuing foreign 
intelligence tasking. The majority of the U S. entity names were those oflnternet service 
providers in e-mail selectors. NSA now considers these names to be products and se1v ices and, 
therefo re, may be named in di sseminated SIGINT produ cts. As a result, to improve the accuracy 
and make our report more meaningful , NSA is not providing that statistic this quarter and will 
develop a new method of presenting the information next qua11er. 

LE. (U) Counterintelligence Activities 

(U) Nothing to repoti. (·~) ( 1) 

86-36 

(b}._(3)-P. L . 86-36 

LF. (U) Detection and Prevention of Violations (b) (~_) -50 USC 302 4 (i) 

ff3h'Slh'R::EL TO USA, FYEY) To reduce the risk of unauthorized telephony colle.ct.ion 
and prevent violations, NSA/CSS has instituted a rocess that <rives anal sts <rreater and faster 
insight into a target' s location. ....__ _____________________ ____. 

f OP SECltE1WS117~V(}F(}ltlv' 
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purged from NSA/CSS's principal raw traffic repositories when required . 

(~) (1) 
(b)'-(.3)-P.L. 86-36 

t (b) (3}-::50 USC 3024 (i) 

' ··········· .•. 
........ 

........ 

Collected data was 

_ ....... ·· 

............ 

_ .. · 

.... NSA anal sts found e-mai.l accounts .......... . .. · 
_________________ ,in::the:::s.~~mt;:quarte.r .. Collected data .. ~~s:::plfrged 

from NSA/CSS's principal raw traffic repositories when reql.l rl:ea·:· ........... ::::::::::::::::::::,::,,,, ....... ..... ,<==>-· 
(b) ( 1) 

II. (U) NSA/CSS Office of the Inspector General (OIG) 10 Inspections,~~~ ~~~ =~~ L~s~6;~~4 < » 
Investigations, and Special Studies 

1 

(U//:fOUO) During the second quarter ofCY2012, the OIG reviewed various NSA/CSS 
intelligence activities to determine whether they had been conducted in accordance with statutes, 
Executive Orders, Attorney General (AG) procedures, and Department of Defense (DoD) and 
internal directives. With few exceptions, the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSA/CSS activities. 

..(i>.) (1) 

,./ (b)\ (3)-P.L. 86-36 
II.A. (U) Annual Selector Review .. / (b) <°3.) _50 usc 3024 (i) 

(S//8l/fR:EL TO USA, F\"EY) Under AG-approved procedures, NS..AJ'~ss is req~:·ih:;d to 
conduct a earl review o ./ .., 

' Asa result ofthe 2011 
.._--:------:----,...---...---:---,..-...,...----::--:----:----:--"""":':"-' 
review, more than ·se.tectors... .e1:~1.1L:9:f:t.he..tQl'.l.l.X~Viewed) were removed because the 
target offices concluded that the selectors no longer .. 'i1ad ... foreig'l1"'1'11tetfig'efie5e "Vahre:········· .... (b) (l) 

(p) ( 3) -P. L. 
11.B. (U) Trends Noted in the Annual Review of Quarterly 10 Reports for 2011 

(U/f.FOlJO) The NSA OIG published an analysis of trends noted in the qua1ierly IO 
reports for CY2011 . The review highlighted three areas in which analysts committed procedural 
errors: 

• (U/fFOUO) Failure to perform required research on selectors before querying raw traffic 
database, 

• (U//FOUO) Detasking delays caused when analysts had information requiring detasking 
but did not detask immediately or did not detask as requested , and 

• (U//:fOUO) Dissemination ofFISA or FAA data to e-mail distribution lists that included 
persons not trained to handle the data and systems not authorized to retain it. 

(0) The OIG advised the SIGINT Directorate to implement enhanced training and 
awareness procedures. 

TOP 8EC:R:E1iV8lMVO.JlOR1V 
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11. C. (U) NSA/CSS Representative ...._ _____________ __,\ .... 

(U/IF-OlfeJ As part of an NSNCSS IG field inspection of .... I -----. .. -\ ... --------.! 
,_____,Jan.IQ. inspector reviewed the IO program, IO training, and appl ication ofIO st.~ndards in 
the SIGINT ·inissio-n. a.c:;tivities performed at the site. The inspector found that the site\~acked 
formal documentation thafdescrip_~d the scope of the overall IO program and delineat~q the 
responsibilities of designated IO pe.rsohneL .. Jhe inspector also found that the site's reqti'i.rement 
for the completion oflO training by newly ass~gfred .. ·empJ.oyees and reassignees within 30\~ays 
of arrival at the site was not enforced. A su1vey conducted .. afthe -si.t~. revealed that the \\ 
operational workforce had a sound knowledge ofl 0 standards with sc»iiie·weak.n.~sses in the \\ . 
understanding of the handling of raw SIGINT and of minimization and disseminaiiOTr .. stand~rd·~/ 

11.D. (U) NSA/CSS Representative! ..... ·::.:;:_:}T(3
)-P.L. 

86
-
36 

(U//.ffiU9' As part of anJ~T.SA/CSS·"IG.fieTCi . inspection ot1 l··fi:~~· 
.__ _______ _.....lanTOllispector reviewed IO program management, IO training: IO 
knowledge, and the application ofIO standards in mission activities. The inspector f.o~md an 
overall lack ofIO-related documentation and compliance with IO training. Manag_irig core IO 
training accountabi lity and compliance awareness and maintaining appropriate c9fltrols for 
access to raw SIGINT traffic databases pose challenges fod Ueadership, 
which is implementing OIG recommendations to cure the problem. 

II. E. (TS/!S l/ft~F) I 
_I _______ J ............ . / (b)(1y·- .................................. . 

(b)(3)-P.L. 86-36 .... ~f'S//S~/i~WJi HO.inspectors reviewed thel .I 
I I, The inspect9i~ 
reviewed these activities for adherence to IO policies and p·rocedures , particular!); IO trlin.~rig 
and the appli cation ofIO standards! 1-.. The ~ct.i·Vities 
lacked some IO documentation , particularly database access approvals ldr· d~ploH~ ~1,lysts and 
for ce1iain SIGINT disseminations. · ......... \ _/ .. 

(b) ( 1) 

11.F. (U) Unauthorized Intelligence Activity (b) (3)-P.L. 86-36 

(b) (3)-50 USC 3024(~) 

(U) Nothing to repo1i. 

11.G. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to repo1i. 

11.H. (U) Congressional and 10 Board Notifications 

(U) Nothing to repo1i. 

II. I. (U) Other Notifications 

(T£,l/SIJ/REL TO USA, FY£Y) NSA/CSS notified the Attorney General otO .. ··"~~~ g~ _ 
intelligence-related coll ection activities associated with USP hostage and detainee cases. P.L. 

86
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Ill. (U) Substantive Changes to the NSA/CSS 10 Program 

(U) Nothing to repo11. 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(U) Nothing to repo11. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1 -R, Procedure 15) Inquiries or Matters Related to 
10 Programs 

(U) Nothing to repo11. 

VI. (U) Crimes Reporting 

-tqol being improperly used by a U. S. service t11,e1bber . 
.... AI,....-1a..,...ly_s.,...is....,i_n..,.,di,....c-at-ed..,.......,th-a-t """'th_e_s_e_rv..,..ic_e_1_n-e1_n,...ber ·ihe~_ the too II I The inv_~stigation 

into this incident is ongoing. ··-----... ..- ,.....-
·······... . ....... ·· 

··.. ...·· 

i// 
(b) ( 1) 

(b) (3)-P.L. 86-36 

(b) (3) -50 USC 3024 (i) 
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