
NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

12 December 20 11 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Ass istant to the Secretary of Defense ( Intelligence Oversight) 

SUBJECT: (U/tf'OUO) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U//FOUO) Except as previously reported to you or the President, or otherwise stated in the 
enc losure, we have no reason to be lieve that intell igence activities of the Nationa l Security Agency 
during the quarter ending 30 September 20 I I were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section I .6(c) of Executive Order 
12333, as amended. 

(U//FOUO) The Inspector General and the Genera l Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, training, rev iew of directives and gu idel.ines, and advice and 
counse l. These activities and other data requested by the Board or members of the staff of the Assistant 
to the Secretary of Defense (Intelligence Overs ight) are described in the enclosure. 

~~D~ 
C1!i:h,J). 

PA TIUC:~.-~EJ;,J, 
Acting General Counsel 

(U//FOUO) I concur in the report of the Inspector Genera l and the General Counsel and hereby 
make it our combined report. 

Encl: 
Quarterly Report 

General, U.S. Army 
Director, NSA/Chief, CSS 

This document may be declassified and marked 
·'UNCLASSIFJED//fe1. OfFicial Use Only" 
upon removal of enclosure(s) 

@>pproved for Release by NSA on 12-22-2014. FOIA Case# 70809 (Liti gation] 
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

I.A (U) Intelligence Activities Conducted under Executive Order (E.0.) 12333 
Authority 

l.A.1 (U) Unintentional Collection against United States Persons (USPs) or 
Foreign Persons in the United States 

(U//fOU0-1 Durina the third quarter of calendar year 20 11 (CY2011 ), signals intelligence 
(SIGINT) analysts inQnstances inadvertently targeted or collected communications to, from, 
or about USPs while purs1ijng foreign intelligence tasking. Unless otherwise specified, all 
intercepts , query results, a~d repotis have been deleted or destroyed as required by United States 

SIGINT Directive SP0018. \ _....··/'},'\'bJ (l) 

l.A.1 .a. (U) Targeting 
( b ) (3) - P . L . 86- 36 ........... .. / n(b (l:3) - P . L . 86- 36 

... ··" .. / f (b"t (3"}>-s.o USC 3024 (i) 
..... ·· : : \\ ·· ..... ::~· -....... . . ··· 

ff S//SI//ltEL 'fO USA, FV~Y) I 
\\ 

-----.:I==--------.~ .... _ ... _· _____ I.... ..... ........... 
(U//FOUO).I f~n NSA analyst discovered that a U.S ..... ! _! ____ ·I___, 

I / Ufad been tasked because of a typographical error. I 
was instructed t,P-' detask the incorrect selectod I Tl ... 1e_d_a_t_a_w_a_s__. 

purged. ( b ) ( 1 ) 
( b ) (3) - P. L . 86- 36 

(U//POUO ~ lan .. J':-TSA analyst discovered that a USP had been 
targeted. During the transfer of coverage of ihe·larget...from one analyst to another, information 
about the citizenship of the target was not passed to the .. second.analyst. Unaware that the target 
was a USP, the seco qd a o~lv st tasked t be target's sel ecto~ ··· ···.... ...... k .The analyst 
detasked the selectorj ( .. Repo·tts .. wntaining ... the.ta.rg.~t' .. ~ .. '.1.~'!:!:~)1.~~ ::.?.e~q,. issued 

but sub:::;: ::eled occl!SiOiiS I ~~ ~i~:i: I I 3 I - P . L . 

targeted the same USP. ..a1raii.alyst learned that an in~_ivieiual .. he.tieved to be 
a valid foreign intelligence target was a USP. The targeting error occ~.rreCI bec~1ts~/the analyst 
had only partial information on the tar et. The anal st detasked e~·;11ail an~Vtel,ephone l 
selectors associated with the target .... an ,analyst, m1,aware 
that the selectors had been detasked , queried the target' s selector in a raw..·fraffi...c database. The 
que1y results were deleted , and no repotis were issued. The selectors were aqded to a li st of 
detasked selectors to prevent future incidents. I l·an an(.liyst tasked D 
selectors associated with the target without first checking the list ofdetasked selectors. The 
selectors were detasked ' and collection was purged I r 

Derived From: NSA/CSSM .l-52 
Dated: 20070108 

Declassify On: 20320108 

86- 36 
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/ ( b ) (1) 
\~l(3) - P . L . 86- 36 (b ) (3) - P .L. 86- 36 

(U/+FOUO JI I an NSA analyst task~d the telephone number of a 
green card holder. The Followrng day, the tasking was cancele.d, the collection was deleted, and 
all reports were cancel ed. · 

The results fronYihe .... 
... q_u_e"""ri-es_ w_e-re___,d_e.,...le-te_d.,...,-a-n"""d_n_o_r_e_p_o_rt_s_w_e_r_e"""i-ss_t_1e"""d-. _______ ..... .. ·········· ........... ..:::::::: .. ...-· 

.... (b:) . ..( 1) 

... ·· .. ··· 

I.A 1.b . (U) Database Queries 
(b f -.(3.). - P . L. 86- 36 
(b ) (3 .. )·-:::s.o USC 3024 (i) 

..... ··· ... ·· .. 
- ·- - - ........ ,,..... ... . ..... 

t ~ / , I \.J 

... , 

-~fi:r (·rr··· ············ ................... ················ 
(~:.{~:~t-P. : .. L. 86- 3 6 (~h'Mf .¥(YUSA~ ... FVfYY}-0nQ ccasions during this qua1ier, analysts performed 

<:<:·::\ · ......... ····· .. ov.e.rly broad or poorly constructed database queries that potentially targeted and/or returned 
\.::·-..._".:::::.... .. ........ jnfo~:inatio.n about USPs. These queries .· 

· ... .... ... ·... .... ... hat prod.u·cecJ 

<::-. ... tmpreCt·s~ resu ts. ·n· oft iose occas10ns, t e queries returne resu ts from t e\datal;>a·se. The 
. -....:" .. quety res.iHts. were deleted, and no repotis were issued. Analysts who performed iti~s~ queries 
-......_ "·were counsel~d· ... Qy their management. (bl ( 1 l 

. \....... .......... (b ) (3) - P .L. 86- 36 

\.('U) Procedural artd ... other errors contributed to the following incidents. (b l (3) - 50 usc 3024 (i) 

\.\ .. ff·..._ (Uiff4'0\JO) I ......... l·N.~A analysts performed D w1eries in raw 
· \_!raf~c .. ~at~bases without fir~t ·per.!orming the requ·i.i·ed....1.:esearc? on the select9rs. I .I 

q~1enes t .etl1r_ned results, wluch we·re .. ~eleted ; no repo11s"w~re issued. \ --------,....--""':""""--.... ...... .... . ........ ' 

0 "_{U/,'FOUO)! Ian NSA ·~·~·aly.$_t performed a qu~0f .. in..~ raw trafnc datab_~s~ 
1 ·-... ·..... I that included one that_ was U.S. -based. The ·er~·or occurred..-
becaus«~. the analyst \ :.opied and pasted the incorrect! I The.rest}lt_s··'were 
deleted ~ I no reports were issued. .. ... < .. ~b > < 3 l _ P. L . 8 6 _ 3 6 

1~) (3)-P. L . 86-36 \ 

............ 0 (S/JREL 'FO USA, F~'-EY} .... I --------.1 NSA anal st s learned that e-mail 
..... selectors associated with targets visitin(} the United States uery of 

· ........................ - a_r_aw_ t_ra_fli_1_c_d_a_ta_b_a_s_e . .....___,,...-.....,....,.,......,-----..,...----,,...--"""T""---------...,....-• 

0 

h~y failed to remove the selectors 
- .... -..... -. ---.r.a- w-.... -t_ra_fli_1_c_d_a_ta_b ..... ase. ..bhe-.oJ the queries returned res._u_l t-s ,- w--lu ..... c-h- w- e1-·e- d"'""e....,I-et-ed""". · ..... ; -n-o_-....... _... ....... 
repO'r~ were i s'sued·: .. ····· ... .. ...... .. ...... . .. . 

(U/!JtO~OJI ... ·1~·.~··NSA° ah~l;·~~:-~·~, ~l:ied··a. r.~w traffic d ataqM(-tfsi~~~-· a 

selector for a target located in the United States. Alti1oiighthe::a.n:~ly_st perf~·fr6"ied research on 
......... :::::,,,,,,···'t~) ( 1 ) 

TOP SECRE'F//COf\?Htff//iqOf()R:M 
(b)(3)-P. L . 86-36 
(b) (3) -50 USC 302 4 ( i ) 
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the selector before querying, the analyst failed to review the results of the research, which 
revealed that the target was in the United States. The queries and results were deleted .... I --.... 
I l·no .. i:ep.oJt.~ .. ~~re issued. ! 

························· ~ 

o (Ut !Fouo) I l .. anNsA .. an~i~~ ... ~~~~<lD~$.::~3I~r.~fY::::~~PR:.tB:::~:::L~~.}.~~fi~ 
database. The query results were deleted , and no repoiis were issued. .. .................... : .. : .... :,,,,,,. .. (bl ( 3 i - P. L . 86- 36 

0 (U/il'OUO)I l an NSAiiiiiiiY~i ;~;;.~~:;;~~;:~;;:; US. selectors from a 
list of valid foreign rntelligence selectors but missed one. That selector was subsequently 
queried in a raw traffic database before the auditor noticed the mistake. There were no 
results and no reports. .. ......... ·""'t:~t.( 1 l 

... CB·):··{3·) .. :-p . L . 8 6-3 6 

0 (SHREL TO U3A, f"\i~)'}I "·"· \ .. ::· <.:"l··~~~·Ns~. analyst l .... ea_r_ned_ t_h_at ___ ..,....-___, 
I ........ · Jsel~~.tors for a valid foreigp. ·111~elligence"·tar.set . m a 
raw traffic .database after the"tar(}et..b.ad arrived ih.the<J.Jnited States·· 
11 .. ·AJthough the analyst ·. and"·fl.~gged the s .... el-e-ct-o-rs- f?-,r-9-e-ta-sk-,i-n

0
-a, ..... the 

~t ·....... .. Tl;ie,..analyst 
removed the selectors from the query no ·coHe.ct~ort..., ~.lrepoiiing 
occurred. · ..... :,,(bl ( 1) 

,./'\b .) . .:(l) (b) (3) -P. L. 86-36 

l.A.1.c. (U) Detasking De.l.ay~( \bl .i's·) .:: .~.;.,~·· ,,,,,,~~·=.: .~...... (bl(3)-50 usc 3024(il 

st became aware that a ______ ..,..._ ........ ..,.__ ........ ___., ____ ....&......_. ____ ~-----

·. o the United States for ...-......... __ ...._ __ ___,,....._......, ........ ____ ....,_ ________ ........ ___ ......., 
·"The :tySA analyst in1p1ediately requested 'that ssociated selectors be ....._ _______ ___,..._..._ 

detasked. ... ·during a review.to ensure that the sel ecto i:s· foio~ been detasked, it was 
noticed that ·had been succ~ssfolly re~:n?ved. Immediately thereaftei-;I ... · I 
selectors were detasked. No collect10n or repottmg occurred. .......... "'b"' l.. .. 1 ... , 

·. ... ( ) (·~) -P . L . 86-36 
·.. ................... .... (bJ (3}'=:'50 USC 3024 (i) 

(S/a.{sls TO USA, F\ 'EY) I ....... J .. ~m"NSA analyst di scovered that s.~I ecto'rs .. 
associated with a valid foreign tar.~.s:t.had"l.5een detasked froml \ ···1 

I lthe"United States. The analyst failed to request detaskingl I 
I l·T he data was purged I lno reports were issued. 

(S//Sb'/REL TO USA, F\i'EY}I ~~ :N$.·~ ... ahaly.st.,?ecame aware that his 
target wasl lto.the .United .... S.t~t~.S. ... ~:1.1.d requested tfiaraH· ass0:¢i:~:ted ... s..electors be 
d et asked . I I· the analyst .. J earned .::triat::ihe::a:efasking::::did::not:take. :P.faC;~::~·~ 
requested and resubmitted the request. No collection or reporting occ~1p59::::::::::::::::::::::':::·::::::::::::::- t~~ g~-P.L. 86_ 36 

(SlfREL TO USA, F\'EY) I ..... l:arrNsi\:·i~al.Y·~~ ·dfsco~~:;:ed' .. that e-m~_i·I ...... - .... 
selectors associated with a valid foreign intelliaence target l}ad· hot been pwperly detasked 

the"Uiiiied ... State·s ·· · .. · ::Ji{addition, 
.. a"Clela in detaski_n._,g_1-·e-st""'1 -te_.....--........ -....----r---, 

'r----T'""'l",..,,,...-""T'""~T""":"---r----r--:-tr-e-se-r-ec-:'to-1-·s~-------,,.. .... 

(U//FOU9.. an NSA anal st discovered that selectors that had been 
removed frQ.m"tasking the United States had ..... .... ....._ _________________ ___, 

.. ,::::::::::::::::::::::: ... ::::: ........................ . 
.... 
(b)(3)-P.L. 86-36 TOP SECRET//COMi1ft'//tqof'OftM 

.... 

.) 
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been mistakenly retasked ~Y another anaJYSI lb~ f~110:1~g~ ;T~~~;~~;~;;~~~in~ ~ tas~ . . 
I thetarget' s U.S. visit No co~_1.~9tio1~::::§i .repo1!.i.ng .. occurr_)'t" • ·~ \\. 

(SNltfL 'fO USA, FVT,:.X}f·· / ... :/· ..... ............. l··a·~--~~~A ana!ys{·~~arned that selectors \...,\ 

associated with a targe_tvisitfrig t.be-Uri.ited States remained on t~k. L--r-----......,._.J 
I lancf~·e,qti.estel.that the associated selectors 9l<letaske~L-------....-!"-tl_1e__, 
request was not e~~cuted I l·The collection was purge ..___ .... 

I 1--arid no reports were issued . 
. .................................................. ··:::::::::: : ::::::::::::::::::: :;:::' ''''"\~) ( 3 ) - P . L. 

(U/IFOUO)I lanNSK'aiiafyst discov~r.~c.Lthat"the __ .selectors for a;4arget 
had not been completely detasked when it was deten11ined :::f1fa(ihe targer fiad become a US:f. 
Although the target's selectors had been detaskecf : ...... ·· tli~ anal st failed to re ue:st 
detasking :::fh~: .. sei~ctors were detasked . 

............... ............... . ·.·:::::::::: ............ :::::;;;;;;;;;;;;;;;:;;::::""""" .,~(-~''~ .. (( ~ )) - p . L . 
............... t 

(9//REL TQ .. Y.SA~ ... FVB~··f-·· ............. J::a:ifNSK:d~t~base auditor noticed th~t 
.---.... ·sel'ecfois"had remained on task wl}.ile .. a·target was visiting the United States 

reportrng occurre 

(U//POUO)I l anNSA .. ~~~i;.~~ ··df.§:co~ei:;~d ... t·h~t a selec_tor asso~iat.ed 
with a target who had worked in the Unite~l..S.tatesl" ......... ···· b·emained on .. ·· .. . 
taskl I ·The analyst detasked the selector and I ... I 
I lthe· sa11~-~ -·day. No repo11s were issued. 

1.A.1 .d . (U)_I _____ I-..... 

····· 
·· ... 

·· ... 
·· ... 

·· ... . .... ·· . ..... ·· 
. .... ..... ·· 

... ·· 

·· ... 
. ..... ·· 

..... ·· ············ 

86-36 

86-36 

86-36 

86-36 

.. . 

l.A.1 .e . (U) Data-Handling Errors 
(b) (3 ) -18 USC 798 
(b) (3 ) -50 USC 3 0 24 ( i) 

(U//POUO) OnJ ~ccasions L .... .. l·the. .. r.i:ames of eight U.S. 
government officials were improperly disclosed dui:'ing. lfri't~frngs .. by··NSA...p.er.S:oi'.l:t.1:~L ... Jhe 
briefing slide was changed to remove the names of the individuals. . ................................. ::::::.'.:'.}'· (b l ( 3 l -P. L. 86-36 

(U/fFOUO) .. anNS'A' analy~t perf~1~1~:·~ ... ~· ~;1ery l h~~ ·traffic 
databases without first per ormrng ue diligence in researching an untasked selector. The analyst 
forwarded a name and the associated selector in an e-mail to Intelligence Community (IC) 
perso1mel, who informed the analyst that the target was a USP. The analyst deleted the database 
queries and e-mails. 

'FOP SECRET/fCOMHITH~+OPOR}T 
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l.B. (U) Dissemination of U.S. Identities 

(S/i'itEL 'fO USA, ttv~·1j The NSA/CSS enterpri se issued I I SIGINT product 
reports during the third quarter of CY201 l. In those reports, SIGINT anal:Y.sts included 
information that identifi ed USPs or U.S. entiti es on I L9ccasions while pursuing foreign 
intelligence tasking. The majority ofthe U.S. entities' names·.were those oflnternet service 
providers in e-mail selectors. In0 SIQ:J.NT products, disseminations were found to be 
improper, and the repotis were canceled ·as"NS.A./~SS I !analysts learned 
ofUSPs, U.S. organizations, or U.S. entities named"with.9ut authori zatiQn. Al l /data in the 
canceled reports was deleted as required, and the repo1is ~ere .. not_reissti.ect .. or\ were reissued with 
proper minimization. ···· .................... >·".! 

······~:: 

(b) (1) 
l.C. (U) Foreign Intelligence Surveillance Act (FISA) ( b) ( 3) - P. L. 8 6-3 6 

l.C.1. (U) NSA/CSS Title I FISA 

I. C.1.a . (U) Tasking Error 
.. ·/l o'l-··(J. > 

...- / (b°)"·-c3f :::·p .. , .. L . 86-36 .... ······· 

(U/~OUOJ ....... !·during the r~~i~w._of i~~i~·~:·~~alionfq~ the renewal of a 
Foreign Intelligence Su..Veillance Court (FISC Order, an NSA analyst discov'ered . .JJ1at the 
targeted telepho_pe· .. selector · · .. a roved b the FISC'"·Order. 
The analy~t..-1-ea.rned that the selector \ 

I l·"J\lI noncompli ant collection .... w_a_s_p_u-rg-e"""'d_o_n.,... ---------.-------------' 
······· 

........... /'rfJ:> ) ( 1 ) 
l.C.1.b. (U) Detasking Delays ,,,,,,, .. ·'"" .. ....- (b;.) (3)-P . L . 

(SHR£L TO USA, F\'EY) -------.. ~;;f.i§;(:~:; :; ··: i sOO~:;~ L\~~\el l 
phone selector for a tar et had bei~:_--. ... _ 
inappropriately tasked. . .. / wh~h 
it was sus ected that the tarcr.et ············· 

······················· 

T he selector was detasked on ... No collection or repotiing ....._ ____ ___. ....._ ____ __... 

occurre 

(Sh'Sf/flq'F) I l·a n. .t{SA analyst discovered that the selectors for a 
FISC-authorized target remained on task afted ,.I 
I l ·the·selector.s .... w..~.·:~. detasked I t_ Th_~ ... 
delay in detasking was discovered during the reviev/ of'fhe .. F ISC .. Order .. reneW.at:::::::N<:>.Jr~fffo was 

86-36 

collected I 1........ ................................... ....... ....... ...... ...... ...... ...... ...... ....... .:·;::;: ... ·: .. ·:'.:_:;·;:::?\ b) ( 1 ) 
· ~ .... " ...... / /' (-.h) ( 3) - P. L. 8 6-3 6 

( g,qs1A'HF) I l }~s.A::a~~~i :::§i~·::.,~~-rne.d ··tljat:< .. · .. ···./ i~1 ectd>s.. 
associated with FISC-authorized target.~_remained' .on task ......... ····· _.../ \ \ ... 
I l .. atranalyst discovered th_~t . .a11·e:p1ail selectop .. associated ~ith one 
of the targets had been overlooked and collection on.the" selectOr continued/after 
I >s ... . .. } ''f'he selector 'Ya~ detask"""e"""'d,.......-......... 
I INSA d_i.se6vered that C:JS°electors remame on task 
after I Jbecause a technical malfunction caused a system 

TOP SECRETh'COf\?Htff//·HOFOR:H 
5 
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........ ···························· 

Tor ~:ECitE'f//COMUff//·HOf.8RM . .. ... • ( b) ( 1 ) 
... -········ ) ( b) ( 3) - P . L . 8 6-3 6 

update to fail. Thel l 'Setecto;~·-:~re detasked .... I --------1 Noncompliant data 
has been marked for purging. 

I. C.1.c. (U) Data-Handling Errors 

(U//:FOlJO'rl l·- a, __ SIGINT analyst posted FISA info rmation to a chat 
window that was not authorized for FISA·d.a.:ta. Chat posts age off after 48 to 72 hours. 

···· ... 

(U/ ·a.Q .NSA---0nalyst mistakenly e-mailed a li st otO 
NSA FISA targets to an employee a:~signed to NSA instead of an N$A 
analyst with the same name, for w 1om t 1e e-ma1 was inte:µ<l:e;~ --- The en~ploy ee 
was not eligible to receive the list 

I 1 .... w.ithin.J11.i.1.1.~1.~~~ of rece"""i v .... i n-g---.th'"""e_e ___ n_rn .... i I ... , -th .... e-r----~-.... ::_J_p. .... !_o_y_e_e_n_o"""ti"""~'""'~~d the 
analyst of the mistake and TnfO-i'ihed .. theanalyst..tb..~t the e-mail had been (fefet~q pern]l;)inently 

~r~~ :e (~~mnauthorized oata Retentio·~····· · ········ · ·········· · ···················••• • •• ........ ........... < .... :::.::;·:·?r\ 
1 131 

- • • L · 

(U/,lfOUO)I l·foi'.: :~:o:::i~ :~-lu16wn····;.ea~g_n,-··aufo-;nated script~ q.i~ t.o ·,~ge off 
FISA data did not execute. ___ i _ _11...a .. data: ·idposito'J . "!,:he-scfri"pts did execut~.I< .. / / ~ I deleting 
data that shoul<:l .. have heen deleted o T his error resulted i1v~t.ehtion 16fFISA. data for 

I ltohger than authorized. The cause of the error was proga~!t"an iso}~ted network or 
server problem. The problem has not recurred, so it is beli eve,d-"t9"have beyh resolveq. 

(U//FOlJO)I la~;!;·i1~;;ed script~- used to age off PISA 
data did not execute in a data repository because of an iqyalid file patl/ in a modified[ parameters 
file. The parameter file was corrected and tested, and ,.d1e script ranl / lwith no 
problems. This error resulted in retention of PISA _j:lata fo r two days longer than authorized. 

l.C.2. (U) I I HHHHHHHHHHHHHHHHHH uuuuuuuuuuuuuuuuw:(tS)~;:~P.L 86-36 I 
_../ (b)(3)-50 USC 302~(i) 

l.C.2.a (U) Data-Handling Errors .... l 

(U/IFOU<7H l ··~~··~SA analyst clea~ out a newly assigned office 
discovered a FISA-aenved document dating back tLJ.: The document was destroyed. 

l.C.3. {TS//Slmff) Business Records (BR) Order 

ff S//Sl//-HF) 

I OP SeCT<l!T//Cotv:HN'f//MOFORlq 
6 

·" ... -. ..··· 
/<··/ 
(b) (1) 

... ·· 

.. ··· 
... ·· 

... ·· 

(b) (3)-P . L . 86-36 
(b) (3)-18 USC 798 
(b) (3)-50 USC 3024 (i) 

86-36 
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()3'1. (3)-P . L . 86-36 

l'OP SECRE I //COlVllN 11/NOFor<N (J:$ .. /\;3)-18 USC 798 
(bf,/~:i .. -50 USC 3024 (i) 

l.C.4. (TS//Slh'tff) Pen Register/Trap and Trace (PR/TT) Order \<'\~:> 

~-:;-~,','::;;//:~~i.--------------------------____.,,.I \.\ .. 

l.C.5. (U) FISA Amendments Act (FAA) 

l.C.5.a. (U) Section 702 

(U/~) Note: As previously reported, NSA /CSS has implemented a new process to ensure 
the uroin o FAA 702 collection that is re . uired to be ur ed rom NSA 'CSS databases. 

to ·identifa ... n.anc.o.mp!LCJ.11,t data that should be purged. All collection that has be.r;!,1 .. / 
- m-a-rk<_e_d-fo- ,-, p-11-1

0 
..... oing will be purged. ......................................................................... ................... .. ........ /-" 

\ 

(b)(3)-P.L. 86-36 

l.C.5.a. i. (U) Unauthorized Targeting 

(U/WOUO)I l·-.an .:tJ:~A analyst learned that a target selector! ,..I 
the United States. After addit ional research; the- ao~lyst discovered that the selector was .· 
detasked because the target was no"longei: ... offoreign intelligence interest. ./ 

: :::ffie:::sel:ettQL::~as. mi.st~keiify "retask~d. The analyst ....... 
._d_e-ta_s_k-ed- th-e- se-1-ec_t_o_r ----.-A-.J-l _co ...... u· ection .. .has .. be~~~:1naiked::::tdi:pitrgtrrg ::~~~Q;;;µg,;:f:~l?.2~:.ts were 
issued. . ........................... (bl (3)-P . L . 86-36 

............. 
············ ............ 

(U/~~...,. ··affNSA. ai~~i' .... st learned that a tasked selector noted to have 
been associated with an individual 

The selector was immediately ....,..._..,.......,..... __ .,.,..........,... _ __, __ ,....-_________ __ 
detasked; no coll ectioi.1 .. 0-ccu rred . 

.... ··· 

.... was una e o con 1rm rn .e 
... NSA. obtained· ... Zt .. des~ruction waived / .. I to .... ··L-----.-....----, 

...... retain the ....,. ___ .,... _i""':e-p:-o:r .... ·ts::i~S..t.1~4 1... .. .. f:t1av~ .. peen cancel 51g./ 
...................................... : ... ::::::::::::::::::::::::::::::;;:;;;;:::;;:::;;::::::::::::::::::::::::::::::::::::::::::;;::::::;;,,,,,/ .... 

(b) (1) 
( b) ( 3) - P. L. 8 6-3 6 

(b) (1) 
(b) (3)-P . L . 86-36 
(b) (3)-50 USC 3024 (i) 
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(U/ ·as.N..~.A compliance perso1mel reviewed the ._I ___ _ 
incident fm1her, they discovered that selecfQrsthat .. :w~re originally detasked were mistakenly 
retasked under FAA §702 authority. In addition;O:neW:;:~¢.~~~~~rs .)Y.ere tasked erroneously) All 
of the selectors were detasked. The collection has been markedtof'purgt:ng:;;JJ.JJ,~;:P2 repo11s were 

issued · ....................................... ::.:·::::::'.;;'.'.'>.":::::::::::::::::ii·\(b )(3)-P. L. 86-36 

(U//FOUO) I ! NSA"folnp'iTa~~~-·p·~·;:~~-~:~·el were np.tified ··hy···~n IC 
agency that a tasked selectod JThe selector was 
immediately detasked. The collection has been marked for purging , and no repo11s were issued. 

(U//FOUO)I Ht .. w~.~ .. discovered that a tasked selector believed to be 
associated with a valid foreign intell igence ta1:gef' · ........... .. .....__ ......... __,_ ____________ _ 

I IThe .. seleQl9.LY.v.~~ immediately detasked ; no collectiolt .. occurr~ . 
..................................................................... . ................ . 

(U//FOUO) it was· .. diseo~~;:~~Ct'i~at:::a::s-ei:ec:mcb:e.li:ev~ •• ;f P-: be:::as.~ocia.tea 
with a foreign national . ................ ..,,,::':::''''"'(b)(1) 

.__ ______ ! .. The .. se ectOY\V~iS 1mme iate y etas ' . Tle co ect1on 1as een mared fo(b)(3)-P.L. 86-36 
purging , and no repo11s were issued. 

(U//FOU9.)I I an NSA analyst l ear~_~<LthaLJtasked selectors were 
associated with"a USP. Although another brancll. .analysrhad access to information about the 
targe(s .. u:·s. citizenship, the analy$.t..neglected .. to pass the information to oth~r...analy.st.s: ··c=J 
.$.el-ectors were det~§ked"! ! ... Noncoi:npliarrt .. data"h~i's .. been marked for 

........... purg_i.ng, ... and"no .. i:~po11s .were· issued: .... · .... · ..... 
. . .. .. .. . ............................ ' 

t6}:~~~~:~:;[:;::~~~~~L::::::::(U/f.F0:H@.)J I an NSA analyst discovered that a target' s e-mail 
"·....... selector had" been ··improp~1:I ).' .. faskea· .. under .. FAA .. p .02. .. b~9at1.~.~ .. ~~rgeting procedures were not 

·.......... fo llowed. The selector was d'efaskedl I and data:··col lected I I 
"·t I has been marked for purging, no reports were issued. 

l.C.5.a.ii. (U) Tasking Errors 

(U//FOUO) --N."SA analysts 
discovered that incorrect e-mail selectors had been tasked because of typog'faphical errors. The 
selectors were detasked, and all noncompliant collection has been marked for purging. 

·· ... ·· ... 
(U//FOUO)I 0 l···anNSA .. ana.Jy~J .. t.~.~ked0e,,m;iil selectors in.eoq:ectly 

because of ~ ~ erro.r., ... The .analy..st..d.e.t.a$.k~4Jh~S.:~I.~¢.!9.1'.:~::?.1~J hnP:::,::::: .... 
collection occurred . .. .. "' · ::::::::::""'":::'"'''''~p)(3)-P. L. 86-36 

(U//.FOUOJf l· NSAa~~i;~~~- discovered that[] 
selectors had been tasked without information indicating that the targets were located outside the 
United States. All selectors have been detasked, and noncompliant data collected has been 
marked for purging. 

(SNREL TO USA, FV£Y)I lan.N.SA analyst erroneously dual-routed 
collection oQ .sele.ctornJ<:>.}.q .. ~?.encies before confirming! I 

................................................................................................................ 

TOP SEGR:ET//COMJ~JT,l~J:cW~J 
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(b)(1) 
(b)(3)-P.L. 86-36 



............ 

.... · ..... {t?)(1) 
.. ....- (b}(3)-P.L. 86-36 ....... ··· 

.. ....- (b)(3.)-50 USC 3024(i) 
......... · .......... 

Tor ~~CltE'f//COMIH'F//·HOFOR:tf 
·········· 

·········· 

.... ·· ..·· 

:.the selectors were 
._e_m_e-rg_e_n_c_y_d_e-ta-sk .... e"""a"""··:~~~~~~~~~~~~~-A-1-1 -no_n_co_m_p-li-a-nt-da_t_a_colle~t~d · fi'oln·l------

201 1 has been marked for purging. 

(Uh'FOUO) I l··an·NSA-·analyshncarrecd y--rn:skea .......... ·selecifrirs::··· · .. '.'.~~(b)(3)-P .L. 86-36 
associated with a valid foreign intelligence target. The errnx..occuned .. beC:~ilie ················ .. ···::: .. ....-

1 lsel·ect(ri's·· wei:e· d..~~~sk.ed tind 
data collected I lhas .. been marked for purging; no reports 
were issued. 

~~~i.--:+++-~~, ~~""W :··anNSA··~maiyscilof~g]iaV:e(io:::ihe'::""{b)(1 > 
United States by a foreign.--_ ....... _______ __.'"""_.-..... -..... -.... -..... -..... ---. ..... ""All"s~'fectors ·except one (b)(3)-P.L. 86-36 

were detasked ·· .. The .error was discovered 
T 1e results were deleted , and no reports 

were issued. 

(U//FOUO) ·an.NSA. ... analyst incorrectly tasked a selector 
~~"='":"~--r------------------~-----------------, associated with an FAA §702 target. ':::----:------:-~~:"1"'"....;--. _____ ..---".'"':":"~ 

I collection I l +f:~=:~:iasdetasked •••• ·;·,, .;;,;~~;;;; ;;,'.~·)fb)(3)-PL 86-36 

(U//FOUO) I l .. anNSA"'a~~i·;;~~-··di~~yffred:::th:~~ i .. : :::. 1 :~€r~~~~ rs had ... n6t 

been ro erl reviewed and had been tasked u.nder·the,:inG-Ort'eci"FAA §702 Ce1iification L' ! I 
----""."T""------~----·· ... _ ..... r-'··· · ·Tl~~.:select6'f's ... were detasked I rand data 
collected h~i's .. been marked for purging. New procedures I I 
___ .... lhavebeen implemented to prevent future occurrences. 

•'"(b)(1) 
.(b).(1) ...... (b}(3)-P.L. 86-36 
(b){3kP.L. 86-36_... (b)(S.)-50 USC 3024(i) 

l.C.5.a. iii. (U) Database Queries 

(S//Slh'R:EL TO USA. FVE!')I ...................... .. : ....... <I~-~ analyst , using a selector associated\\\ 
with a USP approved byl IFAA 705B, performed a que1y in a raw traffic database \ ... 
contai ning FAA §702 data. The error occurred because the analyst neglected I "I 
would have prevented the query from being run against FAA §702 data. The results of the query 
were deleted , and no repo11s were issued. 

(U/lf'OUO) I 1·<)!1 NSA analyst perfo1~.'~-~9. ... a.que1y..irGrawll'affiC" ........... (b)(3)-P.L. 86-36 

databases using a U..~~ ... i.51..~DJ.ifier... ... .The·qiJ.ertTetlf(fied '"'i:·esiifrs, which were deleted I r I ,........................................... .. .......... .. 
•·· ... 

(U//FOUO) I l···an..NSA ~nalyst submitted in FAA §702 and E.O. 
123331 ~-.. rnw..t.r~.f.~c database an .. o"Vei:ly ... ?ro.ad .. 9ue1y that could have returned USP 
data. Upon realizing the mistake;··rhe ·-analyst£~.nceleCl"theJ:ru,~1y before it was completed. 

l.C.5.a.iv. (U) Detasking Delays ... . ..... ·::::::·:.:::::::::::::,:, .. (b)(3)-P.L. 86-36 
··········· 

·········· 

(U/lf'OUO) on l INSA;nalysts discovered thal~FAA §702 selectors that 
should have been detasked for noncompliance had remained on tasC I despite 

To:t' ~~rnET//COMitff//HOFORlq 
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attempts to detask theml l ·Altho~.1gh developers have not been able to 
duplicate the problem, they have developed new software .to ... revent . .fu.ture occurrences. 
Validation of the software has been completed, and :::a1:e:::s:Qft:war.e..Jrnd been 

deployed at all affected sites. All noncompliant col ect1on ms een m~1_'~':~ ... ~°..'.: .. P.~l.:iiri£'.::::::::'::''"":::::: .. (b)(3)-P.L. 86_36 

(U//FOUO)I ~atrNSA' .. aiiaiyst ... b~~~~~~· .. ~~~;~··~~1at he mistakenly detasked 
a similar selector instead of the selector associated with a target who was visiting the United 
States. Upon discovering the mistake, the analyst immediately detasked the correct selector. 
Collection was deleted , and no repo1i s were issued . 

(SHSlhm:L TO USA, FVEY) 
selector for a valid foreign intelligence target 

·an-NSA .. ·anar··st fiiilea .. fo .<leiask::a::::: ::::::::::::::'(~)< 1 > 
he"t:Fni't~d States on (~)(3)-P .L. 86-36 

...._ _______________ ___. Tlfo .collection was deleted , and no repo1is were 
issued. 

U//fOUO NSA anal sts discovered that the selectors for a target remained on task even 
though ... ······:: :::::'(6}(3)-P.L. 86-36 

United States. The selector was overlooked when the responsib.iJity ... for .. coVeifog .. thetaige(was / 
transferred from one analyst to another. The ta.r_get .offrce·1s·iii1plementing .. chai1g~st6"ensure that 

transfers of tarnets tet~e.~1.1. .. ~nalysts· an:!· sea11~~ss. Nonc?.~~~pliant ·aat~ W.1.~.~cti611 1 I I _has been marked for purgmg . ................. · ....... ..... 
........ ········ ... ···· 

(U//FOUO H l icw~~ ·discovered th.<,tt .. a1f'a~alyst who had been notified that 
his target was in the United States. had failed to detask·the target' s selector when he had 
detask~d other selectors associated with a mi ss.i.offll{~t was being transferred to another office. 
The selector was detasked I l··:Noncompliant coll ection has been marked for 
purging , and no repo1is were issued . 

(S/f.R:EL TOU£A, FV~Y) I l it wa$. .discovered that an FAA §702 selector 
remained on task after a detask request had been issued .. Th.~ target was 

·the Uni.ted.States... ...'.f.he.efrO'r::0:0c11ued because 

...._....,.,.-.....----.--....----................ ......---.-----'t:h~urgeney .. ofihe.defosk::·i'equest:;:::::Non~~R~~·~~~mn:, ··(b)(1 > 
collection has been mar -e for purgmg , and no reports were issued ...................... : .. ·::··: .. ·:.. .... ·":: ..... ·:::):::" (b)(3)-P.L. 86_36 

(~t/ML 'fO U~A, FV:E7tj I ......... · l ·aii'N$.A.,,~~~~y:~i::: i~·~~~~~d)J1aff ::: ... : f~~~·:ctors 
associated with a target visif.i.ng ... the ·Unifed Stat.~s .remained on task. The··aiialyst-"learned from 

I hharlhe .. target ha.g .. a1·1=iveff .. l'n the United StatesJ ..... ·/ I/ Becau se of 
confusion about the deta§,k .. reque·sf.submitted I h lie selectors were not detasked 

I l···Noi1eompliant collection has been marked for purging , and no reports were 
issued . 

(~Nlt:EL 'fO USA, FV-EY)I l·.ap NSA analyst di scovered that the FAA 
§702-authorized selectors for a valid foreign intelligence···U!,rget remained on task after the taro-et 
had arrived in the United States I 1 ..... 01.1. .. the basis .of informatio .· 
I lthe.Un~~ed ~tates, the an.alyst detaskeCll l~~le~tor~ taske~" 
I ........ . ..... J ... How..t.:y~r, because of a·tack .. 2.£ coo~.~~1'tl~cahon ~:~tween 

............... ··············· .... ... .. .. 
.............. ::::::::··:::::::::::~:;~;;::;;, ..... / .. 

(b)(1) 
'f()fl S:EatE'ft/eotvnNT77NOFORN (b)(3)-P.L. 86-36 
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analysts, the analyst did not 
No nco mp liant data has been'--m-a""".rk-e"""d,...fi.,...o_r _p_u-rg...,.i1-1g- ,-a-n"""'d,...n_o_r_e_p_o_rt_s _w_e_r_e ..,.is_s. __ ~t-~""'" .. ,,-,.,,,-..... -_ '.'.'.'.-:::::-:::;:-;;1;"""';i1;;7' (~ )(1) 

...... ,,,,,,:::''"""''""'"""'""'::::: .... .. ::::::>:;::>":./" / (b).(3)-P. L. 86-36 
(S//REL TO USA, F\'£ Y) I ............... ··:::l:::ari :&§X:::a;i)~1ysc1e.~:9ci{:ihat .. a,:::te1 /c~ot; .... ·. 

associated with a targ~t.. .. v.isitin "l~~ :United" Sfates re11.1.ained·()'n ta..sk::::::ffie·"anal y.s(bec~lne aware 
tharthe .tar$l.e the"United .States · 

1-------4the·afiai ·st ~detasked ·· ·· 

"fia w-af in the proces.~:\>f being; approved. 
'"=,....--..,...----,,.,...,...--..---..,...--..--------''--------_._----. 
The analyst did not take action t :.· upon r~ceiving 
notification ,....... t e analyst/fmmediately 
re uested that it be detasl\.ed·:"""Although initial"'information revealed that the visi(would take 
---------·-·su_ .. h_· s_e...,t_1e_n_t_inf?.9nat.ion 1:evealed thatj ~he United 
States "No collection or re~_ortmg occurred . / ·•• 

tbll~'.::: · : ' ::::6v!~~r~i:~;:~;:~~~; ~~;;;~,; ~~ ~!;~n~~~~!:~!is'.~:'~~f~~~ed~;~b;J 
"·...... onfirmed the target's permanent residency status The 

ana yst to ... l;<? nfirm that the green 
card remarne va 1 . T 1e taiget-.. s.e. .. ~ctor was etas -e · NSAanaL sts have 
been advised that, in situations in which ·b)(1) 
permanent residency status of an FAA §702 target, they should detask the selector while (lh)(3)-P.L 86-36 
matter is being investigated. (b)(3)-50 USC 3024(i) 

(U//rOUO) I ~ .. anNSA .. a:nalyst .. discoveredmthauhe s.elect.or .. for a va.Ji.~ .. 
foreign i ntell i gen ce target was o v erl oo k edl f d·~!<.t~~tog::::o:f hioi'e:::tfoinl:: ''.'.'':::::f :::::::::::''('6) (3 )-P. L. 86-36 

selectors that were fo llowed by an amtl.ysL.who.t1ad .. left:The"'offlce. The sel.~ctor .. -was"Cietask ed0 
I l .. Data .. c6Uecie<l l lhaS'been marked for purging , 
and no reports were issued. 

(SNREL TO USA, F\'fPlH l .. an .. N.SA analyst discovered that the 
selector for a valid foreign intelli<rence target remained on task'aftei:.._the target had arrived in the 
United States .... ·An.IC..ag~µcy officer discovered info"tmatiQ~1 about the 

the .. Un.ited ... States.I... ...... m........ H:mt::d:i-d:::noLµs.eJhe proper .. notification 
._s_y-st_e_m- to_p_r-ov""""1_ e_t ... i·s information to NSA. The selector wa·s ... defaskeo ) .................................................... ::::::::b :r· 
N I. II . I b k d .i:: • d · d ...... · " (b)(1) oncomp iant co ectwn ms een mar ' e ior purging, an no reports w~_i:~Js..su.e ·:""'" _ _.... ... / / (b)(3)-P.L. 86-36 

(~//&EL TO USA, FVEY) I .. }afft-8A'"~'.~'ai'"":t .. realized.-tfi~~ ... hdl~(\d ....... \ 
failed to detask a selector for a valid foreigo...intelligence target he \ 
United States on .... Afh 1 h h ffi AA S702 \ 
selectors associated with the target ......_ _____________ ,.......... __________ _ 
The analyst performed an emergency detask ,..no collection occurred . ......_ ______ ..... 

(S//R£L TO USA, fV~_J.)-1 I during a review of FAA §702 
selectors, an NSA anal .st .. diseovered that a valid forei<rn tar<ret 

.............. ........ ·· 

-the analyst ,retjuested 
...-::::::::::::::::::::: ...... al1 eme1..._r,g-_e-_}1-_fY-.. -- ~~ .. ~-.ti:l-.. ,s~k-... o~.f:-..th-e-.. -.se-l-ec_t_o_,r. __ _.. ______ ..--.. B-. e-c-a-~i-se-o-::-f -a -"'miscommu-nication, 

.. fi::::................................................. ···········································::::: ....... ·· 

(b)(1) (b)(1) 
(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36 

l'OP SECR:ET//CO:h>HtIT//~JOFORn 
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the selector! l···AH--noncompliantf.M . .§.?..92 data 
collected 1------------.-lh_a_s .. -b-ee-n-.. marked .. · for··purcrin(j'~ .............. . ... ::::::::::::::::::::::'::::'!!!"'""i(b)(1) 

b b ·:;:::;iiilli;i;li!·"" :: 

.... ·::.::::·· (b)(3)-P.L. 86-36 
(Sh'RfL TO USA, F\'£Y) I .. .La:rrNSA''"analyst discovered that th~ \ 

selectors for a valid foreign intelligence target:::r.eiTiaihed .on task after the target's arrival in th ! · 
United States. 

:the::a:rral)ist had overlooked the selector. Data collected 1---....,...---. ......... __. ...._ _______ ___. 
1aS"been marked for purging, and no reports were issued. ------ ............................ ::::::::::::::::::;::::::;:::::;;;:;•"(b) ( 1 ) 

(SHREL TO USA~ FVEY) I l .. anN~:t.\:::~:iialY:st· di ssc:>.:y~ecr=t.~~fthe(~)(3)-P.L. 86-36 
selector for a valid foreign intelligence target rema..~n.ed .. ontask ·after the...target?.:s·"arriya:rih the .. 
United States. The target office l1ad ... rnceived'.info~mation ................ :::: ...... · ,...·:: . ....-

theUriifed .... States; ........ ,.,............ ·NSA had publi'shed a report 
stating that t e target the' United States ._I .....,....,..... ... _· ·---" ~_..._ ..... _ ___,......,.,...,....---..,..... 

The delay in detaskinrr occurred b~cau se·"the taro-et anal st was out o.fthe,..-6ffice and did not read 
the information _....Tht{selector was detasked on 

...._ ______ _. ·arid collection ha.s been marked for purging . 

(U//:FOUO)I 1 .. arrNSA-·anatyscdi'scovet¢d:::tliata::5e:iecfor::J'd:Ca'Ta\':&'~)(3)-P.L. 86-36 
had remained on task after co_l_1.~~~-i.<:>.t.1. ... bad ... been-assessed t ·................ .. ............................ · .. .f-' 

I l·The··atralysfwho tasked the selector had l_~ftthe-office and, based on the ....... 
assessment of the collection, the current analy~.t...bad··nofbeen fo llowing the target. The s~Iector 
was detaskedl paHCcollected I Hrns been 
marked for purging. 

(S//R:EL TO USA, FVEY) I 1-.-an ]\ISA analyst discovered that I J 
l"lseJector.~. _for _a valid foreign intelligence target remained on"fa.sk..after the target had entered . 
~nited States. 

~he.Unite~. C ... Si.talat~.~.sij .... : ... ===:====:=::::::=;:=:======::=:r· 7 11 ~Noneompliant data .. collected ..... ::....... "'. ... ::: ... :.. .. .... ::: ... :.. .. . .. ::: ... :· .. -i1~s.J5ee11.:mar:ked. ·fQL ... :;;\/ 
purging. ·: " :: ...... " 1(b)(1) 

. ....... ·· .. ·:::.::·:........ /i (b)(3)-P.L. 86-36 

(S/iREL TO USA, F\'£Y) I l .. ah"NSA .. ·a~aly.st .. di'sc~~ered that ~d ~-
mail selector for a valid foreirr n intellirrence taro-et remained on ta.sk .. -after the target's arriva:i !1n\ 
the United State ' ' 

selector was detasked .. and collection has 
...._ _______ ..... ------------

been marked for purging. 

(U/,'FOUO) On c::::Joccasio11s .... fr..<:>•:1.1. I l .. NSA .. analyst s incorrectly 
tasked set ecto rs fo 11 targets..by .. usi.ng ... Q_t,1_t_~-~!~9..:·:~ources .. of.infQ.m~.~~-i.?. n indicating. that the 

I targets were Iocatr~0o~::~;l:~~t~:~:~ .... States . .... !..~.: ... ~~1:~~r.?.·'.'~»~:··=·:~ .. ~~~~~~~-· .. :::::::·· ............. : ........ ~~~:: .. @~Hi~:('b)(3)-P. L. 86_36 
marked for purging. . .......................... . 

(U//:FOUO ~ l ·arrNSA' ·~~~Iyst tasked a target's selector without 
providing information indicating that the target was located outside the United States. The 

TOP SECRET//CO~H~fffftJOFOR:tf 
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selector was detasked I 1::~:~1.q:::IT.QUQQl11p1irurr::data:f ............................................................. ::::::;;;,;;;;;;;;Ft9)(3)-P.L. 86-36 
,__ ____ __,~has ·bee1rmarked .. foTpi:lliing. ... ·:: :: .. ::::::::...... / 

I. C.5.a. v. (U) Data-Handling Errors ....................................... ········ / 

(U//FOUO)I l·NSJ\::::~~~~~sfs discovered that LJ.files that /.re 
collected under FAA § 702 authority and . .had .. ·been manually inserted into two dat~t?ases y$ere 
accessible by analysts who were.11otdeared for FAA access. The data had been in~~rte~ into the 
databases I l·bui the error was not discovered i These 
databases are rarely accessed ... Qnce the "error was 
discovered , the analysts purged the files from one database and the associated ·arcJ1ives at'l.d 
moved files from the second database to an appropriate database accessible only by"FA.A-2l~ared 
analysts. No inappropriate access seems to have occurred. "· ··..... \..._ 

(U/ IFOUO) I l·affNSA· .. analyst .. sent .. ane-mail .. eontainingww ............. ::.:::;·: ·~· ..... :::;:, 
. c. . b l d k' fFAA ' 0 l . d' 'd l l d c. h ......... ... ·(!?)(3)-P.L. 86-36 
H11ormation a out t 1e etas -rng o §7 2 se ectors to an rn 1v1 ua not c eare .... 1or·t e ........ • 
information. The error occurred because the analyst mistyped the e-1m1}J .. addr-ess ... for tb-e"Correct ! 

recipient. The analyst requested that the individual delete t_l.~~. e~mair .. · .......... ... · 
... · 

(U//fOUO) I J .. aifNSA analyst discovered _g.uti~g a database audit 
that FAA §702 data had been shared with personnel not authorized to ·feceive the data and 

.. ··· .. ·· 
The error occurred because analysts failed to follow proper, .. pfocedures for processing the data. 
The data was purged I ! ... Training on the proper handling and 
dissemination ofFAA data was conducted. 

......-(b)(1) 
"t b l ( 1 l _........- (b)(3)-P.L. 86-36 

l.C.5.a. vi. (U) Overcollection (b.) (3)-P .L. 86-36 _........- (b)~~)-50 use 3024(i) 

--+-~~t-9FA-+f"i~,-P-'n'i'i'¥ti.-------... NSA compliance pers91tn~~ .... were notifieJ \of 

overcollection of FAA §702 data 

.. •·· .. •·· 
.. •·· .. •·· 

.. ·•·· 

---~~~~~~~~~~~~~~~~~~~~--
·The noncompliant collection has 

been marked for purging, and no repo1is were issued . 

(U/ /FOUO) On oceasions ... fHHn ::N§.A:J~~P:~g,,,,t,~~~,Lu11 ........ 
i nci den ts had···occu rred. · .. · on,:::~ach::occasion;::::: .. ::::;;;;;;::;;:::::::::::::(b)(3)-P. L. 86-36 
overcollection occurred when orr::tai'gefod ... s.el'~ctor~ .. Y.f::~!.~I 1 ....... 

resulting in matches with valid FAA §702-authorized selectors_. ... .Tlw::n.O:frcoinpliant collection has 
been marked for purging, and no repo1is were issue.c.I ....... ···:::::::::::::::::::: .......... . 

············ ·············· 

(U//¥0UO)I ............. ········ FNi~ .... l~~;.·ned of the overcollection of FAA §702 data 
from I l··The overcollection was due to an unknown system glitch causing a selector 
flagged for detasking to remain on task. The noncompliant collection has been marked for 
purging, and no repo1is were issued. 

Tor ~:ECitE'f//C01vHtIT//nOFO~l 
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l.C.5.b. (U) Section 704 
........ (b)(1) 

I. C.5. b. i. (U) Tasking Error .... ....- (b)(3)-P.L. 86-36 
....... ....- (b)(3)-50 USC 3024(i) 

-t"'1t1tfi~--Ffrt;.+i+~,-~ ... -~ -~ .... ~ .... 4!_ _____ ---'l··<lofl.··NSA analyst mistakenly tasked an FAA 
§704 selector for collectio1 ~hkh is not authorized under FAA §704. 
The mistake was discovered and. the sele~i"oT .. ~as immediately detasked: The 
collection was deleted ___ __.·········· ........... ............. ··· .......... ··......... ........... ·· ...... ........ . 

........... ············• ··········· .... 
··········· ............. ·········-.. · ... . 

.............. ·········· · .... 

....... :;:::·;:::::::;:;:~~~~'8~7P.. L. 86-36 

l.C.

5

.c. i. (U) Detasr-k_o_e_ia_y ______ ......... i\ll&~~"~~:~:; -discovered that ~lectors~~:~;;FM 

l.C.5.c. (U) Section 705(b) 

tlie::united States·°fhat da had not been detasked as re uested--
....... _ ........ _ ........ .-,... __ .... T~h~e-d~~-ta-s~k-d-.,e.,,..i~y occ9rred "b.ecau se . . · ... 

ftet°i1ormal du.t.y--ho~1rs The selectors were 
L.,.-e-ta_s_e ........ ----'----, .... personnel have been counseled on the after-hours procedures for 
handling tasking and detasking requests. No collection or repo1iing occurred. 

I. D. (U) Other 

l.D.1. (U) Unauthorized Dissemination_ ....... (b) (3) -P. L . 86- 36 
....... ·· 

(U//FOUO) I !-"~document containing data collected under SIGINT and 
Information Assurance Dual Authorities was posted to a wiki page and accessed by individuals 
who did not have the appropriate training necessary to view the data. When the incident was 
discovered, the system administrators restricted access to individuals who had the Dual 
Authorities training. 

l.D.2. (U) System Error 

(9//91/i'REL 'f9 USA, FVEY) A targeting database failed because of a configuration 
errod l·eau.$.~ng the delay in the completion of detask requests for.llF AA 
§702 selectors until the probfent··was .. ~_i_scovered I tThe select_o{s ~etasked 
I l ··Data. .. c.Q.I.l.~~ted during ·this· tim.~ .. has been marked 'for pm:g.f"iig, and no reports 
were issued. Modifications hav:e-·been-·-mad.eto cor.rect ·the database\ erro{ 

......................................... :::::::··············· .. ""~\ ........ · 
(b) (1) I.E. (U) Counterintelligence Activities ( b) ( 3) - P. L . 8 6 - 3 6 

(U) Nothing to repo1i. 

l.F. (U) Intelligence -Related Activities 

('fS//91//~iF) To reduce the risk of unauthorized telephony collection and prevent 
violations, NSNCSS has instituted a process that gives analysts greater and faster insight into a 
target's location. 

.... 

. ...... f · 

(b)(1) 

..·· 

'fOP 3:ECR:E'f//Cffiv:HN'fl/MOf"OitM 
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(p).(1) 
(b)(3)~.P . L. 86-36 
(b)°(3)-SO.!,JSC 3024(i) 

. · ... 
· .... 

·· ....... 
· .. 

·· ....... 
· .... 

· ... 

I ·1 Collected 

data was purged from NSA/CSS ' s principal raw traffic repositories when ·--~~~1~~~~::':::::::'''.'.'.:f(~)(1 ) 
...... ·· ..... ·· ...... ······· / / (0)(3)-P.L. 86-36 

' b "{.3)-50 USC 3024(i) 
.-------------------~-----~------""".· -~-, \ ..... .... · 

·NSA.anal e::.·i'i.rnil selectors 
thi s qua1ier. ....._ _________________________ ___. 

Collected data was purged from NSA/CSS's principal raw traffic repositories when required. 

(U/ff OUot In D instances; .. database access .. was .. ii'ottefi1iiriatei:r.:::wheii ::a:c~~.Ss:::was"~\d ( 3 l - P . L . 8 6-3 6 

longer required. Although not considered viol~~!pns ... ofE:0"···t 233'.f.oi.::r.elated ·&iectives, the 
accesses were termi~~~~., .... Jn.addition;··thifre ... wasl l·ofunauthorized access to raw data 
and0 instances·"of account sharing during the quarter. 

II. (U) NSA/CSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(U//FOlJO) During the third qua1ier of CY20 1 l , the OIG reviewed various NSA/CSS 
intelligence activities to determine whether they had been conducted in accordance with statutes, 
Executive Orders, Attorney General (AG) procedures, and Department ofDefense (DoD) and 
internal directives. With few exceptions, the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSA/CSS activities. 

11 . A. ( U //~OU 01 ........... ......... .. .. ... :::····::::: ::::::::: ...... ·:::::::::: :'.'.''.·:::'.'.~'.'.'.::::::::'::,::::::~::{6) (3 )-P. L. 86-36 

(S//REL !.9. .. Y..~A, . FVff!t} Dnring"fhe.}o!··~!joinspectlOii···;:;-o ···· l f.~:91~:l 1· 

0 ,·-the-JO.irispection team rev.~-~-~e.d .. theIO'j'.i"rogram, IO training, and ~p.pli'cation oflO 
standards in the SIQlNT-1n i·ssfon activities performed at the site. Tl}.e--team assessed that the 
I Jto·p ·fogi·am Manager had developed a strong IO p19grain and is doing a good job of 
tracking IO training. The team found that some I h5.ersonnel have not completed their 
mandatory training. A survey conducted at the site revealed excellent knowledge oflO 
standards but some weaknesses in the understanding ofIO authorities regarding the handling of 
raw SIGINT and minimization and dissemination standards. 

11 . B. ( U//FO UO) .. ::::::::::::::::::::: :::::::::::::::::::::::::::::::.:·::::::::':::::'::::!""(0.)(3)-P. L. 86-36 
.................. ········· ········ 

(S/AlEL TO USA, f.Y~Y) .. As .. patt"ofthe"}ol'fit .. 'ia··i~~p~ctio1ro~······ · ::: ................ f 
I l·-the .. Jfffrispection team review~cJ. .. the·IOtfrogram, 1_9..tr-afiung, and the 

application oflO standards in the SIGJNT·111ission activities perfofii1ed at the site. Overall, IO 
inspectors found that I lhad established an IO pr9,g.ra11i .. that is well led , well documented, 
and sustainable. They also found that thel 1 .. ·wc>"i·kforce had a good understanding oflO 
training requirements and responsibilities. 

'fOP 3:ECR:E'f//COMfH'f//HOFOR1q 
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11.C. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to repo11. 

11.D. (U) Congressional and 10 Board Notifications 

(0) Nothing to repoti. 
. ....... (b) ( 1 ) 

/ (b)(3)-P .L. 86-36 
11.E. (U) Other Notifications / 

""(Sfflff')- N SAICSS has notified th~ A~·: d consensual and nonconsensual intelligence­
rel ated collection activities associated .. with USP hostage and detainee cases. The AG was also 
notified of onel l·tietainee case involving USPs. 

Ill. (U) Substantive Changes to the NSA/CSS 10 Program 

(U) Nothing to repo11. 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(U) Nothing to report. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related 
to 10 Programs 

(U) Nothing to repo11 . 
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