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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

14 June 2011 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U//FOUO' Except as previously reported to you or the President, or otherwise stated in the 
enclosure, we have no reason to believe that intelligence activities of the National Security Agency 
during the quarter ending 31 March 20 11 were unlawfu l or contrary to Executive Order or Presidential 
Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as 
amended. 

(U//fOUO} The Inspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and 
counsel. These activities and other data requested by the Board or members of the staff of the Assistant 
to the Secretary of Defense (Intell igence Oversight) are described in the enclosure. 

A 2QO~ 
GEOR~RD 
«r:~cr~ 

MATTHEW G. OLSEN 
General Counsel 

(U//l=OUO) I concur in the report of the Inspector General and the General Counsel and hereby 
make it our combined report. 

Encl: 
Quarterly Report 

/:ef:lEifi 
General, U.S. Army 

Director, NSA/Chief, CSS 

This document may be declassified and marked 
"UNCLASS!FIED//Fe1· Official Use Ouly" 
upon removal of enclosure(s) 

@Ip proved for Release bv NSA on 12-19-2014. FOIA Case# 70809 (Litigation) 
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I. (U) Intelligence, Counterintelligence, and Intelligence -Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the Quarter, 
as well as Actions Taken as a Result of the Violations 

A. (U) Intelligence Activities Conducted under Executive Order (E.0.) 12333 
Authority 

(U) Unintentional Collection against United States Persons (USPs) or Foreign 
Persons in the United States ....... . 

.......... .................................. (b)(3)-P.L. 86-36 

(U//FOUO) During the first quarter of ~_a.J~ndar ... year·2orr'(CY2o·i"ii ... s ignals Intelligence 
(SIGINT) analysts in Oinstahces ... inadvertently targeted or collected communications to, from, 
or about USPs while pursuing foreign intelligence tasking. All intercepts and reports have been 
deleted or destroyed as required by United States SIGINT Directive SP0018. 

1. (U) Targeting ..... ··::::: .. :::::::···:::••::::::::::::::,,::'"'!''"''" .. ·~~~_g~-P.L. 86-36 

(Sh'REL l'O USA, FVEY) I l·· art.::NSA:::~naiy·;;::·~~~;~~~~ .. tl1at the select~":;:::{ai:. .. a 
valid foreign intelligence taraet remained __ .!.<i.Sked while _.~_b.e·tai·get was in the United States \\ \ ..... 

·Collection .a ·afr1st the tar et' s selector was sus ended\ On\ 

·Afl traffic collected was destroyed 
._a_1_1 .-1-1o_r_e_p_or"""t-s -w-e-re-1s-st-1e....,.... ___ __, ...... -.. -... -. :: -: ... -.... -.... ,-,,,,-:::: -"::"""'·::::""':::::""">·"""'· (b)(3)-P .L. 86-36 

...... ... ... . . . ········· ····· . .... ·· ; 

(U//rouerl l·an-NSA .. ·a:~~I.Y.~t::t.~skecl""ail"e~~~~ii · ~~j·~~~o.1: ... for ·a \;~l·i~ .. f6~:~ign . 
intelligence target while ~-~-~.Jarget ·wa-S-ih.ihe United States. The s_(;!leet6(was dt:~asked onD 

°(b).(1) I l····No ·coITection occurred. ....... ... ........ _,.... .... 
(b}'(3):-P.L. 86-36 ........ · ... / 

"··:.::-..... (~//R:EL TO USA, FVE7ij I l ··~fri·".NSA analyst learped,...that one selector for a 
----...:::::::_·..... . . . . ... . . 

Collection 
agamst t e se ector was suspen e ··an no reports "Y.~re. .. 1ss.9~d:::::::::::"'"""" ....... ... {b)(3)-P.L. 86-36 

(U//FOUOJ ·anNsA··analY..S.i:::~i'iseo~~:i:~d::::fh~;··;~~~~;~,~:~ -·~:~~·~;ated with a US;\\ 
had been tasked 
I J.··The. selectors were detasked ..__ ______ .......... 

.. ·•· 
~_........ .__ _____ ..... 1--.~n NSA analyst learned tl)a(~ selector for a valid foreign 

.......,=........_=.._.,...,........_........,.........,......_""'"'isked ··.~hile the target wa,~An the United S..t.l:l.tes,·I...,...____, ____ .... 
·AlL.traffiG .. was delett'.d·;· and co l _I~ct.ioff"against the selector was 

.... s_u-sp_e_n...,.d-ed-:_-_-_-_-_-_-_-_-_-_-_-_-................. ::::::::::::::::::::::::::::::::;;;;,,,_/:::::::·::.. . ................... .. 

(b)(3)-P.L. 86-36 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 

Declassify On: 20320108 
Tor ~:ECitEl'//CO~HtIT//xttOFO~l 
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(SitREL TO USA, FYEY) I l ··anNSA .. arralyscteal'n~C.t:::tJiaLa::sere«~for:::a:s:~8cl'ated'.b)<1 > 
with a valid foreign intellirnce target ~~m.~i.ned . .tasked··whi'te .. Uie .. fa·i:get was in the United State~b)(3)-P.L. 86-36 

from I _·J .. I 

I l I rNo .. collect-1-0n ... occu.i:r.ecL. ........ .$~:::. · · · 
......... ,.•!;. 

(b)(1) 
2. (U) Database Queries / (b).(1) (b)(3)-P.L. 86-36 

/ (b)(3)~p.L. 86-36 (b)(3)-18 USC 798 
...--------. / "·... (b)(3)-50 USC 3024(i) 

(£,Lt~L TO U£A, FV~Y)I jl~nalysts perf~l'm~ overly broad or poorly 
constrncted database ueries that tar<Teted USPs. FOl'· .. ~xam le, these ueries used 

·· ........ . . .. ·· 
which producecLimprecise .. r.esul.t.s.. ·. the queries returne.d _... 

... re_s_u,....lts ........ r""""om the database. The que1y results were deleted, and no repo1iswel:el's'sl.led: .. ·· (b)(1) 
Procedural errors contributed to the followin<T incidents. (b)(3)-P.L. 86-36 0 

(b)(3)-50 USC 3024(i) 

D (U//FOU9H--------.... I an NSA analyst queried raw traffic databases using 
an ~.,nral'l selector associated with a valid foreign intelligence target but without 

.... ···ex.eluding dates during which the target was in the United States. Al l resu lts were deleted 

.:::: .......... ··I land no reports were issued . 
... ···::::: ....... ··· 

.,:<~::::::::;:: : : .. : .. m . ................... [l. ......... (U/lf\0~ .... QnE)aecasions· NSA 
~(~~).~:~·: .~::::~6-36······-analyst.s. q.u~r.i.~d raw traffic databases using selectors associated with USPs. On each 

'%;;·.>·· ... ····· ....... :::········ 9ccasion, the a·n°ill)/sfif fleglected .. to .p.~.1:form the required research on the selectors before 
.... \\ "........ ············ .... p·e.iio·n:nir:ig the queries. No results wer~···;:efiifri'ed"fwm·Dof the queries. Results from 

\\:·:>\ ......... ··the .remainlrig··O queries were deleted and no reports were issued. 

\ .. ~<:;'.(;: .. -....-.... ·· ....... 0-..... (U/~·~lJo) -1 I an NSA analyst performed a query in a raw traffic 

\:\ \ ~~=~::c~~:~u~:~~~~;:~1;::~:~h;;'!1~~:~el;::'~o:~e~~~d d~:~;:~t i;:~o'.:e c~~~~:~~ 
\ .. \ .. \::.... -........ to see"·whether results were returned. No reports were issued. 

\\.._\\.~::·::;:~\\\(.µt~ouci)-1 I a SIGINT analyst queried a raw traffic database using a 

\ \\ ... <> ... sd~ctor associated with a valid foreign intell igence target but did not exclude dates 
\.._ \. \.::-<;iurl·ng which the target was in the United States. After submitting the que1y, the analyst 

\... \\ Y~nelhpered that the target had been in the United States during the range of dates 
\ \\sti·b~nitted and deleted the query before results were returned. 

·d·\ ·~:Q;:~~-1 I an NSA analyst queried the selector of a valid foreign 

D 

\.._ infolli'gence tar et in raw traffic databases after the selector had been detasked because 
" \. \._\._ The query and results were 
delet~d dti and no reports were issued. 

(U/W~~~~I Ian NSA analyst performed a query without limiting the 
date rang~ in a raw traffic database for a USP that had been approved for targeting , 
thereby cal~sing collection on the selector during an unauthorized period. The collection 
was deletecf-·I I and no transcripts or reports were issued. 

'fOP 3:ECR:E'f//COMiN'f//MOf"OitM 
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D (U/tfi'OUQ?·I I an NSA analyst performed Communications Metadata 
Analys,is,...against known USP selectors in a raw traffic database. The analyst believed 
tha,t·-t'he Supplemental Procedures Governing Communications Metadata Analysis, which 

,...au.thorizes communications metadata analysis without confirming the target' s location 
,...,../ outside the United States, applied to the raw traffic database. No results were returned 

,.,..."'/ from the queries and no reports were issued. 

//_,.// D (l}.//:f.QOO) I I an NSA analyst queried a raw traffic database using a 
.,-:;;;;;;,:::::::::·::: .. :::::·:·,, .................... selector associated with a valid foreign intell igence target but did not exclude dates 

{!l),~~:~i~,,~~~ · r~:'.'.~~ :::~CJi ffietargei wj~:~!~~~~~;~f~ause the irialys1 · misunde~<>od 
"\::::-.:.-:::::::::::;:::_<=:::::;:._ lfoi. ~he-datab..<:_l~:.._9u e1y. Al I co 11 ectio ~ .... was''f>"iI(g·ect,,by and 

·-...::---.. "·.::::-... rro::r~po1ts ·-wyre issued. ·····-- ...... . 

..._<:::::~:\ .... -~-::::::::(U/1~~ .. :·: .. ::::-. ..... I a SIG~- ~~~~iysfranDqueries against a raw 

\ . ., ........ traffi~"database withotJJ limitili:g---th~ results to foreign data. The queries were deleted on 
\\.>I land r~liirne~ .. no re.sults:-- N? __ repo1is were issued. 

D ........ HJf/FOUO;···-{):,tsJ occasi on: "·[,:~-in l ·--·-..... l SIGINT analysts 

qtl·~Fied raw traffic data.bases using selectors associated with"USJ?._s. The analysts 
negie.cted to perform the"required research on the selectors before .. perfo.qping the queries. 
No resi.1 .. ~ts were returned fro.ihc=J>f the queries. Results from the remai~'ingl I 
queries \\z~re deleted and no repo1is were issued. 

D (U/lf~"I I an NSA employee, while conducting training, ran a 
demonstration query against a raw traffic database using a selector associated with a 
USP. Although the query returned results, no USP data was collected. No repo1is were 
issued. The example was removed from the class and instructor notes. 

D (T~//~l//R:EL TO USt.\ .... ~'J~Y) I 
C5W1'):::'''::::::·:::::::::::::::::::: :::::::::: :::::1 

(b)(3)-P.L. 86-36--........ "r-

1

---------------.-

1

--------------' 
(b)(3)-50 usc 3024(if ...... ______________ ____.· No reports were issued. 

3. (U/l.fOUO, _I _____ !----- ....... 
··········· ...... ., 

i 

1_¢n 

-P.L. 86-36 
.._------------------------------!"D'n"O"l-18USC798 

B. (U) Dissemination of U.S. Identities (b)(3)-50 USC 3024(i) 

(SffSl/fR:EL TO USA, FVEY) The NSA Enterprise issued I 1 -~IGINT product reports 
during the first quarter of CY2011. In those reports, SIGINT analyst·s .... ~ncluded information that 
identified USPs or US. entities onl ~oc.c~_~ions while pursuing foi:ei_gn intelligence tasking. 

........ "· .... ··.... "\>>·.-,, 
TOP ~~CR~T/JCOMJ~JT,l~JOP~J (b)(1) 

3 (b)(3)-P.L. 86-36 
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In0 SIGIN.J ... Products. such disseminations were found to be improper, and the reports were 
canceled as NSA!Cssl lanaly_sts learned ofUSPs, US. organizations, or 
US. entities named without authcfriza:tion"" . .AJL.data in. the ·cao.~eled reports was deleted as 
required, and the repo1is were not reissued or wei.:e·l'eissued .. w.i.t.f.i""prope.r _minimization. 

.................. ······ ...... . 

C. (U) The Foreign Intelligence Surveillance Act (FISA) 
.............. ········ 

·· .. :;,"""/(b)(1) 

1. (U) NSA/CSS Title I FISA 
I (b)(3)-P.L. 86-36 

a. (U) Tasking Error 

(~;YitEL TO USA, f \ £:gY) ! . NSA analysts 
discovered that selectors associated with targets authorized under Foreign InteUig.ence 
Surveillance Court (FISC) Orders remained tasked after the targets!....__ ___ ,_, ____ _. 

.. The ... .selectors were detasked./ On one-...occasion 
._th_e_r_e_w_a_s_n_o_co- l l-e-ct-io_n ___ C_o_ll_e_ct-io_n_ fi_·o-m- th_e_s_e .... lectors .fo i~··me .. remainin.gObccasi on~\.Y!aef 

purged , and no reports were issued. ··· ............ ····················· ..... > ... ./ 

(SHREL TO USA, FVE7tj 

b. (U) Database Queries 

'(fi}(1) 
\\J-P.L. 86-36 \\use 3024(i) 

ll 
:1 
ll 

·.·. 

(SffREL TO U£A, ¥VllY)I l·anNSA analyst perfonnedc=Jlueries onO 
selectors associated with FISC-authorized targe!.sl ·............... I raw traffic data~ase that \ 
contained E.O. 12333 collection. The querie.s---tiid not return l'esult~ and no reports were issued. 

-+Em"'*IHi~i.e---H-!3-l'!;z::::::~~tL----.an.NS,A::.~~~Jy~t performed a query .. ·:·~~ .. ~l~~ ... sele0t0.r. .. foraFI.SC~ 
authorized targe, a"i·aw traffic.dafahase"Without-·festr.ictiog. his seaich .. to . ._t.lie .. \ 
.----------__,....,F=l"""S...,.A_co__,,1 .,..1.e-c~tion. No results were retrieved by the que1y·:· ............................. ::.::: ... (b)(

1
) 

·· _.../ (b)(3)-P.L. 86-36 
c. (U) Data.~·Han·d ling ~rfors 

: ...... · .. ···· 

(U/IFOUO}l J .. -a.SJ.9.INT analyst posted FISA information to an incorrect chat 
window that...-is nof authorized for FISA .. data .Tl~_e analyst notified his overseers of his mistake. 
Chat po_sfs·'age"-~ff after 48 to 72 hours . 

.. /:<:: ....... .. 
p· 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

TOP SECRET//CO:M'.EHT/i~JOFOffiJ 
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... · 

(U) {TSHSih'MF) Nothing to repo11 

3. (TSffSl/;'~'i;) Business Records (BR) Order 

l '"T' - ..., ... ..... 

AU/I .Jill l'IL 11 

4. (U) The FISA Amendments Act (FAA) 

a. (U) Section 702 

....... ··" (b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

.~·:::: .... ··· 

........................... ······ 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

i. (U) Unauthorized Targeting °(b)(3).-P.L. 86-36 
····· .. 

. ... 

(U//FOUO) Note: As previously reported in the 2010 Second Q~;·ane.i:. Report, NSA CSS has 
implemented a new process to ensure that FAA collection that is required t(;lep1.1rged from NSA CSS 
databases is purged ·· ... ro idenr(/j; non
complianr data that should be purged. All collection that has been marked for purging will be purged. 
Data that is marked for purging is completely unusable or inaccessible, even (/the data has nor been 
physically removed at that time. 

(S,'fSWREL TO USA, FVEY) An e-mail selector was tasked I lu.pder FAA 
§702 without sufficient justification that the target was located outside the United States ..... The 
selector was detaskedl l·Nocollecti.Q.l_l .... 2~~~-1:.1::.~ during the tasking p·eriq~ . 

( S l(~~i TO USA, FVE Y)I l .. an·NSAanalyst .. discovei''ed .. :~ ·1;:;.f.:ifi~::~:~1eci9,)~::::;!,.i!i~B)( 1) 
associated with a valid foreign intelligence target remainedJask.ed·whrle .t:he.-targ-et .. W.as .. ·ilitbe''' . -Jb)(3)-P.L. 86-36 

United States. The error occun~? .... ~~9ausej.-··············· .. ···· I 
I IThe··setector was .?.~tc1ske<l l······ ...... l""'Collect19:!:1::ffom CJ 
I l·hafl)een marked for P.~rging :· No repor~~):Yei'e issu~d-_ 

.··· 

(S//R£L TO USA, FVEY)I l ·zfiiNS~···analyst di~.c;o,Y,~t:~~(~'.~~at o ··;electors 
had been tasked without sufficient information to determine the . .tat,g¢Ps location outside the 
United States. The selectors were detasked I ......... t ''.'.Afi FAA §702 collection 
associated with this selector from I ll'(~s:::6een marked for purging. No 
reports were issued. . ............ 

(S"h'ttl!L TO UM, l'W"rj t;;rlr:~: anillyst discovered that a selector hall 
been tasked without validation that the target '_.s·-l'ocation was outside the United States. The 
selector was detasked I J/ Non-compli ant collection has been marked for 
purging. No repo11s were issued. 

(U//FOUQ.H I an NSA analyst retasked a selector without following tasking 
pr?.s.edrfres, including verification that the target was located outside the United States. The 
... · 

(b)(3)-P.L. 86-36 
TOP ~~atE'f//COMfHT//·HOFOR:tJ 
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....... :· ·::."· ... """" 'tbl (3 ) -P.L. 86-36 

selector was not detasked because by th~Ji1ne·the··efrol:· -;a~ ~.isceveiec( additional NSA tasking 
had been crea~_:9. ... ~nd ... app-mved f .... .... l .. NQ' ·d~ta was collected I 

1
l 

I I -- M\~ ............ (b}(3)-P.L. 86-36 

(b)(3)-50 USC 3024(i) 
(~WR.EL TO USA, FVEY) I l·an .. ]'\fSA analyst discovered that an FM §702 

selector remained tasked while the target was in the Un.iled Stfl_tes between I ' \..,I 

" 1 I ! 
t-----------..1."""T,.,..h_e_s_el,...e-ct-o-.r..-.w-.. a-.s-... d.,....~-Ja-... s..,.. __ ~-.~d..,.._J..----------.-l::...,,: :N'""'<o-. ..1-1 ... :::-.C.-Q.-,!.l-P.,,.,li-an- t-... c-9...,-!llectior 

from 1 I has .. been· .. markeJ:: ro:i:::p-ifrgfrig::; :No:::a~po:rts:::wel:e'i'sstred:;;;;;;;:;;; ;;,, ; ,; .. i(b ><
1
) 

'b)(3)-P.L. 86-36 
(U//f'OUO)I 1--~H! .. ~SA staff officer discovered that selectors, a roved for' 
E.O. 12333 tasking, had erroneousfy .. been tasked against FAA §702 .. The 
detasking request was submitted I J .. b.~1-~ detasking was 11ot complet~.d-· tf~!il-

1 1 ·No ... co.lJ~~t.ig.1.1. occurred , and no reporls .... wer.~.i.~sued. / ...... ·:::::: .......... .. 
..................................... ............... ····· ... ::::····. : .... ·· ... ····· 

ii. (U) Tasking Errors .............. ·:.:.:~::~'.'>:> .. ib),~~;~~-.L. 
86

_
36 

.... 

(U/hFOUOrOnLJccas'i'Ons "·. NSA analysts 
discovered that e-mail selectors for valid foreign intelligence targets had been improperly tasked 
under FAA §702. Because the tasking error rendered the selectors invalid , no collecti~m 
occurred. The selectors were detasked. . .................... \ b l ( ll 

................ ........... (b.)( 3)-P.L. 

(SHSIHREL TO USA, FVEY) I J··anNsA· ~~~i;·~t ··~iscovered that an incorrec;\\\ 
e-mail selector had been tasked. The error occurred because the analyst mistyped the selecto"1:... 
and tasked an unassociated but valid account. The selector was detasked I "I 
No data was collected. 

\ bTt3l ·"'.P ... ~ . 86-36 

\\.. (uJ/F(ffiO) I l. an NSA analyst discovered that a selector tasked under FAA 
\\ §702 was invalid. The last digit of the selector had mistakenly been excluded. The selector was 

\\ detasked the same day. Detasking was also confirmed that day. Because the selector was 
\\ invalid, no collection occurred. 

.. ............... ·::>(b)(1) 

86-36 

.................. iii. (U) Database Queries 
\{ b ) ( 1) 

(f) ( 3) - P. L. 8 6-3 6 ······· _.......- (b)(3)-P.L. 86-36 
_........- (b)(3)-50 USC 3024(i) 

... ........... 

... an-NSA analyst performed a.-d~tabase query ~;;.;.;;..;;;;;;;;;;;......;;;....;;._;;;...;;..;...;;o_.;;_...;;;;..,;;;..L,.1, _______ .,.......r 

uslfig a selector associated with a .. :USP . The analyst ..._ ____ .....,... _____ ..,....._---..-----~ 
neg e~ted to per orm t 1e required research on the selector before perfo.rrfong the quety. The 
query ~.as also overly broad, I I/ No results were returned 
from the ... query. 

(Uh':f'O~" I I an NSA analyst queried on a target ' s selector in a raw traffic 
database without first researching the selector to determine whether it was associated with a 
USP. The query returned results that associated the selector with a USP. No repo11s were 
issued. 

TOP ~~CRET//COMHJTh~'OFOR:H 
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1v . (U) Detasking Delays ··:::>''°t9)(3)-P.L. 86-36 

(U/ ll'OlJo9.) l!<:<:ause·· 6f iiechni cal problei.ivi~ ·~ N SA ·~:;.:~·iOn system, collection continued 
oiQselecfors authorized under a FIS..C .. Order that expired .. ! ······... I The selectors 
were detasked I j---Tbe technical problem was resolvea·I I 

(U/~) I 1-an.NSA analyst discovered that a selector had remained tasked 
for collection after the selector was reqti"ested ··to .b.~. detasked from FAA §702 collection on o 

I J ... The .. selecJ.Qt: .. ~~~-.. 9 .. :.1.~_sk ed I !:: N:?::::~~ta was co 11 ected fi_9.n1 
I l ............................ ::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::·::;;;;:::::::::::::::::::::::::::::::::::::::!jl!··/·· ..... · 

····"""'""'""" .... ··:::·· (b)(3)-P.L. 86-36 v. (U) Data-Handling Errors ·:::::::::::::::::::::::::::::""; ...... _ .... ···········:....... ···· .. . 

(U/ff OUO) I l ::aff:N':S:A::~ii~1y~t:::~~is~~~enl.y ···e:1n·~·il·~~--:~~-··§ 7 02 traffi ~--~(( .. _ 

I 2ersor~I ~?t ~~Jho1i red tO i'ecei ve FAA §~02 d~t~, The ~::~il s we;e recal I ed I I 

(U//fi'Ol:JO) I l··"i(Si~~ analyst .urii"i~;~~tionally forwarded umninimized USP 
information in FAA §702 traffic to an unautl1Qriied analyst. The traffic was purged from 
unauthorized databases I 1....... · {t?)(1) 

(Q')(3)-P.L. 86-36 
vi . (U) Over-collection (~}(3)-18 usc 798 

(8tl:UL 'FO USA, FV:EY) 

(tJ}(3)-50 USC 3024(i) 
....--~~~~~~~~~~~~~~~~~~~~----~ 

TOfl ~~~T//COlVON 11/NOFORN 
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( )(3)-P.L. 86-36 
(1)(1) 

,__----------------------------~(~)(3)-1 8 USC 798 

b. (U) Section 705(b) 
(b)(3)-50 USC 3024(i) 

i. (U) Unauthorized Targeting 

(SHSIHREL TO U8A, f'V~Y) ·-NBA anal sts targeted 
selectors otc:JFAA .§]05(b)-authorized targets while the targets wet . the 
United States. In both c~·ses·; .. NSA·pe1:sonnel were.--___ ...._ __ _.__ ____ __..__ _ ___, ... 

the United States. All tasked selectors assocTafeo ·w 1t .. t eJ~rg~.t.s were etas e " .. No r~ports .. 
were issued. 

.................. ··... ; ... · 
. ............. " ·: ... : . :::~-::.:::)(~; ( 1 ) 

.................. ..... .......... · .. ::./ (b)(3)-P.L. 86-36 
11·0 •'" 

ii. (U) Database Queries 
•I ,l 1 I' · •• ·•' 

(SHSWREL TO USA, FVEY) I ...... l"·ah"I'fsA··~nalyst v,yas .. ~!~~~~red to have 
queried in a raw traffic database on ~,b.e .. selecfo'r associated with a_\J.FAA.,,§105 (b )-authorized 
target ·whO'Ts located in the United Statef .. Tf.W''S'elector had been detasked 
earlier and :::l5u t the analyst did not see this 
information w 1en 1e researc 1 t e se ector e o~e .. per onnnJ.g·· t e query. The analyst deleted 
the query and the result~ 1-·~fnd no rep..orfs were issued. 

(SHSIHREL TO USA, PVBY) I k -~~ .. NSA analyst performed database queries 
on valid FAA §705(b) selectors in raw traffic databases that contain FAA §702 data. The analyst 
did not follow query guidelines, violating FAA § 702 minimization procedures. The queries were 
deleted. No data was collected , and no repo1is were issued . 

D. (U) Other 

1. (U) Unauthorized Access 

(U//f'OUO~ lmi:t·was discovered .. ·thatthe·approv alpmcess fofj .. laceesfl6'"('6)(3)-P .L. 86-36 
mission systems did not include a requirement for an operational review or mi ssion justification, 
allowing external organizations with no authority to access raw SIGINT data to view or 
download that data. All SIGINT involved was collected under E.O. 12333 authority. The extent 
of the unauthorized access is being evaluated , and a review of the approval process is under way. 
Once these efforts are complete, corrective measures will be implemented. ,......-(6)(1) 

,. ........ · (b)(3)-P.L. 86-36 

2. (U) Data-Handling Errors "",,... (b)(3)-18 usc 798 

(SllSIHR£L 'fO USA, f\il!Y} / \C~;:··;::~rcepted .:b:~::0r USC 
3024

(i) 

surveillance equipment training, in accordance with authorized,...pi'ocedures. However, the 
trainees read and discussed the contend !'father than deleting them as soon as 
the equipment was calibrated. All trainees were counseled on proper procedures. 

(U/fFOUO} I l·an .. NSA<!t.1.Cilyst queried a raw traffic database using a selector 
associated with a valid foreign intelligence targefblif"dtd .. notexclu.de .. 9 .<!t.~s during which the 
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target was in the United States. The analyst then e-mailed the retrieved data to an external 
organization. All associated e-mails have been deleted , and no reports were issued. 

(U//FOUO.).I I an NSA analyst disseminated USP information to external 
organizatfon ... s-. _W_ h_e_n_t-he_ U_S_P_s_t ..... atus was di scoy~redl I the product was recalled 
and .. d·estroyed. .. ... 

......... (~;/¥OUQ1 ... l------r'NsNcss discove.r..ed ... thatl 

..... ······ ····· 
····::::::;:::::: 

,,:;;;;;;;;;;,,,,.,,;;=:::::':: .. :: ....... ___________________________________ ___. 

(b)(3)::P:L:· 86~36 ....... . 
"··<>···.... (U//¥0U07 1 I an NSA analyst shared with an external organization without 

····· ... ··... ..... proper authorization raw SIGINT containing the identity of a USP . The SIGINT indicated that 
·······... "······t~e USP may have been a target of hostile intelligence activity, but proper approval for 

·····... di ssemination had not been granted. 

',,\\Jill'~I " l'!SAICSS attempted to validate the security of an NSA -
host,ed webpage that was m development. The existing development firewall, however, did not 
preve·Qt unauthorized users from accessing the link . The link was removed from the operational 
webpag~.s , and development firewalls have been upgraded with stronger security . 

(U//FOU~} .. I la SIGINT analyst disseminated Top Secret SIGINT metadata on 
a SECRET network. The affected accounts were deleted , and the SIGINT was purged from the 
network. 

.;::::::::''""°(b)(1) 
........ ::::::....·· (b.)°(3).-P.L. 86-36 

3. (U) Unauthorized Collection and Data Retention .............. .... (b}(3)~-SO use 3024(i) 

(SH REL TO USA, F\ 'EY) I l ·~11..NSA .ai~·~1;·;.;.. ~:i:s~~;~red that I , . . ··· ... "I 
I ................ · ······... IThe selector, ori<r inall believ~d to 
be for a valid foreign intelligenct:.Ja1'ge(was determined·.._to be for a USP on _______ an'd, was 
detasked along with otl~~r seledors for the target that same· 'd~.y. ! 

.... 
...... 

from .w_as· p,µrge • y 
and no reports were issued. ------------ ········· ... ::::::::::::,,,_, .__ _____ _. 

4. (U) Consensual Collection 
(b)(1) 
(b)(3)-P.L. 86-36 

(U/lrO~ On0occ.;:t.~ions from I ~·~SA analysts discovered 
that consensual agreement s"ailtho-rizitig the targeting of USPs had expi1:ed ... l;lnd that the associated 
selectors had remained on tasking untif.th-e ·follow..ing day. Upon discovery :·"the.. analysts detasked 
the selectors. No collection had occurred during tlle\;foJ.atio.n periods. A software)nodification 
is being implemented to d etask consensual collection selectors . aiitomati.Q~lly when the ~nsent 

. ············ ·. ·· ....... . 
··· ... 

expires. 

(U/ /f'OUSj I Jan NSA .. anal ··st .. drscovered·--rhatnrn~.i.~gjQ.::suppoff::0fii:::::;:::;;;;;;:;;;~b)(3)-P . L. 86-36 
consensual collection request had begun ·two-·da)i'S" hefore the request was \ 
approved. The analyst believed that the request ha already been approved on the basis of theD 
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....__ ________ ··· .... ···! effective dates of the consent. The selectors were not detasked 
because the approval was nearing completion at the time the error was discovered. No collection 
had occurred during the vio lation period. 

(~)(1 ) 

5. (U) Computer Network Exploitation (CNE) 
(~)(3)-P .L. 86-36 
(~)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) - -· ·~ -· 1...-------------------1 . 

\ l 0 11 <Ju i, u J 

E. (U) Counterintelligence Activities 

(U) Nothing to report 

F. (U) Intelligence -Related Activities .··········{b)(1) 
.. ··· .. · (bJ(3)-P.L 86-36 

(S//Slf~W) To reduce the risk of unauthorized telephony collection and __ prevel~t violation{J?)(3)-50 USC 3024(i) 
NSA/CSS instituted a rocess that <rives anal sts <rreater and fast~i:-·i·nsight into a tar et ' s · · .. 
location. 

en co ectton occurre , 
repositories when required. 

s pnnctpa raw tra 1c 

················:::::::: : :::::::::::::::::'.'.'."""·:::::'(~)g~-P. L. 86-36 

~--.....;..i-------~-----"'!"'!!"-----......,-----.,...<3);-50 USC 3024(i) 
..... \ 

···NSK anal 
this qua1ier. When collection 

._o_c_c_ut_T_e .... ,-.-t _w_a_s_p_u-rg___,....,...-........ .,....,....,.,..,,.._.,...s-p-r-rn-c-1p-a ..... -r-aw___,.t-raffic repositories when required. 

(U//¥0UO? Although not violations ofE.O. 12333 and related directives, inO .i_nstances, 
database access was not terminated when access was no longer required. Once ide~ti_fied , the 
accesses were terminated. In addition, there were O inst.ftnces of unauthorized acc'es~ to raw 
SIGINT andOinstanc.~.$. .. 9..f. .. account sharing during the quaii.et. ··................. " ......... 

(U/ fFOUOj I ........... i·~·;:·:~~::<l·i~~~e•:~4:::u~:~~::.~·~alysts ... w9.i:~_i;~~::··~;~d-e1;··Title.Jg ( :~·h, __ 
SIGINT/military operations) authority were exposed to raw SlGINT "metadafa;:::::'.f:he.::exp,9~~lI;~~\;:::;::::· ... 
which took lace durin<r the ::::::::""('6)(3)-P.L. 86-36 

·occu-r-ted'.hecause system automated ...._ ___________________ _, 

access controls malfunctioned. Manual controls have been put in place to ensure that access of 
data is commensurate with authorities. 
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( 8// R~Is 

I OP SEOU:T//CotvHN'f//HOFOR:H 

II. (U) NSA/CSS Office of the Inspector Genera I (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(U/IFOUO) During the first quarter of CY2011, the OIG reviewed various intelligence activities 
of NSA/CSS to determine whether they had been conducted in accordance with statutes, 
Executive Orders, Attorney General procedures, and Depa1iment ofDefense (DoD) and internal 
directives. With few exceptions, the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSA/CSS activities. 

A. (U) NSA/CSS Hawaii (NSAH) 

(U//.POU:O) During the j oint IG inspection ofNSAH, the IO inspection team reviewed the IO 
Program, IO training, and application oflO standards in the SIGINT mission activities 
performed at the site. The IO Program Manager, who has extensive operational and IO 
experience, is known to the workforce and managers. Although there are established procedures 
for accomplishing IO tasks, the procedures are not documented. Despite the considerable time 
and energy spent tracking IO training, the inspection team highlighted weaknesses in the 
procedures for tracking IO training for rese1v ists and contractors. On the basis of su1vey results, 
inspectors found that NSAH operations personnel had an adequate knowledge ofIO standards. 
They had some weaknesses, however, in understanding the I 0 authorities regarding the handling 
of raw SIGINT and minimization and dissemination standards. The NSA OIG is tracking 
correcti ve actions. Problems with inexperienced analysts constructing overl y broad database 
queries were also noted in the inspection. 

B. (U) Annual Selector Review 
'l'O USl·q FVEY ) 
l u 11t·uuu1 unaer Attorney General approved procedures, NSA/CSS is required to conduct a 
yearly review of certain I H .. Jtei:ms;:::::As::a::resntr::of the 'i 'e\li'e'w;··ino·i:e···(~j( 1) 
than c::::J-rerms·wereTefiiOved"becal.i.se the target offices concluded that they did not have (b)(3)-P.L. 86-36 

foreign intelligence value. No terms were removed because they did not have proper 
authorizations. I 
...__ _______________________ ____.I 

C. (U) Trends Noted in the Annual Review of Quarterly 10 Reports for 2010 

(U/.l110UOT The NSA OIG published a report on the analysis of trends noted in the quarterly IO 
reports for CY20 10. The review highlighted three areas in which analysts committed procedural 
errors: 

• (U/WOUO? Failure to perform required research on selectors before que1y ing raw traffic 
databases 

• (U//FOUO) Failure to fo llow guidelines for que1y ing FAA §705(b)-authorized selectors 
• (U/fFOUO) Dissemination ofFISA or FAA-derived data to e-mail aliases that include 

personnel not authorized to receive the data. 
The OIG advised the SIGINT Directorate to implement enhanced training and awareness 
procedures. 
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D. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to repoti. (b)(1) . ::::''''"'_'.'.:.:'°°({>)(1) 
(b)(3)-P.L. 86-36 .......... ··:.::::::·::::::> ,/ (li)(3)-P.L. 86-36 

E. (U) Congressiona I and\ lntelligence Oversigh! ... -~.oafd : ~:otlfic.ation~,..,...,...· ~~~t&~~~~ ~~g ~~~4(i) 
(ISllSJUJ}W)I INSA/CS§ ... notifiecl .~h~::~rrg·i:~~~·;~nal intellig~J{~e committ~~·s. of 
the unauthorized disclosure of cl_~ssi.fred infonna!ion'°f'i·om NSA reporting! " 

.................................................. 

l·NSA believes that tll.is.-dfsclosure has compromised I !intelligence sources and 
.... m_a_y_s_e ... verely affect ou.i: .. ability to provide timely and accurate foreign intelligence about activity 
I l·A copy of the notification is enclosed. 

(TSf/Sb'/~W) I l· .. J'fSA/CSS fo llowed up on the oral notification to the 
Congressional intelligence coni.i'ni.!tees regardingOincidents involving the over-coll ection of 
communications. Both incidents in:volved the acqui~hion of conununications that were 

L---------r------··...,··· .. ..._ ... ....1 .. '.f.he.Dqt,p_r.<:>.Y.i.~ed preliminary notice ?..f.t.heseD 
incidents to the FISC ..See the referenced iteiiiS"tmder .. '~Over"c611 ection" on 
pages 7 and 8. A copy o t e not1 1cat1on "i"s·:~n.slo~~d. . ................................. ·· ................................ (b)(1) 

F. (U) Other Notifications .. ,,,"(t>)(1) ~~~~;~~~8\J~~37698 
(b){~)-P.L. 86-36 (b)(3)-50 USC 3024(i) 

(S//HF) NSA/CSS has notified the Attorney General ~-Oconsensual and nonconsensual 
intelligence-related collection activities for USP hostage or detainee cases. 

Ill. (U) Substantive Changes to the NSA/CSS 10 Program 

(U) Nothing to repo11. 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(U) Nothing to repo11. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to 
10 Programs 

(U) Nothing to repo11. 
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