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MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/lf'OU~ Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U//-FOUO~ Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that intelligence activities of the National Security 
Agency during the quarter ending 30 September 2010 were unlawful or contrary to Executive 
Order or Presidential Directive and thus should have been reported pursuant to Section 1.6( c) of 
Executive Order 12333, as amended. 

(U/fFOUO' The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

GEORGE ELLAl{JY 
Inspector General 

M~~~2E~ 
General Counsel 

( b) ( 3) - P . L . 8 6-3 6 

(U//f'OUO' I concur in the report of the Inspector General and the General Counsel and 
hereby make it our combined report. 

Encl: 
Quarterly Report 

This document may be declassified and marked 
' 'UNCLASSIFlED//For Official Use Only" 
upon removal of enclosure(s) 

ti:&~ 
General, U. S. Army 

Director, NSA/Chief, CSS 

fl\pproved for Release by NSA on 12-19-201 4 . FOIA Case # 70809 (Litigation) 
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violate Law, Regulation, or Policy and Were Substantiated during the Quarter, as 
well as Actions Taken as a Result of the Violations 

A. (U) Intelligence Activities under Executive Order (E.0.) 12333 Authority 

(U) Unintentional Collection against U.S. Persons or Foreign Persons in the 
United States 

(~ttlt:EL 'fO USA, FVEY) In this quarter, there were Oins.t;mces in which Signals Intelligence 
(SIGINT) analysts inadve1iently targeted or collected commuriTcaliOJ}S to, from, or about U.S. 
persons whi le pursuing foreign intelligence tasking. AJI intercepts ancl .... i'epoi:_ts have been deleted 
or destroyed as required by United States SIGINT Directive (USSID) SP00. 1, ,~,;:::; ,:'.;;;1\( b ) ( l) 

····: ::::::::::::''.'"::: .. ··::.// l b ) ( 3 ) - P . L. 8 6 - 3 6 
1. (U) Targeting ...... ·:::::::::::::> · ,.. ./ \ 

(TSl/SllfREL TO ffiA, FV€Y) I fiii~~~:::1y;;~;~c6~;:Jhat a \ 1ephone 
selector for a valid foreign in~~lligeri§e:...targ~t remai9.ed·tasked while" the ta1:Set was in\1he United 
States. The tasking ~rror"6§fJ..trred·"because inf9rn1ation that th~ .target l ~!1e United 
States onl .................. l·was not properly .co1riinunicated. Th.e ... selector 'V.'.4:S detasked onl I 
LJ··"There was no collection betw,ee1fl ........ .1r The target depa11ed the 
United States o1 1....... ................. / 

(TS//Sb'i'REL TO USA, FVEY) I l"~n NSA analyst ~{scovered that a selector for a 
valid foreign intelligence target remained tasked while the target was in the United States. The 
tasking error occurred because the analyst overlooked the target';£ selector on a list of selectors to 
be detasked. There was no coll ection from I rthe period of the visit. 

(T~//itEL 'fO USA, FVEY) 
--~~~~~~~~~~~~~~~~~~~~~--

NS A analysts discovered that they had tasked telephone selectors associated with U.S. perspns. 
The tasking errors occurred because information identifying that the selectors were associ~ted 
with U.S. persons was not included in the source information when the selectors were tasked. 
Al l coll ection was deleted, and no reports were issued. ,,,,,,,,,,. .......... :::::::;::::7 \\.b l ( 1 ) 

........ ::::::::: ,, ... , .... ::::"" ......... ·: .. ...- ('b ) ( 3 ) - P . L. 8 6 - 3 6 

(TS//Sl//REL TO USA, F\7EY) I la1rN'sA''~·~'~l;st disc..cwe1:;i...-1i~at an e~-~11ail 
selector for a valid foreign intelligenc.e .targef'iei11ained tasked while..the .tar.get was in the Ui\ited 
States. Although the. ... ~naly.st the United States o~D 
I l thelasking error occurred because the an~I_ys(erroneously believed that the \ 
selector woufd be detasked by another team. The .. §ele·faor was detasked I I All 
collection was deleted , and no reports were i~sued . 

.. ·· 

ffS//Sl/~W) I lan .NSA analyst discovered that telephone selectors for a 
valid foreign intelligence target (tasked under E.O. 12333) remained tasked whi le the target was 
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...... ········· .···· (b ) (3)'"..:.50 USC 3 0 24 (i) 

in the United States from--------......-···-···· ... / ··~he taskinc:r error occurred because ~-~~"·analyst 
overlooked ... ·· .. 

....._ ____ ___. ··No collection resulted from the tas~ing. Because the di scovery was made after 
the target depatied the United States, the target' s sef~ctors were not detasked. 

(SHR:EL TO USA, FV-EY) I INSA analysts discovered that 
selectors for valid foreign intelligence targets remained tasked while the targets were in the 
United States. The tasking errors occurred because! ..... ······lwas not being 
reviewed on a regular basis. Because the discoveries w~1fe mad~ ... afterthe targets departed the 
United States, the targets ' selectors were not detasked .. .... ·l(-t;··;···(··~ l .. 

....... ! .. ········'( b) ( 1) 
. .. ..... ....- / (b) (3) -P.L ...... 86~36 ( b '-) (3) - P . L . 86- 36 

2. (U) Database Quenes .... ' (b )\ .,( 3 ) _ 50 usc 3024 (il 
/ .... 

(S//REL TO USA, FVEY) On0 6c~;;.ions;···aiiaTy·~i~/p~rformed overly broad or poorl .. ~...._ 
constrncted database querie~Jhat .. ·pofontially targeteP US. persons. For example, these "queries 

.. f- af pro uce unprec1se resu ts. n · t 1ose occasions, t 1e quenes returne results 
..,._ro_n-1""""t"'"1e .... database. The query results were deleted, and no reports were issued . Procedural errors 
contributed to the following incidents. 

f (~ti5th'R:EL TO USA, FVeY)I I .. ~ SIGINT analyst queried a raw 
traffic database using telephone selectors associated with·.~ valid foreign intel ligence 
target when the target was known to be in the United States:·<fhe analyst self-repo1ied 
the incident on l lto ... a .. n .. ~uditor, who also noticed the ·q.~1ery. All results were 
deleted, and no reports were issued............................... ·· ....... . 

f (Shi.REL TO USA, FVEY) On 0 occa.sig_r,s betwe·enl .. I 
NSA analysts queried raw traffi c databases .. i:i'sli1g ... se1ector.s as:S:Q~iat.ed._y.ritfi"{T. S. p.efsons. 
The ana~yst s negle~ted to perform the required research on the sefecfot§·::?.~fo'.E~ (·~ l < 

1 
l 

perfo rmmg thequenes. Allresu ltsweredeleted. ··· · (b)(3)-P . L . 86-36 

f (S,L/SJ-HREL TO USA, FVEY) I l·-a"SlGiNT analyst queried _.ci raw traffic 
database with telephone selectors associated with a valid foreign intellige~1'ce target using 
dates during which the target was in the United States. After submitting/ the query, the 
analyst recalled that the target had been in the United States during the)·ange of dates 
submitted . All resu lts were deleted, and no repotis were issued. · 

f (S//SlhR:EL 'fO USA, FVEY)I f an NSA analyst 

f 

continued to query a raw traffic database using selectors associated with a valid foreign 
intelligence target known by the analyst to be in the United States during thi s period. The 
analyst misunderstood the procedures for que1y ing selectors in a raw traffic database. 
The queries did not return any results. 

.__ ____________________________ ............. ?J.~~~ked··· 

TOP SECRET//COMfiIT//MOFORlq= 
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the selec,t9.r.sl !the United States. The analyst 
fctil.aj::lo·I lthe United States. As 

.... ····:::::::::::::::a·iesult, traffic continued to be retrieved during this period. The analyst deleted all 
·•""''''' :::::::: ······· results from the .. q~.:1:i.:~ .. .?.':1.~~ ... tb.~H~rrnr .. .was discove1:edj I No reports were 

(~ 1 .· ;t~~ - ~ - a:;~~;;~==~ ~6 USA; H~Y)I INSA analysts initialed 
- ·. ····\;;;~~< .. ;::.···. qiieties.in. a raw traffic database using e-mail selectors associated with the same valid 

'''::::::::~~~:::::'.?f~~::e!&.~ intelrif ence. ... ~~.1:get without realizing that the target was in the £!nited States as of 
·.:::f···· .. ::<:::::·:····..... _The erroi·· .. occi1i.:1~.~d because the target's travel to the United States was not 

pfoperly ::-c9tffmu.[licated within the··ana)yst ' s office. All results from the queries were 
de1eied· .. Q11I I and no reiJorts. .. :w.~r.e issued. 

"•· f (TS llSJ!l~:~i>'I9 ~~:;~:;::·~;(~"Y)j ...... T~·~NSA··an~Jyst queried raw 

.. traffic databases ·ihi1:1g telepliori.e .... selectors associated with a valid foi:eign· .. int.~lligence 
.. :·. target that had been a·et.a~ked bec~ii$~ .. pf the target' s arrival in the United State'S'o1c=J 

l . I The error ·ocqmed becati:st tb..e target' s arrival was not properly 
communicated within the offfoe .. AH resuits ·:\;\t:er.~. deleted, and no reports were issued. 

' ·t Cf S//St/iR:EL TO USA, FVEY) ~··N'SA. analy·~;···;~i:l~~i::::f~ 1n a 
· · raw fra[fic database for telephone selecto.rk·~_ssociated with valid foreign intelliaence 

taraets 'Who were in the United States betweeti·· 

be ore de a1im(1 overseas or temporary uty. The queries and all results 
were 

---~~~~~~~-

and no repo11s were issued. 

B. (U) Dissemination of U.S. Identities 

(TSt/Sl//REL USA, FVEY) The NSA Enterprise issued I J$IGINT product repo1is during 
this quarter. In those repo11s, SIGINT analysts disseminated com11it.1nications to, from, or about 
US. persons or entities on l l .. o.c~asions while pursuing foreign lhtelligence tasking. In a 
total ofO·.SIG.:I.NT products, such dissei'nina.tions were found to be impn;>per and the reports 
were canceled as .. NSAI lan..c,t\,Y._sts learned ofU S. "p~rsons, organizations, 
or entities named without authoi:itatio·n ..... A.JI data in the"canY.eled reports wa·s· .. ~eleted as required, 
and the reports were not reissued or were reisslfed· with.prope~;"lniniJJ~ization . ........ .. 

C. (U) The Foreign Intelligence Surveillance Act ·~ ;I~·~) ···::::::::"·· ......... :::::::::::::"> .. :·:·:;::,.,. 
(b) ( 1) 

..... ····· 
(b) (3) -P.L . 1. (U) NSA/CSS Title I FISA .. ··· 

.. ··· 
.. ··· 

.. ··· 
a. (U) Tasking Error .. ··· 

.. ··· ......... 

(TS//Sil~W) On I l··afr.'t'i's.A. ... :~1alyst discov~.r.ed···fi~~~··i I selector 
authorized for tasking and collection under an NS:f.\ ·Foreign Intelligence Surveillance Court 
(FISC) Order was I l··flot a valid foreign intel ligence target as was 
originally believed. The telephone selector was included in NSA' s FISA application in error. 

TOP SECRET//CO~ffiff/~JOFOffiJ 
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"fCW SECR:ETl/CO'.t\>HNTHHOFOR:n <b\ :·oi -18 usc 798 
(b l \).) -50 USC 3 0 24 (i) 

.............. I.h~ ... s.e.lector....was..detasked ·on),_ ____ _,I All collection was purged, and no repo1i·;....:~ei:e 
~~g~-P.L. 86~~~1ed . \\\.::\"· ........ 

...... 

............ 
/~ ~ 11 l' T / f l\]"J:<\ I 
'. j.,Jf ----· 

................... 

authod·~ation, ... 
All coll ~ction will be purged, an·~ no reports were issued./ ........... ....-

-(TSf/SE/~~}I \. Ian NSA analyst 9'!scovered tha.tl . ....-
1 l -b~ a vahd foreign rntelhg epce target in the Vnited State~..:were task~_d .. without roper 
authorit The error occurred becau~e an NSA FISQ10rder whit h was renewed o 

spec..i.fied that only ... ....-
._ ____ a_u"""'th-o-ri,.....zed i:mdei'"the -or.der c6uld be tasked. The.- "revio.us· order allowed--c6Ifection and 

... ·. <Not all -~11.elrl!J·ers .. o.f.tti~. cotrfd"'be proved to be 

"r------..----....,,,.... ____ - ..... ,..._ a.~~-tho1\~ed u9~~':.J ·~::Pr __ ~,L::; .. _were detaske_~- 1..------. 
·AJl ... quene·s.::ao,ct'.r~.su.lts wer~,.dele_ted , ... a~1d--·n·o reports .w ere issued. ! ,./ 

.... 2-. _(_U_) -Fl_S_A_A_m ..... endments Act·-~;~::p;::;:,~ .... A~~:::::::;::;;::::·:::<·:::::: ....................................... :::::::::: :::--:::,'_'.·;·_;;::;::J'{~,.l ( 1 > 

(b ) (1) . ...-...- ' (b .) (3) - P . L . 
. (b ) (3) - P . L . 86- 36 .. /::./ ' \_ 

a. (U) Section 702 (b l (3) -50 usc 3024 (;i..l- .. ...-// 

i. (U) Unauthorized Targeting 
" ........... .. ... ··· ... ·· . 

... ·· ....... ·· 
... ·· ... ·· ........ ..:::: .... . 

{"fS//3I/fR£L TO USA, F\"EY) I 1-"aii NSJ)..-afi~lyst used outdatkd foformation ;·o. .. 
task a selector for an FAA §702-authorized target. Th~.-setector was detasked! onl I 
A purge request is pending for all FAA § 702 collepti6n from I .. f 

......... · 

(S//REL TO USA, F\'EY) Onl h1~ NSA analyst used outdated] foreig1mess 
verifications to task a selector. NSA discovered the error od f and the selector was 
detasked the same day. No collection occurred from I f 

(T~t/~l//RBL TO USA, F\'£¥) OnLJ~casions between,__ __________ ...,. 
0-N.~A analysts discovered that selectoh .. for valid foreign intelligence targets remaineq 
tasked wtlile ·th.~ __ targets were in the United States .... _ The errors occurred because informatio.h 
revealing the targets'. . .t_ravel to the United States wa·s-..i1ot reviewed. A purge request is pending 
for all FAA § 702 collecfion .when the targets were in the .. United States. · 

ffSllS!ffiU:L 'fO USA, FYE~I ···... f:~s).><li.scovered that an indivi4a1 
believed to be a valid fo reign intelligence target··w~~ a U.S. "pet:§ol'I-,. .. _The error occurred because 
information revealing the target' s U.S. citizenship wiis--not reviewecl ... CJ.e-mail selec~ors 
associated with the target were detasked ocl . LA ~'tlrg~::·r.~9-u.~st is pending for 
all FAA §702 collection I l '"''•::,,.::··--.. ::::: .... >... • 

.... ,, . ,,, ,<:::::::::::i;~:::i~;i\./ 
( b ) ( 1) 

86- 36 

I OP ~~cttET//COMfNT//·HOP~ (b ) (3) - P . L . 86- 36 
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,. (b) (3)-18 USC 798 

/ (b) (3)-50 USC 3024 (i) 

(T91/SIHREL 'fO lY.3A, FV€Y) I I-an NS;.:alyst discovered that the 
selectors associated with a valid foreign intelligence target .. le,~1~ained tasked when the target 
entered the United States on ·· .. .A.,Jthouc:rlv'ihe··aQalyst was aware of the target's 
I lthe. U:ni.t.~.d States 1.r.e anaiyst.) .ncorrectly believed that an 
NSA FISC Order allowed the·target .. to.r~inarn on s 02 faskin.:g wliilt(_ the target was in the 
United States. After realizing the error, the .a'iialyst·detask.ed the selectors.:._ ... A.purge request for 
FAA § 7 02 co II ecti on I ·l:and:::09 :!':~P?rt..s.·\V.~J:.e issued . 

.. .. . ::: ·::"·.:.:.:.:::::::~:::.: .. :.:~ .. ( b) ( 1 ) 
············· 

....... ··············· . / / (b) (3) -P.L. 
, ........... . 

, ......... . 
, ......... . 

ii. (U) Database Queries 

·a:rrNSA··~~al st performed c:Jrtie~ies on a .sel.~ctor 
associated wi .... th_ a_U-.-S-. -p-e1-·so_n __ ....... ____ ----.:_ :aw.J1.:affi c database, I · · ... ·I 
containing FAA §702-derived data. The analyst was una.ware·that_the targe.f ~as a US. P.~rs6n 
previ~u sly targeted under §704 and §705b authorization and failed to·\1,rify7t.h.~ .. ~~le,9.to(.before 

86-36 

queryrng. The analyst deleted the query and results o~ J .... (bl ( 1 l 
.. (b) (3)-P . L . 86-36 

iii. (U) Tasking Error (b) (3)-50 USC 3024 (i) 

(TSHSl//REL TO USA, FVBY) I INSA analysts discovered 
that the selectors for valid foreign intelligence targets had been dual routed to an Intelligence 
Community customer under the incorrect FAA §702 ce1i ification. The selectors were detasked, 
and a purge request is pending for all data collected under the incorrect ceiiification. 

iv. (U) Detasking Delays 

(TS//Sl//REL TO USA, FVf:Y) I I N$.~ analysts discovered that, as a result of a 
system tasking problem, collection against an FAA § 702--avt~orized target continued D days 
after the selector was detasked. On I hhe .cc.t~i se ofthe ... system tasking problem was 
identifi ed and corrected. The probl_em affected_C=Jo~et:~:¢.1.~~!.°. ':s: · .... A:l:tJ.·::···· l::~·~t:ctor~ have 
been properly detasked. All FAA §702 collection associated with thrs ·probtem:::h~S.::.b..een marked 

for deletion. . ... ::::::::::·: : ::::::::::::.:;.~ .. :::;~::' ''.\i ~ ~ ~ ~ ~ -P . L . 

(T~//£11/REL TO USA, FVEY) I l ·NSA .ait~~;;,ted· co1 . M~task O e-
mail selectors associated with a valid foreign intellig~nce .. larget; h.owever, detasking was 
unsuccessful and collection continued for O adclltional day.s,····NSA has submitted a destruction 
waiver to retain specific traffic from one of the selecto 1:~ .. ...-A purge request is pending for all 
other FAA §702 collection I l··· :No reports based on data collected while 
the target was in the United States were issued. 

(TS//Sll/REL TO USA, FVEY) I I NSA discovered that as a result of a 
I ....... · ltb.e selectors for FI §702ruthorized targets 

were not fully detaskaj. .. ·diuing the transition from FA.A; ceiiification to FAA certification 

/ J/ // I All~r th<! ~''~' :•.'. ~'~~tf<l;d~t~~~i.~: ':a~ <00\'1PI de<! onD 
.• :::=~;.· .......... . 

.......... ·•· ... 
··!.; 

. :!:::· •·•····••···••·· 

.~ :::::~:........... ················ ················ 

( b) (1) 

. ...... . 

(b) (1) 

(b) (3)-P . L . 86-36 (b) (3)-P . L . 86-36 

86-36 

'fOP 3:ECR:E'f//Cotvffiff//HOFORJq-
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(TSHSl//RBL TO USA, PV£¥)1 h~ollection continued on a selector tasked 
for a valid foreign intelligence target while that target was"in._the United States on 

··-NSA analysts overlooked 
fOi<the. :§.~lec.t.Q.L. A .... p_u-rg-e- re_q_u-es_t...,.i-s -p-en_d...,.1-ng___,,0,...1-· a....,l"""I ""F,...AA"""' __ ,......,,.§ .... 7 0"'"'2,,...--co"""'l,.,..e-c,...t1 .... o-n....,,...ro-1-~} .... _-..... -.......... ....., 

-------..... ........................ ··::::·······:: .. :::::::··· ··............. ' / .... 
.............. ............ , .......... ::::······ :::::··: ... :::::::::····· .. ·<.··"· 

.......................... :::::::::::::=·····::: .... •···•..• ,..-:::> .. 

b. (U) Section 705b · • ···:··:. •'""""'""":·:~~·;'~(::·;11 
i. (U) Detasking Delays ......... ·: .......... ::::::::...· ./ (b.) (3) -P.L. 86-36 

(TS//~11/R:E:L TO USA, FVEY) Qn. .... 1 ____ ........_FNsA -~~~;ysts di scovel'.~d that the .. selectors 
for an FAA § 705 b-at~~.h.orized .. ·fai-get remained tasked after the authorizatip'i1 had expired 

1ere was no c.o · ect1on . 
. ................. '"(f;"j'" (l) 

D. (U) Other (b) (3)-P . L . 86-36 
(b) (3)-50 USC 3024 (i) 

1. (U) Unauthorized Access 

(U//fi'OUO)- On .. NSAforwardedHFlSA::a(friY.:t::a::::::::::::::::>"'!'(b)(3)-P.L. 86-36 
information in e-mails to NSA analysts not cleared for FISA access . .lJp.on·disco.ve.;y qf.tl'i~ • 
error, the e-mails were recalled and deleted. ... ..f" · 

(U/IE'OUOl onl I NsAd~i~rmined that an NSA staff ofjiee{~;: ··::t have 
authorized access to FISA data from ,... .. <Although the staff officer 

o....:----:-~----:-:;::::::======::::::;'~-· - ~ . 
had the required FISA access in a previous job untitl l·"access had not been restored for 
the current job. The staff offi cer was subsequently approved fo r access onl I 
(S/ffi:EL TO USA, FYE_!')·I I NSA discovered that I .. ~nalyst 
was accessing raw_ .. SJ.GINT databases from an unauthorized, secure l .-lrasiHty. 
NSA/CSS r~_mi·nded the I lthat.<:t~~ess to NSA raw SIGINT databas.es)s"granted only 
to per§o.nrtei, missions, and facilities approvecf'fcfr ·access.......... ..-~::>,.... 

°tb).(1) 

, ····· ······· ······ ·······~~~ -) ( 1) 

(bn3);-P.L. 86-36 

:\·':;~; b~ta,Ha nd ling Errors 

(h·l. (3)-P . L . 86-36 
( b)\.~)-50 USC 3024 (i) 

.. ...<·.:·.:· .............. _____ _ 

(TSHS~l/~W)" .. an NSA analyst di scovered FISA information co"llected tif)der an 
NSA FISC Orde·r...,. . ..... ··· .... · .... ______________________ ____, The 
data was-.purged on: "···... The analyst who received notice of the incident and 
requests ~o ... eurge the data"w.~s on extended temporary duty and did not read his e-nrnil until he 
returned 1n l I ········... \ 

· .. 

(T~//~l//RBL TO USA, F\'£¥) ~~1--I I NSA analysts forwarded to a"1 .... __ _ 

"fffil S:ECR:E'f//COMfiIT/~JOFOfilJ 

6 
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dh ( 3 i - p. r:~···g5"'}6 ... 
(b\ '-(..;3) -50 USC 3024 ( i ) ··········· ······ .... !op SECP..ST//CO~'El:~ITHMOFOitM 

\:~:·'·CJ analyst FAA § 7 O 2-aut hori ~~~ traffic that i ~~l~d~d 3.ri ilflrn i ni mizaj ref ere nee to a U. S 
......... p~rson's identity. NSA requested that the traffic be purged from its databases;···andl 
T=SJanalyst confirmed that this had occurred. NSA re-forwarded the properly mi._ni,...m"""'i-zed.....,...-t1-·a..,.ffi· c 

to the·I I 

3. (U) Consensual and Other Collection .··=<:}'''YtM::::<J..l 
.. ····::::.···:...- f ( b) ('3.f."'-P.- L. 8 6-3 6 

(TS//Sl//~L TO U~A, ~'mY) I ............ ::::::: ... ::::·" f~i~ .. NSA anitys;· .. q.ti'~~;i~~ "-ara\\'. .. traffic database 
using a US. person' s telephone .. selec~or6utsid e the DIRtNSA-athJ1orized ··per~pd icrque.ry and 
task the selector. DI~.S.~ .. ·h~~ .. authorized col~ection oo tel~phon~...._~electors assbc~?:,1,~d wlthn 
U.S. hostages. T.be .. at1tho_1Jzat1on allowed taskm<r and querymg on the selectors fro111I ... ··-· .... _ . .....-J ... 
I lfoi~warq .. bt1fi1ot before. an NSA anal st ueried one of the"······ .... 
tele hone sele9tots.using a date range 

...-The analyst deleted the que .... 1y_ a_n_d_t-he- re_s_u_lt-s ..--------.. _N_o_1-·e-po- 1-is- ba_s_e_d_o_n___, 
..,.t.,...e- q-ue_1_y ... results were issued. 

~-__,'"t... ________ ....1. .. ·~·a!!n:.::..N!!S:u.A~:analyst discovered that a consensual collection 
a<rreement from ·:}a(Lexp:ired, ... .The selector remained tasked on_ll . 

......_ _____ _, The· selecto1: ... was .. de.t.as.ked.J i' ' ":':.?.~::~l:lsrI~ ... ~~~- -no ~hon . 
............................ ,:::: ...... : 

(b) ( 1) 

4. (U) Unauthorized Collection of COMSEC Monitoring Data (b l (3) -P.L. 86-36 

.. f't?:~;;;~;~:~;;;;;g:'. :~:~:::{tJii~or:ni} .. NSNCSS anal sts discovered that a system problem allowed 
"<::"· · collecti()'ri"o:i1: utside of the authorized technical data provided by 

"<::::::······.the customer. An upgrade to software ... dgring is believed to have caused the system to 
.,,'''l.:. ··....... I The problem was fixe ·on NI unauthorized collection will 

be·i:ernoved. ··.. ··· ... 

(U//F~U8;···.0"irl INSA analysts discovered that a system problem allowed 
collection o'rt C !beyond the authorized period to monitor. All unauthorized collection 
was deleted. A manual fix to prevent the problem from recurring was put in place. 

5. (U) Computer Network Exploitation (CNE) 

{ 'TC' I l e<• '~ - -
- -~· .l 'U J I 

' (TSf/Sb'/MF) I 
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I 

// 
...... ···· 

.. ·· 

.. ··· 

......................... 
......... ·· .... ············ 

l/::::::.. .. ·· 
(b) ( 1) 
( b) ( 3) - P. L. 8 6-3 6 
(b) ( 3) -18 USC 798 
(b ) ( 3) -50 USC 302 4 (i ) 
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l'T'~ 11~1 " " -rr-' I 
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E. (U) Counterintelligence Activities 

(U) Nothing to repo11. 

F. (U) Intelligence-Related Activities 

°'{J;>) ( 1) 
('hl-.. (3) - P . L . 86- 36 
(b{-·(3.J -18 USC 798 
(Jd.f -(3}-:;;.50 USC 3024(i) 

··.·. · .... ··· ... ·:::::::. 

I 

\ \\ 

/ \p) ( 1 ) 
. (h).(3)-P .L. 86-36 

(b):t3) -50 USC 302 4 (i ) 

-(SHSb'7'fqf'' To reduce the ri sk of unauthorized telephony collection and _v·revent violati~rls. NSA 
instituted a rocess that aives anal sts areater and faster insiaht into a t_araet's location. ·. 

---............................................................................................................................................ --· When collect10n 1d occur, data 
was purged from NSA' s principal raw traffic repositories when required . ........................... (P:l ... _( 1 l 

.···· .... (b }.('3.)._- P . L . 86-36 
USC 3024(i) 

NSA analysts found e::friail select.or ................................... .....-............... --. ................................................... ..... 
......... ..... his qua11er. W 1en co ectton occurr , it was 

.... p_u-rg ....... '""""" ....... ~""1"'T~-"""s.-.... p-.r ... m-9 ... Jp"'"·· a"'T.-... r--a-w~·t"'"ra"""l'!'itt-c-r-ep .... osito ri es when required . 
······ ......... . 

. ·····:. 
······ ...... . 
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i"{b.) ( 1) 

"f'Of SECit:E'f7'/COM:l:NTHHOFOR1i • ( b f " (.3) -P.L. 86-36 . · ... 
· .... 

·· ...... . 

(U//FOUOj Although not v iolations ofE.O. 12333 and related directives, NSA/CSS repo·;:1·s-r::J 
instances in which database access was not terminated when access was no longer required . 
Once identified, the accesses were terminated . In addition, there werec:Jinstances of 
unauthorized access to raw SIGINT during the quarter. 

(b l .. qr· ..................... .. 
..... -36 

··...... 798 
·· ..... 

...... 3024 (i ) 
··· ... 

II. (U) NSA/CSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, Investigations , and Special Studies 

(U//FOUOj During thi s quarter, the OIG reviewed various intelligence activities of NSA/CSS to 
determine whether they had been conducted in accordance with statutes, Executive Orders, 
Attorney General procedures, and Department of Defense (DoD) and internal directives. With 
few exceptions, the problems uncovered were routine and showed that operating elements 
understand the restrictions on NSA/CSS activities. .. .... \th~. ( 3) -P. L. 86-36 

......... , ....... . ·· .. 

A (U) Cryptologic Support Group (CS~J ..... L ........... _ ...... _ ...... _ ...... __ .. _ ...... _. __________ ... _ .... ) 
(U//FOUO, CSGt l·had ... no ·d~~~mented procedures for accomplishing IO training of]._ __ _. 
SIGINT personnel and for completing IO qua1ierly reporting. While the CSG Chief was 
designated as the IO Officer (IOO), no alternate IOO was designated. During the CSG Chiefs 
extended absence, the site had no official IO point of contact. An alternate IOO, who was 
designated before the inspection began, is drafting standard operating procedures for IO training 
and for incident and qua1ierly reporting. 

B. (U) ..... I _______ __,J ....... :::::::::::::::::::::::::::::::::::::::::::::::::::::::::""'"""'"'(b)(3)-P.L. 86-36 
, .......... . , ....... . 

(U//FOUO} Thec::::::JlO-pi:og·;:~;~~ has improved significantly since the 2007 inspection. The IO 
Program Manager (PJ\r'.C) , now a full-time employee, has been in the position for four years, 
providing continuity for the site' s IO program. The site' s IO processes and procedures have 
been shared as a best practice with IO PMs throughout the extended enterprise. To assist in 
hand ling increased oversight responsibi lities, the IO PM delegated ce1iain IO functi ons to 
experienced perso1mel in key mission areas where there is risk for exposure to US. person 
information. Despite the delegation of functi ons, the IO PM does not have an officially 
designated alternate, creating a sing le point of failure. This was noted as a program weakness in 
previous inspections in 2004 and 2007. The OIG will track corrective actions. 

C. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to repo1i. 
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.. ·······"(-.];:)) (1) 
.... ....-·· ( b ').(3) -P . L . 86-36 

D. (U) Congressional and Intelligence Oversight Board Not,if.tcations (bJ\ }J -so use 3024 (il 
°{6)(3)"°P:L .. 8.§=.?6 ... .. \ 

(Ts,i,isi//HF)"I I NSA/CSS provided an up.daf~ .. ~~ the Congressional "·.\\ 
intelligence committees on the continuing effo11s to im_pr6ve and refine its data purging proc~ss . 

... · 
.... ·· 

... ·•····· 

l··NSA is working f n immediate an~ long-term solutions to 
._t1 .... 1e_s_e_p_ro....,b""'1l-e1-11-s ..... T"""l .... u_s _m_a-tt_e_r _w_a_s-re ..... ported to the FISC }Acop.y _.Qft.1.1.~ 
notification is enclosed. ········· °(b)(3)-P.L 86-36 

(StlltEL 'fO USA, FV-EY)I l·N$A notified the Congressional intellicrence 
committees about unauthorized disclosures of classifie(f--NSA-related information 

------------.....--....... •-10_· t_ifi_ed_ ..... Jh~ .. ~?.~nmittees about the .. un{l~t_1thorized disclo_~_t.tre"of 
classified information on .. A.finaI::S:e.:Q11:i_:i ~y--r.evi.e.:w..}rns nol·h~en to11)ph~ted by all 
affected agencies. A copy._ -o ........ t '"""1e_n_o-t1 .... 1,...c-at ..... 10 n is enclosed. . ......................... ::::::::::::::::''''"""·:::;::::;:,,,!.('~··> < 

1 
l 

(b)(3)-P . L . 86-36 

E. (U) Other Notifications ... ······· 

(SHHF) NSA has notified the Attorney General of D ·rrlfeti.igence-related collection activities for 
U.S. person hostage cases. 

Ill. (U) Substantive Changes to the NSA/CSS 10 Program 

(0) Nothing to repo11. 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence-Related Activities and the 
Reason for the Changes 

(0) Nothing to repo11. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect U.S. Persons (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters 
Related to 10 Programs 

(0) Nothing to repo11. 
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