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MATIGNAL &'—ECUF\!; T AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE 3. MEADL, MARYVLAND Z07S%S000

28 May 2010
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBIJECT: (U/AGH0OrReport to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/#0H6¥ Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that intelligence activities of the National Security
Agency during the quarter ending 31 March 2010 were unlawful or contrary to Executive Order or

Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive
Order 12333, as amended.

(U//B256) The Inspector General and the General Counsel continue to exercise oversi ight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

,/j;guauqt é ’(Juuiéf
GEOR(,E(EIIARD

CTAET2 00,

PATRICK J. REYNOLDS,
Acting General Counsel

(U/A8H3- 1 concur in the report of the Inspector General and the General Counsel and

hereby make it our combined report.
z ; \ Q{{‘é ?(Z

ZEred B, ALEXA:‘NDER
General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked
“UNCLASSIFIED/ EacQffigial Lise-Only

upon removal of enclosure(s)

Bpprovedfor Release by NSA on 12-19-2014 FOIA Case # 70808 (Litigation)
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1. {U) intelligence, counterintelligence, and intelligence-related activities that

violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations

{U) Intelligence Activities

(U/FetSrUnintentional Collection Against U.S. Persons

(S//SV/REL USA, FVEY) This quarter there werf:l:linstanccs in which Signals Intelligence

(SIGINT) analysts inadvcrtentiy targeted or collected communications to, from, or about U.S.

persons while pursuing foreign intelligence tasking. All intercepts and reporis have been deleted

or destroyed as required by United States SIGINT Directive (USSID) SPO018.
(b)(3)-P.L. 86-36

{b) (1)
. A1) (b) (3)-P.L. 86-36
*‘U) Travel to the United States ;(b) ('3')-—._9.1.. 86-36 (b) (3)-18 USC 798
(b) (3)-50 USC 3024 (i)

S HRE S A YEYS-On [ = I an NSA :mal;, xt inadvertently targeted the e-mail
selector belonging to an _i_ndi'v_id-u'a} while he was in the United States ﬁ'ornl |

through ~The analyst was not aware of the target’s travel to the United States iin_ti[

total of] __ |pieces of intercept was collected during the target’s stay in the United States. The
analyst deleted the query and results. “b) (1)

tb)(3)-P.L. 86-36

fan NSAL nanguabe analvm tar%ted an individual with dual U.S

and forci%? citizenship while the individual was in the United States from| : |

“NSA was authorized under a consensual collection tasking order to target the
individual, who currently lives in the United States, | fwhile

the individual traveled outside the United States. The analyst later learned that the Intelligence

Community (IC) customer knew beforehand that the target had returned to his residence in the
United States on|

The target’s telephone and e-mail selectors were detasked oni iln aﬂditmn
queries were canceled and the results were deleted. All traffic was -purged from NSA databases.

No transcripts were created and there was no reporting. The IC customer was reminded of the
responsibility to inform NSA when a Larget entcrs the United States.

(b} (1)

(U) Targeting (b) (3)-P.L. 86-36

u// | an NSA analyst discovered that a targeted subject believed to be
a valid foreign intelligence target was a U.S. person. | |

| [before a report from an IC customer confirmed the subject’s U.S. citizenship.
The analyst deleted all queries and results; and ne reporting was 1ssiwd

“(b) (1)
(b) (3)-P.L. 86-36
(b) (3)=50 USC 3024 (i)

Denved From: NSA/CSSM 1-32
Dated: 200706108
Declassify On: 20320108
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(b)(3)—P L 86—36

(U»’"FGHG‘H . | an NSA analyst targeted an apparently valid foreign
. intelligence target who mrned out to be'a U.S, person. While researching the selector before
. tasking, the analyst tasked a related selector. The atalyst was informed by another analyst that
- the target was a U.S. person. The analyst detasked the target seléctor | No
[ Jwere coliceted from this targeting, and there was no reporting, The branch ohief
reminded branch analysts 0 become familiar with bragch workine aids

o (b) (1)

(U) Database Queries b) (3)-B.h. 86-36

—<SHARETTOESATYEY Onf Joccasions, analysts constructed poor damb‘l se queries that
targeted U.S. persons, and on f those occasions, the queries returned results from the
database. The returned results from overly broad or incomplete queries were deleted, and no

re orts WEre .ssued Procedural errors contributed to| |of the v:oianons
e

(b) (:3.)-—P L 86 36/".---r

(b) (3)=18-USC 798 AHNSA analst porfonged Gﬁemsmm' | I
(b) (3)-50"USC.302§ (i) S—

|the analyst believed |

% |w-as being used by foreign targets. No data was retrieved by the queries, and no
reports were issued

| NSA learned that analysts had performed

uneries between| lin raw SIGINT databases on telephone
number and e-mail selectors belonging to a foreign intelligence target while in the United
States. On| INGA received Attorney Generall |ar)n roval {0
query the target’s selectors, | A
SIGINT report included information from these qucnw The queries and 1ca,u;tb were
acletedl | .................... - {b) (
(b) (3) =P.L. 86-36
» (U/Fe50r An NSA analyst mistakenly queried a co-worker’s] [ina

raw SIGINT database, because the analyst was not familiar with the database’s user
interface. The analyst entered the identifier a second time because he thought he had
mistyped the first time. He was counseled by management to review the database User’s
Manual before performing another search in the tool. No data was returned.

s : J £ | an NSA analyst queried a database
using| [selectors that contained[Jvalid U.S. telephone
numbers and |_|additiona§ potentially valid U.S. telephone numbers. Assuming that the
selectors had already been properly vetted, the analyst ran existing database queries to
evaluate the effectiveness of a new tool. The query yielded approximately esulis.
The analyst did not note any U.S. information in a cursory review of the result set
immediately after the query. The analyst deleted the query and all results o

and there was no reporting. The analyst w /as. LOUHQClCd to personally review all
selectors before perfonnmg a aucr} '

(b) {1)
(b) (3)-P.L. 86-36
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(b), (3)-50 USC 3024 (i)

% (LT#F'G-BG-H Ian NSA analyat[ ST |a
U.S. entity. The targefing error occurred because the analyst faﬂed to veniv that
d!d not belong to pmh,cted entities before performing the query. The aral: yst
reported that a database feature infended to warn users of| 'ldd failed.
The analyst was advised to always verify before querying for thern._An
effort is underway to determine why the database did not warn the user that the|

:F)ciongcd toa U.S. entity.

[NSA analysts queried
: | |m a raw 53;{1 INT database: LI pieces of traffic were found. ANl

----- ~-quertes ahd tesults were erased when the analysts exited the database. No reports or

1) translations were made of the traffic. The incident occurred due to erroneous guidance
(b) (3)=R.L. 86- 36dnd training received by the analysts. Action has been taken to correct the teaining and
- improve the guidance concerning the use of this database. Auditing functions are being
instituted, and future training will include the appropriate caveats to ensure adherence to

USSID SPO018 stcmda.rds There was no reporting.

" e | an NSA analyst mistakenly queried
i lin a raw SIGINT database, The error occurred when the analyst
E_S_ %; P — e
(b) (3)-50-USC 30 25»&1;’1‘1&1 more than|___kecords.- The query results were deleted on 4 Februar y 2010, and

the quer‘ was resubmitted with the correct query terms. T (1)
_ i (b} (3)-P.L. 86-36

REEFE lan NSA analys[ performed a database
query using that was believed to belong to a valid foreign inielligenc
target. The _Jhowever, was located in the United States. ;
the analyst updated the record - [for future
reference. The analyst deleted The query and results on | | No reports

were issued.
(b)"’t‘-&}) B, L. 86-36

s |an NSA analyst discovered that a selector used in
[queries since] belonged to a U.S. person whom the
branch did not have authority to target until FAA 704 targeting authority was received on

| | The error occurred because the analyst was ne wly assigned to the
office and did not have access to files containing updated target information.-

|:| the analyst deleted the queries and the resulting collection. There was no reporting.

‘.L ........................................ e t, J (b)(1)
| anavditor informed a supervisor that a |(b)(3) -P.L. 86-36

new ly as swned cmaiyﬂ,t perfom’md a query in a raw SIGINT ddtabdqel

using his personal e-mail address. The analyst stated that the intent for querying on his
own e-mail was to “practice,” because it had been over a year since the analyst last had
database access. | | thic analyst deleted the query on his personal ¢-maii
address and any results, without reviewing them or taking note of the number of results.
No reports were written. The supervisor counseled the analyst on the requirements of
USSID SP0018 and how these specifically apply to database queries.
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:;;':;::':: (b) (3)-P.L. 86-36
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| an ana‘vst perf{‘rmed a quﬂry on:

- in araw S}Gﬂ\l I’ database without first verifying with the requestor that the
(g)g’) T sclccgr x was a non-U.S. 'hile performing the queries, the analyst learned
B)3)- Iwas [; S. and canceled the query. The analyst

<575F - S | an NSA analyst 1nmrruﬂv h ped an

. na quer} ot a raw SIGINT database and performed a query that retur: ned

. esults. The analyst immediately halted the query upon discovery of the error and
- deleted the query results without viewing them. It is very likely that U. S person

information had been collected because of the broad scope of the e query.: ?\(}{hmw W as
reported or disseminated in any product or service. :

TR ~EVEY) lan NSA analyst discovered that his

database account contained a query targeting]

| e | Although the
anaiyst_ had not worked at NSA for five months— |

Tnc analyst deleted the query] [ The query returned[ Jresults, which
- were not reviewed, but most likely contained U.S. communications. The results were
: --rrrd“lgtedl | No reports were issued.

o) (1)
{b)(3} P L. B6=36..

) Detaskmg Deiavs

-{‘i—‘iﬁﬁ%ﬁ‘ﬁ-}f |an NSA analyst discovered that| he selectors belonging
to a U.S. person involved in a hostage situati 0 detasked £V
overlooked

| No traffic was collected
hetween| |

oy

| an NSA analyst received an intercept from a

tar betcd selector bﬂheved to have been detasked | because it belonged to a
U.S. person. The telephone number was either never detasked or subsequently had been
retasked. The analyst deleted the intercept, and the supervisor confirmed the deletion. The

supervisor sent a message o kequesting ¢ hat all selectors usp_(_i____by this target be
detasked. S -
bR s {b) (1)
(UifFedey Dissemination of U.S. identities e (b) (3)-P.L. 86-36

FSHSHAREETSATTYEY The NSA Enterprise issued! -SIJI]\E product reports during

this quarter. In those reports, SIGINT analysts disseminated communications to, from, or about
U.S. persons or entities on :Ioccac;lons while pursuing foreign intelligence tasking this
quarter. A total of] BIGIN] products were canceled as N%AI Ema!\ sts
learned of the U.S. persons, organizations, or entities named in products withoul authorization.
All data in the canceled reports was deleted as required, and the reports were not reissued or
were reissued with proper minimization.




DOCID: 4165211

(U/Fote)| | an NSA analyst sent briefing materials that included raw (OHaRP L. E080
%{uTT\lT data containing U.S. person data to individuals whe were not authorized to receive the
information. The error was discovered by one of the unauthorized recipients. When notified of
thc error, NSA analysts replaced the briefing slides with a corrected version and instructed all
recipients to delete the earlier version. (b) (1)
(b) (3)-P.L. 86-36

7t H & - b){3)-18 USC 798
{U) The Foreign Intelligence Surveillance Act {FSSA(M (3)-50 USC 3024 (i)

{U) Targeting

=2 EHDb) (1)

T 2 (b)) (3)-P.L. 86-36
MS-During keview. of FIS f—'s taskmﬁ assocratcd

wﬁ’b a Foreign Imelllgﬂnce Surveillance Court (FISC) order, NSA analvsts discov

unauthorized tasking related tol Iseléctors on the Order

[A< 3 result of the
review, an NSA analyst determined thaf 7 : A
|:| The tasking for both selectors was Terminated on| pnd[__Jintercepts
were deleted. Deletion of all intercepted communications remaining in NSA repositories was
confirmed on | No reporting occurred from this collection An NSA
analyst also determined that the users of|

Both numbers were detasked or | Intercept collected from the tarzzeteci phones

was purged from NSA databases] : [reports issued
from collection on these phone numbers were canceled on '

4 _ S _ |an ’\ISA analyst 1d..nui1ed|:|u tercepts
from a non-targeted individual] | The telephone number
was lona daic 1hat could not be determined. A
database review of a 120-day period revealed that dditional calls were made by a non-
targeted individual between No- mp(,rtmg occurred from
the intercept. The intercept was deleted and the number was detasked. The numbol was also
deleted from the Court order renewal process. s (b) (1)

. _ (b) (3)-P.L. 86-36
“CFSHSHANY n'NSA anaiwt perferm ing a review of ﬂuthon?cd, taakeh
e-mail selectors discovered that 2 |

|the analyst detasked the e-mail addresses. No reporting was
1ssued based on targeting these selectors.| | the unauthorized collection was
purged from the database.

~FSHSHADue to an error in a database record, NSA continued the tasking of a target without

(b
(b

3)-18 USC 798
3)-50 USC 3024(1i)

authorization. On| while verifying selectors for renewal of a FISC order. an NSA
analvstl :
| The selector was detasked on and
(b) (1)
(b) (3)-P.L. 86-36
)
)
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b}{3 -18 uUsc 798

(B) {3)-50 USC 3024 (i)

| No reports were 1ssued based on traffic from

this selector.

. XTSSH an NSA ana!ygt det ermmed that| hasked cell phone
.. numbers|
.+ During the process of renewing the FISC ozdet the analyst notedl [

| The analyst prom;"}'ﬂy..d_erasked the numbers. The

analyst deleted all|_Falls on -No reporting was issued based on information
el'l—lcctors. B e e O

derived from targeting these s

Y (1)
(U) Database Queries o B A3)-P.1. 86-36

AT | Ty

SATFYE | an N"»A aucilh,s found qupms| ' |

| Faw SIGINT database. The analyst had submitted| |
quertes without limiting the search to Court-authorized FISA traffic on| [The
analyst did not view any traffic content and deleted the data on| | That same day,

the analyst and auditor completed a detailed review of each query. There was no reporting on
the query results.

—HeHeHE-Business Records (BR) Order

(U) Nothing to report.

(U) The Protect America Act (PAA)
(U} Nothing to report.

(U) The FISA Amendments Act (FAA)
(3)-P.L. 86-36

(U) Section 702

(U} Unauthorized Targeting

~SHREETFO TS A YRS During a reviéw of }' AA»tabked qcmcmr‘; J } |*\‘>’\

discovered that the user of a tasked selector had| - - - : fthe United States.
The analyst had overlooked information in q Le;mrt that showed that the
target| |the United States on] The selector was submitted
for emergency detasking| |

/ w3 ; | NSA analysts discovered Thm the accoum
belonging to a valid foreign inteiligence target |who
lives in the United States, The analyst was not aware of the requirement (o de task the selectoy

| lin the United States. The selector was detasked or_1.|

‘and all data and reporting from the FAA 702 collection was purged.

(b) (1)

(b) (3)-P.L. 86-36

(b) {3)-18 USC 798

(b) (3)-50 USC 3024 (1)
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W 3RS L OB AN T ' (b) (3)-18 USC 798
(-:_p:):___(-s-_)-:f.g girge (b} (3)=50 USC 3024 (i)

] N@/\ amiﬁ.,sl : |
| =" == |th\, target Rad-entered t‘qc Um’m States: |
: [selectors used b} the target were subsequently detasked on] | On
it was discovered that = kelector remained on tasking
| The selector was detasked ol All collection was

purged by| |

> |an_ NSA analyst found that the sele i‘[_f.}:‘s used
by a val*a forugn mfe}hgcme target] the
United States |

|:—J..r1d
| All data collected during the period] |

was purged.

STTSTRE TS FYE | an NSA analyst inadvertently tasked an @)
(b)(3)-P.L. 86-36
incorrect e- ma:‘ selector. T he tasking error was not discovered during the tasking review

process. It was discovered when an analyst performed a query on the target using the incorrect
address and retrieved results. The selector was detasked and retasked to the correct e-mail

address o1 | The traffic was retained because it was obtained from a different
walen 3
seiector,

| an NSA analyst discovered that a selector

used by a valid forei gh intelligence target had been| |
(BT :
(b) (3)=P.L.|86-36 -
(b) (3)-18"Y |1 he two selectors used by the target were detasked on] |

{b) (3}—50 UsT——vzT Ty

| durmg areview 0" FAA-tasked selectors, NSA analysts

dl‘sCO‘vCi ed that a selector belonging to a valid foreign intelligence target |
[ Jthe United States] L | The IT customer | |
| the United States
-] the analysi submitted the selector for detasking on | e |

[they did not detask the %eiector. funhcrmom, the. czz:ﬂmner
did not rollow procedures| |

| M1l data Loilectbd imm| o __lwas purged from
NSA’s principal raw traffic tfepositories. Y e

(b) (1)

{U) Database Queries {(b) (3)-P.L. 86-36
Jan NSA analyst discovered] |

| The error occurred becanse the
first analyst was on leave when the selectors were detasked. The anatyst deleted the guery and
the results upon his return from leave on I |

by (1)
{b)(3}—P.L. 86-36
b) (3)-50 USC 3024 (i)
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b)) (1)
(bJ{3)-P.L. 86-36
" (b) (3)-50 USC 3024 (i)

%g;gg_p[_ 8 ; | an NSA analyst ;mf}tancnly queried on a
S, ‘SFEC(:lOi that had not bﬁ,c,n tasked under FAA 702 authority : : |
' | The analyst queried the selector] |
: L“.huwed that the
sciebmﬂ < fhe United States. The query did not

return rexuitq ami ne. rc*}oris were issued.

HRTE SATHY INS‘A analysts incorrectly performed
queries on FAA 702-tasked selectors in a raw SIGINT database. Analysts deleted the query
results without viewing them osgl [ = ) Ty~
o BT (3T-P.L. 86-36

{b){3)-50 USC 3024 (1)

- On| fan. NSA analy st tasked the selector
cizeved to be used bv a foreign intelligence target thatl T IJ

a U.S. city from| T
| ' | Further research showed that |
| the U.S. city. The selector was detasked on| | and the
purge of the collection was compicted Ui‘il G — ............ {b (i)
' sy {b)A(3)-P.L. 86-36

—— an T\«SA ana!ysi madverter*ti
[ hile analyzing query resulis on an FAA 702 taroet refrieved from a
raw SIGINT database. Believing that the database | the

analyst performed additional qucrleb| e | ‘Fhe queries refurnéd results,

which were deleted or] I EE; O . 5636
(b) (3)-50 USC 3024 (i)

~ {1/, 4 - -y

(U) Tasking Error ) '--'3-""-3'(b)--:(-3_.}.—P-L- 86-36

(U/AeH56 As part of a updatf' axsrtuaia,d with' an-administrative change, NSA
analysts mistakenly retasked electors that had been detasked: | |sei¢—,um
previously detasked because they were no longer of interest, were retasked duriigf. |
update. Data was collected from only[__ belectors and was purged from NSA databases. | |
‘an NSA analyst discovered that selectors,| |

| There was no collection from these selectors.

(1)
{U) Retention T (b)(3)-P.L. 86-36
T (b)(3)-50. USC 3024(j)
| NSA becamc aware 1‘1a,t| |
_ linformation iha‘. had been purgu,d
from other NSA databases. As of '\SA was investigating whether data acquired
| A | NSA discovered that
umerous reports had been issued| - fand was curr ently conducting
research to determine if any of these reporis was based on non-compliant data that had been

?u. ;fled rom other databases| : |

(b)(1)
(b)(3)-P.L. 86-36
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(U) Section 704
T (b)(3)-P.L. 86-36

(U) Unauthorized Targeting

(UAreten| | an NQA .:maijy st discovered lhdt 0n| | he had

submitted tasking for a selector under an FAA 704 order tof fcollection sites that were not
approved for FAA 704 tasking. | |tl’!e analyst detasked the selector from the

sites. There was no collection from these sites and no reporting.

TRE | an NSA analyst inadvertently queried a raw
traffic da{abd%\_ using a selector that belonged to a U.S. person. Discussions with other branch
members| evealed that the selector had previously been used by
aU.S. person. The analyst immediately detasked the selector. The guery returned records, which
were deleted, and no reporting resulted. The analyst was counseled by his branch chief on the
necessity of researching selectors more carefully before querying raw SIGINT databases to
lessen the possibility of retrieving .S, peason data.

 (b)(3)-P.L. 86-36 e (b)(3) -P.L. 86-36
(U) Database Queries HF L A, P (b)(3)-50 USC 3024(j)
SHREEFOESATEal NSA anaivsts or a
FAA 705b subject] i : i
| / Ik | The error occurred because the
analysts had not known| =~ -omamed the information they were authorized to search
using FAA 705b seleaors All data reme\ ed from the queries was deleted, and no reports were
issued. -

M‘%—’F@-&W| - I an NSA analyst inadvertently queried a selector

a target, who was authorized under FAA 705b authority. On
[ Jan analyst received the selector and initiated the query without researching it.
The analyst deleted the query and results that same day. The anaiyst discovered that the scle Ltor
had not been tasked because| :
and had been detasked c&rher for that reason. There was no reporting. (‘ml:l
| | the branch chief counsa.lcd the analyst on the necessity of C“Hﬁ]’l’!'}lﬂb the Status
of targets prior to targeting and runnmg a query. (b)(1)

: -P.L. 86-36
—(-S#EEB—F@-{-I-SA—FJJ-LAQI i |:1,t NSA analyst performed dri g; 50 USC 3024(j)

query m an NSA raw SIGINT databa.se on a list of selectors for a valid foreign intelligence
target._The analyst later discovered that the list mf‘iuded-}/\/\ 705b-approved selectors.

TheseIZIsez\,ci,ols were not authorized to be qnericd in the FAA 702] .| The
query and results were deleted on[ o | and no reports were 1ssued based on the
query results. ).

(b)(3)-P.L.. 86- 36
I ___“Jan NSA analyst ran a database query on an
¢-mail address used by an FAA 705b subject | o IThe analyst
inciuded| fcontaining FAA 702 data. | [a supervisor
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- (b)(3)-P.L. 86-36
(b)(3) -50 USC 3024(j)

discovered the incident during a routine branch aucilt of que 1es; "The querv retum th‘P‘aultb
none of which contained unauthorized data and thus were not deleted. There was no reporting.

[the supcrwsor r‘nunseled thc anaiyst on the i importance of

(b)(1)
- (b)(3)-P.L. 86-36

: “ry From | |an I\'.SA ancﬂy';t quenuilZle—
mdll selecwrs for an CAA 705b subject| |in-araw SIGINT database, including
FAA Section 702] | The query resulted in L lof intercepts, which were all/
deleted by the analyst on| |dﬂlet10m were confirmed by a supervisor on the same
day. Although the training had been conducted to reinforce standards, this analyst was on Eem’e
during the training. The analyst received training and a new working aid.

—SHAREETFO 5SSV ED lan NSA analyst incorrectly queried the xelc ctor
used by an FAA 705b target [FAA 702 data. The query and the results were
deleted by the analyst immediately following incident remgmuoq |and no
reporting resulted. The analyst was counseled on the importance 6T aetermunming the nationality
of the target and verifying the authorization before querving any s ueieuturs in raw ‘E;;G N i)} (1)

databases. P (b} (3) P 1. 86-36

| NSA anaijy sts performed- seaxchcs on FA f\ f{‘ab
ta"gets in a raw SI¢ ;TN’} database containing FAA 702 data. The analysts did not follow - -
guidance that prohibits querving FAA 702 data while searching on FAA 705b targets. '
| the analysts were instructed not to

query on FAA 705b targets in this database. Efforts to modify the database’s
are being investigated.

“(b)(1)
~ (b)(3)-P.L. 86-36

| [ an N‘;A anal yqt de&rm!n‘,d thd
»ciccim% fora U.S. person under an FAA 705b order had not. been detasked the last time he
returned to the United States. He had beer aargeled sincef but returned to the Unsied

(U) Detasking Delays

States inf | Onl - Jdue-to a documentation error ..
i Ihc ana'yst discovered that| |
fhat the FAA 705b authorization was about to expire. |
All selectors were verified as detasked or inactive on| | Betweenl ]
and| | there were [ Jintercepts that were deleted or ' There was no

reporting on the selectors during this time frame.
(U) Other

(L) Unauthorized Access

(U/Aeay | NSA-analysts disseminated faw SIGINT data fo an IC (b)(3)-P.L. 86-36
customer who was not authorized to receive it. No reporting was produced based on this data
The customer was instructed to destroy copies of the raw SIGINT traffic.
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(b)(1) TOP SECRE T//COMIRTAROFORN
(b)(3)- P b 86-36--

a review of the public drive shared by ali SIGINT
ana!) sts rev c1led| |documems containing unpublished data derived from FAA| |

All documents were moved (o access-controlied directories or deleted, as appropriate. It 1S not
known if any documents were viewed by personnel not cleared foﬂ:/\j\ access.

(Ul | an FAA-cleared SIGINT analyst located at a field site IRl 330
forwarded a translated document to three site personnel who had not completed required training.

The analyst recalled the message, and recall was canﬁrmcd_pnl | A review of the

traffic following the incident revealed no references to U.S. persons in the translation.

(U/Aeeer] Jan analyst who was not approved to access FAA 702 data
viewed traffic derived from FAA 702 collection contained in a shared directory. After reviewing
the list of analysts who had access to the shared directory, NSA discovered that two other
analysts had access, but had not been properly trained and cleared. To prevent additional
incidents, access to folders containing only FAA 702 data will be manually limited to those

By properly cleared for access.

(b)(3)-P.L. 86 36

| a SIGINT analvyst at an NSA field site obtained
_unauthorized access tol |material raw SIGINT database (g)(;) B Eada
Access to[ Hata was not authorized at the site. The unauthorized access occurred Ebifsg 50 USC 3024(i)
because those approving the analyst’s request for access were not aware of the restrictions and

processed the request based on the supervisor’s approval. The analyst’s access was terminated

T TOHSATFYE I.?\ISA discovered that raw SIGINT data had bcun
1eicasea to an IC customer’s server. The data was rulrleveal i “lromian - (©)(1)
NSA database containing | : (b)(3)-P.L. 86-36
[ TAccessto the data has Been dlSdblLd _ ; |
(U/A+6H6+ During a review of database accounts on ~INSA discovered that two (©)@3)-P.L. 86-36

contractors had received unauthorized access to a raw SIGINT datdbage whlc deployed. The
database accounts were terminated.

Fy -

TNSA dlscovcrudl that an analyst assigned to the

lmatzcm of an lC cuqtom:.r had unauthorized access to raw SIGINT databases from| |

| | The error occurred because of inadequate control and database

administration procedures at the customer location. The analyst’s access to the databases was

terminated.

(U/Fetoy| | NSA discovered that thies personnel retained their accesses tP)(3)-P.L. 86-36

FISA information after changing assignments and duty stations. The unauthorized access was
discovered when one of the individuals advised another to request access to an NSA database
containing FISA data. When the request for access was denied, the personnel learned that the
site was not approved for access to FISA data. The accounts were terminated for the three
individuais, and the site leadership is pursuing approval to access FISA data.

i1
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“(b)(1)
(b)(3)-P.L. 86-36

_ |“~JSA dﬂuowred that a system tipgradé
erroneously allow ea| |[COMSEC vulnerability analvsts access to data collected under the
COMSEC monitoring authority. The analysts performed a total of |:| queries Dof which
retrieved unauthorized data. No reports were issued using the data from these queries. Upon
discovery of the error, the system was changed to prevent unauthorized access.

(U" Foas| [NSA analysts coliected information in violation of National
Telecommunications and Information Systems Security Directive 600. The unauthorized
w!!cctmn occurred because analysts did not verify technical data before starting the collection.
Access to the unauthorized collection by analysts has been restricted until the collection has been
purged. e

“(b)(3)-P.L. 86-36

(U/rea) PNSA- dmwvued thaL a c&llemon SV %1cm cerlmued t(‘ u}ll
veyond the authorized monitoring period sl | The Jam

collected[______ hasbeen separated from the da‘ta coiiu,tcd during the authorized time
period and restricted from access until it has been purged. No reports were generated based on

the[ data

(U) Computer Network Exploitation (CNE)

1 G
~—1P.L. 86-36

. h18usc 798

150 USC 3024(j)
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)(1)

®)(3)-P.L. 86-36
(b)(3)-18 USC 798
)-50 USC 3024(i)

T

(U} Counterintelligence Activities
{U) Nothing to report.

(U} Intelligence-related Activities

®(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

~5H5HANTY To reduce the risk of unauthorized telephony collection and prevent violations, NSA

wstituted a process that gives analysts greater and faster insight into a target's location. | |

the instances when collection occurred, it was purged from NSA’s principal raw traffic

repositories when required.

| NSA

analysts found|__Je-mail selectors]

_. |this quarter. When collection did occur, it was purged
¢ from NSA’s principal raw traffic repositories when required.
_ _ pal p

(U/A% Although not violations of E.O. 12333 and related directives, NSA/CSS reports two
% : ] -
‘instances in which database access was not terminated when access was no longer required.

- Onee identified, the accesses were ferminated.

®)1)
(b)(3)-P.L. 86-36
(0)(3)-50 USC 3024(i)
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2. (U) NSA Office of the Inspector General (OIG) Intelligence Oversight {10)
inspections, investigations, and Special Studies

(U/FOY6) During this quarter, the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with statutes, executive
orders, Attorney General procedures, and DoD and internal directives. With few exceptions, the

problems uncovered were routine and showed that operating elements understand the restrictions
on NSA/CSS activities.

(U) NSA/CSS Georgia Inspection

(U/Aet6n The NSA/CSS Georgia IO program, though not fully mature, has significantly
improved since the last inspection. The program lacks a review element to assess the adequacy
of oversight controls within NSA/CSS Georgia and tenant organizations. Processes put in place
are not evaluated for efficiency, effectiveness, or compliance. Mission elements do not receive
risk management reviews through the IO program to evaluate oversight controls commensurate
with high-risk mission areas. Reviews to assess effectiveness of processes used to add and
remove emplovees from IO training tracking systems, assess training compliance, and conduct
analysis of incorrectly answered 1O test questions are not conducted. The NSA/CSS Inspector
General will update actions taken by NSA/CSS Georgia to address the inspection findings in a
future report.

(U) Misuse of the U.S. SIGINT System (USSS)

_ ; e (D)(1)
(U) Nothing to report. B 4 (b)(3)-P.L. 86-36

(U) Congressional, 10B, and DNi Notifications o

SCusiel | NsA notlﬁcd the Congressional mteillgence committees about
database queries performed by NSA analysts| = Jthat were in violation of
NSA’s minimization procedures or procedures governing information collected pursuant to FAA
Section 702. This incident was reported in the 2009 Fourth Quarter Report. A copy of the
notification is enclosed.

5 | NSA notified the Congressional intelligence committees that
certain data purges required by NSA’s targeting and minimization procedures have been
incomplete. (See the referenced item under “Retention,” as it relates to FAA 702-related data, on
page 8.) A copy of the notification is enclosed. Note: The fact that NSA has discovered
incomplete data purging—when the data should have been minimized--means that past
quarterly reports may have stated that all data related to an incident had been purged whern
complete assurance was not possible. NSA continues to work on its initiative to purge such data
from all relevant databases.

(U) Other Notifications

LSISHMANID-NSA has notified the Attorney General of all consensual and non-consensual
intelligence-related activities associated with U.S.-person hostage cases.
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3. (U) Substantive changes to the NSA/CSS Intelligence Oversight Program

(U) Nothing to report,

4. (U) Changes to NSA/CSS published directives or policies concerning
intelligence, counterintelligence, or intelligence-related activities and the reason
for the changes

(UJ) Nothing to report.

5. (U) Procedures governing the activities of Department of Defense (DoD}
intelligence components that affect U.S. persons (DoD Directive 5240.1-R,
Procedure 15) Inquiries or matters related to Intelligence Oversight Programs

{U) Nothing to report.




