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NAT!ONAL SECURITY AGENCY 
CENTRAL SECURITY SE'R\/lCf: 

28 May 2010 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/lfOUO) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U//.FOUO) Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that intelligence activities of the National Security 
Agency during the quarter ending 31 March 2010 were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been repo11ed pursuant to Section 1.6(c) of Executive 
Order 12333, as amended. 

(U//FOUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

(U/i'POUO) I concur in the report of the Inspector General and the Gem,'ral Counsel and 
hereby make it our combined report. 

Encl: 
Quarter! y Report 

This document may be declassified and marked 
"UNCLASSIFIED/lfor Qffir;ial 11ta1 OAI;-'' 
upon removal of cnclosure(s) 

/!(A Jt_j) 
I' l } ;V /~ "f . 

KEI'PH B. ALEXANDER 
General, U. S. Army 

Director, NSA/Chief, CSS 

£1\pproved for Release by NSA on 12-19-2014, FOIA Case # 70809 (Litigation) 
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1. {U) Intelligence, counterintemgence, and intelligence-related activities that 
violate law, regulation, or policy substantiated during the quarter, as well as 
actions taken as a result of the violat ions 

(U) Intelligence Activities 

(U/}FOUOj Unintentional Collection Against U.S. Persons 
· (S//SI//REL USA, FVEY) This quarter there were.O instances in which Signals Intelligence 
(SIGINT) analysts inadvertently targeted or colle¢ted communications to, from, or about U.S. 
persons while pursuing foreign intelligence taskifig. All intercepts a11d reports have been deleted 

... or destroyed as required by United States SIGil"lt Directive (US SID) SPOO 18. N;> l ( 
1 

l 
(b)(3),,P..:.L. 86-36 j •. 8 6 3 6 "·········· I I .. /' . {b k .( 1 ) ( b "). ( 3) - p . L . -

{U) Travel to the United Sta,J~s::·· I (b l (3l..,, ·~ .:. L . 86- 36 (b l \ .,3) -18 usc 798 
.// . .. ( b ) (3·) -50 USC 3024 (i) 

(T8//SIA'REL USA, FYEY) o.9.-·l ·· ... ::::::·· / l an NSA analy~tliiadv~J:tently targeted ~he. _e-maH 
selector belon in to an irydivklual while he was in the United States fron:t l \J 
through ··· tl)e"~nal st was not aware of the taroet's travel to the United States llntil 

........ · 
...... · 

...... · 

...... ·· 
..... ·· 

tota o pieces of intercept was collected during the target's stay in the United States. The 
analyst deleted the query and results. . ...... ·:.::.:: ..... ·:.:. · · .. ,,,,,, ........... ... ~p::?) ( 1) 

······ .... ······· (;b ).·{3) - P . L . 86- 36 

(TS~'SI//~T¥j larr1"{$.A :i~~g~~g~ ::analy.;t·~rgeted an individual with dual··,u.s 
and foreign citizens.J:ii.p .:whi:leth<::Tndividual was in the United States from I \ ···I 
I INSA.was authorized under a consensual collection tasking order to tarn:et th~ 
individual, who currently lives in the United States, while 
the individual traveled outside the United States. The analyst later learned that the Intelligence 
Community (IC) customer knew beforehand that the tar et had retur · · · 
United States on 

The target's telephone and e-mail selectors were deiasked tJ..tl· nfa<l9J.tioi1~ 
queries were canceled and the results were deleted. AJl·ttaffic :v.Yas :pwg~d:::fr-0nrN'SA databases. 
No transcripts were created and there was no reportLT1g, .. J:~~LJ:C: cil~t6mer was reminded of the 
responsibility to inform NSA when a target...ep~s;tfr~::urifred States. 

,;;;;;;;11;;;ii::>I .. ' 

_../(b) (1) 
(U)Targeting .. / (b)(3)-P. L . 86-36 

(U//FOUO~ l ... ~ .. ~SA analyst discovered that a targeted subject believed to be 
a valid foreign intelligence target was a U.S. person. I .. . ...... ··I 
I lbefore .. a.r.~pQ~from an IC customer confirmed the subject's U.S. c~_!!zenship. 
The analyst deleted all queries ai:'.id'ies'ti:lts;andno··reportinK.».'as issued. . ......... ..... 

................ .. ... (t, i ( l> 
(b ) (3) - P . L . 86- 36 
(b ) (3) -50 USC 3024 (i) 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 

Declassify On: 20320108 
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~fbJJ3.)::::P . L . 86- 36 
~:~ ·. ····· '······· ............... .. 

:. C~tf.FQ.lJO)I ···... ·· ... ··· ...... J.~? NSA analyst targeted an apparently valid foreign 
· · intelligenc.~ target vvho t11rned out to···o~ .. a· .. U ... S.~ .. person. While researching tl1e selector before 

~ \ tasking, the··an~lyst tasked a related selector. Tfre ·analyst..w~ informed b another anal st that 
\\ the target was alJ..$. person. The analyst detasked the target selector No 
\I Were colie·ct(;'.d from this tar ~nd there wa<j no reportmg. 1e branch chief 
\ reminded branch anal 'st's· o become familiar with h ids 

····:::::::::::"'"'"":::::::y ( b ) ( 1 ) 
(U)DatabaseQueries ..... ······· · (b l (3) - P . L . 86-36 

(3//R:EL TO USA, PefEY) Ongo.ct§J\i~,~.i~;f~~~nstru~ted p6~;~~fabase queries that 
targeted U.S. persons, and on · fthose occasions, tne quen~s·retume~ results from the 
database. The returned results from overly broad or incompl:e.te querie~'were deleted, and no 

...... ,.... .. .. ... reports were issued. Procedural errors contributed to0 6f the violations. 
t~r:~::i.:v::::::::::::::::::::::::::::::::... ... ........... ... .......... ............... ......... ... ........... ... .... / 
~ ~ r'=; :~:~}[;::&·s~·~.1~~'7 · . ~. A~ .. NSA .. anar:sf"'· effOrmed " ueries·nsin · · 

(b i ( 3 i _:·s·o>u:sc .. )02,_· ~<ii:· i6 ==-:::ii::=z:::===================::;;:::;:::::::==.=:===========, 
···· .... ~::~~·· ....... :······ .. . 

········ ... ·· .... .L..---------------------c,tht"e"'"a-:-:n:--:a7iy~.s7T7'b~e1;:::ie=v:--Je .r-----, 
·· .. 1---........ -as....,..b-ei,...n_g_u_s_e~d~. b-y-fi~o-r-e1:-. g_n_t_a-rg_e_t-s.""'.:N-::--o""".d:-a-ta_w_ a_s-re-t-ri:-e--'ved by the queries, and no 

reports were issued. 

D (S//REL TO USA, rVEY) I ~SA learned that analysts had pcrfonned 
D que.:ries between_ !in raw SIG INT databases on telephone 
number .. ande·.m.ail selectors belonging to a foreign intelligence taroet while in the United 
States. On ·NSA received Attorne · Genera a> roval to 
query the target's selectors, ....... ············ A 
SIG INT report included in onnat10n frdrtrthes.,Y,,,~t,t.e~~§~ .. ... The·quefies" and results were 
deleted I 1 ...................................................................... ,.Tb..i. .. .(.l l 

(b ) (3}d . L . 86-36 

• (U//FOUO) An NSA analyst mistakenly queried a co-wo;k~i>s! ~ n a 
raw SIGINT database, because the analyst was not familiar with the database' s user 
interface. The analyst entered the identifier a second time because he thought he had 
mistyped the first time. He was counseled by management to review the database User's 
Manual before pe1forming another search in the tool. No data was returned. 

• , .. an NSA anaJyst queried a database 
selectors that c9ntainegc:Jvalid U.S. telephone 

numbL..er_s_a_n""'d _ ___,...,.d.,..d.,..,i~ti-o-na"""'l-p-o-te->t\tially valid U,,.S. tel~pfione numbers. Assuming that the 
selectors had alrea~Y. .. ~een propertr vetted, th7.1ana!_ys~ ran existing ?ataba~e quy ies ~o 
evaluate the effect1ven:e~s of a ne~ tool. Th~ qu<1·l'Y yielded approx1ma~Y.l ·esuhs. 
The analyst did not note"a11y U.S. ipformatj6n jri" a cursory revie\y.oftlie result set 
immediately after the quert:· .... The apalys~1d~kted the que.r,y..artcfaU resul~s. .. on! .... ------. 
I land.t?.ere was no reportin,g. The 51~afyst w~ .. counsd~tjJo personally review all 
selectors before·perfonning a qll'ety\ /./ ............ :::::: ............ ············ ····· ... . ... .> .. :lf £::;:::~::~;····· .. 

( b) ( 3) - P. L. 8 6-3 6 

TOP SECRETHCOMHiTh'NOFORH 
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DOCID: 4165211 ... ..-; .... _:::·'~(· b ) ( 1 ) 
..... . ········: . ...- _ _.... -(b).._(3)-P . L . 86-36 

TOP SECRET//COtvm_~.!1.tNOf<'Of{;r .... . (p}_ (3.)_·.~.50 USC 3024 (i) 

········· , .. ·· ········ ········· ... · 

IS (U//FOUE).~ r~~ NSJ\ .. anafy.~t .·· \ \ ........ a 
lJ.S. entjty. T~y . .targeting error occ.4z:red because t e ana y~t ru e to veni'y\thar,___ ..... 
I ... / jdid.not belong to p~9teded entities before perforining the guery. Jlie anal yst 
r~.ported that a databaseJe-atfare intended to warn users()~ lta,d failed . 

... / the analyst was agvised to always verify! lbefore querying for them. An 
_/./ effort is ung~rway to determine why the database did not warn the user that theD 

........ I ~donged to a U.S. entity. 

/// • . ' '.§A!!!ll!!Ystsqueri~ 
_/,.../ .......... ·····I Ii? _a_Pl.'Y .SIGIN.'.f. .database:..... .. .. ... ·pieces of traffic were found. All 

:::::::::,,:o;::::=:::::::::::::;;::::;::::::::::::::::::::::: .. queriesand·re·siilts were erased when the analysts exited the database. No reports or 
"{b -J. .. tp__ translations were made of the traffic. The incident occurred due to erroneous guidance 
(bl (

3
) "'·R •. J.:'..: ..... 

86
-

36
and training received by the analysts. Action has been taken to correct the training and 

··· ··· ... ··· ... hµprove the guidance concerning the use of this database. Auditing functions are being 
ins'iituted.,_ and future training wlll include the appropriate caveats to ensure adherence to 
USSID SP00l8 .. s.tandards. There was no reporting. 

········ ···· ..... 
····· ... 

• , ······· I I an NSA analyst mistakenly queried 
···'.£':·::::· .. ::·::::::::::::::::::::::::............. in a raw SIGINT database. The error , analyst 
t },,,p I ....... ,......... The query 
(b) <

3
1,,...P . L . 

86
-

3 
. h d 'fh l d l d 4 F' b 2010' d (bl ( 3 l .:::·5·0.:::vsc 302ijef.1'rnea more t .an ecor s·: .. · e query resu ts .. \.v.ere .... e ete .. on ........ ~.J::Y.?.:r..Y,,, .. ,_ , an 

· ... -.:.:-::»-::::· ... the query was resubmitted with the correct query terms. . ... · ········ ·· / ~·~ l ( 1 l 
.. ..: . ·< ··· ... . ..... ··· ··· ! ( l:i'). ( 3) - P. L . 8 6-3 6 

• a:fi"NSA -~~alyst performed J datab·~~ 
r--~:::-1-:------lthat was believed to belong to a valid forei n_:inte!li o · ... • 

target. The" · ... ·hpwever, was located in the United States. 
the analyst updated the record for future 

~.------.---.-----.------"""T~--' reference. The analyst delete t e query an resu ts on ·No reports 
were issued. 

"r:bJ:t3}nn,P,.,,J,i . 8 6-3 6 

· ... ::::::::::::::······· ..... :::""""'"":"'"""(tJ!~U~ I an NSA analyst discovered that a selector used in 
" .. <::::: .......... ···· ............ ! .. ''""liuerl&s=stn.ce1 belonged to a U.S. person whom the 

"·· ... ··.. ....... branch did not have authority to targ·eruntiJ.FA.A 704 targeting authority was received on 
. "····· I IThe error occurred because the .ruialystwasn~.~l_:y assigned to the 
"······... office and did not have access to ~les containing updated tC:l.r~et info1mati-on;··I I 

"·I I the analyst deleted the quenes and the resultmg collection. There was no repotimg. 

" (SNREL ~o USA, rYEY)I . l- an-au~'itori?formed"a.suP.·~~~TS.~~::11~;,:{::i_t:="""" ~~~g~-P .L 
86

_
36 newly assigned analyst performed a query m a raw SIGINT data,,pasel···· I 

using his personal e-mail address. The analyst state4..:thatthe.Tntent for querying on his 
own e-maii was to "practice," because it_.had beefr.over a year since the analyst last had 
database access. I hhc .. analyst deleted the query on his personal e-maii 
address and any results, without reviewing them or taking note of the number of results. 
No reports were written. The supervisor counseled the analyst on the requirements of 
USS ID SPOO 18 and how these specifically apply to database queries. 

TOP SECRET//COMR'fl'//HOFORH 
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• (SllR£}TQJJf3*if ¥£;;;1 ·······/ [~:2:st perfonned ~ qu~y ~ril---..... 
. .,;,::::"::·· ........................................ , ................... } if'Ca raw SIG INT databac;;e wi_~h6l1t .. .fifst verifying with the requestor that the 
(b)('1f ::::::::::·:::·· ................... .sele.c.t.~n. yyas a non-U.S. ~ ......... l·w911e performing the queries, the analyst learned 
(b)(3)-P L 86-36 ............ ,.. 1 ·· ·. ·. 

· · ·· ....... frPJ.? ... ~_he requesl'.OrthaHh.~ : .. ·::::.. ; .... :~~~U.S. and canceled the query. The-.~alyst 
deletedthe .qll.~r.Y res~Jts .. wxthout v1ewmg them1 J \, .._ 

,... , an NSA analyst incorrectly typed an 
t-----... n· a query of a raw SIGINT database and perfonned a query that returi~ed 

esults. The analyst immediately halted the query upon discovery of the error and 
,//L..d~e~le-t-ed~the query results \.Vithout viewing them. It is very likely that U.S. person ·. 

/ information had been collected because of the broad scope of the query. \ Nothing wa-s 

... '

// • reported or disseminated in an,...y_p_r_od_u_c_t_o_r_s_er_-v_ic_e,. 

~rf'fertfl'~±r-~~~~)..j;l..l~ .. ~ ... ~-- ~,L----------1.:an:::.:..:N:..;.;:;:S~A=-=an~ru~'··-st~d~i~sc_o~'V•.e~r-ed=---ti~1a~t~h~i~s -'~\ 
// database account co~tained a uer 

Althou :rh the 
,../ y~_t.had"not worked at NSA for five mopths . 

. / ... ,,,,,,,:===============: le ana yst. eletedt.hfquer The.gqf::ry.retumed0 results, which 

',' 
..... ·.',~.· .... ~.:, .. ,·, .. ,·,·::.·:·.·: ." .. ,,,, ""''"'''' ·· ....... :::::::w.e.re::noFi:eviewecChu.tmost . .Jikely·contained'U:·s ·:·c;c;rn.munications. The resu !ts were 

· < ·:: ;:::.: ",:~,.: ::: ..... d.cletedj I No reports were issued. 
{bTtH ······ 
(};{(:3}::::P ."i : ··.86"'36 ........... . 

·\~;;:: .. :.:::.·· ... ::::::::·::·· ... (U.}. _ Detaski~g Delays ····························· ················ 

\\ ' fi's~~;Ht~f)I Ian NSA analyst di~~~;ereamai ... I _ ___. 
\.~....... ····· .. to a u:-s.; .. _persoil involved in a h 

\ .. >... 6v.erlooke(l 
\<::: ···· ...... . 

(St/R~l TO U~A, FVE Yj lan .. NSA analyst received an intercept from a 
targeted selector believed to have been detaske~ 1- ~ecause it belonged to a 
U.S. person. The telephone number was either never detasked-or. subsequenpy had been 
retasked. The analyst deleted the intercept, and the supervisor confirme.p the-.d~~etion . The 
supervisor sent a message tol ~equesting.:t.h~~-.~~~ .. selectors· use~fbY.._.this target be 
detasked. ········· ·· .... · .. 

(Ui IFO UO) Dissemination of U .S , Identities ... . .. ::::::::::::':,,,,., .. :·.:::::::;::::"':''\. ~ : g: -P • L , 

(TS/tS:F/RSL US19t, FVEY) The NSA Enterprise iss.µe.dl ······ ··" ISTC}INT product reports _ during 
this quarter. In those reports, SIG IN T an,~Jysts .. diSs.eminated communications to, from, ~r about 
U.S. persons or entities on I ······locC'as.ions while pursuing foreign intelligence tasking ihis 
quarter. A total of[JHGfNT products were canceled as NSAJ ~nalysts 
learned of the U.S. persons, organii.ations, o r entities named in products without authorization. 
All data in the canceled reports was deleted as required, and the reports were not reissued or 
were reissued with proper minimization. 

TOP 3ECRET//COMfiqT/J'HOFORM 
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(U//FOUO)I l·anNSkanalysrsenthri'efing .. m.aterials .. ih~i .. i~~i~<l~<l··~:~~~ ................... (b )(3)-P · L. 86-36 

SiGINT data containing U.S. person data to individuals who were not authorized to receive the 
information. The error was discovered by one of the unauthorized recipients. When notified of 
the error, NSA analysts replaced the briefing slides with a corrected version and instructed all 
recipients to delete the earlier version. \.J?) ( 1) 

(fr) ( 3) - P. L. 8 6-3 6 
'U) Th F . I t 11· s ·11 A t (FISAiib)"·p) -18 USC 798 \ e o re1gn in e 1gence urve1 ance c ~b) ('.3.) _

50 
usc 

3024 
(i) 

... 

(U) Targeting ... \'.>·"'""""··:·"":::·::::::::::'.:'.:'.:'.:::::::::::.:~fi'[-'~~ ~ ~; ~ _ P . L . 8 6 _ 3 6 

(T8//8fl~lF) During! _, k-eyHb¥''.~'.rf'r§:ita$k~~{~*~qdiri~~.~ 
with a Foreign Intelligence Surveillance Co,.t,Jrt(HSC)..orde1'~ NSA analvsts 'di e" ve' .' · ii : \ \.., 
unauthorized tasking: · .. / .. \ . 

....... / 

review, an NSA.analysi determined tha ./ / \._j ! 
I l· .. The tasking for both seiectors .~.as·"ferminated on ........ 'my / i~tercepts 
were deleted. Deletion of all intercepted communications remaining in NSA repbsitorie$-.yvas 
confomed onl l .... No re ortin occurre ...-. , ". · .' .' \._ . 

.. 

A.laires'ufr of the 

~~~~L.P,+-+fi-i~*-,~~~ ·an NSA anal rst identifiedLJntercepts 
from a non-targeted individual. The telephone number 
was on.a date that could.not be determined.\ A 
data as~ _re~i~w of a 120-¥ y period revealed thatD <lditional c~frs"wer.~ . .:nade by a non-
targeted maiv1dual betwe.enL tNo;;reP.QI}Iflg .. p_~curr~d from 
the intercept. The intei;e.ept was deleted and the number was detasked. The"n\'.lmbet::w~ also 
deleted from the Court' order renewal process. .. ..................... ·:::::::::::::::::::>Y'''] ( b) ( 1) 

! ........... ............ .......... ..... ..... .. .. / • ( b) ( 3) - P. L. 8 6-3 6 

(TSHSIH~ff~ / lan·NsA .. an~ly~·t .. ~~rf;;~nincr ~ .. revie\v .. ~f .. ~~tn~;;i:~~d tasked 
e-mail seiectors..-d1scovered tha~ ......... 

... ·· .... ·· 

heanalyst detask.ed..the'i~-rµai1 addresses. No reporting was 
/! issue ba~~d on ta._r_g-et..,.._j.n....,g__,.th-e-se- se-::1-ec"""tors.I l-tfie unauthorized coliection was 

.'.

·.·.',·.'.f purged ~r6m the da)abasc. ,,. 

(TS/ 'S·~~'tff) n~~ .. to an error in a databa§~ -;~~ord, NSA continued the tasking of~ target without .... ,,. ... . 

h.vhile verifvirn! selectors for renewal of a FISC orderl an NSA aut.n~rizati6~. Onl 
£1ri::ilv«fl 

.. 

... (~ 

tt</ 
( b ) (1) 
(b) (3)-P . L . 86-36 
(b ) (3)-18 USC 798 
(b) (3)-50 USC 3024 (i) 

I The selector wa<.> detasked on I 

TOP SECRET/ICOMB'4Th'NOrORH 
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0·'~¢~P-.£. ,. L ~ lJ ~~ 11 
(t:>)\!3) -18 ··use .. 798 
(b.)(:3)-50 USC .. :3°02.4..(i) 

.. ····.>·.. ········ ..... 
·-. .. 

fOfl SECU'f'h'COM11~1"//HOFORH 

·· ... ·· ... 
... 1 ........ ······ ····· No reports were issued based on traffic from 

The analyst prorriptly. . .Qetasked the flµmbers. The 
..,,.a""'n.,,..at~y~sr-<T1e~et~e~a"'!"IL~--.--a.,.s"."'" .. --on-... r----....., -No..r.e.p9rting was issued·bas.~.d on irt'.(ormation 

derived from targeting these se ectors. · · - - · - ·· · :·:·:- · · ::::: : : ::: : :cc::: , . -~::::::~;~.,.!>.! 
11 1 

(U) Database Queries ···::::::::::::: ::::'"""'· f Lb.}-.( 3 l - P. L. 8 6-3 6 

l(S=b :Q USA, fVEYll faw"Ji~:f~I~~:r~~~!:er;~~d L~::::: .... ·· _ ... ___. 
quenes without hm1tmg the search to Court-authonzed FISA traffic on ; I he 
analyst did not view any traffic content and deleted the data on That same day, 
the analyst and auditor completed a detailed review of each query. There was no reporting on 
the query results. 

(T~#~W/~ff) Business Records (BR} Order 

(U) Nothing to report. 

(U) The Protect America Act (PAA) 

(U) Nothing to report . 

. ::: :::~::~~:::::::nm Act (FAA) .. ,;::•'.:;<"~ ~: ~;: .. ;;f'/lf ~: ) :: ~ ~ . L. 

8 6

_ 

36 

(81/.REL TO USA, PIEY) During a r~vie~:.O"{f;AA,.t~i·ked.··~electors NSA 
discovered that the user of a task~d ··se~.~etor had .. ....- ./ / i \ ihe U11:_ited States. 
The anal st had overlooked information in :e • ort thatshowed that the 
target t1{~ Un:it~d States .. o·n · The selector was submitted 
for emergency detasking ...- ..- · · · 

.+>.i~~~HFA-++'~"'"r.'tf ..... fi·...,··· ~, 'GSA analysts discovered\ihat the ~~)\lllt 
belonging to a \falid foreign intelligence target ... whQ_ 
lives in the n:ited State . ~uialyst was not aware o t e reqmrement to etask the··selecto: 

fo the United States. The selector was detasked on: 
i.y.....-"T_~-a:n~· u-ri _a_ll_d_a-ta_a_n_d_r-ep_o_rt_i .... ng from the FAA 702 collection was purged. . ............... ..__ ___ .... 

'fO-r 3"E:CftE'f//COMIM'fM~Or'Ot<M 
6 

(b) ( 1 ) 
(b)(3)-P.L. 86-36 
(b) (3) -18 USC 798 
(b) (3) -50 USC 3024 ( i ) 



DOC ID: 4165211 .... ··/'\0~) (1) 
.... .··: .. / \.b} .. ( 3) - P . L . 8 6-3 6 

'{'b L_(l•)···· . 

'!~~;.i .~ : : ~ l0~6C}fr _ .... _.:_ .. ?_. p_··· · ·_·~_.: ... ?._.R ..... ~,,,.. .. ~_ .. '/-/C ..... ~::~IOFO~I/:/// :~ rn~t~ .~~~ ;~~ 4 I i i 

~~-F.+~~~~¥?0~1 ···· .... NSJ(an~lysts ~\ 

. . .. the target.had .. e9te.rf!.d the United ·sfat6s:·· 
,__ ____ ... ··. _se....,le.ptQrS used··by.the .target.w~re subsequentJ{ detasked·on On 
.,_ _____ ... ·• i_· (_w..,_"·a ..... s":-'1 .. discoverect.!~atJ · ······... . ..··~elector remained on taski~,¥.....__ .... 

The selector·.'Yas detasked .. 9~ I All collect)~n was L----d:""':b~. _____ ...._..., ·· .. 
purge y ·.... .... ------- "·· ...... :.; ....... · 

~~ l 

~ ~ l 

~ l l 

,9 ""'I 11n..r::r -re us A F' n=-,;·::i ( ;; :Sill KLI.J T V 11:, " L l J ap. NSA anal st found that the selectors used 

..... 
·····., 

·· All data collected during the period: ,__ ___ -=---------- ~-------~ was purged. 

(~it~IilttEL 'fO usA, PlEY) I l .. airN SA .. anaiysfiriadv.eriefitfy .. t~~i~~ct·~~· ....... ~~~g~-P.L. 
86

_
36 incorrect e-mail selector. The tasking error was not discovered during the tasking review 

process. 1t was discovered when an analyst performed a query on the target using the incorrect 
address and retrieved results. The selector was detasked and retasked to the correct eAmail 
address o~ t .. The traffic was retained because it was obtained from a different 
selector. \ ... 

an NSA analyst discovered that a selector 
ehce taro-et had been j 

( b) (3}..,,,J? . L . J...:.-8 6:..-...:3:....:6:..._ __ ...,...~--r-~----'.,....-TT"---:ir--:--~'-----;-~.--,-...,..------T""--.... 
( b) ( 3) - iff ··u e two selectors u·$e by the target were detasked on, 
(b) (3)-50 u \. .. / -------

(TSh'Sl/8<fF) I ~ ... d~tjng a review if FAA-tasked ~~iectors, NSA anal~ts 
discovere~ t~at a selector belon 7 ih .. tb. a valid for~i f!n inte1li e~.o~ targ~tl -. 

he Umted States \ \ i / •· The IC customer. 
·. ....- helJ~jted States 

, ... ······ 

.they-... d,id no# detas~1{h~.·:sf~leGto:f_,.FUithermore tf1.e .. eusfomer 
....... ....... ....... : ..... · ..... ·· _ .... ·•··· 

'····· ... .... 
lLd.ata collected ff&m "· .... \..\ 

i..,N,....,,.,,,S,..,A~'-s -p-:ri-n-ci:-p-a':""l raw tr~ffic ·r-epositori~~. ·· .... .><: ' ~:.·":· ::;,'',.:.::: :::::::::;;;;;;;; .. ,,,, .... " ... 
................... ~:::;~ 

\\b) ( 1) 
(U) Database Queries x·~) ( 3) - p. L . 8 6-3 6 

(SHilEL TO USA, FVEY) .---------....,\ ... ~\NSA analyst discovered-------. 

\.. ··The error occurred bef.ause the 
a.,,fi,...rs_t_a_n_a.,...ly_s_t _w_a_s _o_n-:-le_a_v_e_\:_¥::-he-n~th_e_s-e7le-c-to_r_s_w_e_r_e-:d:-e-ta ..... s:::-ke-. d-:-.- T:::::--he a~aly~t deleted t~.eJttfe.~y and 
the results upon his return from leave on I ··j ······ .......... ... /:::::: ..... 

( b) (1) 
(b) (3)-P . L . 86-36 
(b) (3)-50 USC 3024 (i) 

1 O'.P SC:Ctti/'iCO!vHM"ffflqOfOftN 
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TOP SECRET/ICOf\>ID~Th'MOFOitH ...... ···:•'·( b > < 1 l 

.... ······ · · · · . . . . . ............ ·:: ... / . (·~l'':{ .. 3) - P. L . 8 6-3 6 

., .. .. .. .. .. . ... ... . .... / ' (b) (}k;::SO USC 302 4 ( i ) 
(b}(1) ...... ~· ' 'sVH:t:.,. .. +e t:1s • ·F 'EH' I 1 NSA i ....... · k J ·"·a::-.... (b)(3):.P.J,,. 86 1t rr cen, v 1 . an. , ana yst"m1sta enl c uene ··on a 

< · .. selector that had not been tasked· under FAA 702 authont ./ ""< ··· .. · .. 
·The"a~a1 st ueried the selector 

(S//Sb'/R£L TO us'A:;·· 1-:.;~:#V)I I NSA analysts incorrectly pe1tormed 
queries on FAA 702-tasked .. s~lectors in a raw SIGINT database. Analysts deieted the querv 
results without viewin them on ·1 . .pTllY······· 

- . L . 86- 36 
( b )' (3) - 50 USC 3024(i) .. 

(TS/ISI//REL TO USA, FVEY) "· ......... . 
believed to be used by a forei n intelli 
a U.S. city from 

................... ... further research showed that 
r1----------,... .. e..,,..····u ......... S_' .-c-it-y-. _T_h_e_s_e-le-c-to_r_w-~\Ietasked on r------·--""'-T-... -an- d- tl-1¢ .... , .. --

purge of the collection was completed onl k: __ ................................ ::::::::.::::::;:::;;;;;;,;'\ b l pi ) 
"··.. ..········:::....... Cb l:.?'(3) - P . L . 86- 36 

(TS//£f//ReL TO U~A, Fve:{) .-1---------.....,l .. m.1.·}~':~-~: a~~Iyst ina~vel}eritly 
I ~hll.e .. mJ.§Jyzmg query results on an .. F · . ·a - · "'" : · . m a 
raw SIGINT database. Believing thaCttie"database · the 
analyst performed additional queries ·e::querie.s.,r~tl:lrf.led results, 
which were deleted o .·· (b l 

(b ) (3) - P . L . 86- 36 
( b ) (3) - 50 USC 3024 (i) 

(U) Tasking Error ,... .. ··::.:.<~;:~·:·::2::L;:;::;: :~··· ·· .. 8.6- 36 

(U//FOUO) As pa11 of al ........ / ./ fupd~te··~i"s&oc iat~d :\Vlih: ::t.nad.ministrative change, NSA 
anaiysts mistakenly ret_~kedLJelectors~\°4at had-.. peen detasked:··I !selectors, 
previously detaske4.because they were no\l-¢-nger ofinterest, were retasked duiirrg ..... . 
u date. Data \y.a~(collected from onlyc:J~lectors an"Clwas purged from NSA da ... ta .... b .... as~·e'."""".s-:----r"----, 

"an NSA analvst discovered that ·electo;s; L-----...,....-------' There was no collection from these selectors. 
L----------------' .. -::"'"'"::::::''(b)(1) 

.. .-::::::::::·· _../ (b)(3):-:P.L. 86-36 (U) Retention 
.... ··:::::>_... .. / (ti-)(3)-SO .. USC 3024(i) 

;::;::...:..:..:::::.:.:::....::..:::....:::..::::.:..::z..:.....:...:::~ ...... -----~N.:..:-=S.:;..;A:..;b:;..;:e;.;;;c71ame::'.lWat~:::ih:tl // ,... . ·· .. ··1 
L.--___,-..,.....,.,,.....-....,.........,.--~-~------~:-::----'iriforrnation Jhat had been purged 
from other NSA databases. As o TSA was investigat1ng whether data acquired 

...=-==....:...:;:.:.:.:....:.._:..:..:....:...:.;,.;..;.;.:...::..;;..;...;;._..;.__;......;;.;;L-_-=-_..,......~i;.......;;...;;....__.;.__---,.· •'NBA discovered that · 

numerous reports had been is.sued'··· i I i:i.nd was cunently conductirtg 
research to determine_ . ..if·anY:"of these reports was based on non-compliant data that had been . 
purged from 9therdatabasesl - : / l I I·· .... ·· :: 

:: 

(b)(1 ) 
(b)(3)-P.L. 86-36 

TOP SECRETh'COMfHT/i'l>J orORH 
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(U) Section 704 
... -··· ·····;:.::·;(~)(3)-P.L. 86-36 

:~:::j~rized Targeting I anNSA :~;;:t::~~L:J~I I he had 

submitted tasking for a selector W1der an FAA 704 ord.~f to~ollection sites that were not 
approved for FAA 704 tasking. I l·1he analyst detasked the selector from the 
sites. There was no collection from these sites and no .reporting. 

(:S//SI//REL TO USA, FVBY~ .Jan NSA a..'1alyst inadvertently queried a raw 
traffic database usin a selector that belon ·ed to /1 U.S. person. Discussions with other branch 
members eve?1ed that the selector had previously been used by 
a U.S. person. 1e ana yst immediately detasl/ed the selector. The query returned records, which 
were deleted, and no reporting resulted. The .analyst was counseled by his branch chief on the 
necessity of researching selectors more carefUHy before querying raw SlGINT databases to 
lessen the possibility of retrieving U.S. peV.f<m data. 

(U) Section 705b /k~}(1 ) 
;}/ '(b)(3.)-.p.L. 86-36 

11! ''\> (U) Database Queries 

........ ,.:/ ./· 

. / . / . .. . ·····... . ·th~ .. error occurred because the 
analysts had not known . .1 / I ·ontafoed the infomiation they.were authorized to search 
using FAA 705b selectoi;S. f;Xll d~ta retrieved from the queries\¥~s deleted~ .. ~nd no reports were 

issued. / / I I . ' an NSA analyst i::~~cirt~ntl;::~;i;;o<! selector 
a.target, yvho was auth~~i~cd under FAA 7?Sb. .. ~uthority. ?nQ 

.,__-----~.a.~n-ai-i~,a.,..y~s:'T't-re~ce1ved the selector and initiated the query w1thout.researchmg it. 
The analyst delete~ihe query and results that same day. The analyst discoverecf'tl~at the selector 
had not been task<;<l because! , ····... .I 
I land)iad..he.~n .. 9.~~.~~.~.?. ... ~.'.:.t!.i~r for that ~eason. There wa_s no reporting: onn / 
I l .. me bran.ch chief co~seJed·theana1yst . .on .. the .. ne.~~$.~t.!Y...?..f .. ~?..~?rmmg tffeshjtus 

of targets pnor to targetmg and nmmng a query. . .............. ····:::::::(~)(1 ) 

. ..... '"H~)-P.L. 86-36 
(Sf/IlEL TO U8A, ¥VliY)I • . _..I an NSA analyst perform.:~4.·:~~ : ) )-50 use 3024(i) 
query in an NSA raw SIG INT database on a J.ist of selectors for ayalidforeign intelligei,1c~ 
target. The analyst later discovered that tl}.e .. list inch~:9,~g l ........ ·····IF·A..A·76Sb-approvecl se~ectors . 
TheseOse1ectQX.~ .. :were not authotizyd. to 9.~ :querred in t.~.e . .PAA 7021 / I The 
query and results were··aeleted.onl ! ............................... ···1.'1.P.d·rio reports were issued base}1 on the 
query results. (b)(:~·L.. _....······· / 

b 3 :.pJ;;·.-.8.6-36 .. 

(81~18J//l1EL TO USA, FYE\') ·· ... ·· ... ···· .... an NSA analvst ran a databa$e query on an 
e-mail address used by an FA.f\)05b subject _ · "he analyst 
included I lcontairijng FAA 702 data:·· a supervisor 

TO~ SECltET/iCOtvffHT/1'Pq()fORH 
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...-:/'.'°(b)(1) 

TOP 8ECRETHCOMIHTHHOPC).kf~ . (b)(3)-P .L. 86-36 
.... ······: ....... ...-·· .. (b)(3)-50 USC 3024(i) 

discovered the incident during a routine br_;mcl(~.~dit .. of~~eries/. The querytetumed D i:esults, 
none of which contained unauthorize.d-data and ttiu~(were not .deleted. There \\:as no reporting. 

I l·the ·s-up~rvisor .. counse~~-d::the.. ana.ly$.t~riJh~ ... ~r.!1P9.~~~:ri:~.~ ... ?.~'I _I 

I lfor FAA 705b .. s..ubjects. / .. ::;:;:::::::;:·:::i;;;;:!;'.j(b)(1) 
/ ......... ···::::·::::· .......... ··::.:: .... ·· !f (b)(3)-P.L. 86-36 

(S//81/IREL TO USA, FVEY) Fro.pr . ·ai~J~'s"l~ ·an,~Jyst·-qy~rit~d:Dl 
mail selectors for an FAA 705.b··su.~ject .. in--a·ra\v SJ,GlNT da.tabase, including 
FAA Section 7021 I/ The guerv res..t.i.lted ·i1'f ·· crfinter9epts·; which wer~ all: 
deleted by the analyst onl I deletions were confirmed_.by·a supervisor on the same 
day. Although the training had been conducted to reinforc~ .srandards, this analyst was 011 leave 
during the training. The analyst received training and .~- new working aid. ' 

.. ········ 

·an .. NSA analyst incorrectly queried the $elector 
used by an FAA 705b targe._t _______ ""'FAA.. 702 data. The query and the results were 
deleted by the analyst imme iate y following inciden"t" .. recognitiQ1 land no 
reporting resulted. The analyst was counseled on the importance of detenmnmg tbe nationality 
of the target and verifying the authorization before querying any selectors in .. r.~~::$.ISJ.:~£ > < 

1 
l . 

databases. ..··················· ,.......... {}H.(3)-P .L. 86-36 

(S//REL TO USA, FVI:Y)I l··NSA·~~j;~~~· ;:~·om1~d··se~~~~~;es on F AA705b 
targets in a raw SIGINT database containing FAA 702 data. The. .. anaiysts did not foilow ·. · .. 
guidance that prohibits guerving FAA 702 data while sear~_b.ing .on FAA 705b targets. I ··I 
I h he analysts were instrncted not to 
query on FAA 705b targets in th.is database. Efforts to modify the database's! ·j 
are being investigated. 

;:::n::::, rV!l'f) I l anN§A~i~~~~~f ~~~~::~ ,/;~~m-PL 86-36 
selectors for a U.S. person under an FAA 7051?. .. or.det .. had n_9t. g~r1'ff.eta§.ked the prst tirr~e h,~ \,_ 
ret1rrned to the United States. He hag.beerrtargeted si-n.S¢.f ''>::::.> · lbut retuIJ1~d to th,e Unite~\ 
States ii ·{Jii. . ....... ·· 'G~t'(t6. a documentation"errod I .. 

T . ~::ana(yst discovered tha~ . I\ 
1----------------"""T.":~:i1:Uhe FAA 705b authoriz1;ltfon was aboi1t to exnire. \ 

l se ectors were ven }.e . ··as detaskeg .. 0r .. iliactive onl r· Between! ! 1 · 
andl hhere were D ·if:itercepts that were deleted onl r There was no 
reporting on the selectors during th.is time frame. 

(U) Other 

(U) Unauthorized Access 

(U//f'OUO)I INSA·analystsdisserntnated .. raWSIGINT"<:hita .. io .. anliS ........ m .... (6)(3)-P.L. 86-36 

customer who was not authorized to receive it. No reporiing was produced based on this data. 
The customer wac; instrncted to destroy copies of the raw SIGlNT traffic. 

TOP SECRl~T/1'COMfNTt/fqOfOltM 
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(b)(1} "•· .... 
(b > c3>:~ :1:::.:: $_s~3s::::::.: ::::::: . ·· ............. . 

1 OP SECRE l /7COMl1<JT'i11qOFORH 
······:·· .... 

(S#REETO __ US·A:·f\YEvj ..... !·a.review ofthepublic drive shared by all SIGTNT 
analysts revealedc=J<locuments c<Yntaining unpublished data derived fioitrFAAl I 
All documents were moved to access-controlicd ·directorie~ .or deleted, as appropriate. It is nm 
known if any documents were viewed by personnel not cleared"fo4 ~'/\A access. 

(U//FOUO~ l·an .. F AA-clearecrSIGTNT analyst locatecfat .. ~ field ;it~--_....... (b)(3)-P.L. 86-36 

forwarded a translated document to tl:1ree site personnel who had not c01npleted required training. 
The analyst recalled the message, and recall was confinned . .9.nl I A review of the 
tranic following the incident: revealed no reforenges to u:·s. persons in the translation. 

········· 

(UilfOUO~ I a.n··~alyst who was not approved to access FAA 702 data 
viewed traffic derived from FAA 702 collection contajned in a shared directory. After reviewing 
the list of analysts who had access to the shared directory, NSA discovered that two other 
analysts had access, but had not been properly trained and cleared. To prevent additional 
incidents, access to folders containing only FAA 702 data will be manually limited to those 

., .... ) properly cleared for access. 
(b (1) ... .. .... 

(b)(3)-P.~··:~~~~rsfi1ru3E:+o:U.si0t;"FVEV) I la SIGINT analyst at an NSA field site obta.in.ed 
..... -unauthorized access to-I lffiateriail kt rawSIGINT database.(b)(1) 

A . I u th . d h . Th h . d d (b)(3)-P.L. 86-36 ccess to· r-:ata was not au onzc at t e site. e unaut onze access o~c~re (b)(3)-SO use 3024(i) 
.. becausethpsc approvmg the analyst's request for access were not aware of the rcstnctions and 

processed the-request based on the supervisor's approval. The analyst's access was tenninated 

"I I. 
·· ... 

(SffREL TO USA, FYf)l) I l NSA discovered that raw SIGINT data had been 
released to an IC customer's server. The data was retrieved a11" ...... ::(p)(1) 
NSA d tab t · · (b),(3)-P.L. 86-36 a ase con ammg ....... 
-I -----.I-Access to.llie· daLta__,,1_a...;;.s ;;,;;;.;;;e""'"en---.,...-1s-arbl;--e-:d.,, -----------~~-.-.... -........., 

(U//fGUO) During a review of database accounts o~ .. INSA<lis..covered .. that two (b)(3)-P.L. 86-36 

contractors had received unauthorized access to a raw SIGINT database y.r.hfie deployed. The 
database accounts were terminated. · ...... ····· 

(£.~'REL TO USA, FVEY) NSA di,~~overedl l that an analyst assigned to the 
location of an IC customer ~ad-unauthorized access to raw SIGJNT databases from I 
I I ·The error occurred because of inadequate control and data1r-b-as_e ___ __. 
administration procedures at the customer location. The analyst's access to the databases was 
terminated. 

(U//f'OUO) I INSA discoveredthat three .. personnerrefrilned their .. ~~c~~ses ... t~)(3)-P .L. 86-36 
FISA information after changing assignments and duty stations. The unauthorized access was 
discovered when one of the individuals advised another to request access to an NSA databac;e 
containing FISA data. When the request for access was denied, the personnel learned that the 
site was not approved for access to FISA data. The accounts were tenninated for the three 
individuals, and the site leadership is pursuing approval to access FISA data. 

TOP gi;cR£TNCOMfHTh'NOFOR:H 
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'fOfJ 3BClt:E'fh'COMilffifMOP'OitM 

.... "'"" ,,,. ........ ····-::::::; (b) ( 1) 
···:·:::::::: .... :·:: .. ·· ...... ...- :/ (b)(3)-P.L. 86-36 

(U) Unauthorized ~OMSEC Monitoring Data NsXdi:~~v~;~ that asys!elJ1
6
;;:i 

erroneously allowed COMSEC vulnerability anaivsts access to data, .. collected i/i1der the 
COMSEC monitoring authority. The analysts performed a total of[=Jqueries,0 -bfwhich 
retrieved unauthorized data. No reports were issued using the data from these queries. Upon 
discovery of the error, the system was changed to prevent unauthorized access. 

(U//FOUO)I (NSA.J:l!.J:~lysts collected information in violation of National 
Telecommunications and Jnf01mation Systeiri:~rSecur.iJy Directive 600. The unauthorized 
collection occurred because analysts did not verify techilicaJ··data.bs:.fore starting the collection. 
Access to the unauthorized collection by analysts has been restricte£unfilthe .coU~ction has been 
purged. ············ 

................................... ::::::::::::::::::::::::::;;;;;;;;;;;;;'.'.''''(b) (3 )-P. L. 86-36 

cu; fF-0 UQ.11 JNSA·discovered"'thafa: £9.li~~ti~~:·~;$.1emeontfriii~:<l . t~·:9one·~~ 
beyond the authorized monito~~~g_period·r· .................. ·············· ········· l··'The data 
collected I lhas"been separ.a.Je.d .. romthe data collected during the authorized time 
period and restricted Jr.omaecess .until it has been purged. No reports were generated based on 
the I Jdata: ····· 

(U) Computer Network Exploitation {Cf\IE) 

.\ 

LI (T_~_.(l~_b_G~_h_L_T_O_U_8_2
6

_t _P_/E_
1

_!)_'~~~~~~~~~~~~~~~~~! 
ill CTS 1 'Sf/ 'REL TO Uc: 0 fl 'E"'n I f " > u H , ' l ) 

11 (TS/JSiNREL TO USA, FVE\')1 
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DOCID: 4165211 {P.)(1) 
Gf.))(3)-P.L. 86-36 
(i).).(3)-18 USC 798 
(b}.(3}~50 USC 3024(i) 

TOP SECR.STh'COM~H//J>lOf QR}[ 

• (IS 1t~fURJi!:L TO U£A, FVEY)I 

I 
41 (TS "Sfi"REf TO FS ~ P 'E") I I "· , , , '" . . 

A <.J/10.11. l'II J I 

(U) Counterintelligence Activities 

(U) Nothing to report. °{p)(1) 

..... .. 

\~. \'\ \\-.. ··1 
· .. · .. ·.·.··· 1 
: ·. ·.·. ·.·.·. 
\\ \\ \.\.· .e 

·: :. : : · .. · .. 

. . . \ ',1 

(b)(3)-P.L. 86-36 
(U) lntelligence-reiated Activities (~){3)-50 usc 3024(i) 

(SHSM'?'ff) To reduce the risk of unauthorized telephony collection and prevent vio\~i~~rt$, NSA 
instituted a process that gives analysts greater and faster insi Jht into a tar et's location.··. 

L.-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~__.· In 
the instances when collection occurred, it was purged from NSA's principal raw traffic 
repositories when required. 

NSA 
ana yst$ ... oun<,i e-mail selectors 

.· his quarter. When collection did occur, it was purged 
' from NS.A's principal_r.aw traffic repositories when required. 

/ (U//fb.UO) f.\.!th~-~~~: not violations of E.O. 12333 and related directives, NSNCSS reports two 
' /h1stanc~s·1fi· which databa5e access was not terminated when access was no longer required. 

! /_ .. ·-Once·i<lentified, the accesses were terminated. 
/.{?::: ...... ..... 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) TOP SECRET//COMH~T/tr~OFORN 
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2. (U) NSA Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, lnvestigations, and Special Studies 

(U//fOUO) During this quarter, the OIG reviewed various inteiligence activities of the 
NSA/CSS to determine whether they had been conducted in accordance with statutes, executive 
orders, Attorney General procedures, and DoD and internal directives. With few exceptions, the 
problems uncovered were routine and showed that operating elements understand the restrictions 
on NSA/CSS activities. 

(U) NSA/CSS Georgia Inspection 
(U//FOUO) The NSA/CSS Georgia IO prograi-n, though not fully mature, has significantly 
improved since the last inspection. The program lacks a review element to assess the adequacy 
of oversight controls within NSA/CSS Georgia and tenant organizations. Processes put in place 
are not evaluated for efficiency, effectiveness, or compliance. Mission elements do not receive 
risk management reviews through the IO program to evaluate oversight controls commensurate 
with high-risk mission areas. Reviews to assess effectiveness of processes used to add and 
remove employees from IO training tracking systems, assess training compliance, and conduct 
analysis of incorrectly answered IO test questions are not conducted. The NSA/CSS Inspector 
General will update actions taken by NSA/CSS Georgia to address the inspection findings in a 
future report. 

(U) Misuse of the U.S. SIGINT System (USSS) 

············· 

··················::::::::/'"(b) ( 1) 
······· .. ···· . . (b)(3)-P .L. 86-36 

... ·· 
(U) Nothing to report. 

(U) Congressional, IOB, and DNI Notifi~.~tions ······ ··· 
····· 

(S//tff)I l NS·A"~otified the Congressional i·~t~iligen;~ committees about 
database queries performed by NSA analysts! ...... · lthat were in violation of 
NSA's minimization procedures or procedures governing information collected pursuant to FAA 
Section 702. This incident was reported hl .the2009 Fourth Quarter Report. A copy of the 
notification is enclosed. 

. ...... ····· 

(SffHf) I l NSA notified the Congressional intelligence committees that 
certain data purges required by NSA's targeting and minimization procedures have been 
incomplete. (See the referenced item under "Retention," as it relates to FAA 702-related data, on 
page 8.) A copy of the notification is enclosed. Note: The fact that NSA has discovered 
incomplete data purging-when the data should have been minimized----means that past 
quarterly reports may have stated that all data related to an incident had been purged when 
complete assurance was not possible. NSA continues to work on its initiative to purge such data 
from all relevant databases. 

(U) Other Notifications 

(~l//gJ,£,'?TF) NSA has notified the Attorney General of all consensual and non-consensual 
intelligence-related activities associated with U.S.-person hostage cases. 

TOP SECRETHCOMHiTh'NOfOR:N 
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3. (U) Substantive changes to the NSA/CSS Intelligence Oversight Program 

(U) Nothing to report. 

4. (U) Changes to NSAICSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities and the reason 
for the changes 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15) Inquiries or matters related to Intelligence Oversight Programs 

(U) Nothing to report. 

TOP SEERET/fCOMUJT//~JOf'OffH 
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