DOCID: 4165207

'NATIONAL SECURITY AGENCY «
CENTRAL SECURITY SERVICE
FORT GEORGE . MEADE, MARYLAND 20755--6000
6 July 2009
MEMORANDUM FOR THE CHAIRMAN. INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)
SUBJECT: (U/#€H6) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM
(L/AeOT Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that any intelligence activities of the National Security
Agency during the quarter ending 31 March 2009 were unlawful or contrary to Executive Order or

Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive

Oirder 12333,

(U/POE9) The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

GEORGE ﬂL ‘-\R D

inbputm neyal
i GK _."
\ [ “_, e, ,-/w

VITO T. POTENZA L)
General Counsel

(Vi) T concur in the report of the Inspector General and the General Counsel and
hereby make it our combined report.

4.{ EXANDER
Lieutenant General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be dulf:whu! a mi nn:rkcd
“UNCLASSIFIED A "
upon removal of uadmalrc{ 5)

Derived From: NSA/CSSM 1-52

Bpproved for Release by NSA on 12-19-2014, FOIA Case # 70809 (Litigation Dated: 20070108

Yeclassity On: 26320108
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1. {LHFE intelligence, counterintelligence, and intelligence-related activities
that violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations.

(1) Intelligence Activities

TES RS HA-Unintentional coliection against United States (U8}
persons. This quarter, iiseﬂ, W crfuljmsmm,; in which Signals Intethigence (SIGINT) analysts
madvertently targeted or collected communications to. from., or about U. 5. persons while
pursuing foreign tntelligence tasking, All intercepts and reports have been deleted or destroved
as required by United States SIGINT Directive (USSID) SP0O0IS.

| (o) (1)
_ _ ‘ ) (1) (b}.(3)-P.L. 86-36
{L1) Unauthorized Targeting ( }{3) L. 86-36 (b) (3)-50 USC 3024 (i)

(@ RNITDI IS T \)zilzlowc}%ion% selectors §ox|:|i .S. persons were tasked under consensual

\.{ﬂh,umn before the approval process was conipleied. Although the] i

submitted the prerequisite consensual collection forms ml |

the final approval had not been granted by the Director. National Security Agency (DIRNSA)

prior 10 tasking. The NSA analyst erroneously believed OGC approval was sufficient to proceed

with tasking, and did not complete the approval process. The violation was found and corrected
| | when the selectors m,rv detasked. Na {,OHGCU_OH resulted from the violation.

|NSA targeted a LS. telephone number in error. The

number passed o NSA from| fwas incorrect becaunse
of a typing error. NSA analysts discovered the tvping esror on| |wbcn| |
[ | Within 30 minutes. the
analysts replaced the incorrect number with the number | which was

obtained through a consensual collection authorization. No collection occurred from the selector
tasked in error.
(b)(3)-P.L. 86-36 (b) (1)

¥ < 3 g B i S (b) (3)-P.L. 86-36
{_’uj:kravez fo the United States

{b)(S}—PWL”'86f3§” {b) (3)-50 USC 3024 (i)

RO SAFE o ; Dumw this ra,pi fmrr period I:lvaiid foreign targets
|{hs3 United States, T L%«s‘ixmfﬁ v rminated, and coliection. which occurred in
of t u,l |mshmu,s was purged {wm T\%A d aiabasas No reports were ;ssu:,d

SRR O ST TVEYY n|_|s3i’ the Hms&mcu of] |£i‘1t3 United
States. collection between| lvould have been avoided had timely action
been taken to research ‘EE}L target's| - | Although the analyst requested a review of

the| ; . Jwith access to the database was on sick
leave__The research | ; Irevealed the target was in the United States
as of | The selectors were detasked, related collection was deleted from an NSA
(b) (1)

(b) (3)-P.L. 86-36
{b) (3)-50 USC 3024 (i)
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database on and the analyst applied for.a research account fo red uce the risk of
future violations,

“%b) (1)
(b} (3)-P.L. 86-36
s O-EAESO T another {3'%"2‘?1{: 1t0r{,m<,nt1{med ”C{}HLLEI(‘HI incidents. the target
entered the United Biates on | e lan NSA analvst
attempted unsuccessfully| R, T thc 1arget sefector onl %

A malfunction of the graphical user interface application prevented execu'{icm' | :
[ lor any other action, Once the database was reiurned fo service. the analvst Tound tha

| | Collection occurred on| | intercepts were purged from the NSA

RO S AN Oy

ES A W

B) (1)

Ry . : b 3)-P.L. 86-36
targets were in the United States. In ali ;mmmm wiicmon was teFTinal _cmti aclu,lors A } el

were detasked, Collection, occurring in -af ﬁm[ljlmstdﬁcca was purged from NSA~
databases. In| lincidents, violations resulted fromi procedural errors. '

k3 e L T T Ty 1 HIAN.Y i“‘% ?T*\f\

SR A ’\n""\%% azmh&{ did not confirm that the iartrf,i was _
outside of the U mte{i %Liiea before conducting a query of an NSA database. Although the
iitial information appeared © show the electronic mail (e-mail) account|

[T | the analyst searched on the selector on] frithout the
prerequisite check. Another NSA analvst found the violation on | fnd
noted that the e-mail account| [the United States. The query and
associated results were deleted on| | No reports were issued from that

2024 (igollection,

w PANSLAE SEL 55w S I A0 W S S AL LY }

b A LR L li NSA analvst found a selector that
should have been detasked inf . ["The selector belonged 10 a foreign national

| in the U Z}ii’i(d %tatm | The selector, believed to have
been removed in| | was noticed while an NSA analvst was prosecuting
another valid foreign target. The selector was detasked onf | No collection
relating to the ULS. person selector has been found.

) (1)
(1) Database Queries T B (3)-P.L. 86-36

oA S (i I:Iou"aswm NSA analysts constructed poor database queries.
&‘nd <m|:|0f i’f‘ioat, oceasions, the queries returned results from the database. The returned results
from the overly broad or incomplete queries was deleted. and no reports were issued. Procedural
errors contributed t(}D@f the Dﬂ-‘iei.a‘si{ms‘ '

_ Idrl NS, %l | “(b)(3)-P.L. 86-36
dnah si faiiuj 0 wsimi 111‘3 d&za’mss guery with foreign target selectors, resulting in the

targeting of a U.S. | |mth{mt authorization. With the

intention of collecting a communication, one end of which was m|_ltha, analyst

mistakenly believed that he could query| . |for

foreign intelligence purposes. '
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oy (1)
'(b)'(3)-'P-.L‘.8673E_5_ " {B) (3)-P.1

Sl o PR T p B)(3) U
" RS PO B A nother NSA analyst used the term_ |oh o) en e sonei)
i his search for foreign intelligence related to the U.S, presidential

inauguration. From| |the analyst mistakenly believed that the
term typed inl |was permissible. The mistake, found onl | was

corrected that day. No collection za-.,suii.e._d from the query,

. f_'?"‘:»-"-*"‘i?-”“???F_?_._ FOLISA ""E,‘:": Human ervor resulted in the targeting of] |
| | An NSA analyst and his auditor
incorrectly applied targeting guidance, resuliing in| laueries to an NSA database.

PR e ries. The _m_is*ieike pr"{Educed-| [query results, which were deleted without review.
"~ FSESERFEOTSATTEY s_ ¥ ; An NSA analvst used thc zcrm @ﬁié T GRpnELl ek
search for foreign| : | the
analyst mistakenly believed that i’"E&, tu m typed in| bowas permissible.
The query, found by the analyst's auditor, was deleted on] |and all related
collection was destraved, T
B SRR [ an attempt to locate a translated intercept, an (b} (3150 USC 3024 1)
NSA maivst searched on the] Jof the transcribing linguist. The
violation was found by the analyst's auditor. No results were returned.
. '::-':"“"::.-. Aprin 6= f:il;—iu
(U) Detasking Delays. = e ri: IHI:ELIJJJ;L (i) ; -
L =S " .té.{csf}h{me numbers emained tasked afier an Attorney
: General authorization had expired on T The NSA analyst detasked the
[ ketectors] |0ﬂ | R Ibut was not aware of
1 [The violation was identified o and the
selectors were detasked the same day. No collection occurred between] |and
| A review of the incident resulted in a changc in operating procedures, ... T
i tb) (3)-P.L. 86-36
Yy The selectors of__Jvatid foreign w.r;:us {askuﬂ |
were not removed from tasking when they were approved for targeting Tnder y
Foreign Intelligence Surveillance Court (FISC) (}zdLrI:ml t.(msc,qucn_li}? the targets’
communications were infercepted| Jafter they entered the United States in
2008. ihzs oversight was found during a selector review| | The selectors
. 45K, fon] | NSA analysts-have not found

[collection on the targets since they entered the U inited States, e

"‘(’B)(S)—P.L. 86-36

FANEFANE RN RN b P W o A %
T T T 3 Rkt

HEFO-HSATTYEY Unintentional dissemination of U.S. identities. There
wcr%-:[l nstances in which SIGINT analysts disseminated communications 1o, from, or about
LLS. persons while pursuing foreign intellipence tasking this quarter. All data have been deleted
or destroved as required, mD of tiae[lm%ame%‘ SIGINT products were cancelled because

they contained the 1danizizes of LS. persons, organizations. or entities. The reporis were either
not reissued or were reissued with proper minimization.

(k) (3)-P.L. 86-36
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(b)(3) -50 USC 3024()

i) (1)

(b)(3)-P.L. B86&6-36

fan NSA analvst failed 10 minimize

%i(:!\f bf:‘f{m, ha, ‘»hamd ‘ti fata with an analyst from thel Jp! (3)-P.L. BE-36
The data,| included information on| |U.S. persons. {h{:l |
analyst was contacted on| and he destroyed the data. No reports were issued on

the disseminated data,

SRS AT Y- While NSA | lanalysts were developing
By(1)
{b) t3) 4.1
{b) {311
{b) (31450
-ty information shared w ith| . S— |dm1\q Hvan NSa - (0)©3)-P.L. 86-36
analyst enabled the lanalyst 1o associate a ii,?c,pbvn{, ﬁmnbur with a I S. person. On
fan NS A analvst] it ]

i [ Ajthough the complete
number was not given 1o the |&nai}-'s%;,| I,vas._sufﬁf,;_iem {o associate
it with the owner, who is a U.S. person, R

(B (1)

U.'-?'f p=P.L. B6~36

(U) Report Cancellation Delay JieL)

S ErzEEsizant e | an NSA analyst learned from| lthat a valid
foreign target beld dual | Jand 118, citizenship. Although the scleciors were detasked on

| kind collection was purged from NSA databases [ Jreports generated from the
upauthorized collection were not cancelled unti The delay in report cancellation
oceurred because of a miscommunication between two analysts, Each believed the other was
going to cancel the reports.

(U} The Foreign intelligence Surveillance Act (FISA) (o) (1)
(b} (3)-P.L.
{By (3)-50 1

(U) Unauthorized Targeting

LS Between|
a@mmz after the FISC Order, | | had expired. f}urmo muimt: %icgmr SL,[‘LLTIIHL- an
NSA Team Leader noticed that an e-mall selector had not been specified on the new| |
Court Order] I The selector was removed from| |and fasking on

| fand related collection was purged from an NSA database on| |
Mo reports based on unauthorized collection were issued.

INSA tearned that a FISC-approved selecto
|- Collection specialists analvzed the selector metadata
to determine that| l |

| | The selector was detasked on| and collection i’rf;m| |
was purged from NSA databasés the same day. 1o reduce the risk of a recurrence. oversight
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procedures have been modified to inctude|

+O0n[ " Joceasions, Gollection mntmugd atu,r i I‘s( orders| L
violations were isolated on fioa maiium[mn betweer

expired,

selectors continued after the FISC] |¢ ou;z Oid@l cxpmd onf | Collection

between| Jwis purged from NSA databases. The selectors
were retasked undu the FISA Amendments Act (F AAY [Certification

| I —the FISC] |Court Order expired on |
Collection from|  pelectors was purged from NSA database on

BRSNS SN tE N SN |a NSA amh ql quened an ‘\1% ’k ciatd Yase fnr
mtelligence on a ULS. person for a period not covered by FISC Order|

order was signed and effective as of] |tha. a.ndi} st quericd back 1«

[when he recognized

The analyst terminated his query and deleted the results on|
his mistake.

B&6=36

1(1- (31-P.L. 86-36

the|__[selectors used in qumm only Di‘zdd been apprm td undcr the reasonable drtlculdbiu
suspicion (RAS) standard, Alt imagh the numbers were associated with a foreign target. the
selectors had not been approved for call chaining in the BR FISA data. The analyst did not know

that approval must be sought for BR :i’*'EESAI:IcaH chaining. No data was retained, and no
reports were issued.

> On 9 January 2009, an NSA analyst violated NSA call-chaining procedures when
he iri&{i“, ertent] v did an extra hop, or call-chaining expansion during a BR FISA chaining event
resulting in four call-chaining expansions or hops. The Court order prohibits more than three.

tmmediately. the analyst realized four hops were processed, and he deleted all of the results,
which were foreign.
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{11} Update o previous report

FHSASERANS- As reported last quarter, on 15 January 2009, the Department of Justice
reported o the FISC that NSA had been using an “alert list” to compare incoming BR
FISA metadata against 'teiﬁphone numbers associated with counterterrorism (CT) targets
that NSA had tasked for SIGINT collection. The Agency had reported to the FISC that
the alert list consisted of numbers for which NSA bad determined that a RAS existed that

the numbers were related to a terrorist organization associated with[——""" | EE; W
| “However, the majority of selectors on the alert list had not been (b (3)-50 Usc 3024(1)

subjected to a RAS determination. Analysis through call-chaining was not performed
unless the number met the RAS standard. “Byt)
(b)(3)-P.L. 86-36

NSA suspended the companson of BR FISA metadata
dg,asz}si ( T target selectors. and in the conduct of a comprehensive review, NSA
identfied other processes used to gquery the BR FISA metadata that also did not conform
with the Court’s orders or that were not Tully explained to the Court. The review also
identified some manually entered queries that were noncompliant with the Court’s orders.
None of the compliance incidents resulted in the dissemination of any reporting from
NSA to any other department or agency, Upon discovery of these compliance incidents,
NSA immediately made changes to its processes to ensure that the Agency is handling
and querying the telephony metadata in accordance with the Cour’s orders. The
corrective measures include implementation of controls that prevent any auntomated
process from querying the telephony metadata NSA receives pursuant to the Court’s
orders and which alse guard against manual querying errors.

bt L AL T e

CEASHANE The Department of Justice filed preliminary notices of compliance incidents with
the FISC on 15 January, 21 January, 26 January, 2 February, 23 February, and 31 March 2009.
The FISC issued an order on 5 March 2009 allowing NSA to continue to acquire the BR FISA
metadata but imposing further restrictions on use of the data until the completion of the
government's end-to-end system engineering and process report. The report will include further
information on steps to remedy arcas of concern, oversight efforts, and minimization and
aversight procedures to be employed if the FISC allows resumed regular access to the BR FISA
metadata.

() PenfTrap Order

(L) Nothing to report, (1)
: (b
{b) (3y=P.L. 86-36

(1)) The Protect America ﬁa‘% f?ﬁu&} B ER-+00 Wgg S0l

ki ) S

TTSTSTRTETTFOTSATTFYES A delay in the review of mtcrcept C{m’mbnted o collection on a
target while he was in t?}ﬁ, United States. The selector was tasked under PAA

| Certification] | onf | but not checked by the analyst until
the United States. The query results were deleted on] | No reports were issued.
) (1) G g
A T {b) ({1}
{b) {3)=-P.L. 86-36 Eb)(i;—P.L. 86-36

{b)(3)-18 USC 798
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TOP-SECRETFCOMINT ,.\uum-\v P (B} (3)-P.L. 86-36

\K_M}‘;—--n USC 30241(1i)

CESUSIREL-FOLSA_EVEY During a-tasking record review NSA
analysts learned ihail_kamfut selectors had been tasked under the wrong authonity. The
selectors, tasked on| .. bad been tasked under the PAA] |
:lmsta,ad of the FAA] - Eertification 2008. The] [selectors were
retasked under the correct certification on] | No collection was purged because
the two certifications share the same minimization rules and database storage protections. No
reports were issued.

“Yb) (1)

tb)(3)-P.L. B6-36

Human error resulted in the targeting of adual US. and| |titizen after

an ’\% % analyst learned of the dual ,;zszmsh}d | The analvst failed to detask
the e-mail address while he putsued through
an FAA 704 authorization. When this process weakness was identified { | the

selector was detasked. No collection occurred during the period of unauthorized targeting, and
no reports were issued,

86-36

3024 (1}

(L) The FISA Amendments Act

usc

{3)-P.L-

[3).=-50 USH

(L) Tasked under an incorrect FAA Cer‘t%ﬁca_t__i_gm

SR e s *’)urmg_ a tasking record rev u,w| INSA

"""{'1,’I£“!J”T§‘i_"1 Yf‘g Ity ‘i

analysts learned that a mrv ot selector had been tasked under the wrong authority. 1he selector,
tasked on had been tasked under the F AA| : [Certification
| Ii:z‘?’.’éétead of the FAA | The \LItClI}I‘ was retasked under the
correct certification onf I?\f} collection occurred. ; :

\\\cfjf“‘ i

|'|_J1\,\,0 separate m(:[d(,ms were :dmnﬁuj
An NSA dnaivat dm‘o\r gred Eimt a selector had been tasked under the wrong authority from
| | Another ..a_imh\si tasked a selector: under the wrong
authority from | | Both sélectors had been tasked im{i-
FAA| [Certification] Jinstead of the FAA[™ JCertitication]

®)(1)
(_b)(3)-P.L. 86-36

L g UF) i e 20 e N S . ks

S5 REEFO-ESATVEYTA selector for a foreign target was mistakenly tasked]

Apparently, the analvst used the wrong

| o I_:-_Iih@.eerlff‘f’.“fas overtooked by the tasking review team. The |
selector was removed from] pottection when the problem was identified |
No collection oceurred, s i) - o i3y, g
(b){3)-P.L. B&-306
(ISP REE TOHSAFYEY Y Puring a tasking selector review| NSA
analysts learned that a target selector had been tasked under the wrong authority. The selector,
tasked of had been tasked under the F AA|_|(,cmi:cat:(m:lfinfm,dd of
the FAA] |C ertifi cationf . |-The selector was retasked undcr the
correct wri;hca‘tmn {m| | No.co E Li’mn (}cwrred
E::“.'{:_t S SEL L. 86-36
{b){3})-50 USC 3024({1i}

TUP SEURE TTCOVIRTNOFoRN™

i §
!
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{1} Unauthorized Targeting

| without FAA 705(h) authorization, an NSA _intcm.qum-‘icdl:
| ; : ltaroet who is 2 15 ¢ifizen to determine
whether he was still in| —Jrhel 7 bbisined from the search was deleted
o . |"Noother collection resulled. The intern has completed additional formal

' training on database gueries and has been assioned to work with senior analysts.

:.'-:'6 =S

SASHAES-Collection occurred] hot specified on the FAA 705(b) authorization.

| S, |am NSA avalyst found thatanf Jtaskad
the target onl | The tasking was based on 4 feport that

~ mentioned the number belonged to an unidentified associate of a counterterrorism target. The

X [detasked the selector and purged all refated collection from NSA databases on-

¥ Human error resulted in the targeting of a| |0_n'|

| AnNSA analyst incorrectiy| |and tasked a

selector under the FAA I_Iﬁf'er‘éi"ﬁcai%(m( In addition to activity : fand
the selector was| [through daily due diligence reviews of

selectors. The selector was detasked o) foT s

(U} U.B, Person Status

() (1)
(b)}13}-P.L

(k) (3)-50

L ALY N Ty

FRSHASHAES On |'a'1*g_ _E*”_é’-‘;f'%ai;sihes‘izcd..iargét_\-\-'a's using an e-mail address that

| | The selector was detasked on| fand collection was
purged from an NSA database ol | While researching the event. NSA analysts
found that the target was | I the United States on | The event was
not immediately found because of a software error. A software modification was implemented

on| |to correct the problem. No reporting occurred from the unauthorized

collection,

¥ Opf IB'IT--?‘i{%;@.-&&fh{}?'iL';’.Cd target was using an e-mail address that

| The e-mail selector was detasked on[ | No collection
resulted. Additionally, the analyst Jearned| _ _ O |

| |that the target possessed'a LS. passport, in conflict
with the results of a previous NSA status request | cated no U.S.
citizenship. A second request to|

A [nsa analysts learned that an FAA-authorized target was active
in the United States on] [The e-mail selector was detasked on '

Although appropriate actions were taken 1o purge the data from NSA databases. the time taken to
complete the action exceeded NSA's setf-imposed goal of purging data within five working davs.

reporing oceurred,

(b) (3)=-P.L. B6-36
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(L)) Detasking Delays

bl g ol L Yo

TSI RETTFO-U5A) Human error caused a three-day detasking defay, which resulted
in collection while the target was active in the United States. The request to terminate the

FaA-authorized collection was submitted onf | but the selector was not detasked

until] | The-analyst ci.id..zzg}ﬂ I Hic 1t,xuinng collection

was purged from a NSA database on i
unauthorized collection. e EE;E;;_P_L_ 86-36

P w0 Tl 00 A e W i A o s W A € O W AR O & e W /\
LR AT T A s IR LW A S i W T P 3

n NS A analyst-did not dciask a {argeted tch,phc}m ;mmhu

when he discovered the Ikic;}hom numbcrl |

Trying to garner intelligence on a target authorized by FAA 705b docket| | the anatyst Eﬁigip -
kept the number on tasking to obtain information on the target's| | 'The (b)(3)-50 USC 3024(i)
sclector remained tasked] | when the analyst was directed to

detask the selector. No collection occurred during the period of unauthorized targeting.

86-36

TSFSPRETTFO ATV A judgment not to Ix‘:-:sm_ted in

collection of a foreign target while iui-: was in the United States. An NSA analyst bebieved thata .

routine detasking reguest submitted on| Ivould be completed prior 1o the ' EE;%_P LI
farget’s he United States onl | The anatyst was on sick feave -

and was not able to verify the detasking action. The Dntut,cpts
obtained while the target was in the United States were purged from NSA databases on

HSHARETEESATTYESS Human error resulted in the pursnit of an FAA 704-autherized

target while he was in the United States, | :

| [the e-mail selector remained tasked| ]

[ | The dz}dhsi iiom tht,

responsible] farget office w as in training during the target’ s} = t©
frip o the United States. The analyst recognized the mhmki.. <m| T

Noeollection oceurred as a ru;uﬁ 01 the violition.

_ 3 A selector was not detasked during a £dl“~‘1815| Sl [visit to a United
%iatu iuniom NSA fearned of the travel onf Jand detasked the selector on
[ | Collection occurred before the selector was removed from tasking. That
collection was purged from an NS A database on| | N.o__repm‘iing occwred.

AN A miscommunication between two NSA analvsts contributed to u}}icm(}n on a
imuam target after he entered the United States. When the analysts lcamcd|

‘i"}t"'{.‘) ﬁl%tégidf&,‘i@fxl ................................. I e CI’[HI]MVSL b{,IIC\’L(i'{hL (“htrttll m{ndt(jj EE;E;; P L 86 36
callection for the duration of the visit. The mistake was f{mnd| |am§ the selector :
was detasked on| [were purged from the ~

WNSA databases.,

PLE T BT B A Tl s i T S A Y S Y

Ton o REETFOU5ATTYE S A communication problem resulted in delayed removal of
n FAA selector from tarseting while the tarset was in the United States. | |

OGRS ERETHCONINTTNOF ORN
G
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to the United States of an FAA 702 authorized target. The report requested detasking of the

selector bci‘bm] L The selestorwag ne !"'H"EE)(;)_P g
detasked before the e-mall sefecto] fto the ,mted Stites on OE-FL
| “The error was identified on | | and the selector was detasked on
| Collection did not oceur from tu,l factivity. "
, — -
T Research of an incident revea ted| | ®)3-18Usc7es

soon after the selector was tasked for aoliecmm| [ According to NSA b)RrE0USE 024

procedures, a target analyst should have detasked a selector when the collection denwmlm{ed a.
, e e T b)(1
lack of useful intelligence. Subsequently, the ¢-mail address| T e B | Ebgge’; L 58
[ 1 The selector was detasked on] [No {,()H{.LII{){! on the tar Q'Lf was found in
NSA databases. No reports were issued.

{UJ}) Dissemination of FAA Data

2 TR Y (3 =P L. B6-35
| funmi mmzzed collection was forwarded to -' o "

| AUST scimmr.wgzb_noi minimized in an analyst-to-analyst

exchange. When the violation was zdcnt;iz.ed‘ the message was sucoessfully recalied on

o '(b)(1)
(b)(3)-P.L. 86-36

“before an NSA analyst purged the data
imm W%A {Zidtahdsm Thetar (Ti,i %x,};u Ld to be foreign at the time of tasking o

wais found to be a 1S, citizen iy | The analyst intended to
request authorization to retain thel | calls collected but did not pursue the request. The
collection was purged from NSA databases| | No reports were issued.

(L) Other (b)) s (K1)
(b)(3)-P.L. 86-36 T e
(U Unauthorized Access i < (X3S0 USC30240)

| an NSA analyst cnizblcd the help of another NSA analyst for

. .H’ans}éiiﬁi@n assistance, In domng so, FISA data was viewed at an N%ﬂl:lqnc not author m,d for

__the data. "10an& yst recognized the mistake and deleted the data. T Eb§f3§ P.L 8636

b LI HE=36. s (b)(3)-50 USC 3024(j)

CRTETS {"SAIIT VEXT A-newly-created| ' fwith no
established authority to conduct SIGINT. attemptled to obtain such duthmm by inappropriately

using a parent organization's SIGINT address to xﬁ(msm analysts : | NSA

authority and directives were bypassed by NSA deleted the SIGINT database accounts
of the | | and .insmzczedlzl(m proper access procedures,

NS

L) An NSA supervisor mistakenly granted SIGINT database access to a person not
auﬁberzzud for access. | |
| Janalyst detatled to an NSA Cryptologic Center accessed NSA
databases. E‘hel hiaaiygi’s NSA supervisor did not follow the documented process for

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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PSRN T TN OTOR N (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)

database access. Access was terminated| | While the[___ Jemployee had
SEGINT database access, he was wmpimm with the intelligence oversight training mandates.

)
P.L. 86-36 s (b)(3)-P.L. 86-36
T e i (b)(3)-18 USC 798
{b](B] -50 USC 3024(j)
P i o f'a‘“zﬂfw ; 'f‘{\ i H;: A EETA YA

SRR HVESA FISA data was not afforded the proper pmicctum because of an
oversight during a rucamh and dev ai@pmam effort. NS A researchers did not include FISA data

in the development of | i |50 software to properly label FISA data

was not built into the program, | |

| [The mistake was correcied | | e FEERY)

- — N o —— — (b)(3)-P.L. 86-36
researchers with access to the data were cleared for FISA access.

(U} Improper Storage

[an NSA ;ma}'-fs{ enwzed 1.S. identities in} S b)E)r-PL 8636
[This security violation was discovered by the Chief of Lhel |
| fhe chief
deleted the entries containing U.S. entities and confirmed removal from thcl |
No reporting or dissemination of the U.S. entities occurred,
| (b))
{U) improper Data Transfer E‘;ggg:&bg‘zﬁz i

7T Human error resuited in the introduction of ULS. person selectors in a software

upgmde fest, | lan NSA contractor used unminimized SIGINT collection to
test information transfer between two NSA systems. The data was to have been minimized
before it was sent from one system to the other. During a system check] |

the mistake was found and the files were pur ged the same day.

(U} Minimization L. 86-36
(IS STTREL PO HsATvr | an NSA technical director identified a

ossible weakness with the minimization of FAA and PAA data| ]

bdnd related-g gég}'mcai user interface have been disabled pending further research, The
NSA Inspector General will track corrective action through completion. (b)(1)
(b)(3)-P.L. 86-36

_ (b)(3)-18 USC 798

{1} Premature Access (b)(3)-50 USC 3024(j)

e e ”?]ﬁ‘ W A

i RE T TO TS TV E Y T A ccesses to sensitive NSA databases were not tepminated when
E\ SA analysts were assigned to work with t’ﬁcl

The NSA analysts accessed the databases periodically from |

Access o unminimized and unev a.iu&tcd SIGINT by ?\’5 A analysts was approved for that

focation <m| | i

{T‘tlf’.*’??".”Ri?'_. B enna "§"‘;'§.'.Z‘; 3 Additionallv, NSA analysts working with__tht‘l .......

| ' were accessing SIGINT databases without authority. ’\.(,Lesng;ga; 50 USC 3024()
~which NSA apalysts had since |%£}:_=_’_~_C;unmatcdl |whxk the  (b)3)-P.L. 86-36

rf:qumi for rmma u:i a{,{,css was processed. In a second instance, a similar access incident
( INSA 31.131.}-'.5;{3--2-11' had access to

(b)(3)-P.L. 86-36
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SIGINT databases without the proper approval. Analysts are prohibited from logging into the
databases while the access approval is pending. In both instances, the requests for access had not
heen completed by the parent NSA organization, (1)
© 7 (b)(3)-P.L.86-36
(b)(3)-50 USC 3024(j)

SIREETOUSITIVYETYTA software error resulted in premature apprmai to aceess Ir AA and
PAA data in an NSA database. The NSA/CSS| : : |is
authorized to approve requests for SIGINT database access. while the %H) approves access to the
| | While approving ‘»I(ri'\c ¥ database access, a
software error enabled | h_pprmc_s,i-b} the|__. This weakness was
identified, reported, and corrected dunn;: an access review| An
examination of| lacce revealed that one analyst had access to] |

| i The anah«,t d;d not
pubtish reports containing FAA or PAA data, ; |

""'('bxn
(L)} Unauthorized Access (b)3)-P.L. 86-36

(LZAOTIT During the quarter, an analyst's access to SIGINT databases was not terminated by a
Cryptologic Center upon completion of temporary additional duty on one occasion. Although
the analyst was cleared for access, losing organizations must terminate access sponsorship. and
the gaining organizations must sponsor database access. This mandated practice is an oversight
internal control,

(L)) Computer Network Exploitation (CNE)

LSS RO STV T I
x (b}tn
| (b)(3)-P.L. 86-36
(b}{s} 18 USC 798
(6)(3)-50 USC 3024(j)
| i
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Jorc)

3)-P.L. 86-36
3)-18 USC 798
3)-50 USC 3024(i)

b))~
(U} Dissemination {(D)3)-P. L 8636
: | (b)(3)-50 USC 3024{;)
s T o
ISTREL T o, AUS, LB, NG t\‘SA terminated| |
| | While rescarching the problem, NSA recognized and rectified

weaknesses with additional oversight internal controls: Specifically, steps were taken to verify

USSID SPOO18 training for the account holders. ¢nsure auditors are assigned to each analyst.
to block known U8, person information,

iimited access was restored vas restored on

| data that was not releasable o] |
e-mails were deleted upon recognition, Computer Security Incident Reports were submitted to
NSA.

SIS REC TOHS T

| —_—
— N | e e
| [ e *(b)(3)-50 USC 3024(i)
TSSO HARVEY [n] instances N%A dndl\&t\,l |‘_£h'at
contained 118, person miormatmn 0 ths:f| e |
| | En the firs{ Jinstances, which ouzurzt,d G[II la
p g Fhel -~ Jinstance oceurred on_(b)(1)
i _Jwhenthel was in the United States.- The (b)(;-?éLUg%STGQS
.... ; ‘f’ L) o .
e dcszm‘% ci’a iht: intercept and notified NSA of the incidents. (b)(3)-50 USC 3024(i)
(b)(3)-P.L.8636 .
" oty '.’Sl‘,’,’i\E'L FErHSA YT containing
LLS, person information was| b
: b)(1)
b)(3)-P.L. 86-36
e el b)(3)-50 USC 3024(j)
when collection was;| |”11‘s analvst noticed
the U.5. person information]| |
| [FINSA] [has begun
working with the] [0 Lwiabiish I{\rma procedures for handling U.S.

person information.

{b) (3)-P.L. 86-36 (b)(1)
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)




DOCID: 4165207

(L) Counterintelligence Activities

(1)) Nothing to report.

(b)(1)
(b)(3)-P.L. 86-36

(1) Intelligence-related Activities RIRHROMEE 0290

. 1 To reduce the risk of unauthorized telephony cr.\iicci;{m and pn:-,mnzoi{mmm NSA
mstituted a process to give analysts greater and faster insight into .:1 tcnwt s location.”

| | When collection occurred,
1t was purged from NSA databases.

A(b)(1)
(b)(3)-P.L. 86-36
© (b)(3)-50 USC 3024(i)

| INSA analysts Tound thatl  Je-mail selectors] |
fthis quarter. Collection
that occurred in]__ pf ‘ih{.'_lmsidns,m was pm ﬁu ﬁom NSA databases. ;

R E-EHYATTYEYS Although not violations of}" () 12333 d'ﬂd related dzrccme%

:’f 7 2 S P W 0 40P SR vk i el 0 A

NSA/CSS i"b?()ii&stﬂ%dﬁLL% i which database access was nof terminated when access was EE;E'},; oL 86.36
no longer required. Once identified, the accesses were terminated. '

1

(FSHSHREEFOUSATIYEY Collection oceurred on U.S. persons because of 4

with thel

| and the 'data(b).“)
cotlected as a result of the malfunction was purged from the database. EE;S;ZEGLUE‘,%?}??M it
2. {UIIFE FNSA OIG Intefligence Oversight Ingpections, investigations, and

Special Studies,

{U/FeHn During this quarter, the OIG reviewed various intelligence activities of the
NSASCSS to determine whether they had been conducted in accordance with applicable statutes,
bxecutive Orders, Attorney General procedures, and Department of Defense and internal
directives, With few exceptions, the problems uncovered were routine and showed that
operating elements understand the restrictions on NSA/CSS activities.

(U/rot6s NESAJCSS Threat Operations Center

(LAFOTOTAn NSA OIG inspection found that the intelligence oversight within NTOC is
appropriately managed and compliant with standing regulations. NTOC has established effective
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- o - (b))
FOP SECR B O R "~ (b)3)-P.L.86-36
- (b)(3)-50 USC 3024(i)
management controls 10 ensure that| | authonmb are properly

excented on the NTOC operations floor. Based on training statistics reviewed. the § inspector
found a 95 percent rate of compliance for intelligence oversight training.

(L/ZoH0) Alleged Unauthorized Disclosure of Classified Information

(b)(N)
" (b)(3)-P.L.86-36
SHSHAT) The| | (0)3)-50 usc 3024()
is mnsjuum g an investigation into the release of a SIGINT report to an| |1n1dii£t,ncu
officer before the report was sanitized or vetted for proper release. The data disseminated
| included NSA data that is potentially a significant compromise of SIGINT: ®)
capabilities. The OIG will track this action through completion. (b)(3)-P.L. 86-36

(’a )C@ngg‘essmna 108, and DNI Notifications.

(BY+3)- -F.L 86-30

, [NSA/CSS notified the Majority Staff Director of the Senate
‘w:iucz (_nmmm:,t, on Intelligence of the process to resolve the Business Records matter, provide
additional information 1o the Committee on other matters that have been addressed previously 1o
the Committee, and to notify the Commitice of one additional matter which was only recently
identified. A copy of the four part notification is included as an addendum to this report.

3. {U) Substantive Changes to the NSA/CSS Intelligence Oversight Program.

(L7} Nothing to report.

4. {U} Changes to NSA/CSS published directives or policies concerning

intelligence, counterintelligence, or intelligence-related activities and the reason
for the changes.

{L)} Nothing to report.
8. {U} Procedures governing the activities of Department of Defense {(DoD)
intelligence components that affect 1.8, persons {DoD Directive 5240.1-R,

Procedure 15} Inquiries or Matters Related to Intelligence Oversight Programs.

{U)y Nothing to report,

Ll W
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