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CENTRAL SECURITY SERVICE 
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24 December 2008 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U//FOUO,- Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence activities of the National Security 
Agency during the quarter ending 30 September 2008 were unlawful or contrary to Executive 
Order or Presidential Directive and thus should have been reported pursuant to Section 1.7.(d) of 
Executive Order 12333. 

(U//.FOUO} The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 
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(Uh'f'OUO) T concur in the report of the Inspector General and the General Counsel and 
hereby make it our combined report. 

£,lL~ 
Lieutenant General , U.S. Army 

Director, NSA/Chief, CSS 

Encl: 
Quarterly Report 

This document may be declassified and marked 
"UNCLASSIFIED/fFrn 8fficial use Uni)?' 
upon removal of enclosure(s) 

Derived From: NSA/CSSM 1-52 
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·1. (U/JFOUO) Intelligence, counterintelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as well as 
actions taken as a result of the violations. 

(U) Intelligence Activities 
··········· ······ ( b ) ( 1) 

..... ""'· (b ) (3) - P . L . 86- 36 
··•··········· 

············· 

(T8//8tN REL TO USA, FVEY) Unintentiqnah:oh~ction against United States 
persons. This quarter, there wenOinsfa~ces in which Signals Intelligence (SIG INT) analysts 
inadvertently targeted or collected communications to, from, or about U.S. persons while 
pursuing foreign intelligence tasking. All intercepts and reports have been deleted or destroyed 
as required by United States SIGINT Directive (USSID) SP0018. 

.k!S) ( 1) 

(U) Unauthorized Targeting 
./.{bJ (3) - P. L . 86- 36 

\{b) (1) _./ /,{b) (3) - 18 USC 798 
f p) (3) - P. L . 86- 36 _./ / /(b) (3) - 50 USC 3024 (i) 

('f8h'8t//REL 'fO USA, FVEY) OQ . ·. ~~~d/~~ U.S. 
SIGINT System (USSS) to locate _believed to be kidnappe / 'The selectors 
were tasked before authorization was o tame rom NSA. After the NSA ice-of General 
Counsel (OGC) denied the authorization request, as found. Hy:'had not been 
kidnapped. The ~nalysts have received 
additional intelligence oversight training. 

~~~ffifi.A selector for an Attorney General (AG)-authorized target remained on collection 
_____ a_·ft_e_r--... the.AG. .. ~1:1.!~9?zation expired onl 1 .. ~e selector was detasked 

on ... No .. collection::@:~:µged-asares:u.lt<?.f the process violatiop. A review of all 
other targeted selectors relating to the target .. was· conducte{f::: : :An::selecto:rs,,wJ~I~::~g.~ti,r.med 
terminated on or before I I "'" ::":~:: :: -e. c. 86 _36 

(TS ll~I.~~l"P) On duri'rig an experimental collection and rp-Cessin effort, 
NSA anal sts collected .. ....-

............... 

L...--...._... _____ __,Themessages·were··deteted L. ... _ ..... _ .. ___ __,·· -~·herithe. eij.9.r::w~!!~g ~ - e. 
1

. 
8 6

_ 3
6 

............... (bYJ~U -18 USC 798 
' !(bJ\(3Y\f>_O USC 3024 (i) 

. ::NO queries on the selectors had been made before, 
t--------,,_w..;;.h._e,....n-th-. e-... -se-le-c-to_r_s.-.w-e-t~e...;.;.ideleted, and all collection was purged from/the datab'~se . 

··...... ······ / \ 

(TSUS!kRBL TO USA, -!'~;~¥)! I an NSA analyst ~istakenly \._. __ 
· targeted( .. .. .. .. ~nstead ofthet==] 
\.I !associated with a foreign target. The violation was corrected by the analyst on 
'1 I and the associated collection was purged from the NSA database. 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 

Declassify On: 20320108 
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~I MS!h'!<fil lse1eetors were detaskj and collection was destroyed when 
I . Anan~Jy~~ -~isunderstood the ~rcction to treat the target as a U.S. person uni!] the target's state was venfiM·and.retas!<.<XI the 
selectors! I The .. selectorswercrngaindeta·sked"and interce,p(p:Urged::rrom'"NS(k> )(1) 
databases when the violation was identified I !.......................... (b)(3)-P.L. 86-36 

(TSHSb'i'HF) I lduringr<?.':1.~~ne oversight, an NSA database auditor found 
.. c=Jtelephone sel~.t.or. in the Unite.<:l .. States According to the 

............ I ana1yj1 re.spons1b1e .. for the ··· 
.· ................. .. .. . . · · · ·· ·· ::.This ·process" ~i~.l~tioLn-re_s_u...,t-e ....... - ........ ~.--.....,.m---r--:--------+r-o""'m~· t:,.-h-.:~-::9-.~-~""~y~" ... 

... .... ,,,,,, .. -·::::::::::· ........ and collection was deleted! ........................... .......................... ··:::::::::::::: ... ·········· (b)(3)-P.L. 86-36 
, ...... . 

(U) Computer Network Exploitation (CNE) 

. , ..,.. ... I,._. ~T ,.,,.._ Y T - " -- 7T""''l T'\. r 
f .-- i.._~/ J "-~ l/ n. 

(U) Database Queries ····· . ····· ·······(b)(1) 
...... · ····· . (b )(3)-P. L. 86-36 

(TSHSb'/REL TO USA, FVEY) OnQJccas1~~~ NSA analysts failed to..:v..:e.:.:ri~f~:.:;,:...=-'=;....;.;..=.;;, 
located outside of the United States before conductin database ueries. 

o reporting occurre . 

(TSf/Si7'/RELTO USA, FV£'D .... I _ ____, ___ Ian NSA analyst constructed a database query 

P.L. 86-36 
18 USC 798 
50 USC 3024(i) 

using the name of a U.S! .. organization. He t ed the or anization hile 
pursuing foreign igteliigence on .,The que~ 
retrieved d~~~we~e ~-~!~ted another analyst referencep a µ.~,L__J 

.··· 
.····" ... 

... :::::::::: .... , .. 
········· 

(b)(1) 
(b)(3)-P.L. 86-36 

2 
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(b)(3)-50 USC 3024(i) 
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I lwhile searching forl J nformation on his foreign target_~ The query and resulting data 

. ....- w~~e. <l.~~~i:~-~L...-------'' .......... (b)(3)-P.L. 86-36 ... . 
. . ... . ·--=" ... (l>J(1) 

(b~~1 ) ~8//S_INREL TO USA, FYEY) Durin an audit of database .. uedes·: ii{~~4it6f~}~;~~~a\J~~3;98 
(b)(3)-P.L. 86-36 found that a junior anal st queried . ... ·fa l!Jj~)-so use 3024(i) 
(b)(3)-SO use 302~ibrson 

,!.-__;_;_i, _____ __.u..... ____ .,._.,,,,,.......,...___,.-=""'-;;;;;.... ___ ~""""'."""""""'."""---""""'."""~ 

(6)c1 > : ·· 
(b )(3)-P .. L'86-36 

··. 

.__ _______________ ...,a.._fi.......,oreign intelligence target. She had not considered the 
possibility that a U.S. person. No collection resulted from the query. 
The analyst received additional training on intelligence oversight authorities from her auditor. 

(~//$;1/RBLTO USA, FVE'{)I I an NSA analyst queried on a U.S. citizen using 
the I · · ~elling of the person's name. The analyst recognized the procedural failure. He 
interrupted and deleted the·quef)j !preventing the results from posting, and enrolled 
iri"US_SID SPOO 18 refresher training . 

. · .. 

ffS11SD'~~f!) I ~yping errors resulted in unauthorized 
queries. In both instances, one mistyped digit changed the selectors so that the query was against 
U.S. persons who were not foreign intelligence targets. The two queries were terminated and 
associated results deleted on the day of the queries. 

e querres ·a.n resu ts were 
re esher training. 

an NSA database auditor found !~~L~~b)(1 ) 
(b )(3)-P. L. 86-36 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

°(b)(1) 
(b)(3)-P.L. 86-36 ffSHSh'fNf) On two occasions during training courses or research, NSA analysts queried on the 

I jof other analysts. In both cases, no results were returned. The analysts were 
instructed on proper query construction. 

(U) Detasking Delays 

,.._ __ -'-'....._-....-____ an·NSA..@.(l_lyst removed the DNI selectors oflL..------~ 
..... _____ ... but fai led to .d.~~li~lc the telephone numbers~ ... .'.fhe process failure was corrected 
1.r---,... __ --1 when the error F'!s .{d~n~fied. There ~~ -~o .. ~Uection fromj I 
....__ .... ················ ............ :: .. : .. ::: .. ::'.;.~;;;;;;:::,;;. . •. " .. ,.,,. •. ,(b)(1) 

............ ··· ·· ·· .. (b)(3)-P.L. 86-36 
(~/1Sli/ilEL 'fO USA, FVBY~ l a target imtially-thought to be legitimate and 
foreign was found to be a U.S. citizen. Although queries wer.e.tenniil.ated and selectors were 
detasked, collectiqn.:was notptirged from NSA databases in ... a timely manner. Purging took place 
I lafteflhe .. selector was detas_~-~.4.. when the analyst returned from sick leave. 

(S//Slt/REL TQ .. USA, FVEY) Unintentional dissemination of U.S. identities. There 
wereO nsfimces in which SIGINT analysts disseminated communications to, from, or about 
U.S. persons while pursuing foreign intelligence tasking this quarter. All data have been deleted 
or destroyed as required by USS ID SPOO 18. 

TOP SECRETHCOMffq'fmq:ofORH 
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(~,'/KWREL TO USA, fiVt! l') During this quarter, 11c,IEHNT .. products .. weie .. cancel1ed .. b~~~~~~···w· .... <bH1) LF ft b)(3)-P.L. 86-36 
they contained the identities of U.S. persons, organizations, or entities. In all instances, the 
reports were either not reissued or were reissued with proper minimization. 

analyst ···When the error was 
found the same day, the as .. destroyed .... AU. ere 
reviewed for U.S. person information, and the analysts have receivedreriiediat·tr.~~!1.~~::::~::::;;'(b)(1 ) 

... . .......... . (b)(3)-P.L. 86-36 

...:..;;;..;...;...;;;..;...;;..;.;;;;~~-------""""""t=h"'"e""""iname.. ?..r..~ .. Y.S.~rga~izafio~. i1wolved .~ith the ;~~~g~~~~ ~~g ;~~4(i) 
....... was mcluded m a tip. .. tol · I 

...... ... lfhout a finding that the U.S. identity 
. ....-···was necessary to un erstan t e foreign intelligence or assess its importance. The tip was 

....... · recalled and the recipients destroyed their copies . 
.. ···· 

~t~rn:R.~. 86-~U) The Foreign Intelligence Surveillance Act (FISA) . .. .. 
·. ··· .... . ...... ·· ·····'cb)(1) 

·. (U/ff.9. UO) Foreign Intelligence Surveillance Court (FISC)-Au .. t .. h. 9rizedCotrectio~··· (b)(3)-P.L. 86-36 

.. 
·. 

.... (b)(3)-50 USC 3024(i) ··.. . ........... . 

(TSf/Sih'tid'F)I la..~. NSAanalystTe~~~d.that a telephone number had not been 

I !because of a t~ing error. This mistake resulted in the collec~ion ~f [=:J 
·. .. _ ltheUmted..State.s .!J..~t"Y.~~1.1.I. l ··On~ .1denttfied, / 

the typing error was corrected, and the O intercepts were.del:eted"from::the:NSA dat~base Qri,,../ ... , I (b)(1) 
(b )(3)-P. L. 86-36 

L--------------------------------"""'TFi(~~): i:o'u~24(o) 
1
--- IJ-'Y l1'.T-'- I 

\ J. >J//>J l // i 'll JI 

·-cb)(1) 
(b)(3)-P.L. 86-36 

TOP SECRETh'COMRff//fiOFORH 
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(U) The FISA Amendments Act (FAA) 

('fS//Sf//R:EL 'fO USA, FVEY)I lan"NSA"analys(IO.:rw.;~~4.~~cU~~:A;A;:d~t~;;tt;:::~;;;;;::::::::::::'Yb)(3)-P .L. 86-36 

reci ients who were not cleared for FAA. Tu~ .. analys!::i.nt:endeff'.fo::serid .the e-maill !--' 

1r-t-...,....=-~=::::::::~---';";""""~...J·ana:lys'fs .. but selected an e-mail ~lias"with a broader 
was recalled and destroyed! 1............ (b)(1) 

(b)(3)-P.L. 86-36 
.----------------------------......... 3)~18 USC 798 

...L.:J.:;,;./.,~/./-N+'11- . SC 3024(i) 

........ b 1 
....... ( .)(3)-P.L. 86-36 

ffS//St/fREL TO USA, FYEY) D_1:9ng .. a.tasking .. recor<l .. ~~~i~~ I INsA ..................... (b><3>·P.L. 86·36 

analysts learned tha0 targeted selectors had been tasked under the wrong authority. This due 
?iligence review measure found that the ~al~s.~n.:~.~t~~~-~~Y -~.~~.~~~~~ .. ~1.\.1.\ .. g.~~~.fic;,.~tiqq . lb 1 mstead of the F AAl leert1ficat10n. No collection occurred between (b~h~-P . L. 86_36 I . ~whenth~ .~<;-:~~~tors .~~r..~ .. ~ked.an~ t.vhen the correct authorizatiofi>)(3)-50 usc 3024(i) 
was assigned. ... (ti).(1) 

(b )(3).~P. L. 86-36 

... NSA anal sts learned that a tar et's e-mail selector was 
........... ·"( )J1) 

.. . )'(3)-P.L. 86-36 
L-----------=;;r;;;;;.::::::::::::::::==:....~------~......:;;:;;;::::::::_ __ ~bj{3)-18 USC 798 
L._ __ --J.·..:.T.:.:he.;:;.. .. .:;;.s·e=.:·1.;:;.ec;:;.: .. l :.;;;.or.:.. ..... ..:.:w..::as~d.=.;et=a::::.:sk~e:.;::d:.a..... _____ ..... ··..,..an ... d, collectio.J1was·purged from NSA <t>:Jp)-so usc 3024<i) 

L_ _______________ .....,,...,,.:}:(bJ(i')'... ;; • 
.... .. ·~~/ (b}(.;3)-P.L. 86-36 

(TS//Sb'itff) A valid forei n FAA tar et.traveled .. t;~{United States.---------........ 
.... ···· 

....... The analyst submitt.ed' a detask . .:.:in.:li2..:r:.:e~u.::.e:.:s:.:.t ...._ _______ ___, 
.L-----......... -u-t ""'t"""e .... d..,...etasking did not tl:!.ke"effect until .. NSA databases were 

purg ectionl I/ "--------" 

(U) The Protect America Act of 2007 (PAA) ........... ·:/(b)(1) 
... . . ... · · .... . . ./ (b )(3)-P. L. 86-36 

(TS//Sl//REL TO USA, ¥VEY~ ~aff"e:~~ii .. ~~~·~ctor that di~_..if;t belong to the 
intended target was tasked because of a tyPing error. The location of the tas~~d e-mail address is 
not known. No collection occurred! t-'when the mistake 
was identified. 

TOP ~gCRiiff,l/GOM:fHT//~40FORl'4 
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I IThe·seTect<»r'"\vas .. <letask~<l -~~ ................ . .,f~~l~~-P .L. 86-36 

"'"L==-=--=--=--=-~---_-_-.... .,.l..,,.N..,,..o-co....,l.,...le-c....,ti-on-o-cc-u-rr-e~d~. --------' (b)(3)-18 usc 798 
/ . (bn3)-50 USC 3024(i) 

(TSHSI/J'MF) 

~~~gr~i:::~~~~:.,,.. .. ........ . .. .. . .. . .................. .. ......................... . 
<: : , ('ffillSi(i!<F) NSA failed toremovre:..:a=-.. .:::ta::;.ri:z;;e..:t...::s.=.;el:.;;e.,;.ci~o::::r.::=Tr::o::m:-· .. t.:.::·a::.::::sk:..::1;.;..::n;c.· ...;..;..::=-=-:.~--------14;g~-P .L. 

86

-

36 
(b)(3)-18 USC 798 

No collection occurred. L-------1 (b)(3)-50 usc 3024(i) 

ers1'/SWREL TO USA, FYEY) During a tasking record review, NSA learned thatc=Jtargeted 
selectors had been tasked under the wrong PAA authorit . This due diligence measure found 
that analysts had mistakenly selected PAA Certification instead of ; · Tt~ I 
errors occurred from •\.vith·-no ·._ ! 
collection resulting. The T~~Jts:sociated.:::::;;;;;;,;;.(b)(1) 
intercept was purged from NSA databases ........ .. ............. ··· (b)(3)-P.L. 86-36 

(TS//SfNREL TO USA, FYEY) A selector was tasked .... ! _____ __.la:nd .. detasked the same 
da when the anal st reco ized that the tar · ( '(1) 

.· (3)-P.L. 86-36 
/ (b)(3)-50 USC 3024(i) 

The 
l__....-------....,---,,.......,...,.,.....-....,.,...-....,....---~---------------' 
a ress was not re-tasked. No collection occurred. 

~~~.µ. __ .i,j.j .. M NSA analysts learned that an e-mail address did not belong 
t,9 .. the"intended targ~t... The forwarded a mistyped e-mail selector that was tasked under 

........................ PAA Certificaiio The PAA-tasked e-mail selector resulted in 
(e)~~:i;;:;:::;::''':::~:::::::::::::~oHecii~~,··whichwas·purged .. from·NSAdatabases·I I 
(b)(3}:'.f"LJ~6-36 

. ""·<:::'.''.":::::::::{f.5//Sil/HF) NSA failed to detask an AG-authorized selector from PAA collection when the 
"'>:,,,,,,,):i.AA::~a.:~ signed on 12 Jul 2008. An NSA analyst reviewing tasking files discovered the 

·av.~rsighf The tele hone number was detasked the same day. No 
colfe~tion occurred 

"<:::::::::::-.. L-------------....1 
--fl-~~~~- "··.... NSA anal sts learned that a tar et's e-mail selector had 

(U) Counterintelligence Activities 

TOP SECRETHCOMRtTh'HOFOR~t 
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~)(1) 
(~)(3)-P. L. 86-36 

(U) Nothing to report. (i;i)(3)-50 usc 3024(i) 

::~:::9;on::~~::::c::::::orized telephony collection and to prevent vio~~> 
NSA/CSS instituted a process desi ed to ive anal sts eater and faster insi t into a\tar" et·'~ 
location. \., 

L-~~------. ........ ----.,....,.-....,....,,,..,,.........-.,...--------------~ 
When 

co ection occurr , 1t was purged om NSA databases. ............ .. ........ (b)(
1

) 

----------------------= :;;__-----"tl)(3)-P.L. 86-36 
)(3)-50 USC 3024(i) 

~..:.:..:..=..:..:~~~~~~~~~--==-"""~~~~~~~~~~~~~~~---li.;.:, 

m.ail selectors 
thjs quarter. In each case, the 

L-~----.....-....... ---..---.,.....,.,....-...,....---....,,...---, ..... __ ---=-~.,..... ......... ..;;;...., 
se ectors were etas e . Collection occurred on of.the :fn~tances; NSA databases 
were purged of the intercept. No reports were issues on th·e .. coliectio,ri: .... :::::::::::::::::::::::::·· ... 

{S//~:t'/REL TO USA, PVE!Y) Although not violations ofE.O. 12333 ~nd rel:;~d::~:~~~2ti'V'e.$,.,.,., ! 

NSA/CSS report-r-iinstances·in-whichdatabase·access·wa:s·uot·tenninatedwhenthenee:d::far';''1 
SL...J ,•' .. .... (b)(1) 

access was no longer required. Once identified, accesses were revoke4.: ... .AlmostfoiJfofthe (b)(3)-P.L 86-36 

incidents discovered can be attributed to an intelligenc~. oversighfi'iiternai con.trol"fristituted by 
A "Slci'INT database access·"screening process for 

La_n_a-ly-s-ts- re_p_o_rt-in- g- to_t_h ________ .....i...;;..;;..;;;;.;;..;;;;.;;.;;...;..;;...==""i ·as· ;~sulted in the termination 

of accesses before secunty v10 atlons can occur. 

I lused his·.:reae·c~ssor's NSA N.~.t.w.ork..accountand· srGfNT database account from 

(TSHSI//RI;LTO U8 \ , FY;Y) Al ~ssigned::to::~ ::::"'.''':;:;:;:;'"""":"':":':::':::::::::::::::::::::::::: :::::: ... f":·:::::::::Tb><3>-P.L. 86-36 

I ... Wheii .. the .. security violation was identified, the analyst was 
counseled on proper information technology security processes: ...................... ] b}.(1) 

... · · · . ... ! (b)(3k P.L 86-36 

-f'l~~FO+-'"'fi:=T4-~11r-,..:i:;::r,,i.:i:;~ ·an"NS.AfCSS anal st indltldecC~nminimized 
SIGINT in the fonn of oa . . ; . . \., ... : .. cU:~fomei: ....... ~~~g~-P.L 

86
-3

6 
When this USSID SPOOl 8 violation was discovered th ·nalysta.nd the (b){3)-1 8 usc 798 

. customer destroyed the files. Minimized data was then forwarded to ....... (b)(3)·50 usc 3oz4(i) 
(b)(;3)-P. L. 86-36 ......... 

................ (T~/,!~'b~fRgLTO USA, FYEY) Ol)[:Joccasion \ ... 

...... i !analysts incorrectly entereg .. tlieir own information into an NSA database for SIGINT 
collection and analysis. Belieying that the data field re uired information ori the anal st who 
tasked the selectors, the an~lysts entered the.ir 

I L_When the mi.~take ~as ~.4.~ntifi" ... ·.;......1-. ---. -. ----. --. _ _ ..,.th-._e_d_a-ta ..... was 
removed, an<i the analysts rec~rved analysts received additional tasking trammg. 

' /:::::<:· ... 
'°(b)(1) 
(b)(3)-P.L 86-36 
(b)(3)-50 USC 3024~ 

T p £:HCRBT1~1COMfHT//~fOFOR~t 
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..:(:..=~.:.;././.:.g.:..g:..:'R.::E=.:L:....:.:te:....U=-=.81:..:~~'-= U.:.;K~)-.L..i ___________________ ___,I._ .. ···_· ··_·····.......,· (fi)g~-P . L. 
86

_
36 

(3)-18 USC 798 
(3)-50 USC 3024(i) 

(TS 1 'Sf/ 'REL TO US A f" q;u) II I 17, 11 

86-36 
SC 798 L--------------------""""'" ....... ;;;;;_ ________ l'TT'lr.''l"r-:"!t"'SC 3024(i) 

··········· 

('fS//31//R:EL 'fO USA, FVEYj----------···;;;;.·····-····· .... · lwhilegath~rj~g}J:).telligence on foreign 

I ln the defense of U.S. Department of Defense Networks; an NSA . .. 
analyst discovered a U.S. hosted website containing child pornography. The matter has bet,'.p ............ · ,.(b)(3)-P.L. 86•36 

reforred to the Department of Justice. . ....... ········· 
······················· 

(U//1'.000) The NSNCSS O!G is reviewing the alleged mantul~tion-ofl~!elligence overnight 
trammg records at NSA/CSS Hawau. I ·an employee reported that his 
training compliance date had been updated in the training database although he had not 
completed the annual E.O. 12333 training. Initial research by the NSNCSS Hawaii intelligence 
oversight program manager indicates that one of the intelligence oversight database 
administrators may have wrongfully changed training completion dates of some employees. 

2. (U//FOtl~ NSA/CSS OIG Intelligence Oversight Inspections, Investigations, 
and Special Studies. 

(U//FOUO) During this quarter, the OIG reviewed various intelligence activities of the 
NSA/CSS to determine whether they had been conducted in accordance with applicable statutes, 
Executive Orders, AG procedures, and Department of Defense and internal directives. With few 
exceptions, the problems uncovered were routine and showed that operating elements understand 
the restrictions on NSNCSS activities. 

(U//FOUO~ J\ The joint inspection found that VO roles 
and respons1biht1es were not clearly defined and I/O prdpesses and procedures were not 
developed and documented. Two percent of the workfor"ye had not completed initial I/O training 
as required by NSA/CSS Policy 1-23. The NSNCSS OIQ will track corrective action through 
completion. , 

' 

.(b)(3)-P.L. 86-36 
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' 

e o ~ectives of the review were to identify authorities for the handling of data in . and 
to determine whether policies and procedures are in place and followed to ensure corhpliru.1~ 
with those authorities. We also reviewed system security practices related tol ~ .. ihfo1m~tion 
systems. We found that the l ~SJ1?.1. in compliance with the NSA Associate Direc_fq_rnte\for 
' ecuritJi and Counterintelligence policies iilrd··prQ~.~ures in three instances. Sp.ecificall}\t,he \ 

ladcs. .. a.P.:.2vers1ght board or mechamsms; requ1red .. q~arterly meetings with the NS.i\.pGC 
o not occur; and execiitive·review$.J1.ave not been conductecL"The.s.tudy also found that tht~~ \ 

auditing practices do not fo !low intemaroontrohtandar.d~; ... tli.~~~ are nO~'o<ed11i:"". for auditirii!,.,'\ 
I huenes; and .Q.Y.~I~~~~ .. ?.. ys.J~m,,~.~~ntY .. ~~ "\\ 

lacking. The NSA/CSS OIG will track corrective action througn comp eti'on: ............... :::::::·:::·:::::::::::::::::: : :;::::;: : ::;:;;;; ,,~\ 
· ............ (b )(3)-P. L. 86-36 

(S//SJ//RJZLTO USA, PVBY) Alleged Unauthorized Disc..losure ·ofChis.siti'~d 
Information and Misuse of the USSS~ ... .TheNSA/GS·s ··aIG is conducting an inquiry into 
alleged unauthorized di~~l.osure ·ofclassHl."ed information and misuse of the USSS. Reportedly, 
I la·Navy .. Cryptologist met with an uncleared Navy Family Readiness social worker 
and disclosed that he had targeted his ex-wife and other family members through his job. A 
review of the social worker's notes and statement revealed that the information shared was 
classified Secret//SIGINT//Releasable to the United States, Australia, Canada, Great Britain, and 
New Zealand. The results of the inquiry will be provided upon completion. 

(U) Congressional, IOB, and DNI Notifications 

(8ti'Sif/~{F) On 6 October 2008, NSA notified the Senate Select Committee on Intelligence 
(SSCI) of an impending televised interview of James Bamford by ABC News, and the 
impending release of his book The Shadow Factory: The Ultra-Secret NSAjrom 9111 to the 
Eavesdropping on America. The subject of the interview was the allegation that NSA had 
engaged in improper intelligence activities. The allegation and book were based in part on 
allegations made last year by retired SGT Adrienne J . Kinne, a U.S. Army Reservist, who had 
been assigned to the Army Intelligence and Security Command at Fort Gordon, Georgia. 
Representatives from the NSA/CSS OIG, OGC, and Office of Legislative Affairs have since met 
with SSCI and HPSCI staffs to discuss the recent allegations ofNSA misconduct by Ms. Kinne 
and former Navy Cryptologic Technican (Interpretive) Second Class Petty Officer David 
M. Faulk. NSA is investigating the claims of Mr. Faulk. The Department of the Army is 
investigating Ms. Kinne's claims. 

(S//Sl//HF) Also on 6 October 2008, NSNCSS informed the Assistant to the Secretary of 
Defense for Intelligence Oversight of improper disposal of classified infonnation technology 
equipment from NSA/CSS Texas. 

3. (U) Substantive Changes to the NSAICSS Intelligence Oversight Program. 

(U) Nothing to report. 
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4. (U) Changes to NSA/CSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities and the reason 
for the changes. 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1~R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 

(U) Nothing to report. 
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