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MEMORANDUM FOR THE CHAIRMAN. INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUGt Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U//FOUO) Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence activities of the National Security 
Agency during the quarter ending 30 June 2008 were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section 1. 7 .( d) of Executive 
Order 12333. 

(U//FOUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

A e2Y-~ 
GEO~~RD 
lqspect~~eral_ J 

, JTfi ~ , ..Jt !~ 
u1.Jc~ 1 - \ ~ ~ 
VITO T. POTENZA 

General Counsel 

(U//V.OUO} I concur in the repo1t of the Inspector General and the General Counsel and 
hereby make it our combined report. 

K~~~R 
Lieutenant General, U.S. Anny 

Director, NSA/Chief, CSS 

Encl: 
Quru1erly Report 

This dm:umcnt may be declassified and marked 
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upon removal of cnclo~urc(s) 

Derived From: NSA/CSSM 1-52 
Dated: 20070 l 08 

@\pproved for Release bv NSA on 12-19-2014. FOIA Case # 70809 (Litigati on) Declassify On: 20320IOR 
1 OP SECRE l//C0Mt'M"l:"/fl~OFO[t1<f 



· DOC ! D: 41652 04 

TOP SECRET/fCO:MftqTJ/HOFORN 

1. (U//fiOUO) Intelligence, counterintelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as well as 
actions taken as a result of the violations. 

(U) Intelligence Activities / (b l (ll 
(b l (3l - P . L . 86- 36 

(TSl/Sb'/ REL 'fO USA, FVBY) Unintehtional collection against United States 
persons. This quarter, there were D instances in which Signals Intelligence (SIG INT) analysts 
inadvertently collected communications to, from, or about U. S. persons while pursuing foreign 
intelligence tasking. All intercepts and reports have been deleted or destroyed as required by 
United States SlGINT Directive (USSID) SP0018. \ b l ( ll 

.. ("b.) ( l l (b) (3l - P . L . 86- 36 
(U) Unauthorized Targeting (b l ... f 3 l-P. L . 86- 36 (b .)\ !3l - 18 usc 798 

·'t~)) H . .. (bl (3}-~0 USC 302 4 (i l ( b l \~ .. ~ - 50 USC 3024 (il 
(0.) q}-.,,-,P . L . i36-36.... ·. . . \\. 

\ ........................ .{TSHSI//fff) AnN.SA/CSS analyst tasked the telephone numbers associated w1.th a U:-~.._ 
\\ ........ .J ·........... · ··.................... .. .. !without verifying that consent for.. .. >\ 

... 601.lectiOn-h;:td been given by the person··and .. approved by DIRNSA. The selectors, on co\'.ei::age 
............. frorrll · .... .. I were detasked:·I !intercepts were purg~d . 

........... from data repositones·I lwhen the mistake was found during a target review.\\.\\. 
·.• ...... ... ... 

I 
'cr~~l.'· .. '.z'HF) I \.\ .. \I 

- ·""":( h ) (l ) -
. ........... _! (b l (3l - P . L . 86- 36 

(£//gJ,l,(W~~ Ian NSAJCSSI lanaly~t· targeted a foreigh_ p'erson in 
the United States without Attorney General authorization. She learned that a person tied to the 

was in the United States and was suspected to have planne4 an· \ 
··'-o-p_e_ra_t-io_n_t_o_t-ak_e_p_l_a-ce-......... --------- Thinking only of the urgency ahd nbt the 
1 

target's location, the .. analyst queried an NSA database for information without seely1ng : \ 
authorization to ta.rget the individual. No results were returned. The incident was; found by\~he 
analyst's auditoJ/ and the analyst was counseled and received remedial training. 

(TSf/Sb'1'ff:f} .. An oversight resulted in the continued tar }etin of a U.S. erson after his consent 
to monitqrfng expired. ·. 

Although the consent expired qn . • . 
._N_S_A_/_C_S_S_ ai-1a-l-ys_t_s -d-id_n_o_t_r_e_m_o_v_e_t-he-se-~I-e-9t.,..or from collection unti JI l'·There were 

intercepts that were purged from NSA databases. · 
.· ' ... 

....... (T£//£li4'P'1P) An NSA/CSS analyst task~d collection or:i .. a-u:f .. person before receiving Attorney 
. General authorization .. on I I The an~.lyst wrongly believed that authorization had 

been receiv~g, .The .. unauthorized <l;Ction ~~sulfed .i..1:1. .. ~.~...i.nter.ceptofl I 
!.--<." ...................................................... ·:~~} +~}:= p ·:·"L·~"'"'8'~=·;·~· .... +~;·::·~··:';::: ....................... .. 
(bl ( l l (bl (3l-P . L . 86-36 
(bl (3l-P . L . 86-36 (bl (3l-18 USC 798 
(bl (3l -18 usc 798 (bl (3l -50 usc 302 4 (i l Derived From: NSAJCSSM 1-52 
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( b.~ __ (3)-P . L . 86-36 

between~~ l All collected data was purged when the violation was 
discoverL.; .... · ----,...la_n_d_n_o_r_e ..... ports were issued on the data. · 

. . l-:P.) ( 1) 
(Bfl~) -P . L . 86-36 
( b) "·~.;fr· .. ..:1,8 USC 79_8 (U) Computer Network Exploitation (CNE) 
(b) d "}.-5.b .JJSC 3024 (i) .. · .. 

·· ... 

(U) Database Queries ........ ·/'{b)...(1) 
_,.. ......... _,/ (b) ("3J- -P .. , L . 86-36 

(SffS:f//REL TO USA, FVEY) Tb-ere-W~;~c:J-f~stances ofuni~ten:tion~l collection resulting 
from poorly constructed ___ g~tabase queries. All results were deleted from .. thej I 
I ~ystem. 

/'f-l;)".): :~-1.} .... . 
. (U) U.S. Person Status./ (b'):..(Jy-..... e ·:1;~---- 8.6,,,.36 
't~·l-..\ .3. .. l - P . L. 8 6-3 6 // ·-.:.:::::_ .. ._ ................. ,, .. ""· ·· .. ..... . 

\..._ · ........... _.('FS//Sf/?1qf') OnL:](?bcasions, ·t~r ets initi'Ml .Jhou t to he"legit-imaJ~ ~_nd foreign were found 
\..._ fo ·hold U.S. citizensl;tip. .. N..~A terminated targeting.IL. _____ _..... 

\..._ when tfi elay¢'d that the target h~ld .. a U.S. passporf'"·Co_llection was purged from 
\\ databases, and teports were cancelleq'>I · .......... .Js._elector was not detasked 

\..._ when U.S. erson status was sus ected. The detasking failure resulted"ihL:)intercepts 
\\ between "· when the selectors were positively linked to an 

.._ The selectors were detasked, 
collection was purg ·andNSA/CSS analys.ts ... were .. r1::!;r<3,jp~Q9..f.l~h~ .. P!.?.~~-~~ for 
vetting inadvertent co echon. . ....... ---·::::::::::'''"""':::::::::"' 1:r l ( 1 l 

.................... ·::::::::: .. --··,..._........ \'~) (3)-P . L . 86-36 

(TS/fS:fH~ff)I ........ ......... .......... TNsAJC'ss ~rml-ysts .. t~rgeted u.s. b.;~~{ms. 
I l·the"aiiaTyst searched for a U.~ .. I ...- la ·fa-~ traffic database becans·~"H·e 
did not realize that thel _.lwas o\.Yn·ed ?y..a--u:s. company. \._\.:· 
the analyst did not follow research tr6cedure·§,.which re uired him to check 

... ..,,, ................. ····· 

occurred when another analystJail¢d"to review 
I 1-- Qj.l~pe·s" were tenninL.a-te"""'d,..., _an_d.,.....re_s_u~It-s_w_e-re-- _n_o_t r-e-ta-:i-n-ed":"" ........ ----..... 

llliStakes were found dunng:.the auditing and oversight functions, and the analysts were retrained 
on search procedures. ...:: ... 

(b)(3)-P.L. 86-36 

(T814'8IN~ff) Collection transcription -revealed that a 

w_as used by a U.S. Government employee. .. on ... The·ttafl$cript noted a 
.... c_o-nv-e-rs-a~tion. between two U.S. Government .~mptoyees_,_ ... WhenNSA/CSS learned ·of the 
incidental col1ecti~n~"mipimization pr.oeajltr.~s--wete-·applied as directed by the USSib .. _SP0018 . 

.. ....... _ ...... -:::::::::::.............. ' ( b) ( 1) 

(b) (1) (b) (3)-P . L . 86-36 
(b) (3)-P . L . 86-36 (b) (3)-18 USC 798 
(b) (3) -18 USC 798 
(b) (3) -50 USC 3024 ( i ) 

rop ~ gcRBTHCOM FHT/fl40FORJ'4 
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(3//3T//REL TO USA, FVEY)I la . .y~l.id foreign targ~~.i-: ...------.,,...,...,,,.....~--=---"""".:"":~ 
the United States. Tasking was terminated, and collection.~as purged from NSA databases. No 

reports were issued. . .. ::: ...... -;:.>~~} < 
1 

l 

...... · ./· (b{'.(3..)-P .L . 86-36 
(U) Detasking Delays .. .. /'. · -~<:;;;;:·.::::::::·· ........ . 

-A~'l'Ri-ffR+':f~fi-lf-f .. ~ .. -.,1\. ~·; ~q;uR ·· .. th~·lJnited States on 
.,._ ____ ..,·se1e(;tors attributed to a tar et were 9_¢fasked on . ": "~owevet;c=J 

>Research is ongoing tp isolafe.,the cause of the 
_,... ......... ._p_r_o......,..e_m_, ______________ ......,..,._The intercept associate(l with the·J I 

.'::::.
·.".· .. ·.·."_::::::····:-. ............ 1 ~he United States was purged from NSA databases I J ,...{b\) ( 1 l 

.... ...-·" (b }\(3) - P. L . 86- 36 
n:s:~.j·lt.,,.. (U//F.OUO) Foreign Intelligence Surveillance Court (FISC)-Authorized C,oltectiOn(b ) \(3) - 50 USC 3024 (i) 
(b ) (3}::::p:';t;:::::::: 8.6.::-36 ......... \ 

·· .......... '(i~))s});4iP): st discovered .. ~ .. ptsc-authorized seledor 

asso'ci·at~d wit a ·ore1gn ... .Yi'ad not been removed froni tasking 

Pursuant to the FISC order detaskin . . . However, a problem 
with the collection system.. "revented the execution .. ofthe _action. When the 
system problem was rectified a review of target selectors was co~dueted:· I I 
additional selectors affected by the system problem were removed from tasking. 

(~ ' 1~rnReLTO USA, FYEY) Unintentional dissemination of U.S. identities. There 
were O instanc.es...in ... Y.v..~.~h SIGINT analysts disseminated communications to, from, or about 
U.S. persons while pursuing"'foi'eigrrinteHigence .taskj,ng_~his qua1ter. All data have been deleted 
or destroyed as required by USSID SP0018. / (bl (ll 

/ ( b) ( 3) - P. L . 8 6-3 6 

(S//Sf//REL TO USA, FVBY) During this qua1ter, 0 £1GINT products were cancelled because 
they contained the identities of U.S. persons, organizations, or entities. In all instances, the 

l bl .. +lJ reports were either not reissued or were reissued with proper minimization. 
( b\ "{..3 ) "'.'.: 'J?"'."L:~::::::~ 6.::- 3 6 

·........... (S/;4#'Jr-f ·-... - ... -.... -.. -----,!information about a U.S. person was posted on INTELINK, which is a 
............ classified and highJysecurejp_tranet used by the U.S. Intelligence Community . A graphic 

·~o.ri.~~ining a U.S. address was ·posted.I I when the mistake was 
identified and corrected . ... 

·· ..... 

..··· 

· (U//f:OU.6'-Disseminatior) .. of'F~reig_o. l ntefrigence Surveillance Court (FISC}-Authorit ed 
Collection .... ..... .... ! .... .. ··· 

... ··· ······· 

(T_~./1~J//P>T.Jt)j Ian NSA/CSS analyst tippe_~:..1.~.fcmnation .. onl I . . .... -1 
... I _ __... __ ...,......"""t.,. _____ __. _ __,hnt~cept.s::tQ . .9.thef'SIGINT analysts using a o'om1)Jtrfiication 

0'(};:.,_r_:~::-{:-..~::~:"'"'::·:~:: --... -... -.. --.-... -... --.-... ::: ... ::= ......... - ···· ··················· ·················· ':i:·:;: -P . L . 86- 36 

(b) (3)-P .L . 86-36 TOP SECRET//COMflq'T/;'J'q'OfORH (b ) (3) - 50 USC 3024(i) 

3 



DOCID: 4165204 
····:::::::::"'""(!:>) ( 1 ) 

TOP SECRETHCOMH~'f'/ftqOfOl~Jq ............... .... (b),(3)-P.L. 86-36 
................. :... (b)"(~)-50 USC 3024(i) 

tool that was not authorized as a dissemination tooJ.Joti ............. ldat~- ~-ecause the chat to.~l does 
not have the ability to track U.S. person i.g.formahon. When recognized! ~the data\~as 
deleted. Although not a violatiog ofthe FISA and related authorities, the practice do"es not \\ 
provide an audit trail of_Jb.eU:s·:· person information passed to others within the S[GINT \\ 

lproductioj... .~~~iJl ...... The.process for using the chat tool was amended! ".. "I 

····· 
........... ·" (b ) (3) - P . L . 86- 36 

(TS//Sf/{tff) The identity of a U.S. person was not masked wll~~ a file on a 
FISC-authorized targe ...... The 
O analyst .. recognized. the .ov.~.r$ighJ, .9:~1.~~~g .. ~!i~ ... ~.1.~ .. ~-1:1.?. notified NSA. The NS~CSS analysts 
associated with the violation were retrained on PISA minimiiafion~ ...................................... (b l < 

1 
l 

(b)(3)-P . L . 86-36 

(U) The Protect America Act of 209,.?.(PA~)>)·"!~f:~} < 1 l _ _ (b) (3) -50 U SC 302 4 ( i ) 
..... ·· ....-..- .. • :(.b},. (3) P.L. 86 36 

(£!/8r//~ff) onOoccasl'~~~~ -~~-A/CSS"~~~f.·: ;~·s .did Ao:;··-~~rne PAA-related collection from 
NSA databases in a timely manner....- ......... / · an\email:selector of a le itimate foreign 
target was detasked because . . Although 
the database purging bega . ollectioti from the' \ .... >... atabases was not 
removed until ........ , another target.selecto(was deta~ke ·the 
purging o ata ase~_..:1,.Jtfas not completed untill I Lastly; · . a 
target selector was detasked, but the data was not completely purged from th. databases 
until I I/ 

(U) Counterintelligence Activities 

(U) Nothing to report. 

(U) Intelligence-related Activities 

fCI //CIT //1'.TD\ I 

\ b ) (1) 
(h_) (3) - P . L . 86- 36 
(bJd 3) - 50 USC 3024 (i) 

'\\\ 

(S//SI//REL TO USA FYEY) Although not violations ofE.O. 12333 and related directives, 
NSA/CSS report.sO instances in which database access was not terminated when the need for 
access was n.P·longer requir~9·· 1 !access to FISA data was not tenninated when the 
NSA/CSS.-ein lo ees.J:ran·sferred or forward-deployed to 1?~~~~9.us inl land 

.-0 ::: occasions access to .. ~.AA .. da.ta·washot tenninated when NSA/CSS analysts 
/. d~pfoy~~~JO: .. .Once .identified, accesses were revoked. 

/'.<::::::::.:''.:.''.'.'''''.'.'."''.''..:::·:-. ............... ············ 

( b ) ( 1) 
(b ) (3) - P . L . 86- 36 

TOP SECRE'f//COMfH'fh1~0FOR:H 
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(U) Destruction Delays 

(TSf/Sfh~ff) I ~nadvertent interce ts collected from were purged L.,I __ __. 

~ut the aqalyst forgot to . The NSA analysis and 
1...p_r_o....,a-u-ct .... io_,11 staff found the oversi t at .~lii¢.b.:time the collection was deleted. The 

analyst reviewed the procedures for purging collectionfotessen the:Possibility, .. 9,t~ .. ~~yuITence of 
a retention violation. . ........... ··· ······;;;;;;;;;:'.~:!!'\(b) ( 1 ) 

... · ·· ·· · ··· ·· ·· ........ ........ ········ .. . . ...... ::"'":"'":: .... ··""'"''. ... :: . ...- (b) ( 3) - P . L . 8 6-3 6 

(TS//SY/~JF) On Dccasions~ .. N'sA/c~is analysts did not purge u~~~t~~tlonal ·~11ecti6~ from 
NSA databases in a timely manner. . _,._,,,_,,,,,., .. -~m email selector for a legitimate 
foreign target was detasked on ... . ..... ·· . · ·n the United Stat~s. 
Collection was not removed frorirtli.e data repositOries until a...·;...· ·_·· -----------' 

I . . .. ········· l · the selector for a different target was detasked on 
I I but collection was not purged from thq kiatabases until i...1 ____ ____. 

2. (UHFOUO) NSA/CSS OIG Intelligence Oversight Inspections, Investigations, 
and Special Studies. 

(U/ffOUC, During this quarter, the Office of Inspector GcneraJ reviewed various intelligence 
activities of the NSA/CSS to determine whether they had been conducted in accordance with 
applicable statutes, Executive Orders, Attorney General procedures, and Department of Defense 
and internal directives. With few exceptions, the problems uncovered were routine and showed 
that operating elements understand the restrictions on NSA/CSS activities. 

(U/ffOUO) NSA/CSS Hawaii. The inspection found non-compliance in the completion of 
initial and annual refresher intelligence oversight training and the database to track training 
for those with access to SIG INT databases and their auditors was not accurate. In a future report, 
the NSA/CSS Inspector General will update actions taken by NSA/CSS Hawaii to correct the 
inspection findings. A highlight of the inspection was thel !database and Standard 
Operating Procedure (SOP) developed by I .. lsection. 
The SOP has reduced the detasking time from I lminu~~~ --~<i has helJ?ed __ prevent 
collection violations. ·· ·· (b) (3 )-P . L . 86- 36 

(U/ffOUO) NSA/CSS Colorado. The inspection found non-compliance in the completion of 
initial and annual refresher intelligence oversight training. NSA/CSS Colorado lacked a process 
to track training for employees with access to NSA databases and had no processes to update the 
data. Operations employees displayed a good understanding of the intelligence oversight 
authorities in relation to collection, minimization and dissemination. 

3. (U) Substantive Changes to the NSA/CSS Intelligence Oversight Program. 

(U) Nothing to report. 

TOP SECRET//COMflq:'f/i~<IOffORJq 
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4. (U) Changes to NSA/CSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities and the reason 
for the changes. 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 

(U) Nothing to report. 

TOP SECRET//COMl't<T/R~OfORH 
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