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11 Februar.y 2008 

MEMORANDUM FOR THE CHAlR~T\f, INTELLIGENCE OVERSIGHT BOARD 

THRO: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/fPOUO) Report to the Inte!Hgence Oversight Board on NSA 
Activities~ INFORMATION MEMORANDUM 

(U/JFOUO) Except as previously reported to you or the President, or otherwise 
stated in the enclosure, we have no reason to b~)lieve that any intelligence activities 
of the National Security Agency during the quarter ending 31Deeember2007 were 
unlawful or contrary to Executive Order or Presidential Directive and thus should 
have been reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U//FOUO) The Inspector General and the General Counsel continue to 
exercise oversjght of Agency activities by inspections, surveys, training, review of 
directives and guidelines, and advice and counsel. These activities and other data 
requested by the Board or members of the staff of the Assistant to the Secretary of 
Defense (Intelligence Oversight) are described in the enclosure. 

A~ GEOR~RD 
Inspector General 
:_~- r C)) 

.i'1ro\1 
PD~!hli~~ 

Gener al Counsel 

(Uhfi'OUO) I concur in the report of the Inspector General and the General 

C~unsel and hereby make it~~ 

Encl· 
Quarterly Report 

Lieutenant General, U.S. Army 
Director, NSNChief, CSS 

@\pproved for Release bv NSA on 12-19-2014, FOIA Case# 70809 (Liti gation) 
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1. (U//FOUO) lntemgence, counterintemgence, and Interugence~related activities 
that violate law, regulationf or policy substantiated during the quarter, as well as 
actions taken as a result of the violations. · 

(U) Intelligence Activities 

('PS/fSlllREL 'fO USA, AUS, CAN, GDR, MZL) Unintentional coilection against 
United States persons. I ~~stances in which Signals Intelligence analysts 
inadvertently col1ected communication·s·-.~o, from. or about U. S . persons while 
pursuing foreign intelligence tuskmg wer~·r.~ported this quarter. All collection has 
been terminated and all intercepts and reportc;..J1ave been deleted or destroyed as 
required by USSID SP0018. ....... \J? l (1) 

"........... ( ~~ (3 ) - P. L . 86- 36 

" :~ .••. ·.·.·l.~ ) - 50 USC 3024 ( i) 
('PS//8}/fREL) I .. I 

.....:-~..::..:..;_ ........... :..=.:,.1,_~~~~~~~~~~~~~~~~~~~~~~:--, 

............... 

'-.. 

(?.;#SlNRt;L) 'I'her~ were Onstances.ofunint~p,~i.<:>.~c:i:J .. ~.<:>llection resulti~g"frpm 
poo:Jy co~structed database queries and one incident of collectioff·~~~~:i-.r.:s.:~::?~j~ii• ;· (b l ( 

1 
l 

typmg mistake. ................ .............. ..:::::::::::::::::::...- (b l (3) - P . L . 

(81/SYIREL? On O occ'fiSiOns·; .. ·t~;g~t~ .. in~~~~-;Y.::;~~~ghft~ .. t;..:1~~tirti:~~~::,-~. foreign 
were found to hold U.S. citizenship .. .Q.r.pcrriianent res.iderif. .status .. after they had 
been tasked for collecti?J.1.., ... The"iinpact of one gf.the0ri.cide~t~(was compoun<led 
because targe_~_§ .had .. oo.en tasked byl . .. ..... h1nderl l 
I lbuf onl~ !removed upon reco nition of the tar et's du~,f 
citizenshi . The anal st failed to check h · (b l ( 1 l 

The (b l (3) - P . L . 
L-.,..........,..,.---........ -~~-~ ...... ~~~"""'l"'.:--~,,,,,_----------
c o ection was deleted from the database . .__ ___ __, 

(TS/,~T#PJ'F)I l·a .. t.13.-sked telephone number was found to belong 
to a U.S. person. 'I'he number was reuioved..from tasking and I lwas 
dostroyed the same day. · .......... 

tSllBltffltt) or I ~casirns,J~~target.j ·····... .~~. United 
States. Of the ·i·ncidents~::tlE~::th::r:.~~::~esc.tiP..~.~-.. ~.elow were ·~oiQ:~.Q?ndQd. by 
human error. . ..................................... :::::::::::::::::::::::::::::::::::;;,,,,,,"'"''""":::::::::::::::,,,,,.) 

·· ... 

( b ) ( 1) 

86- 36 

86- 36 

(b ) (3) - P . L . 86- 36 

Derived From: NSA/CSSM 1-52 
Dated. 20070W8 

Declassify On: 20320 l 08 
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{ b.) ( 1) 
( b f" (-3) - P . L . 86- 36 
(b ) (3}°"50 USC 3 024 (i) 

· .... 
·· ... 

· ... 
·101' SfCRE1:'.'COMIN f;:~JOFOiHcl/2032818tl 

(T81;£8·1NflEL) A target cd email account detasked on L.,_ __________ ...., 

I ~he .tJtjt~cl States on ··Th.,' ·curred when an 
anal 'St in the ······················ .............. rctasked the selector 
1-------~r-":;""""."":------::--:----···-;··· · ·_· .... :-.... _ ..... 7" ..... _ .... 

7 
.... ·'Phe .. colle.ctioii"was..identified tn 

nd··the··Select-O:F··W8:S··d.Btasked .. .and .. :res~.it.i:~g:eo1Jeclion:: : : ::: ::;:;ili11./ 
"':-----:-------" ............... .... ..: : · : ::: : :::: :::::~::::~:~:~:::~:~:~::::'.:::::';/ i~~ ~ ~ ~ ~ -P . L . 8 6 - 3 6 

-(TS/101//Tt~L)l INSA .. ~;i;~~::~~a:r~~d:::~b;t::~-·t·~g~·; had \ 
entered the United States on or uboutl ........................... ' ........ +··A1t!?,.ough co~!e6tion was . 
terminated ~nd. a r-0 fiate aotion was taken that da tO. 
nrnwve the selector..from··taRking, ...................... -w·~~e not ur,...~d until 

·"'I'llc anal st. .. madc two mistakes: ..... / 

/ .. {bl (3) - P. L . 86- 36 .·· . 

(81/Sb'fREL) Collection continl;!.ed ftcr an Attorney General 
_......-;;;---1.--.....-....-:"--:--"""":""'-~ 

authorization had e:rqJ~f~d ..... and there is.~o evid_:.1.1.~ . .t.b.a4L.. ......... -....-----' 
·ntercepts were coUected 

,... .......... L,.......,....-_ """'T"-..,....--------r_w-... ':""h-.e.n-, :~:t':""h-e-·v7·fo::::: .. l~.a-.ti:-o-n-,-~a.s recognized. The intercepts 
... . / ... y.v.efe .. aeleted f~gui. the .......... ······. . and ata stora . !LS .. .. stems .. on0 

..... -...-;:,,,,.·:::'<' ::::':::~] ..... · · ...... ··· ···· ··· ···· .... · :J .. Th~ .i.n~~:r.~.~P~§::Y':''il.re::no.t::accessed .............. ........ A 
-(~!j''~:tf:::::::::::::::,,. ... ,,,,,.,r,eVreW'oft'he .. Inddeni resulted in an amendmen o operating proce urns. 
(bl (3) ~·p-:·1·-;-. .. 8.2- 36 

.. (3i/Sl)1 I analysts from NSA's National Threat 0 
(NTOC) intt!rccpted an email communicat;.:io:::n:J..... ________ ...J,;.;..;:.::::.::....;;;;.....;;:.;;.;;;;;..;..---, 

erson. The email · 

is seeking a destruction waiver for the intercept./ / 
\ .· _= 

a destruction waiver for the intercept-·t~ ad<lres~ tp,e/ . 
1.--------11.--_...;.;;;;;;;....,_ _ __... __ __,·under.NSA's information assurail'ce. missi.6.n( 

·· ....... ........................................ ... ......... .................... :·:::::::::::::::::t: ( 1 ) 

TOP SEC RE l llC'OMIN l/!NOl··ORNJJ20320108 
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(b) (3) - P . L . 86- 36 
(b) (3) - 1 8 USC 798 
(b) (3) - 50 USC 3024 (i) 
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{TGi/BI ) "Rt:~lcphond lw.@s identified as belonging to a 
U.S. pE>rson i.n Adatahase uery had revealed an unknown! I 

:Upl:m recogniti'On, .. collcction was ' 
L,-----:--r--~'!'l""""""""'l"lr-:---ord-ra-:t-·a-w-as-· 'd-es~troy~~:::::::::::::: ,;... .. .......... .. 

(3//SJ/t'NF) The Protect America Act of 2007 (P~). ;~;~~\~;:efo· ,,:.: ......... iolations of the 
~ thjs quarter. In all but one, email addresses .......... :::::::::::::::..... :-... • 

~~:~~=~:!::~~~1::'!~~~!~t~~~~~t.:~~~~1~·~;~~=~~:::~t~~~~~~~l ( l l 
, • • ........ ..· , . (bl (3l - P. L . 86- 36 

foreignness o{ vahd targets was not confirmed when PAA was im lemehtecj;·" -J';'1 

resulting in unauthorized tasking from ·"Collection 
for all the incidents was tEmninatcd upon recogp.J.t1on:;· an atabases were purged of 
the information. .. ........ 

('1?8/fSb'fMP) Foreigl)Jntemge~ce Surveillance Act (FISA) collection. NSA incurred 
violations on[]FlSA targets this quarter. AH collection has been terminated, and 
all intercepts have been deleted or destroyed as required by USSID SP0018. 

(T8//8l!/~lF) collection continued on a 
target that had not been specified on ~newal of a FISC Order. 
The analyst did not. know that the ::fui(I::bcen mistakenly 
omitted from the renewal re uest. nterc~pts were del~i~:d::~:4:the number 

was detasked on ········ ············ ············ ············ ·········· ··••···••••··•·············· : • ;:: :::::;;;·;;;;;~,;;,;;; ;';;;; : : : _' . ' . 

i_.... JC-.T - ---,, I 
\ ~ '·" ,_., ' .. l'.i. / I .I 

········· 
············· 

86- 36 

\VI\.;>} · I;' . L.r . 86- 36 
(bl (3l - 18 USC 798 

('Ffb'/ST//REL)On l l 4legitimateforeigntarge~ l-<bl<3l - 50 usc 3024Cil 

I Ith..~. United States. L...I _ ___,,, ___________ I]"!""'\ the 
target w1Lhin the Uitite.~ States was deleted:t .he same day. 

·····... ··., 

(TIW~H/ANFJ ~iol.?.tions··~~clirr.~~ because c~l-lecti.on occurred from source,$ not 
specified on FISC orders> Tb.:~ . violati'ons .?ccurred onl : I 
The mistake made in one of the0~w.i_dents .Y\'_as compounped when the analyst 
mistakenly queried t.he wrong date. 1'h:e:ty:pi.Qg.ett.Qf resulted .. i.n collection ima • 
period not specified in the FISC Order. The qi:i~rie.~ ::i.ere..Qelete'd· ~d the cell\phone 

····.:::~:::::::::::.· ... :.·· .... ··... ···..... . . 
···. ·· .. 

··.:: :::~::::•.. . .. 
··::::::,.······... ·· ..... 

TOP S[CR:E'f11 COfvfFtff/.Jf~OfOR:N/;26320 l es 
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(b) (1) 
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.................... ·····"°!(b)(1) 

........................... /(b)(3)-P .L. 86-36 

--11~t~n~·~s~~~e~~~t~1~1t~t~<~>iVmt~n~~~r.~11~~ol"THv~o~~~K~~~·1~·c)~i1~ .. ·~~n~o~~~ 
........................... ! / /'{b) ( 1 l 

................................ ,..-( j <h~l (3) - P. L . 86- 36 

numb(~T removed fr:om·thfi'"f;~king· database __________ __......, ·' <b\< 3 >- 50 usc 3024 <il 

I ~.................... .....__------.... -..... ~ ........... _ ...... 
... ··· 

(TS/IBT//iffi') :Another violation occurred when anal 1sts fronf .· 
found a.. intercc t 

./ The mtercept was destroyed on 
1-----......... ----r--------------

/,,;;,(:..:/f':...:.1~:.:.;· /1~'S:.::b:.:.'/.:..t~.:..:TF:..:)~U=..:..:n.:.:.in.:.:t=e.:.:n.:.:ti..::o.:.:n.::a.:..l .::.co.::.:.:.He;;..c::;.;t;.:..io;:;.;n:..:.·..;:;a;,;,;i.::;a;.:.::in.:.;s::..:t:..;U::..;.:..;:S;..;. • .,1;;;.;;e;..;.rs=-o::..;n;.;.;s=-L------_-_-_-_-_-_-_-_-_-_-_~~~-=--=--=-~ 
// ....... 

-- . . . 86- 36 
.fn .. alliri'Stances~· the calls were deleted immediately upon> <3> - 10 usc 798 

...__,..--..------- • . • (b) (3) - 50 USC 3024 (i) recogm ion, m accoraance with USSID SP0018 gu1delmes, and no reports we1·e 

( b}(3·) .. :- e·:·r:;·: .... a6.:;-36 

"·<::::"·....... .. {Si'i'StlfREJ;_) Unintentional dissemination of U.S. identities. During this quarter, 
·· ............. "'OTGINT.ifroducts .Y.17.erc cancelled because they contained the identities of U.S. 

····· .... persons, organizations, or·entitieS..: In all instances, the reports were not reissued or 
·:w(~re reissued with proper rninimi~Hort~LJu.s. identities were released without 
pr~pcl.'. .. ~u thori ty I lor ·during·amrlysis"of'events: ...................................................... ................ "(b )(3)-P. L. 86-36 

~ (U/lf'OUO'I I NTOC analysts provided a briefing to cleared 
executive U.S. Government contractors. In that briefing a slide illustrated 

lwith. several U.S. person namesl .. I 
.I 

I W.b,,~n the violation was recognize.g/ the 
Ln_a_u_1-es-, -w-e-,r-e-1-·e_m_o_v_e-.:d-:fi::-r-om~t:"':'h-e-. s"":'l':""id::-e-. --- .... ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,.... ./::<·" 

(U) Counterintelligence Activities. 
........... .• .. ~· ::: .. 

\ .t>l (l) 
(hN_(3) - P . L . 86- 36 
(b\\.3) - 1 8 USC 798 

( U ) Nothing to report. <b>\3·~ - 5o usc 3024 <il 

(U) lntemgence-related Activities. \....,:~:~\· ...... . 
- (:57YSfh'.NF) Practicing due diligence. NSA has imoroved internal controls to ::·~::~~··· ... 

the risk of unauthorized collection. I \.._ 

TOP g~CRET.'/COMfHTi'i't~OFORNl'i'263~tl188 
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.. /'':::=/" 1:.-Unt· ................ ... · · · L a request to target the communicant overseas was OGA 

~j.~·;·:;·1 > ..... · ·· ···"submitted through channels an~ is now in the Office of the Attorney General. 
ltj-}:;(H:: P . L . 86- 36 

\ "<><:···.... . 2. (U//fiOUO) NSA OlG Intelligence Oversight Inspections, Investigations, and 
\ ........ _-:=:'::::: .. · ...... ·Special Studies. 

·· .......... ~~:<:::::~~;;FO{JO).Puring this quarter, the Office oflnspector General reviewed various 
"··,\. i:rih~l:li_gence ·actiy_itie8 of the NSA/CSS to determine whether they we-re conducted in 

'atcorcfop.~e with appli~able statutes, Executive Orders, Attorney General 
prb~edure$;·.,;:md Departinept of Defense and internal directives. With few 
exce'I>tions,''.t-b;o .. problcms u~cove:rod were routine and showed that operating 

elcmertt~'''·~nrler$~~~·~ .. the restrictlons_ .. <?..~ ... ~SA/CSS activities. 

(Sh'8fl/R:EB1., · ...... >.. . I Intelligen~c ·Ov..~:sight is degraded by the absence of 
dearly deline~_ted roles ·a~d .. tesponsibilities for the[ kntelligence 
Oversight Prob~{tm Manag·ex: ·ri_np. organizational points of contact. The organization 
lacks documcnted-..proCe8SCS abq.pr:pcedureS for timely reporting intelligence 
oversight incidents"a~d violation·s., .. ahd there aJ·e no documented procedures for 
tracking intelligence 6\'.ersight trai:O:ing;"tJ;iernfore accountin for personnel who 
require t.he trnjning is ih~omplete. FiriruJy"· is not complying with 

\ intelligence oversight measµres detailed i" a reement with the 
\ SIG INT Director regarding .... The 

\ NSA/CSS Inspector General will update in a future report actions takeri. .P>:h::!!""\tbJ cu 
I I to correct the inspection findings. .. .. :::::::::: :::· .. ::::::::::::::::: .... :::~:::::::::::.-· ~~-~ ... ~; ~ = ;o L us~ 6;~~ 4 ( i) 

t'fSi/SIHREL) Misuse of the U.S. SJ.QlNTSyste~}.: ............. ·:.-.... : ...... · .. :·::....... ... \ ·1 

I Jintercepte~ _the .. coi#.;uunfoati<J..ns"of an unidentified\ 
individual calling a targeted tele:p.hom.( " Ba.9.ed·O:n the ~.ontent of the call, NSA \ 
analysts I Jdo.notJ:).elieve this is_.a-:fandom telephone call, but \ 
rather a misuse of government.information b:y .. a ·vfitting individuall I 
I l"f'his matter ...yas"reported to the Department of Defense 
General Couns€l I !for an investigative determination. The 
incident has not violated U.S. person privacy rights but is reported because of the 
misuse of the U.S. SIGINT System. 

('f'S//Sff/ftEL) I 

TOP SP.GR6T//COMIHT//t:JOfORt~/1263261~)8 
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(b) (3) - P . L . 86- 36 
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\bl (1) 
(~) (3) - P. L. 86- 36 
(b\(3) - 18 USC 798 
(bl\3) - 50 USC 3024(1) 

TOP SECRl :r,,·co~mff/:No1·0RN//20320 I Otl 

(U) Special Study on Retention of Domestic Communications CoUected Under 
FISA Surveillances. 

{Ct/f~f'} While conducting collection operations authorized under the FISA of 1978, 
a8 amended, NSA incidentally coHects domestic communications, subject to 
retention limitations. Although NSA information systems can be programmed to 
facilitate compliance with retention limitations, the Signals Intelligence Direct.orate 
ls not fully m~ing information system capabilities to do so. The OIG did not detect 
major instances of domestic communications in conflict with minimization 
procedures; however, we determined that the risk is high for noncompliance. The 
OIG found that appropriate training on how data repository system capabilities can 
aid analysts to comply with retention rulesl I 
I l·-T.h.~._OIG also found that developing an FBI-Comp~tible 
D1ssemmafaon System could lower N.$A's risk of noncompliance. A future report 
will update actions taken to correct the"·stu-dy findings. · 

3. (U) Substantive Changes to the NSA/CSS··~~~:·;·i.i9enee··Oversight Program. 
·... . .: 

······················· ........... / 
(b) (3) -P. L . 86-36 (U) Nothing to report. 

4. (U) Changes to NSAICSS published directives or policies concerning 
intelligence, counterintelligence, or intellfgence~related activities and the reason 
for the changes. 

( U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense {OoD} 
intelligence components that affect U.S. persons (OoD Directive 5240.1-R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 

(U) Nothing to report. 

".FO~ ~~CfU!"Fi/COMH~T1/t~OFOIH~lf20J20 I OS 
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