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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FOl~T GEO~C!lE G. Ml!:AOI?, MA~Y~ND 20?5~000 

10 December 2007 

MEMORANDUM FOR THE CH..i\.IRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBfJECT: (U//f'OUO) Report to the Intelligence Oversight Board on NSA 
Activities~ INFORMATION MEMORANDUM 

(U//FOUO) Bxcept as previously reported to you or the President, or otherwise 
stated in the enclosure, we have no reason to believe that any intelligence activities 
of the National Security Agency during the quarter ending 30 September 2007 were 
unlawful or contrary to Executive Order or Presidential Directive, and thus required 
to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U//I,.OUO) The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Board or members of the staff of the Assistant to the 
Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

~~A~.~ 
~E~;t;LLARD 
Inslector Gene~~ 
I ;W<f\'0·, 

vlTO T. PbT~ZA 
General Counsel 

(U/IPOUO) I concur in the report of the Inspector General and the Cknera1 
Counsel and hereby make it our combined report. 

End: 
Quarterly Report 

// A/;J,/} 
M~ER 

Lieutenant General, U. S. Army 
Director, NSA/Chief, CSS 
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1. (U//FOl:JO) Intelligence, counterintelligence, and inteUigence-related activities · 
that violate law, regulation, or policy substantiated during the quarter, as well as 
any actions taken as a result of the violations. 

(U) Intelligence Activities 

fi'Sf/Sf//REL 'fO USA; F¥:BY) Unintentional collection against United States (U.S.) 
i persons. I linstanees·inwhich·Si:gna1s'ln:telligence .. (SlG1NTHiriaiys§:::::::eEi ( 1 > 

inadvertently collected communications to, from, or about U.S. persons wl:}.ile"· (b l (3) - P · L . 86- 36 

pursuing foreign intelligence tasking were reported this quarter. All,ooUection has ' 
been terminated and all intercepts and reports were deleted oi.: .. desfroyed a!fB'l. ( 1) 

requiredbyUSSIDSP0018. . ...... (b l"Pl - P . L . 86- 36 
.... ( b ) (~) -5 0 USC 3024 (i) 

~~~+M~,-'Pf~~~~~w------,of'those instances occurred during 

(S#S~L) There werel linsta.n.~es of unintentional collection resulting 
from poorly constructed database queries, ancfone'incident.resultin from human 
error. In the latter case the anal st ne lecte 

..... .. ...... .. ...... .. ...... .. ...... .. ..... .... ... ·":::::;·::::::::::::::::,::.·'.:;:~::::~:!:::;t.:;•\~~ ~ ~ ~ ~ - p . L . 

(Sf/Sf//REL) O~ceasions; .. fai-gets initiallyth,girglift6"b~.1egitrnu;~ anct~\ ... . 
86-36 

foreign were later found to hold u .s. citigenship or p'erman~nt i~sident ~tatus ~l\ 
they were tasked for collection. on·Qccasions, the targeW ' I 
I i:Another target use4 l 
during travel to the nited States. .... ... · · ·· ........ ·· ......... 

('ffif/SF!fNF) I ... .... H(;:c:; discovered tp.'~· the telephone 
numbers of a target, id~p.tified as a U.S. personl !<reported in the third 
quarter report), w:~re'iiot properly removed from a database. Although collection 
ceased! hhe numbers were included in a recent query of the database. Upon 
recognition, the numbers were immediately removed from the database. 

After confirmi.I.!g .. that'the commuaj..~t.isa.U~S;·p~tsori~the FBI 
....... .......................... .__ _____ ....I 

............ 
.. ··: .. :··: ... 

'fo> ( 1 ) Derived From: NSA/CSSM 1-52 
(b)(3)-P. L . 86-36 Dated: 20070108 

Declassify On: 30320108 
-1-0-r-s-r;-,c-m:!- -, r-n"""c-o ..... rv-m .... '4-T7-n-~o-p-o-~ ... tl"""(1"""'/1'Ml6 .... ,:2.a..e~1.AaQ....s 

'6GA 
(bl (7l (El 
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E8f/Sfh'1lF) Although a targeted company claimed to be a foreign. entity, it was 
later found to be incorporated in the United States, thus collection occurred against 
a U.S. affiliate. 

(b)(1) 
(b)(3)-P.L. 86-36 

<:&IStllt:fP) A telephone number known to have belonged to an authorized 
targe~ ~eSl:llting· in ·coHectio:t:I_:.<:i:t.1.l ······:::::lttS~::persori~ F ::::'.'.'.'.'.'.'.''.'.·'::_'.>j<b> <1 > _ 

86
_

36 I _......................................................... . . ./ .............. ·-.: .. : ....... · ..... / (b) (3) P . L . 

(SliSl.®W) The Protect America Act of2007 (PAA), enacted., . .on: ·5 Augus~··2007/ 
amends the FISA. To ensure the "foreignness" of a tar et a.s .. rE("Uired by t4e"PAA, / 

..... T.h.is risk reduction measure identified .. ncidents ip.! 

in.the .. Un.j.ted States: · ··stan:ces,.as,tequi:red by the PAA, collectj:on. 
._w_ a_s -su_s .... pended immecHatelyttntilthe .. targe.t.J~f.t the Uiiite'd States. In one insta'nce, 

analysts noted the target's presence in the Unite(fStates;·but l ..I 
I l· .. resultingin .. detasking .. delay~f( bi ( 1 i 

d • th , d 11 cti. C t • ct• h b take t l t'h (b) (3 ) - P L 86- 36 an lll unau onze co e on. orrec we a ions ave een n o essen1 e (bl (3 l _50 use 3024 (il 
risk of recurrence, including changes to internal control procedures. In c=J· 
instances, the foreignness of valid targets was not confirmed when PAA was 
implemented resulting in unauthorized collection when the targets were later found 
to be in the United States. 

(T8/f8t/IMF) Foreign lntemgence Surveillance Act {ASA) co11ection. There az:O 
FISA collection incidents to report this quarter. All collection has been tern~iilated 
and all intercepts were deleted or destroyed as required by US$.P,::tSJ?:QOl'.8~( b > < 1 > 

.............. ·::::::::::::::::::::::::::::::::::::'::::::::::::::::::: : ..... : ..... / ( b) ( 3) - P . L . 

E'ffil/SVflW)I Fthere-~erM·separ~~· incidents in 
which thell-B.ranchllia .. tasked) lt_ar~tS .forcollection. In 
I lineideii::tSfrom ·c.ollection sus~ions were not 
implemented while the gets were ill"the United .Sta~s because of 
software probl.~m.swith :bU.~µgn assets~ re.~~lting in coµtinued collection 
onl h:mtil the mistake was noted;··:N.'Q:J;r.ans<;riptS"o+ reports were generated 
based on the collection. New procedures werin;ini?,lgpl.ent~·d·t~ insure·.~hat proper 
notification takes place in the future. In ~ncideif'°'\N.SA anal sts determined 
that the telephone numbers were L------------......... -------'....____, 

.... ,., ....................................... .tar ets..a..fter .. initiating .. collection. In .. one··instance,NSAwas· acting,e;µJn~orrec 
~~~-;~·; .. ;·~·i .... .... . .. d in the other 

'---------------......,.,.,~., 
(b) (1) 

86- 36 

(b) (3) - P . L . 86- 36 
(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024 (i) 

( b ) ( 1) 
(b) (3)-P . L . 86-36 
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;(p)(1) 
(b).(3)-P. L. 86-36 
(b)t~)-50 USC 3024(i) 

TO!' ~~'J'eOM:tMf/f!q0FOR'.Nh'20320108 ;;;;;;;;;;;;;;;"""""' .. >? (b) ( 1 ) 
············· :::::;::::;;;;;;: ............ " (b)(3)-P.L. 86-36 . ······ .. .. .. .. . :::::: :· ·~~::::::: ::: : ..... 

.................. ········· 

-ti!~~~n_ _______ _J.J·Azj;alyS.t~:r~oiihi:~ed ·that an authorized// / 
..-----..,...---~;;.__ __ -"' the.united States onl I 

wa.s ·detasked u on reeo ition,I I· 
,__ ________________ ___. resulting in continued collection for 
several days after rt.-cognition. No reports were issued based on the collection. 
Management reviewed the procedures regarding these incidents to insure proper 
notification in the future. 

~'fSffSJilNF) Unauthorized dissemination of FISA data. ::an, ....... (bi ( i i 

analyst forwarded FISA data to a .. c ·was (bl ( 3 i - P · L . 86- 36 

not authorized to receive such data. ·eisO'nnel 
discovered the mistake, destroyed all the data, and cancelled the report based on 
the information. · 

...(TBl/Sf/RW' Unintentional collection a ainst U.S. rsons 

ES//S:f//REL 'f'O USA, l'Vffi") Unintentional dissemination of U.S. identities. 
During this qu~fOSIGINT products were cancelled because they contained the 
ider.>:~i..~}.es ofU~S. ~ersons, organiza~ons, or ~ntities. In al1 ir;ts~a~ces? thj repor~ ......... .. 

.......... were either not reissued or were reissued with the proper ID.llllm1zat1on. ... :~: : ; : - P . L . 86_36 
........................ additional dissemination violations resulted in unauthorized access to SIGINT data: 

"!lfiQJ'l")!'!!':"""'":::::::::::::::; .............. .. 
(bll~:l .::_P . L·:· .. s6-:i6::::::::::::::::::::iii's ..... n m;;u>?=s .. .,1 I . NSAI IBranc'-"'"'"" .. :;.c1v.at ·:: ........... Cb J <3J - P. L . 86- 36 

·· ... ·····... ·····--et .... J~OV!i:-,.J.l .. )~ .. _ all - _ :11 <U:~"-1_,.~ 

······-.:::::::··......... so~ht transci'.ipti~n~@.~~cefromJ ... ------..-1\Ul- :mi--:-.m-: ... -1?1-:-. · z .... ed and u.nevalua~d 
...... ··:v.01ce communications from al ·····.... .. ... :i that is not to be shared with 

·· ... 1 I NSA confirmed that the commlliiit!ations .w.:~re destroyed without further 
clistributio~. and were deleted from the computer hard.drives! !analysts . 

...... 
·· ... 

~~"fhlil~~------, an analyst with N.:SA I 
....-----..... ieces of unminimized and.unevaluated SIGINT with tl.1ff " <b l ( 3 l - so 
' . .-)" OGA 

I / ~ 
f recipients..of the SIG INT wer(7>..nofauthorized to view the material. The emails 
f contain,ing the unminimized .and unevaluated SIGINT were succe.-,sfully and 
• com;p.l~tely reca!.!~d I . ...I 

/. ..•• < // .. / Tel' s~;:;;,:~6'~6168 
(b) ( 1 ) 
(bl (3 ) - P. L . 86- 36 

USC 3507 
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(U) Counterintelligence Activities. 

(U) Nothing to :report. . .... ·;=;•~"'<bi < 1 i 

(U) lntelligen~med Ac!Wities. .• _ _ _ , - ~ _:_ ~;~~~~? ~ :,'-"' _,. '. 
inappropriately target~. a -u~·s·:··person based on ~- ·rather th~.n:',k NSA, \ 
waiver I .................. · IUPon recognition 9f¢e mistake! I 
l ·the telephone numbers were detasked. I l·~Mysts determined 
that detasking had not taken place and took temporary measur.¢8 to detask the 
numbers that were permanently detasked I r 

86- 36 

(UA'FOUO) one:::::::::J>ccasions during .. thurquattex\"SIGINT"analystifaccessoo·:::::: :"< b > < 1 > _ 

SIGINT . d b hi h h . l • d fr ' .· (b) <3 J P . L . m ata ases tow c t ey improper y retaine access om previous / · 
assignments. Their accounts were disabled and they received. remedial training / 
concerning the proper use of databases. ,.. · ... ·· 

~Sf/6I/fliF) Misllse of the U.S. SIGINT System. I ~-SIGJNL_, 
anal st condud.ed database ueries at the re uest and with the permission ofL___J 

··The analyst .- · 
......,.. __ ...,,........-..------------------..._---___, targeted the -in a SIGINT 

database. N .... o-in_fi_o_nn_ a_ti_o_n_w_as_ d_e_v-el_o_p_ed_ an_d_ n_o_r_epo_ rt_s_w- er_e_i_ss_u_e_d__., .. , ..................... .,.. ... 

2. (U/l~UO) Intelligence Oversight Inspections. 
(b) (1) 
(b) (3) - P . L . 86- 36 
(b) (3) - 1 8 USC 798 
(b) (3) - 50 USC 3024 (i) 

(U//FOUO} During this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the NSA/CSS to determine whether they were 
conducted in accordance with applicable statutes, Executive Orders, Attorney 
General ·procedures, and Department of Defense and internal directives. With few 
exceptions, the issues presented were routine and indicated that the operating 
elements understand the restrictions on NSA/CSS activities. 

{U/fF!OUo;I ~-~ ... ·Intell ·. ence .. OVersighf Pi.ogram::::::::::::::::: :::::::""'Tb~ < 1 > 

86- 36 

........... ,,,,,,:::::: ..... · (b.~ (3) - P. L . 86- 36 
Management is degraded by deficiencies ~.the .................. ers6ririel database and the<~i (3) - 50 USC 3024 (i) 

process used to en~:gr.e .. that -·all·pe·rsoiin~f~t \~ 
I ~eceive .. futelligence oversight training before they are expose to • 
operational or classified information. Additionally, although training is conducted ~ 
as required by the DoD Regulation 5240.l·R and NSAJCSS Policy 1-23, more •. · 
emphasis is needed on U.S. Signals Intelligence Directive SP0018 and National ··~ 
Tele.communications and Information Systems Security Directive 600 standar~ 
The OIG will provide an update in a future report regarding actions taken byL__J 
to correct the inspection findings. . · 

TOP SE€R£T/f€0MtM'f//1~~FOm?/20320108 
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,,/(b)(1) 

.. /'" (p)(3)-P.L. 86-36 
.-·:::/ (b.)(3)-50 USC 3024(i) 

-----------------._./ ::i~ Jul .. 

etermine whether NS 

acts, or any mtentiona 

3. (U) Substantive Changes to the NSAfCSS Intelligence Oversight Program. 

(U) Nothing to report. 

4. (U) Changes to NSA!CSS published directives or policies concerning 
lntemgence, counterintelligence, or lntemgence-related activ1ties and the reason 
for the changes. 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (OoD) 
inteUigence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15} Inquiries or Matters Related to Intelligence Oversight Programs. 

(U) Nothing to report. 

TOI' SECRI! I//CCM?NTfflQ'OfPORJq,'/26326168 


