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4 September 2007 

MEMORANDUM FOR THE CH.l!..IRMAN~ lN'I'ELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//i!'OUO) Report to the Intelligence Overnight Board on NSA 
Activit ies -JNFORMA.TION MEMORAJ~DUM 

CUl!FOUOJ Except as previous1y reported to you or the President or othen:vise 
stated in the enclosure,, we have no n:>-ason to believe that any int€lligence. activities 
of the National Security Agc.ncy during the qua.rt\:~r ending 30 June 2007 wen~ 
unlawful or contrary to Exec.utiv<:~ Order or Presidential Directive and tbu.s required 
to be rerort.€d pursuant to Section l.7.(<l) of Executive Order 1233:3. 

(U//FOUot The Inspector General and th~ General Counsel continue to 
exercise oversight of Agency activities hy llleans of inspections, surveys, tra:.ining, 
review of directives 2nd guidelines, and adv1ce and counsel. These H.ctivities and 
other data -requested by the Board or members of the staff of the Assistant to the 
Secretary of Defense (lnteHigence Oversight) are described in the enclosure. 

iJAMi~ )JJJ c: ~ 
~ 

GEORGE ELLARD 
Inspector General 

·-~ r·--- .) J Tu~ ,/('\ ~" I ,, \l '.\....i. hl-<'.A 1\J 
l '. .; ~'-..! "'\i -,.,_,,, u 

V1TO T. POTENZA 
General Counsel 

(U//FOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our comh:ined report . 

Encl: 

. J/--/}-JjJ 0 
i.hlTirB. ~~ANDER 

Lieutenant General, U. S. Army 
Director, NSA/Chief; CSS 

Quarterly Report £1\pproved for Release by NSA on 12-19-2014. FOIA Case# 70809 (Litigation) 
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TO:P >.3I:~CR..STFCOMf~lTi.~mroHH'/20329 l 08 

1. (U/J.FOU~ Intelligence, counterintelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as welt as 
any actions taken as a result of the violations. 

······ \{b ) ( 1) 

(U) tnteUigence Activities "(°l?) ( 3) - P. L . 8 6- 3 6 
·, ·. 

(1'g.41~h'/·REL 'i'O USA, F\i'i~Y) Unintentiorial ·~~Hection against United States (~ ... S.) 
persons. I linstaii'C~~s in which Signals Intelligence (SlGINT) ana1ystk \\ 
inadvert~mtly collected communications to, frm.n, or about U.S. persons whi1~ \ \ 
pursuing foreisrn. intelligence tasking were reportE~d this quarter. I I \ 

" .. 
" 

"'"'' 

P. L . 86- 36 
L-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ....... (b-)~( ,,.,...) -50 USC 3024(i) 

(8/J8l) Action taken. Selectors for the collectjon were d~~ta.sk(~d from information 
coll<~ction syste1n.~ landfhe .. data w.as.:i:~m:i.nved .. fr.9.m .. §.t.o..n~g~ .. ~y~~(;~~!?·.. .. . · 
Corrective actions taken to lessen the i:-isk of recurr<mce included additional .. ·"! (b ) ( 1 l 
training and education and changEis to internal controls. [{ b l ( 3 l -P · L · 8 6-36 

(8/18!) Unintentional dissemination of U.S. identities. During this quayt;;;:d \ 
SIGINT products were cancelled because they contained the identith~~:{oflJ.S. · 
persons, organization.s, or entities. In all instances, the reports w~r:6 either not 
reissued or were reissued w:ith the proper minj.mization. // 

C>t'Si/31//t~F) Foreign Intelligence Surveillance Act (Fl A sol'i~~tion. Thereare0 
FI.SA collection incidents to re )Ort for this uarter. I 6f the collection incidents 

) ( 1) 
(b) (3 ) -P . L. 86-36 
(b) (3 ) -18 USC 798 
(b) (3 ) -50 USC 3 024 ( i) 

Derived From: NSA!CSSM 1-52 
Dated: 2007 0 J 08 

Declassffv On; 20320108 ... 
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.. .-/fl.p l ( 1) 
.. /' .. f \( iJ..) ( 3 ) - P . L . 8 6- 3 6 

'f'()f SLCRC'.fY/COMHffi/NOf"ORW/20320108 ..;:/' ! Xbl .... ( 3) - 1 8 USC 798 
·).. f (b ) (3.) -50 USC 3024 (i ) 

.... ·-.:./ / . l \\ 

I 
I 

.. ··· 
/.. / ranch learned that 

----------------·ha accompanied the ! to the 
United States on / rrh.e selectors forl jwere detasked and .the 
associated. rncord.s de eted . . . . . .... · .. :::::::::::>"'''" \(b ) ( 1 l 

.... ···· .......... / ::: .. ....- (b ) ( 3)-P.L. 

(T8h'S1/ft.ff?) An analyst .incorrectly added.LJs:~led;or~ ·~~soci'at~d· V\-S:th a Foreign 
lntelli ·ence Surveillance Court order to the wro~i .. 

·The. error, found by 
-a1-1-ot~.b-.L(-~r-ai-1 a-.:l-.y....,st:-· ,-:r-c~-su....,l:-:-t-ed~i----r:-in~.s~·:t-a-11-cf'-.. ~-, -of~c-<-;"Jl ':"'"l e-c~ti:-o-n. The .. coUecti on was 

del€ted from the .d.atabase.w:h~:n..Jh.e. violation was identified on 
''.(h):::t:~:):·· .................... J , .......................... ................ ................... .................. ......................... :::: :::: ::::::::::::::::::::::: :::: :::::::::::::::::::::: "" .......... : : . ( b ) ( 3 ) - P . L . 
(b ) ( 3) ..,,-E'. L. u u o u ....... 

, ........ :·· .... (~8L/6~;~;)· .. Ti~~~re ... \ver-eL:]instances wh€reby National Security Agency/Central 
.. Secui.;ity .. pervice CNSA/CSS) analysts learned that te1e·nhone numbers authorized 

".. for collecti'(inl I 
\ 

.. 
·. 
\ 

.. 
·. 
\ 

.. 
.. 
\ 

.. 
.. 
\ 
\ 

CU) Counterintelligence Activities. 
Nothing to report. 

86-36 

86-36 
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.................... \( b) ( 1) 

(lJ) lntelligence·related Activities ............ ······ ······ ······ ······ ······ i~~ l ( 
3 

> - P . L . 
8 6

-
3 6 

(:i.'/EiI//HE') ..... ············· 

(U) Misuse of the U.S. StGINT System. Whiletea~hing a class on analy7..in.g ':, 
communication networks~ the in§tr.uctor .. i>Urposely en~red the phone number of hi,~ 
friend, who was neithe:r.:. a.-H~Ki)erson nor living in the United States. 

----···ThH instructor was counseled on the restrictions on NSA authorities and 
was mandated. to attend training on USSID SP0018~ which he completed in July 
2007. 

2. (U/fl.i'OUO) intelfigence Oversight Inspections. During this quarter, the Office 
of Inspecto·r General (OIG) review~~d various intelligence activities of the NSA/CSS 
to determine whether they were conducted in accordance with applicable statutes, 
Executive Orders, Attorney General procedures, and Department of Defense and 
internal diredives. With fow exceptions, the issues prest=.mted were routirn~ and 
indicat<-).d that the operating elements understand the restrictions on NSA/CSS 
activities. · ~-}:)) < 1 l 

(bl .. _( 3) -P. L. 

(o//or> (U1.'rouo) I ~···Attho\;gh· .... · _________ .......... 
is diligently working to improve its Intelligence OvHrs._i_g_h_t -p-ro-gr-. -a-1n_,_p_r_o_ce"""'· d,,...u_r_e_s .... fa-. l .... 1 ... 
short of the minimum required tQ ensure that an employees receive required 
intelligence oversight training. Although the understanding ofNSA authorities in 
relation to collection, minimization, and dissemination is poor, no intelligence 
oversight-related concerns were noted ~ithin operations. Intelligence Qversight 
training is not managed effectively or efficiently~ and no internal contTols ensure 
training compliance. At best, the procedures to make certrun. that the right people 
receive t:he required training are confosing ·and difficult to track. The NSAfCSS 
Inspector General will track these defici<mcil~S and ""ill relay in a futu.re report 
when they are rectified. 

3. (U) Substantive Changes to the NSA/CS.S lnteUigence Oversight Program. 
(U) Nothing to report. 

4-. (lJ) Changes to NSA/CSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence~reiated activities and the reason 
for the changes. Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense {DoD) 
intemgence components that affect U.S. persons (OoO Directive 5240.1 -R , 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 
Nothing to report. 

TOP SECRE'fh'COMIM'fhMOFORH/"f26~26168 
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