
_ .. 
SECURITY CLASSIF~ .JN 

NSA STAFF PROCESSING FORM . / 

TO / I EXREG CONTROL NUMBER . 
DIRECTOR/ /!r 1l(ir.....-. 

, • . I 1.1 I KCC CONTROL NUMBER 

IG-10490-05 · 

KCC SUSPENSE 

THRU ~c:" ACTION 

_n_ro ___ rR_._.t:;:.... __ , n_·_s_E_c_R_E_T_t\._R_IA_T ___ -=--=---------1 o APPROVAL 
SUBJECT 

(U/JFOUOJ Quarterly Report to the Intelligence Over- ~ SIGNATURE 

EXREG SUSPENSE 

sight Board on NSA Activities-Second Quarter FY05 O INFORMATl~N ELEMENT SUSPENSE 

DISTRIBUTION 

SUMMARY 

PURPOSE: (U/ll"OU9) To forward to the Intelligence Oversight Board (JOB) of the 
President's Foreign Intelligence Advisory Board,, via the Assistant to the Secretary of Defense 
for Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND:· (U/fPOUO) Executive Order 12333 and Executive Order 12863 
.require Intelligence Community agency heads and Intelligence Community General Counsels 
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning 
intelligence activities that they have reason to beiieve may be unlawful or ·contrary to Executive 
Order or Presidential Directive. The enclosed memorandum covers all reportable activities 
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately any additional reportable activities 
known to them, unless the President has specifically instructed that the Board is not to be 
informed. The Director's signature signifies that no other activities that require reporting are 
known to him. 
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17 May 2005 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO) Report to the Intelligence Oversight Board on NSA 
Activities - INFORMATION MEMORANDUM 

(U//POUO) Except as previously reported to you or the President, or 
otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 31 March 2005 
were unlawful or contrary to Executive Order or Presidential Directive, and thus 
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U//J!OUO)- The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Bo d or members of the staff of the Assistant to the 
Secretary of Defense (Intel · e .c Oversight) are d cribed in the enclosure. 

(U/fFOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 

Encl: 
Quarterly Report with NSA/CSS Policy 1-23 

This Memorandum is Unclassified 
Upon Removal of Er.closure DERIVED FROM: NSA/CSSPM J-52 

DATED: 23NOV04 
DECLASSIFY ON: 20291123 

'fOP SECR:E'f'HCOMl:N'f'f/ORCON/NOFORNH262S1128 



·OOCID: 4165190 
1 UP ~ CCfU:O'f//COMf!q'fffl~O:fO~MJ/!C.!9112_) 

1. (U) JNSPECTOR GENERAL ACTIVITIES 

a.-(G'fSf7 During this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the National Security Agency/Central Security 
Service (NSNCSS) to determine whether they were conducted in accordance with 
applicable statutes, Executive Orders (EOs), Attorney General (AG) procedures, and 
Department of Defense (DoD) and internal directives. With few exceptions, the 
issues presented were routine and indicated that the operating elements 
understand the restrictions on NSNCSS activities. 

b. (U/.Llf'OUO) Along with inspectors fronj .}:::.::(p> (3) - P. L . 86-36 

I ltli.~··NS:A_ 
OIG completed a joint inspection of the Kunia Regional Security Operatjons Ce.nter 
(KRSOC), Kunia, Hawaii. The inspection team found that the KRSop·to progtam 
manager lacked the authority to manage the ·ro program centrally,._.the IO training 
materials contained inaccuracies, and the training accounting process was ·•. \ 
fragmented. The deficiencies will be monitored by the NSA O_~G· through correction. 

c. As reported in the fourth quarter fiscal year 2004 (See re ort dated 24 
November 2004), the NSA OIG, with the 

.... The two intelligence-related 
.__~...-~~ ........ ...,....--.....-~....--.-~~-:-~~~----...,........ 

actions resu ting rom t e inspection, a contmu1ty guide and quarterly reporting 
process have been completed. 

2. (U) GENERAL COUNSEL ACTIVITIES 

(CffSI) The NSA Office of General Counsel (OGC) reviewed various intelligence 
activities of the NSA/CSS to determine whether they were conducted in accordance 
with applicable statutes, EOs, AG procedures, and DoD and internal directives. 
The OGC advised Agency elements on a number of questions, including the 
collection and dissemination of communications of or concerning U.S. persons 
(USP); the reporting of possible violations of federal criminal law contained in 
SIGINT product; the testing of electronic equipment; and the applicability of the 
Foreign Intelligence Surveillance Act. (FISA). With few exceptions, the issues 
presented were routine and indicated that the operating elements understand the 
restrictions on NSA/CSS activities. The OGC did not file any reports with the 
Intelligence Oversight Board during this quarter. 

De1i ved From: NSA/CSSM 1-52 
Dured: 20041123 

Declassify On: 2029 J I 23 · 
TOP :SECRETf/COMJ~ffh~'OfORP'M/20:291123 



·DOCID: 4165190 

i \JP Sl!Ctll!T/ICOMIN'f'f/r~OFORt~/f?oz91123 

3. (U) SIGINT ACTIVITIES 

a. (Shf.61} Collection Against U.S. Persons 

(1) (U) Intent ional ............ · .. :::::::::::::}''····~,~:~ .. i ~ ~ - P. L . 

. a. (SI/SI) During this quarter, the Directg.r:<:>ftlle"i{a,t;:~~·i"~~curity A~~:~cy 
(DIRNSA) granted approval for consenst.t13.JcoH~ction ag.~iristOU.S. persons. "<." ...... . 
DIRNSA also a roved non-consensuaF~ollection oO J.s. com anies " ... "· 

:arid"'i organization designated by the U.S. Government as a 
.... te_rr_o_n,,....s..,..t_s_u_p_p_o_.r.t.,...··-or"""···g,.... a_,nization. The DIRNSA-approved consensual coilection 
againstO u :s. persons was routinely terminated this quarter. 

· b. (SI/SI) The AG granted authority to collect the commu:i.~.~~t,i.Qns .ofD U.S. 
persons during this quarter. ....................................... .......... . 

86-36 

. . ..... ""'(·:.·b·.··"i' .( ... 1 .... ).... ....... ..::•;:~ffu. ) ( 1 ) 
... ·::<'.'.:/. (h) (3) - P . L . 86- 36 

(2) (U) Unintentional . ....: ....... · <bl.(3 ) - P . L . 86- 36 · ..... :<<>:/ (b~ (3) -18 usc 798 
... / ·............. ...-·":/ .//. (b ) (3) - 50 USC 3024 (i) 

·a. (3//St//MF} 'J'!lis·"~:arter, there we;~"Djns.t~ri·~~~:.r6'.:.,hich anal,ysts 
inadvertently collected against U. S. persons.wh~Je"pursµi'D.g foreign intelljgence 
tasking. All of tpe "incidents were reporj;ed'fq ... r~;pon~jbfe·"oversight offid~~s and 
corrective actio~s were taken. All u..naii~.ho·rized t~?.:ffic. .. f°ollected has beeil\ti,estroyed . 

........ ··· ........ ·· .. .............. ,.:;;:::::· _........ .: ·:·:··. · .. 

+:+:~""*~ .... ---T-.----....... ....,...---..,......___,,....-.,....,,......-------~n...,..,tercepted 
,... t.iumber associated with \ of a\ 

.---------.. -..... ~ ... ........ -c..... ..... -.... ...,...;;." ------, ..... <A.Ith~ug _.-______ .....,.i..;....__;., 

... analysts hear.~lthe ~.aller say that he was calling from r=J 
f"'-------. .... in,,... . ....... ..--........ ___.,.on D.C. The ... inter~e ts were determined to have conie from 
an 

.· ...... 

,........ ·"Corrective steps have been taken to prevent .------------......... ....---...,......... e intercept and translation have been 4eleted from 
the system. 

[2]..(T~#SO NS:A"l~'fcqlifre' ........ iiWfc;~::::"i' ..... ) ( 1 ) 

d h 
.__.._-----.--1-h ____ b__. h ) (3) - P . L . 86- 36 

associate wit various ·~ e one num erst at 

............... 

...... The .. / ,.. 
- ,-v-e-re...,--------------to-.. -.. p-.r-.e.-Y-.~.n-.. ...... t fu~th.er .. indgental colle~fio.ri: 6f the 

...................................................... ::::::··:.:.::·::::.;",·,: ... ·,:,:.:.:.: ... ·.:.;·,·,· •..•..•. ·.·,',·:·::::<···· ...................... ................................................. . 
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( b ) (1) 
(b ) (3) - P . L . 86- 36 
(b ) (3) - 18 USC 798 
(b ) (3) - 50 USC 3024 (i) 



.. ·· 

.oocio: 4165190 
{b)(1) 

DC • JP SECRElnC:OMIN'f'f/f~Of'ORN/h:o2!~1123 (b)(3) p L 86 36 

f
..J J · .. - . . -

..v(? 1 (b)(3)-...~ 8 USC 798 {) Q \ 1- (b)(3)-SQ. USC 3024(i) 

~ N r31 (8'JSH I .... "·I 
/ I tdentrfyinga-pers°[:;:; :~:P~!:,~-':;~~~=~~-i;~~:J;;;k~. ,;Ji;;;>' \b)(1) 

intercepts were deleted and the single resulting report was can~.~.lle~:::::::::::::::....... (b)(3)-P.L. 86-36 

......... : ..... ··· 

.--____.f ..... 41....,(.'r&'/Sf//MF) An I hnadvertently targeted 
the ele;ph~:me number of a U . . § .. person I ...I 

.. A.,Q ... ~uthorization for the number. ... had 
._e_xp___,1-re--..-r-------~ ......... ......-e-n--:t.,...-e_a_n~a~ .. ... ystr.e~J.ized .. .th.at the AG authorizalion had 
expired, analysis was terminated and intercept ;as de~troy..ed .. .. ,./ 

b. (U//FOUO) Dissemination of U.S. Identities 

(1) (U) Intentional 

"""'(~) ( 1) 

(b ) (3) - P . L . 86- 36 
(b ) (3) -18 USC 798 
(b ) (3) - 50 USC 3024 (i) 

~In accordance with section 7 ofUSSID 18, U.S. identities were disseminated 
.. ...-l__Jtimes during this quarter. The following table shows the justification and the 

................ nuusm~der o~ instances of dl idss~minat~onl_: Ind thed "Undmats~edtbhy An"Ualyst"kcodlumnt u' the 
,... . . i entity was revea e in a sena 1ze en pro uc ; m e nmas e a ser 

,... .. ....- Request" column, a U.S. identity was released to a user at the user's request . 
(b) (1) 

(b) (3)-P . L . 86-36~~~~~~~~~~~~-~~~~~~~~~~~~~~~~~~ 

JUSTIFICA, TION · · · 
. .· ." ·umii~k~d <. ": Un~~sk:ea at .. 
, · by Analyst' , .·• user Request. 

. :-
. . · . 

. TOTAL ., 

7.2.c Necessary 

7.2.c.1 Foreign Official 

7.2.c.3 International Narcotics 

7.2.c.4 Criminal Activity 

7.2.c.7 U.S. Government Official 

TOTAL 

(2) (U) Unintentional 
··········· 

·········· 

············ ········· 

•' 

.. / ..... / .... / 

... ( b ) ( 1) 

(b ) (3) - P . L . 86- 36 

a. (S/tSI) Duri.:ngthisqua~t~~ the Signals Intelligence Directorate (SID) 
cancelled0SIGINT products because they contained the identities of U.S. persons, 
organizations, or entities; those products that contained information derived from 
communications of U.S. persons were not reissued. 
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······ ······ 
····· 

(b)(1) 

····· 

1 JP SECH:E'f//COMIN1Yfl•OFORN/fl::vz91123 
··· ... 

b. -(TS1/81~ ... . I released a total ot[}eports 
containing the identities of U.S. persons or .. hased.on._the communications 
of persons later identified as U.S. persons. In all instaiicesJ lcahcelled the 
reports, which were either not reissued or were reissued with the proper 
minimization. 

. .... · ~~tj;)) ( 1) 

! (b}. ( 3) - P . L . 

(3) (U) Raw Traffic Dissemination - SIGINT Prodyctio~ Chain \-...::.:······ ... ... · . · . 
.. ·· 

ensures t at e p~rsonne are trame y t e on s ega restrictions and 
on proper ha9.dling and dissemination of SIGINT data I-----------) 

I !··Personnel working in or with SID during this quarter included 
representatives of1 

86-36 

4. (U) Other Activities r~~ -13) -P.L. 86-36 ....... ·/l.~tt~'~::~:P::r.:~.: 8 6-3 6 
./ ! ( i::h "(.3}.,..'J:·s .. .. tfsc-....:19 8 

a. (U//FOUO} FISA Incidents ......... / (b\f\ {·3 .. i . .::·s·o .. :··u·sc::: i:o:Z4:Ji1 

(1) (TS//81//00 NF) Last'/·~:rtL NSA ~~\.:~~--~~-.:~~:, ~~l'~~~;i~~::~: .. · / ........................ . 
.... ·· .. 

following the expirat~.oh of the FISA court orqer .. {Se§.report 
dated 14 March 2005.) The ~rlicular t of\c6J1~ctioh..,required·r~moval fro .. · 

········ ... 

,........ I .. "':{'he latt~r did not occqr, and the . 
collected inJormation remained available for pro~essi4g. The"·i..nformation ~a~ 
immedia.te'l deleted u 01/ reco ition of the viol~tion.\ 

at the time of detasking. ------ .... · . ..... 

an NSA analy~.t discovered tha~··-~ .... telephone 
· .. and · number p.revio~sly associated wit 

ta$kedunder FISA authority had been reassigned to a ......... ·· .....__ _________ _, 

4 
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· ~»Q4; k~:-~. L4 lJ 9-5J. 9 0 
(b ). (3) -18 USC 798 
(b ) (3.,J - 50 USC 3024 (i) .. JP S:ECRE'f7'/COMH<ff/fNOFOR:N/hot~lU:3 

The number was detasked and all stored 
traffic associated with that numbe 

---~~~~~~~~~~---' 

destroyed. 
astftfmediateljb)(1) 

(b)(3)-P.L. 86-36 

b. (U/IFOUO) Unauthorized TargeUn.9. .Qfa . .U~ ·s~· .. Persc;·~ 
.. ( b) ( 3) - P. L . 8 6-3 6 

CT81+8H ~1e1he·nr~~~~~~~ that........,, _____ .....,... ________ __ 
it inadvertently retained on cover a telephone number of U. S. person overseas 

I INocolleetion-resuitedfrottrthe ............ ,(6)°(3)-P.L. 86-36 

tasking. 

c. (U//f6UO) Misuse of the U.S. SIGINT System 

(S//£E/~JF) An NSA employee revealed during a pre-polygraph interview that he 
had misused the SIGINT system by conducting unauthorized electronic surveillance 
of a non-U.S. person abroad. The unauthorized surveillance was conducted for no 
legitimate foreign intelligence purpose. There is an ongoing investigation to 
deterinine the scope of the improper activity. 

. ........ ··~{b) ( 1) 

....- (b)(3)-P.L. 86-36 

d. (U) Assistance to Law Enforcement .. ···· 
.. ·· 

.. ·· 

rnA'Sl) During this quarter, the SID responded to Dreq~ests for technical 
assistance from law nforcernent or other overnment a encies includin re uests 
from 

e. (U) Working Aids 

(U/ff'OU~ The SID Office of Oversight and Compliance maintains "U.S. 
Identities in SIGINT" and a matrix of dissemination authorities on its web page 
for use by the NSNCSS Enterprise. The E .O., NSA/CSS Policy Number 1-23, DoD 
Regulation 5240.1-R, and USSID 18 are also available on-line. 
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17 May 2005 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//:FOUO} Report to the Intelligence Oversight Board on NSA 
Activities - INFORMATION MEMORANDUM 

(U//POUO)- Except as previously reported to you or the President, or 
otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 31 March 2005 
were unlawful or contrary to Executive Order or Presidential Directive, and thus 
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U/fF'OUO) The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Bo d or members of the staff of the Assistant to the 
Secretary of Defense (In tell· Oversight) are d cribed in the enclosure. 

\ 
\ 

/ 

.·.,. 

(U//FOt10) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 

ILLIAM B. BLACK, JR. 
ActingDirector, NSAfChief, CSS 

Encl: 
Quarterly Report with NSA/CSS Policy 1-23 

This Memorandum is Unclassified 
Upon Removal of Enclosure DERIVED FROM: NSA/CSSPM 1-52 

DATED: 23NOV04 
DECLASSIFY ON: 20291123 

TOP S8CREJTH€0l\HNT//ORCONfNOFORN//29291123 


