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SUMMARY 

PURPOSE: (U//FOtJO) To forward to the Intelligence Oversight Board (IOB) of the 
President's Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense 
for Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: (U//POUO~ Executive Order 12333 and Executive Order 12863 
require Intelligence Community agency heads and Intelligence Community General Counsels 
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning 
intelligence activities that they have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. The enclosed memorandum covers all reportable activities 
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately any additional reportable activities 
known to them, unless the President has specifically instructed that the Board is not to be 
informed. The Director's signature signifies that no other activities that require reporting are 
known to him. 

RECOMMENDATION: (U) Director sign the enclosed memorandum. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

f .ORT GEORGE G . MEADE, MARYLAND 20755-6000 

14 March 2005 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/fFOUO) Report to the Intelligence Oversight Board on NSA 
Activities - INFORMATION MEMORANDUM 

(U/t.FOUor Except as previously reported to you or the President, or 
otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 31 December 
2004, were unlawful or contrary to Executive Order or Presidential Directive, and 
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U//FOU-07 The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Board or members of the staff of the Assistant to the 
Secretary of Defense (lntellige ersight) e described in the enclosure. 

Inspector General . 

J~ftq-J~u~ 
0-J«?BERT L. DEITZ 

General Counsel 

(U/f.POUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 

Encl: 

}tu)--1// ~ 
MICHAEL V. HAYDEN 

Lieutenant General, USAF 
Director, NSA/Chief, CSS 

Quarterly Report with NSNCSS Policy 1-23 

This Memorandum is Unclassified 
Upon Removal of Enclosure 
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1. (U) INSPECTOR GENERAL ACTIVITIES 

a. tQ'fBirDuring this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the National Security Agency/Central Security 
Service (NSA/CSS) to determine whether they were conducted in accordance with 
applicable statutes, Executive Orders (EO), Attorney General procedures, and 
Department of Defense (DoD) and internal directives. With few exceptions, the 
issues presented were routine and indicated that the operating elements 
understand the restrictions on NSA/CSS activities. 

b. ~As reported in the first quarter and amplified in the third quarter fiscal 
year 2004 (reports dated 17 March and 13 September 2004, respectively), an inquiry 
into the unintentional collection of U.S. erson communications resulted in directed 
action to correct shortcomings in :::::::::::::::::::::'::_''.Xb)(3)-P.L. 86-36 

iJ-~ L------------------------...,,,....----___,,.....-.. __ ......,·Tytee , 
/'l.. \V of the four recommended actions have been cor11.:pl.~.ted·; · · · ·· . . ............ ······ 

ot) dearl defined··roles and res 
. . . 

nsibilities ' • 

if. 
~I 

0 
·ave been 

...,____,~~-------....-........ ..-----....-~ .............................. .--~~------~~~~--....... ..-
cont mu e to--ttac t e remamm recommen ation for 

············· 

2. (U) GENERAL COUNSEL ACTIVITIES 

(Ci/SI) 'fhe NSA Office of General Counsel (OGC) reviewed various intelligence 
activities of the NSA/CSS to determine whether they were conducted in accordance 
with applicable statutes, EO, AG procedures, and DoD and internal directives. The 
OGC advised Agency elements on a number of questions, including the collection 
and dissemination of communications of or concerning U.S. persons (USP); the 
reporting of possible violations of federal criminal law contained in SIGINT product; 
the testing of electronic equipment; and the applicability of the FISA. With few 
exceptions, the issues presented were routine and indicated that the operating 
elements understand the restrictions on NSA/CSS activities. The OGC did not file 
any reports with the Intelligence Oversight Board during this quarter. 

DERIVED FROM: NSA/CSSM123-2 
DATED: 24 FEB 98 
DECLASSIFY ON: Xl 

l'OP SECRE I //COMJl.'qT7JORCON, NOl"OltNitx l 



"00C! D: 4165189 - . 
'fOfl S~CRE'f//COMIN'ff/ORCON, NOFORNi/Xl 

3. (U) SIGINT ACTIVITIES 

a. ~SNSl)-Collection Against U.S. Persons 
~( b ) ( 1) 
\lb ) (3) - P . L . 86- 36 

(1) (U) Intentional 

// \ \\ 
a. (S//81) During this quarter, the Deputy Director of the ... Nationci:1 Security 

Agency (D/DIRNSA) granted approval for consensual collection/against[]u.s. 
persons. DIRNSA-approved consensual collection againstOU.s. person~ was 
routinely terminated this quarter. · 

b. {87'/S:fi The AG granted authority to collect the communications oiOJ.S. 
persons during this quarter. 

c. <'f&~J>I I ! 

requested a~d"'Was granted emergency authorization by the NSA Deputy Direct6r 
(DIDIRN.:SA) to target a U.S. person -- a known associate ofl !who w_is 
inv~.tved with terrorist activities i~ ............ , . IJ , .,:began 
~µrergency collection for ~Q.e .. authorized 72 hours,.:yvhile the NSA/OGC )"eqµ'ested 

......... and received U.S. AttO~e General authorit for u "" to·90 da s of coll~cti6~J .. ;"· .......... ... ·. .... .... . and 

... <;::::::::.·: ... :::::: ... : .. :::::::alLcollectioil"andt~irgeting of this individual ceased. .. ..... J 

~.~'.) :Ji)'"' ~ ~ ~ ~;~ - P . L . 86- 36 
(1:i)::i:~},,,..P . L . 86- 36 (b ) (3) - 18 USC 798 

(b ) (3) - 50 USC 3024 (i) 

nti nal retr· evals using the 
"·..... ." aw traffic files resulted in .............. ~ ......... ---.......-~.,....-----,,~;-.,,.~~~~~~~....,..,,.,....-~,....-..,......... 

\ ncide~ts"against U.S:·:p~r$..ons overseas. All of the. .. incidents were reported to 
\ responsibfo·.<;>vers~ght officials"a]J.d .. ~orrective actions·"were taken. All unauthorized 
\ traffic collect~d has"l?een destroye&:::::::......... "(b l (3) - P . L . 86- 36 

\ b. ('f8t~~:NJo)I · .... ··... N....------------.lanalyst 

........... reviewing raw traffic su~pected and then confirmed! I 
I "..... !belonged to a U.S. person. The office 
providing the intelligence w.ils .. notified, and instructed to detask any selectors for 
this individual. All related rep6r.ts were cancelled and reissued after minimization, 
and all hard and softcopy documerlts. pertaining to the individual were purged 
and/or destroyed. " ........ . 

...... 

c. (S'/lSI) The Inspector General is· .. ~011.ducting an inquiry into the 
circumstances that led to the collection of U.S':"'p.erson communications after the 
expiration of the Attorney General's authorizati~'i1 

...___~~~~~~~~~~---' 

2 
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I ·················· ······················ T · ~~lgl-PL 86-36 

... 1 ________________ f··· The)iwe~~ detasked immediately. 

a the 
/ 

........ 

afternoon/evenin ~ 
· entitl~s o. .,---............... ..____, ..... t_h_e_a_n_a_ly_s_t..---------........ ---------------------, 

_.ir{t9_e·TJnited States and detasked .... ·· 

...... ·"": t . e ana y~.t.. 1s.cov'~_re" · · piec~s"o 
..---:>::::::> tra c t at a een mt~r.G.epte .. a ter arrival. Th~ ~naly~.t'{j.efeted all 

,,;;;;:;;:;,::::: ........... the.intercept·upon.recoguition and reporte t e mcidelit"to. .. t!ie ~-P.pr9p·rl~te parties. 
·:(i:;· i' ( 1) .......... .. .. :\_/ .... 

(~ .. ) (3) - P . L . 86- 36 (b) (1) 
· ( b) ( 3) - P. L . 8 6-3 6 

"(b) ( 1) 

b. (U/JFOUO) Dissemination of U.S. Identities (bl (3) -so use 302 4 (i l 

(1) (U) Intentional 

.. (SI/SI) In accordance with section 7 ofUSSID 18, U.S. identities were disseminated 
··~mes during this quarter. The following table shows the justification and the 
~er of instances of dissemination: In the "Unmasked by Analyst" column, the 
U.S. identity was revealed in a serialized end product; in the "Unmasked at User 
Request" column, a U.S. identity was released to a user at the user's request . 

. JUSTIFI~TION . . . . . ~. 

·: : ···· 

7.2.c Necessary 

7.2.c.l Foreign Official 

... 
. . ~ -
! - . 

7.2.c.3 Internation al Narcotics 

7.2.c.4 Criminal Activity 

7.2.c.7 U.S. Government Official 

TOTAL 

(2) (U) Unintentional 

. · .. . 

.. U.m~J~k~d : ; . 
.· by~~~ly~t . · 

.. ,b) ( 1) 
(h) ( 3) - P. L . 

\\\ 

a. (5/>'SB-During this quarter the Signals Intelligence Directorate (SID) 
c~-~-~.~.l.led0SIGINT products because they contained the identities of U.S. per sons, 

....... 

(b ) (3) - P . L . 86- 36 3 
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.(b ) (3l .. "'·5.0 USC 3024 (i) 

-. 
'· ... 

·· ........ . 
·· ...... . 
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organizations, or entities; those products that contained information d~rived from 
communi.c·at.i.?ns of U.S. persons were not reissued. ,...,....·n~~ g~ -P . L . 86_ 36 

. b. ('f'~;;shl ~eleased a t~~a:(~o~eports 
containing the identities of U.S. persons or based on the con:ununications of persons 
later identified as U.S. persons. In all instancesJ Jc.~ncelled the reports, 
which were either not reissued or were reissued with the proper minimization. 

(3) (U) Raw Traffic Dissemination Outside the SIGINT Production 
Chain .. ······{b)(1) 

(b)(3)-P.L. 86-36 

e ensures t at t e personnel a;re·trained by the OGC on NSA's legal i 

restrictions and on ro er hand)..ing .. ·a-nd dissemination of SIGINT datal I 
.. Personnel work.in in or with SID durin this quarter 

included re resentativesof ,.....,.bl (3)-P. L . 86-36 

4. (U) Other Activities 

·· .. a. (U/IFOUO) FISA Incidents 
(b-J. .. (3) - P . L . 86- 36 

··· ... 

··· .... 
nintentional collection ·~· ...... 

\(b ) ( 1) 
(b ) (3) - P .L. 86- 36 
(\b ) (3) - 18 USC 798 
(~) (3) - 50 USC 3024 (i) 

rgets in th~ ... 
foH:cJ.:w.rn:g::the::::====:··(b i ( 1 > 

_e_x_p-ir_a_t-io_n_o_f_t_h_e_F_I_S_A~c-ou-~~o-r_d_e_r~~~~~~~~-.-.~~~~6fiectionwas (b l (3 ) - P . L . 86- 36 

,...--~~~~~--~~~~~~~~~ 

detasked from the ·..... However, 

.................................................... "" 

e. .. <;pllected information was purged from .the syst~.m .. atjd 
····· :::::::::::: ·:::::::::::::,,,,,,,,.,.,,,,:::::::::::::··: ....;::::::::::::::::::::::::................ ....__ ____ __, 

( b ) (1) 
(b ) (3) - P . L . 86- 36 
(b ) (3) - 50 USC 3024 (i) 

4 
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b. (U) Assistance to Law Enforcement 

~uring this quarter, the SID responded tOeque'sfs'fori~si.l~i·~·~C:''" .. ;·~ -~ i ~~ -P . L . 86-36 

assistance from law enforcement or other overnment a encies indudin r u ·t 
from 

an ana yt1c support. 

c. (U) Working Aids 

(U//FOUO) The SID Office of Oversight and Compliance maintains ''U.S. 
Identities in SIG INT" and a matrix of blanket reporting waivers on its web page 
for use by the NSA/CSS Enterprise. The E.O., NSA/CSS Policy Number 1-23, DoD 
Regulation 5240.1-R, and USSID 18 are also available on-line. 

5 
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